15 MAR 2004 -1 DATA ENCODI NG AND DECODI NG CROSS- REFERENCE TO RELATED

APPLI CATI ON The subject application clains the priority of comonly-owned,
copending U.S. Provisional Patent Application Serial No. 60/ 135 MAR, 2084 | ed
June 15, 1999, entitled "In- formation Hi gi ng." The entirety of said
copendi ng application is hereby incorporated herein by reference.
BACKGROUND OF THE I NVENTION Field of the Invention The present invention
rel ates generally to techniques for data encodi ng and de codi ng, and nore

specifically, to techniques for encoding a data streamin an inage, and
for decodi ng such an erﬁMd&dENaC@lHd‘%GA&NBeDEG@iMN[(Ee term"i nage"

shoul d be viewed broadly as enconpassi ng various types of data sets that
may be used in connection with encoding an input data stream Such data

sets nmay, e.g., rep e r ando seudor andom noi se_phenaonena,
b1 ght ness | ni ens: yRISSREFRBENCE S0 REFATED APBLICATION:, etc.
Thus, although in illustrative enbodi nents of the present invention, the

"i mage" that is uFadsibjesappiratiomolaitd the priofidi sfroantondpontiedgopbnding Uns. put
data stream actually consists of a set of brightness intensity val ues of

pi xel s of a peiviHidral PekeMi ApiAcaliBMO&ial NIE 607185958, f1BY Fiel 18N 1659 RAtitidd “Th! ed
to use solely with this type of inmage data. 1 5 MAR 2004 2 Bri ef
Description PJmﬁﬁbﬁ}ﬁﬂnE"'ﬂ[e é%m'ety of said copending application is hereby incorporated

- herein by reference.

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relatesl generally to techniques for data encoding and de-
coding, and more specifically, to techniques for encoding a data stream in an image,
and for decoding such an encoded data st:eam. As used herein, the term “image”
should be viewed broadly as encompassing various types of data sets that may be used
in connection with encoding an input data stream. Such data sets may, e.é., represent
random or pseudorandom noise phenomena, brightness intensity values of pixels of a
digitized visual image, etc. Thus, although in illustrative embodiments of the present
Invention, the “image” that is used in connection with encoding and decoding of an in-
put data stream actually consists of a set of brightness intensity values of pixels of a

digitized visual image, the present invention is not limited to use solely with this type

of image data.



St eganogr aphi ¢ techniques exist in the prior art for nodifying a first
image (hereinafter ternmed a "cover inage") so as to generate a second

i mge (hereinafter terned a "stego-image") in which an input .@?W @eam
(hereinafter terned a "nmes- sage") has been recoverably encode

conventi onal steganographic technique, the_cover inmage consists of a set
of brightness intensity values of pixels of a digitized visual inmage, and
the data values of this cover image are nodul ated based upon a set of

t wo- di mensi ol Peserinfiong/dlatedPribudet i ons to generate the stego-image.
Each of these functi ons may have either a value of plus or mnus unity. In

t he nodul ati on scgg %11. t.hi s technﬁé ea h data bit of the nessage
i s assigned a val 688?0%?1% ‘é?enlfﬂ 1gues sxist i the prign et Jor medibrieg A firsi jmagenet her
the respectiye data bit is logically true or false, respectively, the
respective bkl}ief‘?) ByfeE derBs Ay, cee image hso ﬁ%%wémtee@sﬂcpndlgndgec(hmtemaﬁeas-
signnment are nmultiplied by the respective values of the respective carrier
functions, ataimed a{'ftego-gsagel’) ingvipcioduitipat dite saetthe theréinfes REBidd\WE mes-
predeterm ned sets of pixel brightness intensity values in the cover image

to generate tdge”)HaeGoer FRGRratY bAIJARE. MEbNe cd?x%rﬁfon%.?ste%ﬂg%ﬁghﬁ:I?gchﬂ-]?@}él ting

products to the respective pixel intensity values o |nag the

products maykichedr iRG Mrfsls@ f%CLePé{f lﬂ'sngéh %rﬂtg l}’xlﬁ %Eéﬁégl]ég des of aldggx

gain factor to i rrpro e sigha
respective s |xe .%5 S here| nafter termed "imge regi ons
and the si ze%tg al %Hl Biv @rﬁéﬁs BFQYer Image a1p madulated ‘?q‘ﬁé‘g"?fw? F@rOf
size" of the co er gl By. so dlstrlbutlng mul tiple respec- tive
nodul ati ons BY°- 18?5%‘8? WeV%@S&@@eb funcigns tesgeamstefhe Negpimete. | Bachrsfithgse
values in respective imge regions, it becones possible to inprove nessage
data encodi nfgneteensauaydiave githarradvaitvarfeibys, ortmiruspnioy. el the mekihBtioh ¥ehahgnal to
noise ratio of the encoded nessage. 15 MAR 2004
used 1n this technique, each data bit of the message is assigned a value of either plus or
minus unity, depending upon whether the respective data bit is logically true or false,
respectively, the respective bit values comprised in the message resulting from this as-
signment are multiplied by the respective values of the respective carrier functions, and
£
the resulting products are added to respective predetermined sets of pixel brightness
intensity values in the cover image to generate the stego-image. Alternatively, prior to
adding the resulting products to the respective pixel intensity values of the cover image,
the products may first be multiplied by an empirically-determined scaling or gain factor
to improve signal to noise ratio of the encoded data. These respective sets of pixel val-
ues are hereinafter termed “image regions,” and the size of the image regions is herein-
after termed the “carrier size” of the cover image. By so distributing multiple respec-
tive modulations of respective message bit values among the pixel intensity values in
respective image regions, it becomes possible to improve message data encoding re-

dundancy, and thereby, to improve the effective signal to noise ratio of the encoded

message.



31Inthis prior art technique, the inage regions tile the entire
stego-i mage. Thus, the density of data that can be successfully encoded in
t he stego-image according to this technique is inversely prog® Hhﬁnﬂ,' to

the carrier size. In order to ensure that3the en- coded nessage has an
acceptabl e signal to noise ratio, however; "the carrier size cannot be nade
arbitrarily small. By sufficiently increasing the magnitude of the scaling

factor, it i s posgidke [ [ : ' ratL ( t
encoded message. ik TRESF 43 RAEAS N} Mgk BBhe LR OLAR LBEbIntl: s
scaling factor .is.made too |arge, ‘the he disiortion (i.e., the. )
o {1 cat | orihF RS faia e 3% FEsushoaRolbimgRasd Rebi Sherneie nstdive to s ei n)
reflected in the stego-imge may becone readily ascertai nable from casual
anal ysi s of tesfEiguedgmversglyguoportipralita thesaaiarsigsi &n gidse ko enspesahatythe efrch

di stortion should be very difficult to detect, in order to ensure nmaxi mal
security forcodbdmessagelbab amexsemablangnalitb nolve ratoy dowevernthe canigp isizs esnrjpt x el
intensity values of a digitized visual inage, to permt the stego- . inmage
t o have nmaxivshadesdrbiehiins saadilue. Therefore, in practice, the scaling factor
and carrier size should be selected so as to ensure that the density of
data encoded, and dis- tortion in, the stego-inmage are both acceptable

gi ven the parti cUbxasuffpipnilcctessing e Ilﬂmfsmgﬁ iob thezealingelapior.gtis possibletaler t o
decode a respective nmessage bit value en- coded in the stego-inage, each of
t he respect iinaepiexid sigmil ensoibs mtioiof tie eresdeihbssegd imabe steg@gnage. i lowever,
multiplied by the respective values of the respective associated carrier

func- tions ifihe@nagnithé: 659 SGlinY Paci@ ik hidte tatGEdeOthen tadistBich (1S Eehel O
generate the respective pixel Intensity values in the stego-inmage) to

produce a S%&ﬁﬁcﬂfon%ﬂ%ﬁ%ﬁé tottﬁﬁ ebvel? FII'BQ%C Behdod fie H}E&&ﬁ %ﬂ? ;e?lﬁgt'ég fice a
respect! ve SUI’TTTB.'[! on val ue . or the respe trve | n'age. regi on. t e
respective %H%éd-?rﬁ]ag\é%gy écgmg?ga%glgz\ées}éergapn%b eei%grg%gslzu\ﬁanramﬁssig gte thtta) Istteg(\)/-al ue

image. This is undesirable since, ideally, such distortion should be very difficult to

detect, in order to ensure maximal security for the encoded message and, if the cover

image comprises pixel intensity values of a digitized visual image, to permit the stego-

£
image to have maximal esthetic value. Therefore, in practice, the scaling factor and

carrier size should be selected so as to ensure that the density of data encoded, and dis-

tortion in, the stego-image are both acceptable given the particular application.

In this prior art technique, in order to decode a respective message bit value en-
coded in the stego-image, each of the respective pixel intensities in a respective image
region is multiplied by the respective values of the respective associated carrier func-
tions (i.e., the respective carrier functions that were used to generate the respective
pixel intensity values in the stego-image) to produce a series of products; these prod-
ucts are then summed to produce a respective summation value for the respective image
region. If the respective summation value is negative, the respective message bit value

encoded in the respective image region is decoded as a “false” data bit, and vice versa.



encoded in the respective inmage region is decoded as a "fal se" data bit,
and vice versa. 1 5 MAR 2004 4 In one version of the aforesaid conventi onal

st eganogr aphi ¢ techni que, the so- called "direct sequence spr%%g spectrum
techni que," the values of the carrier functions in the i nagetredARi2@iar e

random or pseudorandom An advantage of this technique is that, unless the
original carrier function is known, it is-felatively difficult to decode a
nmessage encoded using this technique. A further advantage is that since the

encoded data is djstrihuted ropighout the spatial frequency spectrum the
distortion int hedins(%"gg\%ﬁorpa%@{'}? %g’g‘?ﬁ?]dte%onﬁ?naliqw} stzgsnegraphigdedhaigus, bk ao-p

di scontinuitie Lherebé/ maki ng detection of such distortion relatively
di T icult AncEHES {FChFEARPRCESPERSE FREFIEIh feshrigah A thgukalias of e endadih@idns
"frequency hopping spread spectrunt technique. In this technique, each
message bit valthfeiniage ssgionicate randotreor pstwipvandong eAh B RELYGTNGS tabhhilue is
particul ar spatial frequency bands specified by a pseudo-random y-generat ed

key. Unf or t undebyiessttheonginieanidrdahctRRas Rhé A £eGuivag ity PAEER thi s
t echni que are conputationally intensive, and dependi ng upon the parttcul ar

conput at i onalmé&tesmeC@coiadiste thilhk tsh iLgue in.a partjcular appli-
cation, it may take signi fsir%antly |0EgérAfo %gg‘?vgg%\g?ﬁseﬂ}@oﬁ%ﬁdéw%‘?gef
necessary to 4. his,t ni que, t han the conputatijons necessary to

i npl enent ot hg{ryls glsgg@n%gg%op P%‘ﬁﬁgﬁﬁ@ﬁ“dhﬁequei“ﬁwﬂfam, theristortiop dmthes pect r um
st eganogr aphigﬁ t echni ues, In each of the aforesaid prior art

st eganogr aphi*t8P dPRET EEDIes grainyenoste” apd facks shapdiscomsimiitidsatheicby nmiihgt 0
encode the nmessage bit val ues nmust be explicitly known in or- der to be

abl e to decodetcetn effuehdistorueselpsiviehodiffidult. st ego-i mage. Explicit know -
edge of the carrier functions, however, not only permts the encoded

rsTFZ S 29 ie rr;[ige b ?Odgé &rxgg%rﬁ B%i(;) Oe Et?%aantso%%%ﬁfci tl‘r}(ﬁ%?dtlﬂbllsj Eheasloi%llgc(ia [‘frga(gusenz:yhl%pping
spread spectrum” technique. In this technique, each message bit value is encoded in the
stego-image in accordance with particular spatial frequency bands specified by a
pseudo-randomly-generated key. Unfortunately, the mathematical operations required
to implement this technique are computat‘ironally intensive, and depending upon the
particular computational device used to implement the technique in a particular appli-
cation, it may take significantly longer to perform the computations necessary to im-

plement this technique than the computations necessary to implement other

steganographic techniques, including other spread spectrum steganographic techniques.

In each of the aforesaid prior art steganographic techniques, the set of carrier
functions that is used to encode the message bit values must be explicitly known in or-
der to be able to decode the encoded message from the stego-image. Explicit knowl-
edge of the carrier functions, however, not only permits the encoded message to be de-
coded from the stego-image, but also permits the stego-image to be reconverted to the
cover image from which the stego-image was generated. This is unfortunate, since it

would be desirable in certain applications (e.g., applications in which the encoded mes-



cover image fromwhich the stego-inmage was generated. This is unfortunate,
since it would be desirable in certain applications (e.g., applications in
whi ch the encoded nes 15 MAR 2004 -5 sage in the stego- |nage ﬁﬁéf %W
"wat er marki ng" role) to provide a stegano?raphlc t echni que wh AR 804 5
not necessary to explicitly know the carriér functions in order to be able
to decode the encoded nessage fromthe stego-inmage, and al so wherein the

abi ity Lo dggonsnt R RAAHEL RS AL ARAINI o1 o Bmiefa gafoghpht the

ability to ge er - over i mge o-1 mage,

pernlt the carrier functians to serve essentially as a type.of .priyvate

(i e, secr dESmistiembirin s SAL Ress™P BERRTLY oy thesarmies fisiings ibombriory
(e.g., copyright owner of cover inage, government agency, financial

i nsti tuti on,beable tp derpdesheentaded megsage frm tejstegorimaae.9p plse athernn thei nce
this would effec- tively grant only the certifying authority the ability to
gener at e t habiliy er décveg ehefanoadedtrhessageedymes nvalgeitsedidsd grantaby alalitytopenent t he
authority the ability to generate apparently authorized stego-inages,

whil e perm tifd fhg ceté}t%ﬁﬁgé Renedk kichy-itag Q9 8ider fRnieaRsedrsEsnctiages from
those stego-imges. It would al so be desirable to increase the den5|ty of

the nessagedat, gse(ﬁ} fiy g@gﬁs Bﬁﬁﬂgglté Peelreds LSERAORAG: éce%H L@hél&@l G the

degree to which ortl €go- | ge I's rea apprec
O her exanpl rior art ste aphi c technl ues are dISC| sed i,n
o ocr ST iTsing 2Bl egE coRTERENTHSh ORI RO ER Y SHOR AR ffifies,
Proceedings of the First Infor mat i on H| di ng Wrkshop, |saac Newt on
Institute, @asvssiangetc.)uTikis waplyd be dosigblespythesgeppheationgsinescihisruowd etfec-i n
Conput er Sci ence Volume 1174. Unfortu- nately, each of these other exanples
of prior ar tivstyegyamtogiypieicertifemgmutvesy thefabsits to generate the ca¥onmwege ffomnd/ or
ot her di sadvant ages and dr awbacks.
the stego-image, and thereby only permit the authority the ability to generate apparently
authorized stego-images, while permitting others the ability to obtain the decoded mes-
sages from those stego-images. It would also be desirable to increase the density of the

message data that can be encoded in a stego-image, while reducing the degree to which

£
distortion in the stego-image is readily appreciable.

Other examples of prior art steganographic techniques are disciosed ine.g.,
Smith and Comiskey, “Modulation and Information Hiding In Images,” Préceedings of
the First Information Hiding Workshop, Isaac Newton Institute, Cambndge, U.K., May
1996, Springer-Verlag Lecture Notes in Computer Science Volume 1174. Unfortu-
nately, each of these other examples of prior art steganographic techniques suffers from

the aforesaid and/or other disadvantages and drawbacks.

SUMMARY OF THE INVENTION

In accordance with the present invention, steganographic techniques are pro-

vided that are able to overcome the aforesaid and other disadvantages and drawbacks of



SUMVARY OF THE | NVENTI ON I n accordance with the present invention,

st eganogr aphi ¢ techni ques are pro vided that are able to overcone the

af oresai d and ot her di sadvantages and drawbacks of '15 MAR 20(.]45 "ﬁﬁt@
prior art. In one enbodi ment of a technique in accordance with a

aspect of the present invention, a first function (e.g., a carrier
function) to be used in encoding a nessage’is encoded in a first portion
of an image, and the nessage is encoded, based wupon the first function, in

a second por th&prisHart NG ohBRESodikiRt bt 4 &Emﬁﬂﬂ!}‘&;ﬂ PPN 351 ;tggi?et%f Shp se

nodul ation to be applied to the nmessag 1 7sP

t he ! mage ma;b %ﬁ@qﬁ%“fﬁmﬁ ﬁ@gect e a‘réat}%'tFlrﬁWFEgI? |St$ gCt ed di s(jaﬁlllgaeset S

of pixels in I'mage

present invention, .the coding of the nessage in the image is carried out
in such a waySSPREE it Fﬂ?ogﬁ% wfirshpgrtipe ofjar bargs, and bemdseagerngreoded dasedat

| east in part, upon respective correlations and anti-correlations between

pi xels in coNP@@H@d&Nﬁ@nﬂnm051&s@ommpommnbﬁﬁmhnmgé Ahdfise GeiboR Halyidens of
the inmage, so as to permt the nessage to be decoded fromthe inmage

Wi t hout expl sailte a hinoied g@dgalatbn tote: Gplied & thfe%%ég‘t%n The f{rfi%ﬁ's@éb?lgg)%ﬁgmtso

encode the nessage in the imge, and such that the ability to e'the

encoded fTESSBﬂ@lehﬁhagé‘ﬁlay @?fglecogrgf—%r ?&Pea%/e l?ﬁ'%{yﬁe clc:?%l%%?fnttge 0 plxels ty to

generate the original (1.e rom

st ego- |nage)}%qgﬁ?énlng t he encoded nessage. Advantageously, this permts
the carrier unctron or functions to serve essentially as a type of
private authentication key that nay be held by a certifying authorlty SO

T L T, ST Ul SRR S SRR o
message in the image is carried out in such a way that the message may be decoded
from the image based, at least in part, upon respective correlations and anti-correlations
between pixels in corresponding image regions in the first and second portions of the
image, so as to permit the message to be decoded from the image without explicit
knowledge of the carrier function or ﬁmcti{ons used to encode the message in the image,
and such that the ability to decode the encoded message in the image does not by itself
also grant the ability to generate the original (i.e., cover) image from the image (i.e.,
stego-image) containing the encoded message. Advantageously, this permits the carrier
function or functions to serve essentially as a type of private authentication key that
may be held by a certifying authority so as to grant only to the authority the ability to

generate apparently authorized stego-images, while permitting others the ability to ob-

tain decoded messages from those stego-images.

In a technique according to a second aspect of the present invention, a cover
image is upsampled in one or more dimensions of the first Image so as to generate an
upsampled image of higher resolution or larger size than the first image. The upsam-

pled image includes a plurality of respective groups of respectively identical pixels in



tain decoded nessages fromthose stego-inmages. In a technique according to
a second aspect of the present invention, a cover inmage is upsanpled in
one or nore dinensions of the first imge so as to generate an'1#ﬂ§ﬂﬂgted
i mage of higher resolution or |arger size_than the first inmage.

pl ed i mage includes a plurality of respective groups of respectively

i denti cal pixels in 15 MAR 2004 7 the one or nore directions of the one or

nore di nensi ns, S ling of  the f rst Jim.age. s.encoded
" the upsantit2a® orHBEER i St i ot Ots ikt bun P R R b SR
aspect of the present inven- tion, at Ieast one respective pixel in each of
t he groups of8% é’(’t‘i’ﬁ%&ﬂ‘?q‘@é‘ﬁgi’b‘% “B?%%dlr%agcunal tered as a result of
the nmessage being encoded in the upsanpled image. Alterna- tively, the

respective identigal, :S et f

i denti cal plxels nay e c gﬁgggﬁggca.?ﬂgultyg?gﬁﬁgﬂgﬁégg%ﬁg b{¥ﬁe nmessage
in the upsa . e such thai er. .t he enggd ? I H e in

t he upsanpl e iﬁg‘g 0|n SHRET G &1XE U"rﬁ"f‘ﬁ PG Hie grpunsed 3esp ?‘Véi“ ?’éth‘? P’if \?é"l‘ ues
of the respectlve i dentical pixels in _each re- ective group of

respect i vel yuaderediag alreqoiltmtge mesagRmng ensofed pe@f: npEmpleddmegey Altamaes of
respective corresponding pixels in the first image. In either of these two
enbodi nent s tively,ttherespachine eaticat pxeldiingatlorespretise gund ofi sppativelly ithigicpr esent
i nvention, the encoding of the nessage in the upsanpled i nage may be

based, at | gigéls riayparichangtdaeR a&cdﬁﬂttdﬂﬂ&eeﬂ@diﬂh@fﬂ%éﬁsa%ehﬁ g Raseled im-
Advant ageously, it has been found that the technique of the seconhd . aspect

of the presgat, &H‘tﬁ%{“ahgﬁlh@%ﬁéﬂ ﬁ%d’?tﬂyﬁﬁs{i 9fthe §§}§A 19 magg%ggeggrea.ta to

be encoded in an |nage e upsanp d I mag an | in the

(F))][ I 3|r s?(r)f' ti gsz at{qrq essgﬁgllvgzrﬁ%qszfé 84“%8% glg%?)teclztlov% 1hgnt1tc§epi>?£§) {net%icﬁl?flz-l Ity

spective group of respectively identical pixels are equal to respective intensity values of
respective corresponding pixels in the first image. In either of these two embodiments
of the technique according to the second aspect of the present invention, the encoding
of the message in the upsampled image miy be based, at least in pert, upon a bitwise

modulation of the message.

Advantageously, it has been found that the technique of the second aspect of the
present invention permits a much higher density of message data to be encoded in an
image (i.e., the upsampled image) than is possible in the prior art, and also permits sub-
stantial reduction in the appreciability of distortion in the upsampled stego-image. In-
deed, empirical results indicate that the density of message data that may be effectively
encoded into an image using the second technique of the present invention may be ten
or more times greater than the density of such data that may be encoded into an image

according to the prior art.



deed, enpirical results indicate that the density of nmessage data that may
be effectively encoded into an inmage using the second techni que of the
present invention nay be ten or nore tines greater than the density of
such data that may be encoded into an image according to th®SoMAR2004rt .
:15 MAR 2004 -8 Apparatus and nethods are al so provided that permt
nmessages to be en- coded/decoded in and fr8m respectively, inmages in
accordance with the principles of the techniques of the present invention.

These and ot her featusies f.ih resent invention wll
becone apparent as {pEe fglg'ﬁgvr{n%ﬁ}gﬁ%%ef a??oeﬁxoﬂggg}lf%w%t BIEst88YS besid upon
reference to rawi ngs, (p which |like nunerals depict |ike parts, and
wherei n: BRI E{ﬁ%@&%}%ﬁa%@ﬂ%&oq‘kﬁsﬁﬂw CE3ECE Ut &Fcprdagee wWith g princifienadt i c
diagramillusgrating the construction of an appa- ratus that inplenents the
princi pl es of MGHES &} pithe pessend mveptinn.qibesg @od othen featwres ed advianagesasgpket

of the present invention for the purpose of generating a stego-inage con-

taining an enwewalinvestayeill ficgmeapgarbst 2 thi Glowischeffbd DesiraBiba Froceeds
illustrating the construction of an appa- ratus that inplenents the

pri nci pl es_of aampenbefdicheito é dviRRNMH WHRH BEE Auftichlls 4éhilIfe fHhL Shaspect
of the present invention for the purpose of decodi ng an encode ’negsage
froma stego-yhegg: Figure 3 is a highly schematic diagramillustrating the
construction of an appa- ratus that inplenments the principles of an

enbodi mrent of a techni que according to the second aspect of the present
invention for the purpose of generating a stego-inage containing an

encoded nmessage. BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a highly schematic diagram illustrating the construction of an appa-
ratus that implements the principles of an embodiment of a technigue according to the
first aspect of the present invention for the purpose of generating a stego-image con-

taining an encoded message.

Figure 2 is a highly schematic diagram illustrating the construction of an appa-
ratus that implements the principles of an embodiment of a technique according to the

first aspect of the present invention for the purpose of decoding an encoded message

from a stego-image.

Figure 3 is a highly schematic diagram illustrating the construction of an appa-
ratus that implements the principles of an embodiment of a technique according to the
second aspect of the present invention for the purpose of generating a stego-image

containing an encoded message.

Figure 4 is a highly schematic diagram tllustrating the construction of an appa-

ratus that implements the principles of an embodiment of a technique according to the



Figure 4 is a highly schematic diagramillustrating the construction of an
appa- ratus that inplenents the principles of an enbodi nent of a technique

according to the 15 MAR 2004 -9 second aspect of the presenté@ t 1,“ for
t he purpose of decoding an encoded nessage from a stego-imge. % 5is
a symbolic illustration of a stego-inage §enerated by the apparatus of
Figure 1, and processed by the apparatus of Figure 2. Figure 6 is a

synbolic illustration a_stego-i e nerated hy, the apparat.us of Figure
3 and pr oce SSont ppord e pRhaR ToBRoR R P b S ot straind PSR S rEmegee
Detail ed Description will proceed with reference being nade to

i |l ustrativelT@mHegRA®aECand met hods of use, it shoul d be understood that
the present inventionis not limted to these illustrative enbodi nents and

sy HF e
DETAI LED DESCRL.PTI C{;I C{ ILLUSTEQ%VE EVMBODI MENTS_Wth reference being nmade
to Figures 19618P4e%,and grocessed WRARLS S F1Bdh2 ni ques of the first and

second aspects of the present invention will now be described. Figure 1 is

a highly schemati ¢;.4i A 3 L ] | f g@gjﬂ us 10
that inplenents tﬁlgqgf‘?%g@gfd gg”g%lqggh%% |%esﬁﬁ%4éé§g%2&?}ergsb a%p ct r@# t he
present in- ventian for the se _of generating a stego-imge 26

i ERESa /Y Bt e e deBuafs B

cont ai ni ng an shown in Figure 1,
apparatus 10 includes controller 18. Controller 18 in- cludes

conmput er - r eadabl eARRSEEYhE lio%vise DefaflBd DeSdriptioh NN Pid REE G refefdfde Qaihg,

and/ or mass storage nenory) for storing software progranms and associ afed

data struc- made to illustrative embodiments and methods of use, it should be understood that the
present invention is not limited to these illustrative embodiments and methods of use.

Instead, the present invention should be viewed broadly, as being defined only as set

forth in the hereinafter appended claims.

DETAILED DESCRIPTION OF JLLUSTRATIVE EMBODIMENTS

With reference being made to Figures 1-6, illustrative embodiments of tech-
niques of the first and second aspects of the present invention will now be described.
Figure 1 is a highly schematic diagram illustrating the construction of an apparatus 10 _
that implements the principles of an embodiment of the first aspect of the present in-
vention for the purpose of generating a stego-image 26 containing an encoding of a data

message 28.

As shown in Figure 1, apparatus 10 includes controller 18. Controller 18 in-
cludes computer-readable memory 20 (e.g., comprising random access, read-only,
and/or mass storage memory) for storing software programs and associated data struc-

tures for execution by one or more processors also comprised in controller 18 and/or



tures for execution by one or nore processors also conprised in controller
18 and/or 15 MAR 2004 -10 other elenents of apparatus 10. \Wen executed by
the one or nore processors in appa- ratus 10, the software prqp ans and
data structures cause the controller 18 and other el enents of éﬁﬁ@raﬂhs 10
to carry out and/or inplenment the techniqqgs, functions, and operations
descri bed herein as being carried out and/of inplenented by controller 18
and ot her elenments of apparatus 10. It will be apparent to those skilled in

the art hal otRRENmHRST hatRERG! YA ASERSORS IR he TRIRIL E%,IBY D6 used 1n

controller 18 without departing fromthe pres I nventi o SRR e,

controller 1 {Se._one or re Intel 80X86-type processors and
associ at ed ng%%qriyoq é%d;?‘i?ﬁgr%a%? %@‘éﬁgﬁﬁ‘w@%@s 1St thedioryolRnAiaad pther hat

i ncl udes a cogventi al ina%ing, digital canera, one- or two-dinensional
array of phof EFBWéﬁFEP@@?ﬁﬁ,t%ﬁﬁﬁb@“‘%@%EW@EE§W6t@Géﬁ@hﬁge%ﬂ@mﬁnnsﬁnétc.)
or scanning systemthat generates, in response to commands received from
t he contr ol | epera@nsglegirthediheen astbgjeg tEriad dusandidriiaplenivngs Hy6contdller 18
controller 18. Inmage 16 conprises a set of values that represent pixel

bri ght nessesand ahengermbists b‘ﬁ@p{fﬂl’d@$®.ona\l'ill%!érzx§§iﬁ@nm) tifbs BBl §] thcgh%'ﬁl
cover inmage 12 that is input to the device 14 when it is desired to

comrence genghay bes 8f cdlipuiet ﬁggésis&?%?d 28mdilek B'}aaglri)% ey #ﬁ%gﬂ%rg@w equ%d'

conprises a conventional nechanism Inter- g a

shown) to th 18 so.as o pgrmt the user to_control . and
noni t or operg‘?ﬁp?j%nmé(’#&gg%%?rgts ffjng "ivﬁ,n%]?%rl'e r%‘ﬁ"ar%tj%qf’é‘%iérﬂaﬁwygwaaq oG ore |
har dcopy print %@ﬁ ) representations of visual images and/ or ot her
dat a gener at 8" te‘? g%‘-‘“ﬁ?&?‘&?‘?ﬁ“ﬁ@“ﬁH%FOF'GP‘-'dﬁFWfMi ng the user with a
di splay termnal for displaying visual de- pictions or representations of

such i mages and/ offAPBATREE 184159 compriserardimaging develeUddhat includes a conventional
imaging, digital camera, one- or two-dimensional array of photoelements (e.g., charge-
coupled photosensing elements, etc.) or scanning system that generates, in response to
commands received from the controller 18, a digitized image 16 and supplies image 16
to controller 18. Image 16 comprises a set of values that represent pixel brightnesses
along the two-dimensional surface of a phrysical, visual cover image 12 that is input to
the device 14 when it is desired to commence generation of the stego-image 26.
Printing device/CRT device 24 comprises a conventional mechanism for inter-
facing a human user (not shown) to the controller 18 so as to permit the user 1o control
and monitor operation of apparatus 10, for providing the user physical (i.e., hardcopy
printed output) representations of visual images and/or other data generated by the ap-
paratus 10 and for providing the user with a display terminal for displaying visual de-
pictions or representations of such images and/or other data. Device 24 may include,
for example, one or more conventional computer-user interface devices, such as point-

ing and keyboard input devices, and a display output device which together permit the

human user to input commands to controller 18 to be performed by apparatus 10, and to



for exanple, one or nore conventional conputer-user interface devices, such
as point- ing and keyboard i nput devices, and a display output device which
together permt the human user to input conmands to control | €5 MAR 264 be
performed by apparatus 10, and to 15 MAR 2004 -11 receive fromcontroller
18 indication of receipt and progress of ! pparatus 10 in execut- ing the
i nput commands. Alternatively, or addition thereto, device 24 may include a

printing-press,: i.m i Nt NG, j: I Rk _18.
ho w11 po. gtk fa oRonE g bHReiare Rt A aRb s Sl bRIB I RIS, o
re- ceives the digital inmage framthe device 14, controller.1 ener at es
t her ef rom a N8t l?‘Bﬂl“i C?HH“V%FS' frmpsvely, %rtaggﬁlan{ﬁf&ngZé?‘”?eﬁ’?{a@%Fl}fi‘ﬁ’gé’ with
the principles of one em bodinent of the first aspect of the present

i nvention, bersihgnyens ox siseilar pringag meekanisim eontiqlisd Sy coptipllriléal [y referred
to by nuneral 30), which imge 26 contains an encodi ng of nessage 28. As
is true in this afswilhbe d¢seabedpper fally beblnguwnmappardtuglld, eghed cdntrallee 18 ee-
spective val ues of these functions 30 may be either plus or mnus unity.

The functi ongive3heddlgiANmARS $6 GRmPBe EBYIcH 84, oRir6Neri 18 J¥RARIEY tRRefdém ARY be
supplied to the controller” 18 froma source external thereto (e.g., a not

o] AP O 16 AL gl Py

comuni cati on wor k €go- I nage essentially

f th f or mat d [ tially th t f dat
Che di gi t1 2eRPABEROT RISt Sl S RIER AL U EH Bt RS RED A0 S35 e her

wi th appro- priate commands fromthe controller 18, causes device 24 to
gener at e t helies(ambdisallyrefersgd wihygumeral gO). ovhiclrimagee2oconiaing am eygeding of
schematic diagramillustrating the construction of an appa- ratus 50 that

i mpl enent s tinesspgd 2 4 sgnuefin s endthe iotten appHratub ehdwn st Figuieetd, te rehe pres-

spective values of these functions 30 may be either plus or minus unity. The functions
30 and/or message 28 may be stored in memory 20 or may be supplied to the controller
18 from a source external thereto (e.g., a not shown certifying authority connected to
the controller 18 via a communications network). The digitized stego-image 22 may be
essentially of the same format and may co;nprise essentially the same types of data as
the digitized cover image 16, and when supplied to the device 24 together with appro-
priate commands from the controller 18, causes device 24 to generate therefrom the
visual stego-image 26.

Figure 2 is a highly schematic diagram illustrating the construction of an appa-
ratus 50 that implements the principles of an embodiment of the first aspect of the pres-
ent invention for the purpose of recovering from the stego-image 26 the digitized cover
image 16 and message 28. As shown in Figure 4, apparatus 50 includes controller 18.
Controller 18 includes computer-readable memory 20 (e.g., comprising random access,
read-only, and/or mass storage memory) for storing software programs and assoctated

data structures for execution by one or more processors also comprised in controller 18



ent invention for the purpose of recovering fromthe stego-inage 26 the
digitized cover inmage 16 and nessage 28. As shown in Figure 4, apparatus
50 includes controller 18. Controller 18 incl udes conputer-r@gdu éﬂﬂennry
20 (e.g., conprising random access, read-only, and/or mass storage nmenory)
for storing software prograns and associ ated data structures for execution
by one or nore processors also conprised iMfcontroller 18 15 MAR 2044 -12
and/ or other elenents of apparatus 50. When executed by the one or nore

processors i and@pakatclEnd®s oftdBarffstovarendy ta structures
cause the controller 18 and O{Jtﬂﬁer el enment s %%Egtg%g Q?Eu%%ﬁq%egaq$§so5ﬁt

and/or inple ts@chni Lon apd operations descri bed
herein as beimr?grbtp gngraﬁ%Se %gtsgfgﬁ%?c?frrbg}gn% ?@H?%&%V“‘%&ﬁwsa erontrpllen Hjanrd ner
el ement s of a&ﬂg_ré’iltrhls 50, It WI|C# beag_gparent to those skilled in the art
that many types Or etnBlAPRRaSo e ST oHiRndfRrimplcame nivihe thehniaues, functions,
controller 18 of ap-. paratus 50 without departing fromthe present

i nvention. Fot"d&parabiras desgmbeddierain a3 Beiog carmeg aubsndéorSthplayert@ilpy écerodlee O
nore Intel 80X86-type processors and associated nenory. Apparatus 50 al so

conprises an l&mngioteeraéemene df‘appiratus 58y 1Heillle Apparen e kil iHShd AP 1ES
the device 14 of apparatus 10. Device 14 of apparatus 50 generates, In re-

sponse to conmandgpésstebinpict pRIFEIHA £ %é{ﬂ(%rlif%rm%ﬁbel %g 'éﬁ E@*Gf‘g%#%{)"?? ggépz,af ; g{n

i mage 108 and supplies inmage 22 to controller 18.
of val ues t hfararh &3 €REANL dRLAELe Bb) s_al an he two-di mensi onal
surface of aaFIIOhySi cal , (\B'I/% S?J%%ﬁ St eg%% ﬁgegérﬁé%ve[nﬁgg f:gr PHREWS. contoter déwifce
14 when it is ﬁ]g_?ljﬁgg tQ commence r ecovefrel(r?/ 8f the cover image 16 and/or
message 28 from the stegcoTiREgeo%60r BPieifieh §U KB tune/reperssay hedasdciated Fi gur e
2 conprises a conventional necha-

memory.

Apparatus 50 also comprises an imaging device 14 that may be of the same con-
struction as the device 14 of apparatus 10. Device 14 of apparatus 50 generates, in re-
sponse to commands received from the controller 18, digitized image 22 from image
108 and supplies image 22 to controller 18. Image 22 comprises a set of values that

£
represent pixel brightnesses along the two-dimensional surface of a physical, visual
stego-image 26 that is input to the device 14 when it is desired to commence recovery
of the cover image 16 and/or message 28 from the stego-image 26.

Printing device/CRT device 24 of Figure 2 comprises a conventional mecha-
nism for interfacing a human user (not shown) to the controller 18 so as to permit the
user to control and monitor operation of apparatus 50, for providing the user physical
(i.e., hardcopy printed output) representations of visual images and/or other data gener-
ated by the apparatus 50 and for providing the user with a display terminal for display-
ing visual depictions or representations of such images and/or other data. Device 24
may include, for example, one or more conventional computer-user interface devices,

such as pointing and keyboard input devices, and a display output device which to-



nismfor interfacing a human user (not shown) to the controller 18 so as to
permt the wuser to control and nonitor operation of apparatus 50, for
providing the user physical (i.e., hardcopy printed output) 195 MAR 2004
representations of visual inages and/or other data gener- ated by the
apparatus 50 and for providing the user With a di splay termnal for

di splay- ing visual depictions or representations of such inages and/ or

ot her data. i i r e i, onal
conput er - s o PRl s T et 8 Supre o FBHPeoniBReAls ANSHRANETS
devices, and a displa ut put. device whjch to,1l 5 2004 -13 get her
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pernit the HPREFUS 1o TR Ye TEm oAUl 8B IAN ¥TeqaPand PEOSIESSOdr med by

apparatus 50, and to receive fromcontroller 18 indication of receipt and
progress of apapissisax0us eBecuting dhesiapet oogreddlsi nput commands. As will be
described nore fully below, in apparatus 50, when controller 18 re- ceives
the digital i mgeA2ill bodeschibed mag faly delmg én dpharaond,ottearcod@oliced8\rer s
there- fromthe nmessage 28 encoded in inmage 22. Additionally, if controller

18 has been uRs i digfal\Wnhbe 2N GofiiRE ithaag dQit184, ORIr611IA8GedReRRBEEE
message 28 into stego-imgé 22, the controller 18 of apparatus 50 nmay al so

recover fro i | gital vars .| : L1 be
Gescr i bed rar g Toges 2 tBaed Bl ifiee 33 RaaulRREF if CondfdPEHE as B3n -
techni que acgordi.ng.tq the first aspect of th resent,i.nvention th

unless  t he RGACHAT e uncopt S ignPatatsca scods BisFeen 2hinth SERESBB UMt | on' s
30, it would be verly difficult, in practical inplenmentation of apparatus
50, for contthopensrollegl$ ef appaptes SGmayralse reqeverizemaheayagss’dithe digitaleaver he
image 16 fromthe i mage 22. However, it is also a feature and advant age of

the first asmage 16f Hohever eswill bd desembddomotelfally belews dns a fetire and 8dain-
appar atus 50 need not be supplied with the functions 30 in order to be able

]E amr: telcg\rllgr tthe: SBEs BgRnid8e hdcordibd & theEPR adpkct bff the PRdsed ihedntib8 tha udieken t he
the controller 18 of apparatus 50 is supplied with these functions 30, it would be very
difficult, in practical implementation of apparatus 50, for controller 18 to be pro-
grammed in such a way as to recover the image 16 from the 1image 22. However, it is
also a feature and advantage of the first as;laect of the present invention that the con-
troller 18 of apparatus 50 need not be supplied with the functions 30 in order to be able
to recover the message 28 from the image 22. If controller 18 is given the functions
30, they may be stored in memory 20 of apparatus 50 or may be supplied to the con-
troller 18 of apparatus 50 from a source external thereto (e.g., a not shown certifying
authority connected to the controller 18 via a communications network). When sup-
plied to the device 24 together with appropriate commands from the controller 18 of
apparatus 50, the image 16 and/or message 28 cause device 24 to generate therefrom

the visual cover image 12 and/or a visual (i.e., symbolic written) representation 38 of

the message 28, respectively.



30, they may be stored in nmenory 20 of apparatus 50 or nmay be supplied to
the con- troller 18 of apparatus 50 froma source external thereto (e.g., a
not shown certifying authority connected to the controller 181 i MAR 2004
comuni cati ons network). Wen sup- plied to the device 24 together with
appropriate conmands fromthe controller li of apparatus 50, the inage 16
and/ or nessage 28 cause device 24 to gener ?é therefrom the visual cover

i mge 12 and/or a visual (i.e., synbolic witten) representation 38 of the

message 28, respecFiged ¥is dBighBRcBAic dide GO SeideSh el gﬂlt schemati ¢
ppa- T &t s reBuE

diagramillustrating the construction of an appa- “lidhdPetrent s
the princi pl efan@f 1 cothaTRQM 1t he second aspect of the present

i nvention for the purproIE@ ﬁggetrl?g%g%@%e%éﬁfpg -Oﬁ%éog@SSEWéﬁmchgf@n en-
coding of a d e 28.. As sho in Figure 3, apparatus 100 incl udes
control | er 1@&96&[)%% 'r%ﬁ?%&’ri}é? 1?%?%?%53’&?5%&% asteg-dmagy KSmomtainingan é8- g. |
conprising random access, read-only, and/or mass storage nenory) for

storing sof t WElEqfakhmIcaige 8- Assbowm éuFipirad stpparatus 66 ifdide8 X8l oN by
one or nore processors also conprised in controller 18 and/or other

el ements of abpdfentiniien b®)incltilen cempatet-sddile hen@9LOQL o , g&{]ﬁﬂgggﬁﬁaggs in
e

apparatus 100, the software prograns and data structures cause

control | er 18ceew, rehdrenlyehei®ihssseioRRPAEAL ' [y, out and/ o
i mpl enent the techniques, functi ons. > and o?r%g%ﬁg %@‘@#Bg’@rﬂ?%ﬂ as

bei ng carri edogidiedaiaey ' - controller 18 and other el enents
of appar at us 200, 11 V\AS%IiJ Icmggg fg}pg}iﬁgﬁfg?g&? ROEETSRPFSSEYs pl§o cpmprpad inhat

many types of.,GRERuLEr ocessors and nmenories may be used in controller
18 of apparatus %% 1\%39%6 §5§§F’Fp'ﬁé’f fPeFatusd 08¢ X‘@Eﬂtﬁxﬁmbf the .one Bor
exanpl e, controller 18 of apparatus 100 may conprise one or nore Intel
nmp
S0XS6- MOre processors in apparatus 100, the software programs and data structures cause the
controller 18 and other elements of apparatus 100 to carry out and/or implement the
techniques, functions, and operations described herein as being carried out and/or im-
plemented by controller 18 and other elements of apparatus 100. It will be apparent to
those skilled in the art that many types of computer processors and memories may be
. £
used in controller 18 of apparatus 100 without departing from the present invention.

For example, controller 18 of apparatus 100 may comprise one or more Intel 80X86-

type processors and associated memory.

Apparatus 100 also comprises an imaging device 14 that may be of the same
construction as the device 14 of apparatus 10. Device 14 of apparatus 100 generates, in
Tesponse to commands received from the controlier 18, a digitized image 16 and sup-
plies image 16 to upsampler 102. Image 16 comprises a set of values that represent
pixel brightnesses along the two-dimensional surface of a physical, visual cover image

12 that is input to the device 14 when it is desired to commence generation of the stego-

image 108.



type processors and associ ated nenory. Apparatus 100 al so conprises an
i magi ng device 14 that may be of the sane constructi on as the device 14 of

apparatus 10. Device 14 of apparatus 100 generates, responsg h?
commands received fromthe controller g di giti zed i mage 16 RAMAR, 4
plies image 16 to upsanpler 102. | nmage 16 onprises a set of values that

represent pixel brightnesses along the two-dinensional surface of a

physical, visual GOugheH (B%E: glérzlotzhﬁ&y begmbﬂé’rﬂtoftaQbéxh'%ag%}é}a‘i@lo%‘lgt’@n\%ﬁ-%%t I's

desired to connence generatl the stego- inage 1
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nent of appara s Pt VSH naer s
02 be conprised in

i npl enent ati on of par at us 100 upsanpl er. 1
control | er 1828us; ﬁﬁg‘i’ﬁ? k\? 102 mgly be qQoRpaIse By oy ifelrge‘?rd’t“é%mgldéﬁ‘ﬁ:? hkge 16

another inmage 104 that is of higher resolution than inmage 16 but otherw se

i s identical Upsamplayt02igenetyseninpnamago 26 aneherpimagh bt uhm is of bighepssotptiomg

the image 16 in one or nore dinensional directions (i.e., nmutually or-

t hogonal di menaiimagd 16lbiesthérons: i Odentiddl 1 imbgd Ie Upsagiet 602 Ascomplishddghis
described nore fully below, the upsanpled inmage 104 that is generated by

upsanpl er 10%{ ﬂﬁsa@nﬂlﬁ-@%é irfdge l%hh%nQBPS%?édlﬁ%EﬁhQ%lﬁEﬁ’Mﬁ% mﬁhféﬁ% BF-5 Of

pi xel s (synbolically shown in |gure 3 and coll ectlvely referre

numer al  109) ,\ I ct r en 0 those of
correspondi ng Sgﬁéldgg?%? na'lgffe(% %9 E{h?ma%% g E(B’F‘éf Eﬁ?eﬁimorfége
104 was gener exarrpl true in apparatus_ 100, upsanpl er
102 is conf ﬁﬁﬁ%&o Bpesamled | g, lﬁggl'éﬁti%swméedr%%mkrﬂ%aﬁ HreBRE R of
the length and width dinensions 105, 107 to generate t he upsanpl ed i mage
104, then thé!umr@ewumgtwmmswmlusws@frng@s mbolcally ghowhneEigyrehamt t han

that of imge 16, and inage 104 is conposed of
collectively referred to by numeral 109) whose respective brightness values are identi-

cal to those of corresponding pixels in image 16 from which the higher resolution im-
age 104 was generated. For example, if, as is true in apparatus 100, upsampler 102 is
configured to upsample the image 16 by a factor of two in each of the length and width
dimensions 105, 107 to generate the upsafnplcd image 104, then the resulting resolution
of image 104 is four times greater than that of image 16, and image 104 is composed of
contiguous pixel clusters 109 that each compnise four respective contiguoﬁs pixels.

The brightness values of the four pixels in each respective cluster are identical to each
other, but may vary among pixels of different clusters.

Printing device/CRT device 24 comprises a conventional mechanism for inter-
facing a human user (not shown) to the controller 18 so as to permit the user to control
and monitor operation of apparatus 100, for providing the user physical (i.e., hardcopy
printed output) representations of visual images and/or other data generated by the ap-
paratus 100 and for providing the user with a display terminal for displaying visual de-

pictions or representations of such images and/or other data. Device 24 may include,



contiguous pixel clusters 109 that each conprise four respective contiguous
pi xel s. The brightness values of the four pixels in each respective
cluster are identical to each other, but may vary anong pixelskﬁf
different clusters. Printing device/ CRT device 24 conprises a cC WAR: % a
nmechani smfor inter- facing a human user (;not shown) to the controller 18
so as to permt the user to control and nonitor operation of apparatus
100, for providing the user physical (Le., hardcopy printed output)

represent at i ofes exdmplé,sumdlor hiR@esnvantbml cohber-dat dnegne’ /i fd 2
paratus 100 and for providing the user mﬁtE a di spl ay term'n%I%?l]é)‘tFigepd’}Ht

di spl ayi ng viiagahd B&boRidGhpiAMevREs, ER" ’ﬁ‘hiﬁﬁn fe Sl LoBges, and/or

ot her data. Segl ce 40may ncl U%és’aﬁ%edﬁﬁ%&z 7 -Sdfg‘CFg‘iﬁ?%&tgﬁn%‘ﬁapemé i
nore conventi uter-user interface deviges, such as point-_ing and
keyboard i npui ge‘vul%gret ,ln%lﬁﬁowgﬁfoa‘ipngﬁﬁﬁhfg t&é}ﬁ]{e OfRFLBY tRRfEatRe 0% and t
the human user to input conmmands to controller 18 to be perfornmed by

appar at us 100° Terste ffgn pentealige 18 inshisationtof stceit andpiogrtise af apparasis Hafcieiepe- and
progress of apparatus 100 in exe- cuting the input commands. As will be

descri bed norgtnghejnpsicommands.appar at us 100, when control l er 18 re- ceives
the upsanpled digital inmage 104 from upsanpler 102, controller 18 generates

therefrom a digit aldwitibevdssdied m&@ folly 581800 a0, &Heﬁﬁ&rﬁ{o‘i’@f‘?@re"-‘ﬁ th
the princi- ples of one enbodi mrent of the second aspect of the present

by nomeral 30) o s A Rl APA S heafiblenh B BRI et e

by nuneral 30), which i mage ains a

functions 30 : e, 28 .na e.stored i menory 20 or pay be .
supplied to t egﬁéégﬁta ?F 05% %Zigc‘ilﬁerf%#ogog&[ﬁg%‘ém@& (El actcé@%‘feo“’(té.‘*&?ﬂnca not
shown certifﬁgp% aut ho i&%ﬁcon ected to the controller 18 via a

comuni cat i oRsS éPWb?’RE’? IR ¢fithe £5cPRH asnestR-therarssent B ention.Jasekeponta st | y

of the same format and. .
of carrier functions (symbolically referred to by numeral 30), which image 108 contains

an encoding of message 28. The functions 30 and/or message 28 may be stored in
memory 20 or may be supplied to the controller 18 from a source external thereto (e.g.,
a not shown certifying authority connected to the controller 18 via 2 communications
network). The digitized stego-image 106:nay be essentially of the same format and
may comprise essentially the same types of data as the digitized 1mages 16, 104 and
when supplied to the device 24 1ogether with appropriate commands from the controller

18, causes device 24 to generate therefrom the visual stego-image 108.

Figure 4 is a highly schematic diagram illustrating the construction of an appa-
ratus 200 that implements the principles of an embodiment of the second aspect of the
present invention for the purpose of recovering from the stego-image 108 the digitized
cover image 16 and/or the message 28 encoded in image 108. As shown in F igure 4,
apparatus 200 includes controller 18. Controlier 18 includes computer-readable mem-
ory 20 (e.g., comprising random access, read-only, and/or mass storage memory) for

storing software programs and associated data structures for execution by one or more



may conprise essentially the sane types of data as the digitized i nages 16,
1 04 and when supplied to the device 24 together with appropriate conmands
fromthe controller 18, causes device 24 to generate theref rpgyare20k sual
stego-image 108. Figure 4 is a highly schﬁgatic diagramillustrating the

1

construction of an appa- ratus 200 that 1 enents the principles of an

enbodi nent of the second aspect of the present invention for the purpose

of recoverin AT LOLg [ 6 and/ or
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for storing software prograns and associ ated data structures for execution

by one or norRBd d&fa parcturss gause thagantreden)&ang ofberelemerts efrriparatesnd00obcarry 18

and/ or other elenments of apparatus 200. Wen executed by the one or nore
processors i oubppidrrampen®i thettbahngpies,\fanaions,codapsratianddetati bedSlioreia tas bes
cause the controller 18 and other elenents of apparatus 200 to carry out

and/ or i npl em@NdarfifEolt@ERRE HHEIEmeAdd Y icORTollcANE 208 BfHR} El@ﬂﬁneeo?%fafgé}sﬁs herein
as be- ing carried out and/or inplenented by controller 18 and ot her

elements of 2Pafalilibe apfftendib diish bidfed ﬁpﬁa@gﬁ%%%%ngyﬁ%y&gw by pfbckle art

that many types of conp proces- sors an e us

controller 18 of aratus 100 wi fhout Lt fro he present,
Cvention v ead BRRHeY By he Pt RS B B eb d g HRur ARSinE one o
nore Intel 8QX86-type processors and associ ated nenory. Apparatus 200 al so
conpri ses an!TOFEgF REpsevnveation. Forgxample, santggller 48 0§amarat@@>EQQ M3k cPBIPrias t he
device 14 of apparatus 10. Device 14 of apparatus 200 generates, in
response to onnomndes Intet 80X86Htpe prodeksors ant assddiaed ki@moty.gi ti zed i nage 106
fromimge 108 and supplies imge 106 to controller 18. |Inmage 106

comprises a set Opr%%"aHx%%Ob gf"s% comprises an imaging device 14 that may be of the same

construction as the device 14 of apparatus 10. Device 14 of apparatus 200 generates, in
response to commands received from the controller 18, digitized image 106 from image
108 and supplies image 106 to controller 18. Image 106 comprises a set of values that
represent pixel brightnesses along the two‘:dimensional surface of a physical, visual
stego-image 108 that is input to the device 14 when it is desired to commence recovery
of the cover image 16 and/or message 28 from the stego-image 108. IV

Printing device/CRT device 24 of Figure 4 comprises a conventional mecha-
nism for interfacing a human user (not shown) to the controller 18 so as to permit the
user to control and monitor operation of apparatus 200, for providing the user physical
(i-e., hardcopy printed output) representations of visual images and/or other data gener-
ated by the apparatus 200 and for providing the user with a display terminal for dis-
playing visual depictions or representations of such images and/or other data. Device

24 may include, for example, one or more conventional computer-user interface de-

vices, such as pointing and keyboard input devices, and a display output device which



1 represent pixel brightnesses along the two-dinensional surface of a
physi cal, visual stego-inmage 108 that is input to the device 14 when it is
desired to commence recovery of the cover image 16 and/or nmessage 28 from
the stego-image 108. Printing devi ce/ CRT device 24 of Figure 4 toMAR W& o
conventional nmecha- nismfor interfacing a iuman user (not shown) to the
controller 18 so as to pernit the wuser to“ontrol and nonitor operation of
apparatus 200, for providing the user physical (i.e., hardcopy printed

out put) repr esgiilicitpenni (R hithsl&er ld’riﬁﬁﬁtscoﬁﬁ%ﬁs tBtcBEL{'dolfé?}l g >tlogfen forBed gﬁlroy

t he apparatus 200 and for providing the user wwth a disp rmna

di s- playi ng ,ui | pl,Git | - O sent ati.ons_of ch.images and/ gr

ot her " dat o Eu s PR b R X AL T 18%%a e Gitccrinand ot ponal
conput er - user, inter5§8e de- vicgép such as pointing and keyboard i nput

devi ces, and BPUFEBIFEY D EIFUENG B IRRM GAMEIANES. VAR 2004 - 18 t oget her permit
the human user to input commands to controller 18 to be perfornmed by

appar atus 200, and\%Willkedqsgrbed maredolly boloMein agpararos 204, whan odntioblee] Pte-and
progress of apparatus 200 in executing the input commands. As will be

descri bed norcevéutheyligiel amage HGaqa tied it pRQdeMbe s, comtdiRk | FecdGerk Brerei Ves
the digital image 106 fromthe i nagi ng device 14, controller 18 recovers

there- from figsi, RginghRe futBEsAOTS 1R Gncb MR REGIHLHS RS 8 te. i mge
16. The functions 0 may be storednfn nennryggo or ﬁgaﬁgé:gﬁppeie 4%t he

ut hori Ly condelran taoy REnenRry 20 Pl BE'SGhlicdoBimahialn Biehasourr) |

When supplied to the deyice 24 together. with appro- priate comuands from
the controll ’FteTﬁf, phteﬁeio %g@nﬁ'tf‘thﬁgﬂ crEd¥ingaushorty gannegled te the zantrallgr d8ner at e

therefromthe visual cover inmage 12 and a visual (i.e., witten synbolic)
Vvia a communications network). When supplied to the device 24 together with appro-

priate commands from the controller 18, the image 16 and message 28 cause device 24
to generate therefrom the visual cover image 12 and a visual (i.e., written symbolic)
representation 38 of the message 28, respectively.

Figure 5 is a symbolic illustration of a digitized stego-image 22 generated by
the apparatus 10 of Figure 1, and processe‘cri by the apparatus 50 of Figure 2. The man-
ner in which the stego-image 22 is generated by the controller 18 of apparatus 10 will

now be described.

After controlier 18 of apparatus 10 receives the digitized cover image 16, con-
troller 18 initially processes the image 16 by logically associating together respective
pluralities of mutually-continuous pixels in the image 16 into two respective disjoint
sets of image regions (collectively referred to in Figure 5 by the numerals 300 and 302,
respectively) of equal size (i.e., each of the sets 300, 302 contains the same number of
image regions and each of the image regions contains the same number of pixels); each
of the image regions 304, 306, 308, and 310 in the first set 300 is associated with a re-

spective image region 312, 314, 316, and 318 in the second set 302. Thus, region 304



representation 38 of the nessage 28, respectively. Figure 5 is a synbolic
illustration of a digitized stego-imge 22 generated by the apparatus 10 of
Figure 1, and processed by the apparatus 50 of Figure 2. The -.ner in
whi ch the stego-inmage 22 is generated by the controller 18 ofnﬁgﬂyﬁb?@% 10
will now be described. After controller-1%8 of apparatus 10 receives the
digitized cover inmage 16, con- troller 18 initially processes the inage 16
by | ogically_associating together respective _pluralities of )

nut ual | y- contSiastRsiaed F%I%H%éea%g% issponizied with regipne 214, vegion 3%isnt

sets of image regions (collectively referred to in Figure 5 by the nunerals
300 and 302, asspeigted stithveiph 3d6, agluagiosid2@ if asseciated acth region 3é8,sesrecBddy. 302
contai ns the same nunber of image regions and each of the inage regions
cont ai ns t helis@B®uuatdes efibodiinésl S)the 8¢ Bspeef oft the pied@ig enved b0t 3Gthp]e306,
308, and 310 in the first set 300 is associated wth a re- spective inmage
regi on 312, 8. : -Setan30 10f 0 15
MAR 2004 - 19%%@?33?% %8?%?@3351\1? o EE}? ()1%1%%2%1@%9%0%?]?%60?'3{?13,52(9)2&'92%%&%% th
region 314, regi 308.1s ..associated w,th reqgi,Q 6 nd region.31Q is
associ at ed wi ‘ﬁjlr 8r1iz5 A foyrixels ﬁ&‘é‘?‘iﬁ be Inﬂ%fjﬁgatiﬁ’l‘? ’Hg?al?eétapsg’z% ﬂ{)gﬁi‘?ﬁé nt

of the first aspect of the present invention that is inple- nented by

appar at us 1028558 RNy qaRk setAffe3 Vedpsembeddmacin 3pmereky for ilbustrative purpases and 16,
and 318 has a size of four pixels. It should be noted that the nunber and
si ze of the inay vayalepeglinmispimthe aomberesf B0€s 1IBOR inkege 16 welthhanmber éfddarer el y
for illustrative purposes and may vary dependi ng upon the nunber of pixels
in the i magebiiinaheimefagaRgriaeke efcodal. dHoWete, th nhiideNBESHATE ropforisGn BLch
encoded. However, the nunber of inmage regions in each set 300, 302 should

be equal to §e?§0@1@@§%ﬁoﬂﬁb@%haal%h&duﬂlﬂe?%faﬁﬁ%ﬂgﬁaﬁa@r&e@sagézﬁ% peered.
he 28 1's four

Thus, in this illustrative enbodi nent, t nessage bits in

length. The . 4eq. Thus, in this illustrative embodiment, the message 28 is four bits in length. The

locations of the image regions in the image 22 are predetermined and preprogrammed

into the controller 18 of apparatus 10.

In accordance with the first aspcct,of the present invention, the message 28 is
encoded into the image 22 based upon respective correlations and anti-correlations
between the respective image regions in the sets 300, 302 that are associated with each
other. More specifically, as will be described more fully below, the brightness intensity
values of the pixels in each of the image regions of sets 300, 302 are treated as speci-
fying coordinate values of respective vectors, and the data bits of the message 28 are
encoded in the image 22 based upon correlations and anti-correlations between these

vectors.

For example, for purposes of illustration, it is assumed that the intensity values
of the pixels in image region 304 are given by variables a, b, ¢, and d, respectively; the
intensity values of the pixels in image region 306 are given by variables i, j, k, and |,

respectively; the intensity values of the pixels in image region 308 are given by vari-



| ocations of the inmage regions in the inmage 22 are predeterm ned and
preprogrammed into the controller 18 of apparatus 10. In accordance with
the first aspect of the present invention, the nessage 28 is gncoded into
the i mage 22 based upon respective correlations and anti-cor r LD MAR, 404

bet ween the respective inmage regions in thg sets 300, 302 that are
associated with each other. Mre specifically, as wll be described nore
fully below, the brightness intensity values of the pixels in each of the
i mage regi onsables gat, s, 2800, re§@tiwily the eadmily aslusPsfihe pixkisng i:ﬁ@@régﬂaﬁtﬁo

val ues of respective vectors, and the data bits of tﬁe nmessage 28 are

encoded i n t herei PG 2arRBRE Y, HRRMHRYY, BlalH98S. & bi FAldsRY
between these vect or)i. _For gxﬁ% e, for Sg%_r po@esg%?ﬂlgf Fﬁ@?#e%&fgmsgfﬁori’s
assured DAt heOERft e YRS veles EBLKEL B el PRI BB dR L &
the pixels in ii@ e rg%ison 306 are given by variables i, j, k, and 1,
respect i vel y; YEHEGSHr &&s PidNgeiPaetvedy: theviatessitg valuesofi thapiucls éy imagezegonr e
given by vari_15 MAR 2004 -20 ables q, r, s, and t, respectively; the
intensity val dksaeBieRdYriakalles mnn, eragé pregpastivadithe antensity weluebyf thapbal es
y, z, aa, and bb, respectively. Also, for purposes of illustration, it is
assuned that intimagategisi 316 arabives bpfvatididesni, ¢ s ahdix, rBREGEFedE tROindh3itRr €
given by variables e, f, g, and h, respectively; the intensity val ues of

the pixels i nvilieRaH thelkelBin i%ﬂageaég%oxgbvsea}elgyve\ﬁfcrgixéhhﬁés!?@ d8; e anPR 9P

respectively; the intensity values of the pixe I n 1 mage tregron 3rf6,are

Ghuen. by vari SLaRis! The valtor 8t hay bESRRRLLY BLY LG, b0 B30k, a1A45S, O

the pixels in inmage region are gl

re- spectively. v rs that y be generated fromregions 304, 306,
308, 310, 312 % Q"Za‘@?ﬁsgar&r#d‘ 15 051 8 L& B <GeT, Sf, <¥i 2, ag, DbR, <a %, e.by, 1. s,

t> <y, z, aa, bb> <e, f, g, h>,
<m, 1, 0, p>, <u, v, w, X>, and <cc, dd, ee, ff>, respectively.

In accordance with this embodiment of the technique of the first aspect of the
present invention, the respective vectors (e.g., vectors <a, b, ¢, d> and <e, f, g, h>) gen-
erated from two associated image regions (e.g., regions 304 and 312) are considered to

£
be correlated if the inner product of the respective vectors (calculated after background
or DC components have been filtered out from the pixel brightness values from which
the respective vectors are generated) is positive. Conversely, the respective vectors are
considered to be anti-correlated if the inner product of the respective vectors (calculated
after background of DC components have been filtered out from the pixel brightness
values from which the respective vectors are generated) is non-positive. The back-
ground or DC component may be filtered out from the pixel brightness values from
which a respective vector is generated by subtracting from the respective vector the
mean of the respective vector (i.e., the inner product of the respective vector with it-

self). The respective vectors may each also be scaled so as to have the same magni-

tude. Two associated image regions (e.g., 304 and 3 12) encode a logically true mes-



<m n, o, p> <u, v, w, x> and <cc, dd, ee, ff> respectively. In
accordance with this enbodi nent of the technique of the first aspect of the
present invention, the respective vectors (e.g., vectors <a, Q. ﬁIARCbﬁD#and
<e, f, g, h>) gen- erated fromtwo associ?ted i mge regions (e.g., regions
304 and 312) are considered to be corréfated if the inner product of the
respective vectors (calcul ated after background or DC conponents have been
filtered out i i S - 0 LCE he, respective
vect or o ar o “SEr T PAS Bt KEpechl SELBRB AN om Wb Bkl MOEROERREFS i e
considered to be antigggr elatad if the.inner product of thﬁ nespef’ive
vectors (cal'¢uf&t8Hc'd DYEISRYr BIheFspa ”E‘B%p@ﬁ’@ﬁf enqedg @ lpgislly falseer ed
out fromthe pixel brightness values fromwhich the respective vectors are
gener at ed) imacspaps-datadhit if the respgsti vravactorg gengrated fropChe segionse pixehayetisness
filtered out fromthe pixel brightness values from which a respective
vect or i s gemkestednbycosualtedacti ng fromthe respective vector the nean of
the respective vector (i.e., the inner product of the respective vector
withit- self). The r?spective vectors may each al so be scaled so as to
have the same madriiroliergd of ppparaiis d Qiinc@diaused e aeagatsiae mrags 22 sooas tand 312)
encode a logically true nes 15 MAR 2004 -21 sage data bit if the respective
vect ors genenendedhd mespagh28 thergimbased pipre sudiy ¢ogtelations anhinti-carselatians be-
correlated. Conversely, two associated inmage regions encode a logically

fal se nessageendeiprclivd assécidtbd imepegiony of e dinass22) et as, @dntrs 1N 18 Hen-
regions' pixel brightness values are anti -correlated. Controller 18 of

appar at us 1Qrdds (AW SFbrh thedRASE Ak Byt S ARERhE Bixs PordshthQs irﬁlE‘Igsf[?t?Q/af-he

nmessage 28 therein based upon such corfelations and anti -corre ons be-

bontrol [ epC ks Yoo 3Rl sdoRFin G2 8f18nPin ke 16RSh Bt tnd Dttt asso-
ciated image regions in image 22 encode message 28 based upon respective correla-
tions and anti-correlations between respective associated image regions in image 22.
Each pair of associated image regions in image 22 encodes a single respective bit of the
message 28 based upon whether the respective vectors generated from their pixel

,

brightness values are correlated or anti-correlated with each other. 1t is important to
note that, as stated previously, this technique of the present invention is in stark contrast
to the prior art, wherein correlations and anti-correlations are made with refercnce to

explicitly known and extemnally available (i.e., outside of the stego-image) carrier func-

tions.

‘The manner in which controller 18 of apparatus 10 generates the respective
pixel brightness intensity values a, b, c, . . . ff will now be described.  Controller 18 of
apparatus 10 first assigns each data bit of the message 28 a value of either plus or mi-
nus unity, depending upon whether the respective data bit is logically true or false, re-
spectively. The respective message data bit values resulting from this assignment are

then multiplied by respective values of respective carrier functions 30, to generate re-



erates the image 22 fromthe imge 16 by nodul ating the pixel brightness
intensity val- ues of correspondi ng associated inmage regions 'in inmage 16
such that the resultant asso- ciated inage regions in imge 221quﬂﬁqmn
nmessage 28 based upon respective correla- tions and anti -correlations

bet ween respective associated inmage regio in image 22. Each pair of
associ ated inmage regions in inage 22 encod€s a single respective bit of the
nmessage 28 based upon whether the respective vectors generated fromtheir

pi xel  bri ghtypeasveqabiiass. aTie: @tV anti-.coerel a wi th each ot her.
It is inportant _toe\/}ﬁot e Sthat, gfse state egégelgﬁ%{ﬂlstﬁgtﬁ%ﬁ fséelg%tcﬁ‘?ﬁfﬁﬂ?ggé? "$he

present i nveng 14S 3¢ a 1o ¢t rior art, wherein
correl ati onsrga?llgrBé}#f ??%o@?é?ﬁé}gﬂ%hggeoc%%w@ﬁf PREH VS RIS, 51 acsqidhnes t | v
known and exgﬁhpgluﬁ @vailgble %L.e., out side of the stego-lnage) carrier
func- tions. The REnRer MY RRfCERUR AlepB e andgherespntixe araductiBsapimer withs
the respective  pixel brightness intensity values a, b, c, . . . ff wll
now be descr iSBEUESRESHYE PIesPonding fmageypgioatin smage 16 issilded®i @ ofRe hixdat a
bit of the nmessage 28 a value of either plus or m- nus unity, depending
upon whet her brigbtnessiptensity ealdatia thzit coirsspoAding nbye fdaith tgrgeﬁg.g?qhe nl];ig-l -
spectively. The respective nessage data bit values resulting fro {hi's

assi gnnent anensity helmesnial the phi ¥né 860408k respectjve, carrier
ftnctions 30, to generate re gfge%AE 2004%’2%@%ggdc):tgl?\%lee%%rggdﬁgg%ﬁ‘égema'

respective i mRge, hE&H1038di ' that, correspond to re- gions 304,
306, 308, 310 ar?eﬁt hen agfgggég?%dé%?w%rg%%E)%h}eiTS%Deﬁ?g%UE?lé?tePﬁWa‘@&ﬁs@énce
with a predetierimi pned association algorithm and the respective product
associ at ed vuhféh‘:%]"g%‘g’hag%elgﬁé”é‘% "%%%%é‘s%ﬁaltwqi#a@e empiiesHyidetermingd 16 i s
added to each a?f the .pi xel _brightness intensity values in that

cor r espondi n§F3HRGEEMB drder fopthsduerase of impropingaincpding signal to noise ratio.

Controller 18 of apparatus 10 adds the respective values of the respective carrier
functions 30 that were used to encode the message 28 in image regions 304, 306, 308
and 310 to each of the pixel brightness intensity values in respective corresponding im-

age regions in image 16 to generate the pixel intensity values in the image regions 312
ph H

314,316, and 318.

By generating the stego-image 22 in this manner, the respective dafa message
bit values are encoded in respective correlations and anti-correlations between respec-
tive associated image regions in the stego-image 22. Advantageously, by so encoding
the message 28 in the image 22, it is possible to decode the message 28 from the image
22 without explicit knowledge of the carrier functions 30; however, without explicit
knowledge of the carrier functions 30, it is also relatively difficult to generate from the
image 22 the image 16, since, assuming that the decoder is not provided with the cover
Image 16, it is relatively difficult to discern without explicit knowledge of the carrier
function values 30, the absolute modulations of the pixel brightness intensity values

that generated the stego-image 22 from the cover image 16.



tensity values in the inmage regions 304, 306, 308, 310 of the stego-inage
22. Alterna- tively, prior to adding the resulting products to the
respective pixel intensity values of the cover inmage, the products may
first be nultiplied by an enpirically-determ ned scaling or ghbrMARCIST
for the purpose of inproving encoding sigpal to noise ratio. Controller 18
of apparatus 10 adds the respective values of the respective carrier
functions 30 that were used to encode the nmessage 28 in image regions 304,
306, 308, and 310npHlcsirdecofe theangssaasl 280rom hamseap-imaaerd?; the coatrolbs 1i8nof
respective corresponding im age regions in imge 16 to generate the pixel
intensity valappsatus S0 fiestianslgeesrtegtogs-iBdge, 22 13 Héterdire, thapike BBBght®ss inten-
generating the stego-image 22 in this nmanner, the respective data nessage
bi t val ues akiy oIaedeint PixeRIAER invfe 66 M1 90 308 1801812 G4 Hleabhons

bet ween respec- tive associated inmage regions in the stego-inmage 22.

Advant ageousl I I image 22, it s

posei bi & o digodin PR IS Bt R0 TREREE el Wi e WRAGY B Forpiet

know edge of 1he rri.er functions 30; however, w thout explicit know edge
of the carri éﬂleﬁ‘?fcﬁS?ﬁedﬂ?g%fﬁglqu 1 §tegp-upageetn a5 Wetl\psdviich anpges regionsriarthe e
fromthe image_22 the image 16, since, assum ng that the decoder is not
provi ded wi t Eet§ RO, 309 etre respegjivelnpassoqiatpd with|eaeh otdEy and fife predetermonedi alger n

wi t hout explicit know edge of the carrier function values 30, the absolute
nmodul ati ons othm Heat piax ebedap iagivcingessthe imusepsidat biglwidsthe ifage gefvas.ated- t he
stego-image 22 fromthe cover inmage 16. 15 MAR 2004 -23 In order to decode

the nmessage 28lIéI®BtApRarshueG0thérPderdines! BRe& ApbY Bhid SreprbBrafime ARRGNLBkiS 50
first analyzes the stego-inmge 22 to determ ne the pixel brightness Inten-

sity val ues gfq &Q?eéﬁ%&éﬂe%ohﬁgﬁigﬁ%gﬂg& 1-50%:;{9.{&215 é«gtl\lueef?’ peggeéR/%ass%%%‘cth\?ﬁq ’

314, 316, and 318. ntro appar a I'S preprogramnme h the

locat i ons anggecr%girblnse,rme logical values of the message bits, and assembles these logical values

to decode the message 28. If the controller 18 of the apparatus 50 is supplied with the

functions 30, the controller may also be programmed to use the knowledge embodied in

the functions 30 (i.e., of the absolute modulations of the pixel brightness intensity val-
Ls

ues that were used to generate the stego-image 22 from the cover image 16) to generate

from the image 22 the image 16.

Figure 6 is a symbolic illustration of a digitized stego-image 106 generated by
the apparatus 100 of Figure 3, and processed by the apparatus 200 of Figure 4. The
manner in which the stego-image 106 is generated by the apparatus 100 will now be

described.

After controller 18 in apparatus 100 receives the image 104 from the upsampler
102, the controller 18 analyzes the image 104 to detect and locate therein the clusters
109 of respectively identical pixels therein. As stated previously, each of the clusters
109 contains a respective set of four respectively identical contiguous pixels. After

detecting and locating the clusters 109, the controller 18 of apparatus 100 groups the



sizes of these inmage regions in stego-imge 22, as well as, which inmages
regions in the sets 300, 302, are respectively associated with each other,
and the predeterm ned algo- rithmthat was used to associ ate the nessage
data bits with the image regions. Con- troller 18 of apparatus=§bMﬁﬁdﬂn
determ nes, based upon this preprogramred 53fornation and the respective
correlations and anti-correl ati ons between“réspecti ve associated i m age
regions, the logical values of the nessage bits, and assenbl es these

logi cal val ueslubtersdrAdR Blb&sTRSER8Gr&Sond fo ﬁggmﬁgﬂggéﬂg%?s{yéqjoggt?g]]régﬁageg o be

apparatus 50 is supplied with the functions

programmdtotolbc:en ied.in,. the. functions 30 (i.e., of the
absol ut e modul at’l oﬁr{E&SFQp #f%i’éﬁ%ﬁ’%&ﬁ?ﬂﬁ?%?ﬁs i%f(“&‘?l(%%qmam%%grefjﬁal‘ wer e
used to generate .the stego-i e fromthe cover inmage 16) to generate
fromthe i maghi®sd yRber Hgﬁlg CT‘%?erﬁ%é%ﬁeeg-Gﬂieéﬂ%Fkéyﬂ%’cﬁth contpind 9 af therchasters
digitized ste?o-i mage_lOG generated by the apparatus 100 of Figure 3, and

processed by {4e28¢painthedorppof 10 Flugier by 40 climeer squareler ItishouMhbe Rotel €hat
stego-image 106 is generated by the apparatus 100 will now be descri bed.

After cont r ol thenui®er mdogigreofaheiblotRe) ahe eRisvs die Emgoﬂc% k@ Ed16ns
upsanpler 102, the controller 18 anal yzes the image 104 to detect and

| ocat e t her ei 400, He2 aésesibed RerehQ9 nfely ?&Qﬂﬁgﬁé&meypé%ﬂtﬁgé én‘él%aﬂ%%'&%ﬁ,@er ein.

As stated previously, each of the clusters 109 ains a-re &8set

of four resp I I i.eal i guo pi xel s. ter. detecting and

| ocati ng thquog\é?ée%{%&’%&?p ?’ﬁe(las @gﬁ%}o%ez@‘lféldo*’e leﬁg?ré}fﬁl@ta ’ﬁ%d’fﬁ“s‘ssﬁgﬁ’e 15
MAR 204 -24 sters 1 i.ht o bl ocks ich.correspond to the i mage regions

(synbol i cal | ?8&8#’ rCPE%‘%%t &P%’ffvﬁ{;ﬁ'é'?%‘rf&w%g,bl%&z)m# Hn%a?ereslﬁaig@olegz sheaddh of

t he bl ocks c%nt ains a predeter- o
e equal to the number of data bits in the message 28 to be encoded, since each image

region 400, 402 encodes a single respective data bit from the message 28. The assign-
ment of bits of message 28 to be encoded in image regions 400, 402 is in accordance
with a predetermined algorithm that may be preprogrammed into controller 18 of appa-
ratus 100. Thus, in this illustrative embodiment of the technique of the second aspect
of the present invention, the message 28 is 2 bits in length. The locations of the blocks
and corresponding image regions 400, 402 in the image 22 are predetermined and pre-

programmed into the controller 18 of apparatus 100.

Controller 18 of apparatus 100 assigns to the respective data bit values of the
message 28 either plus or minus unity, depending upon whether the respective data bit
value undergoing such assignment is logically true or false. Carrier functions 30 in
this embodiment of the second aspect of the present invention comprise a plurality of
sets of subcarrier functions. Each set of subcarrier functions comprises four respective
values; each of these values may be either plus or minus unity, and subject to this con-
straint, and the further constraint that the values of the subcarrier functions in each set

of subcarrier functions sum to zero, the particular vaiues of the subcarrier functions in



m ned nunber of the clusters 109 (e.g., the blocks may each contain 100 of
the clusters 109, and be in the formof a 10 cluster by 10 cluster
square). It should be noted that the nunber and size of the bl gks, and
thus al so of the corresponding i mage reg[2£§ 400, 402 descri bet® MARZ084 s
merely for illustrative purposes and may ry depending upon the nunber of
pi xels in the image 104 and the nunber of data bits in the nessage 28 to

be encoded. EkWesgh settrhfy BUSRRtdFandindGcR ol IRG .eqigggﬁm‘%gpof é%%fs_houl d

be equal to the nunber of data bits in"the nmessage 28 t e encoded, since
each i mage %ﬁgi . S inal-e respectiye data.bit, fr t he
nmessage 28. eagiské?%%!loﬁ%%te%g% qg?]}esﬁ%?beﬁggglﬁgc ! ggt]gé( eﬂgﬁ%ﬂgdmbng ge
regi ons 400, 402 is in accordan ith a predeterm ned al gorithmthat may
be preprogra MEERET F&“F%q%%i@%P?gﬁpﬁls fsubearnerfunctiang is rapdarplyqas-
illustrative enbodi nent of the technique of the second aspect of the
present i nvepedaided witha raspestivreorzgfitke dusterssl 09nn themgeions 40(s 403 catlitbms- of t he
bl ocks and correspondi ng i nage regi ons 400, 402 in the inmage 22 are

pr edet er ni nesbeatide prbearrier ﬁgfc&ﬁm’eﬁluéﬁ&l&ablﬁlﬁssﬁwﬂvé @bl A#Tsubdingdr faRpRhaisus- 100.
Controller 18 of apparatus 100 assigns to the respective data bit val ues of

the messagestfated WitR'a rRdpeen @ briphthiSs Hitddstty vARRSRdIr eHPfa'bi)Y}éﬁ'% %rrcs{pgg-

respective data bit val ue undergoing such”assignnent 1s l'ogically true or
false. Carri i ' thi s. dinent of the secon spect of the
present inveﬁ ?éﬁﬂ@§ﬁ§gﬁééghhﬁﬁﬁ?gV§F§q@%‘E%E@¥“6Ft8 EQFFF%ﬂm%ﬂﬁEﬂfﬁﬁs.
Each set of subcarrier functions conprises four respective values; each of
t hese valuess“)r‘i’éfve e either plus or minus unity, and subject to this con-

straint, and the further constraint that the values of the subcarrier

functions in eachipgiier @fenetRARE hicSlagk YB3 R MABL NG In Elffollbes PAThCUI ar

val ues of the subcarrier functions Iin -25 15 MA each suc may be

sel ected rangdam %O%UIBEEEP&EH %f'gl%%%'ectﬂ}easgi%m:)f \rralgf];s o%%ltlesmggsage data bits by

each of the respective values of the subcarrier functions that is associated with a re-
spective brightness intensity value of a respective pixel in a respective image region
associated with that assigned message bit value. The stego-image 106 is then gener-
£
ated by controller 18, by adding the respective resulting products to the respective
brightness intensities values of the respective pixels with Which the respective subcar-
nier function values that were used to generate the respective products are associated.
Alternatively, prior to adding the resulting products to the respective pixel intensity

values of the cover image, the products may first be multiplied by an empirically-

determined scaling or gain factor to improve signal to noise ratio of the encoded data.

Further alternatively, the carrier functions 30 may be modified such that each
set of subcarrier functions contains only three subcarrier values and these values do not
sum 10 zero. In this alternative, one respective pixel (collectively referred to in Figure
3 by numeral 111) in each of the clusters 109 used to encode message data is not

modulated with any of the carrier functions 30. Instead, the one respective pixel in



subcarrier functions is equal to the nunber of the clusters 109 in the

regi ons 400, 402 in which nessage data i s encoded, each of the sets of
subcarrier functions is randomy as- sociated with a respective one of the
clusters 109 in the regions 400, 402, and the re- spective suﬂngARéWN
function values in each respective set of subcarrier functions is as-
sociated with a respective brightness inteA8ity value of a respective pixel
in the respec- tive one of the clusters 1 09 with which that respective set

of subcarrier i i - sociated. In order to _encode the nessage 28
in the i mge i%%{l&tthgaggﬁ Srlgj Iu3?£%8°n8?95a‘855a5?3? A1 £emaes trahergsd; wsalkigch of
the respective assh%Tecﬂ%gvallﬁes of the nessage data bits by each of the
respective vaPRf&Es: BiEyqine brglingss mtensgty vakue offemiitspondigion s inedgat16d. Watlous r e-
spective brightness intensity value of a respective pixel in a respective

i mage region cA¥sBEeRAl sehomies mayHwtused &i grede thessagagehiata vl e rentdiBing pix-
stego-i mage 106 is then gener ated by controller 18, by adding the

respective resisbf ihegnpgedo {is., tothdr tiear BSAS T 1)V A dVRRiaBERRES f tnfd AR5 ES
val ues of the respective pixels with which the respectivé subcar- rier’

aSsoci ated. A Teraa iy et nkehoRg VORE ST R AR ke K1 DErE B e

associ ated. Alternatively, prior esu

respective pi i i val ues of the cover image, the products may
first be nultip ?deggﬁgﬁ%hg%hn%% i %5?519’-"38’5? 8%16 et g’%ﬂ’lsl RGagh offare slustest or t o
i nprove sign to noise ratio of the encoded data. Further alternatively,
the carrier fURGOPYNSREIhREEPERIvERials B RiiRTHo efempiengcth decaste thé mestagar i er

functions contains only three subcarrier values and these val ues do not
sumto zero. qatp framsthaimegend6iiv erdes heachespenbstusiapinumbnite ol the efftste b¥noise
referred to in Figure 3 by nuneral 111) in each of the clusters 109 used

to encode negbageayetisa iishengtsampied tbasrdthapé 14 #'Jecding MR Bédshderg functions
30. Instead, the one respective pixel in 15 MAR 2004

The manner in which the stego-image 106 is processed by the apparatus 200
will now be described. Controller 18 may be preprogrammed with information such as
the respective carrier function values, the associations of these values with the respec-
tive pixels whose respective brightness ingensity values were modulated therewith to
encode the message 28 in image 106, the manner in which the respective encoded bits
of the message 28 was assigned to the respective image regions 400, 402, and the loca-
tions and sizes of the clusters 109 and regions 400, 402. After controlier 18 in appara-
tus 200 receives the stego-image 106 from device 14, the controller 18 decodes the re-
spective message bits from each respective image region 400, 402 by multiplying each
of the respective pixel brightness intensity values in each respective image region by
the respective value of the respective associated carrier function (1.e., the respective
carnier function value that was used to generate the respective pixel intensity value in
the stego-image 106) to produce a series of products; these products are then summed
in each respective region 400, 402 to produce a respective summation value for the re-

spective image region 400, 402. If the respective summation value is negative, the re-



-26 each of the clusters 109 used to encode nessage data remai ns unchanged,
in all re- spects, including brightness intensity value, fromits condition
in imge 104. Various conventional schenmes nay be used to encpgqﬂﬁﬂgm
nessage data into the remaining pix- els Sf the image 106 (i.e., 4t han
pi xel s 111). Advantageously, in this alté fative, the respective
brightness intensity values of these respective pixels 111 may be sub-
tracted from - br b nt Y | he ot her .pixels. in each of
the clusters SB%SB’Q (%%%trglg Z’?tﬁlgaﬁ egl@(?désjplgc |}\é%}%ﬁ?&%{%aegffig%?ilsg‘#ecf’gedafistaerrpti ng
to decode the_ness .. data. fromt i m 1 in qgrder. to_achjeve
Substanttal |1 TR A b Rh e rPRt SherORGTEBTS pRANTIEy BsFBrestd bipgma-
upsanpl ed cover i mage 104 in decoding the nmessage 28. The manner in which

t he stego-i miige 0 eenviestignadtashsigdesty genwraigdpam theumage (06 wiel imapoh0heThe
described. Controller 18 may be preprogramred with information such as the
respective caontralerfl@ofbpminatualethen bpfgopsaeyidatineanple$ tHelinage Vo4 tiegenet-t h
the respec- tive pixels whose respective brightness intensity val ues were
nodul at ed t hgfeanereffomGhe RASRA%. t he nessage 28 in image 106, the manner in
whi ch the respective encoded bits of the nessage 28 was assigned to the
respective i nmage regions 400, 402, and the loca- tions and sizes of the
clusters 109 and ¢dgicogstheQdeserOayentionédas beamtdestrited in 8onmecampmvith-speaific 200
receives the stego-inage 106 from device 14, the controller 18 decodes the
re- specti veecnibsdiagatsind indtheds Facd) it WBPRCAppYRidtERBEtHoed siaNedH0he 48 2hdy

mul tiplying each of the respective pixel brightness intensity values in

each respect gy hTBASLVR N L1ariBYs addBodiBERRAG iYFe MR d FoRbld %hé&ﬁgﬁ%i’}éfue

associated carrier function (i.e., the respective carrier tuncti

s | e Tespective “cart er “FunctT on v
Stegor 1 mage. 188 " BREFR icp Mg EAPEGINE o hfRer L ERBIRYoN Gate e L ren

2 3 m? i oln nv 2%@216# @?85%3' il\r]/ _er rle(s)ar}d tA:'g;())c’ndiAfl(%zU.tS(.)Pxporv?s?gnca? A_(%Jp[ig'\asti?&lcst elri\éleNo.

60/139,758 may be used in conjunction with the techniques of the present invention.
Other modifications are also possible.

For example, although the image 16 has been described as being generated by

c

an imaging device 14 from a physical cover image 12 in apparatus 10, 100, if appropri-
ately modified, the apparatus 10, 100 may generate the image 16 using a computer-
executed application program. Also altemnatively, if appropriately modiﬁéd, the appa-
ratus 10, 100 may be configured to upload the images 22, 106 to a local or remote
server (e.g., a world wide web intemet server) for access by others via a computer net-
work (e.g., the internet).

Yet other modifications are also possible. For example, the pixels and/or image

regions in the image 22 of Figure 5 may be mutually interleaved among each other and

need not be clustered among each other in their respective sets 300, 302.



spective image region 400, 402. If the respective sunmation value is
negative, the re 15 MAR 2004 -27 spective nessage bit val ue encoded in the
respective imge region is decoded as a "false" data bit, and,yice versa.
The controller 18 also utilizes the aforesaid informa- tion iﬁagdwvﬁﬁ@*onal
techni ques to generate fromthe imge 106 the image 104. The controller 18
of apparatus 200 then appropriately downsa#fpl es the image 104 to gener- ate
therefromthe image 16. Al though the present invention has been described
in connection with I -emhodi ment s and. net hods , of use, it wll be
appreci ated by t hoég&‘s?%ln%ll rﬁ%dlﬁggltoﬁlé a15.415q pssible piceosdipgly nthe ipvesent invgntian i ons
and nodification thereo% are possi ble without departing fromthe present

i nventi on. Fo?’hoé’fgal?FpY'E‘,”e Auits bragdly manghas deingr defingd onlyrasset forth int the hereniagiee's

di sclosed in the aforesaid copending U S. Provisional Application Serial

No. 60/ 139, 78®cndsd ddaimssed in conjunction with the techni ques of the
present invention. Oher nodifications are al so possible. For exanple,

al t hough the i nmag 6, has .been described as being generated by an inmaging
device 14 froma gﬁéﬁﬁﬁgﬁm88§§r i mge 12 in apparatus 10, 100, if appropri -
ately nodified, the apparatus 10, 100 may generate the inage 16 using a
conputer- executed application program Also alternatively, if
appropriately nodified, the appa- ratus 10, 100 rmay be configured to upl oad
the images 22, 106 to a local or renote server (e.g., a world w de web
internet server) for access by others via a conputer net- work (e.g., the
internet). Yet other nodifications are al so possible. For exanple, the

pi xel s and/or image regions in the imge 22 of Figure 5 may be nutually

i nterl eaved anong each ot her and



need not be clustered anong each other in their respective sets 300, 302.

i 15 MAR 2004 -28 Additional nodifications are also possible. Accordingly,
the present invention should be viewed quite broadly, and as being defi ned
only as set forth in the hereinafter appended clainms. Wiat 15 MAR280d i s:
15 MAR 2004 - 29 1. Method for use ip encoding data in a first inmage,
conprising; upsanpling the first ina in at | east one dinension of the
first image to generate an upsanpl ed i mage of higher resolution than the
first image, the uppgarnpled image including a. plurality of respective
groups of respectively identical pixels in the direction of the at the

| east one directien; .and encoding U c data in the upsanpled i mge to
produce an encoded upsanpled inage iu which interference of the first
imge wth the encoded data is elimnated by manipulating each of the
respective groups to produce respective encoded Krupa in which given

pi xel s or given conbinations of pixels have intensity values that are equal
to the intercity values of the corresponding pixels in the iir t imzc. 2.

" Method according to claim1, whérein in each of the respective eiicoded
groups the pixel intensity value of at |east one pixel remains the sane
attar the datd- hasMsthet foraswio detding dithin afostdmagy, eaoprivinge. 3. Met hod
according to claim1l, wherein in each of the respective encoded gaups the
respective pixel ivasemplingghy/fktimsgedn el ledsbngainension of ths fikst ivafzs tohe encodi ng
of the data in the upsanipled th image such that, after the encoding, suns
of the respec&rirate mueiplyd image of higher resofution than the first image, the upsampled :

image including & phurslity of respective grenps of respectively idcatical pixels i the
direction of the at least one dimension; aud

encoding (i data in the upsumpled kmags 10 produce sn evcoded upsampled
imﬁge in which inferference of the firet imege with the encoded data s sliminated by
manipulating each of the tespective groups to produce respective encoded grovps in
which given pixels ur given combinaljons of pixels have inteneity valucs that are equal

to the intensity values of the CULT.CSPODding pixels in the Hrst image.

2. * Method acvarding to claim 1, wherein in each of the respective encoded groups
the pixel intensity value of at Jesst one pixel remains the same aficr the data has been

#ncaded in the wpsanpled image.

3. Method according w cluim 1, wherein in cach of the respective encoded groups
the respective pixe! inteusity values are changed as a resnlt of the encoding vf the dsta
i the upsampled ilvage such that, afler the encoding, sums of the respective intensity

values are equal fo the inteasity valuces of the concsponding pixels in the first image.



val uer are equal to the intensity values of the corresponding pixels in the
first image. 15 MAR 20 4 - 30 4. Mechad For use in decoding data encoded
in an encvckd i mage, conprising selecting one or nore pixels or

conbi nations of pixels fromrespective eueAdvd groups of pixels yag!
cnooded itnagc, theearnded i mage having been generated froma second inage
generated by vpsanpling a first image 3%h at | east one dine rsn such that

t he second i mage has a higher resolution than, the fu-St inmage and

i ncl udes second groups ofrespevtivaly identical pixels in the direction of
the at |east one din]en.jon, the Xespectjvo encoded groups corre3pondi
xgto the sernnd groups tnd iacluding tespc tivc pixels or conbinations of
pixels with intensity values that are equal to the intensity val ues of the

eorrrspandi g pi ¥RhSdifH b d i,mage,. and determ ning the respective
bits of the data encoded in the %%3 %’%FWEB% 8% uegsingt n port upon

the results of nudcnE&ls PSS hNt.ensity. val yes of one or nore pixels or
canbi natioas vfpixeis in tﬁ&%%&rpglﬁb&x%BE@PIW%%P%%WP@ance with

associ at ed pr efeipe bPpREH jpial de}‘i"%I aoode the data. 5. Method arcurding
to claim4, wherei nmfﬁe Zilet eﬁung gc%‘ tﬁ?\ﬁ”ﬁ“ 8t jywe hiem geqestedhased at

| east in part &m@é@oﬁq!a}r., I n_iptensity value of a respective .

predet erm ned pixel in eaa'&g (l‘s“?{&%lﬁ.‘téﬂpr %?B%@tar ét‘é‘ﬁ%ﬁéﬂeﬁ?%@ps of pi xel s from

the intensityinalsifsu@fmihe. . ¢ nixels.in the sane group, the respective

predet fined ~pixels in each qoci%)laiﬂ%ne%g_ dt ﬁPe& penghanshedustdmpgnyi ng $e sane

intensity val wed tshutlds d&mnﬂ%&%@éﬂrﬁﬁgﬂ&éﬁfmﬁ‘%ﬁ%ﬁﬂ&orn pr%fq?og second ,
I ng o 0 G

groups of pi xols. 6. Met h+)tl tscco g ntensity
val ues of t he lrespe dicienGon, the respective encoded groups corzespondiag o the socond |

groups and including respective pixels ar combiﬁaﬁons of pixels with inteusity

velves that are equal 1o the intensity valucs ofthe eorresponding pixels in the

second tmage; and
determining the resp&ctivg bits of the dala encoded in the encoded image basced

a-t 1 [l -
Jeast in part upon the results of manipulating the intensity values of one or more -

pixels or combingtions of pixels iy the respective cacoded groups in accordance

With associuted predetermined valueg used v spocde the datg,

-

4. . ,
Mettiod according 1o elaim 4, whorein the detormining of the Tespective bits is

based'at keast iu part upon A subtraction of an inlensity vatue of a respective
predetermined pixel in each of the respective encoded groups of pixels fiom the
Inteusity values of the ofher pixels in e sume group, the respective predetermined
pixels in each of the encoded gruaps of pixels hyving the same inlensity values ry the
respective pixels in the corresponding second groups of pixcls.

6.  Methnd uccording to claim 4, wherein r'hc intensity values of the respective

ixels ¥
PIXEl8 N wuch of the second groups are changed as a resulp of the encoding ofthe data



pi.Yels i; < e cb of the second groups are changed as a result of tho
encodi ng of the data 15 MAR 2004 - 31:to produce the encoded groups in the
encoded i mage such drat, after the encoding, rMre ive sunnag%on gﬁhthe
inteéusity val ues of #he pi xels in each of the respective geode;l éﬁ s are
equal to respective intensity val ues-oflespectivc correspntiding pixels ia
the cecond imge. 7. Apparatus for use in encoding data in a. first imge,
conprising: au upscrnpler that trpaaraples the first image in at |east one
di nonsioa of the first 1inmage to generate an upvanpled iina~,*e of higher
resolution than the first inage, the upaanpled inage irwuding a plurality

rii'respectivep ' i.dent.ical L xels in the direction of
the at |east ong%%gﬁn%?%ﬁ&hﬁlﬁ%%ﬂgoﬁea Wﬂ%‘tmgﬁ@g‘dgﬁw{hhgﬂ% in the
ups=pi ed i magereiRaPleQaHaiRy . led.image.in jich the t inmage
does not interfere wth t‘ﬁiﬁggg‘gg‘a”“%f%“ %Hi’%ﬁl’%’f"’i’wfgﬁ&’d’em"et he re

pective gaups m@ﬂ\éfdw@&e@ I enco roups i u. which gjven pixels,
or given comnbinationg of fi?L?(dﬁgg&lﬁ%c\%c?’gﬁngg‘?ﬁf?°€'§fpﬁ‘él§wwn§&€gequal to
the iutewdty vakdon of cebddd inQdf €Sspondi ng pixels in the fast inage a.

Appar atus according to claim?7, wherein the encoder encodes the data into

the image by changing all bur at |east one respective pixel in each of the
Croups of respPodycly identical pixcla. 9. Apparatus according to claiml,

Fespecti ve group ac Rores i et BRBRL I ot en 58 1 t he | mage cuch
hac, jarrer Lhe enaethifiple SRARCHY T BB Q05 W 8 B b aion b G Bt Y 1 °

image to generate an upssmapled image of higher resolution than the fist imuge, the

upatxupled images including a phurality of respective gro ups of respectively fdentical

pixels in the direction of the at least onc dimensinn; and

an encoder (at cocodes the data in the upsampled image to produee un encoded

upsearpled image in which the first image does not interfere with the enoded data by

mazipulating each of the respestive gruups to Pprodluce respective encoded groups iu

which given pixels or givea combinations of Dixels havs intensity valnes that are equal

to the intensity values of the conéSponding pixcls in the first image

&. Apparatiss according to cleim 7, wherein the cacoder encodes the data into the
image by changing all bur ay Yeast one respective pixel in cach of the groups of

respectively identical pixcls.

3. Apparatis aceording (o claim 7, wherein the eneader chonges the respective
idermical pixcle in each said regpective group as a result of the encoding of the data in
\

the image such thut, after the encoding, respective summations uf respective lutensity



val ues of the respective pixels In cinch said repective oup are equal to
respective ityc Mtty values csl re3pectieve 4 rrc-pending pixels in tte
first imge. 10. Apparatus for use in decoding data encoded in an encoded
i mage, the apparatus conprising a decoder that decodes resp®StMAR 2004t a
bits fvci the enecckd image by nmani pukating encoded groups of pixels, the
encoded g=ps being genarate t from second groups of pixels in a aecvnri
imge that is generated byupsanplina afirst inmage in at |eant one

di mensi on such tat the second i mage has a higher resolution than the frgt
i mge ark includes seconf groups of respectively idcnt cal pixels in the
direction ‘of the at last ant di nensiomthe respective encoded groups

o P g AN AU B L o

coznbi nadoirs of pixels. having I nten

intcnity val essiof vihhe oeREsEsRQNdINapi xel.s in therond inmge, the decoder
deternmining the respccti veﬁebi bo‘g%“i’%wwﬂzs@@mm t he encoded image

based at least in part upon rho results of manipulating the intensity
val ues of one or nore pixels or ccDnbinatxnns of pixels in the respective

encoded groups im A daNEe WL . associ at ed, predet ermi ned val ues used to
encode the dat a. f??ﬁwpara?ﬁgegogé%lﬂgﬁaﬁﬁc“fi ¥ 2genyoripd irungh droapparttine decoder

detta mnes tdagritivs RQAELH i based at |east in part upon a subtraction '
of a. ruspcotive inteni sﬁy‘??“‘@a‘%“ f‘é?%vcaaé%b&&uw&emmmm in each of

the encoded Wanipybsing biioded o - ective iatratisity values of the
ot her respective pixels i nﬁfr%%gg‘%%i@%cﬁﬁ@%ﬁf%ﬁm% gehazated f@pect i ve

i,otcnssty: vatouégraups difexclsSa RS, LY ected pixels in the respective
encoded groups of pi xﬁep%(s b, - bi b. ﬁ%ﬂ’sﬁgﬂégﬁ'&‘fﬁééwwmqﬁmmsi ty

PPty iy s sk T vt IS A R A
wherein t rEe T bpaetaihd Mciudss e dd broﬂlb@ﬁlr%&r&veel?%mﬁcal pixels in the direcion

| vfthe at leas{ gus dimension, the sespective encoded groups coucspoudin% to the

secood groups ang inclading selected pixels or combinstions of pixels having mtcnmty

+ values that sre equal 10 the in{ensity values of the corresponding pixels in the second

image, the decoder detennining the rmpccﬁi‘e bity of the data eucoded in the encoded

image based at lesst in part upon the results af manipulating the Inteosity values of une
. STmore pixels or combinations of pixels i the respective c:néoderl groups in
accoFdaume with ossociaged predeternnined values used to encads the data,
-1l Apparaws according to claim 10, wherein the decoder detexmines the rospective
bita based gf Jeast in P#%t gpon a subtraction of a respeotive mtensity value ufa
Tespective selected pixel in each of the encoded groups of pizcla frorm respective
intensity valyes of the othar regpective Ppixels in the samc groups of pixols, the
TeSpective jntensity values of the respeclive selected pixels in flie respective cacoded

. Ou i STy ar ] ‘.
Broups of pixels beinig the same us the tespective infensity valeas of coiresponding

nixels in the zespective coresponding second groups of pixels.



of said second groups are changed as a i csult of the encoding of the data
to produce the encoded inmage such that, after the encodi ng; respective
suxnnrutions of rQapectlVe intensity values of -tho respectivo pixels in
each of the eucoded groups ore egUal to xnpecivo iutenaity Vi WAR 2004
nfttspective coxrespoadi &g pixels In the eecorul imge. 13_
Conmput er -readabl e nenory conpri sing cogputer programinstructions for use
in encoding data in a fint imge, and that when executed cause: upsanpling
the first image in at | cao one dintoz- of the first inage to generate an
upscppl ed 1=ge of highsr resol mxmthan Liza fast imagt. the up5srapled

| mage including a plurality ofrespeetive groups of respectively iduatical
pixels in the direction of the al |east one dinension; and enendi ng the
data in the upsanpled inage to prod an etwndsd upsaraplcd i mage i s which
the first imge does DAR inteffcra wth Lhe encoded data do not iutcrfere
by nnaw. pul atwg each of Ihe respective groups to produce repeet+va eacrsdd

groups in ich ven it e nc,. of h I s, have i
itensity varues %ﬁms&’r“g“ 53?“ FIFE \’/ 6?‘: ‘ﬁ

curi cspondi i xel.s inuhe firs Q claimi13,
wherei n at ﬁq‘gaégf oS éﬁ“\ﬂé‘; ﬁ%ﬁ"ﬁ &%Tl\égm Hfmg r8§%‘§{h r
respectively id II caI |er et 0i t he sano i e after the data
has been e% 8 §§FF&P%H“? jgeperare “?6’6;4’% 95. Mernory

accordingtocla rJnI ere ctive anticrd | s in each '
sai d respect ;?J"if‘ 3?%?%%?’“%4#?&“%%5%§g0f the data in
t he i mage s

h t d t f
respect i veI F&Vg’%@ﬁ mfe??%bl >e?8!’§ o Sid \feis g‘%@ser &Sr gspectr ve

g, oup are equal to respective intensity values of respec Live
corresponding pixels in the fast iz ge.

13.  Computer-readeblc memory comprising computer prograrn iustructions foruse -
in encoding deta in a first image, =nd tht whea execuicd cause:

upsampling the Srst image in al least one dinension of the frst imﬁge to
generate an upssupled image of higher resolution then the first image, the upsarmpled
image including & plurality of respective grorlps of 1espectively ideotical pixels in the
dircction of the at lesst one dimensinn; and

ecoding the duta in the upbampled image to pmdnw an enmds;d upeampled - _.
image in which the first imege docs not intecfore with the cncoded date do xiot mtafere
hy manipulating cach of the respective groups to produce raspestive encoded groups in
which given pixels or yiven combinations of pixels have imtansity values that are squal

1o the intcasity valucs of the corresponding pixels in the first image.

14. Memory acconding to claim 13, wherein at least ane respective pixel in each of
the groups of respectively identical pixels rotains the same intensily vahae aftec the data

has been encoded in the upsampled image.



16, C nptiter-readabl e nea, ory conptislng conputer programinstructions for
use in decoding data eucodetf in an cascoded i mage and that when executed
cause; selecting respective pixels or conbination, of pixels | hm
respective encoded Zronps ofpixels in the encoded i riag , tHe garozhed
i mge having bcm gene[atod roma second inmage gerlented by upsanplzng a it
image in at |east one dinension such that, the second inmago-has- a higher
resolution than the first imge and include second groups of
ro,5poctiveiy identical pixels inthe diL ct on of the at |east one
di rensi on, there,ve en cvdodi 7ps corresponding to the sad groups and
i ncl udi ng sel ected pixels or conbi ow of pixels having intensity values
that are equal to the intensity valuer of the ccrre Iimnding iiixoh in the
second i mgc; lgnd glet ermning the respcctivebits of the data encoded in the
fist imycba ed at e@@ﬁ’sﬂ”@ﬁ“&ﬁ%ﬂem@dﬁ@%&ﬁ%{ﬁm&, gwg he
intensity aJdt sggrcof any or="Crz pixels or conbl tiaras o p|B dt m t he
respective, atscCadvie” BWFWM%E%MBSMUE{{QH}D@@Q&#@-G predet er mi zt ed
val ues used tﬁu&ggd the data. |7. Lary according to claim f6 3 &her ein-the
dCtcrmuu O the e 6_@“141? rending, sespeiivanethjohs dreaplcsl é‘m%@}ﬁ&&)o”

. . X A [{}
subtracrivu nge‘?é ec. ve intensity val ues of respective 1 4 - 35
pi cdot et mi sl edpi X §V?W§huwchﬂadrmmdg®hpuﬂ%qmmqje§,% gxpﬁrs J;ative
fnttnsity vn{,zd,?é' 1t he ot her respective pixels In oaCb of 1F Thcoded
gToupS of pi xel, ﬁ&f@%@p’égﬁPngmmm&hemuﬁge of the respective ptedete .
ted pixels in the respiective . !

16, ter-:
Computar Teadable metnory comprising computer program instroctons for use

u decoding data encoded in an cacoded image and rhat when eiecuted cause:
selecting respective pixels or curmbinations of pixels fiun respective encoded

£Tops of pixels in the eacoded image, the cocoded imupe having beca generated

Trom a second image Zeverated by upsanapling 2 finst image in at loast one
dimension such thar the yeoond imuge hae 2 higher resolutiva thau the ficst image
aad includes second groups n'frcspectivaiy ideatical pixels in the dircetion of the at
Ieast one dimension, the Tespective encuded groups correcponding to the second
Broups aull including selected pixels or combinutions of pixels hoving intemit); :
.. values that are equal 1o the inteasity valvey of the corresponding pixels in the
second image: and
determining the respoative bity of the data encoded in the first imagcbosed at

leastin part upon (e results of manipulatiyg the intensity '-Valum; of one or more
Pixels or combinstions of Pxels in the respective encoded groups io sceordance

with aswciated predetermined valucs Used 10 eacode the duta,

17, coordi :
Memory according w clajm 16, wherein the determining of the respeclive bits ds

bas i i
ed at least in part Upaa a subtractiyg of Yespective intensity values of respootive



encoded getups of pixels being the sanme as the respcclave inteusityvsli S of
respective cottc porldi4 pixels in. the corrospoadi ug second groups of
pi xel s" 18. Menory according to ci&rn 16, -wherein the respective

identical pixels in eP.cls of said second groups ahangcd as T r@gﬁb@#of t he
9 Of the data to produc ¢ the encoded inage such that, a fte? I'ng,

respective su nmuationS ofrcSpeciiv e ingensity values of the respective
pi xel s in each cf the encoded grips are equal to respective iyncnzi r
v-cl ues ofrespective cO Tsspondutg pix IS in the second imge.

| predeterined pixels in esch of the encoded gronps of pixels from respective intensity”
values af the ofher respective pix-els‘ in vach of the encoded groups of pixels, the
respective inteasity valves of the respeetive predetermined pixely in the respcctive
encuded groups of pixels being the same as the respective inteusity values of respective

corrospording pixels in the eoesponding second groups of pixels:

16.  Memory according to claim 16, wherein the respective identical pixels m each
of said secund groups are changed os & result of the cqgoding of the data to prociucc the
cneoded image such that, after the encoding, respeetive supmations of respective
imensity values of the respective pixals in éach of the encoded groups are equal to

respective Ditensity valucs of respective corkaspondiug pixels in the second imag'v'f



