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DESI GNATI ON OF ELECTRONI C FI NANCI AL TRANSACTI ONS Thi s

invention relates to electronic financial
WO c@sssmbd ons. More particularly it rel ates toPENIB2007/054676

el ectronic financial transaction system and met hod.
Generally according to the invention a financial
transactor has a plurality of identifiers to cater for
the transactors circunstances, each identifier being
associated with a different level of permtted
service. In particular, one identifier may be a

"normal " identifier, which will result in nornmal

fi nansgsic;mw@mh PRONC FINRNEREL fRANSARTIONSTRY

uress" 1dent use e transactor
|s under duress, which will indicate that the

tr ansactl-ﬁfs n’?VeHﬁ&? rre‘ijaHése St% eT&?rohg.e'?ihhrﬁéiﬁ.r t%ﬂgarcﬁi%ng More
code and netric, asa ringerprint. as,
partedartydi mgatesatoaarf elesltomfmmlaoframdaetidamwsmm a@andtnhethed.i s
provided an electronic financial transaction system
whi ch includes an identifier designation determ ning

rreans f @ren@eatnsz raetaYdmg 8 tieke Fivemadnl ® findicial irah Sdidr rfasear plurality
by a prospective transactor in accordanc

of PRIOrE o AR aHEo AN SREIOR FBGHOHEBcR AR ghonifier being
assHEBI IR BiHdAeiIBAR P bEHTAREY LERRBNIA FAARAIEH! St kenid may

desi gnatl on of dentifier. Further accor dl n%
be a freormal dgentier, mhewul seqytan neErR! Ainaraial Gnsactions being supplied

anocéqukftﬁ% b Be H¥dolRE! IR Rfifer FoMMRCHALN INeAPRREELPR WMYef Buress,

which will indicate that the transactor is under duress.
The identifier may be a code and/or biometric, such as a fingerprint.

Thus, according to a first aspect of the invention there is provided an
electronic financial transaction system which includes
an identifier designation determining means for determining a designation of an
identifier supplied by a prospective transactor in accordance with his circumstances;
and
a response means for implementing a predetermined response according to

the designation of the identifier.

Further according to the invention there is provided a method of
controlling an electronic financial transaction which includes
determining a designation of an identifier supplied by a prospective transactor
in accordance with his circumstances; and
implementing a predetermined response according to the designation of the

identifier.
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determining a designation of an identifier supplied by

a prospective transactor in accordance with his
weroossmsances; and i npl enmenting a predeter m NRCI/IB2007/054676

response according to the designation of the

identifier.In particular, one identifier may indicate

that a normal transaction is desired by the transactor

and may be designated a "nogmal" identifier, whereas

anot her identifier may indicate that the transactor is

under duress, and nmay be designated a "duress"
i denti f ireParticH|gs, OFB?]éerF'BﬁrsHl?tyo'f‘dﬁaS? Bat Fe PRIl deansgetion is

desirelth Llz'l‘?e biaRBSAGH 'aHS r‘n%yttféedb%gﬁ‘étb '§rn§r‘r‘rPJP| itific, vhereas

nor identifier used a transaction
anathert ld@ntlft@énmawedlcate tdnatidhwéansaetnt ii$ junder tduigdsl apn@d may be

des 'Eeeoc é a{i&@%hﬁérﬁf‘%r a'ﬂgﬁﬁ%é) [}ar‘{‘ééc#ort?ﬁ%}ﬁ g& tdeﬁH *ttga ltg continue

icabl'e Wt ter net
trarfsanmrigarf the aaeswitien smxpliedi fis aheormai rmlntlileeteemd he anay be refused a

verpRfReL E el B G885 SR “bal ances, cash

wi t hdr awal s, paynEnts etc may be made available If
the identifier sup is a duress jdentifier,

pr edet eftiith88 a@gfe@&,t,eq BEhHBIRsBVGrEon | %?r@ﬁ&“@ﬂ'ar'yrﬁ@p“cab'e with

ATM‘Hn%SﬁteFl%‘f RERPRoMBYNA 8intikr RhACHEGhd. transactions,
supply an appropriate nmessage, freeze the account, and

supply an alarmto appropriate personnel. Instead, the

dur ess e[ﬁ@%?rﬁ%ﬁaé!ntm%r ?sosdb?’lé@i rbr}/‘fﬁé g@t‘sen %Sﬁ%fll]&ﬁ%| suite of
transactions an an pprop

transackmsnelich Ehetrmgmrse_rba‘mpehavasmwnhdnawalsn@ammemhee@bmay be

mafe BEARBIE. n"?fythgr?cgeer{tifiIejrJ sc'upplied is a duress identifier, then a predetermined

duress response is implemented. The duress response may be to block all

transactions, supply an appropriate message, freeze the account, and supply an alarm

to appropriate personnel. Instead, the duress response may be to permit certain

predefined transactions and supply an alarm to appropriate personnel.

The system may have an input means whereby a person may enter his
identifiers and designate which is a normal identifier and which is a duress identifier.
The system may then also have a storage means for storing the identifiers and their
designations. The storage means may incorporate a database which contains data
such as the person’s details, the account details, the identifiers and their designations.

It will be appreciated further that there may be more than two identifiers,

such that there could be “low duress”, “medium duress” and “high duress” identifiers

as well as a “normal”, “transfer only” and “balance only” identifiers.

The system may also have an identifier varying means whereby a

customer of a financial institution may vary his identifiers and/or their designations.
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identifiers and designate which is a normal identifier

and which is a duress identifier. The system may then
W@k®e/0kgL a storage neans for storing the i deP@T/iB2007054676

and their designations. The storage neans nay

I ncorporate a database which contains data such as the

person's details, the account details, the identifiers

and their designations. It @ill be appreciated further
that there may be nore than two identifiers, such that
there could be "l ow duress", " rredi um dur ess" and "high
duress" identifiers as well as a "normal", "transfer

only" amfe’ nﬁ\ﬁénﬂ&‘f@wlpﬂb\)&"be' Gsddhibbd % \Aﬂ‘% %ﬁﬁlﬁmd"@aé(xample

al so have an identifier varying ne
witic usafenesee ofto attfa naersinzdanyingt |dla@r|amﬁnartuw drawmgu which shows

scnbfIRRELY, ShoeRERARE (hRbEs JEALanal pacding, LINSBLAA witr tre

eSCr i
inventianpl e, with reference to the acconpanylng

di agrammati c draw ng, which shows schematically an

el ectronic financial transaction systemin accordance

Wi th t ha ihevérahirgy) referericeenuthieral g, gefn@freﬂly&@@s Itwaﬁrewéctromc
enerally refers to an el ectronic financ

10
flnatnp@hgrg%qqyﬂn S'PEMN 3PCALIBCE MENGiRYPNEIpR: |TH€eﬁ¥F‘ieBh10 has a

prod&ssod Vist eéi'nflilagelrﬂﬁﬁt %cé?rﬁr%?reﬁﬁoé Ke9pad fo BEET P'shdtage dewce 18.
scanner 14, a keypad and a storage device 18. We

Whgn @uesioraer offa baWaﬁRer@p@hgcgqvnadbmf nis RRgapantsiere scanned
by 'egﬁgppmqe“éc%nﬁéﬁ 5 CahREds gbégg‘?f‘ﬁés@ﬁatfea %ﬁé‘@ﬂ%[e)p#g ag being

ese IS desi gnate I‘ as
a “‘nanovalfadiéntifige ranef dsea “Iowrera&s”adéﬂtmr gnat gesthird casrg fhigheduress”

: t [ rd %%{:: gur e ?; t

ety 8 e i i oo B0 seaf g s agateo
designations are stored in the storage dewce 18, together with the account number
and the customer’s name. The customer may change the fingers to be used and the

designation thereof, also using the keyboard 16 and scanner 14.

The processor 12 and the storage device 18 are located at the bank’s
computer site and are highly secure. The scanner 14 and keypad 16 could be at a
branch, communicating with the processor 12 through the bank’s normal

communication network.

The system 10 also includes an ATM 20. The ATM 20 is connected
with the processor 12 via a communication network 22 which may be the bank’s
private network or the Internet. The ATM 20 has, inter alia, a display screen 24, a

card reader 26 and a fingerprint scanner 28.

In use, the customer inserts a card that is associated with the account
into the card reader 26 and then provides one of his fingers for scanning by the

scanner 28. If the customer is under extreme duress he presents the appropriate



designations are stored in the storage device 18 ,

together with the account nunber and the custoner's
Wm2098/059e cust oner may change the fingers to PEI/IB0O/054676

and the designation thereof, also using the keyboard

16 and scanner 14. The processor 12 and the storage

device 18 are located at the bank's conputer site and

are highly secure. The scander 14 and keypad 16 coul d

be at a branch, communicating with the processor 12

~ through the bank s normal comuni cation network._The
f'”9§f/¥’th WS BleyisUshy dlestgnatosasathin ‘bigh dpressiidandiier. sThe scan and

theCé’éHé%ﬁL ‘ﬁ@rrWeF r!aré ht?ar{%rnﬂﬁ&? 5t8 rthézgﬁ%bésﬁr CIMUL %Pédé@sor then
net wor grlvate net wor k or
detemnemttéahethe mlgé Awsaomagflen hieer begn aprowded samchyresponds
aa%&ﬁ&ﬁﬂ ﬁi@s FE%{?J@ gﬂgﬁnﬁﬁé@¥faQa&eq§§5?bhFﬁcéCQQW%ﬂdebn
balatmoisidad;maiyed d)rintrtehecraen @4rdand mt—,\ocustmnerasdaeirmamelrto%thdraw a

t hen RLoyi des_ one of his fi er [ scannin
smhamp Ui B AR 3o i s ieet < e Eho P iagsndio to the
“noetbigle sfenkiBeris epﬁ@nd@d tthen amomcﬂmal atu@é bngafisathoedlisigsmitted.  If
previously designated as the "high duress” identifier.

the Tiow dwgRs JHiget r?eprsé%rbteﬂt thﬁUrﬂS’etFa”é@é“Qf}Sa‘H%tﬁ?%‘@xﬂ 3 Pefaitted,
an Hlbﬂﬁ‘?s?'%?éedla%d the@cBhO08s 8k hen determ nes that the
hi gh duress identifier has been provided and responds
accordingly. Thus, even if the custoner has a | arge
credit balance, a small debit bal ance is displayed on
the screen 24 and the custoner is permtted to
wi thdraw a smal | amount of cash. An alarmis also
triggered. If the finger corresponding to the
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"normal " identifier is provided, then the normal suite
of transactions is permtted. If the "l ow duress”

wo p0vges94646 presented, then no transacti ons whaPGDEB2007/054676
are permtted, an alarmis raised and the account is
frozen. CLAIMS: 1. An electronic financial transaction
system whi ch includes an identifier designation
determ ni ng nmeans for deter& ning a designation of an
identifier supplied by a prospective transactor in
accordance with his circunstances; and a response

CLAMMSS for i npl ementing a predeterm ned response
according to the designation of the identifier. 2. An
el ectronic financial transaction systemas clained in

1. d ai m 1 AnigkesiienisHinaneiaieaiisgatian systans whighrim@lidesor

"d o ] i ' i al - I Qn: :
R g e
identdier gupliedroy 8 préspectiver egrssactor rine diceorddureewil hisr cifdungghances;

Oguress". 4. An electronic financial transaction system
s clainmed in daim2, in which the response

I 3 eIpBhes niedink Jop @ipieineatinp ambdéinigedfresponse according to
transactions |f the designation of the identifier is

the-0ggigRalion ofghe IeNWi&ct roni ¢ fi nanci al transaction
systemas clained in Caim2, in which the response
inpl enented is not to permt any transaction and to .
2. acti vat Anaclgarerie fisrpelaldtiprsaction rysigasiagnelaimsd o Clava 1, in

whibf B dds drlatibr? is “AFrRs Sor “duress’.

3. An electronic financial transaction system as claimed in Claim 2, in

which the “duress” designation is “low duress”, “medium duress” or “high duress”.

4. An electronic financial transaction system as claimed in Claim 2, in
which the response implemented is to permit a normal suite of transactions if the

designation of the identifier is “normal”.

5. An electronic financial transaction system as claimed in Claim 2, in
which the response implemented is not to permit any transaction and to activate a

duress procedure if the designation of the identifier is “duress”.

6. An electronic financial transaction system as claimed in Claim 5, in
which the response implemented includes freezing the transactor's account and the

duress procedure includes alerting duress personnel.

7. An electronic financial transaction system as claimed in Claim 2, in
which the response implemented is to permit predefined limited transactions and to

alert duress personnel.
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6. An electronic financial transaction system as

clainmed in daimb5, in which the response inplenented
WO p@BUOsEss freezi ng the transactor's account aneCT/iB2007/054676

duress procedure includes alerting duress personnel.

7. An electronic financial transaction system as

claimed in daim2, in which the response inplenented

is to permt predefined |linmted transactions and to

al ert duress personnel.8. An electronic financial

transaction systemas clained in Caim1l, which

i ncl udes an i nput neans whereby a custoner of a
g. financi al, él@&Fdnﬁ&ﬁrﬁé?ﬁua‘W&n@éHtuSﬁ sgét%rﬁ ?@@‘alrﬁé&rrﬁc%ﬂﬁ 1, which

their designations. 9. el ectronic financial
mclud@m@ammbmnmt\ehﬁraby él wsmru of aCfiaaneiad insiifltion may enter his
|dahﬁg %ﬁ?méwﬁbggﬁﬁ geans for storing the identifiers

desi Ions for participating custoners of
the financial institution. 10. An electronic financial

transact,i o st e aimed in aim9, .which. . .
9. | el o ln eI g yapSAigh uslhl 53, it £'creim s, whicn
inclatked Gimetorade theard Mangicingi et idantifiers amy thair ydddighations for

identifiers or their desi nat| ons. 11. An electronic
parfiGipRingi CHFLOMess 8 |f'8ﬁ”§§|§ HWURE- clained in Claiml, in

which the identifier is a code or a biometric. 12. A

met hod of controlling an el ectronic financial . .
10.t r ansac ANcrieaiinehfinaneial ragsapdior sisiamMes alaideed gnataima @, which

mclBéIeé”‘Qn G%\'Hﬂbf V&fynﬁ%’i%h?%h@yr@ P rcg%%'f'o\fqhé HRASEA& RS itution

accordance w't I'S circunmstances
may vary his identifiers or their designations.

11. An electronic financial transaction system as claimed in Claim 1, in

which the identifier is a code or a biometric.

12. A method of controlling an electronic financial transaction which includes
determining a designation of an identifier supplied by a prospective transactor
in accordance with his circumstances; and
implementing a predetermined response according to the designation of the

identifier.

13. A method of controlling an electronic financial transaction as claimed in

Claim 12, in which the designation is “normal” or “duress”.

14, A method of controlling an electronic financial transaction as claimed in
Claim 13, in which the “duress” designation is “low duress”, “medium duress” or “high

duress’.
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i npl enmenting a predeterm ned response according to the
designation of the identifier. 13. A nethod of
w@uB84b4 ng an el ectronic financial transactiPCI/EBR007/054676

claimed in daim12, in which the designation is

"normal " or "duress". 14. A nethod of controlling an

el ectronic financial transaction as clainmed in Caim

13, in which the "duress" désignation is "low duress"”,
"nedi um duress” or "high duress”.15. A nmethod of

controlling an electronic financjial transaction as
15.¢1 ai med A wetedi ghepatroliing apielastronis fingspahisansastiqpas claimed in

CIaH’ﬁﬁ'TS‘ tin QY fﬂé' re%gbﬁ%e%{ Péﬁ%?%th&ﬂw%l 'sfuté he tranzactlons if the

desi gnati on of IS "nornal
desigsekion obthe ddarttifiel is i mymah- eI ectronic financi aI
transaction as clainmed in Claim 13, in which the
response is not to permt any transaction and to
16.acti vat & meﬂmdezfs:optrol&@an @Idmtronihéindesialgwmdaotiomas thamed in

i d thod of controllin
Oials d i s PiaAEPaiToe: bl de e 20V Fanshl Ay defvhee
durd$s priobedite ¢fhhé bBesignities i ficidedtificeis “aaledges freezi ng

the transactor's account and al erting duress

personnel. 18. A nmethod of controlling an el ectronic

17.fi nanci a| mbfrféﬂscﬁ%hﬁﬁlln?gsaﬁ'e‘l’éc’f@ﬁlc'fﬂaﬁhaﬂ t%nlsﬁctldrﬂaé’\@aﬁﬁ‘ed in
the response is to permt predefined [imted

Clajmp dﬁsﬁtwhmsthﬁl’@r@@ Q@FBQU{?én@P@Qﬁ B@%Z”Eﬂ Hree Hapsaciqgr'sy areount
ano‘ﬁ?@gg@{dte%g gfsotnf;]ﬁ identifier is "duress". 19. A

tro Ing an el ectronic financial
transaction as clained in

18. A method of controlling an electronic financial transaction as claimed in
Claim 13, in which the response is to permit predefined limited transactions and to

activate a duress procedure if the designation of the identifier is “duress”.

19. A method of controlling an electronic financial transaction as claimed in
Claim 12, which includes allowing a customer of a financial institution to enter his

identifiers and their designations.

20. A method of controlling an electronic financial transaction as claimed in

Claim 19, which includes storing customer’s identifiers and their designations.

21. A method of controlling an electronic financial transaction as claimed in
Claim 20, which includes allowing customer's to vary their identifiers and their

designations.

22. A method of controlling an electronic financial transaction as claimed in

Claim 12, in which the identifier is a code or a biometric.



G aim 12, which includes allowing a custoner of a
financial institution to enter his identifiers and

W@ b@ssdesi gnations. 20. A nmethod of control | i PGI/EBR007/054676
electronic financial transaction as claimed in Caim
19, which includes storing custoner's identifiers and
their designations. 2 1 . A nethod of controlling an
el ectronic financial transaB8tion as clained in Caim
20, which includes allow ng custonmer's to vary their
identifiers and their designations. 22. A nethod of

23.contr ol ﬁnneleaﬁﬁow dengal Ea'?ﬁf%%l%lsdﬁtem awbstanfigly ag described

identifier is a code

herglbagﬁﬁfbgﬁrgp%gﬁiﬂﬁb]a%com ?r\é@ r%ﬁ%}%ﬂ nanci al transaction
system substantially as described herein, with

24.f &1 €T eNGenb S AGFOTRE BN AR rizf fandhlBh "QibRihvaly
contr ol an electrontc financi aI ransaction,

as dﬁdasbmheralri yithsefdessce it 8@ doepmpanying tdrawired.er ence to
t he acconpanyi ng draw ng.



