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FIG. 4 

A terminal determines a first parameter

The terminal performs security protection on a 
NAS message based on the first parameter, a NAS 
key, and a NAS count corresponding to an access 

technology used to transmit the NAS message
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FIG. 8 

An AMF node determines a first parameter

The AMF node performs security protection on a 
NAS message based on the first parameter, a NAS 
key, and a NAS count corresponding to an access 

technology used to transmit the NAS message
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Terminal AMF node

1001. Determine a first uplink NAS count 
corresponding to a first access technology

1002. Send a first message, where the first 
message carries a part or all of the first 

uplink NAS count

1004. Receive the first message

1003. Send a first message, where the first 
message carries a part or all of an uplink 

NAS count corresponding to a second 
access technology

1005. Verify, based on an uplink NAS 
count corresponding to an access 

technology indicated by first indication 
information, a NAS count carried in the 

first message

1006. Determine one or both of a second 
uplink NAS count and a first downlink 

NAS count that are corresponding to the 
first access technology

1007. Send a second message, where the 
second message includes one or both of the 

second uplink NAS count and the first 
downlink NAS count that are corresponding 

to the first access technology
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Terminal AMF node

1101. Access an untrustful non-
3GPP network

1107. Select an AMF node

1102. Exchange an 
IKE_SA_INIT message

1103. Send an 
IKE_AUTH_Req message

1104. Send an 
IKE_AUTH_Res message

1105. Determine a first uplink 
NAS count

1106. Send an 
IKE_AUTH_Req message

1108. Forward a registration 
request message

1109. Verify the registration 
request message

1110. Generate a key Kn3iwf 
for an N3IWF node

1111. Determine one or both of 
a second uplink NAS count 
and a first downlink NAS 

count that are corresponding to 
a non-3GPP technology

N3IWF node
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1112. Send a NAS 
SMC message

1113. Determine an uplink NAS 
count and a downlink NAS count 
that are corresponding to the non-

3GPP technology

1114. Send the NAS 
SMP messages

1115. Send an N2 message1116. Send an EAP-
5G-Success message

1117. Complete calculation of IKE_AUTH 
by using Kn3iwf

1118. Establish an IPsec connection

1119. Send a registration 
complete message

1114. Send a NAS 
SMP messages

1112. Send the NAS 
SMC message
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FIG. 14 

Core network device
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