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SYSTEM AND METHOD FOR ELECTRONIC TRANSMISSION, STORAGE, AND
RETRIEVAL OF AUTHENTICATED ELECTRONIC ORIGINAL DOCUMENTS

BACKGROUND

These inventions relate to systems and methods for providing a verifiable chain of
evidence aﬁd security for the transfer and retrieval of documents and other information objects
in digital formats.

The continuing evolution of the methods of commerce is evident in the increasing
replacemént of paper-based communications with electronic communications. When
communication is by electronically reproduced messages such as e-mail, facsimile machine,
imaging, electronic data interchange or electrénic fund transfer, however, there no longer exists
a signature or seal to authenticate the identity of a party to a deal or transaction. The traditional
legally accepted methods of verifying the identity of a document's originator, such as physical
presence or appearance, a blue-ink signature, personal witness or Notary Public
acknowledgment, are not possible.

To address these problems, a document authentication system (DAS) has been described
that provides the needed security and protection of electronic information objects, or electronic
documents and other information objects, and that advantageously utilizes an asymmetric
cryptographic system to help ensure that a party originating an information object is
.electronicaliy identifiable as such. This systeﬁa is one aspect of the methods and apparatus for
secure transmission, storage, aﬁd retrieval of information objects that are described in US—
Patents No. 5,615,268 and No. 5,748,738, both to Bisbee et al., and in U.S. Patent Applications
No. 09/072,079 filed on May 4, 1998, and No. 09/452,928 filed on December 2, 1999, both by
Bisbee at al. These patents and applications are expressly incorporated by reference in this
application. '

As-an inittal matter, it will be helpful to understand the following terminology that is
common in the field of secure electronic commerce and communicatiohs.

"Public key cryptography (PKC)" uses pairs of cryptographic "keys", each pair having a
private (secret) key and a public key, that are associated withlrespective registered users. The'
public keys are published for anyone to use for encrypting information intended for the
respective users. Only the holder of the paired private key can read information, i.e., an

electronic document or more generally an information object, that was encrypted using the
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20 A "holographic signature” means a handwritten signature. A "digitized holographic
- signature“. means a handwritten signature that has been capturéd electronically, e.g., by using a
stylus pad or scanmer to create a bit image of the holdgraphic signatﬁre.

A "digital signature" is an unforgeable data element, which asserts that the user(s)
corresponding to the digital signature wrote or otherwise égreed to the contents of an electronic
25  document or other information object to which the digital signature is appended. A digital

| signature is typically created by "hashing" the electronic document, encrypting the resulting
* hash (integrity block) using the user’s private (secret) key, and appending the encrypted hash to
the electronic document. |
| An "anthentication certificate" is an unforgeable digitally signed data element that binds
30 auser's public key to the user's identity information and that advantagcously, but not
necessarily, conforms to the international standard X.509 version 3, "The

Directory-Authentication Framework 1988", promulgated by the International
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: authentication, authorization, encryption, and non-repudiation services. A typical certificate has
- 20 the following form:
- [Version, Serial No., Issuer Algorithm (Hash & Digital Signature), Issuer Distinguished Name
(DN), Validity Period, Subject DN, Subject Public Key Info, Issuer Unique Identifier (optional),
Subject Unique Identifier (optional), Issuer Public Key, Extensions (e.g., Subject Alt
Name)]Issuer Digital Signature
25 A qnique DN is formed by concatenating naming specific informétion (e.g., country, locality,
organization, organization unit, e-mail address, common name).
Certificate extens.ions can also be used as a way of associating additional attributes with
~ users or public keys, and for managing the public key infrastructure certiﬁcﬁte hierarchy.
Guidance for using extensions is available in the recommendations of ITU X.509v3 (1993) |
30  ISO/IEC 9594-8:1995, "The Directory: Authentication Framework" or in IETF Intemnet X.509
Public Key Infrastructure Certificate and CRL Profile <draft-ietf-pkix-ipki-part1-11>,
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as custodian of the information objects. |
The TCU implements defined business rules for the transactions handled by the TCU
(i-e., a complete set of authorized actions). The TCU also implements a defined security policy
(i.e., a set of protective measures that is necessary to prevent unauthorized actions). The TCU
25  uses its business rules and security policy to govern transaction requests and access to the
repository over the respective life cycles of all documents and objects within its control,
verifying the identities and authorities of parties (local and remote) requesting repository
services. The TCU securely stores and securely retrieves digitally signed, authenticated, and
encrypted electronic documents or information objects. Upon request, the TCU prints and
30 issues certified documents. The TCU advantageously supports a multi-port token server for
proving document authenticity, for verifying the identities of signing parties, and for

authenticating document submissions. The TCU provides for backup and disaster recovery, and
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| nstr uneadthentia@fiibute, digital signature, and unauthenticated attribute appended. A hashis
computed over both information object(s) hash and authenticated attribute fields and encrypted
20 using the signer's private key thereby creating a digital signature. The authenticated attribute
- field contains pertinent addifional information relating to the act of signing and is protected by
the signer's digital signature, The unauthenticated attribute can be used to convey additional
information to the TCU and/or by the TCU to document when the signature arrived at the TCU.
Certificate information contains the signer's X.509 certificate. It may also contain some form of
25 - attribute certificate signed by a TCU recognized issuing authority. This attribute certificate is
used to convey additional qualifying information about the signer that may aid the TCU in
making access control decisions. ’
With all of the édvantages of electronic original information objects that are provided by
the U.S. patents and application incorporated by reference above, it is important to realize that a
30  digital signature is not valid indefinitely but only during the validity period of its authentication
certificate. The validity period of an authentication certificate is also not indefinite but typically
is set 5o s to limit the chances for compromise of the digital signature, e.g., as a result of theft
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In addition, the process of generating e-original objects can provide the evidence

25 necessary to establish the transfer of interests in a "transferable record" since it reliably
establishes a document's issuer/owner as the person to which the transferable record was issued
or transferred. A "transferable record” means an information object, an interest in which the
owner/issuer has expressly agreed is transferable. In particular, a single authoritative copy of the
transferable record exists which is unique, identifiable, and unalterable, except that copies or

30 revisions that add or change an identified assignee of the authoritative copy can be made only
with the consent of the person asserting control and that each copy of the authoritative copy and
any copy of a copy is readily identifiable as a copy that is not the authoritative copy. Also, the
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above, it is inportant to realize that a 30 digital signature is not valid
indefinitely but only during the validity period of its authentication
certificate. The validity period of an authentication certificate is also
not indefinite but typically is set so as to limt the chances for
conprom se of the digital signature, e.g., as a result of theft 4 May 2004
-6 of the secret signature key or decreased cryptographic viability.
Validity periods can be in the range of one year to three years, although
ot her periods are also possible. A TCU s authentication certificate's
validity period is normally |longer than the validity period of a user's
certificate, and the cryptographic strength of a TCU s certificate is
normal |y stronger than that of 5 a user's certificate. For these reasons
and because of the TCU s verification of content integrity and of digital
signature(s) and certificate(s) validity on receipt of an infornmation
object, the wvalidity period of the TCU s digital signature as conveyed in
the TCU s certificate may supersede, or extend, the validity period(s) of
the received information object's digital signature(s), provided the TCU
physically protects the received object's contents fromexternal 10
tanpering. Such extension is not unlimted, however, because the validity
period of a TCU s
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e-origin sane
- the authority of the document's submitter. A successful authenticity verification attests to the

legitimacy of the submittgd electronic document. The TCU then creates the e-original by
appending a date-time stamp and its digital signature and certificate (signature block). This
TCU action demonstrates the TCU's assumption of controi of the e-original.
25 |
SUMMARY
Applicants' inventions solve this and other problems suffered by prior approaches to
authenticat_ion of information objects. |
In one aspect of Applicants' inventions, there is prbvided a method of handling stored
30 e-original obj ects that have been created by signing information objects by respective Transfer
Agents, submitting signed information objects to a TCU, validating the submitted signed
information objects by at least tcstiﬁg the integrity of the contents of each signed information
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control of the e-original. 25 SUMVARY Applicants’ inventions
and ot hefecpivedinstructinn, find eppliy to e ivalidaghrecsivtibmnstroction i datetinnedtivnp aanl a

I nf or mat .0 Biects. L n one agpect of i cants' inventions, there s

provi d ed&gqﬂ]gstléﬂ)ag‘% Fmﬂ ﬁﬂﬁ?ri‘tﬁblagpﬁf@&n c%%éﬂ@r iDIéﬁer’f _S‘FelYﬁﬁ 1psiructionmahbe/issusslen

created by afhathbifed dHtey, TR HRTCOIRE Satlite thE RREHVEd Snshfu@fiSd 6 also checking the
authorized entity's anthority to issue the received instruction. Ownership of or a right to the re-

20 validated e-original object may be transferred in the TCU based on a validated received

instruction. Access to the re-validated e-original object may be granted or controlled in the TCU
based on a validated received instruction.
‘The method may further include the steps of exporting to a second TCU the re-validated
e-original object and applied date-time stamp, digital signature, and authentication certificate of
25  the TCU; re-validating, in the second TCU, the exported e-original object by at least verifying
the digital signature of the TCU applied to the exported e-original object; and applying to the re-
validated exported e-original object a current date-time stamp and a digital signature and current
authentication certificate of the second TCU.
In another aspect of Applicants' inventions, there is provided a method of handling
30 stored e-original objécts that have been created by signing information objects by respective
Transfer Agents, submitting signed information objects to a TCU, validating the submitted
signed information objects by at least testing the integrity of the contents of each signed
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- e-original object from which the object-inventory was created is extended to the current

authentication certificate's validity period.
The method may be carried out in response to at least one instruction, and the TCU

validates the instruction by at least testing an integrity of contents of the instruction and a

25  validity of a signature of a Transfer Agent on the instruction, and applies to a validated
instruction a date-time stamp and a digital signature and current authentication certificate; and at

 least one of the validated instruction and a reference to the validated instruction is added to the

copy. The instruction may be issued by an authorized entity, and the TCU validates the
instruction by also checking the authorized entity's authority to issue the instruction.

30 The TCU may respond to a validated instruction by exporting to a second TCU copies of
the new object-inventory and the e-original objects corresponding to the new object-inventory,

and the second TCU may perform the steps of re-validaﬁng the exported e-original objects
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obj ects by respective Transfer Agents, submtting signed informat y 2004
objects to a TCU, validating the submtted signed infornmation objects by
at least testing the integrity of the contents of each signed 4 May 2004
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val idates the instruction by at |east testing an integrity of contents of
the instruction and a 25 validity of a signature of a Transfer Agent on
the instruction, and applies to a validated instruction a date-tine stanp
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| east one of the validated instruction and a reference to the validated
instruction is added to the copy. The instruction nay be issued by an

aut hori zed entity, and the TCU validates the



instruction by also checking the authorized entity's authority tO‘L u&pbhe
instruction. 30 The TCU may respond to a validated instruction by &%ﬁ ﬁg
to a second TCU copies of the new object-inventory and the e-original

obj ects corresponding to the new object-inventory, and the second TCU may
performthe steps of re-validating the.ayported e-original objects 4 My
2004 10 corresponding to the exported copy of the new object-inventory by
at least verifying the digital signature of the TCU applied to the
exported e-original objects; and then applying to the exported copy of the
new obj ect-in : =1l Y I, Gy i e and
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2004 -11 Omership of e-original objects corresponding to the copy may be
transferred in the TCU based on the validated instruction, or at |east one
right to e-original objects corresponding to the copy nay be transferred
in the TCU based on the validated instruction. The right may be a right to
revenue represented by the e-original objects. Access to at |east one
e-original object <corresponding to the copy may be granted in the TCU to a
menber of a syndicate based on the validated instruction, or access to at

| east one e-original object corresponding to the copy may be controlled in
the TCU based on the validated instruction. 4 May 2004 WO 01141. 360 -12
PCTI US00/ 32746 BRI EF DESCRI PTI ON OF THE DRAW NGS The features, objects, and
advant ages of Applicants' inventions can be understood by reading this
description in conjunction with the drawi ngs in which:




FIG | is a block diagramof liability allocation in a docunent
authentication systemthat 5 creates electronic original objects;4Mag2004
i1l ustrat egddigus@ntents of an e-original in accordance wt | icants'
inventions; FIG 2 is a block diagram of a docunent authent Pgﬁ}tﬂiggﬂgzgi‘/%tem
FIG 3 is a flowhart of a digital-signayyre chaining method in accordance
with 10 Applicants' inventions; FIG 3Aillustrates the contents of an

e-original produced by ﬁe‘?ﬁ ~aAbg i t Wﬁﬁ icni ng met hod; FIG

4 is a flowhart of a maAP#gg o] %Fé%??%gﬁagﬁp’%?gc%?nv_e @(?ry I n accordance

with  Appl i carMbedeatimes, ubjeens and bdvahfaged 6f Applicahts’ MRetitirdChn bBVRBER0bd by 2
in

deal; FIG 5 is a flowhart of an object-inventory versioning nethod

accor dan&eadiig this Jeseriptionrin sonjupction with the dea@ingsin whjshet s an

obj ect -i nvent t | ater stagge.qf,.the deal .depjcted in FIG 4A;, FIG. 6
i |l ustrates oaﬁér ?ﬁezﬁ’lﬂaf ﬁ’@ﬁm&f g@&’%lhig oF?ﬂoé‘smraéic’ﬁl”inﬁﬁt quthenticaion yysism that
deal , 501 credfbslelc@oAfk drighal bbjeuts; depicts creation of electronic records and
execution of a deal prior tc)] submi ssion to a TCU, FIG 8 depicts creation
of e-original 16t 1A ili@ttafesitior cdntentxefar ¢-origingl ia adesrdandelvith A pPHEAME' S

execution of .e-originals with a TCUs ensuring that exact copies of 25
partial | YPEREERE ed e-originals do not exist outside the TCU, FIG 10

describes cre . .record. FIG 11 depicts a
si gnat ure bl O?Ed;}' @f%b@%g@é%%?arr%‘?@?%%g&%g%@}cﬁgﬁgn §3{56%1 ures applied to an
i nner wr apper FaGd3 & Jddvehartbidl dipital s @adird CRainiRImhétHod B /R oRIALES withapper ;
30 FIG 13 depicts recursive application of wappers; and FIG 14 shows use

of tHE& objpplicantsiimyentens; et hod to i npl enent counterpart execution of a
deal . 4 My 2006 OR300 40, B SORIBRI S RETALLER CESCRETI QN ©

- chaining method;

FIG. 4 is a flowchart of a method of creating an object-inventory in accordance with
Applicant's inventions;
15 FIG. 4A depicts an object-inventory for a deal;
FIG. 5 is a flowchart of an object-inventory versioning method in accordance with
Applicants' inventions;
FIG. 5A depicts an object-inventory at a later stage of the deal depicted in FIG. 44;
FIG. 6 illustrates owner definition of business rules relating td an agreement, deal, or
20 transaction; |
FIG. 7 depicts creation of electronic records and execution of a deal prior to submission
toa TCU;
FIG. 8 depicts creation of e-originals at a TCU prior to execution of a deal;
FIG. 9 depicts execution of e-originals with a TCU's ensuring that exact copies of
25 palﬁally executed e-originals do not exist outside the TCU;
FIG. 10 describes creation of a copy of a transferable record;
" FIG. 11 depicts a signature block; |
FIG. 12 depicts muitiple parallel signatures applied to an inner wrapper and 2 TCU's
digita.l signature applied to an outer wrapper;
30 FIG. 13 depicts recursive application of wrappers; and
FIG. 14 shows use of the object-inventory method to implement counterpart execution of
a deal.



Applicants' inventions can be inplenmented utilizing conmercially avail abl e
conputer systens and technology to create an integrated cl osed sy‘%

aut hent i catw@a/fAbsee! ectronic docunents and ot her infornati ' FI G
1 is a block diagramof the liability allocation for aut hen??g%@%%?‘%
Applicants' DAS, which uses a CA framewgsk by which public/private keys
used to encrypt/decrypt and/or digitally sign objects are delivered to a

object's originator by an estabhk§RGErRPH ns. The infrastructure
and certificate definitions usedEfi‘n tE:l shgbsp |callﬂj§§11 are based on the X 509

standard and tAwplipait'iimedniions &an K itpléfaented Ltilkdih® doram@rdidlBOiRThBleRdmpRay-e.-
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Aut hority (block 102), with a certificate including the identity of the

i nt ended2ersEals Bokendna porigie tpmsfern devicedhatds nsedifor eagspartimgdeys, epatth bfikeys.
Pri nci pa onent f, t AS assurance, are .the correct operation of
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in FIG gerial bug @iSBEtokensy mtégrated tirauitsa ctorn ralyentegéously, niang tomintetcially uedlable
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and % Mag/ 2]&)0_4 WO 01/ 41360 PCT] US00132746 -14 L
0 small size, enabling Tokens to be included in many communication and computing devices, like

cellular telephones, personal digital assistants, handheld computers, identification badges, etc.
The public keys are generated and issued by or under the control of the Certification
Authority (block 102), with a certificate including the identity of the intended recipient and
appropriate user attributes, among other things. Principal components of the DAS assurance are
25 the correct 6peration of the Certification Authority framework, the tight binding of user identity
and attributes td the public key in the authentication certificate, and the reliable delivery of the
Token to the authorized recipient.
As illustrated in FIG. 1, it can be convenient from a management point of view to use a
Registration Authority (block 104) as an intermediary between the CA and a Transfer Agent
30  (block 106). This permits the CA to concentrate on controlling generation of cryptographic keys
and issuing certificates. The Registration Authority (RA) can then concentrate on other

managemntent aspects of the DAS, such as performing Transfer Agent enrollment, recording and



associating attributes of the Transfer Agent with the Agent's public key,
setting a Token activation personal identification number (PIN), %y 2004
certificat g@s@hsdgng and retrieval. For exanple, the Trans% ent may be
authorized to conc?ﬂct only certain types of deals or trans ?&F@ﬁ%mgﬁﬁ/ or
deal s or transactions having less than ajgredetermned value, To ensure 5
reliable delivery, the RA may use a service such as the bonded courier
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i nformat ig -\ reci ated that a Token's user advantageously may
be permpg‘gﬁdte%vgcyﬁggggeegﬁl&glsa gned PIN to one of the user's own choosing

and that the [ bh addidioRd a8pect 5PN TBAS, tﬁéﬁmﬂi\%eﬁéﬁﬁl%@ﬂ‘e@@@eoﬁgﬂﬁehmﬁoves
security since the PINis then only known by that user. In FlI 1, an
i nf orl@at Leed BispREMCEoLWithiarrsttificateandpeysonalidentiftvatiot infosnatidnesuchestizal | ed a

20 Transfer_.Agent nd.it will pe apprecjated that. a Transfer Agent is,
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by convelaiderry setahle passwerd oraasspheaser dbisrimprovesseenrity since thediNeis then only
attributﬁﬁowﬂ' ﬁﬁta%ér'ributes can be retrieved fromthe certificate and 30
enforced by otner el'ements in the system As depicted by blocks 108, 110,
the Transfer AJEIG. 13ahaBafRaldd objEes bAERAMR bh®AnP BhiRESuen &aﬁ'énﬁhéﬁérgfcﬁﬂéﬁ a

k
such _as the output of a conventional word processor, to be inported into a
devi @8 4Twayfepdgantynd it/ wil beGppeETiasgontsoTrtsfer Agent is identified to the DAS by its

possession and use of a valid certificate and a valid PIN. As noted above, the authentication

* certificate also indicates one or more attributes of the Transfer Agent.
Issuance by the CA of a digitally signed certificate ensures the verifiability of the
-identity of each transmitter of a digitally signed or encrypted object. The CA also retains the
25 ability to revoke a certificate and public/private key, or to reissue a certificate and public/private
- key, from a remote location electronically. The CA can also support privilege management in
accordance with the policy set for the system. For example, the CA and/or RA can set financial
or other limits on the authority granted to the Transfer Agent by conveying those authorizations
or restrictions as certificate attributes. These attributes can be retrieved from the certificate and
30 énforced by other elements in the system.
| As depicted by blocks 108, 110, the Transfer Agent arranges for the information object

in digital form, such as the output of a conventional word processor, to be imported into a device
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integrit YeSign g Erameasioni abiqoy before submittinzdheresilo to @ BICEL tit is 4nlymecatary W
01/ 4336 QP W&g&@ to "sign" an information object in a way that can be understood, legally

- or otherwise, as the Transfer Agent's attesting to the integrity and validity of the information

object. For example, the Transfer Agent might append to an information object a digitized
~ hand-written signature, a digitized signature and verifiable biometric information, a digital

signature, or a combination of these. Alternatively, the Transfer Agent can sign an information
25 6bject by connecting to a TCU using the password and other procedures of a secure pi'otocol,

such as the secure sockets layer (SSL) security protocol for the TCP/IP (Intemet)

communication protocol. As should be clear from this description, it is important for the DAS

to assure itself that a Transfer Agent is who the Agent purports to be. If not already provided in

the course of signing an object, the Transfer Agent appends a hash, a cyclic redundancy check
‘0 (CRC) information element, or other type of content integrity block to the object, thereby

ensuring the integrity, i.e., unchangeability, of the information object.
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- information object has not been altered prior to or during submission and that the object's

Transfer Agent has the proper authorizations, the TCU assumes custody and control of the
object and responsibility for the object's preservation by appending a date-time stamp and
digitally signing the submission. |

25 On receiving a digitally signed electronic object (block 114), the TCU tests the integrity
of the electronic object's contents, the validity period of the Transfer Agent's certificate, and the
status (valid or revoked) of the authenticatién certificate (e.g., ITU X.509v3 certificate(s)). The
test of the integrity of the object conténts, which may also be called "digital signature
Ven'ﬁcation", comprises extracting the public key from the authentication certificate, decrypting

30 the digital signature (thereby uncovering the object's hash), computing a new object hash, and
checking the uncovered hash against the new hash. The test of the validity period comprises

simply ensuring that the current date and time falls within the validity period noted in the
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date-time stamp can take any convenient form and is analogous to the simple rubber stamp

Ji

available in many mail rooms. The digital signature applied by the TCU eliminates the
possibility of unauthorized alteration or tampering with an object by the signatories subsequent
25 toits original execution or sealing. In addition, the TCU'é digital signature can advantageously
provide for non-repudiation, i.e., precluding the originator from disavowing the object. This
action by the TCU marks the TCU's assumption of custody and control of the electronic original
object. | |
For the sake of brevity, the terms "e-original object” and just "e-original" will be used to
30  refer to an authenticated information object created by a process involving a TCU and a Transfer
Agent, and the term "deal” will be used to refer to a transaction or account that corresponds to or

is defined by a set of e-originals. It will be understood that an e-original is itself an information
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such as a modem) to obtain or further transmit an e-original may change.
To maintain a trail, or chain, of evidence, the TCU applies version controls to e-originals
in an account, thereby preventing direct modification of an e-original. An e-original in an
| account is replaced when an authorized party checks out and retrieves the e-original and submits
25  an updated version; the replacement is elevated to the status of e-original, or authoritative copy.
This kind of check out feature can be used to prevent another party from attempting to check out
the same e-original. All prior versions of the e-original are advantageously maintained and all
 activity is tracked to discourage fraud. The combination of actions by the TCU, in conjunction
‘with a protected audit trail, can be used at a future date to prove conclusively that a party
0 in:tated a deél, precluding an originator from denying that the object originated with that

originator and providing irrevocable proof of authenticity.
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20  directly at the CA or remotely at the RA, and in either case, a Token is allocated to the user.

- The allocated Token, such as a Smart Card, may be inserted into a local token reader and
itﬁtialized, assigned default PINs, and commanded to generate a cryptographic key pair. The
key pair may be assigned a reference handle, or name, so that the private key can later be
associated with the authentication certificate when it is available. The Token is then

25 commanded to export the public key. If these'operations are conducted remotely, the user
enrollment information and the public key may be used as the basis for a certificate request,
which may conveniently have a form specified by the RSA PKCS #10 Certification Request
Syutax Standard or by another suitable standard. Such a certificate request may be signed by the
RA as proof of origin and then be transmitted to the CA,

30 On occasion, a user may be permitted to request the user's own authentication certificate.
One such occasion is certificate renewal, but other instances may also be authorized (e.g.,

instances like those involving web browser secure sockets layer ("SSL") certificates).
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I n one enbodi mrent of the 1nventions, 25 the Online Certificate Status
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signature algorithm and the evidence chain uses I ntegri
For example, governmental entities might use a chain of custody to help compute and collect

taxes or other levies. The TCU provides such an evidence chain by receiving an original
executed or signed document and verifying the identity of the signer and the authenticity of
- documents reéeived. The TCU retrieves CRLs from a directory, checks the CRLs for Certificate
validity, and checks the expiration date of the Certificate. In one embodiment of the inventions,
25  the Online Certificate Status Protocol (OCSP) can be used to check certificate validity. The
TCU then generates a date-time stamp for the document received, and provides an integrity
block (hash) that ensures that the document cannot be altered without detection. The integrity
Block is protected using a digital signature algorithm, and the evidence chain uses the integrity
block and date-time stamp to provide notice and evidence of any alteration, even by a
30 document's originator, if alteration is attempted aﬂer origination,
By first checking the authenticity of received digitally signed electronic objects, the TCU

can assert that an object was valid on receipt. This assertion can extend for the remaining
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involves repeated application of date-time stamps and TCU signatures and cerhﬂcates The first

step 302 of the digital-signature chaining method is selecting a deal to which the remainder of
the method is applied. The next step 304 is selecting an e-original from the selected deal. As
noted above, an e-original generally comprises (1) an information object, (2) at least a Transfer
Agent’s signature appended to the information object, and preferably a digital signature and an
25 anthentication certificate for the digital signature, (3) a TCU's date-time stamp, (4) a TCU's
-digital signature, and (5) the TCU's authentication certificate.
The selected e-original is re-validated in step 306 by verifying the TCU's digital
signature on the e-original using the TCU's public key that is derived from the TCU's
~authentication certificate. Validating a signature block that contains only a TCU's digital
30 signature is sufficient to verify the respective e-original, which is convenient for regular re-
validations by the TCU of e-originals in the course of testing for correct memory retention (step

307). When used with high reliability storage (e.g., RAID), such regularty scheduled re-
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Teu handling long-lived information objects is called “object—iﬁventory versioning” and involves the
creation and maintenance for a deal of an e-original called an "object-inventory”. Asan
e-original, an ij ect-inventory generally has the characteristics depicted in FIG. 1A. At
appropriate stages in a deal's evolution (e.g., at deal closing), the deal's "object-inventory" may
25  be checked out of the TCU, be digitally signed, and be re-submitted to the TCU by the deal's
owner or authorized agent to signify the owner's/agent's own actions or accord with TCU
actions, such as acknowledgment, ratification, transfer, etc. .
FIG. 4 is a flow chart of a method of creating an object-inventory for a respective deal
that is preferably carried out by the TCU. An object—in\}entory is a list of object identifiers and
30 associated signature blocks for e-originals corresponding to a deal, and FIG. 4A depicts an
| exemplary object-inventory for a deal relating to a mortgage on property. It can be desirable to

include in the object-inventory an abstract of the respective deal, and such an abstract may

ap{gt()rogm
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for correct nmenory 25 retention. ° it will be understood that
val i d8t i ergriginalisras muchas thedigital signatuses andauttientjcatioa certificates of the deal's

participants and Transfer Agent(s) and the TCU's date-time stamp, digital signature, and
authentication certificate. Validatihg a signature block that contains only a TCU's digital
signature and certificate is sufficient to verify the respective e-original, which is convenient for
regular re-validations by the TCU of e-originals in the course of testing for correct memory
25 retention. Thus, it will be understood that validating an object-inventory requires checking the
internal signature blocks against the corresponding e-originals using the identifiers and then
validating the object-inventory's TCU digital signature.
The first step 402 of the method is creating in the memory of the TCU a logical
association among the participants and Transfer Agents known to the TCU as corresponding to
30 thedeal. Of course, the "creation" of step 402 may instead involve selecting a deal that has
already been created In the next step 404, the TCU sets access permissions for the deal based on

instructions it has received from the deal's owner. In the absence of instructions to the contrary,
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adding its date-time stamp, digital signature, and certificate. (In FIG. 4A, the object-inventory is
depicted as advantageously including the information: 11/02/97 10:20PM]OI02, which
represents a date-time stamp (11/02/97 10:20PM) and an object-inventory version number
25 (OI02, i.e., the version 2 of the object-inventory). Since digitally signed information objects
corresponding to a deal may be submitted to TCU and transformed into e-originals at various
times, it can be advantageous for the TCU to carry out step 412 at a time or times specified by
owner instructions corresponding to the respective deal or after an act by the owner/agent, e.g.,
signing out the object-inventory from the TCU, digitally signing it, and re-submitting it to the -
30 TCU.
It will be noted that the signature block of each e-original corresponding to a deal is
preferably re-validated in step 410, as re-validation is described in connection with FIG. 3,
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have 2Beeat least the TCU's digital signature on the deal's subsequently submitted e-originals are linked to

the copy of the selected object-inventory, either by adding indices locating the signature blocks
in the TCU's memory or by incorporation. A resulting object-inventory is illustrated in FIG. 5A
for the situation in which two objects, identified by TN#212-05 and TN#212-06, have been
added to the deal illustrated by FIG. 4A.

25 Whether the purpose of executing the method is to reflect subsequent deal activity or to
extend the validity periods of digital signatures, the TCU validates all of the e-originals included
in the copy of the selected object-inventory (step 510). The TCU then authenticates the copy of
the selected object-inventory (step 512), by transforming the copy into a new e-original object-
inventory by adding its date-time stamp, digital signature, and preferably authentication

30 certificate. Thisis depicted in FIG. 5A by the information: 11/06/97 11:00PM]OI103. It may be
noted that date-time stamps when applied are preferably always current time, and version 3 of
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e- or i% n&reseduige diyergegnitheir handling of suhspeuent den) ety Norghange in processing is

seen in the digital-signature chaining method, but in the object-inventory versioning method,

only new e-originals resﬁlting from subsequent deal activity are added to a copy of the previous
object-inventory and only such new e-originals, inciuding the previous object-inventory, must
have their TCU signatures re-validated, which includes a verification of the TCU's digital

25 signature on each added e-original. If a deal is moved between TCUS, then every e-original
must also be re-validated. In any instance where a new deal is created, adjustments may be
made to the access permissions of the néw and existing accounts.

Thus, it W_ill be recognized that the object-inventory versioning method relies on the

TCU to maintain the integrity of all previously entered e-originals, yielding considerable

30 operational savings in the TCU because only the new version of the object-inventory needs to be
date-time stamped and digitally signed by the TCU. Moreover, object-inventories that relate to

a given deal are each the product of a cascade of preceding object-inventories relating to that
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- (2) The digital-signature chaining method entails performing “e-original re-
validation" and appending a current date-time stamp, the new TCU digital signature, and
preferably the current TCU authentication certificate to an e-original, e.g., every e-original
corresponding to one or more deals or every e-original stored in the TCU. "e-original re-

25 validation" refers to the process described above in connection with FIG. 3 in which an
e-original has its TCU digital signature verified in a cryptographic process that checks that the
contents of the e-originals have not changed from when they were submitted to the TCU. The
TCU preferably employs known recovery technology (e.g., RAID, backup tapes or disks, and
other known disas'tt':r recovery techniques) so that any detected change can be automatically

30  rectified. (See step 307 in FIG. 3.) This is particularly important whén e-originals are
transferred from one storage medium to another or from one system (TCU) to another, and in

appropriate circumstances might be done without involving the object originator or deal
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- object-inventory). Again, it will be understood that "verification" involves checking a digital
| signature and "validation" involves checking a digital signature and certificate status. In this
- example, verification is used to check content integrity and validation is used also to insure that
the TCU certificate is valid.
25
2. The digital-signature chaining and object-inventory versioning methods can be used in
a transfer-of-custody process that would implement a suitable instruction or instructions
 submitted by the deal's owner or authorized agent to a TCU and requiﬁng transfer of one or
more deals to another TCU. The instruction(s) preferably would be transformed into an
30 e-original(s) and retained by both TCUs, and the new TCU would set up the required number of

accounts and deals. The new TCU's certificate must overlap the old TCU's certificate. In
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owner or authorized agent by requesting t e owner / agent
object-inventory by the deal’s owner or authorized agent by requesting that the ownet/agent

20 check out the object-inventory, appropriately update the deal abstract, signify approval by

" digitally signing and submitting the new obj ect-rnventory. On submission of the digitally

signed new object-inventory, the TCU would perform signature validation, append the current

date-time stamp, and digitally sign and attach the TCU's authentication certificate to the new

object-inventory. This action would affirm transfer-of-control and custody to the new TCU and

25 extend the life of all previously affixed digital signatures to the life of the new TCU's digital
signature. This process would be repeated for each deal to be transferred.

In both methods, the old custodian (TCU) would be notified upon successful
transfer-of-custody, and the old TCU could then archive and/or remove the deal(s) from its
database. |

30 _
| 3. The digital-signature chaining and object-inventory versioning methods can be used in

a transfer-of-ownership process that would implement a suitable instruction or instructions and
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In both methods, these actions would affirm the transfer-of-ownership. The TCU could
20 . then close the old accourit or remove the transferred deal from the account and archives and/or

purge its objects as appropriate.

4. The digital-signature chaining and object-inventory versioning methods can be used in
a tfansfer—of—ﬁghts process, in which the rights transferred would be less than full ownership of
25 the associated e—oﬁ ginal(s) and the financial assets represented by them. In general, one or more
rights established in a deal or deals (e.g., revenue stream, servicing, etc.) could be sold or
otherwise transferred. The transfer—df—rights process would be implemented in response to a
suitable instruction or instructions and appropriate documentation submitted by the deal's owner
or authorized agent to the TCU having custody of the deal(s). The instruction and
30 documentation would be transformed into e-originals and added to the subject deal(s). The
TCU, as instructed by the deal's owner, could either create a new account and transfer only the

appropriate e-originals (all or a subset) representing the transfer-of-rights into the new account



the TCUs authentication certificate to the new object-inventory. In both
nmet hods, these actions would affirmthe transfer-of-ownership. Thet May 2004
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add the new dn®btigmethods theretabiivrsavoadd affent the mahsfer-of-rightght s and a
reference to the copied object inventory to the new object-inventory,
request. owner approval, and validate the owner's 10 digital signature
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digital -signature chaining and object-inventory versioning nethods can be
used in regamdeywelild heisold tpothas parties.nSughi ¢ sale esalesrreightimelvde peo-witarightsito al
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woul d be inplenented in response to a suitable 1 nstruction or ructions

and appr dpcumerdation that would be submitted by the deal's owner or authorized agent to the TCU

20 having custody of the deal(s). The instruction(s) and documentation would be transformed into
- e-originals and added to the subject deal(s). The instmction(s) could provide for granting
appropriate access to the deal to potential members of the syndicate, and as shares were sold and
new members added, for adding further documentation to the deal (that would be transformed
into one or more e-originals) identifying the new owners and their percentage of ownership.
25 Once the syndicate was completely formed, access to the deal would be removed for all parties
who were not part of the syndicate.

(a) In accordance with the digital-signature chaining method, the TCU would
perform e-original re-validation, append the current date-time stamp, and digitally sign all
e-originals involved in the syndication. |

30 (b) In accordance with the object-inventory versioning method, the TCU would
make a copy of the latest version of the object-inventory, perform e-original re-validation, add

the new e-original(s) created during the syndication and a reference to the copied
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perform e-original re-validation, append the current date-time stamp, and digitally sign all

O"

~ e-originals involved in the securitization.

20 (b) In accordance with the object-inventory versioning method, the TCU would
make a copy of the latest version of the object-inventory, perform e-original re-validation, add
the new e-original(s) created during the securitization and a reference to the copied

_object-inventory to the new obj ect—inventéry, request owner approval, and validate the owner's
 digital signature before appending the TCU's current date-time stamp, digitally signing, and

25  attaching the TCU's authentication certificate to the new object-inventory.

In both methods, these actions would affirm the time of securitization closure.

7. The digité;-signature chaining and object-inventory versibning methods can be used in
a process of negotiability, in which an offer, counter-offer, acceptance, and/or rejection would
30 be documented in the TCU. The necessary actions associated with the offer and acceptance
would be performed. The object of negotiation could include delivery of electronic information

objects of intrinsic or extrinsic value, in which case the objects could be accompanied by a
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20 8. The digital-signature chaining and object-inventory versioning'methods can be used in
- aprocess of agency authorization, whereby for example an individual or organization could
satisfy tax, regulatory, and company accounting requirements for an expense account by
sﬁbmitting expense receipts and authorizations to 2 TCU, in which they would be held as
e-priginals thé.t could be conveniently organized, for example in folders by year and month. The
25 company would be enrolled in the DAS and would control access to such account folders,
providing access to one or more folders as required for audit or tax purposes. The above-
described process of eJuvination™ would be performed on such an account as required to insure
continued legal and regulatory compliance. | |
For example, an employee might purchase an item by using a credit card, thereby
30 generatinga transaction recbrd in the card-issuer's authoﬁzation center. Such records would be
" extracted from the authorization center, and perhaps organized by expense category. The

organized transactions would be digitally signed and submitted to a TCU by a Transfer Agent.



in many forns of electronic commerce in which ownership rights and
e-original value are established and preserved (e.g., di stributi orft ¥y 2004
el ectroni cwerdigswl art, software licensing, etc.). 20 8. The TUS00/32746
di gital -signature chai ning and obj ect-inventory versioning ne?hod% can be
used in a process of agency authorizatianqg. whereby for exanple an

I ndi vi dual or organi zation could satisfy tax, regulatory, and conpany

accounti ' : L hLLE nse

ool pi o o Gy RE PR R el RS Hony foe O R s BEEP LS

e- or i gi nahssattiats to anlestplise cepovip wihtud hyy akg dnvludatknti@rfoesgnes ol pluehgedsyby
year and nonth. The 25 conpany woul d be enrolled in the DAS and woul d
control wueRthe aediseard. Jhe smployee weuidthen digitally signdbe expenserepos, gtachdisor

fol ders N for.audit or .ta urposes,. The above- scri be ocess
of eguvi N SRR Frafess mnd bufit g AcRER Fnis be Bef P Sker B e, S

insurs  gaploydtweuldeigital §iier @18 YErrR aYp& TR dulittficathll ccBXidi, Gnd StLIBRRLLY ee
m ght purchase an itemby .using a credit card, thereby 30 generating a

t r ansact infermagioortol thenT CHe Itwiltibe appregiated shat Herdraployarrcoukdrdlsy conSemienthe cor ds
woul d be exjracted-.fromthe authorization cenéa%, and erhacgs organi zed by
expense E‘%ﬁ‘f’lé{jdflfﬂrm?ﬂ‘én% ZFROFENG 1S 2eAUIEINE SHECRIOT PaYYeS Hiegredt ¢ayd shayresAnthg

o L e Bt 080 1 U8 G025 B o

from t hesebeidl antiticawan gaketrognasibilita isexubindtiag infoafatorPsdjédts fapMrettrandfoi@bd may
al so_include entries for expenses not purchased by wusing the credit card.
The &fpl Wee-orginaliobisets: di gi tally sign the expense report, attach his or

her aut henti caljo ri:ifjcate,. and submt.the report to hi r_he .
enpl oyer for %%{pl)lr@ ar. %1%:13% g cgé_rrplmﬁ'_ /e o\%géﬁﬁ-anvgpbo!q gﬂsﬂpnggglﬁet?lﬂgs F’QB@ratc,hleve
append i the samt hesilts Jnit !tMigﬁmsiénaﬁ&behaiﬂﬁ@ H6h6E Is dubRntly BERSVERYS B8 sintplEhe
TCU. It will be appreciated that the enployer could also conveniently
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takeqgesponsibility for submtting information objects that are transforned
10 into e-original objects. Both digital-signature chai ning and

obj ect - i nvent Bheusesrfer varsfigrs oBownetshipand dightshsmdicativhcsesmitization drids, but

the digital -.si.gnature chgiping nethoq is currently, believed to be sinpler
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descri begh RGNS it fid § noPhdcEssily. MOMPHLALLOFRU A HEEABIvelln such uses, all of

which can be seen to have overlapping aspects. ‘Accordingly, this description should not be

20 understood as limiting the application of Applicants' inventions to these uses but as
- encompassing these, combinations of these, and all others that fal} w1thm the scopes of the
appended claims.
It can be seen from the description above that Applicants' inventions are useful in a vﬁde
vartety of commercial and other transactions. For example, transfers of stored authenticated
25 information objects according to suitable instructi'onércan occur "internally" (without retrieving
a stored object) or "externally” (by retrieving an object and providing it to another). Also,
establishment of a verifiable evidence chain, or chain of custody, by date and time stamping an
object, signing with another digital signature, appending another certificate, and storing the
resulting object are described. Accordingly, Applicants' inventions enable sales, assignments,
30 and other ownership transfers of authenticated information cbjects, which may have intrinsic

value, like electronic artistic works, as well as extrinsic value, like notes and securities.
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| nfor mat } 1 Qo8S hallB Yt ﬂ?ﬁsﬁ)féeco eihbiish c}va?e}ship of electronic records, and to provide

. irrefutable proof when a transfer of ownership takes place. This supports stranger-to-stranger

=

transfers, which in the following example involves three steps (an offer, an acceptancé; and a
record of transfer) that are independently performed by the offer's owner, the offer’s recipient,

25 and the trusted third party, respecﬁvely. In accordance with Applicants' inventions, an object's
current owner, the owner's offer to one or more potential buyers, and the acceptance of the offer
by a buyer(s) are identified, and a chronicle evidencing the transfer is created. From this
example, the withdrawal of an offer anytime prior to its acceptance and the fransfer of the record
can also be seen.

30 To begin this example, an information object, be it a document, negotiable instrament, or
other valuated or non-economic object, would be under the control of the TCU, and a first party
wishes to transfer the authenticated object to a second party. The first party would propose to



digitally signs and appends a certificate to the infornmation obj ecﬁtj. Such
scenari os benefit substantially from Applicants' systens and net ho May Q04
I mpl ement ol/®ed e registration and transfer of ownershi f or.ed
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party, the TCU, perforns the storage, cuggodial, 20 and registry functions
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party could communicate itS acceptance of the of _
20 second party (instructions) might provide for rescission of the offer by the first party at any time

*  orsubsequent to a specified time, in which case the first party could rescind the offer by
instructing the TCU to assign ownership of the object to the first party itself, in effect simply
replacing the first party's prior ownership with a "new" ownership by the first party.

The preceding example can be expressed more economically for the symbolically

25 inclined as follows:

Offer from B to C Sy(8'rcu(Sy(S4(Object))), Cert,, Qual)
Acceptance C to TCU S.(S.(Object)), So(S'rcu(Su(S.(Object))), Cert,, Qual)
Alternative acceptance S(5:(5,(Object)), S(S'rcu(Sy(S.(Object))), Cert,, Qual))

Transfer by TCU to B&C  S'yy (S.(S,(Object)))
30 where (Objecf) is, e.g., a document, fax, graphic, certificate, promissory note, etc.; Cert is
irreﬁltéble proof of user identity when used with secret key (e.g., an X.509 certificate); S, is the
~ digital signature of party A, e.g., the originator of a secured object; S, is the digital signature of
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TCU time-stamps and signs the offer and acceptance, effecting the transfer by creating

20 S'tou(S.(S.(Object))), and for audit purposes the TCU creates S'cy(Sp(S'rcu(Ss(S.(Object))),

- Cert, Qual)). The TCU records, registers, and controls S'yoy(8,(S'tci(Sy(S.(Object))), Cert,,
Qual)) and S'yc(S.(S(Object))). Transfer is completed and acknowledged by transmitting
S'7cu(S(8..(Object))) to both S, & S..
| It will be appreciated that in determining if the Qual is satisfied, the TCU may wait for

25 an appropriate instruction or instructions, approval(s), or acknowledgment from S, e.g., that the
necessary value has actually ‘been received. This may be expressed as S,(S.(S,(Object))).
The rescission of an offer can be expressed symbolically as follows:
Sy, rescinds offer Bto TCU  S§y(S.(Object)), Sy(8'rcu(Sy(SL(Object))), Certy,
- Qual '
30 and multiple offers B to C, D, etc. can be expressed symbolically as:
Sp(Sa(Object)), Sy(S'rcu(Sy(S.(Object))), Cert,, Certy, Qual)

and counter offers C to B can be expressed as:
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transaction along many different paths and that instructions may come from
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20 other second parties to accept some or all of the remaining object or objects. This form of
- transaction might be useful in contexts, such as re-insurance, where it is desirable for one party,
such as a primary insurer, to spread the cost or risk associated with an information object among
several other parties, such as one or more re-insurers. Similarly, the instructions could permit a
second party to "over-subscribe" to a first party's offer when the first party had one or more
25  other "first parties" willing to provide the amount of the over-subscription. This form of
transaction also might be useful in cost/risk managemeﬁt contexts like insurance, where a
second party seeics to accept an object “greater” than the object offered by the first party.
As noted above, certified documents advantageously can be printed or otherwise reduced
to "hard copy" and iésued by the TCU in response to a suitable instruction. It is currently
30  believed to be preferable for the TCU to apply to the hard copy some form of indicium or legend

that is resistant to forgery or unauthorized imitation, such as a Wwatermark, hologram, or similar,
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. for such renditions are define e business rules, e.g., where an unimpaired copy is required

for recordation or by regulation or legislation. It is believed that such exceptions to the

protection of unimpaired copies may not be needed if recordation agents (e.g., county recorders)
accept two-part renditions, i.e., discernable differences between what was signed and what is
25 displayed, that are supported by these inventions.
The TCU controls a transferable record by enforcing business rules crafted by the
- corresponding e-originai's owner to govem the creation, distribution, storage, retrieval,
assignment, and deletion of transferable records. At no time should an authoritative copy that is
a transferable record leave the custody of a TCU. Further, a non-removable indicium should be
.0 added, preferably to every page, of a rendition of an e-original that has achieved transferable

record status that is displayed in whole or in part at a client workstation, unless an exception is
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J 20 . FIG. 6 illustrates a method of establishing business rules that govern deals, with

emphasis on e-originals that are also transferable records. FIG. 6 shows how an owner may
define business rules that implement business pror..:ess_es required for conducting a deal, and thus
a TCU handles e-original objects based on the established rules. This set of actions
- advantageously creates a reusable set of rules templates, from which the owner can select the

25 template that suitably matches the type of deal involved. The owner or authorized users can
then populate the template with the actual information—objeét types needed for the conduct of the
deal and thereafter. It is currently believed that the business rules having the most significance
here relate to identification of those information-object or electronic-record types that are
designated as fransferable records. |

30 In the method depicted in FIG. 6, the owner logs on to the system (block 602), i.e.,
accesses a TCU via an e-original client EC, and the TCU authenticates the owner's identity

(block 604) as an authorized user of the system based, for example, on the owner's user ID and
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the client EC As indicated in block 610, a business rules tenplate may
t ypi & | yn¢ludingiestpblishing Yysenesptules for a deal or deals. The log-on information may be

- sufficient for a class of actions stich as viewing or participating in and/or concluding low-value

-deals. Nevertheless, §vhere additional assurances are required to perform requested actions,
digital signature verification and authenticated user information conveyed in certificates can be
added when querying the rules database. This layered approach to authenticating a user's

25 identify and validating the user’s rights, i.e., the user's set of authorized actions, may entail
querying other databases based on the user or certificate attributes, such as role, value of |
. transaction, and identification as owner or owner's agent and therefore as a user able to authorize
the transfer of an interest, such as ownership, in a deal's e-originals.
. FIG. 7 depicts a method involving creation of electronic records and execution of a deal
30 prior to submission of such information objects to a TCU. Such a transfer to a TCU of executed
electronic records may be called "papering in" to the TCU. As described above, care should be

taken to prevent exact copies of the executed electronic records from being printed or circulated.
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in FkG : t he owner logs on to the system (bl ock 706) “via the e-origina
clief? p¥orld Wide Web pages and that are used by Internet search engines in searching for

information,

Rules selected or created by the owner are communicated to the TCU, which validates
the owner's roles and authorities, i.e., the owner's right to act with respect to the sﬁbj ect deal
(block 712). The owner then selects electronic records (block 714) locally in the client EC,

25  which are communicated to and assigned to corresponding record types at the TCU, which
qheck,s the owner's right to access selected record type (block 712). After selecting an elnectron.ic
* record and reviewing its contents, the owner commits to apply the owner's digital signature
(block 716). In particular, the owner may be asked to affirm, by an overt act, tﬁe owner's
decision to be bound by the owner's digital signature, after which the client EC computes the
30 owner's digital signature and creates (block 718) a wrapper that includes at least the content of

the record anq the owner’s digital signature and certificate. The wrapped electronic record is
then submitted to the TCU (block 720).



and the TCU authenticates the owner's identity (block 708). In block 710,
the owner creates or selects a rules tenplate that contains an apdpmrziogﬂe
set of recomktsypes (the owner may add 10 and/ or renpve recpetukyipRs460
that the required set of electronic record types corresponds to those
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(block 720). W/ vl./41syu -43 4 2004  PCT/ US44132746 The TCU checks the
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user (bl submigha) of suchtiifosmatidn ahitdtow a BOY. Cuehiartrankieo b 2 TCIBRG 2B WMe, callbe
TCU appl jes (block 724) a second w apper that includes the 5 current date
and ti methgsquivalented papering in fo e didd.and thwsthe apathed depicted in HG. Siineludey

transhor gliny of the same steps as the method depicted in FIG. 7. Accordingly, blocks shown in FIG. 8

- that correspond to blocks shown in FIG. 7 are identified by the same reference numbers as the
blocks in FIG. 7.
A difference between the methods depicted in FIG. 7 and FIG. 8 is that in FIG. 8, one or
more electronic records created by the origination system are not executed by barties to the
25 respective deal. These unexecuted electronic records are uploaded to an e-original client EC.
Since the records are unexecuted and thus cannot be mistaken for executed records, it is not
necessary to destroy or mark them as copies. These records may, however, contain deal
infomiation and the names of participants.
| FIG. 9 depicts a method involving execution of e-original objects that are held by a TCU
30 such that the TCU ensures that an exact copy of a partially executed e—_origindl, especially a
transferable record, does not exist outside the TCU.
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As descri bed above user logs on to a TCU, whi ch aut henticates thé user's
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| ocat ed informsdioadhades Madaiatdsh éntdasiataddrudaad that is described further below. The TCU

20 places the data structure in a wrapper that enables the user to verify its origination at the TCU

-~ and communicates the wrapper to the client EC and user (block 922).

The data structure that includes the signer information and that is created by the TCU is
such that upon display or rendering by the client EC, the signer information cannot be mistaken
as a part of the displayed record content (block 924). In particular, printing the stored or

25 displayed record should result in only a rendition of an unexecuted record. Such data structures
typically contain the parsed contents of one or more signature blocks, and not every data
element is ﬁsuaily incorporated from any signature Block. What is displayed is advantageously
asubset that enables a user to "drill down" further if needed or if the user is allowed. Tags,
where available, may be included fo match included signer info to signature fields in a data

30 object, which enables checks to api:ear where signatures were previously applied or pop-up
windows to be positioned. Application-specific business rules determine what is returned in a

data structure and how what is returned is used. Possible elements of a data structure are a



Is selected, the user may be shown a list of record types that exist_in the
deal so that the user can select the record type of the record t ¢ My 2004
executed (RloPfik1998) and request retrieval of that record t@ 910). The
TCU val idates the user's rights to make such sel ections andl({) g‘ﬁ’é"tﬂ“(bl ock
912). If validated by the TCU, the TCU rgtrieves the respective e-original
fromstorage 10 (block 91.4), extracts and creates a copy of its contents,

to whi ch LCLls : d ti d affi h
Tows d gF P SPRCRisGes Bl lattpon il sBRRY HRarh e i SoTentlgs
It will beauthestictedeairibied (clge HildLrapia BEnatults, raARME b Bl SEBAlE NhdDINMARRE"

such as those described above. The TCU then Conmunicates the wrapped
resul t ttegshdhe rankipdiegesimwhichwrajes th sigmaturEs fosad, whieh wyrerilyrindioates
validate_its opigination at the TCU and.the non- 15 alteration (integrity)
of its CS’?}F@%{{*‘&%?%"& REhIRFEROT B he client EC may di splay or

ot her yi se rengegel g “%EE‘-%%BW"M& iﬂ%%tag ggﬁ‘\t{é{f%ﬁg‘* 9]2'?53’ tﬂrésafetnpﬁé request

di splay or other rendering previ ous I gl talr”signatures (bl ock

920), angreferablysiiaplns amessagdindicattegidat its dighsl sTEldtes Wil Gk app il diatickadt
signatures fromthe e-original and inserts the respective sugner

i nf or mat FEdLoRafdhe eergmal belyl af thed' GU.anett thes-eriginal itselflio which the esrisidigital

furth T 0 truct i t hat
bl oo St dittheidded 1R a5 Rkl uthd #2140, BiobBRGRIe Bbfiess. ¢ ne
wrapper  fules heuld provide Bat #cuses Biinfodned thad 8wy arelfsidaing o?fcéﬁ&ftéﬂéignjhg Séshthe

C

includes the signer information and that is created by the TCU 15

t hat 1@pofrsginggy bp) the e-pagaal. i Ingnygvetsthe isertis askey] to affirsi theectidonblockdRiEpas

cannot bg ms&f;\ en as a part of the displayed record content (block 924).

In parti 8WFHP $19%ti ng the stored or 25 displayed record should result in

only a rendi t ifafie aler AMRC HRCUHeACBE $eALtes PG HAMBIRbIHGIERS and A REGRLE Y
ocks, and no

contain the parsed contents of one Or nore signature a very
data el tatincludes theumbd'sysigmature biock: el the olieraBC sibgmias the evrhppee ko thTOU (Block

di spl ayed, j.s ,adyant.ageously a bset that enables a user to "drill down"
furt her g?é)né*écf}é@l}hﬂ%ilﬂ TRt dgtad beloav, £q WRESISISNaEs, blockhiasludes dgnes prformatign be
i ncl yged ' | ' ' I iel ' . dat.a 30

obj cot G R AR B libutd bt Gt S Bp R )
appl i ed attritgs) and cestifidatasnfbemition(sight'sutittntidgtitn iificate SRISIskibly OASkARIS

rules determne what is returned in a data structure and how what is
r et ur ned2ddstiensegribpisssvhich maydakmths form of aleqriifieate) ddses of attmbute fiekispn@ 004

WO 01/ 41 - 45 -] 's DN ' i nf i i ved
(51 ¢ hougter ek e SReABd Aoyt 1P WAl e apbridly B el RS tha Sne b iBRad gy Yo
at t ri but grefeit gt the @116 BT b Bich riydétadts Ry oW SikhRere ol R ehat BORcHdSd it

pl acenent tags. The rank indicates in which wapper the signature Is
f ound? virapper spbmitied to thadi@At es whet her the signature is a co-sign or
count er - si gn.

After receiving the wrapper submitted by the client EC, the TCU validates the
authenticity of the wrapper, comparing the hash of the e-original content with the content hash
contained in the signature block(s), and the rights and participation of the signer(s) (block 930).
In general, the TCU extracts the si gnature blbck(s) from the submitted wrapper, retrieves the

25  e-original from which it previously extracted content (see block 916), and adds the signature
block(s) to the retrieved e-original, fbrming an updated record. Placement of the signature
block(s) is preferably determined by the Business rules. The signature block(s) may be placed in
any of the recursive wrappers or in an object-inventory. This flexible placement capability.
enables the initial e-original .to be retained in unaltered form.

30 Since many users may need to digitally sign a document to conclude a deal and since
such signatures may occur at different times, the TCU may wait until it receives all of the

signature blocks of the users (e.g., co-signers, counter-signers, etc.) that are required to complete
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932). A bRhdiftd Whdd 10085 Bitd (B Yed'i€ 8hEtAY, the user may be shown a list of record types
20 that exist in the deal, from which the user selects a record type tor be displayed (blobk 1008).

"~ The user requests retrieval of that record for read-only access (block 1010), which may be the

only access rights granted to some users. The TCU validates the user's rights to make such

' selections and request (block 1012). If validated by the TCU, the TCU retrieves the respective

e-original from storage (block 1014) and extracts the contents of the retrieved e-original (block

25 1016).

The TCU also preferably extracts the signer information and the date/time that the di gital
signature was applied (block 1018). If available, e. g., from the retrieved e-origihal, record
formatting information associated with the retrieved e-original is used by the TCU to guide its
placement of the signer information within the electronic record. If such associated record

30 formatting information is not available, the TCU places the signer information according to the

applicable business rules or a general set of business rules. For example, a cursor displayed by

the client EC is positioned over the field indicating where a user’s digital signature or
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20 It will be appreciated that the methods and apparatus described above involve the use of

- signatﬁre blocks and wrappers. FIG. 11 depicts an exemplary composition of a signature block,
which typically includes at least two eleménts, or dafa structures: signer information and
certificate informaﬁon. These elements may be called signer info and cert info in shorthand.
Signer information is generated by first hashing the content(s) of the record(s) to which the

25 signeris applying its digital signature. Attributes that will be protected by the digital signature,

- i.e., atiributes that are used in computing the digital signature, are then appended to the hash,
and such attributes can therefore be called "authenticated attributes" that reside in an
anthenticated attribute field of the signer information.

In general, authenticated attributes are used for defining the signer or the signer's actions.
30  Authenticated attributes may include, but are not limited to, ﬂ1e date and time of the digital
signing, the reason for signing, and the signer's holographic signature, either freshly or
previously digitized. It is currently preferred that this nature of the holographic signature, where
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conmputing the digital signature, are then appen suc
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in an authenticated attribute field of the signer information. In general
aut hentl'i’:rh?'étamé?sgﬂrmeé's are used for -defining the signer or the signer's

actions. L.t ed f
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@tiql signgtyrecihe sstyns hasfgwould stay the same, but the authentlcated attributes
could vary from digital signature to digital signature, thereby enabling specific mformatlon

concerning each act of signing to be conveyed.
The certificate information in a signature block typically includes at least an
authentication certificate (e.g., an X.509 certificate) and may include one or more other data
25 structures containing additional information about the signcr. Such additional information
would typically be issued by an authorii:y recognized by the TCU and document authentication
system and may be arranged in a data structure having the form of a certificate digitally signed
by the issuing authority.
FIG. 12 depicts exemplary wrappers, showing an inner wrapper 1202 and an outer
30 wrapper 1204. A wrapperisa data structure containing tags that permit locating and extracting
mformanon fields contained in the wrapper, and thus any record format supporting inclusion of

digital signatures with content may be used, including, but not limited to, PKCS#7, S/MIME,
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- wrappers that may be applied. There may, however, be a practical limit due to the computation

2!

power available, the time it takes to unwrap and parse each data structure, and the business
responsiveness demanded by users. Wrapper recursion may also be dictated by business
processes such as those involving the signature-chaining method described above. It will be

25 understood that wrappers can include serial as well as parallel digital signatures, which can be
those of users or Transfer Agents, depeﬁding on the business process implemented.

FIG. 14 depicts an example of a wrapper that might arise from the above-described
object-inventory method using counterpart signatures. It will be appreciated that such a method
is the equivalent of traditional counterpart execution of a deal, such as an agreement. In the

30 - course of the method, 2 master copy of an e-original record and a signature page are made
~ available to each participant in the deal, and each participant adds its digitized signature to its
respective sign_ature page and retumns its signed signature page or both the master copy and its
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TCU is not involved during execution of a deal, as in FIG. 7, and thus, it is not possible to guard
against a copy of a fransferable record being rendered in a manner such that the copy could be
mistaken for the actual transferable record. Whether intentionally or unintentionally, such
25 rendering would create the possibility of fraud. -
It will be noted that this description and the drawings are illustrative only and that one of
- ordinary skill in the art would recognize that various modifications can be made without

departing from the essence of these inventions, which is defined by the following claims.
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Each participant s signature block thus contains a hash of the 4

of the master copy and that participant's signature page. Only one copy of
the master record nust be preserved, preferably as an e-original object,
but the signature page of each particiqM nust be preserved, also
preferably as e-original objects. As described above, 5 the
object-inventory method |inks the master agreenent to all signature pages,
acting m%bIAJ%Bﬁ%IScllp or staple on a paper document in that it
cryptographically binds all of the records represented by it. It wll be
appreci ated that in accordance with the object-inventory nethod, the
e-origi nal s perA aetoddfhendlingestdred erighiahbbiecte thas Rpartrts cicated by signing
object-inpventory jtself is ap 10 e-original that includes netadata that
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that the copy could be mstaken for the actual transferable record.
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extended to the current authentication certificate's validity period.

3. The method of claim 1, wherein the method is carried out in response to at least one
instruction received and validated by the trusted custodial utility, which validates a received
instruction by at least testing an integrity of contents of the received instruction and a validity of
a signature of a transfer agent on the received instruction, and applies to a validated received

instruction a date-time stamp and a digital signature and current authentication certificate.
4. The method of claim 3, wherein the received instruction is issued by an authorized
entity, and the trusted custodial utility validates the received instruction by also checking the

authorized entity’s authority to issue the received instruction.

5. The method of claim 3, further comprising the steps of:



WHAT IS CLAIMED IS: 1. A nmethod of handling stored e-original obj é@@?é&ﬁ4
have been created by signing information objects by respective tr

agents, submtting signed information objects to a trusted custodi al
utility, validating the submtted signed information objects by at | east
testing the integrity of the contents ofs2ach signed information object and
the validity of the signature of the respective transfer agent, and

applying to each validated information object a date-tine starrg and a
digital si gna®ipedingia asetandriristedingindiebutility iteereevabifiated e-origingl ebjecivadodi al
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digital wilgpature of the trusted custodial utility applied to the selected
e-origi nal obj‘ﬁh and, a pIy|n to the re-validated e-original object a
current date-%r ﬁaeca) |t'glﬁfteﬁ|0u5t§<ﬂlghl&t1m»éh§ﬁ@0§ﬁ§¢ueefmglraalmhiéﬁttby(:aét| on

certifi !g%p I 1,
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peri od ofrigiha object; end authentlcatlon certificate of the trusted custodla
utility applled t.o el.e e-orj gi nal ect reby.a validity
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wherein the method is carried out in response to at |east one |nstruct|on

recei ved and validated by the trusted custodi al ut|I|ty, whi ch validates a
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the recefamfbricdsh theGhised cusibdiabplity ®asdd®nahy hlidhaddadcdie@anyadtiohnst ruction
a date-time stanp and a digital signature and current authentication

certificate. 4. The nethod of claim3, wherein the received instruction is

i ssued by an aygh %éﬂ%tgp fn' i the?érlg )a}g'%ﬁt Eortﬂﬁ }‘e@g lfﬁk:i?erd%d(&r?glau#to'blec{ %

val i dates the received Ins rudtlon SO0 chec t he zéd
entity' strausfenediin thettmsted sustotliabutiléte dasedcbni thst/ﬁli@lddcrﬁcmﬁed ikfteuciieh.nod of
claim3, further conprising the steps of: 4 May 2004 -52 exporting to a
second trusted custodial utility the re-validated e-original object and

appl i ed dat e-g iTHR n%tﬁ&@ofd%ﬂ”%vhe?&ﬂﬂ%t h%to ﬂa@‘i‘e-@&lﬁ&h@éﬁéﬁﬁ InQNoh&d id 4 4

te
of the trusted custodial util re-validating, 1nth %con truste%‘ﬂ
cust odi &b renenh¢ tqprewmdbxﬁmme@héat@dﬁ@ngmal objpeict by at | east verifying
the digital signature of the trusted custodial utility applied to the
exported e- original object; and

9. The method of claim 3, wherein access to the re-validated e-original object is granted
in the trusted custodial utility to a member of a syndicate based on the validated received

instruction.

10. The method of claim 3, wherein access to the re-validated e-original object is
controlled in the trusted custodial utility based on the validated received instruction, and the
applying step is performed before expiration of a validity period of the current authentication
certificate of the trusted custodial utility applied to the selected e-original object, whereby a
validity period of the re-validated e-original object is extended to the current authentication

certificate's validity period.

11. The method of claim 1, wherein a transfer agent signs an information object by

appending a verifiable digitized signature and a content integrity block to the information object.



applying to the re-validated exported e-original object a current @fa‘?'zpbﬂ‘a
ate’ o

stanp and a digital signature and current authentication certific

the second trusted custodial utility. 6. The nethod of claim 3, wherein
ownership of the re-validated e-original object is transferred in the
trusted custodial utility based on the 34 dated received instruction. 7.
The nmethod of claim3, wherein a right to the re-validated e-original
object is transferred in the trusted custodial utility based on the
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aut henti %atgon .certificate of the trusted custodial utility applied to the
sel ect gadt -Sgpfgﬁ'na! obj ect, whereby a wvalidity period of the re-validated
e-origi nal obfapefeatittg AX6158E8Hvenory FONE M 1EA0 bnddthRARLI{zAd] 8Bject Yhbicid gRt €' S
validity period. 11. The nmethod of claim1, wherein a transfer agent signs
an i nf or Phieqtanveskre sncludes ablepsd aaichigckidowsifiet iand b signntyra bloekifos icgehee-originalnd a

cont ent O(%H}%]cgglrgﬁ nhﬁh%golﬁgct:[igl?en%(?r%g{gf@‘tti:&ln object. 4 May 2004 -53 12. A

met hod g stored e-ori ObJ'€cts that have been created by

si gni ng i nf ofbirapplgingaljaestise Bianpesdecdipive sighatisd £1d Agentisatichwerifidate the
ects to.a .trusted custodial utility, validating the

si gned i nformatiaqn,. ohj,

subni tte@‘%?dg?aPé@dl%PBLWéPWk&?ﬁt@&%tWQ@fi | east testing the integrity of
the contents i 1.1 Js =0 ) (T3 T3 RV e
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i nf or matdutrentibjtntcedifttatee-ti me stanp and a digital signature and
aut hentication certificate of the trusted custodial utility, conprising
the steps of (a) creating an object-inventory fromat |east one stored

e-original Obiﬁqthen%ﬂ%d&iﬂtiéiﬁelz,ﬁhﬂfé%orh;f?ﬁlﬁﬁléﬂﬂé)étép%fz!ldes at |east an

object identifier and a signature bl ock Tor each e-original object from

whi ch the obj@2tettieiies byrap authogizeherdily, 4 ¢wpy & preyibigpt-dnvgatoeyst i me stanp and a
digital sign . entication certi.ficate of the trusted custodi al
utility to tﬂ(tgy%lg?@ggl}eﬁr%%ﬁf%F%y A e&%@"‘s‘f‘%‘lﬁ?‘{%‘gy’t he obj ect-inventory

havi ng the ap) subthitliapehd digRedsdopiio theit@isted lcustbdinpddlitg, and

(g) verifying the signature of the authorized entity on the submitted copy; and

(h) applying to the copy a current date-time stamp and a digital signature and current
authentication certificate of the trusted custodial utility;
whereby the authorized entity affirms the trusted custodial utility's control of the e-

original objects corresponding to the copy.

14. The method of claim 13, further comprising the step, before step (h), of adding to
the copy an object identifier and a signature block for the object-inventory from which the copy

was created.

15. The method of claim 14, wherein steps (g) and (h) are performed on the copy of the
object-inventory before expiration of a validity period of the authentication certificate of the

trusted custodial utility applied to the object-inventory from which the copy was created,



aut hentication certificate. 13. The nethod of claim 12, further CQQR{‘%bBE
the steps of (d) retrieving, by an authorized entity, a copy of the™®
object-inventory; (e) signing the retrieved copy by the authorized entity;
(f) submitting the signed copy to the trusted custodial utility; (Q)
verifying the signature of the authorizegentity on the submtted copy; and
(h) applying to the copy a current date-tinme stanp and a digital signature
and current authentjcatjon certificate of the trusted custodial utility;
wher eby Whereby g Frspectivg vakidifyt perigtlfaf thesobi¢ns-imventary and ofseaghieairiginal pbiegt fsom
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to the eabidjtygeriohj ect identifier and a signature block for the

object-inventory fromwhich the copy was created. 15. The nethod of claim
14, wherein steps (g) and (h) are perfornmed on the copy of the

obj ect-i nvent LAk 4 i.di i e . .
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obj ect-iolventory from which the copy was created, 4 May 2004 -54 whereby a
respective validity.period of the object-inventory and of each e-original
obj ect from @Te&ﬂg‘f"ﬁ%aﬁ‘?ﬁye tthFHQJS?Ft"%Y?}“QHs created is extended to the
current aut hegy iCallidafing Bk obfdef fibvEntdry dtesplidding B thOh t 10 Vet
claimi12, fu(ra{_e%er corrprifsi ngj the _srtlelars by S?%e I%g;)%st ed pgt]fb?t%d%gﬁv utffiﬁgtﬂg of .
(d) ret rdigialsignatueoefthe trustad cedtpdialtutiliny aprilied yo the@bjackinvahtiodat i ng t he

obj ect-i nvent carr onding.tg the ¢ t least verifying.the
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object-inventory a current date-tine sta and a digital signatureée and

current aut hel@ Fleeng de copy in ’fhieé@lﬁ@d@flsmﬁgﬂﬂtﬂi}l&ttb@rebﬂglleéfti}i% new pbjieety; and
(9) stor-hg&“&ﬁe copy in the trusted custodial utility, thereby creating a
[

new obj ect ventory. 17. The nethod of claim 16, wherein steps (e) and

(f) are perforned on the copy of the object-inventory before expiration of
a validity pey]j of the authentication certifjicate of the trusted
custodial utiih ?fge g}?&}q%eq{ 2y e WEBFeB HeRsHE LI Are PEHOTIFIG theeoRotfybsas
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of each e-original” object from

trusted custodial utility applied to the object-inventory from which the copy was created,

whereby a respective validity period of the object-inventory and of each e-original object from

which the object-inventory was created is extended to the current authentication certificate's

validity period.

18. The method of claim 16, further comprising the step, before step (f), of adding to the
copy an object identifier and a signature block for the object-inventory from which the copy was

created.

19. The method of claim 18, wherein steps (e) and (f) are performed on the copy of the
object-inventory before expiration of a validity period of the authentication certificate of the
trusted custodial utility applied to the object-inventory from which the copy was created,
whereby a respective validity period of the object-inventory and of each e-original object from
which the object-inventory was created is extended to the current authentication certificate's

validity period.



whi ch the object-inventory was created is extended to the current 2004
authentication certificate's validity period. 18. The nethod of cﬁ %a?{n 98
further conprising the step, before step (f), of adding to the copy an
object identifier and a signature bl ock for the object-inventory from which
the copy was created. 19. The nethod afsscl ai m 18, wherein steps (e) and
(1) are perfornmed on the copy of the object-inventory before expiration of
a validity period of the authentication certificate of the trusted

cust odi al uti®qQ. t@emﬁowdmmlfeﬂuﬁ}eecmmpmem&mmyepsDﬁm whi ch the copy was

created, whe .a .l espect | erl of t nventory and
of each e-ori e%B% é’tanfqnﬁ’r?flzﬁ%f:% pgl??gbetn @@ﬁét% n\%@;g created is
extended to t@)es@uﬁgq&tre@;&mfﬁpyq;@tth@amﬁ&ﬁiddfdnﬁgxe s vali d| ty period. 4
May 2004 -55 20. The nethod of claim 16, further conprising the steps of:

(h) retrievind) SW@W%@R signadzeny &nthetzpsted cavpdialtiilithe new _
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(j) submttin €Sl coy rustedcus
veri fying the(l)sa;gﬂgahgltcﬁtheﬁolbyhﬁcmindaﬂezmb eahp biyd adigitabsigndnmetah@édugeany; and

(1) applying py a current date-time stanp and a digital signature
and curr%’r\h ﬁﬁf%ﬂqu‘fi‘{q Grihe BRsted pusipdial ¢llifshe trusted custodial utility:

wher eby the aWhiR5) R Afirion AE) 5Pk e kel kst alliol ik Sahe

control of the e-original objects correspon Ing tot

met hod of-oogmiaholijécts whaespondidestortbe baw.i s carri ed out |n response to at
| east one instruction; the trusted custodial utility validates the
instruction by at least testing an integrity of contents of the

instruction apd The\adthéd bf/cifim 6, -%\zmah%@m@{hoa i$ e 80t RIBHonS ol 1 Feast
instruction, and applies to a validated instruction a date-tine stanp and a

digital megnaﬂmt@natba tru@tfrircetsipd@huhletmwabd@tc@ﬂmeoestmcﬂpnby@t leastdesiinglamast one

of the v f al.i dat ed i nst ctlon
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t he i nstinsteddtion, drsi dppHetcd ahbé.hdﬁte@ﬂisﬁﬁditiciﬁddﬁélhhfewtampam 4 digitalrsisia@fe and
custodial utility validates the instruction by also checking the authorized

entity' sCurkdt %Wrttsaa%l festifiate; gad phisast gre phie veldaterhiastryativn @nd p referenas
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by exporting to a second trusted cus ‘ty copies of the new
obj ect-inventory and the e-original Obj ects corresponding to the new
obj ect - i nvent 2D, \fheansthbddef de@odt] whdisihehe instruction is issued by an authorized entity,

and the trusted custodial utility validates the instruction by also checking the authorized entity's

authority to issue the instruction.

23. The method of claim 22, wherein the trusted custodial utility responds to a validated
instruction by exporting to a second trusted custodial utility copies of the new object-inventory
and the e-original objects corresponding to the new object-inventory, and the second trusted
custodial utility performs the steps of: .

re-validating the exported e-original objects corresponding to the exported copy of the
new object-inventory by at least verifying the digital signature of the trusted custodial utility
applied to the exported e-original objects; and then

applying to the exported copy of the new object-inventory a current date-time stamp and a

digital signature and current authentication certificate of the second trusted custodial utility.

24. The method of claim 23, further comprising the steps of:



custodial utility perfornms the steps of re-validating the exported4M 2004
e-original objects corresponding to the exported copy of the new ay
object-inventory by at |east verifying the digital signature of the trusted
custodial utility applied to the exported e-original objects; and then
applying to the exported copy of the newdbject-inventory a current
date-tinme stanp and a digital signature and current authentication

certificate of the second trusted custodial utility. 24. The nethod of
claim 23, furtetésvinghpen shihgrizedeentiteffomahe second yrusiod qustahalrusifity, ewong of the an
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exported gg@aoéy%%fgﬁ%}é%bbgﬂ%gt ]t%(}%ﬁ Vent ory; signing the retrieved copy by

t he aut hori zeﬁgmngtﬁewgu&umdﬁybméh@than@aaﬁnt}etr| eved copy to the second
trusted custodi al ut|I|ty, and to the submtted signed retrieved
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transferred in the trusted custodial utility based on the validated
instruction. 27. The nethod of claim26, wherein the at |east one right is
a right to r e¥erithe methed of elaira@ 1 byhetein ewaershiprefie-obgiaak ebjects correrponding dd
of claim r

cor  caponfiesy RS SFRR thidel o GARARE oSl b BB stion 1y 10 a
menber of a syndicate based on the validated instruction. 29. The net hod
of claim 21, X\%]glreln g fs to_at | east one e-orjginal aobject
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transfer agent signs an formati on object by appendi a verifiable

di giti zeaswigiat ure and a content integrity block to the information

obj ect .

27. The method of claim 26, wherein the at least one right is a right to revenue

represented by the e-original objects.

28. The method of claim 21, wherein access to at least one e-original object
corresponding to the copy is granted in the trusted custodial utility to a member of a syndicate

based on the validated instruction.

29. The method of claim 21, wherein access to at least one e-original object
corresponding to the copy is controlled in the trusted custodial utility based on the validated

instruction.

30. The method of claim 12, wherein a transfer agent signs an information object by

appending a verifiable digitized signature and a content integrity block to the information object.



4 May 2004 -57 31. The nethod of claim 1, wherein the e-original apj ct2004
i ncludes a wapper, and the e-original object is authenticated at Y
enabl ed client workstation by validating contents of the wapper, thereby
permtting denonstration of an identity of a submitter of an information
object and of the integrity of the inf.grpmti on object. 32. The nethod of
claim3, wherein the trusted custodial utility responds to a received and
val idated instruction relating to a stored e-original object that includes
a wrapper by 3lcé"lhpyil¢ﬂgotbuf claime 1swhpimthe cctrginiaingbjedtancladssenwenppef, antl¢he
instruction . uth end such |nst ctiqn; rintin
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trusted custodial "utility; and recording a date and tinme of printing" of
the pri rand@fitsigiegriny ofithebjfermatiogdbjethe net hod of claim 3, wherein the
trusted custodial utility destroys the stored e-original object based on
the received and validated instruction. 34. The nethod of claim3, wherein,
based on the 32eThé wethodnd cledini ) athetkin ﬂﬁttfustéﬁicagtodihhﬁxhtympbm t6 dgtived!

ut|I|ty demﬁ &s the stored e-original object, as a cop 35. The, net hod
of cl ai rAng,vahiRgied instgtion relatingdo @ stqred F:ﬂﬂgéfﬁl Phiegt tfné*slﬁé]h‘é%S 2 ¥rappeebBi ved

and val 'éi'iﬁ%f dvﬂ?ﬁé igh relating to a stored e-original object that
i ncl udes a apper 5}5 carrying out the steps of: checking that a sender of
t he i nstruct idmeckisg that hserideedf the irsamcticuis huthorizetstorsend swwh;andmdructdon;nt i ng an

i nformation object derjved.from t W er wth a farge resi st ant
ndbciom at STRRCEANISREOR SBRCHrV RS TP S B UL SIOTEy PP A nd

recor di r!ﬁdi%uﬂ@%@nﬁ?ﬂg&hif&h@ﬁrlﬂéﬂ MfoRBatin JBject Y éMiRed b dﬁﬂf&ﬁﬁﬁié&?ls%eﬂ’ ct.
36. The nethod of tlaim 35, wherein the tristed custo utility carries
out t he utility;rad step of destroying the stored e-original object based on

cl'ai m 5. " whdP Bt e OR SR SBRLE et ML el et et fon, 1 ne

trusted custodial utility carries out the further step of designating the
stored e-original object ~as a_co 38. The nethod of_ _claim3, wherein the

trusted cust i- dihe gpgthed of ¢lam dnw: e’t%n thertastad qugtodia] tilisy destroya thasferedct i on
relati n%-&l‘?giﬁal%b?éc?gas%agﬁ'tgé f&@élvgcphﬁf\;allﬁgéh 1ﬁs%l:ﬁ'51f S a wrapper by

34. The method of claim 3, wherein, based on the received and validated instruction, the

trusted custodial utility designates the stored e-original object as a copy.

35. The method of claim 3, wherein the trusted custodial utility responds to a received
and validated instruction relating to a stored e-original object that includes a wrapper by
carrying out the steps of:

checking that a sender of the instruction is authorized to send such an instruction; and

printing an information object derived from the wrapper with a forgery-resistant
indicium at a printer controlled by the trusted custodial utility; and

recording a date and time of printing of the printed information object.

36. The method of claim 35, wherein the trusted custodial utility carries out the further

step of destroying the stored e-original object based on the received and validated instruction.



carrying out the steps of: checking that a sender of the |nstruct|¥§PF§004
aut hori zed to send such an instruction; exporting a copy of the
e-original object, wherein the wapper includes at |east one
forgery-resistant indiciumsignifying that the exported copy is certified
by the trusted custodial utility and atsg.east one instruction controlling
rendering of the exported copy; and recording a date and tine of exporting

of the exported copy. 39. The nmethod of claim3, wherein the trusted
cust odi al ut i 37-tKperegsherhoclaim &ir\éh@tmeblaseénn theateceizedand validategtingsmetion,

out "t ho 0 dnied S Eality S 0@ Shlob Hhn o et Rl RREr Loto i o

send sucds @gopynstruction; exporting a copy of the stored e-original
obj ect, wherein the wapper includes at | east one forgery-resistant

i ndi ci um designating the exported copy as an authoritative copy and at
| east one ins I

recording a a% g%g t‘ﬁpn“['gt“ﬁfﬁ}“ejx%‘Ffﬁgﬁﬁﬁ%ﬁé&%ﬁ%ﬁﬁ@@g) S’gn&qg%r rret hod
of cl ai nar@iSvalidhied énstructien telatitoetd actiztd éicaigini iobjetythatincivdss mutra;iﬁeebjz urt her
step of destro the stored e-original object based on the received and
val i dat eWH?ﬁ%EEg‘?%?PS 1. The nethod of claim39, wherein, based on the
recei ved and aabiiflatiad a BRiF YEhE MbruchiBifisabitBhse ©UShOMicRlanthithictidn:car i es
out the further stép of designating the stored e-original object as a
copy. 42. Theexnpettingh ofpycifaherstoredwheniginal (Eb]@itmhetem-tbc wgappet irchjdes ot fegstan

el ectronic rl nt ed |, t hat s been digi.tal signed by a
t r ansf er®™%, 8’5&69%55515&“5 1R SMQ%&E% t{l%%portle 8?Wd’é§e'?ﬁgdiﬂyéji5¥ i mage,
a di gi t adusidgd atilifyeandanleastione MistteliorPebré@llingf efddrg of A&l dxpeitePBspy; anfl 4 May
2004 _59 information needed for signature validation, and'the trusted

cust odi al ut i Tererdingsdajeanddime af experting 9fithe efported ceplect r oni ¢ i mage and an
identity and authority of the transfer agent to submt the electronic
i mage, has applied a date-tine stanp, digital signature, and authentication
certificate 3% Thheneghwldfrebiiing, whagsn tHertﬁisted&dstbﬂﬁl efi§g résponds tomeeivdd
associ at e ipfor tion in Ia second and stored and assuned contr ol
of the Mabdated nshrygiongslating to astp r?aq’rl%ﬁ}l@@ie“ that ingiydes R VRRBCOPY GarHiing
35, V\her(gitqhéastéepgcdfpl ent of the printed e-original object verifies a
presence of the forgery-resistant indiciumand fornms an el ectronic inmage of
t he printed eshedringthabh saﬁeeof&etﬂs&ueﬂimﬂsramhbdzédm%nd sucHiagiitsihuctiorsi gned by
a transfer agent and | ac t hat ncI es the el
Mmge. a di oy o GiRHERGNE Mot HeRnRa A G e Srepber fieGided o lefits,
ang i tnI Q:fjﬂé%t tpy-faedad iddEiugl GRAINUARy HR! dxgaattwébpyaascantdaﬁ;dmﬁm&ropy and at
submtted to a

least one instruction controlling rendering of the exported copy; and

recording a date and time of exporting of the exported copy.

40. The method of claim 39, wherein the trusted custodial utility carries out the further

step of destroying the stored e-original object based on the received and validated instruction.

41. The method of claim 39, wherein, based on the received and validated instruction,
the trusted custodial utility carries out the further step of designating the stored e-original object

as a copy.

42. The method of claim 1, wherein a stored e-original object is an electronic image of a
printed original that has been digitally signed by a transfer agent and placed in a wrapper that

includes the electronic image, a digital signature, an authentication certificate, instructions, and



trusted custodial utility, which validates the integrity of the el [ i
image and the identity and authority of the transfer agent to sub ay?ﬁ"@
el ectronic i nage; which applies a date-tine stanp, digital signature, and
aut hentication certificate to the electronic inmage; which includes the

el ectronic i mage and associ ated informatjoon in a second w apper; and which
stores and assunes control of the electronic imge as an e-original

object. 44. The method of claim 39, wherein the exported e-original object
i s submni infamation peeded fen sighapue validation,uand|the tyusigd ¢ustodial netityes ivelidates! i npor t

h - O 1 g -0bj d,th di i]i .
Ut hont | BEas o B RmiE BhER nd el ald ARy B B bl st i ibmintor o
aut hor i zélectighisitge shisapplied 41@dté-tigiel stiinp, dIGRL Signdthe, Srdoduiliinfiddticdlieticakased
on the checking, _applies a date-tinme stanp, digital s%{&natur e, and

aut hent i ©4b¢ elsctea¢ inpageaingluded the plrcgropisdmpagwnd asgociatediniepmasion dibg skcondnd
] PGt _ o
of e | TiappHs AAdRbtnt o RACORRO M AROAEc AR BBy BURLBRPUTES, D",

e-original object includes a wapper, and the e-original object is
aut henti cated an epabl client workstatjon validating contents  qf
the wrapper, 4?#@%@3}%@?&%@ 53.5 %@Wﬁ@tn&aﬂe&hog%ea’ﬁlnr%éweqlglpal&%]%?t verifies

submi t t ef pRkerRA of ﬂlfe%%ﬁfj-&@is&m ﬁ"ﬁ{cimﬁ'igq ﬁiqr& he eiea{rs%@] lihY é)$ft th@BriAtBh @ mati on

object. 4 May 2004 -6 6. The net hod ai m 14, ere‘(i”n e trusted

cust odi apriginallobjegt, tissgerithsic image isedigitalbyosigred by \eatrandfer egerit asd placed inra
relating to an, e-.or.i gi | .object.that i,ncludes. a w apper . .by. carryi ng out
the st eptiaBpeY trdexpdss B slPChoniG it oIS SRR A ioRCRTHo2 % t o
send sucstadttions tabd Gifb@RationRiebddd fof sighathRivaliaRIdnO APk SEhppie is sehittddamat he

wrapper with a for er_%{-resi stant indicium signi fyi ng that the printed
i nf or mat iretedojstodial paliewhichivalidags the éntegrity 0é theclestioticamage fd thy idesfity and

recordin | b NJ . prin [ ' ' :
e T e L
to a recdipitadignatitle, wad adhestitations tertifitato i theleRicirogc inage; sthivhadcladeythgi nal

obj ect trlat i ncl udes % wra.pgjsr,njby carrying out the steps of: checking that
a sender®lefroniainags apd aIspeated dnigtmarinm ip ageeandsunppa i which plorssgad pgymesnd
pr i nt 1 Nohftol of A EREAGo ARARCE ARtk boRa, Lhe wrapper W th a
forgery-resistant indiciumat a prihter controlled by the trusted
custodial utility; and recording a date and tinme of printing of the printed

informati on opject. 48  The. hod of claimd47, wherein.the trusted
custodi al ut ilﬂ.f@e ggﬁq%@%ﬁ%g Hot ﬁ)&ﬂxported e-original object 1s submitted toa

trusted custodial utility with an instruction to import the exported e-original object, and the

trusted custodial utility authenticates the instruction, checks that a sender of the instruction is
authorized to send such an instruction, imports the e-original object based on the checking,
applies a date-time stamp, digital signature, and authentication certificate, includes the imported
e-original object and associated information in a second wrapper; and stores and assumes

control of the imported e-original object.

45. The method of claim 12, wherein an e-original object includes a wrapper, and the
e-original object is authenticated at an enabled client workstation by validating contents of the
wrapper, thereby permitting demonstration of an identity of a submitter of an information object

and of the integrity of the information object.



step of destroying the stored c-original object based on the recei Vﬁp %@(84
val i dated instruction. 49. The nethod of claim47, wherein, based Zjb 4
received and validated instruction, the trusted custodial utility carries
out the further step of designating the stored e-original object as a
copy. 50. The nethod of claim 14, whereigpithe trusted custodial utility
responds to a received and validated instruction relating to a stored
c-original object that includes a wapper by carrying out the steps of.
checki ng t hat 4@ Tdhemuathodéf alaim 14 stherean therrusted gusthdial wtdity respsadsdo suedeived

instructjon: ...exporting a of the stored c-otiginal objec wherein the
wr apper PROAGECE RSl 'y 2Rt Ea e T incidS ool by ePrRGEHA
the expoitkeegpsepy is certified by the trusted custodial utility and at

| east one instruction controlling rendering of the exported copy; and
recordi ng a deheskingdhat asendse ophe arstrygtior istapthorizprbiorsend suhyan instiugiio004 - 61
5 1. The neth i i Qd] iLs esponds
to a recei vedﬁﬁrgﬁ{% @a@?@é‘g"ﬁiaf‘ }%rrlg E’ f%%&v%gzroﬁﬁgb?%gﬁ#%@g% ?t%)r Féﬁ"jee!:‘%‘?é?gi nal

obj ect timdiciimcignifyngathurthp prntelyinfotantion sigecis cértified be Pk wistedhgeddialg t hat
a sender of the instruction is authorized to send such an instruction;
expor ti ngYc8BY of the stored e-original object, wherein the w apper

i ncl udes at | : - tﬁ’fga({}{th [Ch ] g the exported
copy as an au?ﬁc?)@ﬂgg{?a\}ée%%ggﬁgﬁgt eaés Jﬁ%ﬂﬁ%ﬁfgg{&?) éﬁﬂcontrol l'ing
rendering of the exported copy; and recording a date and tinme of printing

f th t .. 52.Th thod.of clajm51, . in the, trusted
cust odi ol ut i TRt i Phateiin pefrdledaptaeithalfy Grpiginthe recoredy
e-ori gi nald eiidefel iRARRHLR PelAth thACRIE d-chpinal dbjdAlh8fink NAALS h'%rlqgfér bp3. The

met hod of claim51, wherein, based on the Teceived and validate
i nst r uct ¢asrying ewtdhe stepafl custodial utility carries out the further step of

designating t : - or . gk hal. ject. as a . 54. . The t hod of
ot 12 anen el B 5 3alel 85 08 tn L6 js alfhoPe S0 cpafienn RAlEE S &
printed ori gi padtirigdhat infieindtiearobiicd démlddyfremghe trippen withed frgéryagsistanand

pl aced in a.wapper, that includes the electronic inmage, a digital

si gnat ur’ @dicipm a4, s RERAter eqrtiodlad & the trysted @stopiad pilis anshs, and i nformation

needed for sigeglh}y:gge/d %ﬁé %ﬂﬁﬁﬁgﬁgf{’mﬁémhé ﬁﬁ%gﬂlfg&%@ﬂioﬂe{:{;ti lity has

validated integrif ctronic i mage and an 1 dent and authority
of the transfer agent to submt the electronic inmage, has applied a

date-tine stanp,.diqi ignafure, and authenticatjon.certificate. to the
el ectronic i n%%g,hei%%lg%iﬁw&ﬁq%&&r“ﬁﬁaﬁgﬂaﬁﬁi ‘é‘ﬂ%&%&eéa‘l’i h?m i on

in a secqgslof destroying the stored e-original object based on the received and validated instruction.

49. The method of claim 47, wherein, based on the received and validated instruction,
the trusted custodial utility carries out the further step of designating the stored e-original object

as a copy.

50. The method of claim 14, wherein the trusted custodial utility responds to a received
and validated instruction relating to a stored e-original object that includes a wrapper by
carrying out the steps of:

checking that a sender of the instruction is authorized to send such an instruction;

exporting a copy of the stored e-original object, wherein the wrapper includes at least
one forgery-resistant indicium signifying that the exported copy is certified by the trusted
custodial utility and at least one instruction controlling rendering of the exported copy; and

recording a date and time of printing of the exported copy.



wr apper, and stored and assunmed control of the electronic inage ag@ﬁ@.Z 4
e-original object. 55. The nethod of claim47, wherein a recipient © ytﬁg
printed e-original object verifies a presence of the forgery-resistant

i ndiciumand forns an el ectronic inmge of the printed e- original object,
the electronic image is digitally signedkiby a transfer agent and placed in
a wapper that includes the electronic inmage, a digital signature, an

aut hentication certificate, instructions, and information needed for
signature validation, and the wapper is submtted to a trusted custodi al

utility, whic |i dat e e infeqrity,.of ft electyonic inmage and the
Yenti 1y and hiprertbgTeiimL St bR B At gl et

i mage; Whdwlidardiigsnatidatdatind® S3teih e-ctidvial obétimbihcllidgs b Araspegbat ur e,
and authentication certificate to the electronic imge; which includes the
el ect r onfaTipgG O thhsferssafoci at ed i nformation in a second w apper; and which
stores and as | hG. e --0r1 gi-nal

obj eot . 56. - TALCRREHEAYshiter B dkdfieRe) KM IRORAT AR BHRER . o,
and its w appetpoatirg a sefyofithe stoteal otiginal edetywhadinathe wrappet ynoldded aaleast
instruction.to inyort t.h @)é?grted .e-original object, algld,the trustgd
cust odi aPPeiOrgSY yesititHdRdirat AssiIgIREing g $XPOTIPS AOPYL AU HRIVE CopdBr ab
the | nSfehdihe SubieidldiBblRRd AR BE ARUEROAL] Ldht iEt T ON. 1 1por Ls the

wr apper based on the checking, applfies a date-ti stanp, digital

si gnat ure, andcandidgenddte and ome o ptintingefitbs expreteddepy.t he i nmport ed
e-original object and associated information in a second w apper; and
stores and assunes control of the inported e-original object. 57. The

net hod of cl a§MThe IRSEIILIAM PVRRIeredh thR thisRidRUst8dal ndit) hrrRBb8Che GirdRES t O
a third paré(i/maccess to the stored e-original object based on an

i nst r uct stenokdsstpying the tored e-origins ebjectchasedbon tie regeivediapd validatqdhingtauqbignt y
requests fromthe trusted custodial utility retrieval of the stored
e-original object; the trusted custodial utility verifies that the third

party is aut h$3.iTiednéthodrakelaing 8t hwhertmobgsst onlthé fdceivesd ahdealetaed igstaddtion,
obj ect based oa the verification, and exports the retrieved ,e-qrjgjnal
obj ect tBedneated gpstadiabytily camigs awt the fusties step AT desanating Hestated erarighat oPiede
retrieveg , &9riginal object and executed by the third party is subnmitted
to the trusté) custodial utility, which creates a new version of the
retrieved e-original object. 58. The nethod of claim1l, wherein the
re-val i dat ed #4.(Theghethbd ob¢lant 12 swhiasingnabed easriginal objpet isaih edectifondy indge of
obj ect corresponding.to a new versian of the re-validated e-original object
'S or cal BENEHANgwaLhe; e begn dighally gignecdhyca s réigele&@ﬂipfay?d i vapger that
e- ori gi gk Abi B k1eRbAE SR %@5 ita® sighd}rd) BYaMBEr cRforS LRRH GRE Gs i
re-val i dat eug e- or|l glﬁnall og ec{a?glf?flgbl'%gl nmet ﬁ%tg o%‘c c? alm 112, ’\?\ﬁsergﬁ%nséaﬁ rst
e- or i gi naforoiafien heaied fesypgratiira galidatioheandah¢ tusted onseotidnyilitshatesligated ed as a
copy. a 1Sr1(t§t3cgrall%§j of the E:ieg{rgr%lc inqg eea%td a%qglern%ﬁj? gﬁ‘(ﬂ éur%ﬂortltg)r o?thrc]eet}lvansfer agent to submit the
electronic image, has applied a date-time stamp, digital signature, and authentication certificate
to the electronic image, included the electronic image and associated information in a second

wrapper, and stored and assumed control of the electronic image as an e-original object.

55. The method of claim 47, wherein a recipient of the printed e-original object verifies
a presence of the forgery-resistant indicium and forms an electronic image of the printed e-
original object, the electronic image is digitally signed by a transfer agent and placed in a
wrapper that includes the electronic image, a digital signature, an authentication certificate,
instructions, and information needed for signature validation, and the wrapper is submitted to a
trusted custodial utility, which validates the integrity of the electronic image and the identity and

authority of the transfer agent to submit the electronic image; which applies a date-time stamp,



version of the first e-original object is created and is stored by e
trusted custodial utility, the second e-original object supersedf%%gyﬁ904
first e-original object; and the trusted custodial utility retrieves a
copy of the object-inventory, updates the retrieved copy based on the
second 4 May 2004 -63 e-original object.,grand applies to the updated copy a
current date-tine stanp and a digital signature and current authentication
certificate of the trusted custodial utility. 60. The nethod of claiml,
wher ei n digite)wigmatusd, and suibentitatiomedrijfieate tolbe electromiaimage: Mikdisincladesthpper
grants .1.0 the stored e-aoriginal. object. for view sed on _an
Thetr ucGonig et Fad b8k Wi BR in dSkETa e SRR SRR 408 afgnes
request scohfrolof the elettidiie tngieds o ieadrighidl bbjeyt. retrieval of the stored
e-original object; and the trusted custodial utility verifies that the
third party is authorized to nake such a request, retrieves the e-original

obj ect based rid.h catd:o m. t r =1y - or 1 gjpal
obj oot the i i aemekFi iR 1o Aheth 8 Ckfordd i Bl MO bbb

i nf or matsubmitbd] teattnaedusohia] utilitg wathoor ihstnidien exinipet e ckpdrasdredrigiftal obj ect
for viewng by the third rty...61. The nmethod of ¢laim 12, wherein an
owner ofObéegcé’t%'fjége %‘-‘%ﬁ"‘{ ‘Qﬂsﬁ%al g authenticates e fnstryction, ghegks that g sendes Og@é ess
o the PR . A ! . -
R e A S L S
trust ed appheoaldate-time stamy, digied sigeatate, aifid guthergicati@dcesti ficate imdides thedotportadd
the trusted .casqtbodi al ;util.i tg.veri fies that the third Part%_@i S aut horj zled
to make U GPAT AT aSSpedpips IFRMANRNR 1R.2 SPqog TARPRSS; Ad:SIOEs A A5PHImgReontro
verifi C%ﬂtﬁ@imﬁ?ﬁeﬂ%%r?iﬁdl@ﬁje&t‘e retrieved e-original object the included

i nformation object, esignates the extracted information object as a copy,
and exports the extracted information object for viewing by the third
party. 62. T f i her ej rshi b of. Q e-origi nal
obj ect that !Bﬁ/é?ﬁ%g%%og O\Af/% ga%lf}emr’ %ﬁhSYXEl} é‘hé‘?@é}re Sggglé(g%%%ﬁ%?iébjé‘g%m@é% oagne

i nst r uctthivd pary adcesrtoahelsturtlicdaigighl byjetiised oniah BRtrattinaatbmittddttb the yused
checking that the irhs?tsructi on was submtted by an owner_of the stored

e-ori gi rEAFtogH altty: thestbirdipagy remests dgomy thejtpistad pustodiahpilityartrieyaloldbp sipraty
to an e-Qf,: & : 0] (Ealel . j 1 r jon a
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certifi catleaofquesieretniavss de eceriginaliohfectibaskd by thebrifitatonyendaxpoots tied miriaved,
wher ei n owner shi.p of stored e-orjigin obj ect, .t hat i ncl.udes W appe

and ¢ hatc-Saenab o fof TG s ehd fh FRRuBRIn bt Hur P R B TR
| east oneodigialiobidct AU &R0 8¢ tandlird Phitg & KBnted Behd fristdrehstidsd odiial,
utility by checking that the "instruction was submitted by an owner "of the
stored evlgeh gicaigh aobjvestsion ¢fdbe rdtneyediseoriginal ohiset.on in 4 May 2004

58. The method of claim 1, wherein the re-validated e-original object is designated as a
copy, an e-original object corresponding to a new version of the re-validated e-original object is
created and is stored by the trusted custodial utility, and the e-original object corresponding to

the new version supersedes the re-validated e-original object.

59. The method of claim 12, wherein a first e-original object corresponding to the
object-inventory is designated as a copy; a second e-original object corresponding to a new
version of the first e-original object is created and is stored by the trusted custodial utility, the
second e-original object superseding the first e-original object; and the trusted custodial utility

retrieves a copy of the object-inventory, updates the retrieved copy based on the second



-64 the wapper, applying to a second e-original object that inclu ‘gﬁf tztb%4
wrapper having the instruction a current date-tinme stanp and a di
signature and current authentication certificate of the trusted custodl al
utility, retrieving a copy of the object-inventory, updating the retrieved
copy based on the second e-original objeg, and applying to the updated
copy a current date-tinme stanp and a digital signature and current

aut hentication certificate of the trusted custodial utility. 64. The nethod
of clai n¢ erigipalebicat, andapplies taithe upskitedivepy p gnaenfrdetestime stamprast @rdigitpént i s

Lortod cHefilie ShR QR buMeftliBh berdibale 3P fhehIiod Aol 2 YL LY

and by guerying a certification authority for status of the transfer
agent's authentlcatlon certificate; and if the transfer, agent's status is
not active, ruethedioloelainn &y whergin; anj ewner of éétcge%e@rlgwebow pethadncludes

The
bj ect st at us
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for the ¢ efr?ﬂ%ﬁ’thoﬁ&%% nRakSisGERd féﬁﬁes%@tr@(ze%@%bﬂ A obfREd Habd G ihnan
aut horit or status of the transfer agent's authenticatlon certificate;

and if tmﬂcnfamsfemracasgﬁrnm the sitrigved ercmgwtl objeti the ;ncﬂlhbd inforrsatioh abisst,odi al
utility ects a si gne |nformat object supmtte t ransf.er agent
such 1 rIEpe oB SLARERARGHTR LR L b, S RophS et HBTEEoq

i nformatg ébthgﬁ\g@wmg dhé thiddRrtyt ransfer agent's status is active, the
trusted custodl al utility accepts the submtted signed infornmation object,

applies the date- tlrre stanp and its digital signature and authentication

certificate t f C .
obj ect -i nvent@r ? P?)eﬁ?ﬁ&t&aqmb% tt A Qr[‘o&gérl Oﬁft Ot&g{ill ooﬁfgﬁ%ﬁ?ég{epp%g m‘f]ﬁlges
met hod of wfdp@emgr?mts \ab@setmhasmaalreem@nairdb@cn &r vidyyiag bajed Ohud dsstaicsrapper

t hat udes, t he at ast struction e nethod of claim.,
wher ei n %ﬂh?%%ﬁjetf’ thg trast BRindia “HLW@?N&FJ %}Yef@ﬂuqsrﬁﬁom g triesied custodial Bl

grants aegRssl 4Ghd H@reﬁteo&??nﬁ o8fec81a0@ktheARis tchl‘BEhaYPflﬁ‘tft‘g;%nﬁt@iﬁgt d;ﬂg o

instruction submtted he tTusted custodial uti
r equest spartydsrettherizadus tneadte csucsh ouiqadst,utirleves/the eeatripimey ab}earbasehborsl&za red

e-original. C and_th ste custo | il flest at the
Chir o i RSth ekt apmne e srorni pientibs ! Pebbiiba e 1 eves
the e- ordgighales ﬂﬁle@;ﬁﬁct@@ﬁﬂ‘&n%loh%]ect/@sr 4 EdpyahdddpoftX tHe@&kactbd Rifdintion
retrieved e-original ect the included mformatl on object, and exports

t he ext rtdnwé(ﬁonwwmlt thirdjrady. f or viewing by the third party.

62. The method of claim 3, wherein ownership of a stored e-original object that includes
a wrapper is transferred based on the at least one instruction received and validated by the
trusted custodial utility by checking that the instruction was submitted by an owner of the stored
e-original object, inserting the instruction in the wrapper, and applying to an e-original object
that includes the wrapper having the instruction a current date-time stamp and a digital signature

and current authentication certificate of the trusted custodial utility.

63. The method of claim 13, wherein ownership of a stored e-original object that
includes a wrapper and that corresponds to the object-inventory is transferred based on the at
least one instruction received and validated by the trusted custodial utility by checking that the

instruction was submitted by an owner of the stored e-original object, inserting the instruction in



68. The nethod of claim 12, wherein an owner of a stored e-origi na‘,_{MC)bjﬁ@?
that includes a wapper grants access to the stored e-original objea?/

viewi ng based on an instruction submtted to the trusted custodi al
utility; athird party requests fromthe trusted custodial utility
retrieval of the stored e-original objed4- and the trusted custodi al
utility verifies that the third party is authorized to make such a
request, retrieves the e-original object based on the wverification,

ext r act sthe WGapReRcappbing \asgcendy-priginal ohidst that inchdes the virdprerihaviog ithet | on
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of the trusted custodial utility, retrieving a copy of the object-inventory, updating the retrieved
copy based on the second e-original object, and applying to the updated copy a current date-time

stamp and a digital signature and current authentication certificate of the trusted custodial utility.

64. The method of claim 1, wherein the validity of the signature of a transfer agent is
tested by checking that a current date and time falls within a validity period of an authentication
certificate for the transfer agent's signature and by querying a certification authority for status of
the transfer agent's authentication certificate; and if the transfer agent's status is not active, the
trusted custodial utility rejects a signed information object submitted by the transfer agent, and if
the transfer agent's status is active, the trusted custodial utility accepts the submitted signed

information object.

65. The method of claim 12, wherein the validity of the signature of a transfer agent is
tested by checking that a current date and time falls within a validity period of an authentication
certificate for the transfer agent's signature and by querying a certification authority for status of
the transfer agent's authentication certificate; and if the transfer agent's status is not active, the
trusted custodial utility rejects a signed information object submitted by the transfer agent such
that the object-inventory is not created from the submitted signed information object, and if the
transfer agent's status is active, the trusted custodial utility accepts the submitted signed
information object, applies the date-time stamp and its digital signature and authentication
certificate to the submitted information object, and creates the object-inventory from the

submitted signed information object.

66. The method of claim 3, wherein a stored e-original object includes a wrapper that

includes the at least one instruction.

67. The method of claim 1, wherein an owner of a stored e-original object that includes
a wrapper grants access to the stored e-original object for viewing based on an instruction
submitted to the trusted custodial utility; a third party requests from the trusted custodial utility

retrieval of the stored e-original object; and the trusted custodial utility verifies that the third
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party is authorized to make such a request, retrieves the e-original object based on the
verification, extracts from the retrieved e-original object the included information object, and

exports the extracted information object for viewing by the third party.

68. The method of claim 12, wherein an owner of a stored e-original object that includes
a wrapper grants access to the stored e-original object for viewing based on an instruction
submitted to the trusted custodial utility; a third party requests from the trusted custodial utility
retrieval of the stored e-original object; and the trusted custodial utility verifies that the third
party is authorized to make such a request, retrieves the e-original object based on the
verification, extracts from the retrieved e-original object the included information object, and

exports the extracted information object for viewing by the third party.





