
Description RE Apparatus, RF Card Reader, and Related Communication System and Method
Technical Field The present invention is directed to an apparatus, a method and a system for
performing range-controllable short-range secure data communications between a radio frequency
(RE) terminal and an RF communication apparatus, and more specifically, to a range control
communication apparatus, system and secure communication method comprising RE apparatuses (for
example, RE cards) or RE communication terminals (for example, cellular phones, PDAs) having
short-range RE communication functionalities with short-range RF communication apparatus (for
example, Point of sales (POS) machines or card readers). Background Art Nowadays, RE
communication terminals, particularly RE cards have been popular. The demand becomes stronger
and stronger for enabling mobile or fixed communication terminals to have short-range communication
functionalities through adaptation, particularly the functionalities such as realizing electronic payment
by using mobile RE communication terminals like cellular phones. At the present day, method appears
for realizing short-range communication of cellular phone by adding RE functionalities on Subscriber
Identify Module (SIM) card of a cellular phone (known as MM card) or adding short-range
communication modules on the mother board of a cellular phone. The appearance of such method
makes cellular phones become super smart terminals which can facilitate charge, consumption,
transaction and identity authentication, greatly meeting the active demand of the market. Wherein, the
RE SIM-based short-range solution of a cellular phone arises wide concern due to its advantages of
simpleness and no need to change the cellular phone. In the solution, RE SIM enables the RE signals
to be transmitted front a cellular phone when the RE SIM card is embedded inside the cellular phone
by using technologies such as Ultra High Frequency (UHF), thus making the cellular phone have
short-range communication functionalities without making any structural change to the existing cellular
phone. However, different cellular phones, due to differences in their internal structures, have a very
large variance in their effectiveness of transmitting RE signals. The RE SIM card of those cellular
phones that are strong in transmission has a RF communication range of several meters. The RE SIM
card of those cellular phones that are weak in transmission may also have a RE communication range
of tens of centimeters. In mobile payment applications, such as swiping card on buses or subways,
generally there is a stringent requirement for the transaction range to ensure the safety of transaction,
for example, the transaction  range is required to be limited within 10 cm, to avoid mis-swiping of card
without users' knowledge, causing losses; on the other hand, it is also required to ensure the reliability
of the communication within the transaction range, so as to improve the transaction efficiency.
Therefore, RE SIM-based cellular phone should also be capable of effectively controlling its
transaction range while being added with the short-range communication functionalities. 



In the existing RF communication technologies, range-controllable transactions can be realized by a
contactless card technology based on ISO 14443 standards. In said technology, a card reader
continuously transmits alternating magnetic field transmission signals and energy. When the card
approaches the card reader, the inside coil may sense energy for the interior circuit of the contactless
card to operate, meanwhile it may also demodulate the signals therein to realize communications
between the card and the card reader. Due to severe attenuation of magnetic field energy with the
range, they are difficult to be transmitted to a greater distance, thus range-controllable
communications may be realized by using said technology. But in fact, such a technology is hard to be
applied to the RF card, such as a SIM card, of a built-in device. The reason is that, products like SIM
card have rather small area and are embedded inside the cellular phone, because battery and other
components containing metal exist in the cellular phone, the alternating magnetic field will generate
eddy currents and attenuate rapidly, resulting in that the magnetic energy and signals radiated by the
card reader can not penetrate the cellular phone to perform communication with the RE SIM card. This
problem can not be solved in the art for many years. In Japan, for example, electronic payments using
cellular phones have been popular. However, only specifically-designed cellular phones can be used
to perform short-range communication required by the payment. The business costs for performing
mobile payment in such a mode is much more higher than that of performing mobile payment by
merely changing the SIM card. The ISO 14443 technology can not be carried out on a SIM card, this is
just the reason why Japan does not use the mode of merely changing the SIM card. The invention
patent CN 200810142624.1 proposed a system and method for controlling an RE communication
range for a mobile terminal. The method firstly establishes a corresponding near-field spectrum for
each type of radio frequency mobile terminal on a radio frequency control terminal through the test
method; a detector array is utilized to compare the field intensity of the current radio frequency mobile
terminal obtained by detection with the near-filed spectrum through the matching algorithm to obtain
the matching degree for comparison; the obtained matching degree is compared with a threshold
which is preset in the radio frequency control terminal and corresponds to the type of the radio
frequency mobile terminal, thereby judging whether the distance between the current radio frequency
mobile terminal and the radio frequency control terminal is in the stipulated range. Said method
requires to first acquire a near-field spectrum for each radio frequency control terminal by methods
such as experiment, which is called calibration, the process has  stringent requirement and is rather
complicated; besides, said method is based on the field intensity of RF signals, and is susceptible to
the interference of RE signals, so a complicated method is needed if the system wants to shield off
and eliminate the interference. Summary of the Invention To eliminate the deficiencies of technologies
of ISO 14443 and patent CN 200810142624.1, the present invention proposes an RE apparatus, an
RE card reader corresponding thereof, and a communication system and an RE secure
communication method utilizing the above RE apparatus and RE card reader, for the problem of range
control of short-range transaction between the RE apparatus (particularly RE cards built in a device,
such as RE SIM card) and the RE card reader. Said communication system performs communication
authentication by using a magnetic field so as to confirm the transaction range and the identity of the
person who submits the transaction, then performs identity authentication and normal transaction by
using the characteristic that high frequency RE signals can penetrate the internal structure of a cellular
phone and can realize high-speed data exchange, thus realizing range-controllable short-range secure
communications. Such a system can reliably control the data communication range (that is, the
transaction range) between the RE communication terminal containing an RE apparatus (such as a
cellular phone having an RE SIM card) and an RE communication device (such as a card reader)
within a prescribed range. The present invention provides an RE apparatus, comprising at least one
RE transceiver module, at least one RF antenna, at least one magnetic induction and receiver module
which is capable of sensing a magnetic field and detecting change information of the magnetic field,
and at least one microcontroller; said RF transceiver modules are electrically connected to at least one
RE antenna and at least one microcontroller, respectively, said microcontroller is for processing the
transceived RE information; said magnetic induction and receiver module is electrically connected to at
least one microcontroller, and said microcontroller is for processing change information of the
magnetic field. Further, said magnetic induction and receiver module may be a solenoid coil. a Hall
device, or a magnetic induction switch. Further. said RE transceiver module, RE antenna,
microcontroller, and magnetic induction and receiver module are integrated within one card body.
Further, the induction range of said magnetic induction and receiver module is set within a preset
range. 



Further, when said magnetic induction and receiver module does not sense the  magnetic field, said
RF transceiver module and microcontrolter (which may also include other modules on the RF
apparatus) are in a dormant state; when said magnetic induction and receiver module senses the
magnetic field, the sensed magnetic field signal is converted to an electrical signal, and said RF
transceiver module and microcontroller are activated (other modules on the RF apparatus may be
activated simultaneously). Further, a threshold value or threshold value range is preset in said
magnetic induction and receiver module, when the converted electrical signal meets the threshold
value or the threshold value range, said RF transceiver module and microcontroller are activated
(other modules on the RF apparatus may be activated simultaneously), otherwise not activated.
Further, the threshold value or threshold value range preset in said magnetic induction and receiver
module is adjustable. Further, said RE apparatus is directly integrated onto an integrated circuit (IC)
card, an SDIO card, an SD card, an MMC card, a mother board of an apparatus, or an apparatus shell.
That is, said RF apparatus may be integrated as a whole with other cards (such as SIM cards), mother
boards or apparatuses. Further, said RF apparatus may directly use the IC card, SDIO card, SD card,
MMC card, or CPU on the mother board as its microcontroller. Further, said RF apparatus is disposed
in a mobile apparatus or a fixed apparatus. Said mobile apparatus may be: a cellular phone, a
personal digital assistant (PDA), or a laptop computer; and said fixed terminal may be a personal
computer, an industrial control computer, an automatic teller machine (ATM), or an access control
terminal. The foregoing technical solutions may also be combined with each other to form an RI
apparatus having more preferred technical solutions. The present invention further provides an RF
card reader, comprising: at least one RF transceiver module, at least one RF antenna, and at least
one inicrocontroller; said RF transceiver modules are electrically connected to at least one RE'
antenna and at least one microcontrotter, respectively, and said microcontroller is for processing the
transceived RIT information; further comprising at least one magnetic transmission module for
generating and transmitting an induction magnetic field, said magnetic transmission module is
electrically connected to at feast one microcontroller, and said magnetic transmission module is
capable of transmitting a magnetic field based on the instruction information from the microcontrolter. 



Further, the magnetic field transmitted tted by said magnetic transmission module is a non-alternating
magnetic field.  Further, the magnetic field transmitted by said magnetic transmission module is an
alternating magnetic field of very low frequency. Further, said alternating magnetic field has a
frequency of 100 KHz to 0.1 KHz. Further, said alternating magnetic field has a frequency of 30 KHz to
1 KHz. Further, said alternating magnetic field has a frequency of 50 KHz, 30 KHz, 20 KHz, 10 KHz, 5
KHz, 2 KHz, or 1 KHz. Further, said magnetic transmission module transmits an amplitude-variable
magnetic field based on the instruction information from the microcontroller. Further, the magnetic field
transmitted by said magnetic transmission module is a magnetic field having no or little variation of
magnetic distribution. Further, the transmission range of said magnetic transmission module is set
within a preset range. Further, said magnetic transmission module modulates the instruction
information to the transmitted magnetic field. Further, said modulation mode is an on-off keying
scheme or a time-modulation scheme. 



The foregoing technical solutions may also be combined with each other to form an RF card reader
having more preferred technical solutions. The present invention further provides an RF secure
communication system, the system comprising the RF apparatus as stated in any one of the above
and the RF card reader as stated in any one of the above; range control is performed through a
magnetic field, identity authentication is performed through a magnetic field and radio frequency, and
information communication is performed through radio frequency between the RF apparatus and the
RE card reader. The present invention further provides an RF secure communication method, in the
method, at least one magnetic induction and receiver module which is capable of sensing a magnetic
field and detecting change information of the magnetic field is provided on the RE apparatus; at least
one magnetic transmission module for generating and transmitting an induction magnetic field is
provided on the RF card reader, specifically comprising the following steps:  instruction information into
the magnetic field signal, and sends out said magnetic field signal; step b: when the magnetic
induction and receiver module on the RE apparatus received the magnetic field signal transmitted by
the magnetic transmission module, the instruction information therein is demodulated; step c: the RE
apparatus sends corresponding RF information to the RE card reader through an RF channel based
on the instruction information obtained by demodulation; step d: the RE card reader performs identity
authentication based on the RE information received by the RE channel; step e: if the identity
authentication is verified, information communication is performed through radio frequency between
the RE card reader and the RE apparatus; otherwise, no operation is performed. Further, the magnetic
field transmitted by said magnetic transmission module is a non-alternating magnetic field. 



Further, the magnetic field transmitted by said magnetic transmission module is an alternating
magnetic field of very tow frequency. Further, said alternating magnetic field has a frequency of 100
KHz to 0.1 KHz. Further, said alternating magnetic field has a frequency of 30 KHz to 1 KHz. Further,
said alternating magnetic field has a frequency of 50 KHz, 30 KHz, 20 KHz, 10 KHz, 5 KHz, 2 KHz, or
1 KHz. Further, said magnetic transmission module transmits an amplitude-variable magnetic field
based on the preset instruction information. Further, the magnetic field transmitted by said magnetic
transmission module is a magnetic field having no or little variation of magnetic distribution. Further, in
said step a, the modulation mode is on-off keying scheme or a time-modulation scheme. Further, in
said step c, the RF apparatus sends the instruction information obtained by demodulation to the RE
card reader directly through an RF channel: in said step e, if the instruction information from the RE
apparatus received by the RE card reader from the RE channel is the same as the preset instruction
information, the identity authentication is verified, otherwise the identity authentication is not verified.
Further, the transmission range of said magnetic transmission module is set within a preset range.
Further, the sensing range of said magnetic induction and receiver module is set within a preset range.



Further, when said magnetic induction and receiver module does not sense the magnetic field, other
modules on said RE apparatus are in a dormant state; when said magnetic induction and receiver
module senses the magnetic field, the sensed magnetic field signal is converted to an electrical signal,
and other modules on the RE apparatus are activated. Further, a threshold value or threshold value
range is preset in said magnetic induction and receiver module, when the converted electrical signal
meets the threshold value or the threshold value range, other modules on the RE' apparatus are
activated, otherwise not activated. Further, the threshold value or threshold value range preset in said
magnetic induction and receiver module is adjustable. The foregoing technical solutions may also be
combined with each other to form an RE secure communication method having more preferred
technical solutions.  The problem of range control of short-range transaction between the RE
apparatus (particularly RF cards built in a device, such as RF SIM cards) and the RF card reader in
the prior art can be well overcome by using the solutions of the present invention. In the present
invention, first the communication range is controlled through a magnetic field, furthermore identity
authentication may be performed through a magnetic field, and then reliable communication (for
example, identity authentications, contactless electronic transactions) may be performed through radio
frequency between the RE card and the RE' card reader. As an important preferred technical solution
of the present invention, the magnetic field transmitted by the magnetic transmission module of the RE
card reader is a non-alternating magnetic field in the present invention. From the principles of physics,
the magnetic field energy decays quickly as the distance increases. Besides, the properties of the
magnetic field are relatively insensitive to the ambient environment, and its characteristics are
relatively stable and reliable. However, an alternating magnetic field and a non-alternating magnetic
field, such as a static magnetic field in the magnetic field, have very different characteristics on
penetration capabilities through objects.   Since the magnetic lines of force of an alternating magnetic
field are constantly changing, when a metal object approaches the magnetic field, the movement of
cutting through the magnetic lines of force will be inevitably generated, so that eddy currents are
formed inside the metal object, causing loss in the magnetic field strength, thereby greatly reducing the
penetration capability of the field. As described above, the contactless card system utilizing 13.56 MHz
of ISO 14443 technology just performs communication by using an alternating magnetic field.
However, when the RE IC card is disposed inside a terminal such as a cellular phone, due to the
influence of the metal components inside the cellular phone, the shell metal components of the mobile
terminal and the like, it is really difficult for the magnetic signals of the card reader to penetrate these
metals to establish communication with the IC card, and such condition will be more severe for the
cellular phone having a metal shell. This is particularly true when the adopted alternating magnetic
fields are medium-frequency or high-frequency alternating magnetic fields, such as the alternating
magnetic fields higher than 125 KHz, or the alternating magnetic fields higher than 1 MHz, such as the
alternating magnetic field of 13.56 MHz in the ISO 14443 technology Then, even if some magnetic
signals penetrate the shell of the device, there still exists the case where the signals are unstable or
too weak for communications. As for a non-alternating magnetic field such as a static field, the
magnetic lines of force have little change in their directions and positions, when a metal object
approaches the magnetic field but remains stationary, it will not generate the movement of cutting
through the magnetic lines of force, and there is no eddy current formed in the metal object, thus the
magnetic field can easily pass through the metal. In a further improved solution of the present
invention, the excellent penetration capability of the non-alternating magnetic field is utilized to realize
range-controllable short-range secure communications, thus solving the key technical problem of
signal penetration and controllable communication range that can not be solved by the traditional
electromagnetic field communication as well as alternating magnetic communication. The
disadvantage of non-alternating magnetic field is that the modulation rate that it can carry is not high,
for example, its communication rate may not reach 1KHz. However, the RF card reader of the present
invention merely uses it to transmit very little amount of information codes to the RE card, for
interaction with the RF card so as to verify the identity and to avoid malicious attack. Thus, said
problem has no effect on the application as stated in the present invention. 



Said system is characterized in that there exist two communication channels of different characteristics
(take the RE SIM card disposed in the mobile apparatus for an example): 1) using a low-speed,
one-way first channel having stable and controllable range and formed by performing communication
using non-alternating magnetic field to transmit a small amount of information for performing identity
authentication, to  avoid malicious interference and attacks. The RF card reader controls a magnetic
transmission module, according to the instruction information rule, to vary the strength of the magnetic
field, but with little or no variation in field distribution to avoid the Eddy currents, thereby increasing the
capability of the penetration of the magnetic field. The magnetic induction and receiver module in said
RE SIM card can sense the change in the magnetic field strength, and extract the change information,
thus realizing the one-way information transfer between the RE card reader and the RE SIM card. This
information is for verifying the identity of the main transactions such as the RE card reader together
with the RE SIM card. 2) using a high-speed, second communication channel formed by the RE
transceiver module to complete identity authentication and to perform the main transactions. RE signal
high-speed communication can be realized between the RE card reader and the RE SIM card directly
through the RF transceiver module, and the identity authentication between the RI card reader and the
RE SIM card is performed through this RE signal communication by using the information transmitted
by the magnetic induction, thus normal transaction is performed. A magnetic field particularly a
non-alternating magnetic field has an energy that decays quickly with the increase of distance, and the
magnetic field characteristic is less susceptible to ambient environment. No matter whether metal
objects, conductive materials, or human bodies exist or not, the magnetic field energy still reliably
decays following the inherent rule. Thus, using such a magnetic field to transmit information at a short
range can be predictable and highly reliable. The non-alternating magnetic modulation short-range RE
secure communication system just performs range-controllable short-range communication based on
this characteristic of the magnetic field. Using the non-alternating magnetic modulation short-range RE
secure communication system, the maximum intensity of emission of the magnetic transmission
module and the receiving sensitivity of the magnetic induction and receiver module may be preset so
that the maximum induction distance can be the set target range. For example, the following method
can be used to realize the range-controllable secure communication:  1) presetting the magnetic field
emission power of said magnetic transmission module and the receiving sensitivity of said magnetic
induction and receiver module so that the maximum induction distance can reach the set target range,
for example, 1 cm, 2 cm, 5 cm, 10 cm, 15 cm, or 20 cm, etc; 



2) said RE card reader controls a magnetic transmission module, according to the rule, to vary the
strength of the magnetic field, but with no significant change to the field distribution, modulates
information Al containing its identity information onto the amplitude of the strength of the magnetic
field. Said RE SIM card senses the magnetic field amplitude variation and obtains extract formation A2
through the induction and  receiver module thereon;  3) said RE SIM card sends information A2 to said
RE card reader through the RF channel constituted by the first RF transceiver module and the second
RE transceiver module. Said card reader receives and obtains information A3 through the RE channel;
4) said RF card reader compares the received information A3 with the original information Al
transmitted by the magnetic modulation. If they match, then it is determined that this communication is
initiated by the card reader itself, and is legitimate. In addition, due to the characteristic that its range
can not be radiated to a long distance based on the magnetic field ability, it can be determined that the
current communication distance is within the preset range. Thus, normal transaction processes can be
performed. In the aforesaid method, said information of Al, A2, A3 etc. may either be identical
information, or specifically processed information, such as information encrypted with predetermined
keys or information processed by a prescribed processing mode. This can better protect the security of
the transactions. In step 2) in the aforesaid range control method, there exist many methods for
modulating, by the RE card reader, information onto the magnetic field without significantly changing
the field distribution. The methods that can be used include:  I) On-Off Keying (00K) scheme. This is a
simple modulation format, where modulation is performed by turning on or off the magnetic field signal
source based on signal bits. FIG. 3 is a schematic diagram illustrating a simple magnetic
communication OOK modulation scheme. As shown in FIG. 3, the RE card reader is provided with an
electromagnetic device and a switch. When the switch is turned off, the electromagnetic device is
activated, and a static magnetic field is generated. When the switch is turned on, the magnetic field is
eliminated. The RE SIM card is provided with a magnetic induction sensor, such as a Hall device.
When the magnetic field exists, the magnetic sensor outputs a high level; when the magnetic field
does not exist, the magnetic sensor outputs a low level. Following a sequence of information bit of "1"
or "0" to turn on or off the switch, correspondingly the magnetic field is generated or is turned off, and
the magnetic induction sensor can sequentially output high level and low level, respectively,
corresponding to information bits of "1" and "0," realizing information modulation and transmission; 2)
Time modulation scheme. By controlling the transmission time of the magnetic transmitter, the
magnetic induction and receiver module times the received magnetic field signals, different durations
correspond to different binary values in the magnetic field, for example, 10 ms correspond to "1," and
20 rim correspond to "0."  



3) Other modulation schemes include Manchester encoding, Pulse Width Modulation (PWM), Pulse
Period Modulation (PPM), which are commonly used in communication systems, and it unnecessary to
give more details. To enhance security of range control, in step 3 and step 4 in the aforesaid range
control method, an encryption mode may be used in the transmission and reception of information A2
to avoid illegal and malicious attack; in addition, in step 3 of the range control method, the identity
information of the RE SIM card itself may also be added to information A2 to be transmitted to said RE
card reader so as to realize bidirectional identity authentication. To reduce the power consumption of
the magnetic induction and receiver module on said RE SIM card, said non-alternating magnetic
modulation short-range RE secure communication system can decrease the power consumption of the
RF SIM card by a method of dormant and periodically wake-up, which has been stated in the foregoing
paragraphs, thus it is unnecessary to give more details. The magnetic induction and receiver module
in said RF SIM card may also be connected with the first RE transceiver module therein, which has a
signal processing function. Said transceiver module can detect and extract the signal output from the
magnetic induction and transceiver module and transmit the signal to the first microcontroller. The
mobile communication terminal having the RF SIM card in said system may also be a mobile
communication terminal which has a short-range RF communication functionality, that is, said first RE
transceiver module can be built in the mobile communication terminal to realize the short-range
communication with said RE card reader. The magnetic induction and receiver module in said RE SIM
card may be a solenoid coil. a Hall device, or a magnetic induction switch. The first RE transceiver
module in said RE SIM card and the second RE transceiver module in said RF card reader can work in
the super high frequency (SHE) band, very high frequency (VHF) band, or ultra high frequency (UHF)
band. No matter non-alternating magnetic modulation technology or alternating magnetic modulation
technology is used, since two communication channels (that is, magnetic field and radio frequency)
are used to perform range control and identity authentication, the problems of range control in the
short-range transactions between the RE apparatus (particularly RE cards built in a device, such as
RE SIM card) and the RE card reader and identity authentication are betterly solved, as compared with
the prior art.  A further improved solution of the present invention uses a non-alternating magnetic
modulation technology. As compared with the technology of using alternating magnetic modulation,
the technical effects of said non-alternating magnetic modulation technology are: realizing reliable
range control by using the characteristic that the non-alternating magnetic field decays quickly with the
distance and the magnetic field is less susceptible to interferences, performing identity verification by
means of a non-alternating magnetic modulation information communication technology to avoid
malicious attack, enhancing the robustness of system communication, realizing key applications such
as mobile payments having more commercial values in combination with the characteristic that the
non-alternating magnetic modulation communication is of short range and is reliable as well as the RF
signals have a wide bandwidth and are capable of presenting the terminal of a cellular phone; since
the energy transmission and induction of the non-alternating magnetic field has small correlation with
the outline structure of the mobile communication terminal, the consistency of the intensity of the
induction signals of the RF apparatus in different mobile communication terminals is guaranteed, thus
facilitating effective promotion and application of the RF apparatus, particularly the RI SIM card. 



The alternating magnetic field used in the prior art is at least higher than 125 KHz, and the penetrating
effect will be very bad if the alternating magnetic field higher than such a frequency is applied to the
present invention. But actually, certain magnetic penetration effect can be achieved by the alternating
magnetic field of very low frequency (lower than 100KHz), so the alternating magnetic field of very low
frequency may also be used to substitute the non-alternating magnetic field for communications. To
achieve better communication effect, the lower the frequency is, the better the effect is, but the
frequency could not be too low, and the communication speed will be affected if the frequency is too
low, for example, the frequency is better not lower than 0.1 KHz. As a preferred frequency of the
alternating magnetic field, it may select the frequencies such as 80KHz, 60KHz, 50KHz, 30KHz,
20KHz, 10K1-12, 5KHz, 2KHz, 1KHz, 0.5KHz, 0.3KHz etc. Wherein good communication effect can be
achieved if the frequencies of 30KHz to 1KHz, 20KHz to 1KHz, or 10KHz to 1KHz are selected.
Certainly, the technical solution of using a non-alternating magnetic field has better effect in
communication as compared with the technical solution of using alternating magnetic field or the
alternating magnetic field of low change frequencies. The technical solution of using a non-alternating
magnetic field can he easily implemented and has stronger magnetic field penetration power and
better communication effect. The present invention is further illustrated through some specific
embodiments in combination with the drawings provided below. Brief Description of Accompanying
Drawings  FIG. 1 is a logic schematic block diagram of an RF SIM card according to the present
invention; FIG. 2 is a logic schematic block diagram of an RF card reader according to the present
invention; FIG. 3 is a schematic diagram of a simple magnetic communication OOK modulation
scheme: FIG. 4 is a diagram of a range control system according to the present invention; FIG. 5 is a
diagram of a range control flow according to the present invention; FIG. 6 is a diagram illustrating a
communication performed by using an alternating magnetic field of very low frequency according to
the present invention. 



Detailed Description of the Preferred Embodiments  As shown in FIG. 1, an RF SIM card 100 is
provided, comprising a SIM card main body 105, a first RF transceiver module 101, a first RF antenna
102, and a first microcontroller 103, said first RE transceiver module 101 being electrically connected
to said first RE antenna 102 and said first microcontroller 103, respectively, further comprising a
magnetic induction and receiver module 104, said magnetic induction and receiver module 104 being
electrically connected to said first microcontroller 103. Said magnetic induction and receiver module
104 may be realized by using the solenoid coil, Hall device, or magnetic induction switch in the
traditional technology, or using a Hall magnetic sensor to cooperate with the analogue-digital (A/D)
converter circuit. As shown in FIG. 2, an RE card reader 200 is provided and can be used with said RF
SIM card 100, comprising a second RE transceiver module 201, a second RE antenna  202, and a
second mierocontroller 203, said second RE transceiver module 201 being electrically connected to
said second RE antenna 202 and said second microcontrolter  203, respectively, further comprising a
magnetic transmission module 204 for generating an induction magnetic field, said magnetic
transmission module 204 being electrically connected to said second microcontroller 203. Said
magnetic transmission module 204 can be realized by using a permanent magnet, a DC
electromagnet or equivalent devices. Through a low-frequency OOK modulation scheme, by using the
mode where a stronger field represents 1 and a weaker or absent field represents 0, the digital signals
are sent to the magnetic induction and receiver module 104, and are converted into digital electrical
signals by the magnetic induction and receiver module 104 and provided to the first microcontrolier
103 for processing. When the RF SIM card 100 approaches the RE card reader 200, said magnetic
induction and receiver module 104 senses the adapted magnetic field signal generated 



from said magnetic transmission module 204. The magnetic field signal is converted  and processed
into an electrical signal and then sent to the first microcontroller 103 of the RF SIM card. The first
microcontroller 103 analyzes the rule of magnetic field strength variation, and extracts the modulation
information like amplitude, thereby realizing the information transfer between the RE card reader 200
and the RE SIM card 100. Said RE card reader 200 and said RE' SIM card 100 further realize RF
signal communication through the first RE transceiver module 101 and the second RE transceiver
module 201 directly. The actual method for "first m crocontroller 103 analyzing the rule of magnetic
field strength variation, and extracting the modulation information like amplitude" may be an OOK
modulation scheme, that is, the binary signals of '0' and 'I' may be determined and restored by
detecting the existence (or intensity) of the magnetic field. With reference to FIGS. 4 and 5, the RF
communication process between said RI SIM card 100, which functions as a smart RF card, and said
RE card reader 200 is briefly described, that is, the specific control flow for the non-alternating
magnetic induction range control method of the RF communication in the present invention. Step 1: in
a normal state, that is, when the RF SIM card 100 does not approach said RF card reader 200, the
first RE transceiver module 101 and the first microcontroller 103 of the RE SIM card are in a dormant
state. Then, the RF SIM card 100 is in a state in which data can not be transmitted or received through
the first RE transceiver module, and the whole card is in a lowest power consumption state. Step 2:
when said RF SIM card 100 approaches said RE card reader 200, the RE SIM card 100 is in the
magnetic field generated by the magnetic transmission module 204 of the RE card reader 100, and the
magnetic induction and receiver module 104 of the RE SIM card 100 senses the magnetic field signal
Al from said magnetic transmission module 204. The magnetic field signal can be an OOK modulation
signal, or can be a signal modulated by controlling the magnetic field transmission time. Step 3: the
sensed magnetic field signal is convened and processed to a specific electrical signal A2, which
activates and initiates said first RE transceiver module 101 (alternatively, whether to perform activation
can be determined by presetting an electrical signal threshold value). Said RE SIM card 100
processes information A2 and forms information A3, which is sent to said RE card reader through the
RE channel formed by the first RF transceiver module and the second transceiver module. Step 4:
said RE card reader compares and authenticates the received information AS. and if it is determined
that this communication is initiated by the RE card reader itself, due to the characteristic that its range
can not be radiated to a long distance based on the magnetic field ability, it can be determined that this
transaction is a legitimate transaction satisfying the range requirement. If the transaction is not
legitimate, this connection is directly broken.  



Step 5: when it is determined that this transaction is a legitimate transaction that satisfies the range
requirement, the RF transaction data is exchanged and processed between the first RE transceiver
module 101 of the RE SIM card 100 and the second transceiver module 201 of the RE card reader
200 (through their respective first and second RE antennae 102, 202). Step 6: the first and second
microcontrollers 103. 203 finish processing of the transaction data In this embodiment, the threshold
value for said first RE transceiver module 101 being activated by the electrical signal converted
through the magnetic induction is adjustable. The electrical signal activates a threshold value, which
may be a voltage value or a current value in an analog circuit, or a binary sequence code in a digital
circuit. For example, if the RE SIM card 100 uses a binary code "10011101" in a digital circuit as the
activation threshold value, then only when the RE card reader 200 modulates and transmits the binary
code "10011101" through the magnetic transmission module, and the RF SIM card 100 detects and
demodulates the signal "10011101," the two can start to be connected and enter the subsequent
communication process. The first RE transceiver module 101 in said RE SIM card 100 and the second
RE transceiver module 201 in said RE card reader 200 can work in the super high frequency (SHE)
band, very high frequency (VHF) band, or ultra high frequency (UHF) band. The devices, such as the
solenoid coil, Hall device, or magnetic induction switch used by said magnetic induction and receiver
module 104, and the permanent magnet, DC electromagnet used by said magnet transmission module
204 all belong to common techniques, wherein the Hall device is a magnetic field sensor or controller
manufactured based on the Hall effect. The process for converting the electromagnetic signal may be
performed within the magnetic induction and receiver module 104, or may be performed within the first
microcontroller 103, and may also be performed through 00K demodulation scheme as the simplest
processing mode, that is, the binary signals '0' and '1' may be determined and restored by detecting
the existence of the magnetic field. The process may also be performed by a time-modulation scheme,
that is, performing decoding by identifying the magnetic field time transmitted by the magnetic
transmission module, for example, magnetic field signals that satisfy the requirement and are
continuously received for 10ms can represent ' I ', and magnetic field signals that satisfy the
requirement and are continuously received for 20ins can represent '0". These are traditional
techniques, and it is unnecessary to give more details.  FIG. 6 is a simple example illustrating
low-frequency alternating magnetic field communication by using OOK modulation scheme. As shown
in FIG. 6, the RE card reader is provided with a low-frequency signal generator, a coil antenna, and a
switch. When the switch is turned off, the low-frequency signal generates a low-frequency alternating
magnetic field on the coil. When the switch is turned on, the low-frequency alternating field is
eliminated, The RF SIM card is provided with a magnetic induction coil and a magnetic induction
sensor. When the alternating magnetic field exists, the magnetic induction coil and the magnetic
induction sensor output an alternating signal, and when the alternating magnetic field does not exist,
they output a low level. Following a sequence of information bit of "1" or "0" to turn on or off the switch,
the magnetic field is correspondingly generated or turned off, and the magnetic induction sensor can
sequentially output an alternating signal and low level (no signals), thus information bits of "1" and "0"
can be demodulated through the filter and OOK demodulation circuit, thereby realizing information
modulation and transmission. The above mentioned are only preferred embodiments of the present
invention, and can not be used to limit the invention. Any amendments, equivalent replacement,
improvement and so forth that are made within the spirit and principle of the present invention should
fall within the protection scope of the present invention. 



What is claimed is:  1. A radio frequency (RE) apparatus, characterized in comprising at least one RE
transceiver module, at least one RE antenna, at least one magnetic induction and receiver module
which is capable of sensing a magnetic field and detecting change information of the magnetic field,
and at least one microcontroller; said RE transceiver modules are electrically connected to at least one
RE antenna and at least one microcontroller respectively, said microcontroller is for processing the
transceived RF information; said magnetic induction and receiver module is electrically connected to at
least one microcontroller, and said microcontrotler is for processing change information of the
magnetic field.  2. The RE apparatus according to Claim I, characterized in that said magnetic
induction and receiver module is a solenoid coil, a Hall device, or a magnetic induction switch.  3. The
RE apparatus according to Claim 1, characterized in that said RE transceiver module, RE antenna,
microcontroller, and magnetic induction and receiver module are integrated within one card body.  4.
The RE apparatus according to any one of Claims 1-3, characterized in that the induction range of said
magnetic induction and receiver module is set within a preset range.  5. The RE apparatus according
to any one of Claims 1-3, characterized in that when said magnetic induction and receiver module
does not sense the magnetic field, said RE transceiver module and microcontroller are in a dormant
state; when said magnetic induction and receiver module senses the magnetic field, the sensed
magnetic field signal is converted to an electrical signal, and said RI; transceiver module and
microcontroller are activated.  6. The RE apparatus according to Claim 5, characterized in that a
threshold value or threshold value range is preset in said magnetic induction and receiver module,
when the converted electrical signal meets the threshold value or the threshold value range, said RE
transceiver module and microcontroller are activated, otherwise not activated.  7. The RE apparatus
according to Claim 6, characterized in that the threshold value or threshold value range preset in said
magnetic induction and receiver module is adjustable.  8. The RE apparatus according to any one of
Claims 1-3, characterized in that said RE apparatus is directly integrated onto an integrated circuit (IC)
card, an SD10 card, an SD card, an MMC card, a mother board of an apparatus, or an apparatus
shell. 



9. The RE apparatus according to Claim 8, characterized in that said 1C card is a SIM card.  10. The
RF apparatus according to Claim 8, characterized in that said RE apparatus may directly use the IC
card, SDIO card, SD card, MMC card, or CPU on the mother board as its microcontroller.  11. The RE
apparatus according to any one of Claims 1-3, characterized in that said RE apparatus may be
disposed in a mobile apparatus or a fixed apparatus.  12. The RE apparatus according to Claim 11,
characterized in that said mobile apparatus comprises a cellular phone, a personal digital assistant
(PDA), or a laptop computer: and said fixed apparatus comprises a personal computer, an industrial
control computer, an automatic teller machine (ATM), or an access control terminal.  13. An RE' card
reader, characterized in comprising at least one RE transceiver module, at least one RF antenna, and
at least one microcontroller; said RF transceiver modules are electrically connected to at least one RE
antenna and at least one microcontroller, respectively, and said microcontroller is for processing the
transceived RE information; further comprising at least one magnetic transmission module for
generating and transmitting an induction magnetic field, said magnetic transmission module is
electrically connected to at least one microcontroller, and said magnetic transmission module is
capable of transmitting a magnetic field based on the instruction information from the microcontroller.
14. The RE card reader according to Claim 13, characterized in that the magnetic field transmitted by
said magnetic transmission module is a non-alternating magnetic field.  15. The RE card reader
according to Claim 13, characterized in that the magnetic field transmitted by said magnetic
transmission module is an alternating magnetic field of very low frequency.  16. The RI card reader
according to Claim 15, characterized in that said alternating magnetic field has a frequency of 100 KHz
to 0.1 KHz.  17. The RE card reader according to Claim 15, characterized in that said alternating
magnetic field has a frequency of 30 KHz to 1 KHz. 



18. The RE card reader according to Claim 15, characterized in that said alternating magnetic field has
a frequency of 50 KHz, 30 KHz, 20 KHz, 10 KHz, 5 KHz, 2 KHz, or 1 KHz.  19. The RE card reader
according to any one of Claims 13 to 18, characterized in that said magnetic transmission module
transmits an amplitude-variable magnetic field  based on the instruction information from the
microcontroller.  20. The RE card reader according to any one of Claims 13 to 18, characterized in that
the magnetic field transmitted by said magnetic transmission module is a magnetic field having no or
little variation of magnetic distribution.  21. The RE card reader according to any one of Claims 13 to
18, characterized in that the transmission range of said magnetic transmission module is set within a
preset range.  22. The RF card reader according to any one of Claims 13 to 18, characterized in that
said magnetic transmission module modulates the instruction information to the transmitted magnetic
field.  23. The RE card reader according to Claim 22, characterized in that said modulation mode is an
on-off keying scheme or a time-modulation scheme.  24. An RF secure communication system,
characterized in that said system comprises the RE apparatus according to any one of Claims 1 to 12,
the RE card reader according to any one of Claims 13 to 23; range control is performed through a
magnetic field, identity authentication is performed through a magnetic field and radio frequency, and
information communication is performed through radio frequency between the RE apparatus and the
RE card reader.  25. An RE secure communication method, characterized in that: at least one
magnetic induction and receiver module which is capable of sensing a magnetic field and detecting
change information of the magnetic field is provided on the RE apparatus; at least one magnetic
transmission module for generating and transmitting an induction magnetic field is provided on the RE
card reader, the method comprising the following steps 



step a: the magnetic transmission module on the RE card reader modulates the preset instruction
information into the magnetic field signal, and sends out said magnetic field signal; step b: when the
magnetic induction and receiver module on the RE apparatus received the magnetic field signal
transmitted by the magnetic transmission module, the instruction information therein is demodulated;
step c: the RE apparatus sends corresponding RE information to the RE card reader through an RE
channel based on the instruction information obtained by demodulation; step d: the RE card reader
performs identity authentication based on the RE  information received by the RE channel; step e: if
the identity authentication is verified, information communication is performed through radio frequency
between the RE card reader and the RE apparatus; otherwise, no operation is performed.  26. The RE
secure communication method according to Claim 25, characterized in that the magnetic field
transmitted by said magnetic transmission module is a non-alternating magnetic field.  27. The RE
secure communication method according to Claim 25, characterized in that the magnetic field
transmitted by said magnetic transmission module is an alternating magnetic field of very low
frequency.  28. The RI secure communication method according to Claim 27, characterized in that said
alternating magnetic field has a frequency of 100 KHz to 0.1 KHz. 



29. The RE secure communication method according to Claim 27, characterized in that said
alternating magnetic field has a frequency of 30 KHz to 1 KHz.  30. The RE secure communication
method according to Claim 27, characterized in that said alternating magnetic field has a frequency of
50 KHz, 30 KHz, 20 KHz, 10 KHz, 5 KHz, 2 KHz, or 1 KHz.  31. The RE secure communication
method according to any one of Claims 25 to 30, characterized in that said magnetic transmission
module transmits an amplitude-variable magnetic field based on the preset instruction information.  32.
The RE secure communication method according to any one of Claims 25 to 30, characterized in that
the magnetic field transmitted by said magnetic transmission module is a magnetic field having no or
little variation of magnetic distribution.  33. The RE secure communication method according to any
one of Claims 25 to 30, characterized in that the modulation mode in said step a is an on-o keying
scheme or a time-modulation scheme.  34. The RF secure communication method according to any
one of Claims 25 to 30, characterized in that, in said step c, the RE apparatus sends the instruction
information obtained by demodulation to the RE card reader directly through an RE channel; in said
step e, if the instruction information from the RE apparatus received by the RE card reader from the
RE channel is the same as the preset instruction information, the  



identity authentication is verified, otherwise the identity authentication is not verified.  35. The RE
secure communication method according to any one of Claims 25 to 30, characterized in that the
transmission range of said magnetic transmission module is set within a preset range.  36. The RE
secure communication method according to any one of Claims 25 to 30, characterized in that the
sensing range of said magnetic induction and receiver module is set within a preset range.  37. The
RE secure communication method according to any one of Claims 25 to 30, characterized in that when
said magnetic induction and receiver module does not sense the magnetic field, other modules on said
RE apparatus are in a dormant state; when said magnetic induction and receiver module senses the
magnetic field, the sensed magnetic field signal is converted to an electrical signal, and other modules
on the RE apparatus are activated.  38. The RE secure communication method according to Claim 37,
characterized in that a threshold value or threshold value range is preset in said magnetic induction
and receiver module, when the converted electrical signal meets the threshold value or the threshold
value range, other modules on the RE apparatus are activated, otherwise not activated.  39. The RE
secure communication method according to Claim 38, characterized in that said the threshold value or
threshold value range preset in said magnetic induction and receiver module is adjustable. 




