Description RE Apparatus, RF Card Reader, and Related Communication System and Method
Technical Field The present invention is directed to an apparatus, a method and a system for
performing range-controllable short-range secure data communications between a radio frequency
(RE) terminal and an RF communication apparatus, and more specifically, to a range control
communication apparatus system and Seck[e commu ication method comprising RE apparatuses (for
example, RE_cards) or RE communication termine| g @xhmple, cellular phones, PDAS) having
short-range RE communrcatron functronalrtres with short range RF communication apparatus (for
example, Point Rfrselgs: (RRAS)FrachineR Qe dxaaears)d QHREAHNAWARYSaRE
communication terminals, particularly RE cards%yﬁol&een popular The demand becomes stronger
and stronger for enabling mobile or fixed communication terminals to have short-range communication
functionalities through adaptation, particularly the functionalities such as realizing electronic payment
by using mobie-REZ S unication terminals like cellular phones. At the present day, method appears
for realizing short-range communication of cellular phone by adding RE functionalities on Subscriber
Identify Modthe (SRVEéataveREcselitlaifsh6he (kriowrbas MM, card)ashediding shepstemgéor
communicatierfariothg esuoge thenmaithblebelard -oftap celhulare phianecdihmappedasandezofsuch method
makes celluladiphargsdpegorre supansriagderainas whisheanfdeilitaisehange sganswnption,
transaction gndigentity athentigationo gheatlymesting.teaciiyedemandsafthemarket,Wherein, the
RE SIM-based shatiiangesokiipnafa. fs%'lla"@ﬁ:p AHSES( rrsrdaa %rrrﬁuga&%ﬁlest ntages of

simpleness aﬂrr WSRO AR | tge Ce 'UI%%Q“O@? & tg% G AT U e o

to be trans ront a ce dedin

by using tec n&o [BYUGR, s%ﬁ%; S Heﬁr&'ﬂ] TR T &glﬁfﬁﬁfﬂﬁ%‘éﬂ@m%@% have
short-range ‘CBMAEM A figkctidrantissshiRsuemsar ?éﬁ&ﬁ)structural change to the existing cellular

phone. However, different cellular phones, due to differences in their internal structures, have a very
large varianBadhgtmindffedtiveness of transmitting RE signals. The RE SIM card of those cellular
phones that are strong in transmission has a RF communication range of several meters. The RE SIM
card of thosqselgas | papnaﬁﬁﬁﬁﬁarawa%rrﬁmes@uamrhmaml%aﬂaa\r@aaeﬂ%&p pication range
of tens of centimelgranln BORIRRAXMSALAPRICANANS, HCNaS SRIAGLCAIE oR.d waubways

generally théaoﬁl u%l%ter no%eré% requirem aVéosrhth ;r%nsac[:{tr%r}1 r%n%%a Ifto Emc 10nai1% Erx\c})%ftransactron
for example, the transactian {?agiage IS require ed wi C o AVoIT M s Iping of card

without usefs aﬁﬁ% s Y ’c’fs@é%c“b%?ﬂ&lg%tﬁélf ‘l‘r‘%@ﬁsc?i%&’iﬂ?éﬁ P8RS EYhe reliability
of the com rHﬁ]r’r’i%aHBWlﬁ/ #in %ﬂ‘é"ﬁ?ﬁﬁ‘:?&&‘f?&nt?ﬁﬁﬁ@%é‘lﬁ‘s “'t%l I oVetRe tdribacsicatidency.
Therefore, RERIMapasats éellttal pherdahoangaruiesisalor of effbdivelosertrolidinits
transaction R denaiilea bt irsgad Setswitbeth &lshoft-rxigielco (BiMinication functibnalitipsone

(known as SIM card) or adding short-range communication modules on the mother

board of a cellular phone. The appearance of such method makes cellular phones

become super smart terminals which can facilitate charge, consumption, transaction

and identity authentication, greatly meeting the active demand of the market.

Wherein, the RF SIM-based short-range solution of a cellular phone arises wide
concern due to its advantages of simpleness and no need to change the cellular phone.
In the solution, RF SIM enables the RF signals 1o be transmitted from a celiular phone
when the RF SIM card is embedded inside the cellular phone by using technologies
such as Ultra High Frequency (UHF), thus making the cellular phone have
short-range communication functionalities without making any structural change to
the existing cellular phone. However, different cellular phones, due to differences in
their internal structures, have a very large variance in their effectiveness of
transmitting RT signals. The RF SIM card of those cellular phones that are strong in
transmission has a RF communication range of several meters. The RF SIM card of
those cellular phones that are weak in transmission may also have a RF
communication range of tens of centimeters. In mobile payment applications, such as
swiping card on buses or subways, generally there is a stringent requirement for the
transaction range to ensure the safety of transaction, for example, the transaction
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In the existing RF communication technologies, range-controllable transactions can be realized by a
contactless card technology based on ISO 14443 standards. In said technology, a card reader
continuously transmits alternating magnetic field transmission signals and energy. When the card
approaches the card reader, the inside coil may sense energy for the interior circuit of the contactless

card to operaiggdnieaauiiiliitanpy Msndemadylate the sionalgthereinigirealize sammypigations
between the, gard Mlegirga@age{ogy@ 19 SRveIBAtiERAYP %ﬁ@%@@??&dﬂ%d@“%@% with the
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components-eBrtainiviipretardigseliitie cellular phone, the alternating magnetic field will generate
eddy currents and attenuate rapidly, resulting in that the magnetic energy and signals radiated by the
card reader athoaipeneirRie ihmertitatphapeie ReffRrmeommpunioation withthed3E GIM card. This
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microcontroller, and magnetic induction and receiver module are integrated within one card body.
Further, the induction range of said magnetic induetion and receiver module is set within a preset
range.



Further, when said magnetic induction and receiver module does not sense the magnetic field, said
RF transceiver module and microcontrolter (which may also include other modules on the RF
apparatus) are in a dormant state; when said magnetic induction and receiver module senses the
magnetic field, the sensed magnetic field signal is converted to an electrical signal, and said RF
transceiver gigdwa@rduniseaoalolieramacivatedthpeiesd ules onthedRE RREAIAUSMaY be
agnetc g e T asholc
magne : _

value or the.t%g{éb;&(ﬁg vﬁﬁ%§1§%?§§§%\$§l§ns csgﬁ}}érvr&'ﬁgdgu% gngﬁigsﬁ?@gét?%?ﬁxgﬁna%tee é:iéffivated
(other modulé$’of the RF apparatus may be activated simultaneously), otherwise not activated.
Further, the threshold value or threshold value range preset in said magnetic induction and receiver
module is acjustasEy. ol Hicclneendi®E apparatus is directly integrated onto an integrated circuit (IC)
card, an SDIO card, an SD card, an MMC card, a mother board of an apparatus, or an apparatus shell.
That is, saidIRFedippacatusimaydieintegratet] as:arnvhelevith ather cards (sweh ast&iM cards), mother
boards or apparatses Hurthes, said R hmaspasatynmaydiie ety dsethed Guead 2RI &axd, SD card,
MMC card, o6 baimetherRead As s micracantiollen FLrther.said RE.Appaalis,is disposed
in & mobile 4RRACRIER: A e ARRARS, BRI MR I ADRATANA, MAY A dsadiiarhone @
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one inicrocandrsletipsaiti R Fptransce identinpdulksmakaeteciidally-eanneatackicnatjaast ofe RE'
antenna andiai-least KReHRIcNGOREHE. yasPastivaly cang sridRickacantplieris drirpracessing the
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capable of transmitting . [ {
communication tefminal containing an RF apparatus (such as a cellular phone having

an RF SIM card) and an RF communication device (such as a card reader) within a
prescribed range.

The present invention provides an RF apparatus, comprising at least one RF
tfransceiver module, at least one RF antenna, at least one magnetic induction and
receiver module which is capable of sensing a magnetic field and detecting change
information of the magnetic field, and at least one microcontroller; said RF
transceiver modules are electrically connected to at least one RF antenna and at least
one microcontroller, respectively, said microcontroller is for processing the
transceived RY information; said magnetic induction and receiver module is
electrically connected to at least one microcontroller, and said microcontroller is for
processing change information of the magnetic field.

Further, said magnetic induction and receiver module may be a solenoid coil, a Hall
device, or a magnetic induction switch.

Further, said RF transceiver module, RF antenna, microcontroller, and magnetic
induction and receiver module are integrated within one card body.

Further, the induction range of said magnetic induction and receiver module is set
within a preset range.

Further, when sald magnetic induction and receiver module does not sense the



Further, the magnetic field transmitted tted by said magnetic transmission module is a non-alternating
magnetic field. Further, the magnetic field transmitted by said magnetic transmission module is an
alternating magnetic field of very low frequency. Further, said alternating magnetic field has a
frequency of 100 KHz to 0.1 KHz. Further, said alternating magnetic field has a frequency of 30 KHz to

1 KHz. Furthesgseid dliteanaling Rgnetiedicld hasdallregdenayet&@Siis, BOHkdzn2Q Kidg, 10 KHz, 5
KHz, 2 KHz;,0n daKHgnfUgn saidmagnetic gansmmissign-madyigdransmits,an amplitudervariable

magnetic fiellquaggg,gg Q{B{l}ﬁ éﬂstﬁﬂﬁt'Q&éﬁg{”}ﬁd&%ﬁhér%@}l&@g [Ricro ontrgggrﬁeﬁgrttﬂgar_, tggsg&ag_netlc field
ransmitted by, Sef, magneli trnsmiseion taallc is,a inagetic 161 having i oL e variation o
magnetic digf}r/lsu ion. ur.thegr,({t\ € transmission range o1 '$&id néfga it SSBHB e is set
within a preJ& AR FTHEar R FR 4gn At s SRAAUG e s A B R Y dhticBen
information §'Hai¢ratiBrlitegmEghetic field. Further, said modulation mode is an on-off keying
scheme or a time-modulation scheme.

Further, a threshold value or threshold value range is preset in said magnetic induction
and receiver module, when the converted electrical signal meets the threshold value or
the threshold value range, said RF transceiver module and microcontroller are
activated (other modules on the RF apparatus may be activated simultaneously),
otherwise not activated.

Further. the threshold value or threshold value range preset in said magnetic induction
and receiver module is adjustable.

Further, said RF apparatus is directly integrated onto an integrated circuit (IC) card,
an SDIO card, an SD card, an MMC card, a mother board of an apparatus, or an
apparatus shell. That is, said RF apparatus may be integrated as a whole with other
cards (such as SIM cards), mother boards or apparatuses.

Further, said RF apparatus may directly use the IC card, SDIO card, SD card, MMC
card, or CPU on the mother board as its microcontroller.

Further, said RF apparatus is disposed in a mobile apparatus or a fixed apparatus. Said
mobile apparatus may be: a cellular phone, a personal digital assistant (PDA), or a
laptop computer; and said fixed terminal may be a personal computer, an industrial
control computer, an automatic teller machine {ATM), or an access control terminal.

The foregoing technical solutions may also be combined with each other to form an
RI apparatus having more preferred technical solutions.

The present invention further provides an RF card reader, comprising: at least one RF
transceiver module, at least one RF antenna, and at least one microcontroller; said RF
transceiver modules are electrically connected to at least one RF antenna and at least
one microcontroller, respectively, and said microcontroller is for processing the
transceived RE information; further comprising at least one magnetic transmission
module for generating and transmitting an induction magnetic field, said magnetic
transmission module is electrically connected to at least one microcontroller, and said
magnetic transmission module is capable of transmitting a magnetic field based on the
instruction information from the microcontroller.

Further, the magnetic field transmitted by said magnetic transmission module is a
non-alternating magnetic field.



The foregoing technical solutions may also be combined with each other to form an RF card reader
having more preferred technical solutions. The present invention further provides an RF secure
communication system, the system comprising the RF apparatus as stated in any one of the above
and the RF card reader as stated in any one of the above; range control is performed through a
magnetic field, identity authentication is performed through a magnetic field and radio frequency, and

information ¢opRHNication iz ReTRIMEd RraHal B‘}dégiﬁ%%&% Reheqosbe REapParatys and the
RE card reagl‘?énﬁlﬁfﬁ? rghlé‘lﬁ% '81“&%*1(?%%%%%%@” secure communication method, in the
|

method, at least one magnetic induction and receiver module which is capable of sensing a magnetic
field and detectigg change information of the magnetic field is provided on the RE apparatus; at least

one magnetic RSSO RS S RFGERdIIGHE s drtraisamitahd Bhishlueon FHgnetic field is
provided on the RF card reader, specifically comprising the following steps: instruction information into
the magneti€ ighdrsignd il mnehtepdsagot saideidagnetit diplehsign &R steld bronhéhithe magnetic
induction and receiver module on the RE apparatus received the magnetic field signal transmitted by
the magnetigiransmisgiendmadulenthe:nstmetioniniornation thereindsdemoduiated; sigp c: the RE
apparatus sepas coresponsling RE,inferpation to the RE card reader through an RF channel based
on the instruction information obtained by demodulation; step d: the RE card reader performs identity

authentication based on the RE informatian received by the RE channel; step.e: if the identity
authenticatilquril?h?/réF’lﬁlér| RN (o)} Ca’ﬁ%’ﬁs%ﬁﬁi%ﬁ%’@%ﬁ%?@%&?k‘}ﬁ%ﬂﬁ%ﬁ T YAURE T SRS between
the RE card Fe4d8s ety HE KA BIRdHR SBHE DREF AT P& ormed. Further, the magnetic
field transmitted by said magnetic transmission module is a non-alternating magnetic field.

Further, the magnetic field transmitied by said magnetic transmission module is a

magnetic field having no or little variation of magnetic distribution.

Further, the transmission range of said magnetic transmission module is set within a
preset range.

Further, said magnetic transmission module modulates the instruction information to
the transmitted magnetic field.

Further, said modulation mode is an on-off keying scheme or a time-modulation
scheme.

The foregoing technical solutions may also be combined with each other to form an
RF card reader having more preferred technical solutions.

The present invention further provides an RF secure communication system, the
system comprising the RF apparatus as stated in any one of the above and the RF card
reader as stated in any one of the above; range control is performed through a
magnetic field, identity authentication is performed through a magnetic field and radio
frequency, and information communication is performed through radio frequency
between the RF apparatus and the RF card reader.

The present invention further provides an RF secure communication method, in the
method, at least one magnetic induction and receiver module which is capable of
sensing a magnetic field and detecting change information of the magnetic field is
provided on the RF apparatus; at least one magnetic transmission module for
generating and transmitting an induction magnetic field is provided on the RF card
reader, specifically comprising the following steps:

step a: the magnetic transmission module on the RF card reader modulates the preset

Ly



Further, the magnetic field transmitted by said magnetic transmission module is an alternating
magnetic field of very tow frequency. Further, said alternating magnetic field has a frequency of 100
KHz to 0.1 KHz. Further, said alternating magnetic field has a frequency of 30 KHz to 1 KHz. Further,
said alternating magnetic field has a frequency of 50 KHz, 30 KHz, 20 KHz, 10 KHz, 5 KHz, 2 KHz, or

1 KHz. Furtheyirseid magnetieisansmdssiommogle iansmitspnamplitudenadablemnagnetic field
based on thggpegetdnstruction information. Further, the magnetic field transmitted by said magnetic
transmission module is a magnetic field having no or little variation of magnetic distribution. Further, in

said step a, the modulation. mode is on-off keying scheme. or a timge-modulation scheme. Further, in
said steg c, #;ég .ICEF g%ggrﬁﬁs nslg’%esut?‘l_en}rc%lslﬁ%%’%ioaﬁ?ﬁf%?rgr%%fﬁ&%%fﬁ%%e%lb@ﬁe%?o&ﬁ%ﬁﬁwﬁo the RE
card reader GR&¢H fﬁffoﬁjﬁﬁ%ﬂﬁﬁe&%ém TrPesRitd e hamesatschBrs ST iRiGm the RE
apparatus rédeipsausy thaREearerdbgs s etadrEehiannel is the same as the preset instruction
information, the identity authentication is verified, otherwise the identity authentication is not verified.
Further, thestansmissiBi rapgevafsaickinagnetietrdingriiBsiofvmodiele is gef Withiara praset range.
Further, thesensging sangerof saighdagnstie inguction angkiessivermaduiads sebwithin a,preset range.

demodulation;

step d: the RF card reader performs identitv authentication based on the RF
information received by the RF channel;

step e: if the identity authentication is verified, information communication is
performed through radio frequency between the RF card reader and the RF apparatus;
otherwise, no operation is performed.

Further, the magnetic field transmitted by said magnetic transmission module is a
non-alternating magnetic field.

Further, the magnetic field transmitted by said magnetic transmission module is an
alternating magnetic field of very low frequency.

Further, said alternating magnetic field has a frequency of 100 KHz to 0.1 KHz.
Further, said alternating magnetic field has a frequency of 30 KHz to 1 KHz.

Further, said alternating magnetic field has a frequency of 50 KHz, 30 KHz, 20 KHz,
10 KHz, 5 KHz, 2 KHz, or 1 KHz.

Further, said magnetic transmission module transmits an amplitude-variable magnetic
field based on the preset instruction information.

Further, the magnetic field transmitted by said magnetic transmission module is a
magnetic field having no or little variation of magnetic distribution.

Further, in said step a, the modulation mode is on-off keying scheme or a
time-modulation scheme.

Further, in said step ¢, the RF apparatus sends the instruction information obtained by
demodulation fo the RF card reader directly through an RF channel; in said step e, if
the mstruction information from the RF apparatus received by the RF card reader
from the RF channel is the same as the preset instruction information, the identity



Further, when said magnetic induction and receiver module does not sense the magnetic field, other
modules on said RE apparatus are in a dormant state; when said magnetic induction and receiver
module senses the magnetic field, the sensed magnetic field signal is converted to an electrical signal,
and other modules on the RE apparatus are activated. Further, a threshold value or threshold value

range is presethiensiaidionaigreticiadugiion apderriver, medule; when ithe.covered electrical signal
meets the threshold value or the threshold value range, other modules on the RE' apparatus are

activated, othgnisedotasiyatsritber e desholi valis alieshalfvalieangepreset in said
magnetic mductl%] and recelver module is adjustabfé. The toregoing tec nical s8iutions may also be
combined with €a¢h 6ther to form an RE secure communication method having more preferred
technical solutions. The problem of range control of short-range transaction between the RE
apparatus (paffibtiathe RESHRaSBAR iR asadvivaZaan Ml RTSIMEhrdsyany thedRE darstreader in
the prior art ¢aRiba WEsligvengeme by using the solutions of the present invention. In the present

invention, first the communication range is controlled through a magnetic field, furthermore identity
authenticationsmay betearfenmeddbseighaimeagncticdieldeand theayrliaple capmupicatign (for
example, idantilycuienicaienmRIaeess eleeigRiFHANSRACNSh Mawbg RerHued,frough radio

nic?al solution

frequency bemERIINE R AR ARC, e B gdJeagel /s @R MPOIRN! PISTPMRY e
of the presergltalnr}/&lrg:tlgri,dtglexgnaf’;\gnc%tlgl%g%l transn%tt?d 1i-/t € magnetic trans HJiSSIon inodile of the RE
card reader 15 & hon-aiterAting Taghehic field th se Pras s ya iSHFQrEH&# & BHEDIRE of physics,
the magnetiZ e 8nargYdeEsfs quickly as the distance increases. Besides, the properties of the
magnetic field are relatively insensitive to the ambient environment, and its characteristics are
relatively statélgncréiasieldieieverihaeshitet vating mag etic fielth and annpnetilténdatingnmagnetic
field, such amd staticeanagdetic fidlehichtheomagrdtiddalidahayeaenydifirent-eharacteristiss on
penetration ¢apahilities thanuah:ghiesis:: Bimkethenagnetiglines afferesrhan allgrating magnetic
field are conglantly.ehanging, when a metal object approaches the magnetic field, the movement of
cutting through the magnetic lines of force will be inevitably generated, so that eddy currents are

formed inside the metal.object, causing loss in the magnetic field strength, therepy. greatly reducing the
penetration%géﬂg%ﬁ%eogp{ﬁggﬁgcfaﬁ? 8%&&?6@8%6’8 é%ﬂ@%@ﬁ?ﬁ%&ﬂé%%a PPE)SHNTHHRYATY 13.56 MHz
of ISO 14443 1fzeﬁi’?ﬁ’rl%rg?‘‘j’§§1¥eplér‘f‘(§i‘l‘}’7’§‘38}5?r’r1munication by using an alternating magnetic field.
However, when the RE IC card is disposed inside a terminal such as a cellular phone, due to the
influence of the feadeenpdnemtssnsidentheeeliidariphonebihel skih metaotompofientsanf the mobile
terminal andthectikes ivimmeallyaditicuitfordhevinagneticsighalsi ot theicdrebreader. to penetrate these
metals to establish communication with the IC card, and such condition will be more severe for the
cellular phomechaxing. & etahsbell.nthis & Rastickapy uguien theadapied alfetnating magnetic
fields are meghyXif1gguencyak Blalk eanency Aleimaias BRENGE fislds, suep ca%ﬁgﬁgé?ma“”g
magnetic fl%ndﬁlg(lﬁi h e i igher Z, such as the

a
her than 125 KHz, or the alternating magnetic fie g an

alternating magn |<1:0ﬁ§f§ a1 ?5%‘?[@ H2nThe I%}buﬂl%@?ggfﬁb%&)? £Sr nEVEH M agnetic
signals pendtrats tRE"SHUI GF I8 by its! tHireCSRIPEIatAR EaREewHeratHE!ignEIEoHES Uhstable or
too weak foF @8Rt o AE RS Tsra HismIANe vileiy pRHgRetETicld seRsroamedsthtiolibld the
magnetic lifeagsetisrediihive lflé chamge ielighdir directions anidpodifionsewinerlica midtaltobject
approachesatiieemagtietis. foelotdatitess miirisostativaanstibud)l may dgenpeaierthel meveptenidef cutting
through thefragneticHinesef tareed; and thdargdsriogdgygierent formed in the metal object, thus the
magnetic field can easily pass through the metal. In a further improved solution of the present

invention, the. eycalisnasneiealan.carahilly of ifie.nop-ateating magnetc fild o ytlized to realize
range-contigliple, sharrange secure cammunications, tus sofing ineey teehnicat prdbiem o
signal penetration and.controllable CORMUNICAtion range 9P EaR B E T8N 199 i diitional
electromagHgﬁ'caﬁg’lﬂa@&%mﬁﬁ?ggﬁ I 195 VR RLCSRE-HARRY Hagnetic communication. The
disadvantage of non-alternating magnetic field is that the modulation rate that it can carry is not high,
for exampleR&cianiimication Thtebirass ndhseacl kK H A tHbwesksy thecRE cardivbadertbf the present
invention méreipassesdtamseranBasitiverytlittioapatiet of infoemationecdeR1o the REaardyfor
interaction withrifighR Focawd-schasiteveriythaddentitg ang-ioravaidsnalicious atiagky Ehis, said
problem hagpeneffecs eavdhie ApplicalionAmsiaiat NdeReSeRhiaeRiRe magnetic field,

such as a static magnetic field in the magnetic field, have very different characteristics
on penetration capabilities through objects.



Said system is characterized in that there exist two communication channels of different characteristics
(take the RE SIM card disposed in the mobile apparatus for an example): 1) using a low-speed,
one-way first channel having stable and controllable range and formed by performing communication
using non-alternating magnetic field to transmit a small amount of information for performing identity
authentication, to avoid malicious interference and attacks. The RF card reader controls a magnetic_
transmissionspagule, AceerdingiifensivcieninoRmANAR I I0HATY (e gsée@%%&mge magnetic
field, but Witaﬂ%&'gr?g, n%ﬁ@;“%“ﬁ#ﬂ& flc% gtl.sér'but'a%?heté) ﬁl\éo'% ﬂ;gel;:?jdg %rr&%tsm%hv%ggextm reasing the
capability of t@t%ﬁ’c?rﬂ%tfggtr'ﬁ?hof&la% ma i%%g RE . The m%%ne"c.lnb uction and receiver m8gjule in s.ald
RE SIM card Can sense the EhARGRTHCHETh S ARHE faty rEHGH D S BFEEL 178 LArRSE Snformation,
thus realizin%%@@n@%&?‘?ﬁf%ﬁﬁ%?&ﬁ%&ﬁ?@?@Ef\‘ivééﬁsfﬁé RE ExiborangarindehbsREGIM card. This
information ISFE Ve sy tsdaesitcoptheaizon warrhibtions Suchdd the REwiddrehder, together
with the RE BiMcearek susiagl astighivs pediyjsecbhdconifnunication thidhakibrmkg byiihe RE
transceiver motiedccomptetatidertityusiihentidatianaadiageformide main tiansastians. RE signal
high-speed sommunigatansanbanrealizeshRetwesnihg REoard reader and the R &IMgard directly
through the & iEaseavehimare. Aqd.e. denyty atenicaton petaen i Rlicardhfgader and the
RE SIM card -performed trayal s RSNl spmminicaion By using (e pfgimation ransmite
by the magr%%gj&elrn%ucél%n a%hg%rslg%rpe%l tr?nsac%%n IS %rf}orme ) ?gne [ fiela particutarly a
non-alternatin agﬁehctrf’lef as an 3%?9%?1 Yot A) LY EHERRP R A TthRS HEreaud Bi4ideihce, and the
magnetic fistd tHEPRctEs e iglfggssgﬂ%"@eﬁﬂ'b@et&gﬂﬁﬁ%rﬁ’@@ﬁ% BhtREnt. Weithatiel whigthér metal
objects, condfitifvthiatirarehar Hemdprirstidexisnammanetie Aridneticielivendrgyustitireliably
decays followifiigth&daherentattdeatingspaging s dichds, madnetithfield-tatransmitinfoeniiation at a short
range can bieigiredibtable arid-hightytireliakliexTihe noaraitertatingsagnetic maodeiafign-shert-range RE
secure comiuicatian:sysiemdustiResforms. sanaersaniellante shori-1ange eemmugicatign based on
this charactefistic ofthenmaonetisifield, ddstagibenapatgmatingmagnetigmaguation short-range RE

secure comm@%&qﬁ%ﬁg%_ﬁggiég%l%@%@ Intensity %%1;% eﬁrgdg%gtn of the magnetic transmission

ons, .
module and the receiving sensitivity of the magnetic induction a dféceiver module may pe preset so
that the maximligm induction distance can be the set target range. For example, the following method

can be used’to fEafiZ TdliE R Misnitel Sl itk sinmaindationd. theresensiis diecmagnetic field

emission poWEE of&%id kg ridaedraisifissioifagiue and thesideaivingisensitivitizloioggidtmagnetic
induction arfpersier edulessthatitié maxinsuminsdsetismatistanceitameeaginthetsektarget range,
for examplembemedtarficbttny, thbooh &z emgost20iemy €fdoree, and there is no eddy current
formed in the metal object, thus the magnetic field can easily pass through the metal.
In a further improved solution of the present invention, the excelient penetration
capability of the non-alternating magnetic field is utilized to realize range-controllable
short-range secure communications, thus solving the key technical problem of signal
penetration and controllable communication range that can not be solved by the
traditional electromagnetic field communication as well as alternating magnetic
communication, The disadvantage of non-alternating magnetic field is that the
moduiation rate that it can carry is not high, for example, its communication rate may
not reach 1KHz. However, the RF card reader of the present invention merely uses it
to transmit very little amount of information codes to the RF card, for interaction with
the RF card so as to verify the identity and to avoid malicious attack. Thus, said
problem has no effect on the application as stated in the present invention.

Said system is characterized in that there exist two communication channels of
different characteristics (take the RF SIM card disposed in the mobile apparatus for an
example):

1) using a low-speed, one-way first channel having stable and controllable range and
formed by performing communication using non-alternating magnetic field to
transmit a small amount of information for performing identity authentication, o



2) said RE card reader controls a magnetic transmission module, according to the rule, to vary the
strength of the magnetic field, but with no significant change to the field distribution, modulates
information Al containing its identity information onto the amplitude of the strength of the magnetic
field. Said RE SIM card senses the magnetic field amplitude variation and obtains extract formation A2
through the amdisctioaiiandsréveivermodulé therdon; TR} Jaid Rk Sthtiearehagols infegpmation A2 to said
RE card reaggrsiftsuigh theddfe chapnaligonstituied hy-theadirst R iansseiver, mode,apd the second
RE transcelyﬁéﬂgmafeﬂé%g@égamrwﬁpwﬁsmﬁg &b%n@amgmﬂ%ﬁ%@a{HHQM%RE channel;
) said R caiddeades sampaten iheirasvenlor %ﬂg%%ﬁ thﬁtﬁ ol '”fffma?% pA

transmitted by the m@gp modul aéon enitis termln IS cgmmunlcatlon is

initiated by tha Card reader tsel aNa!f: 1F‘eg|‘f’ué{n %&&Yﬁbﬁn e‘t&ﬁ%‘ f&tiE t34t its range
can not be ridRslts! %?ﬁ“éﬁg“ﬂl%ﬁ%%gﬁ% ﬁ’?@i‘ﬁ et RIACA B e W&%@h%@ﬁéﬁéﬁ?ﬁmed that the
current comimtinfEatiaH e nes- @%lﬂﬁﬁ@%%?@é%ﬁ@écm Hermalarehseadivraprodesses can be
performed. Ittt digregaithmatiodnaiais inférmetiofyiobAlAZeadetd fhayoeithémbeaidentical
information soclspe dificaHycprd ceske ddpfdrenatidntisuRR 88vhfarmation encrypted with predetermined
keys or information processed by a prescribed processing mode. This can better protect the security of

the transactigng;ka §teR:R)sithe %ﬁ&%%{m%m&r%&&%%nﬁ&r%&ﬁ@ﬁﬁﬂ%ﬁ?@éﬂ%ﬁs for
modulating rxtfé’dtﬂ@ RE.&& er%qgg&hlﬂg %EP 0 agnto th té% ftl Id Wlth?ut Si nlflcarﬁlﬁ( changing
ods't ca

the field dIStI’Ibutf%n The p %?o%lrgﬁ me This is a
simple mod ltic %rm %Ir%n%%l 1|1o(rzla%vlsL¢)exf(f?(% fied ﬁ?ﬁl bit" ‘% field signal
source bas r% Hn &S 1#‘“1@ 3 @@%ﬁeﬁ%ﬂ@&a ?H?ﬁ“ili‘{fétrgf e sl ﬂEW

communicaﬁ‘é‘ﬁ@@ﬂ@ﬁ%@&%‘?@ﬁ HinBieard g arlsivanis g3 Sipé @Eieanm@aamﬁlmsgfded with an
electromagfieiidevigaahndranswitchiion Henugiessthitcinisrtustied offpshetalédirornagnaticidevice is
activated, anchaStaticimagoetial fiedckis genaratethridien the switch is turned on, the magnetic field is
eliminated. The RE SIM card is provided with a magnetic induction sensor, such as a Hall device.
When the m@gﬁsgweﬂelqa@msgmﬁ;gﬂggaeﬂ&ﬁmaeﬂgpﬁ&ég%a lohexelnan themagngtc feld
does not exigt, fhie @&Qﬂ? ang%%séés%t&ad%lgve' R ot ot o

or "0" to tur on orce n e%o ambmclg)rtra%% ondin I\i furned off, and
the magnetlc |n Tthy ou

€ ma Y@t%f' enera
HCtion sensor can séquentt BJP?‘}%%] ébeérn?ﬁ régﬁéﬁﬁ%fy
correspondi g%l ? OIS ?S"?‘Iéh?f igpi. f@ﬁlf?ﬁ%lﬁtﬂﬁ)ﬁﬁ}é!t@?%éﬂ%%ﬁé%dﬁ%%m|SS|on 2)
Time modulRHeREh B lEsyeas AIeIIHerth & Rmsnsi S orraRsE o fithé inagnencitafesmiton the
magnetic indfution ardgeceies protialeblinted iighleceia@danagnetic field signals, different durations
correspond to different binary values in the magnetic field, for example, 10 ms correspond to "1," and

20 rim corregpon@tcai@snating magnetic modulation short-range RF secure communication
system just performs range-controllabie short-range communication based on this
characteristic of the magnetic field. Using the non-alternating magnetic modulation
short-range RF secure communication system, the maximum intensity of emission of
the magnetic transmission module and the receiving sensitivity of the magnetic
mduction and receiver module may be preset so that the maximum induction distance
can be the set {arget range. For example, the following method can be used to realize
the range-controliable secure communication:

1) presetting the magnetic field emission power of said magnetic transmission module
and the receiving sensitivity of said magnetic induction and receiver module so that
the maximum induction distance can reach the set target range, for exampie, 1 cm, 2
cm, 5 cm, 10 cm, 15 om, or 20 cm. etc;

2) said RF card reader controls a magnetic transmission module, according 1o the rule,
to vary the strength of the magnetic field. but with no significant change to the field
distribution, modulates information Al containing its identity information onto the
amplitude of the strength of the magnetic field. Said RF SIM card senses the magnetic
field amplitude variation and obtains extract formation A2 through the induction and



3) Other modulation schemes include Manchester encoding, Pulse Width Modulation (PWM), Pulse
Period Modulation (PPM), which are commonly used in communication systems, and it unnecessary to
give more details. To enhance security of range control, in step 3 and step 4 in the aforesaid range
control method, an encryption mode may be used in the transmission and reception of information A2
to avoid illegat@anc: malicleubaiack; in addition, in step 3 of the range control method, the identity
information of the RE SIM card itself may also be added to information A2 to be transmitted to said RE

card reader Spgsite reglige &Jf&rgas'&nﬁlﬂ&%ﬁﬁ%@%ﬁ%ﬂ%ﬁ%ﬂ%{e%&%ﬁh BYerioRgUMption of
the magnetig ml%?t&%ﬂ SEINEL MRINE A1 A B icth Sld Ronpke BIg agnetic

modulation s re,communicatio stem ¢ ecreade the power consumptlon of the
RF SIM caron By a mefah 8?%5%%% 5 8%%%(?8@&??@1%%8 Q%TW 10R Has BEEHEatéd iftthe foregoing
paragraphs’ 86tis unnecessary to give more details. The magnetic induction and receiver module
in said RF SIM card may also be connected with the first RE transceiver module therein, which has a
signal procebsirgdfulttiondSaigitransogiosrsmbdule candétdotramibextiacttii signakmitput from the
magnetic inthfctiantand Aanseeivensdosulhandigansmihtirisignal 10 the fisst@licreeaniraller. The
mobile comeuutieatian tRsminal BaxiRgMeRin SIMGarkn $RidiRyiem raY-aIsede 3 moRile
communicalionermingl Wi has shatk tanee BhGommRlGaton éua%m"}xdm%&'%o gaid first RE
wansceiver podesan. e DL ﬁ@amb € f f@”k“i‘ ication [eumalio ealize e shoftfange

communlcatlorril)i/wt sal rea o an recel ver moame ﬁné id RE SIM
card may b6 5enr11°oa} Od‘“ol = éaLFa@ul%j%\} 653&{?36] |BHZ%éWHWé”FPé?lﬁ‘f?%f’%scelver
module in s PEPEMIESH and the second RE transceiver module in said RF card reader can work in

the super high frequency (SHE) band, very high frequency (VHF) band, or ultra high frequency (UHF)
band. No mattéeridpredtednatiiy dagnicticomuditatiohAé chivibldgyeor. atternsting hagieaticanodulation
technology isfusedisincertwmcouiiunicatienchanbelsaibal issanagnetierdiekd andradipéequency)
are used to WH%@H&@J&Q&&@”&@&WM&@H&M@U%@H H‘%@E@Hlﬁ!&ﬂ%ﬁc@@ﬁ% cosyEol in the
short-rangefransactiens-bebneemhe RE: ;9,@%@%%@@{; arly RE cards built in a'device, such as

RE SIM card) and the RE card reader and identity authentication are betterly solved, as compared with
the prior art A furtgzr improve solution of thegreient |{}1 §Jgn uses a non-alternating magnetic
0

modulation techndlogy™ gﬁ?g Viithethe LBERAISEY %@%ﬁ% niagheds Kodulation,
the technlca’i]%ﬁifél@’ig%f é’élot% biiertthiRi fiadretRrisauRiBnths cRItSIOIF afis derlithagtreliable
range contr&igBifigamly Wiaesambe dslié @Fﬁéﬁh@@i@)ﬂhﬁ@?ﬂﬁl@ﬁ@ hrigastie fiskd dedags: quickly with the
distance and the magnetic field is less susceptible to interferences, performing identity verification by
means of a Howaltefhatingmagnetic mddutatiotinfasmatidmprmmsthication teehrolagN-te avoid
malicious ataglsienhiancingithineaistnass Obsysten eammisniaaticnJealizingkey.applications such
as mobile pgyments h@wwgm@r%@we{aﬁ@}ﬁﬁwew&aﬂm ﬂgﬁaﬂﬁwtﬁtﬁ% @f@f%%{{é{ g that the
o el sl sk Al SO SALoR S gl [309¢ and ell as the RF
Wi

signals have a) w inal Of a celluiar ph ne; since

and are cap esen | g
the energy s3ion ARd AR 8 H e‘f%ﬁ %} Atk %ﬁgﬂ ey ﬁ]aésstr‘ﬁ&ﬁ%(? ‘elation with
the outline §E]|%‘§ﬁﬁ’é°6‘?qﬁléeﬁfo@ﬁl‘él%ﬁ ATtirRafoM Rk, THEeisistkhis cenerEsh ey of the
induction sigifaigéeihHe ‘R@@p%rﬁt@@%ﬁﬁﬁﬁér@ﬁ%%@@%mlmméﬁoﬁwﬁﬂﬁals jBQidednteed, thus
facilitating efféetivenpgogiotioniasithapplisationtol the RHEaApgarates Vparticikanyathe:R| SHid card.

exists, the magnetic sensor outputs a high level; when the magnetic field does not

exist, the magnetic sensor outputs a low level. Following a sequence of information

bit of “17 or “0” to turn on or off the switch, correspondingly the magnetic field is

generated or is turned off, and the magnetic induction sensor can sequentially output

high level and low level, respectively, corresponding to information bits of “1™ and

“0,” realizing information modulation and transmission;

2) Time modulation scheme. By controlling the transmission time of the magnetic
transmitter, the magnetic induction and receiver module times the received magnetic
field signals, different durations correspond to different binary values in the magnetic
field, for example, 10 ms correspond to “1,” and 20 ms correspond to “¢.”



The alternating magnetic field used in the prior art is at least higher than 125 KHz, and the penetrating
effect will be very bad if the alternating magnetic field higher than such a frequency is applied to the
present invention. But actually, certain magnetic penetration effect can be achieved by the alternating
magnetic field of very low frequency (lower than 100KHz), so the alternating magnetic field of very low
frequency nfayCilso bedsdetddo seiostitutathel o dfzalternatisgandgpetialfied fomhcommunieations. To
achieve betignvenmmumigatioreaiect Moelwen theppeguensiis thedetigniheneffegtis, byt the
frequency couidhtibgitacslawnand hecommunicationisRegd wilkhe affected if the frequency is too

low, for example, the frequency is better not lower than'0.1 KHz As a preferred frequency of the

alternating tic fleld it may elect the fre uencies s,u 580 oK Hz, 30KHz,
20KHz, 10K %ﬁ?ﬁ fi S SRHY) O%’Kﬁfipefc 98703180 ?ﬁ?f’ﬁ alfbtEefiect can be

achieved if i@ feqHEH ’&%ﬁ&f%@ﬁ?% DRAE, MO fvartiie Harmﬁﬁz%amﬂ%p@@é@cted.
Certainly, theRiertierI Ao ist e andanabieinaatierkidgnediineldinssobné thsfaowin
communicationtas ethpdréaevidgntiie tethnieabsolfitionif (8vgeattersatinganatyoetic dikledor the
alternating reagnitiofietch oAlbvichangesfrenitedcies. skhie fekhoieal seltitiorofising aneR-alternating
magnetic fieldigarnieeastyiplemnsmediegnd has stronger magnetic field penetration power and
better communication effect. The present invention is further illustrated through some specific

embod'ment%qweé@tms LB Aranings provided helow Briet.Deseription of Agcompanying

Drawings FIG car according 10 epresent

t ram Of an
invention: FIGs | o i schsear{T? a?cnbiiogﬁn&l:%az}}?%?%‘ﬁﬁ@ 1‘?}1%]61 é%&%&ﬁ%?ﬁﬁ tF tHE present
invention; F?@-m?}glg%té‘ﬂéﬁﬁi?é“d%ﬂrg?ﬁrﬁ?sﬁ PR LpgRintticahsmBbrerdautation

scheme: FIGH» igrasniomd masisicattrordyetam seichrdnigbrs arasrédenbinengiongFIG. 5 is a
diagram of aamatpiontngl floswaocosding to thiepresenteiatiention; FIG. 6 is a diagram illustrating a
communication performed by using an alternating magnetic field of very low frequency according to

the present’iméenti@etic induction and receiver module in said RF SIM card may also be
connected with the first RF transceiver module therein, which has a signal processing
function. Said transceiver module can detect and extract the signal output from the
magnetic induction and transceiver module and fransmit the signal to the first
microcontroller.

The mobile communication terminal having the RF SIM card in said system may also
be a mobile communication terminal which has a short-range RF communication
functionality, that is, said first RF fransceiver module can be built in the mobile
communication teyminal to realize the short-range communication with said RF card
reader.

The magnetic induction and receiver module in said RF SIM card may be a solenoid
coil. a Hall device, or a magnetic induction switch.

The first RF transceiver module in said RF SIM card and the second RF transceiver
module in said RF card reader can work in the super high frequency (SHF) band, very
high frequency (VHE) band, or ultra high frequency (UHF) band.

No matter non-alternating magnetic modulation technology or alternating magnetic
modulation technology is used, since two communication channels (that is, magnetic
field and radic frequency) are used to perform range control and identity
authentication, the problems of range control in the shori-range transactions between
the R apparatus (particularly RF cards built in a device, such as RF SIM card) and
the RF card reader and identity authentication are betterly solved, as compared with
the prior art.



Detailed Description of the Preferred Embodiments As shown in FIG. 1, an RF SIM card 100 is
provided, comprising a SIM card main body 105, a first RF transceiver module 101, a first RF antenna
102, and a first microcontroller 103, said first RE transceiver module 101 being electrically connected
to said first RE antenna 102 and said first microcontroller 103, respectively, further comprising a
magnetic indutititreandrecelepmddulke 104 psaichtriagneticindectianantisaceivemmedite 104 being
electrically canagatachtasaichiirgt microeenisaiier 10% Said W@g}lngﬂ%@ﬂga@%ﬁ&@mgf module
104 may beggalized byssingithe selenpidgoilHajkdevices 0@%6‘%‘?#&1{@9&&% “ Syuigh P the

o t%ﬁgmlﬁ% %CHﬁmgé? E%l %r]E?%a §%%%e ati? CO%%%‘&t%YW&tS n%n can gecl’![use I\t\ilﬂgpgal:.)l()j RF

t t
CS:(I)I?/IV(?;redrf gut(l:omp gsov%tgrg%tégﬁdnﬁfﬁntrgﬁs Wc?ufé 4B dY REUKReARd 962, and a

second miefBEaHiFSIEF'S08 Jess dsseBhbl R ﬂl‘Hﬁ’éfEé‘ii}%‘i‘WﬁPé@é?ﬁ B@ﬁ@%l@%@&éﬂv%&ﬁnected to
said second"REMan®nia 202-aHersainsessmeticroeotittotier Jofrasiertivelyfuniceticomprising a
magnetic tragtimidsion risodulei204fdigereratiagkan indluetiop mbgnetiofieidsssaid magretic
transmissioncmoduie:20mbeiad diectkicalyyshonestediioisaid setordymierecantalies 203-Said
magnetic trangimissian modkleiR Qb sambadealizadiy UriRg-ReiManaNtPagReli@-Rene

electromagnet of-aa AR BF iseSn ﬁ&aasﬂ 2 lgwrisaquency, QQK naslulation schame, by using the
mode where; %F‘I‘SOI[?Q%I’JISJ 5%re0§$f% 1.ma d E<J§1¢\g/e%aD £er fr aet%se tf| % rt'gpres%n? 0, t ne digital signals

are sent to t %jma%netlc #ngluctlon receiver m a‘?e Convensy §ht ToHsr electrical
signals by § %E%ne c GCtion ahd'retenEt Misatid” Bﬁnaﬂg otRiEd o HER PRSI EControlier
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103 for pro S\Rite ﬂ‘?érﬂﬁlgﬁll\/i‘”dg}& OO ORRIES the RE carP HeatF 0D Gaitmagnetic
induction artrFegalvEkneBtiReIos seHselttrstrapida mayriee fientsighay@lcrapedatus

in different mobile communication terminals is guaranteed, thus facilitating effective
promotion and application of the RF apparatus, particularly the RF SIM card.

The alternating magnetic field used in the prior art is at least higher than 125 Kz,
and the penetrating effect will be very bad if the alternating magnetic field higher than
such a frequency is applied to the present invention. But actually, certain magnetic
penetration effect can be achieved by the alternating magnetic field of very low
frequency (lower than 100KHz), so the alternating magnetic field of very low
frequency may also be used to substitute the non-alternating magnetic field for
communications. To achieve better communication effect, the lower the frequency is,
the better the effect is, but the frequency could not be too low, and the communication
speed will be affected if the frequency is too low, for example, the frequency is better
not lower than 0.1 KHz. As a preferred frequency of the alternating magnetic field, it
may select the frequencies such as 80KHz, 60KHz, 50KHz, 30KHz, 20KHz, 10KHz,
SKHz, 2KHz, 1KHz, 0.5KHz, 0.3KHz etc. Wherein good communication effect can
be achieved if the frequencies of 30KHz to 1KHz, 20KHz to 1KHz, or 10KHz to
1KHz are selected.

Certainly, the technical solution of using a non-alternating magnetic field has better
effect in communication as compared with the technical solution of using alternating
magnetic field or the alternating magnetic field of low change frequencies. The
technical solution of using a non-alternating magnetic field can be easily implemented
and has stronger magnetic field penetration power and better communication effect.

The present invention is further illusirated through some specific embodiments in
combination with the drawings provided below.

Brief Descrintion of Accompanvine Drawings




from said magnetic transmission module 204. The magnetic field signal is converted and processed
into an electrical signal and then sent to the first microcontroller 103 of the RF SIM card. The first
microcontroller 103 analyzes the rule of magnetic field strength variation, and extracts the modulation
information like amplitude, thereby realizing the information transfer between the RE card reader 200
and the RE BI¥ tasc 108ic Selidiit caidcieatier200 tadsRigIRE: SiM«widi 400 uitherrealize RF
signal comnmiiggtign through the first RE transceiver module 101 and the second RE transceiver
module 201direetly, The,agt i r reller zing the rule af magnetic
field strengt?%%%{ig{%ﬁei%%ggﬁ Lgﬁog%t%%%mﬁa%o%ﬁfﬁag%%ig&ggﬂ%éy{e%g%n OOK
modulation gi}egne, that Is, the (zina%?sigfgals of ‘0" and 'I' may be determined and restored by
detecting thé exiStErtESPIAESHLURS B (et MRS e ST TBRPSALER O RIS 8 O4UANS, the RF
communicatioff Bfocess between said RI SIM card 100, which functions as a smart RF card, and said
RE card reddét 200 i<ibiiaiy 9é scitbed ctmaaks tiempecifidicgritréhfione fonthe swimalternating
magnetic indlctibnsradgerontrbh metvochofrth 61 RF coomdtivpicatienpirdhe preagitrinvention. Step 1: in
a normal stats;.thaisis, WhenthdlRE-S1M cawdhatgoesdopappreaahhsaidiRE aktkéaaddar 200, the
first RE transeeiveromeduls 14 and the disst micrerany eiend 2 ofthe REsiM card are in a dormant
state. Then, the RF SIM card 100 is in a state in which data can not be transmitted or received through

the first RE franseeiver module the whole card s in a lowest power consumption state. Step 2:
P gt * m‘" R ' the RE SIM card 100 is in the

when said RFSTVTard 100 app
magnetic field generated by the magnetic transmission module 204 of the RE card reader 100, and the
magnetic inAhictisNantt reCéive AmBaURMOSE #09 reEPrinidedr FanpréEnsds TR siagratie field signal
Al from saidPRligREfic #rdishidsiansrsivie zoYuEndthagnitic fidldasignat chiberah 0Kt modulation
signal, or canibe@sigriidrmotiait disy Rbnteolingvthermagadtid field dralasniissiordimectSiep 3: the
sensed magnetiaififie: Sighahisreenv@heddrd hracesseehiameireilio Blestpsat wignal.ARwhich
activates anginiiining saifisiREManesriven medils 10ddalternativaly. hsther fqiesfarm activation
can be deteyyned Ry pigseitn analeeticalsianalitiesholdvalieh aid ke aiiigrdoloo

processes information A2 and forms information A3, which is sent to sa card reader through the
RE_ channel orc[ned b}/ the. first RF tran?icei}{ec moduée ang the second transceivgr modglle. Step 4
said RE card'feadeFiarip e iay Al dineyscie ditfoRndtisheas Bntsing i¥'8etermined
that this corftitcatIh ﬂé)E}HifiﬁYé?Fb9rtH@$?Ett?a%df€§ﬁérSh‘§'é4ﬁ Hutheot il gnldetdistiesthat its range
can not be RIdi&tEE t6 atleRgrarsisice based dn tteonsagnetidtieldabilinlitcati Gedétefined that this
transaction ¢orvigtitimatatransaction satisfying the range requirement. If the transaction is not
legitimate, this connection is directly broken.

As shown in FIG. 2, an RF card reader 200 is provided and can be used with said RF

SIM card 100, comprising a second RF transceiver module 201. a second RF antenna

202, and a second microcontroller 203, said second RF transceiver module 201 being

electrically connected to said second RF antenna 202 and said second microcontroller

203, respectively, further comprising a magnetic transmission module 204 for

generating an induction magnetic field, said magnetic transmission module 204 being

electrically connected to said second microcontrolier 203.

Said magnetic transmission module 204 can be realized by using a permanent magnet,
a DC electromagnet or equivalent devices. Through a low-frequency OOK
modulation scheme, by using the mode where a stronger field represents 1 and a
weaker or absent field represents 0, the digital signals are sent to the magnetic
induction and receiver module 104, and are converted into digital electrical signals by
the magnetic induction and receiver module 104 and provided to the first
microcontrolier 103 for processing.

When the RF SIM card 100 approaches the RF card reader 200, said magnetic
induction and receiver module 104 senses the adapted magnetic field signal generated
from said magnetic transmission module 204. The magnetic field signal is converted
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Step 5: when it is determined that this transaction is a legitimate transaction that satisfies the range
requirement, the RF transaction data is exchanged and processed between the first RE transceiver
module 101 of the RE SIM card 100 and the second transceiver module 201 of the RE card reader
200 (through their respective first and second RE antennae 102, 202). Step 6: the first and second
microcontroledspt0&:s2a8Bifinisin plecessinganhthadrdrsactionodatadsthiscesbodiment pthefthreshold
value for saitidilsF RN ansdeives m@duﬁ@:ﬂ&brﬁ%m&ramtydi@ﬂﬁ)é¢hﬁeelﬂféfrﬁahﬁgﬂéi&%‘i’@rted
through the gnagpeticingistions aditstable. Theislscticalsignal &Ptmet%@ﬁ*aﬁﬁéhﬁ{% ue, which
may be avqléagﬁe@'rrre O RiFHTEN! e@rr%%%%@d%%%% ;%69” ;\% s %\/P a digital
Hté

circuit. For exam es ahin 0 in a di lcw uit as the
activation thresfih]%&? vai;litﬂheeﬁlnecfiiror the%R%agard a?’reﬁd/ge?ig S the binary
code "1001 F2B* G b‘ﬁ’tﬁler?ﬁﬁgn ]ﬁc%{‘i st sRsatI g s tHE Rets| I\Wﬁaﬁ‘rﬁc%@) ddtects and
demodulateSREFSYFHATOA 29 bei*atibitwo can start to be connected and enter the subsequent
communication process. The first RE transceiver module 101 in said RE SIM card 100 and the second

RE transceiVér modaler2@bihfsait RE wandhceatdell 2000 amuvariaintitersitpef highfegaency (SHE)
band, very kigifrequenasofy b dandiop ulirnighifies areynikiidh)handmfine geviggs psuch as the
solenoid coilpHalbale e 25Bagnekisnduction Srrrécf&rréﬁﬁ B)géﬁbd spagpelicinguction gud receiver
module 104&&%@%@%@%&% Cla%%e&e% tom n%y neens ;gne nett anﬁm(r]ssmn module

204 all belong to common techni wher e Ha devrce Isa 5ll%lnsensor or controller

manufactur IT on the I? %gﬁect The process for converting the electromagnetic R’%nal may be
performed H?‘rrt grﬁ?&ﬁnté?t uétiBPard FScBR/ SOTBRIISAERA. BrIsrsy & pErbiREdRithin the first
microcontrol€ 1673 af ) i elist %@E?fé?rﬁeﬂfﬂfﬁoﬁﬁrﬂ@@K@@nﬁédb&hm@cﬁéﬁ% 38QHe simplest

processing FasdE; th?étﬁliéi’%etb@hary‘é‘mgﬁﬁb@fﬁbmmohﬁhmbé)dduernﬂnediamdtmmmmdetectrng
the existencedicthemagretictieldedthedprddesk nayralsmietperfome prbye & timermegdulation scheme,
that is, performing decoding by identifying the magnetic field time transmitted by the magnetic

transmissioREOEUIR. QL ExaMRIe: MagreticHisldiRignalsihal satisty %’e&%‘ﬂ'ﬁ‘ﬁﬁ’r‘ég&?%cﬁre
continuously, feceiyeeh it %G‘%}fé‘ﬂ&‘ﬂ?{? F[%&w%“%&ﬂﬁ%”%‘? Jiedd s %’r‘% IS that Sa“asr e
requirement and are ‘1"85‘@19{’ r%cl%l\ée 1 Tor 20ins calr']grep se&lﬁ%%@z@eﬂa ionial
technlques ancPrt nnéecess ive more Yetails gie it stiting
low-frequenty bﬁi;{{% ?ﬁ% t| ef| PSS ASEHYEY JRIRYEB O HisHURigFrastarse. As shown
in FIG. 6, tH8% E Ieaiery PdeHBRdRE WAV IO WONEs GePEEIgAAISRerator, a coil antenna, and a
switch. When the switch is turned off, the low-frequency signal generates a low-frequency alternating
magnetic fielttpa thercoitalVRénIid sarifcH)is dppnedtloss, thd Rivdietvedey 20@raating figld is
eliminated, ddve RI® &V chschisgoraiddadivitha magpeticindustion eail andsomagietic sduction
sensor. Wh@ﬂtﬂ%@@lt@aﬂ%&r@@%%@&ﬁl@ﬁ%@%éhﬁdﬁﬁ%ﬁ%‘M%m&&h%‘@dﬁ‘%ﬁﬂ%g“e“c

o eageaneta s allstetingsianal And v '}%1 Sﬁrg; MARRGIRI 08k not exist
they output a I ez\ﬁl %ﬁ)él%\{\g a qulréence ?can Qrm. a it of 0 or 0" 1o %} off the switch,
the magnetic |e tad or turne aﬁa%g %ﬁ%ﬁ’h%% |ﬂ]dﬁz(’:lfr i &ensor can

sequentially ' SUH T gt?@%éhﬁ?é%ﬁ%%%l égﬁﬁ%ﬁsﬁhgmﬁormmlon bits of "1" and "0"
can be demodulated through the filter and OOK demodulation circuit, thereby realizing information
modulation H&H traribmpssien W%@véﬂﬁeﬁﬁmﬁed%r@qur@mheebemmidimenwoﬁﬂrne present
invention, afdctaseheigbel usdital timitthetinventiontAay saidehdnidhtsarequivalens deplacement,
improvementlanthsedprthihaharemadeonithir thespirtand.pringiplaigtdhepraseatinvestion should
fall within thecpratactionareneabineRIESEMHIVRMIOMV card 100 processes information A2

and forms information A3, which is sent to said RF card reader through the RF

channel formed by the first RF transceiver module and the second transceiver module.

Step 4: said RF card reader compares and authenticates the received information A3,
and 1f it is determined that this communication is initiated by the RF card reader itself,
due to the characteristic that its range can not be radiated to a long distance based on
the magnetic field ability, it can be determined that this transaction is a legitimate
transaction satisfying the range requirement. If the transaction is not legitimate, this
connection is directly broken.



What is claimed is: 1. A radio frequency (RE) apparatus, characterized in comprising at least one RE
transceiver module, at least one RE antenna, at least one magnetic induction and receiver module
which is capable of sensing a magnetic field and detecting change information of the magnetic field,
and at least one microcontroller; said RE transceiver modules are electrically connected to at least one
RE antenna and at least one microcontroller respectively, said microcontroller is for processing the
transceived Répirsformhation; isadd:sragnetichind udtion.and receiver agditgis elasiiaally gennected to at
least one migkagratialerRt-sid aricrocaRtRtteris danRocassRG.Change Infarmation gf the
magnetic fielghy 2.1 . Ri@RPaTAMEARSaRding o Glaim L charagigrized ndhal.said magpetic
induction ar}?aﬁ%&‘é’%ﬁaﬂ? ull('ilgeiélaf_ en lld g@grlcll, a %d%l]g?g;&@ é)ﬁlt_g %r%%g.nreﬂgc égtgyc%&éygv(htch. 3. The

13
RE apparatus accardin to IaL%gﬁ] § aracterize ansceiver modu antenna,
microcontrofiler; an maa%%}ﬁ? i c?t "and receiver module are integrated within one card body. 4.

The RE apparatus according to any one of Claims 1-3, characterized in that the induction range of said
magnetic inéitfdticn Akl feekived modae wisepsombinlarprddet rabydinsim heoRBsapparatlis according
to any one dfa@aimsnldaiacharacterized in that when said magnetic induction and receiver module
does not sense the magnetic field, said RE transceiver module and microcontroller are in a dormant

state; when;saigdyeagnetiddustion-and recaiverspoduleserseshe dagneslicdield theisgnsed
magnetic ficleliaoa) i coRverted e An SR cayslona. ANt o ot KIReRlvahaeble A

microcontro ng}@tri%%ctlvated. 6. The RE apparatus according to Claim 5] characterized in that a
threshold value or threshold value range is preset in said magnetic induction and receiver module,
when the caonverted electrical signal meets the threshold value or the threshold value range, said RE

transceiver MSdHREBiISE MIBPSESRtRONE? arthirhridetrlbmariide maY sivareliacy. Al RE apparatus
according t&\CI&in @l ehdrdstenatag ipitpiat.the thhizhplseqansoretiresholdigilie iange preset in said
magnetic indtatiphe aldheBéiveMmedldismdiusiabley & dee RE dfpadratusiadedrdingitaany one of
Claims 1-3,thbakantetizehindnatisaith Ehappatatusis dicestly inte grated oriaanintegratad circuit (IC)
card, an SD#sheaies @R BRaeptddan: MGicardgainather hoard 6f 89, RRAAINS. QAR aRparatus
shell. the RF SIM card 100 detects and demodulates the signal “10011101.” the two can

start to be connected and enter the subsequent communication process.

The first RF transceiver module 101 in said RF SIM card 100 and the second RF
transceiver module 201 in said RF card reader 200 can work in the super high
frequency (SHF) band, very high frequency (VHF) band, or ultra high frequency
(UHF) band.

The devices, such as the solenoid coil, Hall device, or magnetic induction switch used
by said magnetic induction and receiver module 104, and the permanent magnet, DC
electromagnet used by said magnet transmission module 204 all belong to common
techniques, wherein the Hall device is a magnetic field sensor or controller
manufactured based on the Hall effect.

The process for converting the electromagnetic signal may be performed within the
magnetic induction and receiver module 104, or may be performed within the first
microcontroiler 103, and may also be performed through OOK demodulation scheme
as the simplest processing mode, that is, the binary signals ‘0" and ‘1’ may be
determined and restored by detecting the existence of the magnetic field. The process
may also be performed by a time-modulation scheme, that is, performing decoding by
identifying the magnetic field time transmitted by the magnetic transmission module,
for example, magnetic ficld signals that satisfy the requirement and are continuously
received for 10ms can represent ‘1°, and magnetic field signals that satisfy the
requirement and are continuously received for 20ms can represent ‘0. These are
traditional techniques, and it is unnecessary to give more details.
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9. The RE apparatus according to Claim 8, characterized in that said 1C card is a SIM card. 10. The
RF apparatus according to Claim 8, characterized in that said RE apparatus may directly use the IC
card, SDIO card, SD card, MMC card, or CPU on the mother board as its microcontroller. 11. The RE
apparatus according to any one of Claims 1-3, characterized in that said RE apparatus may be
disposed in a mobile apparatus or a fixed apparatus. 12. The RE apparatus according to Claim 11,
characterizetl{n that saidimekile:appaaiusfRMAFSB LRI, PIARSA REsAALdigitRl assistant
(PDA), or a lapiaR:sRIMIHE a8l saibixed ARRARNSEAMPHSERANLIFING] OMRULT . ayindustrial

control compéét&rl,_g | the of @1%%%\?%@9&“‘43?%@%%1% c%g?%scclc%ntr termln&f{lEi S13 An RE' card
The:

reader, charﬁ%terl%g In cgmprisin tleasto E transceiver modu 3?%1}%%5@0% I‘-ylgczla}htenna, and
at least one microcontrofier: Said’ ﬂg?cipﬁé |\§]8}V".gﬂﬂﬁ%rg%éﬂﬁi’@ﬁ@%ﬁr‘f@@f@cﬁef’dl%ﬁ%ast one RE
antenna and ST TERSETBAMERSCOREDIET réBpethtiely Vi sl rmitiEBortrolERes fottprdbessing the
transceived [RE-frorsistiop strtiaccOpp isipirinredt She RBdHlicwdnimissiofedodile: for
generating arciissmiding @n inductidn Mmaggetic dieldiussidimageeticihasmissigitemadngde is
electrically connettedittdatieast thnermioroeohifatigsransisaid magnetie:transmissionsmgsule is
capable of transimiitingarnaaanalic.fielhhasatenHbaBsHeiominiannation fiem the migrocontroller.
14. The RE gaid iagder areaedingriorfslaim 13 alapeisriand:nhat e pagngtic ield frapsmitted by
e AR B OB Bl AN e deiC e ol D SR S
according to, Claim 13, characterized'in tf‘nra fhe mag%ttlc fieloftransmitted by Said magri&tic
transmissiop modtle is an aftéiatiiyg haghefid fidid brve %’\ﬂ/\fﬂ@l‘ﬁ@ﬁ’éﬂ}’.gﬁg}ﬁ@ | Ei¥d reader
according to°Taifi1BERASaEEFi BRTRINANSEIG Sherhating rHagrB e s Ay daveliieisly of 100 KHz
to 0.1 KHz. ther fiftee 40 EXbrrdsasidataiinaliaaelClliprehs, ichbirirgdnfedninivrarsaddlatternating
magnetic figledHzansnfregjoency of 30 KHz to 1 KHz.

The above mentioned are only preferred embodiments of the present invention, and
can not be used to limit the invention. Any amendments, equivalent replacement,
improvement and so forth that are made within the spirit and principle of the present
invention should fall within the protection scope of the present invention.
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18. The RE card reader according to Claim 15, characterized in that said alternating magnetic field has
a frequency of 50 KHz, 30 KHz, 20 KHz, 10 KHz, 5 KHz, 2 KHz, or 1 KHz. 19. The RE card reader
according to any one of Claims 13 to 18, characterized in that said magnetic transmission module
transmits an amplitude-variable magnetic field based on the instruction information from the
microcontrolérat 20¢TiimecRB:card reader according to any one of Claims 13 to 18, characterized in that
the magnetic field transmitted by said magnetic transmission module is a magnetic field having no or
little variation of maanetiaisisbution. .gdarkhe, Rissardhoadenacaardise d0.any0ne,Rf Rlaims 13 to
18, characterized.indhai dhe iransipissionsange. o said magnsticrapsmission Modulg ig,5et within a
preset range.. a¢.,T 6 Ri.CalfJeader assording.fo any gne ol Claims Lo 18, chaiadierized In that
said magnetl%tran missian gno ule Mo ulf s the m%trr:(ll&ldqn information to t etfrﬁ]sml d magnetic
field. 23. THE BEEGHY RhdeF SLEsiiHg 18 a2 2bHSPSEORs e M HISPERIEMOttithtidh mode is an
on-off keyinGAEERENTE BICLHATAFR SLRAGIIN S CRBRTSLCS A0 Ahlrast SaeURe’ COIAGBALIHBH SStem,
characteriz&@Gn it aeiaEgdeam EonspHERS theeRE mpparanisdietordingbto argeewénaf diaims 1 to 12,
the RE cardi@aderatcbiding fiomnyone ©f Claimsd8:ta:28;aamgeacdntralds perfooddd through a
magnetic fieldcidesifitycauthernticasian isapesiormes sboaught @, magnetic fieJehand @i iirgguency, and

information geununicationdsreriasmeaddhipugh dadie fieguency between the RE apparatus and the
RE card reader. 25. An RE secure communication method, characterized in that: at least one

magnetic ingvuqtfj%n }%{r}d r %%5\{8%%50%9'1 v(yhgghﬁggap?bi%j ﬁ@sgggi?%g a m&l%eticdﬁeld %ngcdetecting

change information of t ma%n S.provi 0 r ?us; At [8ast one renégnetic
transmissioﬁqrgr%aﬁ?e for getiersingata ?régs?nﬁ?%acé ﬁ%‘ucﬁo?gﬁggﬁ‘é’ﬁ&figfd 4s'B&YidEd on the RE
card reader{%?ﬁé’tﬁﬁ&%bmprising the following steps

3. The RF apparatus according to Claim 1, characterized in that said RF transceiver
module, RF antenna, microcontrolier, and magnetic induction and receiver module are
integrated within one card body.

4. The RF apparatus according to any one of Claims 1-3, characterized in that the
induction range of said magnetic induction and receiver module is set within a preset
range.

5. The RF apparatus according to any one of Claims 1-3, characterized in that when
said magnetic induction and receiver module does not sense the magnetic field, said
RF transceiver module and microcontroller are in a dormant state; when said magnetic
induction and receiver module senses the magnetic field, the sensed magnetic field
signal is converted to an electrical signal, and said RF transceiver module and
microcontroller are activated.

6. The RF apparatus according to Claim 3, characterized in that a threshold value or
threshold value range is preset in said magnetic induction and receiver module, when
the converted electrical signal meets the threshold value or the threshold value range,
said RF transceiver module and microcontroller are activated, otherwise not activated.

7. The R apparatus according to Claim 6, characterized in that the threshold value or
threshold value range preset in said magnetic induction and receiver module is
adjustable.

8. The RF apparatus according to any one of Claims 1-3, characterized in that said RF

apparatus is directly integrated onto an integrated circuit (IC) card, an SDIO card, an
SD card. an MMC card, a mother board of an apparatus, or an apparatus shell.

17



step a: the magnetic transmission module on the RE card reader modulates the preset instruction
information into the magnetic field signal, and sends out said magnetic field signal; step b: when the
magnetic induction and receiver module on the RE apparatus received the magnetic field signal
transmitted by the magnetic transmission module, the instruction information therein is demodulated;
step c: the RETappaFatnpasendscarrdspondiigi R B, infaracatiaredoithib R Eakhid readler si0ugh an RE
channel basgddon the instruction information obtained by demodulation; step d: the RE card reader
performs identity authentication based on the RE information received by the RE channel; step e: if
the identity ayheliratonirMeUiedoiglpimatan communieationdt pefiarad lroyan adio frequency
between theszsE(ﬁiargﬂre%qdee{h% %tcaehﬁg. aratus, E:aeé‘“ﬁ{%ﬁ/j@% o&Be{r)at%s P}ﬁ% med. 26. The RE
secure communication method according to Ciaim 25- tharacterizad i that th MagHEIE Feld
transmitted @%&%ﬁf RS Rer ission module is a non-alternating magnetic field. 27. The RE
secure communication method according to Claim 25, characterized in that the magnetic field
transmitted by ddidl Riagnetievanspeixsichimealenis ein(ditermatitg chagnetizfiélo chaesyitow
frequency. R8.apherRisecyrécdnpoumicationabithogacnordingfie:dlampm2iycharacterized in that said
alternating magnetic field has a frequency of 100 KHz to 0.1 KHz.

12. The RF apparatus according to Claim 11, characterized in that said mobile

apparatus comprises a cellular phone, a personal digital assistant (PDA), or a laptop

computer; and said fixed apparatus comprises a personal computer, an industrial

control computer, an automatic teller machine (ATM), or an access control terminal.

153. An RE card reader, characterized in comprising at least one RF transceiver module,
at least one RF antenna, and at least one microcontroller; said RF transceiver modules
are electrically connected to at least one RF antenna and at least one microcontroller,
respectively, and said microcontroller is for processing the transceived RT
mformation; further comprising at least one magnetic transmission module for
generating and transmitting an induction magnetic field, said magnetic transmission
module is electrically conmected to at least one microcontroller, and said magnetic
transmission module is capable of transmitting a magnetic ficld based on the
instruction information from the microcontroller.

14. The RF card reader according to Claim 13, characterized in that the magnetic field
transmitted by said magnetic transmission module is a non-alternating magnetic field.

15. The RF card reader according to Claim 13, characterized in that the magnetic field
transmifted by said magnetic transmission module is an alternating magnetic field of
very low frequency.

16. The RF card reader according to Claim 13, characterized in that said alternating
magnetic field has a frequency of 100 KHz to 0.1 KHz,

17. The RF card reader according to Claim 15, characterized in that said alternating
magnetic field has a frequency of 30 KHz to | KHz.

18. The RF card reader according to Claim 15, characterized in that said alternating
magnetic field has a frequency of 50 KHz, 30 KHz, 20 KHz, 10 KHz, 5 KHz, 2 KHz,
or | KHz.

19. The RF card reader according to any one of Claims 13 to 18, characterized in that
said magnetic transmission module transmits an amplitude-variable magnetic field
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29. The RE secure communication method according to Claim 27, characterized in that said
alternating magnetic field has a frequency of 30 KHz to 1 KHz. 30. The RE secure communication
method according to Claim 27, characterized in that said alternating magnetic field has a frequency of
50 KHz, 30 KHz, 20 KHz, 10 KHz, 5 KHz, 2 KHz, or 1 KHz. 31. The RE secure communication
method accordinigotothnynemecahClatimenabdn 80ncharadteszedisiidiat said magnetic transmission
module transmits an amplitude-variable magnetic field based on the preset instruction information. 32.
ihe RE sectipe PRETIUAIRAHONIPSEOMRLRIANIIRAMAART RIS 2hdn.ddrobamdighzed In that
the magnetie,fild ransmite b said magnetic bansmission,odue, 5,8, adnelc eld aving no or
little varlatlop V%%gtlc |§tﬁ[ ution. .33 The RE eﬁc(ure communication met o_d actording to any
one of Claints 25 15 48, thar A tEZ7EH T i He YREadIEUNHB e in said step a is an on-o keying

scheme or a time-modulation scheme. 34. The RF secure communication method according to any
one of Clairdd 25680 cenbieiterpeainitg msaibesttp thithe REcappartessendd thehiristruction
information Bistainesihsstemoazdationid thegREicardreadendinectlythiough witlRE chaseel; in said
step e, if thedngtruction information from the RE apparatus received by the RE card reader from the
RE channel is the same as the preset instruction information, the

22. The RF card reader according to any one of Claims 13 to 18, characterized in that

said magnetic transmission module modulates the instruction information to the

transmitted magnetic field.

23. The RF card reader according to Claim 22, characterized in that said modulation
mode is an on-off keying scheme or a time-modulation scheme.

24. An RF secure communication system, characterized in that said system comprises
the RF apparatus according to any one of Claims 1 to 12, the RF card reader
according to any one of Claims 13 to 23; range control is performed through a
magnetic field, identity authentication is performed through a magnetic field and radio
frequency, and information communication is performed through radio frequency
between the RF apparatus and the RF card reader.

25. An RF secure communication method, characterized in that: at least one magnetic
induction and receiver module which is capable of sensing a magnetic field and
detecting change information of the magnetic field is provided on the RF apparatus; at
least one magnetic transmission module for generating and transmitting an induction
magnetic field is provided on the RF card reader, the method comprising the
following steps:

step a: the magnetic transmission module on the RF card reader modulates the preset
instruction information into the magnetic field signal, and sends out said magnetic
field signal;

step b: when the magnetic induction and receiver module on the RF apparatus
received the magnetic field signal transmitted by the magnetic transmission module,
the mstruciion information therein is demodulated;

step c¢: the RF apparatus sends corresponding RF information to the RF card reader
through an RIF channel based on the instruction information obtained by
demodulation;

step d: the RF card reader performs identity authentication based on the RF
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identity authentication is verified, otherwise the identity authentication is not verified. 35. The RE
secure communication method according to any one of Claims 25 to 30, characterized in that the
transmission range of said magnetic transmission module is set within a preset range. 36. The RE
secure communication method according to any one of Claims 25 to 30, characterized in that the
sensing rangecofsaichmaghnetichinducRdnchmeheéceiver module is set within a preset range. 37. The
RE secure communication method according to any one of Claims 25 to 30, characterized in that when
said magnetiginducop,andideeeivanmanidaidaes not.sense the madnsticfisld.obgimadules on said
RE appf"“a_tgé ?Jﬁﬂ@daﬁ%ggﬁ%(ﬁ@i%@ﬁ%‘%&};%%&&%%SE&J g@%&?&'@é&@ﬁﬁaﬁeﬁ%%'k’f‘# %ﬂ%gr” g senses the
magnetic field, the sense a netic frel sgcga Is converted to an electrical signal, nd other modules
on the RE aopp%“’r‘g%a%’ S‘Peoggfﬁ’/&%& p.?gr & RE secure communication method according to Claim 37,
characterized in that a threshold value or threshold value range is preset in said magnetic induction

and receivetmddigld v Frsiih € BB eleBtidars RgaardHiets thbimrashelpvativasictie threshold
value rangethethremodahes onitid REnappaedtusyareidctivagediotierwisesiot activateds 39. The RE
secure commuritationimetiedatccheding to Claim 38, characterized in that said the threshold value or
threshold value range preset in said magnetic induction and receiver module is adjustable.

27. The RF secure communication method according to Claim 23, characterized in

that the magnetic field transmitted by said magnetic transmission module is an

alternating magnetic field of very low frequency.

28. The RF secure communication method according to Claim 27, characterized in
that said alternating magnetic field has a frequency of 100 KHz to 0.1 KHz.

29. The RF secure communication method according to Claim 27, characterized in
that said alternating magnetic field has a frequency of 30 KHz to 1 KHz.

30. The RF secure communication method according to Claim 27, characterized in
that said alternating magnetic field has a frequency of 50 KHz, 30 KHz, 20 KHz, 10
KHz, 5 KHz, 2 KHz, or | KHz.

31. The RF secure communication method according to any one of Claims 25 to 30,
characterized in that sald magnetic (ransmission module transmits an
amplitude-variable magnetic field based on the preset instruction information.

32. The RY secure communication method according to any one of Claims 25 to 30,
characterized in that the magnetic field transmitted by said magnetic transmission
module 1s a magnetic field having no or little variation of magnetic distribution.

33. The RF secure communication method according to any one of Claims 25 to 30,
characterized in that the modulation mode in said step a is an on-off keying scheme or
a time-modulation scheme.

34. The RF secure communication method according to any one of Claims 25 to 30,
characterized in that,

in said step c¢, the RF apparatus sends the instruction information obtained by
demodulation to the RF card reader directly through an RF channel;

in said step e, if the instruction information from the RF apparatus received by the RF
card reader from the RF channel is the same as the preset instruction information, the
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identity authentication is verified. otherwise the identity authentication is not verified.

35. The RF secure communication method according to any one of Claims 25 1o 30,
characterized in that the transmission range of said magnetic fransmission module is
set within a preset range.

36. The RF secure communication method according to any one of Claims 25 to 30,
characterized in that the sensing range of said magnetic induction and receiver module
is set within a preset range.

37. The RI secure communication method according to any one of Claims 25 to 30,
characterized in that when said magnetic induction and receiver module does not
sense the magnetic field, other modules on said RF apparatus are in a dormant state;
when said magnetic induction and receiver module senses the magnetic field, the
sensed magnetic field signal is converted to an electrical signal, and other modules on
the RF apparatus are activated.

38. The RF secure communication method according to Claim 37, characterized in
that a threshold value or threshold value range is preset in said magnetic induction and
recetver module, when the converted electrical signal meets the threshold value or the
threshold value range, other modules on the RF apparatus are activated, otherwise not
activated.

39. The RF secure communication method according to Claim 38, characterized in

that said the threshold value or threshold value range preset in said magnetic
induction and receiver module is adjustable.
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