.1 Transaction Processing System and Method BACKGROUND wow] The present invention relates to
a transaction processing system and method. 5In particular the present invention relates to a system
and method that enables transactions between a customer (user) and a merchant in a secure and
reliable method without the user having to present a payment card, a cheque or cash to a merchant.
[0002] There is a need to provide secure methods of conducting cash-free 10transactions between
customers and merchants. Currently, the typical method of conducting cash free transactions between
customers and merchants is through the use of payment cards such as credit, debit, pre-payment
cards or the like. Such cards havér@ireartioprRreseerinsLeysiemangMethasthod of conducting such
transactions. However, despite advancements in security of the use of payment cards, for example
15through the use of chip and PIN cards, fraudulent use of such cards is still a significant issue. [0003]
There is therefg Ssigg N more secure way of enabling transactions between customers and
merchants.  [0004] The present invention seeks to provide a technological solution to such

20problems. SUNMARREBIRSSPhGYEBISBf BRiaR R RGN aRstipBrpregarsing syatrme Jodowthedin
embodimeft, alstperieRystepelBriamprsensidlags teessyetymianinenabissahwsisgniry) information

including, for a st mehls, sommunicalons deyics Ieumaton-nslidiog movile,compunications
device identification information, and payment account msformaﬁon and Ueer verri'fcljca 10n information
associated withMBERoMIBOLS HEUSREARYMS de vicesaié atTRATIONt ipdtinfetitrustor agehsisstem

processing meafsr&aihbe configured: to receive from a transaction system a first transaction
30authorisation re%ﬁje%messa e igﬂudin%.t ansaction ngnt information, m%vt\)}jle communications
device identificllion intOfalich sid usBF VAT FESHIT (s} ??S%Ctté'?ﬁwfﬁé Vhether the received
user verifidhtiorranferntiatie belreeppnistizmerstanddmesehamsificativenthiciimdyipinaionttiecdhobile _
communicationgfguiamifesiiinddirirg 4EABR Bt RONRANGR tRURSH HRkVB SRl iReeived user

verification information . ) ,
use of payment cards such as credit, debit, pre-payment cards or the like. Such cards

have taken over from cheques as the usual method of conducting such transactions.
However, despite advancements in security of the use of payment cards, for example
15  through the use of chip and PIN cards, fraudulent use of such cards is still a
significant issue.
[0003] There is therefore a need for a more secure way of enabling transactions
between customers and merchants.
[0004] The present invention seeks to provide a technological solution to such
20  problems.

SUMMARY
[0005] Aspects of the invention are defined in the claims.
[0006] In an embodiment, a storage system can comprise storage securely storing
25 user (customer) information including, for a user, mobile communications device
information, including mobile communications device identification information, and
payment account information and user verification information associated with the
mobile communications device identification information. Storage system processing
means can be configured: to receive from a transaction system a first transaction
30 authorisation request message including transaction amount information, mobile
communications device identification information and user verification information; to
determine whether the received user verification information corresponds to stored
user verification information for the mobile communications device identified in the

transaction authorisation request and, where the received user verification information



2 corresponds to the stored user verification information; to retrieve from the storage the payment
account information associated with the mobile communications device identification information; to
transmit to an authorisation system a second authorisation request message that includes the
transaction amount information and 5the payment account information; and on receipt from the
authorisation system of a first authorisation response message in response to the second
authorisation message to cause a second authorisation response message to be transmitted to the
transaction system without identifying the payment account information. 10007] In an embodiment, a
transaction systemeeporRRMptisediasdaciovayfiiation Disonatein gomefesconfigheestaage tegpt from

a merchant systain, ol 2aJ0dAk RCRRGAN ALoLR M R RSk sARERANTIIAIARsaction

amount informaﬁlaa’n and

€ communications dévice | tification information, to obtain mobile

communicationisiertifieatiqodetasmatienidt diesrsd descputiterisrtirioBiied @ sRAMRAtions device
identification inmfmailig%%mwrgaﬁ@ém&éagmiIﬁcmﬂfeqrag@é@m%vmﬁdfmmﬁ@riﬂcation
request message including transaction amount information request for user verificafion
informatiorﬁ an%ﬁ‘ﬁ@@ﬁ%i@%? ?8&&%&[’%%&%%%‘%8%ﬁ%"%b%afg?ﬂfws%o“ Eot'j’]g'\?lt(':%nosfygﬁ ?r@n%fction
verification respissismuthessatysn ussrorerfinatsagaiomestmsetotimsasiond thirsisaiensystem the first

transaction authqrisajian fegues LRessAgS ARG {REBRSA R 20 BtHRIRMEK @ e mobile

communications device identification information and the user verification information. 10008] In an
embodiment, aFRBRAGHAR SyStem WithPLbidentEyingdan L RMA AR SIAEP RS tification information
for a purchase {sargagticm enssstiniening titamshotiohity steri candentifidsd tra nstatioatigsteentifying a
user's molP(iJI

means operable to fran he 't . _ ( _ _ o
message includisgsadiemasirisation seaHestonarsnss svdbiiansseiint FeLiphi tpshaton L

e COMealons. 820RNGR J9TIE BUISHASS JARAFUIANL eI bl SYpigm processing

It, to the transaction system, the initial transaction authorisation request

identification infsaaibere B SNRREEHHs HevERdrinsassiomeysamnoidhptapcarmiruthorisation
response message to issye a r cei(pt for comH]Jetin _tme BQggg?Qg%?tﬁr %S%Ctri)ﬂg for the user. [0009] In
an embodiment 5@&% O SENE %%Cneﬁsé'cooﬁ?ﬂgu[?edatso CBRRTUMICate with-an application on a

mobile commuricaniousdvredevide idgptiicatientifforfatitne tmtbherab tariigiaelitshs device hardware

and an ingtance.ohIE-RARAIFANIRNIEE 9eRRRIRis IRk TRALER cTmesisgiongmdce identifier for

the instance of the 35application on that mobile communi(%atlons de\(}_ce from %he identifierg ifr%)r the

instance
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transaction amount information and a request for user veritication information, an
response to receipt, from the mobile communications device of a transaction
verification response message user verification information, to transmit to the storage
system the first transaction authorisation request message including the transaction
amount information, thé mobile communications device identification information and
the user verification information.

1[0008] In an embodiment, a merchant system can comprise means for inputting
product identification information for a purchase transaction, means for inputting ( 
mobile device identification information identifying a user’'s mobile communications
device for the purchase transaction, merchant system processing means operable to
transmit, to the transaction system, the initial transaction authorisation request
message including the transaction amount information and mobile communications
device identification information, and on receipt, from the transaction system, of the
second authorisation response message io issue a receipt for completing the
purchase transaction for the user.

[0009] In an embodiment, a registration server can be configured to communicate
with an application on a mobile communications device to identify an identifier for the
mobile communications device hardware and an instance of the application, to
generate a unique mobile communications device identifier for the instance of the

application on that mobile communications device from the identifiers for the instance

J



3 of the application and for the mobile communications device hardware, and to transmit the unique
mobile communications device identifier for storage by the application on the mobile communications
device. [0010) A method of operation can comprise: securely storing, on a storage of a 5storage
system, user information including, for a user, storage securely storing user information including, for a
user, mobile communications device information, inclugling mobile communications device
identification information, and payment account information and user verification information
associated with the mobile communications device identification information; receiving at the storage

system 10from® tRerARRIGIHY aRsHPR hesteaie senun HikABPIbHBH TR faEWFHR M Pincluding

transaction amgaRémmitar@ ahuciaibie commumicaiprieavicrigtntficatinoriyewpatien and user
verification informeiiiop' deteg ining.@/ the storaaqte s¥sc}em whether the received user verification
ati ile’ communication e

. . a 1C Nn,on tne mo (o] evice. . . . .
information corrggpon S tO stored User veri |ca{|on N orma%on for the mobile communications device

identified in thel 3 larfsaustbadhoiivpamrtitvrcartrapasrl, SeperRIsIOTege Ve 8 slosrgrafiaation

information; corgespgRdydRasiRtbHaghiNeTHisaliag, fosNstoRtsRIEE YR Ry IR SHerags system
from the storage pa m_ent_accountri{{ﬁformation asi%mated with the [ mmunications device

le ¢
dentification infoRHEALT ARG MFPREY ) e A Sy REAIPTE A AR R URREAJRE Beecond
authorisation revoleist coessageahan 0avatadesntifeatamsatirorationoand ipdgmeatiancandtthe payment

account informatignn, 2th AR dCRRIPL AR I SSTERJsem RS A RSaLAD System of a first

authorisation response message in response to the second authorisation message, causing a second
authorisation ré§5yREBIGTELES G isH Kertiicating nfBrinatiransseltreidha s REadstBERifying the
payment agcoudrintotimadiiod SistemParfisttoshehctjper atithodsaticonepusst stens e fncndiddy a

registration seryer, of GAMMURIGAYNG LR AN ARRIISANANAMARIE SATMIAIALR device to identify

an identifier for't%e maobile communications device hardware and an instance (i)}f&t%e application,
generating a ufiRIEBSHIRNEHERA YRIHiRYIRE HEoiRERtinenh Rt roInthR idhaeierapmeyalshlication on that

mobile commugjgatisHeaetEetdesstfiesaiastibe isRnsitoae oiréapareplicadioreandder the mobile
communications dﬁgécfe he}]r%\{vn%ﬁﬁ%r}%rt nsm'tt‘rel%the uni%gg rrrl1$o ile commiﬁé%qﬂqﬂs device identifier
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for storage by thé app AR BRRE Mo biTe Eommun Cationa qevics. ﬁﬁ)fﬁf 2mbodiment enables

transactioks to tieneseiiRicasthariasher ceavesiymdnvivsisdhe tesehvertHeen wisieati weinigrpratisded with
user payment %‘Eﬁﬂéﬁﬂoﬂ@ﬁ@the stored user verification information, retrieving by the storage
system from the storage payment account information associated with the mobile
communications device identification informaticn and fransmitting by the storage
system to an authorisation system a second authorisation request message that

20  includes the transaction amount informaticn and the payment account information,
and on receipt by the storage system from the authorisation system of a first
authorisation response message in response to the second authorisation message,
causing a second authorisation response message to be transmitted to the
transaction system without identifying the payment account information.

25  jo011] A method of operation can comprise steps performed by a registration server
of communicating with an application on a mobile communications device to identify
an identifier for the mobile communications device hardware and an instance of the
application, generating a unigue mobile communications device identifier for the
instance of the application on that mobile communications from the identifiers for the

30 instance of the application and for the mobile communications device hardware and
transmitting the unigque mobile communications device identifier for storage by the
application on the mobile communications device.

10012] An embodiment enables transactions to be conducted at a merchant system

without the merchant system being provided with user payment account details,



4 payment being effected though the interaction of a secure storage system, a merchant terminal
device and an application on a mobile communications device. BRIEF DESCRIPTION OF THE
DRAWINGS 5[0013] Embodiments are described, by way of example only, with reference to the
accompany drawings. 100141 Figure 1 is a schematic diagram giving an overview of a embodiment of
transactions system; [0015] Figure 2A is a schematic rgpresentation of an example merchant terminal
10 device (MTD) and Figure 2B is a schematic block diagram of functional components of the example
MTD; [0016] Figure 3A is a schematic representation of an example mobile communications device

(MCD) and Figgsgméniscaifgharctia Mecktingiaraitiondiensiapegiengpispiidhe axample MCD;

15[0017] Figure 4 i%a ﬁhematic re reserc]tations of a merchant gystem' 1001%] Fig re.5isa
. merchant terminal device arie an 2 g{:c:a Oy § TeRite €4 ’mumce;1 ons device. .
schematic representation of an examplé host s? em; IgUre 6 IS a schemaliC répresentation

of an example storage system; [0020] Figure 7 is a flow diagram illustrating part of a transaction flow;

[0021] Figure &5p g dipgrenRisHning g iHRISAlQArocess; 20[00221 Figure 9 is an alternative
representation of a process flow. DETAILED DESCRIPTION [0023] Figure 1 provides an overview of

an exampl® coffdtrakGHPBRITEPLI s SesE ot PiheaY: 8L EXERIEML:. IR EX&REHRS dtBEdiment can

provide simplicéycantbabylexadiiigf use as perceived by both customers (users) and merchants, while

also providing syt ANLIARALIN AL ABREEN ANRIAT IS ABYmSrL ARARIRR Sosmunication

between a mobile communications device of a'customer-and a merchant system to support
transactions bef@REFIRBLESHSMer and the merchant without a customer needing to present a

payment card tp@speFiast236d a@2Adrngivie dréisenatiienontia diaghpd pevitintiammearview of an
example ?B”ﬁ.gé’é%%%’{nﬂfragj’g{r?éeﬁjg&% E%%'?eénse{;ﬁg‘qqa% Efé‘éf%ié"?a% % s @%‘?%%‘ESHQ%- A
payment services system IN"th€ present example comprises a plurality of host oo

of the example MTD; L

[0016] Figure 3A is a schematic representation of an exampie mobile

communications device (MCD) and Figure 2B is a schematic block diagram of

functional components of the example MCD;

15 [0017] Figure 4 is a schematic representations of a merchant system;

[0018] Figure 5 is a schematic representation of an example host system;

[0019] Figure 6 is a schematic representation of an example storage system;

[0020] Figure 7 is a flow diagram illustrating part of a transaction flow;

[0021] Figure 8 is a diagram illustrating an initialisation process;

20 [0022] Figure 9 is an alternative representation of a process flow.

DETAILED DESCRIPTION
[0023] Figure 1 provides an overview of an example configuration of a system ( :
embodying the present invention. An example embodiment can provide simplicity and
25  flexibility of use as perceived by both customers (users) and merchants, while also
providing security and integrity of operation. An example embodiment enables
communication between a mobile communications device of a customer and a
merchant system to support transactions between the customer and the merchant
without a customer needing to present a payment card to a merchant.
30 o024} Figure 1.is a schematic diagram providing an overview of an example
configuration of a system for implementing an embodiment of the present invention.
A payment services system 24 in the present example comprises a plurality of host
systems (also referred to herein as transaction systems) 22, here represented as
hosts 22-1 to 22-N and one or more vault systems (also referred to herein as storage
35 systems) 10, here represented by a single vault system 10.



systems (also referred to herein as transaction systems) 22, here represented as hosts 22-1 to 22-N
and one or more vault systems (also referred to herein as storage 35systems) 10, here represented by
a single vault system 10. 5 [0025] In the example shown, the vault system 10 comprises one or more
vault processors 16 executing vault processing logic (VPL) and secure vault storage 12 that contains
encrypted information. Further storage 14 comprises s§ftware and data defining the VPL and used for
controlling the operation of the vault processor(s) 16. 5The vault processor(s) 16 is/are operable to
communicate with the host systems 22-1 - 22-N over secure channels 21 via a vault-host interface

(VHI) 18. The sé82ftke thHisnerample shaydiisemdhiyaten JBinemrpiemattRperR st via direct
point-to-point corapReBitatIBCiakE!iNg ViR BHdcERMNINbY/PEicdNS BeELRY b @it RS Uy 115tA8!

conventional pomt -to-point com ication te ue 10109%61 In the iIIu trated ex le, a vault
system mterface rﬁgfﬁ prP’c[)’ gg@egﬁre conﬁ% r?igé?%% 3%@8['5%%8 R E\pgﬁg})gocessor(s)
16 of the vault Sgfiing litea/f-endmsddicteonirsiiion te aperationivighsavaulyseessor(9)HiGh in turn is
connected py quﬁaeraw?&eés@,m@;%r@ﬁaﬁeyamfé%&coﬁﬁnmeé@mnﬁﬂwas@Ega%wa the card

scheme systems 32-1 The card scheme systems 3 N are in turn 15connected via

further secure lirfkes YhOYFERFAYBLIRRNIRS B iR aXapit-sasintesiasr MM rdPisihfmepmiRidual cards
under the card sichremaiss? 1rcam bthenpamentis] Heepvisi-ROpointl dzone&sithectin trbeintoststems 34-1 -

34-N for bank tg Banko HansiRisidRTiAkEBPI BP@ cg}gcgfg RRSUDE 1 é’ﬂ%é‘?‘&%ﬁﬁmg 100271

In the example embodiment, a host system 2 IS op to connect with the 20merchant termlnal
devices 26 of o?@&?’?ﬂ%’i’é'rﬁ%’fﬁﬁﬁfﬁ%@fs?@mﬁ%ﬂ'ﬂg’(’i‘qfié?ﬁ@”ﬂﬂﬁ%trates the host system 22-1 directly

connected(via sesadre inke Astite aiaehine nerstiasyéerminariRd qos M0 Rr)vided a Q&meln the
example embodiment re [ese ted | ure 1 theh t system ef t|ve LACHS as V|rtu | point
of sale (VPOS)%vhwlfﬁeC%rﬁgpcﬂqan é;IrrEne?r\{va et\ﬂ%é’s? gp{&/ E%Sﬂgaitlng ﬁsﬁ?n\bau dsé’wc?esi " 5by

individual merch¥gfrahpIsiRres Foehias eamoaviang hralsersiam Borfehiatlan. T renirateldimt terminal
devices 26-1 - 2Gthbeauid, t@ée@&%ﬁﬂmeb@@émeém aéﬁh@@%@rﬁemwiaﬁge@@ylmh hecard

connections to thﬁ merch nt ter. ma[g%;awc coul established a;ni é%ﬁ\zlnt -tp- omt
connections, for exan?pslés % 3 i%\n F 585 %\ EHorY 2 § Ei'ﬁ‘:té'f‘ntgfrbranetwork
local to thbSmemrmmtmwﬁhavegcwm!nmmﬂﬁiﬁme@lﬁidﬂumemm{sﬁéd viddaNnerchant terminal
system as desqe@g&@&% withs safrganaRitRATIoNEs hrifis MeTEANdRIMEAl RysisRP eigrapnected to

the host system 22-1 via a secure channel. It should be noted that, in alternative embodiments, the
host system 22 rlec%%ﬁg(a&mﬂea?é’wg%ﬁyﬁ%%ésmﬁr?’érw"tﬁ’%%8&%@5@?@% that includes

a merchant sertransfgste faranaropke éor payments not using card payment schemes.
[0027] In the example embodiment, a host system 22 is operable to connect with the

20  merchant terminal devices 26 of one or more merchant system(s) 400. Figure 1
illustrates the host system 22-1 directly connected via secure links 25 with individual
merchant terminal devices (MTDs) 26-1 - 26-N. In the example embodiment
represented in Figure 1, the host system 22-1 effectively acts as a virtual point of sale
(VPOS), with the merchant terminal devices 26-1 - 26-N acting as input devices held

25 by individual merchant employees for the capture and presentation of information.
The merchant terminal devices 26-1 - 26-N could, for example, be formed by a tablet
style computing device. The connections to the merchant terminal devices could be
established as direct point-to-point connections, for example via a secure channel
over a network (for example the Internet or a network local to the merchant).

30  Alternatively, the connections could be established via a merchant terminal system as
described later with reference to Figure 4, the merchant terminal system being
connected to the host system 22-1 via a secure channel. It should be noted that, in
alternative embodiments, the host system 22-1 could communicate via such a secure

channel with a merchant system that includes a merchant server system and one or



6 more conventional point of sale devices (cash registers), for example, connected by a merchant
server system to the host 22-1. [0028] Figure 1 also illustrates a registration server 24 that can be
operable to communicate with the mobile communications devices 28 via secure channel(s) 29 5(for
example via a mobile telephony network or via, for example, the Internet, or a combination of both).
[0029] In an example embodiment of the invention, a tgansaction can be performed between a
customer and a merchant through the use of a mobile communications device (MCD) 28, such as a
smart phone. As will be explained in the following 10description, an information exchange can take
place betweenmdrobigveatiomaipoatiaisaledea@s (tasiustisieesafu axaneptbacuriesntéabibylavice 26

of a merchant, r%@p%%dé@gr Lg%{gf%%%%“g&%%?g%iation channels 27 between the host 22-1 and the

mobile communications ice 28. 2 2A is a schematic representation of a merchant
terminal devicd (31D 0505 1ratpe Hostiaieaaapuistratieniaenaerigtifat e ke ABBIAY'2 B with a touch

pad 207, one ofdRPRamameiRth2AS tobikxasmeuricadbiRr adviaysEspia\deas e brirenips)t znd/or back
and/or sidc-%s of *he tablet) and one Ii rgolreRﬁwitchets 210 (for e%(am le nethoé ntoreestwétrcgles may be
provided o the( HorteR Y B LR 3R oF SRIEY S e S Pet%).of il Figure P89 8'Rhematic

representation edrflniraiiorabEbsthents provideo_l in such a tablet 26. The table_t 26 includes one or more
processors 20434 theaﬂrém:?)l@@ms&ﬂiH%WPGﬁtI?@M%ﬂEiGﬁ,“d%@H&’&N&‘\a&ﬁﬁ BRERADHIRE RAM)

and non-volatile memory (e.g., flash memory, ROM, etc). [0032] The memory 204 contains programs
and data for coPERRY Wﬁ%@ﬁ@%@ﬁﬂ@ maChgstdpi &156. o RMABYE DS RENIER e display

206 and a touchepiaeg mcmm,erabaasiammmdtmig.cw b enxphiitesd disihlefetbwimghe display 206
e manty bR oA G eRig SN ARL AR Higfie o ore cameras

S
c
208 can be usé%([ja to capture visually presented nformation (for example, barcodes, QR codes, etc). ..

The one or moRORMtETEALON® RYiem 5ol SetHstrarHtRI R FaSGhanb i gh RVisk#8M g on or off of. ./

the tablet, selegiiggrisivepivrmdesnthidiuses ORRAIBSHANGMAIAEIES tHhARFIECEtIDBSVRIS thEOR4] WIF
and/or Bluetoo Eﬁanég?ﬂ,‘éer%%ﬁg coonrréeciiegtit.p gn%\!(?(r: e aerials 214 can be used to enable
wireless commifiication belveen the Tabler and a base station and also between the tablet and other
devices (e.g., th¥todiigwerdfisrcsaimmats depiesspiation s aTeRprbistovRaldavieadMEPtan also

be provideg WitheaR the form of a tablet. The tablet 26 includes a display 206 with a touch pad 207,
one or more cameras 208 (for example, a camera may be provided on the froni
and/or back and/or sides of the tablet) and one or more switches 210 (for example,
one or more switches may be provided on the front and/or back and/or sides of the
tablet 26).

20 [0031] Figure 2B is a schematic representation of functional elements provided in
such a tablet 26. The tablet 26 includes one or more processors 202 and one or more
memory devices 204 that can include volatile memory (e.g., RAM) and non-volatile
memory (e.g., flash memory, ROM, etc).

[0032] The memory 204 contains programs and data for controlling the processor(s)

25 202 of the tablet 26. The tablet 26 includes the display 206 and a touch pad 207 for
merchant input and selection of information displayed on the display 206 in a manner
that is well understood to the person skilled in the art.

[0033] The one or more cameras 208 can be used to capture visually presented
information (for example, barcodes, QR codes, etc). The one or more switches 210

30 can be used to control hard functions such as switching on or off of the tablet,
selecting between modes of use, opening and/or closing applications, etc.

[0034] WIiFi and/or Bluetooth transceivers 212 connected to one or more aerials 214
can be used to enable wireless communication between the tablet and a base station
and also between the tablet and other devices (e.g., the mobile communications

35  device 28 of a customer). Optionally, the tablet can also be provided with an



7 integrated radio frequency identification (RFID) interface 220 which is connected to an RFID aerial
222. The RFID interface 220 can be used to present an RFID code to another device and/or can be
configured to read RFID codes provided on other devices and/or products to be read. 5[0035j The
tablet 26 can also include other sensors and interfaces, including, for example, Global Positioning
Satellite Logic (GPS Logic) 224 connected to a GPS agrial 226. An audio codec 228 can be connected
to an audio jack 230 for connection to an external speaker, if required. Various other sensors can be
used to enable the tablet to be sensitive to position and/or movement, including, for example, a

magnetic 10se¥§0728ed srdis ErRSvRAEYdRRiHigatiand REEhdBiafac2zAgid it epnoeslad 1sansors
236. The tabletREGDaRfg pRaveTad REMIHtomaanIptesanlaliany 4Reioamn RF EXmatpower

provided by a connector 242, the battery 240 and the, conn @242 being connected to a power
management LB b A A TR TS LA B Do) ST S SU05] Figure 34 i
a schematic regivesaanevoobrodustsitodmmeadnications device (MCD) 28. The mobile

communicaliongsiayiceetdprisie s EBIRLIBAE ¥iHEr3dAYER BRE P8 GhdRRiRECaseras 308 (for

example, a camera may be provided on the front and the back of the mobile communications device)

and one or morZ &R R TRVISRAGRAIGINE GPARIE SRS A28 BRNSTSRIPIRRRe front/back

and/or 20sides aﬁrthiem_&)bﬁe eodimmmieaﬂ@ﬁs:@heecﬁﬁjectfﬂﬁtﬁ] ﬁi@um'oa:adk_ aaﬁ:ﬁmemﬁtection
representation gf %@ﬂ@%l%ﬁéﬂﬁ&%ﬁ%‘dﬁ&& '@%@%M%QQ@Mﬁ?&b’atg%‘ﬂﬁﬁlgﬁa@e

mobile communications device 28 includes one or more processors 302 one or more memory

devices 304 thdBighthBRSRISEIRIIS RASHEM2EET RAG)SRE iRGHBtiRs Framels ronatn
memory, 26ROMneteR30036k BrarbrsqacSdéranniajansoreppanarmngyeriecisic conuplangshs
Processorts) s i MARCRAIMD AN SRulss 85 1 PR Bl BRPLP g ications
device can include a transaction application herelna{[er referre {o as a m%blle communications

device applicatﬁiﬁe(fmi‘WPM%P&@ME@%@&BnM@#@b%@%thﬂ)@ﬂ@*@él‘fﬁhﬁi‘ﬁcaﬁons

device. The makiiafesnmsoNeRiion psleiGRad8 dembaenihp AisP e 3PPaNg putousadp7 for
customer input,and tion of in ation displayed on the display 306 in a manner that is well
SREFlign pnierm

understood to tRléspgerso 845 the art. The display can also be used for displaying a visually
readable ¢ode, [fEp@xdrigyike 3 iy 2sdbeoraiRrepseeiatinseniiag8biensinne. eatifier deviaa instance

of an applicatiopiby s MPREG R MRAAlINESIGh S QKIREUSE fhERTIRONIdiEN R YoBwRHBIRh

communications devg:e identifier identifyi;g the mobile communications device to a merchant terminal
device, or the MBRAAMtIBFRIHAPS SEHF S WHP S eRITARIG fagapmera may be provided on the

front and the back of the mobile communications device) and one or more switches
310 (for example, one or more switches may be provided on the front/back and/or
20  sides of the mobile communications device 28).
[0037] Figure 3B is a schematic representation of functional elements provided in
such a mobile communications device 28. The mobile communications device 28
includes one or more processors 302 and one or more memory devices 304 that can
include volatile memory (e.g., RAM) and non-volatile memory (e.g., flash memory,
25 ROM, eic).
[0038] The memory 304 contains programs and data for controlling the processor(s)
302 of the mobile communications device 28. In particular, the mobile
communications device can include a transaction application (hereinafter referred to
as a mobile communications device application (MCDAPP) 305) for conducting
30  transactions using the mobile communications device. The mobile communications
device 28 includes the display 306 and a touch pad 307 for customer input and
selection of information displayed on the display 306 in a manner that is well
understood to the person skilled in the art. The display can also be used for
displaying a visually readable code, for example a bar code or QR code representing

35  aunique identifier for an instance of an application on the mobile communications



100391 The one or more cameras 308 can be used to capture visually presented 5information (for
example, barcodes, QR codes, etc). The one or more switches 310 can be used to control hard
functions such as switching on or off of the mobile communications device, selecting between modes
of use, opening and/or closing applications, etc. 100401 WiFi and/or Bluetooth transceivers 312
connected to one or more aerials 314 10can be used tp enable wireless communication between the
mobile communications device and a base station and also between the mobile communications
device and other devices (for example a merchant terminal device 26). Optionally, the mobile

communicationgedRécRERfoAlsovId Ry QvisRfwiltb Bl ibtegralacatamie deieytidenidéeationg(RFID)
interface 320 V\ﬁnlcr@%nnected to asui tdable FID aercl: I 3t2tz 15 Thdee REID |%erfac ngq can be

munications Vice ant termin VIC or
used to presen R HE SRR PG TR %M BN CAN be coneﬁgure to read RFID codes

provided on otlemisalsystanmddgsrpliceuerplrings fetgd. 100411 A cellular transceiver 316 that is
provided to OngyREdNOFR AEHA S Plét&SHarRMIdeade %@Bl@ﬁ@dwm@mgﬂmaﬁmfé@v'ce to

communicate via a mobile 20telecommunications network a cellular wireless n%twork [0042]
Pk

The mobile cotiHRmRHERM HO'RXATPSshalfodes REGaaSuEFse N G R RREFENEE %5t 8ing, for
example, GlobzhR tsitizeihtp Satetiidhegion@@a S kogicys3@4itchimyentent uﬁfaf(ﬁFéSmmﬂal 326. An audio

codec 328 can b canestEddaanAud AR TR ARSI an el ApAcaleh reduired.

Various other sensors can e used to enable the mobile communications device to be sensitive to
position and/or3RBNEAHRM, fi€luding, for example, a magnetic sensor 332, accelerometers

(acceleration sgyRoys\EBfliatbg BIOSEUICHGYE02i861SBT2 33éhebisdmobile aomsriiairriioBsAevice 28
can be p ered eltger from an | rnal atte 340 ar from ar}‘ge%(etﬁr{ﬁgl Rower b V'ﬂﬁ % connector

342, the tery@l St ggﬁ‘nec or bemg RN power managemen mtegrated _

circuit (PMIC)/ dﬁWﬁ%@r@@Bb@%@Blp%mm beamFiR) ceanmiigafignsHaMEeBN@sentation
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devices 26 are able to communjcate wirelessl WiFi connection.to.a WiFi base station
402, 35The WiEPBURENEAHBRS A5 e 5 e B ARV POARIE BRI AN PN 9 turn is
connected via tilergdivatmcdRiridinidatfans dhamhithidsthernestesi/kiensitaighdimibDrasiglid2a.. In this
example. ane ofypee|B [RIIPAELASAY (19 (3 e RS 3 S eRBE TP RAEEhant server

system 404, for example for use where the individual merchant terminal devices 26 are not provided
with an RFID and/or can be configured to read RFID codes provided on other devices and/or

products to be read.
[0041] A cellular transceiver 316 that is provided to one or more aerials 318 is
provided to enable the mobile communications device to communicate via a mobile
20  telecommunications network (e.g., a cellular wireless network).
[0042] The mobile communications device 28 can also include other sensors and
interfaces, including, for example, Global Positioning Satellite Logic (GPS Logic) 324
connected to a GPS aerial 326. An audio codec 328 can be connected to an audio
jack 330 for connection to an external speaker, if required. Various other sensors can
25  be used to enable the mobile communications device to be sensitive to position
and/or movement, including, for example, a magnetic sensor 332, accelerometers
(acceleration sensors) 334 and gyroscopic (gyro) sensors 336. The mobile
communications device 28 can be powered either from an internal battery 340 or from
an external power provided by a connector 342, the battery 340 and the connector
30 342 being connected to a power management integrated circuit (PMIC)/ universal
serial bus (USB) interface 338.
[0043] Figure 4 is a schematic representation of an example configuration at a
merchant site. In this example, one or more merchant terminal devices 26 are able to
communicate wirelessly, e.g., using a WiFi connection to a WiFi base station 402.

35  The WiFi base station 402 is connected to a merchant server system 404 which in



5 interface. As indicated in Figure 4, it is envisaged that the mobile communications devices 28 of
customers can also connect to the WiFi base station of the merchant system to enable the connection
of the mobile communications devices to the host system 22 (for example, by establishing the secure
~ channels 27 via the WiFi base station and the merchant server system to the host system 22.
10[00441 The connection of the mobile communicatiogs device 28 of a customer to the merchant
terminal system can be achieved in various ways. For example, the mobile communications device
application 305 can be configured to use geolocation functionality of the mobile communications
device (using JHENG? AABVESIEthBIANNE Sepie eemianBRtdsceharsipldteing rostRygist 2Rinctionalities
of the mobile 15ﬁ@mwd i Fig%t'@ms mwg@@ﬁ%quﬁsarth@@érmm@m (@éléltlng mm@d' )
communications deyice and to us -stored information (for example .an and passphrase
linked to a geoBFg\ﬁ fjcd%egtfgrw ?ﬁ%@%@?i%ﬁ@? e o%’ﬂeﬁﬁ %@%ef%tgﬁ%w9!8§°£tu§emerchant
premises and tohhenths astivigish ssesbard somirtinyite szt rawe cobprayjdedwilioaraRB10r to a host

system 225 OpiiaBalie NRGHIIOMS FARRIES RIMIIGEI9-AGREPIHE PEBNE BEHARIACRRRESE station

402 by receivig&; a romﬁot on the display of the mobile communications device, with the connection
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402. 30[0045] In one e>t<§mrgle each merchgntt rmingl.device can be provided w"th %uch yisual code
erc arb (=1i uﬁl)system C.?I’l e achieved in varipus ways. 'F-or example, the mobile
and/or an RFID tag 10 be read by'a mobile communications device application using a camera 308 or

RFID interface @20 ainisaliansegides aaplitRtiea #Pauide Aeoeanfigvied tZeusengevisgaliedde and/or RFID
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connection of 3 consumer's mobile co unications device to a.petwork of the merchant, but also
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10 to enables t il ﬁﬁ"é’ QGSTOrEPE Rk %%?ﬁﬂﬁf@gﬁgﬂg Ve T8 gemerchant terminal
device 26 for epaiblimgnicatisas ienichidnvesnghieatistorresy loodilencd e ombigions device 28 and

that merchant teminghiestirR A8vilQP4R R JUBRE S XA MR SABH R SRHIARIDSMESHIARY

customer's mobile 5communications device 28 and the host system 22 can be effected using an out of

band channel PASRALSSHIBIEGILP 2 SRAAEREIE MO HIRBAC RGN arnagaiprR YEHhereRant
terminal devicestaiotd (i avisletkwlibra pisuédendpdaindfamdn B¥Dlitgatkatite sohesdimnirerchant

terminal deviceyz640.2naH& IIKING Q4 Ue RHSIPIRS st BARIS SOMBIINCAHPIRASMES RS (g he

merchant terminal device 26°via the host 22 for 10 enabling transactions between the customer's
mobile caBmuRR-BERSARIEE ¥-acosrh hpranReieRLA e RAPR SHIGR & OB LY eeRIMh REAe, the
merchant termitvaticledisplA0afitay hobithoaeiadriedtiensariviystanthiRe/mbisiopemiyaiaiannel 25

and the custongysuoRg SARIBISANANS EXGHR IaYRS A MGCIEILIG 1D DO ARAfaHR fecure ou

of band channel 27, the connection e merchant termmal device
addition to, or as an aiternative to the automatic connection in response to pre-stored

information, in one example the information for connection to a WiFi base station 402

25 inamerchant's premises can be achieved in response to the customer receiving the
SSID and passphrase by reading an RFID tag or a displayed visual code (e.g., a bar
code, or QR code) at the merchant premises, where the RFID tag or the displayed
visual code provides the SSID and the passphrase for connection to the base station
402.

30  [0045] In one example, each merchant terminal device can be provided with such a
visual code and/or an RFID tag to be read by a mobile communications device
application using a camera 308 or RFID interface 320 of the customer’s mobile
communications device 28. The visual code and/or RFID tag of a merchant terminal
device 26 can be configured not only to provide information for wireless connection of

35 the consumer’s mobile communications device to a network of the merchant, but also



15and the mobile communications device 28 being established by the mobile communications device
application 305 providing the information read (using a camera 308 and/or RFID interface 320) from
the visual code or RFID tag of the merchant terminal device 26 to the host system 22, and the host
system 22 establishing the connection between the mobile communications device 28 and the
20merchant terminal system 26. 10047] A further exaqple of providing communication between the
customer's mobile communications device 28 and the host system 22 via a secure out of band
channel 27 can be effected by a merchant terminal system 26 reading a visual code and/or an RFID
tag carried by thecmaiide RMAkiYcHtiba S wRviter 2Gatile epresenitagidhe datcuqetonbbile

communications device identifier for. th bil ] icatl ication ins The
visual code and/or Eﬁ‘sk%@'(r:]gircligg'%@%ﬁﬁﬁw%%?@@%%m%ﬁ%%%&g }ékga\%cﬁe 88%'%%(3& rézﬂﬁﬂea camera
208 and/ RFID ¢areranicaians tgidce efchithihe mptahart ieerisl ieyise?Bn example, a connection

between the mejgRaniier M/ AsMRrPIE0 AnthilficaeoH  QNBEAURCalaBmERYIsRER can be
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communications deyics (orExamalc.e BRNEHIGRE MR UIREE UGS SRR A HRIPHAIC RGNS

device) from information 35stored, for example, in the vault storage 12 or in storage in the host 22 in
the 11 merchaETERAMAIXBSRD3THEHHEALHrH FR AT LDl T R RGN e SE3BIR o
connection betesamimcatierhastiterasnalkisy steniimateehiimainetite 2evimthaicakons figvice 28.
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configured as one or more conventional computer servers provide one or more Interfa
enable the estdbRSRHaE RS Supiipaldrineeds 21 Sychmd 2XamRitifias IRegans terminaliisieystem 22
- can include oneeHaPIR RIGHRTISIRSHS RISTRYsYER? AR EINEtdalfeaitHMIB antpfRrogramming
e e
secure out of band channel 27, the connection between the merchant terminal device
15 and the mobile communications device 28 being established by the mobile
communications device application 305 providing the information read (using a
camera 308 and/or RFID interface 320) from the visual code or RFID tag of the
merchant terminal device 26 to the host system 22, and the host system 22
establishing the connection between the mobile communications device 28 and the
20  merchant terminal system 26.
[0047] A further example of providing communication between the customer’'s mobile
communications device 28 and the host system 22 via a secure out of band channel
27 can be effected by a merchant terminal system 26 reading a visual code and/or an ’
RFID tag carried by the mobile communications device 28 and representing the
25  unigue mobile communications device identifier for the mebile communications device
application instance. The visual code and/or RFID tag carried by the mobile
communications device 28 can be read by a camera 208 and/ RFID interface 220 of
the merchant terminal device 26. In such an example, a connection between the -
merchant terminal device 26 and the mobile communications device 28 can be
30 established by the merchant terminal device 26 providing the information read from
the visual code or RFID tag of the mobile communications device 28 via a secure
channel 25 to the host system. The host system can then retrieve information
identifying an out of band channel to the mobile communications device (for example
a mobile telephony number of the mobile communications device) from information

35  stored, for example, in the vault storage 12 or in storage in the host 22 in the



memory 520 and/or storage 530 can include a virtual point of sale (VPOS) module 522, for example
implemented by one or more computer programs, for conducting point of sale operations for the
merchant terminal devices, particularly in the example where the merchant terminal devices are simple
terminals for the input and output of 15information and conventional point of sale processing functions
are to be performed by the host system 22. [0049] ThelVPOS module 522 can be configured to
provide point of sale processing functions such as printing of receipts using a printer (not shown) at
the merchant's premises, or by generating receipt files that can be downloaded to a merchant 20

terminal 26 or &efEBRidpEnRabiaviesmrhmitesiciag desndese dhe ririgpeodnfreralioni® can be

operable to proydgbpanyeptnaaliebitatsalebipeionsmsushaspaSersa an @t prgpagthorisation of
transactions, vgicgni1nrguof tr?nsgc&ions, E%fund processes for transactions, tip management, profile

management, voice ré?g?rg?nanaet\ﬁ%egeneration of reports. In an example embodiment, the VPOS

module 522 is IBd¥erabired dffecianansdictieppesntaiiingfiadioslisgsiatha?isdiert) qstesysthorisation
voiding ang refgnd N eeeSRARUUALE R MSRbRIeSFAS RS HRRSH R At s PR QA FOGRAMMRN

processing module 524, for example provided by one or more computer Brograms provides

functionality foPBE/R5MARG HEHasEaMN Fradedln g3 PisBReL b 65U fBRR RS RPn PSR the
mobile commuitleatifietsid@igres 2.8 Biahoéd s ysknohztht serinchalalevécesradre Threqaayane 5t processing

module 524 cap b GYEIBKBHHARMOAS DLl for SHBHNMR AIR0SL cLedsiglygrhcarion,

authorisation request’handling, void'reque , refund request handling, voice referral request
handling, pre-aRRABIMEAIRS: efgasimstontg@nsha %?%é}%ﬁ)@ﬁ?gf%ﬂ ABRASGEHIRH RGN report
handling, 1for exenppteyiangenarasizadegsrardiinynalsost 2yichopRpatalioorlsee BER! ihukkher details of
aspects of pay tpr sing.are described later. [0051] Figure 6 is a sch i&.block diagram of a
vl system (D e Tt B Bl SR TR e octrs v,
secure vault 5térad@ ezammeHmMiRMesteth b pedPE IRcHTaMaisioy aaIrRmadtepagusiRgmory 14
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module 624, fopexampls ipglamepted by one or more computer programs, for processing requests
and responses in communication with the host system 22. [0052] Further processing modules 626 can

also be providd¥8limPIEMEMTURRHURLLa G A Do RandgurRsh RN Rait RIRAIB REOTER RS eneration

functions, merdhactions such as printing of receipts using a printer (not shown) at the merchant's

premises, or by generating receipt files that can be downloaded to a merchant

20  terminal 26 or a customer’s mobile communications device 28. The VPOS module
522 can be operable to provide conventional point of sale functions such as
authorisation and pre-authorisation of transactions, voiding of transactions, refund
processes for transactions, tip management, profile management, voice referral and
the generation of reports. In an example embodiment, the VPOS module 522 is

25  operable to effect transaction processing, including authorisation, preauthorisation
voiding and refund processes using a payment processing module 524.
[0050] The payment processing module 524, for example provided by one or more
computer programs, provides functionality for performing transaction processing in
response to operations performed using the mobile communications devices 28

30  and/or merchant terminal devices 26. The payment processing module 524 can be
configured to provide functionality for effective customer credential verification,
authorisation request handling, void request handling, refund request handling, voice
referral request handling, pre-authorisation request handling, end of day closing and
submission handling and report handling, for example for generating logs and journals



15management functions, terminal fleet management functions and customer management functions.
The transaction management functions can include, for example, credential verification functions, end
of day clearing & submission functions, customer subscribing functions, customer modification and/or
unsubscribing functions. The report generation functions can include the generation of logs & 20
journals and the generation of operational reports. Theymerchant management functions can include
merchant profile management and the generation of logs & Journals and/or operational reports. The
terminal fleet management functions can similarly include terminal profile management functions,
functions for cosiepdingpEhaimisipHaiinn oFetRuPatsalb e LRYadEer phienennple arditiearminstalling of
terminals, 25an{i report qeneration functions for the generation of logs and journal and/or operational
reports. The cu ?Sﬁﬁgﬁ%gﬁ%gement functions can include customer profile management, the
generation of thensmpbiligwerbrisumisdtonatiddlock disglieaiofalta!FRystem (kesikesteragects of some of
these processes%,téﬁ@gg%”?ﬁ@ Jalar R8s 1 A\ S0MERETPHIGS pRo¥BsisROSE IRIUIRE Gk SUPPOItS
o]

secure channels the one or more hosts 22, and a vault system interface 20 supports one or more
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is activated on the QR GPEIRUHALAIPASHIRVIREA8N (AR el ActieRy ¢Enihe mobile communications
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(00581 In step 48, 1he.mahile SamRURRAIAN SR Vs 2palicAliam it aReLAR'e Somer

management functions. The transaction management functions can include, for

example, credential verification functions, end of day clearing & submission functions,
customer subscribing functions, customer modification and/or unsubscribing
functions. The report generation functions can include the generation of logs &

20 journals and the generation of operational reports. The merchant management
functions can include merchant profile management and the generation of logs &
Journals and/or operational reports. The terminal fleet management functions can
similarly include terminal profile management functions, functions for controlling the " :
installation of terminals, the upgrading of terminals and the uninstalling of terminals,

25  and report generation functions for the generation of logs and journal and/or
operational reports. The customer management functions can include customer
profile management, the generation of the mobile communications device application
IDs. Further details of aspects of some of these processes are described later.

[0053] As shown in Figure 6, a vault-host interface 18 supports secure channels to

30  the one or more hosts 22, and a vault system interface 20 supports one or more
channels to an acquiring bank 30 and/or card scheme systems 32.

[0654] Figure 7 illustrates an example registration process using a registration server
24 that is operable to communicate with the mobile communications devices 28 via
secure channel 29 (either via a mobile telephony network or via, for example, the

35 internet, or a combination of both.



15retrieve from the mobile communications device hardware information identifying the mobile
communications device hardware. The hardware identification information could, for example, be in
the form of an International Mobile Equipment Identity (IMEI) of the mobile communications device or
an Integrated Circuit Card ID (ICCID) of a Subscriber Identity Module (SIM) retrieved from the mobile
communications device. 20This information is sent via ghe secure channel to the registration server.
The mobile communications device application can also be operable to transmit to the registration
server information identifying the particular instance (download) of the mobile communications device

application. Altd$pRftvEr BISIFRERIOI GrgUurfe ety SRistiG S eetsshe kpeielisd By fesemiaique

identifier to the gesRisthiHiaieslb:dhtRpaiie: CRMRLARAIaN A8 \HeRIaRRbERERN tmhidentify the
mobile communicatiortw%gaglllivc?tio . [0059 I@.stﬁ}g 50, the re istratiogg%%rver then perfo

mathematical caleuiation usm%? e etnﬁfleor Grthe. l%é'orb@%I A IRRSAB R & %5?8@135}: and the

of
identification ofap@mistitiiicosminuiniz ativndedevi ferpphosiisiralcmaetyéfotesineaiiye, 30by a fixed or

random algebrﬁewrawitmaﬁﬁamt%ﬂ@ﬁh%i@fé%%@mﬂ@%&&m@&%Lﬂ@é?cuégtgaobi'e
communications device agrgllc,atlon ID (MCDAPPID). 100601 This unigue MCDAPPID is then

transmitted to tH RIS ESRIFRHRBE A CHAPRIER Lep 52, either as a number that can then be used
by the MCD applisation tdegetk rihksradidle coden @R aitns dedtkeappicaticoraabivdiceletty tas the code.
The code 14 cpuigiglsghe diseskisDeasagnan RFID tag with the code for a mobile communications
device 28 provided with an RFID tag 320 (see Fig. 3B). [0061] In step 54, the re?istration server

establishes thel&FrdHfRSGiShers aRiis semprayiisaians seyish Anaksation oatabliskreasscHRn

informatidigto egiahtishon IbteeutR eeiydkivrsercusnengsing theeMerRMRIE) assRhEmidhe record
and/or the cust ount i ifler. [0062].Inste , @ secure record is populated in the vault 12
with customer E%B(f ﬁ%%eg%t%gﬁgt&a%i%?segé]m@BE%\S/%é% g‘né?gregear?)gor\é?ég"% %rér “f the registration
session betwedi¢¢HEe REANBEkRECK R &g crmebirdaiRmy ae trlw ok ghuiarRviie grnesdiarserver 24.
The informatiorpganhe iptstvisied by the customer as part of the initial registration process, or can be

effected as part of a separate sion, for example, a.separate session between a computer (not
shown) of the Og?cs)}ngrfg ] ﬁ%e% eg'@?l%' ?oﬁogé?{fiﬂ‘&f%'.o?gg?ﬁﬁ?rﬁ%?fbcﬁ%%dsir? '%?Eaebjﬁltg record for a
customer léan inelieieeriiotithe omhikerdontionsicidivics deficenbaisivare| ottimyatitobide tidmguhécations

15device identifigiRnBHRARALABAR- Govitk NE-RARE | BheTRNARIIRICAM BAUBIF RO Sation

could, for example, be in the form of an International Mobile Equipment Identity (IMEI)
of the mobile communications device or an Integrated Circuit Card ID (iCCID) of a
Subscriber Identity Module (SIM) retrieved from the mobile communications device.

20  This information is sent via the secure channel to the registration server. The mobile
communications device application can also be operable to transmit to the registration
server information identifying the particular instance (download) of the mobile
communications device application. Alternatively, or in addition, the registration
server ¢an be operable to assign a unique identifier to the session initiated by the

25  mobile communications device application to identify the mobile communications
application.
[0059] In step 50, the registration server then performs a mathematical calculation
using the identifier for the mobile communications device hardware and the
identification of the mobile communications device application instance (for example,

30 by a fixed or random algebraic or algorithmic combination of the two identifiers) to
generate a unigque mobile communications device application ID (MCDAPPID).
[0060] This unique MCDAPPID is then transmitted to the mobile communications
device in step 52, either as a number that can then be used by the MCD application to
generate a bar code, QR code or other visual code, or directly as the code. The code



device information can also include mobile communications device access information, for example, a
mobile phone number, an email address, social media identification information that can be used for
communication with the mobile communications device, an application identifier for an application
(e.g., the 20MCDAPP) on the mobile communications device, or other information for enable
communication with the mobile communications devicg, The information held in a secure record for
the customer can also include payment account information and customer verification information
associated with the mobile communications device identification information. 25[0063] Examples of

information thats@a bledrevided tay g eins wnrRiF | (i sy wath flastcelith e registiakion process and/or can

be generated as part of the reqistration, process f cure record 612 for the
customer to becﬁgT 't %'Sgﬁ%é%‘{bcé%é a&%g\%ﬂrﬁ:ﬁucﬁaﬁoﬁnﬁg@aﬁa&&gég I‘\é/ICEZFBAé@HD 30a user title;
user name, usd9tsthairesiereds, theaeaisiratipn aeaiscestablishes the securftnnestigmimhibations device

contact numbey4gdeysténe hile:FRIPARAEsTRE WA o R INRItS HTEHATdGIRRB RREBIEALET (S);
Petier A TSRS NS AR S P P AT
customer account identifier.
{0062} In step 56, a secure record is populated in the vault 12 with customer and
MCD related data, for example provided and/or generated as part of the registration
session between the user of the mobile communications device 28 and the

10  registration server 24. The information can be provided by the customer as part of the
initial registration process, or can be effected as part of a separate session, for
example, a separate session between a computer (not shown) of the customer and
the registration server 24. The information held in a secure record for a customer can
include mobile communications device information, including mobile communications

15 device identification information (e.g., an MCDAPPID). The mobile communications
device information can also include mobile communications device access
information, for example, a mobile phone number, an email address, social media
identification information that can be used for communication with the mobile
communications device, an application identifier for an application (e.g., the

20  MCDAPP) on the mobile communications device, or other information for enable
communication with the mobile communications device. The information held in a
secure record for the customer can also include payment account information and
customer verification information associated with the mobile communications device
identification information.

25 100631 Examples of information that can be provided by the customer (user) as part of
the registration process and/or can be generated as part of the registration process,
and can form part of the secure record 612 for the customer to be held in the vauit
storage 12 can inciude one or more of:

MCDAPPID;
30 a user title;
user name,
user email address,
user correspondence address,
mobile communications device contact number (e.g., a mobile telephone

35  number);



passport or other identity document information; [0064] Although, in the described embodiment, the
mobile communications device information held in the secure customer record in the vault storage 12
includes mobile 10communications device access information, in other examples the mobile
communications device access information could be held instead or in addition in a record associated
with the mobile communications device identification ir§ormation in one or more of the storage 14, in
the host system 22, in a registration system 24, or elsewhere, subject to meeting appropriate security
requirements. 15[0065] The information for a payment accounts can identify, for example, a payment
card account such as @hgeepniagitelerbarg UABSH(ELrd account, a bank account, etc., including
information to enable gtshassatias and fayivreidysheattiecsan®ent account, such as the expiry date,
card security code (CSC b S0 et'émes knovpl/n as th(a !carpql\Y_erification data card verification value or
card verification code, &tc. 20[5666] PRECUSSHr pPé erehce information can include for example, the
automatic identificatioptiegravgniéitatienl intsmatiofr given circumstances where information for more that
one payment account,jsgpnopdidashdeeference information can also be set, for example, to enable
payments to be made in the local currency of the merchant, a home currency of the card issuer for a
given payment accoutt5raiBMEY currency in 25given circumstances. Preference information can
also be set that the cusisspertwrsitasrtai¢akity sccomerndintocrfrai@purchase options when in countries for

which tax free Wﬁ%ﬁ'aﬁx‘ﬂﬁ&f pﬂ?ﬁi@'SJQ&FQ&dCéfﬁHHB‘iﬁ{eLQQﬁZ]nlu%ltSHéecﬁﬁﬁHﬂH'i€a%&lﬂ§m‘éé verification

sl A

passphrase can include a string of alphanumeric characters of a length between a predetermined
minimum and a"eiatRRIFB 4 SRS BRETRIYaSP WY BF it Rt M8 Karacters,
say 12 charactess)rutieatiohiscaevive setshatntirmayioe ificationcReposies thibeneliie customer is

say 12 clepactetmirdudeliuhooase scbibatd carercpuogsos wherelie customer s
andomby sclectal LNSHURE s s R Y L R R SO AR cctomer

(say 4 of the 17egesdaaersiptrd it She aphile cerrnunisptines cisyitcof endfisatisprréeeatandte number

of characters thafe 6 rRCORINMREISgE Y ER ek RdaHYstan PR FelerigRpaie dingdm apaticular
desired level of ?ecu%ity? angg {mt Iimi&red to the exatlmgle Oift al2 chargg%er passphrase and the
C

random selectiSii o R eY B SRPEOP RIS S RTaT Ve A AtON puSr'poses. 10068] Optionally,

the custohfer cifcse|ctainfosinatiaeigrereralysentrigchynisqanite B elor @atmplten@rnetomer
verification passplraseoant4or N QIR ehrNsesinth piesieation avtppsadsse gitthe mobile
communications device. Other possible verification information can also be stored, for example for a
sequence of etc., including information to enable authorisation and payment using the payment .
account, such as the expiry date, card security code (CSC), sometimes known as the
card verification data card verification value or card verification code, etc.
20 [0066] The customer preference information can include for example, the automatic
identification of a preferred account for given circumstances where information for
more that one payment account is provided. Preference information can also be set,
for example, to enable payments to be made in the local currency of the merchant, a
home currency of the card issuer for a given payment account, or ancther currency in
25 given circumstances. Preference information can also be set that the customer
wishes to take account of tax free purchase opticns when in countries for which tax
free purchases are possible for the customer.
[0067] In one example a customer verification passphrase can include a string of
alphanumeric characters of a length between a predetermined minimum and a
30 predetermined maximum, (merely by way of example between 4 and 16 characters,
say 12 characters). A default can be set that for any verification process where the
customer is requested to verify authorised use of the mobile communications device
to conduct a transaction, a randomly selected set of the of the characters of the
passphrase need to be entered by the customer (say 4 of the 12 characters). It will
35  be appreciated that the length of the passphrase and the number of characters that



gestures to be entered on the mobile communications device, or for a challenge question and answer
pair. 10[0069] The information entered as part of the registration process is securely held on the vault
storage 12, and is only accessible by the vault processor(s) 16 under the control of the vault
processing logic held in storage 14. [0070] The data held on the vault storage 12 is secured using
appropriate encryption standards. In an example emtzj{)

?iment, data stored within the storage system is
15encrypted using the Advanced Encryption Standard (AES) specification and public/private keys

pairs are periodically generated by external dedicated devices. In an example embodiment, the secure
channels 21 andslé atentanbguieddryseinpdicalete REIRdiRESHRAEPIE £PSARIRY detradnternet

Protocol Securjty (|JPSEC) related, protqcols. In.an example e bog#'m nt, the secure channels 25, 27
and 20 use 20T TREL G Y TG SRS LA i 8P e B RO wilbe
appreciated thaiérrandemesalsstionefifoudisharastere dbeitgfesianfonnistoarebeesifinaiiyedyfpesseample

security Standiﬂﬂ]%s’f_[h3@%8@!@?%&@4&9&”&%&%’3@99/&%&%r&é#%@%fféﬁ ' CedliriRgulatory
i ple

bodies. [0071 ure 8 is a flow diagram illustrating an example of a method of conducting a

25transaction (EIRGEAR s S iBRg s dinetiosRanserps AN TN CTRAMEAEPRS product
that a customebotishievéofinatairaseticanicbe esdarfct atribisiensnchanitativmadeléseceRbenf a merchant.

The product \gaURfLOUMAR GRS HBHIR ABH kBB G YOV DA g Selifienoatd presented

&
on the merchant terminal device, or by scanning an RFID tag provided on 30t ((eﬁéfl1 uct, or by
scanning a pro@8RHERRIE e REERIRE A8 BRRISHROTTIRVBISAHORT SR0tePTdPRASTAERRIZ 0de oN the
product. [0073LAéstioR 84d treswsiplgrcommunications device 28 of the customer can be presented to

the merchgnt (epipabdevice. This can be achiewed by manuallyenising andhe merchagt tgrminal
device 28,"a code displayed on the mobile’35communications device Z28,"or by scanning a barcode, -
OR code or otibe visulhbtasgge 12,di5gsyerlyorcaessitb i tenvavlincetrasodeliceupgdebineeading an®.

RFID tag proviggg:ip; & fa i Mee SOBTISHGRIgNS dsMge 8. by an exchange of data via, for
example, a network protocol or uf{%%SMS and/or emﬁlls. As %@ol ined above, the code that is

provided by thd/¥18bild S HFAMARBHEGRHESIAAIMiqUS SHRESA 4P EIgAPPropriate encryption

standards. In an example embodiment, data stored within the storage system is
15 encrypted using the Advanced Encryption Standard (AES) specification and
public/private keys pairs are periodically generaied by external dedicated devices. In
an example embodiment, the secure channels 21 and 19 are configured to use
dedicated, private lines and are encrypted using Internet Protocol Security (IPSEC)
related protocols. In an example embodiment, the secure channels 25, 27 and 29 use
20 public lines and are encrypted using Secure Sockets layer (SSL) protocols. It wilt be
appreciated that in other embodiments, different security standards can be employed,
for example security standards that are subsequently developed and/or are required,
for example, by regulatory bodies. Lo
[0071] Figure 8 is a flow diagram illustrating an example of a method of conducting a
25  transaction using a system as described herein.
[0072] In step 62, a product identifier for a product that a customer wishes to
purchase can be entered at the merchant terminal device 26 of a merchant. The
product identifier could be entered by manually inputting information using a keyboard
presented on the merchant terminal device, or by scanning an RFID tag provided on
30 the product, or by scanning a product code represented as a barcode, QR code, or
another form of visual code on the product.
[0073] At step 64, the mobile communications device 28 of the customer can be
presented to the merchant terminal device. This can be achieved by manually
entering on the merchant terminal device 28, a code displayed on the mobile

35 communications device 28, or by scanning a barcode, QR code or other visual code



5be generated from information identifying an instance of a transaction application held on the mobile
communications device and information identifying the hardware of the mobile communications
device. The unigue code provides a unique identifier (unique mobile communications device identifier)
for the mobile communications device. [0074] In step 66, the merchant terminal device transmits a
request to the host 10system 22 requesting verificatioh7information for the mobile communications

- device. The request transmitted to the host includes the unique mobile communications device
identifier provided from the mobile communications device. [0075] In step 68, the host system 22

identifies the m@BREBRHANPFCRABHR eRUMEeAiIINTCRAceREuRyTRAsliBccanRilRitagipryidedice

identifier, and viardieshtihat i dbike Lomelitecatsn LGB sHyecsxhinid of agisteredder use with the

transaction processin% servi{:e. n an exa}mlple.em Iment, this V.Frifigation incl%d s the host 22
. exam? ane war § tocc?Léa .usnlr&% and/er emails. sexPAalne abiove, the .

sending a message to the vaul S)PS em 10, including the tniglie mobile communications dévice

identifier, to redgsié thas izaervigecthhby e o @riscrmmetcrRisT® doddddaromintsranskoihdbeane

customer tg Veﬂé’g}éﬁér@}@dﬁfb@ﬂWm%i%mﬁﬁ@gﬂli\%@aﬁéwt\ﬁ%&%&ﬂa@ﬂm‘éﬂﬁﬁ%é&ﬁnner-
This request for verlflcatgli% information _can be Erowded for exam%l?%,tE g’s part of a mobile

communication® dB5i E2°RIR SOTTRIBHRIRGS ARy (rEst 8, WRtaIRNBR i N8 BE ATHEIROT the

communication@dé@wm&mmmmjvjaﬁng’ hﬁtbrﬂqae:ge_mrpmviht_eam e;q&:r_u@lielmfrtiﬁmc(imkﬂuethe
mobile commupicaigns devinR ARSRSIIN TakiereARl RATRmatmARINRERQdngaccess can

be provided to the mobile communications device can be held in the vault storage 12 of the vault

system 10. AltdREtvdR StEPiRS doRiBShest iarBEnabREVIER ERAATIS PtieHietReHesh 22, or in
another sy8tensgstema thee negisisaltoifictiore irddmiadad fekttexplolie tanmiaicatmnedantyzle

nbodi h ification. i mati ' ' A I d
coodmet e Bgslen AL A PR SRR e

alphanumeric characters Trc _ ssphrase. In‘one examp secure vault storage,
as part of a’cusieWs iferdifier capvider fera the prbiiesnpagalshiRse davate customer can be

requested to inpigts} ofteed BgBEARIS RAIRAIRY iBbFENEO e molkil EéimiRicAnaIRRIde PeSPONSe
to a reply from the qult sxstem 10, the host 35s sten& 22 is ggr%able in steﬁﬁmtrg ?ﬂq&municate either
[ 0

with the mobile"18 o%%dﬂ?gart?gnged%%%rglﬂ?'rce% R/n\snaet 60Ut Of band channels 27 or with the

merchantliermimgbile rieepenigaiienrcdpites ioridhdsciastistaractdompa it seedcangastiaracters from the
passphrase. processing service. In an example embodiment, this verification includes the host 22

sending a message to the vault system 10, including the unique mobile
communications device identifier, to request the vault system 10 to provide a request
for verification information for the customer to verify that the mobile communications
20 device is being used in an authorised manner. This request for verification
information can be provided, for example, as part of a mobile communications device
access information request for details of how to access a mobile communications
device 28 for communicating with the customer. In an example embodiment the
mobile communications device access information, that is information defining how to
25 access can be provided to the mobile communications device can be held in the vault
storage 12 of the vault system 10. Alternatively, or in addition, it could be held, for
example, by the host system 22, or in another system such as the registration server
24,
[0076] As explained above, in an example embodiment the verification information
30  that the customer is requested to input can be selected alphanumeric characters from
an alphanumeric passphrase. In one example, the secure vault storage, as part of a
customer record, can include a 12 character passphrase and the customer can be
requested to input 4 of the 12 characters selected at random.
[6077] In this example, in response to a reply from the vault system 10, the host

35  system 22 is operable in step 70 to communicate either with the mobile



[0078] In step 72, the mobile communications device 28 of the customer or the 5merchant terminal
device 26 of the merchant receives the response input by the customer. [0079] In step 74 the
customer response is transmitted by the mobile communications device or the merchant terminal
device to the host system 22. [0080] In step 76, the host then transmits an authorisation request to
the vault system 1010. 10081] In step 78, the vault prggessing logic 16 of the vault system 10 receives
the authorisation request, containing the unique mobile communications device identifier, the customer
verification information and the transaction amount information. The vault processing logic is operable
to retrieve fronbﬁ}ﬂmam&at@mg@m@h&ezﬂ@tommel&ammﬂmfwmaum? beadtt iz theronimie mobile

communication deyige identier,icis aperahle 4o confm Al he vedicaligndnfpuugion entered by

the customer is correct the“event € unique mo e comm nlca ions ewce identifier and the
verification infofipRitiba @éﬁﬁ@i‘m@?ﬁi to information securely stored in the vault storage 12, the vault

proct:essmg Ioglfmﬁs@pmtéﬁ @raﬁat%gfe%mmtewsr%q?ﬁt%h% %fittﬁ@mm?%ﬂ%emymg a ;
customer account previous istered_hy the customer wi e yault system s discusse
cove. tho oo BT B ABAE AR KO A ST, SR OSBRI PHA AR payment
card account, sudgiaasea credit card account, a debit card account, etc). [0082] In step 78, the vault

processing 10gifyf5dHNHRLQPRIARI AR ST A0-Ra A INHLRAHER B5IHE $h oA BANIhRYIHY

interface 20 to an acquiring bank system 30 and/or a card scheme System 32 requesting authorisation
for the requesté’&‘ﬂ%ﬁ]Qéﬂiﬁ)Wﬁmmtt%wéaﬂ?@%ﬁd@ﬁ@d“ﬁﬁw&mggount [0083] In step 80, it is

assumed that tims@uihpiepcssitt:ngst tHenecrivestagpositiverisaticarsgtiost toshenaaifroatdhe
acquiring hank %stem 30 and/or the card scheme 30system 32. [0084] In step 82, the vault transmits
an authorisation response message to the host 22 confirming authorisation for payment. However, the .

authorisation mié8sdgénsdap (BiHBehGiIbprerassingtedied driden i theyplgphkhiessbssibfrom which.

the payment is jaieraads rduiseadiAicaIas thidibempareeshifaichmsisedcthasmmisystem
3510. 19[0085] In ﬁﬁig 84 thefhost tra smlt an au Elé) isation ﬂuest totth? mertchantl_hermlnal
device 26 (and R nﬁ%ﬁ” rﬁurh rg% Y @nﬁc i éggg% NSRS to'the merchant

terminal devicev2@ltipesemsingdagitdtiopgiabindntetdewe from the vauit storage 12 the customer

15 account information, based on the unigue mobile communications device identifier
and is operable to confirm that the verification information entered by the customer is
correct. In the event that the unique mobile communications device identifier and the
verification information correspond to information securely stored in the vault storage
12, the vault processing logic is operable to retrieve from the secure storage 12

20 information identifying a customer account previously registered by the customer with
the vault system 10. As discussed above, the customer account can be in the form of
a payment account (typically termed a payment card account, such as a credit card
account, a debit card account, etc). f
[0082] In step 78, the vault processing logic is further operable to transmit an

25  authorisation request via the vault system interface 20 to an acquiring bank system 30
and/or a card scheme system 32 requesting authorisation for the requested
transaction amount using the requested payment account.
[0083] in step 80, it is assumed that the vault processing logic 16 receives a positive
authorisation response from the acquiring bank system 30 and/or the card scheme

30 system 32.
[0084] In step 82, the vault transmits an authorisation response message to the host
22 confirming authorisation for payment. However, the authorisation message sent to
the host 22 does not need to identify the payment account from which the payment is
to be made, but instead indicates that the payment is authorised by the vault system

35 10



from which the payment is to be made, but merely indicates that the system 24 5 authorises the
transaction to be performed and confirms that payment will be made. [0086] In step 86, the transaction
can be completed by the merchant terminal device and/or mobile communications device by closing
the transaction. [0087] As discussed above, information is registered with the vault system 10 and, as
part of a registration process, a unique mobile commulrtications device identifier can 10be generated
for the instance of the transaction application on the mobile communications device 28. [0088] Figure
9 is a schematic diagram illustrating an example of a transaction process showing steps performed by

the various logi®asBntiiietesritvhmheRfiranemito 8o pwthaiisalicarauest o de roerchaminsaction is

initiated at an NErRIRS thalidding, (Abinsresaniecbne dophahioatons araiceoPeluThEDmiséag® the basis
of a transaction, In st 4. the MCDAPPID.is provide the MCD 28 to the MTD 26. [0090] In step
06, a request Lo RN e T PR e o A B P TR R e oot
22. [0091] At sfepr oBianéaesyPritidmie Badquest Terdieindidfitegibatitiorsyaigon 24 20the vault

10. At steps1105honaedtAE Raicfolh & B iieabaRa iR eI HRr tHaR MAGRMNY RiPod\siadicated
above, the verification infor ion may incjude a selection of a number of characters flrom.a
ot e N 2 bidugmeh

passphrase, th ¥ithr AR 5& $RE3P SRR SRR BIPSEnANLIREDEE A 1G5 riation
with respect to ahd/exmmiple davonibechticis déeienoy tosirguitedransdii@xample the vault 10 is

operable to retyygA5tRg ¥EHICAUPIUBIR PRAUORARHE %t@%@ﬂmﬁ% YRtshefiaa g

information to be requested from the customer and also the expected response [0092] In step 112, the

host 22 providd@the" FRRSitRiIPTHREPRESSoR RIS Miebie saBrunirAtiane AR YiRs {<eiS iR 8the MTD
26. [0093]40n stee ddnkrtheder tioairatarerueithis tcasp i apimilde bn28e 3060084] The customer is

prompted to ‘”%BHH@HF&%HH d yerification information at step 116 and the verification information is
then transmitted to the hostgz. %69@5? n this example it is the host 22 that verifies, in step 118,

whether the redf$8keiRBGRR S BysaRe Matifofirar AMHbIEing ah RSpIRIsC{ AtfrasafiAhis being
performed by tpeovasdl sysiang 4@ps performed by the various logical entities shown in Figure 1.

[0089] In this example, in step 102, a transaction is initiated at an MTD 26 including,
15  for example, the input of one or more product IDs to form the basis of a transaction.
In step 104, the MCDAPPID is provided by the MCD 28 to the MTD 26.
[0090] In step 108, a request is generated for verification information for the
MCDAPPID and is transmitted the host 22.
[0091] At step 108, the host 22 transmits a request for the verification information to
20  the vault 10. At step 110, the vault 10 extracts the verification information for the
MCDAPPID. As indicated above, the verification information may include a selection
of a number of characters from a passphrase, the characters being selected at
random from the passphrase. However, in a variation with respect to the example
described with reference to Figure 8, in this example the vault 10 is operable to return
25  the verification information to the host 22 in a message that specified the information
to be requested from the customer and also the expected respanse.
[0092] In step 112, the host 22 provides the verification information to the MCD 28 (or
alternatively - not shown) to the MTD 26.
[0093] In step 114, the verification request is displayed on the MCD 28.
30 [0094] The customer is prompted to input the required verification information at step
116 and the verification information is then transmitted to the host 22.
[0095] In this example it is the host 22 that verifies, in step 118, whether the response
provided by the customer is the expected response {rather than this being performed

by the vault system 10.



20 [0096] If the verification information provided by the customer does not match the expected
verification information provided by the vault system 10 to the host 22, then optionally at step 120, the
customer can be given the operation to retry entry of the verification information at step 120. 5100971
In this case, then at step 122, the verification information is once again checked at the host 122.
[0098] If the verification information is not correct at step 122, then the transaction can be terminated
and a message can be sent to the MTD 26 at step 124 and/or to the MCD 28 at step 126 to this effect.
10[0099] Although in Figure 4 only one retry at step 120 is illustrated, in alternative embodiments more

or less options figggtryriire inpifcafithanierniisasioprovimsnaiaheanstemiviavidehin ihraLsiomer. Rather
than the verification @‘C&)\rlm fion bem%rregyoested ont %CD Zél)’t’ in_an alfsrtna} iv 8&1 ’chm]ent the

entry of the MCDMRTOFMA fr(')riwc%%%nb'ré N %"R‘ﬂ?g 56 %l§/ tRE CuStomer. THmam] 1f at gtep 118

or 122 the verifieditoalinfirsteridAlsttie reustomess aaubboirenthepsaptiqutsoetatmeefibst message

is sent by the hgirRatertiformal Sy shesiep 4 39 request authorisation for a transaction for the
customer. The authorisation request message includes the MCDAPPID, the transaction amount and

the custonter v BatBHTE S55Hs NS0 1 1AL 85 158 IRR DERINaYShIh 552958 able to use the
MCDAPPID to ¢atriked peljrménsatZdunt information associated with the MCDAPPID from the vault

storage 22. 1004J¢) At sieRilafiah YAUHAXRITTE A osnetelaSan ah Rl aRRRbINClUding he

payment account information require request authorisation along with the 25transaction amount to
be authorised ife8 Griemppdtrd andt@massassprr e MR thadd i 20 & sipubit AR Cent to the
card scheme syséaCB 2 @ibhefedirexglioanigiaftbet acquiring bank system 30. The card scheme system

32, after communicating,with, the issuing bank 34 for th count, ¢an return.an authorisation
message %th \938 It 2‘3&%” "16‘ ?8%?0%85& ,r}ﬁgte i%igw]e?gi?\%"r%#ﬁ%ﬁ rgggén%ae@gceived e
indicates that tesbothivastinge dclsssaptiansteHetoatiie inmd efitbe watiation dssgationtkamost 22. ./

Loo10¢t In thisgspe Red s onaonsistinni ste Jiaiaremialemaing iasi o e
payment is decline and/or the o, terminate the transactjon at steps :
D 1001081 AR i AN RIS PSP PR TRl PhA e A L) HEHR RS Fcates thi
the authorisatidreisfigupedwecthindiT Bt 2idyy 18 dimdoraedt 10 transmits the approve message to the host
22. 1001065 In this s5SP Q1P T4 82 BINLRSHAOLEH RIERLAR O ERASHNR NG BRAGS &,

then an authorisation request message is sent by the host 22 to the vault system 10
to request authorisation for a transaction for the customer. The authorisation request
message includes the MCDAPPID, the transaction amount and the customer
verification response.

20 [00101] At step 128 the vault system 10 is operable to use the MCDAPPID to retrieve
payment account information associated with the MCDAPPID from the vault storage
22.

166102] At step 130, the vault system 10 generates an authorisation request including { !
the payment account information required to request authorisation along with the

25  transaction amount to be authorised in a currency the customer has specified. This
authorisation request is then sent to the card scheme system 32, either directly or via
the acquiring bank system 30. The card scheme system 32, after communicating with
the issuing bank 34 for the payment account, can return an authorisation message to
the vault system 10.

30  [00103] if, at step 134, the authorisation response received indicates that the
authorisation is declined, then the vault transmits a decline message to the host 22.
[00104] In this case the host 22 is then operable at step 136 to transmit information
indicating that the payment is declined to the MTD 26 and/or the MCD 28 fo terminate
the transaction at steps 138/140.



5 the MTD 26 and/or the MCD 28 to complete the transaction at steps 144/146. 100107] In the
process steps described above, various messages are passed between the respective components of
the system illustrated in Figure 1. In order to link the messages relating to a given transaction, each of
those messages is provided with a transaction identifier, whereby request and response messages for
a transaction, or 10session, can be linked. [00108] Ar2zéxample embodiment can provide simplicity and
flexibility of use as perceived by both customers and merchants, while also providing security and
integrity of operation. In an example embodiment transactions between customer and merchants can

be supported WANSEL AltgiaaivRlY- iEBgiAY o RiRMfesPeRsRERcRMRd Pribe Ridiayaifmetthancing

security of opeinatieatasthegaucngribespossikilipscrkiaten HAGIO] Busheuwisuie 0aiaskihits the terms
"customer" anct "user” are used inte clgﬂangg%q% herein, In the example embodiments described
4o

he approve message io the .
above, transac |onsp§re described as eing Betieen a customer (user) and a merchant. However, it

should be notetf@hedl ilh difrepaseiimp stz e iasormitapblcisitandddite aerthihatmersade tve more

generally Betweennmehassiori MeIndeoBrisiidiRd irdsaciioRapskps auipReer. For example
the transactions coul(:{b%lbetween t%/yo %rivate,&)r%(rjﬂjvi uals where a "merchant terminal device 26" is a
< ERRIGPEH

mobile commufIEHidNS HERERSEPS PARGOVAIRUS METRRGT IS PREGRELE-M for
supporting saldbeaisisgetivecoduinenihittoesysienicbtsiratisliod-igursuthlamrteaneplek the "customer”

25is the purchasge AR NeIaEHE RIS ITN S8ehERoRI 8 £PNBMHAkeANRRARUCE edhgRUiRRaser's

mobile communications device, In other examples, the system as described could be used for
business to buABSRHIR ICEAERS. WoREby SAHRBL AR RS RAABD FASRSALES L ABETSARIOR: 1Rve been
described ih detadsinumarobs idwations and modifications will become apparent to those skilled in the

art 30once the ' [ lat IS > fallowyi ims be
interpreted to w@:ﬁﬁc\ﬁ gﬁg}%ﬂ'@%:Iéarﬁg%%ﬂf%ﬁ%%dﬁfggﬁgnésﬂéﬁ? ﬁeﬁtﬁgﬁgﬁ@kﬁ %%?IiAIMS 1A
storage systenPEHiRNALIRY Poth wigRipRrsapdregreichihy Wale AfSrRiavigTheasdity a# a user, mobile

communicationgtdgrigefiesransion ] inmusing srobith SOMeY sadnp A pistackndeRibieatiand

information that identifi(?s an instance gfda n.} biIF com{’nunications device %pplication on a mobile
... _mefchants can be suggo ed wi Eou a customer needing ogres 1) arpaglinent card . .
communications device, payment account information and user verification information associated with

the mobiléTonimarnisaaee cheadtiermarstiv Afiarsiaiaoandrrsdingdeedyessivilprsceliaug means

configured [00109] It should be noted that the terms “customer” and “user” are used

interchangeably herein, In the example embodimenis described above, transactions
are described as being between a customer (user) and a merchant. However, it
should be noted that in other examples the relationship of customer and merchant

20 could be more generally between a purchaser and a vendor, wherein the transactions
are peer to peer. For example the fransactions could be between two private
individuals where a “merchant terminal device 26" is a mobile communications device
of a vendor and the "merchant system 400" is a hosted system for supporting sales
using the vendor’'s mobile communication device. In such an example, the “customer”

25  is the purchaser and the “customer’s (user's) mobile communication device” is the
purchaser’s mobile communications device. In other examples, the system as
described could be used for business to business transactions.
[00110] Although the embodiments described above have been described in detall,
numerous variations and modifications will become apparent to those skilled in the art

30  once the above disclosure is fully appreciated. It is intended that the following claims

be interpreted to include all such variations and modifications and their equivalents.



10to receive from a transaction system a first transaction authorisation request message including
transaction amount information, the mobile communications device identification information and user
verification information; and to determine whether the received user verification information 15
corresponds to stored user verification information for the mobile communications device identified in
the transaction authorisation request and, where the rggeived user verification information corresponds
to the stored user verification information, to retrieve from the storage the payment account
information 20associated with the mobile communications device identification information, to
transmit to an dethd¥iSation system a second authorisation request message that includes the
transaction amount information and the payment account information, and 25on receipt from the

authorisation system of &dtgjcasiibefisabipipliesponse message in response to the second
authorisation message,to cause a secon authorisatiorg response message to be transmitteod to the
2{1 in 0f mobile

. .Storage, securely ~storing User informati Inciu user, o]
transaction system Wlﬁmt?lglden ifying the pa men? account Intformation. (E 'Fhe s?orage system of

Claim 1, wherefi®fHaunicpiiencongeiercallit?is\dbofce infbiezaioMALIE inchTENHMSGEORTCILRRMC/OoDIle
communicgtiongélgyicaisrcaisrinitivnation asseriatednvithsthgcaatiile caaminiealinnsiclRgRs
identification information and.the storage system processing means is configured, in rFs%lonse to 23
receipt from th ?P’é%%&‘@i?ﬁﬁaé%ugﬁwaof%wgbﬁ RS Y DR G OE SEE TS RIBR ¥ uest
including the mafuileisemvenifiiattionyaeaten desiicdtdmitifotimatiohile comminiretiesedevitethe
storage mobileiggmmﬂmmm%ﬁeaﬁgcess 5information associated with the mobile
communications device identification information, to transmit to the transaction system a mobile

communications deviciOARee S¥SIHBrRIQEESIRE S A IHHRRes the mobile communications device
access information associated veteitikefrapbietcorsotimicajistemdeVice lidertiboationdntatoation.

request message including transaction amount information, the mobile
communications device identification information and user verification
information; and
to determine whether the received user verification information
15 corresponds to stored wuser verification information for the mobile
communications device identified in the transaction authorisation request and,
where the received user verification information corresponds to the stored user
verification information,
to retrieve from the storage the payment account information
20 associated with the mobile communications device identification
information,
to transmit to an authorisation system a second authorisation
request message that includes the transaction amount information and
the payment account information, and
25 on receipt from the authorisation system of a first authorisation
response message in response to the second authorisation message to
cause a second authorisation response message to be transmitted to
the transaction system without identifying the payment account
information.
30
2. The storage system of Claim 1, wherein the mobile communications device
information held in the storage includes mobile communications device access
information associated with the mobile communications device identification

information and the storage system processing means is configured, in response to



3. The storage system of claim 2, wherein the storage system processing means is further configured,
in response to receipt from the transaction system of a mobile communications device access

information request including the mobile 15communications device identification information, to
retrieve from the storage the user verification information associated with the mobile communications
device identification information, to determine a subset3f the user verification information, to

transmit to the transaction system a mobile communications device access 20information response
that further includes a request for the determined subset of the user verification information. 4. The
storage systenvefeiiiia@n whergimnsaptivmisgsteRethke rtheqeieivethmseioadidfisadevidaf@enasivn

_COffeSpOﬂdS t(?iﬁf&rr‘ﬁﬁtldr?ﬁrr\éé[ﬁﬂ?;ﬁ“ﬂ@lﬂ!&iﬁﬁ&“%@“ﬁ@bﬂ_@ ;?o‘?ﬂmghit%mmnwm@tiqaérﬁﬁm%mentiﬁed
in the transaction authorisation request comprises confirming that the received user verification
information corf¥9HBANY Yo the determined subset of the user verification information. 5. The storage

system qf any one of the premedémge«zbaifr_mpvuheremm stovage BOBemum'eigtistme@eamryq{ngdspay_ment
account information. B4 SYStRIMLCOMRHSINGTRe RO RSISI SV Al eRNoRBS 8L e iBERGREIRG Flaims

and the transaction system, wherein the transaction system comprises transaction system processing
means configured on FEEERAYPEM a merchant system of an initial 35transaction authorisation request
message including transactiasn @angnit inforn@dicsncidrasgs revbiaremivrioneationstidesicvice

identification informatign that identifies; AR psianch of Amagls communieations devise apayjcation on
a mobile communications dsewce, Srobtain mobile communications device access information
associated with Sthe rRefsiRS cHHfIRieAtiRPSeRivied iduitifibgtionahisrnsaivAUNicatioNg adsHideto the
mobile copgmunicationgedaNic8ch irgpgastion verification request message including transaction
amount information and a request for user verification information, and in response to receipt,
from the mobile communications device of a transaction 10verification response message user
verification infoBmatiod he storage system of claim 2, wherein the storage system processing means

is further configured, in response to receipt from the transaction system of a mobile
communications device access information request including the mobile
15 communications device identification information,
to retrieve from the storage the user verification information associated with
the mobile communications device identification information,
to determine a subset of the user verification information,
to transmit to the transaction system a mobile communications device access
20 information response that further includes a request for the determined subset of the

user verification information.

4. The storage system of claim 3, wherein confirming whether the received user
verification information corresponds to stored user verification information for the
25 mobile communications device identified in the transaction authorisation request
comprises confirming that the received user verification information corresponds to

the determined subset of the user verification information.

5. The storage system of any one of the preceding claims, wherein the storage

30  securely stores encrypted payment account information.

6. A system comprising the storage system of any one of the preceding claims
and the transaction system, wherein the transaction system comprises transaction
system processing means configured on receipt from a merchant system of an initial

35 transaction authorisation request message including transaction amount information



to transmit to the storage system the first transaction authorisation request message including the
transaction amount information, the mobile communications device identification information and the
user verification information. 157.A system comprising a transaction system, the transaction system
comprising transaction system processing means configured on receipt from a merchant system of an
initial transaction authorisation request message inclugling transaction amount information and mobile
communications device identification information that identifies an instance of a mobile
communications device application on a mobile 20communications device, to obtain mobile
communicationdndevitb i cesminfivipatiion Lsietatisie wifibatien mofsiteatienmihaicatentfigeviee

ide_n_tification iNfREMALORF a mpbii@ H&Hﬁmiﬁéﬁtf&%fﬂ%% Sﬁﬁhﬁéﬂiﬂﬁ%ﬂ%%%}(@?@o%ﬂﬁmﬁ@eﬁm
verification request message including transaction amount information and a request for user

25verification iffofifftion, and  in response to receipt, from the mobile communications device of a
transaction verificationor edpainseohés Sagenusecatenisc divicendonestioriprmatiortcatsotsaetoveihstorage

system thesfirstiransagial AHNRISAYAL JeGHE MdNaRSARR iFHAIng e transaction amount

information, the mobile communications 30device identification information and the user verification
information. 25 iHGEpBTEE {8 BEeIPPRIEMCATBMWEIERERSS PRURT oF tHRNPAGAPT aYRIAISRYAN
authorisation regyesttnmessage ineluding tinenkacRaci@moamaoufdrinfeionadian anddbesmipilgser

communlcatlonsed .&’é‘f%ﬁqﬁfg}‘;hc Iloné%ormatlon, to transmit to the storage system a mobile

communications gewqe access %(r)]?brmation request including the mobile communications device
identification informati®rieapense tofaeaipofoatte MANIRCENMMUARIRNSECHIEFi 66 EaasaaHIBrmation

responsefipom {RarkiAag PSSR inaidasiudes therpakileisRmmupications device access information
associated with the mobile communicatigons device identification 10 information,.to transmit to the

mobile communication J80REHE tﬁl};\%%%rﬁgﬁ VR HER érahgé{‘ﬁ?&'ggg% 8rL'JSCﬂH%nt|I§ﬁ§J§8{ion
amount informaniessagel m¢kgirgsttior traeragddificationrinfofanaiddnn, IheE Heddystaonuhanigasivaf claims

6 0 8, further CQURASHUhNEMG FBRhARSY ASMnVRSIP IR MEMGT FBRhaysHem comprises means

for inputting product identification information for a purchase transaction,

15 7. A system comprising a transaction system, the transaction system comprising
transaction system processing means configured on receipt from a merchant system
of an initial transaction authorisation request message including transaction amount
information and mobile communications device identification information that identifies
an instance of a mobile communications device application on a mobile

20 communications device,

to obtain mobile communications device access information associated with
the mobile communications device identification information,

to transmit to the mobile communications device a transaction verification
request message including transaction amount information and a request for user

25  verification information, and

in response to receipt, from the mobile communications device of a transaction
verification response message user verification information,

to transmit to a storage system the first transaction authorisation request
message including the transaction amount information, the mobile communications

30 device identification information and the user verification information.

8. The system of claim 6 or claim 7, wherein the transaction system processing

means is configured



means for inputting mobile device identification information identifying a user's mobile communications
device for the purchase transaction, 20merchant system processing means operable to transmit, to the
transaction system, the initial transaction authorisation request message including the transaction
amount information and mobile communications device identification information, and on receipt from
the transaction system of the second authorisation resgonse message to issue a receipt for completing
the purchase transaction for the user. 25 10. The system of claim 9, wherein the means for inputting
the mobile device identification information comprises an RFID reader for reading an RFID identifier
that is associated withnhesnobie torrepeinichkbonshteviescaadtrepsteranes the indlsiletiensaeiiftications
device identiﬁe&ﬁ%r&%ﬂ&'ﬁ‘%eﬂ(%@%@&%@‘iﬂ@uw kRN thRREIEhraRrehiSABrNESofeaietne26 is

S

displayed by the mobile communijcations device and represents the mobile communications device
identifier. 13.THB°§S')§t8W8f%Wﬂgsﬁ%wgep'%@ﬁ?é'@&mmﬁﬂg%in the mobile 5 communications
device identifier is generategivnoahealgeoage sységordhmbitochnmmatoinadivan idevitéiexdorsthe
mobile corgmurigations,deyics hardpargingd @R idratifier iBrANINSIARAS ChLRMMRifcation
communications device application on the mobile communications device. 1014.The system of claim
13, wherein thérﬁ?ﬁﬁﬁé%o?ﬁ% communications device identifier is generated by a registration server
as part of a registration psepessci@s eegisigiNeHMs e toauvidsiaatioss idRriaatand&pdnséance of
the application 5, A redisyglion seryer cenfiguiae-Lpie sommunicale i anenpligation on.a mobile
Eeqntif%y ntifier ile’communications device hardware and an
identifier for anifhetaaderpf aseegiReativith theto HebigateonnigiGatiorbildeeemififeblieriodevice
!dentifier fay therrskaaishof dhenaprlination g thabpebiesannklisasionstemttie itgniiaenfor the
instance

communications device o | an ide or the mo IO

verification request message including transaction amount information and a request

for user verification information.

0. The system of any one of claims 6 to 8, further comprising the merchant

15 system, wherein the merchant system comprises

means for inputting product identification information for a purchase
transaction,

means for inputting mobile device identification information identifying a user’s
mobile communications device for the purchase transaction,

20 merchant system processing means operable to transmit, to the transaction
system, the initial transaction authorisation request message including the transaction
amount information and mobile communications device identification information, and

on receipt from the transaction system of the second authorisation response

message to issue a receipt for completing the purchase transaction for the user.

25
10. The system of claim 9, wherein the means for inputting the mobile device
identification information comprises an RFID reader for reading an RFID identifier that
is associated with the mobile communications device and represents the mobile
communications device identifier.

30

11. The system of claim 10, wherein the RFID reader is an NFC reader.

12. The system of claim 9, wherein the means for inputting the mobile device

identification information comprises an imaging device for imaging a visual code that



200f the application and for the mobile communications device hardware, and to transmit the
unique mobile communications device identifier for storage by the application on the mobile
communications device. 16. A method comprising 25securely storing, on a storage of a storage
system, user information including, for a user, mobile communications device information including
mobile communications device identification informatigg that identifies an instance of a mobile
communications device application on a mobile communications device, and payment account
information and user verification information associated with the 30mobile communications device
identification inforgiapleseanty therevehilagcanthiBicrtepssysrdee frnfl deripseititoithsystamilg first
transaction autpgrsaiiaRiRMdeRVReS§aGEcluding transaction amount information, mobile
communications device identification information and user verification information; and 27
determining by the storage system whether the received user verification information corresponds to
stored user verifatioi efosgsition 6br dmg noabile@tahemprecatios devnte icdréad thehentrifesaction
authorisatign reqyst ARt el GENRE R oo NP AL ERIE OBt Ifmife Stored

user verification information, _retrl_e_vm%by the siorage system from the storage payment account
information as<SE¥TREGUIRNMOIR BN INRI RIS @BV BRIRAT S8YIF SnfSFHARIEN 2 BhA8mitting
by the storage rysigfiertdcanaauiinssediaii systeminld Aspoondicatibesisiiidce ragphsitivessageethat

includes the trarggﬁﬁg%?) am ulcr:létll%%rﬁ?eavti'?en and the paym_ent account |r!format|on, and on recelpt
by the storage system from the authorisation system of a first authorisation response message in

response to the second authorisation message, causing a second authorisation response 15message

to be trangpnitted to theHsagizasHPBfsHaig M Withattdre VIR the RadimerimetRititiermatian. 17.
The method of | IairP 16, the mobili§ommunications device informa?on held in the stor‘l%%?eincludes
i

mobile commuliERHIBHs BHTE ALY iRrbrHRTRIPAIREY P WithAHEHRIBHR LS gtions
device identificag@sténifug thativnbileeonethoicetionsrisinigeiane Spoinstatsestfsis appticti@mransaction
system of a mobile communications device access information request including the mobile

communications device identification information,
. A registration server configured

15 to communicate with an application on a mobile communications device to
identify an identifier for the mobile communications device hardware and an identifier
for an instance of the application,

to generate a unigue mobile communications device identifier for the instance
of the application on that mobile communications from the identifiers for the instance

20  of the application and for the mobile communications device hardware, and

to transmit the unique mobile communications device identifier for storage by

the application on the mobile communications device.

16. A method comprising

25 securely storing, on a storage of a storage system, user information including,
for a user, mobile communications device information including mobile
communications device identification information that identifies an instance of a
mobile communications device application on a mobile communications device, and
payment account information and user verification information associated with the

30  mobile communications device identification information, and
receiving at the storage system from a transaction system a first
transaction authorisation request message including transaction amount
information, mobile communications device identification information and user

verification information; and



retrieving by the storage system from the storage mobile 25communications device access information
associated with the mobile communications device identification information, transmitting by the
storage system to the transaction system a mobile communications device access information
response that includes the mobile communications device access information associated with the
mobile 30communications device identification informgfion. 18. The method of claim 17, further
comprising, in response to receipt from the transaction system of a mobile communications device
access information request including the mobile communications device identification information, 28
retrieving by the storage syst&tetheingererificatissarpgernzsiemassoriiaged theth reneinesbileser

communications devicg igeatifisativminiRimationspondsiesesmiBingdey themiansaayatRmoA sotoset of

the user verification informatjon, 5transmitting by the storage system to the transaction sg%ttem a

mobile communicatiof&SE\AREE /G NOIUAHIAH SF YISG BISUIRA R Fie I ARSRIHRD LHURIEART the
determined subset of theueserudrifitetioriaforoeateahustd . vEHbcaiethadfafradbiom d&;redperels tonfirming

that the re@eived usertp{gg{%g%ép\i,@m[égﬁgg%mmgﬁgmds to the determined subset of the user

verification information. 20. The method of any one of claims 16 t018, comprising securely storing
encrypted payment account inform&&HEYRNhEStHIAgEOESS1 Mttty HieasjrbreoPRIANMR 16 to
20, comprising, on receipt freRteumsarthamitRys Fobkide wiansrch@bity stenmohratoiatidssaction
authorisation request messa%%ri]ﬂﬁ(lz%q@rgiﬁr@pr%gﬁgﬁm amount information and mobile communications
device identification information, obtaining by the transaction system mobile communications
device 20access information assoclEBBEMHAGRY HBIsieragmeisisitaifon? AdvRESRIONBNETNA

informatiom second authorisation request message that includes the transaction
amount information and the payment account information, and

on receipt by the storage system from the authorisation system

of a first authorisation response message in response to the second

authorisation message, causing a second authorisation response

15 message to be transmitted to the transaction system without identifying

the payment account information.

17. The method of Claim 16, the mobile communications device information held

in the storage includes mobile communications device access information associated

20 with the mobile communications device identification information, the method

comprising, in response to receipt from the transaction system of a mobile

communications device access information request including the mobile

communications device identification information,

retrieving by the storage system from the storage mobile

25 communications device access information associated with the mobile
communications device identification information,

transmitting by the storage system to the transaction system a mobile

communications device access information response that includes the mobile

communications device access information associated with the mobile

30 communications device identification information.

18. The method of claim 17, further comprising, in response to receipt from the
transaction system of a mobile communications device access information request

including the mobile communications device identification information,



transmitting by the transaction system to the mobile communications device a transaction verification
request message including transaction amount information and a request for user verification
information, and 25 in response to receipt from the mobile communications device of a transaction
verification response message user verification information, transmitting by the transaction system to
the storage system the first transaction authorisation rggjuest message including the transaction
amount information, the mobile communications device identification information and 30the user
verification information. 22.The method of claim 21, comprising, on receipt by the transaction system
from the merchant sipstienmngf byethsitkibtaaesarsiemabthodeaerifieajesinioesstige arsoelatgthe

transaction amguntifeRBIEAED AAcLIRIOLIh S NI iBR st viiae idafitification 35information, 29
transmitting by the transactionﬂsa/stem to the storage S){éstem a mobile communications device access

information request incRiBTAYYAL R¥bilRSCoiRAYS c SR Heic eghtiftatlth MF6FmETITA4AR in

response to a nmblyileatiommunications device access information response 5 from the storage system

that includgs the mobyle commpnications deyice.acoersintermaliopassariated Wik the mohile
communications device identification information, transmitting by the transaction system to the mobile

communicationS a¥VHUCHIPtR 84 oACEERT dAlMFEef &eBPRBSS ARt HHIIEME ¢ &titsiarRbunt

information anda tiegdesirivineseurseficatierugdiovaraitanod thig@ndilom method of any one of claims16
to 22, further comprising receiving by a merchant system product identification information for a
purchase transaction; receiving by the merchant system mobile device identification information

15identifying a 1&er's Msomebomaf pdatibhdereie sepiiHaipuibphdetraeribeddiser vertigaienitting by

the merchant systemalbeotrassaedio b Ivsteaiethariaiial i sretio Dy ihaization iranesisnessage
including the transaction amount information and mobile communications device identification

information, and on receipt by the merchant system from the transaction system of the second
20authorisatior2fesponke rmessed)eqfissuyngreredeipaifos cbonpiédn octivenpisitt asectr@hsattondfor the

user. 24. The methesaleloine 43 COTRISIBIERING dfutekthe mobile device identification
information by reading an RFID identifier that is associated with the
15 21. The method of any one of claims 16 to 20, comprising, on receipt from a
merchant system by the transaction system of an initial transaction authorisation
request message including transaction amount information and mobile
communications device identification information,
obtaining by the transaction system mobile communications device
20 access information associated with the mobile communications device
identification information,
transmitting by the transaction system to the mobile communications
device a transaction verification request message including transaction
amount information and a request for user verification information, and
25 in response to receipt from the mobile communications device of a
transaction verification response message user verification information,
transmitting by the transaction system to the storage system the first
transaction authorisation request message including the transaction amount
information, the mobile communications device identification information and

30 the user verification information.

22. The method of claim 21, comprising, on receipt by the transaction system from
the merchant system of the initial transaction authorisation request message including
the transaction amount information and mobile communications device identification

35 information,



25mobile communications device and represents the mobile communications device identifier. 25.
The method of claim 23, comprising receiving input of the mobile device identification information by
imaging a visual code that is displayed by the mobile 30communications device and represents the
mobile communications device identifier. 26. The method of any one of claims 16 to 25, wherein the
mobile communications device identifier is generated fgpm an algebraic or algorithmic combination of
an identifier for the mobile communications device hardware and an 30 identifier for an instance of the
mobile communications device application on the mobile communications device. 27. The method of
claim 26, comprising df@neraitiitg, By athegitarasiiicrrsgsiene Buriltfuesinisiee systaurdcatiolile device

identifier as pa@dﬁﬁrﬁdﬁi_%ﬂ@n@ond?!\%@ssaf@éé@_iS}ﬁf&"r‘&éh@r{n%ﬂﬁ@Qmﬁh\ém&ﬁg@on%ﬂ%lﬁ@ the
instance of the application. 28. A method comprisin ster performed by a registration server of

communicatingRRT 4R SHRSHRACS e HBEMCRINHNANLARS device to 10identify an identifier for
the mopile communicmimdeﬂmm@Mmmimmﬁﬁedéomammmmmmppﬁmm;
generatingza unighe MoRilg comepupicAions avisss idRatiishier BfmnsHGR AL the/rPlication on that

mobile communications device from the identifiers for the instance of the application and for the mobile
communication§QEVRIORaRFAFEAE S triEmitiRg PRI ERMAMBIRAEBRE MR IEERo/ieaESEH B ntifier
for storage by tinéoapaticati e g obiltheomimticati@ystdaviee the mobile communications
device the transaction verification request message including transaction amount
information and a request for user verification information.
10
23. The method of any one of claims16 to 22, further comprising
receiving by a merchant system product identification information for a
purchase transaction;
receiving by the merchant system mobile device identification information
15 identifying a user’s mobile communications device for the purchase transaction;
transmitting by the merchant system to the transaction system the initial
transaction authorisation request message including the transaction amount
information and mobile communications device identification information, and
on receipt by the merchant system from the transaction system of the second
20  authorisation response message, issuing a receipt for completing the purchase

transaction for the user.

24. The method of claim 23, comprising receiving input of the mobile device
identification information by reading an RFID identifier that is associated with the
25 mobile communications device and represents the mobile communications device

identifier.

25. The method of claim 23, comprising receiving input of the mobile device
identification information by imaging a visual code that is displayed by the mobile

30 communications device and represents the mobile communications device identifier.

26. The method of any one of claims 16 to 25, wherein the mobile
communications device identifier is generated from an algebraic or algorithmic

combination of an identifier for the mobile communications device hardware and an



10

15

30

identifier for an instance of the mobile communications device application on the

mobile communications device.

27. The method of claim 26, comprising generating, by a registration server, the
unique mobile communications device identifier as part of a registration process for

registering the mobile communications device and the instance of the application.

28. A method comprising steps performed by a registration server of
communicating with an application on a mobile communications device to
identify an identifier for the mobile communications device hardware and an identifier
for an instance of the application;
generating a unique mobile communications device identifier for the instance
of the application on that mobile communications device from the identifiers for the
instance of the application and for the mobile communications device hardware;
transmitting the unique mobile communications device identifier for storage by

the application on the mobile communications device.



