To provide overall
command and contr ol

security to a utility managenent system critical
nessages that are issued to conponents of the system

are explicitly approved by a secure authority. The explicit approval
aut hent i cad) esrerRETIORGL @BEIR0A AON iPOBLISMND BxBIRAHEZRSEXTEeoMmerRhoiovaneaTotrcrhe

manage
pl aced in
to bunker

t an

G

speci fi 9 %(t)rildglrljlteilpcguiaﬁirto eecri't ![d;rﬁ:]iantizﬁgsns 4] e

{2 t?og 1

a physica unker.
(Boersutipsy Buldiegion Pate ar e

. Wi
Wth t¥§

T N p
&’!Q-':?‘\H

R o e i

roac
. (20)

thiern@Bnk RBHARGE NGRS SATY

actions. O hdf Mrr?AhraA6.28Bdul es caTer?Inbloutw eibﬂz}pmﬁtﬁ;r eby

avoiding the need to partition theminto bunkered and non-bunkered
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(54) Title: PHYSICALLY SECURED AUTHORIZATION FOR UTILITY APPLICATIONS
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Fig. 5

(57) Abstract: To provide overall security to a utility management system, critical command and control messages that are issued
to components of the system are explicitly approved by a secure authority. The explicit approval authenticates the requested action
and authorizes the performance of the specific action indicated in a message. Key components of the utility management and con-
trol system that are associated with access control are placed in a physical bunker. With this approach, it only becomes necessary
to bunker those subsystems that are responsible for approving network actions. Other management modules can remain outside
the bunker, thereby avoiding the need to partition them into bunkered and non-bunkered components. Access to critical compo-
nents of each of the non-bunkered subsystems is controlled through the bunkered approval system.



