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UPDATEABLE SMART CONTRACTS

CROSS-REFERENCE TO RELATED APPLICATIONS
{0601} The present application claims priority to U.S. Provisional Patent
Application No. 62/650,183, filed March 29, 2018, and entitled “Updateable

Smart Contracts.”

TECHNICAL FIELD
j06802] The application is directed to the design of an updateable smart contract
or smart contracts for which updateability otherwise would be prevented or
reduced by the coupling between each smart contract and s permanent data
storage that is enforced by the blockchain or distributed ledger platform on

which the smart contract executes.

BACKGROUND

6003] Blockchain technology has the potential of bringing the biggest
nformation technology revolution of thig contory or at least the first half of this
century. Afier the Intemet revohition, the blockchain revolution is probably the

bigeest disruption 3o far which is challenging the weakest nerve of the Infernet -
the lack of trost. Blockchain s the only fechnclogy to date which can bring tnist
to the Internet by making data practically tronwtable.
{0004] Edhorcum currently 18 one of the most widely used blockchain svstoms,
Ethercum makes data immngable it order to create trast among nodes. Ethoream
makes not only the values which are stored but also makes the program or smart
covtracts immutable. This means that if one has deployed a smart contract on
Fthereum, that smart contract cannot be updated or modified once deployved.
{8808} Thus, immutability of data comes at a cost i that any future updates o
the smart contract will not he possible. The inability to update the smart contract

is impractical for many use cases and may lead to obsolescence of the smart

ems and methods desoribed herein are designed to make

B

contracts. The syst

ez
5

mart contracts updateable without comproraising the immautabiity of the

anderiying data.
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SUMMARY
j006] The systems and methods described herein address the needs in the art by

ent and child model. As

providing an architoctire sciotion mmplemented as a p
a fivst stop, a parent smart contract 15 deployed that has the feature of stormng a

child smart contract address for a child smart contract that may be called using

the child smart contract address. Then, whenever a new child smart contract s
deploved, the parent emart contract is updated with the address of the new child
gmart contract so that the parent smart contract will be able o call the new child
smart contract. The only hvtation here 19 that the stracture of the child smart
contract i known to the parent sgart contract. For example, the number of
mpuis going iuto the child smart contract and the number of outputs conung out
of the child smart contract are knovwn to the pavent smart contract before
doployment of the parent smart contract. In cerfain embodiments deseribed
berein, the parent soart contract is the caling smart contract and s not
updateable wihile the child smart contract is the called smart contract and s

o

updateable. In this sifuation, the calling {mr‘f:m} sivart contract i formed as to

how to make calls to 1ts opdated called {child) smart contract. On the other
hand. m other embodiments described herein, the called {ehild) smart contract is

not updateable and the calling (pavent} smart contract 1 updateable. Inthag
situation, when the calling {parent} smart contract 13 updated to a new version, it
simply contiues 10 make use of the called {child) contract, whose address s
unchanged, as s predecessor calling {parent) smart contract did.

{30607} In sample embodiments, the systems and methods more generally relate
to the design of a smart contract or smart contracts for which updateability
otherwise would be prevented or reduced by the coupling between each smart
contract and its permanent data storage that is enforced by the blockchain or
distributed ledger platform on which the smart contract executes, as is the case
on comman smart contract platforms like Ethereum. In such sample
embodiments, each notional smart contract is divided into separate updateable
and non-updateable smart contracts where the division of cach smart contract's
functionality is such that any direct usage of the platform's permanent data
storage becomes a part of the functionality of the non-updateable smart contracts
and at least some of the part of the remaining finctionality resides in the

updateable smart contract, whereby any existing or future techniques for the

[
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mieroperating of the smart contracts may be used to achieve the same combined
functionality as would have been achieved using the original notional smart
contract. Also, any existing or future techniques for directing a smart contract to
begin interoperating with another smart contract may be used in conjunction
with the original or subsequent deployment of the updateable smart contract to
enable nteroperability.

{6008] Sample embodiments include a method for updating a smart contract
mplemented on a blockchain by segregating the smart contract into an
updateable smart contract and a non-updateable smart contract connected viaa
fixed interface. The non-updateable smait contract handles persistent data
storage and retrieval to the blockchain for data that needs to be permanently
accessible and the updateable smart contract does not contain data storage and
retrieval to the blockchain. The non-updateable smart contract and a first
version of the updateable smart contract are deploved, and the non-updateable
smart contract 1s provided with an address of the first version of the updateable
smart contract via the interface. The non-updateable smart contract stores the
address of the first version of the updateable smart contract to the blockchain.
The non-updateable smart contract may retricve permanent data from the
blockehamn and pass the permanent data to the first version of the vpdateable
smart contract via the iderface. In operation, the updateable smart contract
serforms a computation on the permanest data and retums updated data based on
the computation of the permanent data back o the non-updateable smart contract
via the mterface, and the non-updateable smart contract stores the updated data
to the blockchain.

{8609} In other sample embodiments, a method for updating a smart contract
implemented on a blockchain includes the initial steps of segregating the smart
contract into an updateable smart contract and a non-updateable smart contract,
where the non-updateable smart contract handles persistent data storage and
retrieval to the blockchain for data that needs to be permanently accessible and
the updateable smart contract does not contain data storage and retrieval to the
blockchain; deploving the non-updateable smart contract and a first version of
the updateable smart contract; calling an interface of the non-updateable smart
contract with an address of the first version of the updateable smart contract; and

the non-updateable smart contract storing the address of the first version of the
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updateable smart contract to the blockcham. To update the smart contract, a
second version of the updateable smart contract is deployed and the interface of
the non-updateable smart contract is called with an address of the second version
of the updateable smart contract, which the non-updateable smart contract stores
to the blockchain. The non-updateable smart contract invokes the second
version of the updateable smart contract by retrieving the address of the second
version of the updateable smart contract from the blockchain and calls the
second version of the updateable smart contract at the retrieved address.

{3018} In other embodiments, the smart contract 1s segregated mto the non-
updateable smart contract and a plurality of the updateable smart contracts that
have respective interfaces with the non-updateable smart contract. The calling
steps call the respective interfaces with addresses of the respective versions of
the respective updateable smart contracts, and the addresses of the respective
versions of the respective updateable smart contracts are stored to the
blockchain. The invoking step includes retrieving the addresses of the second
versions of the updateable smart contracts from the blockchain and calling the
second versions of the updateable smart contracts at the retrieved addresses.
Alternatively, the respective interfaces may be replaced by a single interface
where the calling steps include calling the single interface with an identifier
associated with and the respective addresses of the respective updateable smart
contracts. In this embodiment, the storing steps store the identifiers and
addresses of the respective versions of the respective updateable smart contracts
to the blockchain, and the mvoking step includes retrieving the identifiers and
addresses of the second versions of the updateable smart contracts from the
blockchain and calling the second versions of the updateable smart contracts
identified by the identifier at the retricved addresses.

{8611} Io still other embodiments, the updateable smart contract is self-
registering and the calling steps include the self-registering updateable smart
contract calling the interface of the non-updateable smart contract with the
address of the respective versions of the self-registering updateable smart
contract. Multiple updateable smart contracts may be self-registering as well. In
such embodiments, the segregating includes segregating the smart contract into
the non-updateable smart contract and a plurality of the updateable smart

contracts, and the deploying steps include deploying first and second versions of
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each updateable smart contract. The calling step includes the self-registering
updateable smart contracts calling respective interfaces of the non-updateable
smart contract with the addresses of the respective versions of the respective
self-registering updateable smart contracts. Also, the storing step includes
storing the addresses of the respective versions of the respective updateable
smait contracts to the blockchain, and the invoking step includes retrieving the
addresses of the sccond versions of the updatcable smart contracts from the
blockchain and calling the second versions of the updateable smart contracts at
the retrieved addresses.

{3612} In cach of these embodiments, the segregating may also include
segregating the smart contract into a plurality of non-updateable smart contracts.
{8013] In still other embodiments, the updateable smart contract is hard-coded
with the address of the non-updateable smart contract. In this embodiment, the
smart contract implemented on a blockchain s updated by segregating the smart
contract into an updateable smart contract and a non-updateable smart contract,
where the non-updateable smart contract handles persistent data storage and
retrieval to the blockchain for data that needs 1o be permanently accessible and
the updateable smart contract does not contain storage and retricval to the
blockchain. The non-updateable smart contract is deployed, and an address of
the non-updateable smart contract is hard-coded into a first version of the
updateable smart contract which is then deployed. To update the updateable
smart contract, a second version of the updateable smart contract is deploved and
the second version of the updateable smart contract is called. The second version
of the updateable smart contract calls the non-updateable smart contract at the
hard-coded address, and the non-updateable smart contract stores any permanent
data to the blockchain.

{8614} The embodiments described herein also encompass computer systems
and computer readable media coded with instructions for unplementing the

methods described throughout this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS
{8613} The present disclosure is illustrated by way of example and not limitation
in the figures of the accompanving drawings, in which like references indicate

similar elements and in which:
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{0016} FIGS. 1A — IF illustrate a parent/child smart contract embodiment of a
calculator in accordance with some embodiments.

{0617} FIG, 1A illustrates a first step in which a Parent Contract is deployed.
{0018} FIG. 1B dlustrates the deployment of a Child Contract with add
functionality.

{8619} FIG. 1€ dlustrates the deplovment of another Child Contract with
multiply functionality.

{6028} FIG. 1D llustrates the connection of the Parent Contract with both the
Add Child Contract and the Maltiply Child Contract.

{0621 FIG, 1E illustrates replacement of the add function with the subtract
function meluding deployment of a Subtract Child Contract.

{6022} FIG. IF dlustrates the connection between the Add Chald Contract and
the Parent Contract being removed and a connection with the Subtract Child
Contract being added.

{6023} FIG. 2A llustrates a simple case meluding one Service Contract where
the Service Contract s updated by an external call in accordance with some
embodiments.

{0624} FIG, 2B dlustrates the deplovment of an updated Service Contract with
respect to the imitial deplovment shown n FIG. 2A in accordance with some
embodiments.

[0025] FIG. 2C dlustrates invocation of the updated Scrvice Contract shown in
FIG. 2B in accordance with some embodiments.

{0026} FIG. 3A llustrates an initial deployment of an embodiment of multiple
Service Contracts having addresses updated by an external call in accordance
with some embodiments.

{6027} FIG. 3B illustrates the deployment of apdated Service Contract X

with some embodiments.

{6028} FIG. 3C illustrates mvocation of the updated Service Contract X shown
i FEG. 3B 1n accordance with some embodiments.

{0029] FIG. 44 illustrates an mitial deplovment of an embodiment of a self-

registering Service Contract in accordance with some embodiments.
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{6030} FIG. 4B illustrates the deplovment of an updated self-registering Service
Contract with respect to the initial deployment shown in FEG. 4A in accordance
with some embodiments.

{0031} FIG, 4C illustrates invocation of the updated self-registering Service
Contract shown 1n FIG. 4B 10 accordance with some embodiments.

{8632} FI{. 5A dlustrates an imitial deployment of an embodiment where the
permanent storage is provided 1o the Service Contract in accordance with some
embodiments.

{0033} FIG. 5B illustrates the deplovment of an updated Client Contract with
respect to the initial deployment shown m FIG. SA in accordance with some
embodiments.

{6034} FIG. 5C illustrates invocation of the updated Client Contract of FIG, 5B
in accordance with some embodiments.

{B035] FIG. 6A ilustrates a conventional smart contract where Versions 1 and 2
of the smart contract are stored on the blockchain and the blockchain data
storage is tightly coupled to the respective versions of the contract.

{3636} FIG. 6B illustrates updateable smart contracts where all data storage is
coupled to the Client Contract and respective Service Contracts with no data
storage requirements provide updated computation results to the Chient Contract
via an interface in accordance with some embodiments.

{6037] FIG. 7is a block diagram that dlustrates a computer system upon which

examples described herein may be implemented.

DETAILED DESCRIPTION
{6638} The following description with respect to FEGS. 1-7 sufficiently
itlustrates specific embodiments to enable those skilled in the art to practice
them. Other embodiments may incorporate structural, logical, process, and other
changes. Portions and features of some embodiments may be included in, or
substituted for, those of other embodiments. Embodiments set forth in the claims
encompass all available equivalents of those claims.
TERMINGLOGY
{8639] Bloekchain: A continuounsly growing st of rocords, called blocks, that
are linked and secared using ceypiography. Hach block typeally contains a

crvpiographic hash of the previous block, a timestamp, and transaction data. The
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blockehain is designed 1o be inherently resistant to modification of the
transaction data. For use ag a distributed ledger, 4 blockehain 1 tvpically
managed by a peer-to-peer network that collectively adheres to a protocol for
validating new blocks. Once recorded, the data v any given block cannot be
altered retroactively without the alteration of all subsequent blocks, whach
roguires collusion of the nedwork majority.
{B048] Smart Centract A computer protoco! that provides the general-purpose
computation that takes place on the blockchain or distributed ledger. The smaxt
contract fransactions may be sunple or may implement sophisticated logic, The
resulting trapsactions are typically public, trackable and irrevarsible. Vanous
crypiocuirencios and smart contract platforms such as Ethereont have
fnplemented types of smart contracts. In the case of Etheream, smart contracts
are lugh-fovel programming abstractions that are compiled down to bytecode and
deploved to the Etheroum blockcham for execution.
{041] Ethereum An open-source, public; blockchain-based distributed
computing platform and operating system featuring smart contract {scripting)
functionality. Ethereum provides a decentralized Turing-complete virtual
machine, the Hihorcum Virtual Machine {(EVM), that 1s the runtime envivonmeont
for smart contracts for executing seripis using an itornational network of public
nodes. Ethereom 5 a prominent and well-known smart contract framework.
{B042] Etherenm Constructor:  In Ethercum, a Constructor s a routine which
is part of a Smart Contract that is automatically executed by the blockchain
platform at the time the Smart Contract s deployed to the blockchain
network. Other blockchain platforms include similar mechanisms or such
mechanisms are achievable.
{0043] Contract A Smart Confract,
{6044} Client (Parest} Contract™: The portion of a segregated Contract that
bandies all porsistord data storage and retrieval to the blockehain that needs to be
permanently accessible. The Clicnt Contract 1s designed to never be apdated. In
sample cwbodiments, the Chent Contract may retriove permanent data and pass
i 1o a Service Contract, and the Service Contract may compute and refom data
back o the Chent Contract for permanent storage.

{0045} Service {Child) Contract™: The portion of a segregated Contract that is

mvoked by the Client Contract and does not contain storage and retrieval. The
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Service Contract may be updated at any time via one of several mechanisms
desenbed herein

{346} "I some embodimments described below, the role of the Clierd Countract
and Service Contract is roversed whereby the Service Contract provides
permanent storage and retrieval and the Chient Contract is updateabls.
OVERVIEW

{80471 The systems and methods descrbed herein partially addresses a unique
problem that was created by the introduction of programmable distributed ledger
platforms hike Ethereum. These platforms tightly couple their user-contributed
distributed programs (“Contracts™) with any data persistently stored by each
program into the distributed ledger after the program itself has been deploved to
the distributed ledger network. The effect of this coapling is that any attempt in
prior art systems to replace a Contract with an updated version rendered all data
stored by the previous version unreadable to the updated Contract. Those skilied
in the art will appreciate that this excludes extraordimary measures, such asa
fork to the distributed ledger network programming, which would be outside of
the normal day-to-dayv operation of the network. The techniques described
herein apply to any such distributed ledger platform.

{0048} In prior art svstemns, the inablity (o apdate a Conteact was stmply

accepted and Contracts were deploved with the expectation that oo part of them

could be updated withont Joss of acosss to persistent data. The systems and
methods described herein address this lunitation by segregating a proposed smart
contract o (1) a Chent Contract which handles all persistent data storage and
retrieval to the blockchain for alt data that needs o be permanently accossible
and {2} one or more Service Contracts that ave invoked by the Chent Contract
and do not contain such storage and retrieval. The Client Contract 1s designed to
never be updated, but the Service Condract{s} may be updated at any time via
one of several mechanisms deseribed herein. 1o sample erobodiments, the Cliont
Contract may retriove permanent data and pass o a Service Contract, and the
Service Contract may compute and return data back to the Client Contract for
permanent storage.
{80491 Before describing the sysioms and methods in detail, a simple example of
a calculator will first be discussed in order to beter explaim parent/child (Client

Contract/Service Condract) archifectire of the sample embodonents.
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Calculator Example

J050] Assume one wanted to build a calculator with the following fimcetonality

o day one:

Add two numbers
Multiply tveo mumbers

Store the results of all operations and never lose the data

In order to build a calculator with the above fanctionality, a parent contract with

the following features is deployed:

° Call any child contract which can take two numbers and return one
mumber

s Ability to store contract address

e Ability to store return result in state variable

Once a parent contract with the above functionality is deployed, then one will
need to deploy two child contracts, one with the add function and one with the
multiply function. Both these functions will take in two numbers and will returm
the result and will not store anything in the state variable. Once a child contract
is deploved, the address of these two contracts will be updated to the parent
contract. Now the parent contract can call these two contracts and can store the
results. The combination of the parent and child contracts together fulfill the
requirement of building a calculator.

{6051] Now, assume that after some time the user of the calculator decides that
he does not want add functionality but wants subtraction functionality. It 1s fo
rematn a requarement that no data should be lost. In this case, if a new parent
and child contract 1s deployed, then all the data stored by the old parent contract
will be lost, which 15 undesirable. However, under the parent and child model,
another child contract similar to the add chuld contract may be deploved which
will do subtraction. Once the subtract child contract is deployed, the parent
contract is updated with the address of this new subtract child contract. In this

fashion, the functionality of the calculator smart contract may be updated while

10
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the stored data remains immutable. FIGS. 1A - 1F illustrate this calculator
example diagrammatically.
{0652] FI1G. 1A llustrates a first step in which a Parent Contract is deployed
with specified functionality including:

Call Add Child Contract

Call Multiply Child Contract

Store retumed result iv state variable
The Parent Contract will contain the state variables and only business logic will
be present in the Child Contract. During the design phase, the Parent Contract 1s
required to identify all the state vartables that will be used in the present and that
can be used in the future.
{6053} FIG. iB illustrates the deployment of a Child Contract with add
functionality. In particular, the Add Child Contract includes the function of
taking two nubers as mput, adding them, and returning the result.
[8034] FIG. 1C illustrates the deployment of another Child Contract with
multiply functionality. In particular, the Multiply Child Contract includes the
function of taking two numbers as input, multiplying them, and returning the
result.
[{6055] FIG. 1D illustrates the connection of the Parent Contract with both the
Add Child Contract and the Multply Child Contract.
[3056] Now, in order to remove the add function and to replace 1t with the
subtract function, a Subtract Child Contract 1s deploved as shown 1 FIG. 1E.
The Sebtract Child Contract inclades the function of taking two mumbers as
input, subtracting them, and returning the result. Next, the connection between
the Add Child Contract and the Parent contract is removed and a connection
with the Subtract Child Contract is added as shown in FIG. 1F. As required, the
connection to the Add Child Contract can be added back again at any time. Also,
if the Parent Contract was designed to pernut updateability as described herein,
then the Subtract Child Contract can be added to provide additional functionality
in addition to the Add Child Contract and the Multiply Child Contract. It will be
appreciated that each Child Contract has the same number of inputs and outputs

and addresses that are provided to the Parent Contract.

11
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Detailed Description - Client Contracet with One Updateable Service
Contract

{3657} In sample embodiments described herein, a Client Contract, one
updateable Service Contract, and a mechanism for an external caller to configure
the Client Contract with the address of the Service Contract each time a new
version of the Service Contract is deploved is provided.

[00S8] FIG. 2A dlustrates a simple case including one Service Contract where
the Service Contract 1s updated by an external call. As illustrated. the mitial
deplovment meludes deploving the Chent Contract at 200, deploving Version 1
of the Service Contract at 202, and calling Interface A on the Client Contract
with the address of Version | of the Service Contract at 204, The Client
Contract stores the address of Version 1 of the Service Contract to the
blockchain at 206. As illustrated, the Client Contract includes Interface A for
updating the address of the Service Contract and Interface B for calling the
Service Contract as well as persistent storage for storing the address of the
Service Contract as well as other state data. Version 1 of the Service Contract
has no persistent storage and is implemented via Interface B on the Client
Contract.

{6059} FI{. 2B illustrates the deployment of an updated Service Contract with
respect to the initial deplovment shown i FIG. 2A. As illustrated, Version N of
the Service Contract is deployed at 208 and Interface A on the Client Contract is
called with the address of Version N of the Service Contract at 210, The Client
Contract stores the address of Version N of the Service Contract to the
blockchain at 212, Version N of the Service Contract also has no persistent
storage and 1s implemented via Interface B on the Client Contract.

[8064] FIG. 2C illustrates invocation of the updated Service Contract. As
tltustrated, a call is made to the Chient Contract at 214, and the Client Contract
retricves the last stored address of the Service Contract from the blockchain at
216. Then, at 218, the Client Contract calls the latest version of the Service
Contract at the retrieved address using Interface B.

{0661} Sample Code for implementing the Client Contract with one updateable
Service Contract as described with respect to FIGS., 2A-2C 1s provided below.
in this sample, a portion of the contract functionality that is expected to change,

~a/

a tax calculation that changes from 10% to 13%, has been placed mto a separate

12
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Service Contract, which is called by the Client Contract which handles all
permanent storage to the Distributed Ledger. The Chent Contract is
implemented as follows:

Chent Contract

pragma solidity ~0.4.18;

/7 Note tmaport of version 1 will work fine for
//updated service contracts with same mterface
mmport " /ServiceContractVersion] .sol";

contract ClientContract {

struct SampleData {
bytes32 Name;
w256 Amount;
wntZ36 Tax;

3

address public ServiceContractAddress;

/1 Chent contract stores instances of SampleData structure
// in a map, keved with an integer.
mapping{uint256 => SamopleData) public SampleDataMap;

// Represents "Interface A" for updating Client with the address
/7 of the Service Contract

function hinkToServiceContract (address _newServiceContractAddress)
public {
ServiceContractAddress = newServiceContractAddress;
R
5

// Main function called by external accounts

function msertSampleData(uint256 _id, bytes?3 name, uint256 _amount)

public {
uint256 calculated Tax;
// Call the Service Contract in order to get the
// current tax calculation
/f {corresponds to calling "Interface B” shown m diagram)
ServiceContract objServiceContract=
ServiceContract{ ServiceContractAddress),

calculatedTax = objServiceContract calculate Tax{_amount);

SampleDataMap] 1d] = SampleData
{Name:_name, Amount:_amount, Tax:calculatedTax});

13
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3
[0062] Version | of the Service Contract is implomented as follows:

Service Contract, Version |

pragma solidity "0.4.18;
contract ServiceContract {
// The signature of this function represents "Interface B" in diagram

function calculate Tax{uint256 _amount) public pure returns (uint256 Tax)

s

/initial tax calculation s 10 percent
return{_amount * 110);

[V

3
5
{8063} Version 2 of the Service Contract is implemented as follows:

Servige Contract, Version 2

pragma solidity "0.4.18;
contract ServiceContract {

// The signature of this function also represents "Interface B” in diagram
/1 and must be identical to the signature m service contract version 1.

function calculateTax(uint256 _amount) public pure returmns (uint256 Tax)

§
k!
// version 2 tax calculation is 13 percent
return{_amount * 113);
§
B
5
Variations

{8064} A first variation of the above embodiment involves multiple separately
updateable Service Contracts, cach with its own interface for invocation as well
as a separate mechamsm for an external caller to configure the Client Contract
with the address of that particular Service Contract each time a new version of
that Service Contract is deploved.

{6063} FIG. 3A llustrates an imitial deployment of an embodiment of multiple
Service Contracts having addresses updated by an external call. Ag illustrated in
FIG. 34, the Chient Contract is deployed at 300 and Version 1 of Service
Contract X (X =1...10) 1s deployed at 302. The Interface Aion the Client

Contract 1s called at 304 with the address of Version 1 of the Service Contract,

14
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and the process of deplovment of cach Service Contract at 302 and calling the
Interface Aiis repeated for X = 1. m at Interfaces Ai ... An, respectively. The
Client Contract stores the address of Version 1 of cach respective Service
Contract to the blockchain at 306. Version 1 of each Service Contract 1...M has
no persistent storage and is implemented via respective Interfaces Bi... Bm on the
Chient Contract.

[0066] FIG. 38 illustrates the deployment of updated Service Contract X
(1<X<M) with respect to the mitial deployment shown in FIG. 3A. As
tlustrated, Version N of Service Contract X is deployed at 308 and Interface An
on the Client Contract is called with the address of Version N of Service
Contract X at 310. The Client Contract stores the address of Version N of
Service Contract X to the blockchain at 312, Version N of the Service Contract
X also has no persistent storage and is implemented via Interface Bm on the
Client Contract.

{6067} FIG. 3C llustrates mvocation of the updated Service Contract X, As
Hiustrated, a call is made to the Chient Contract at 314, and the Chient Contract
retrieves the last stored address of the Service Contract 1... M from the
blockchain at 316. Then, at 318, the Client Contract calls the latest version of
the Service Contract X at the retrieved address using Interface Bu.

{8068} Modifications of the above code to implement such an embodiment will
be apparent to those skilled in the art.

{6069} Ancther variation of the above embodiments involves one Service
Contract, which additionally has a mechanism for each new version of that
Service Contract to automatically configure the Chient Contract with its own
address upon deployment.

[8074] FIG. 4A illustrates an imitial deplovment of an embodiment of a seif-
registering Service Contract. As illustrated in FIG. 4A | the Client Contract is
deployed at 400 and Version | of a self-registering Service Contract is deployed
at 402. Upon deployment, the self-registering Service Contract Version 1 calls
Interface A on the Client Contract at 404 with its own address. At 406 the Chent
Contract stores the address of the self-registering Service Contract Version 1 to
the blockchain. Version 1 of the sclf-registering Service Contract Version | has

no persistent storage and is called by Interface B on the Chient Contract.
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{6071} FIG. 4B illustrates the deplovment of an updated self-registering Service
Contract with respect to the mitial deployment shown in FIG. 4A. As
tustrated, Version N of the self-registering Service Contract is deployved at 408,
Upon deployment, Version N of the sclf~registering Service Contract calls
Interface A on the Client Contract with its own address at 410, The Client
Contract stores the address of Version N of the self-registering Service Contract
to the blockchain at 412, Version N of the self-registering Scrvice Contract also
has no persistent storage and 1s implemented via Interface B on the Chient
Contract.

{0672} FIG, 4C illustrates invocation of the updated self-registering Service
Contract. As illustrated, a call is made to the Client Contract at 414, and the
Client Contract retrieves the last stored address of the self-registering Service
Contract from the blockchain at 416. Then, at 418, the Client Contract calls the
tatest version of the seif-registering Service Contract at the retrieved address
using Interface B.

{8073} Modifications of the above code to mmplement such an embodiment will
be apparent to those skilled in the art.

{0674} Ancther variation of the above coboduments combines multiple Service
Contracts with the self-registration mechanism of the last variation.

{8075} Yet another variation of the multiple Service Contract variations of the
above embodiments replaces the series of respective interfaces for updating the
addresses of the Service Contracts with a single interface that accepts an
wdentifier associated with each Service Contract along with the address of the
new version of that Service Contract. The identifiers are stored with the
addresses on the blockchain and are retrieved by the Chient Contract in order to
identify the associated Service Contract.

{8676} Yet another variation of the above embodiments segregates the Chient
Contract into multiple Client Contracts in order to nunuuize the inaccessibiity
of permanently recorded data in case a portion of the Client Contract mwust be
updated.

{0677} Sull another vanation of the above embodiments inverts the described
relationship between the contracts such that permanent persistent storage and
retrieval is segregated into one or more Service Contracts, with other behaviors

remaining in one or more Client Contracts. In this variation, it is the Client
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Contract(s) which may be updated at any time, and the Service Contracts which
are not intended to be updated. In this variation, the addresses of the persistent
storage Service Contracts are hard-coded in each version of the Client Contract,
and no further address update mechanism is required.

{6678} FIG. 5A llustrates an imitial deployment of an embodiment where the
permanent storage is provided in the Service Contract. In this embodiment, only
a single Client Contract and a single Service Contract are illustrated. It will be
appreciated that the approaches described above may be used to modify this
embodiment to accommodate multiple Client Contracts and self-registering
Client Contracts. As tHustrated in F¥G. SA, the Service Contract is deployed at
500 and the address of the Scrvice Contract is hard coded 1nto Version 1 of the
Chient Contract at 502, The Client Contract is then deployed to the blockchain at
504. Inthis embodiment, Version 1 of the Client Contract has no persistent
storage and calls the Service Contract via Interface C on the Chient Contract.
{6079} FIG. 5B illustrates the deployvment of an updated Chient Contract with
respect to the mitial deployment shown m FIG. SA. As lhustrated, Version N of
the Client Contract is deploved at 506, Upon deployment, Version N of the
Client Contract calls Interface C on the Service Contract using the hard-coded
address of the Service Contract. Version N of the Client Contract also has no
persistent storage.

[0080] FIG. 5C ilustrates invocation of the updated Client Contract. As
Hiustrated, a call is made to Version N of the Client Contract at 508, and Version
N of the Chient Contract calls the Service Contract at the hard-coded address at
510. Then, at 512, the Service Contract performs permanent storage and
retrieval, possibly retuming data to the Chient Contract via Interface C.

{6081} Modifications of the above code to implement such an embodiment will
be apparent to those skilled in the art.

interfaces

{6082} The mterfaces referenced in cach of the embodiments described above
come in two types: functional micrfaces between the Client Contracts and
Service Contracts (B, Bi.. Bm, C) and the registration interfaces that are used to
tell the non-updateable Client Contracts what they need to know n order to find
and use an updated Service Contract once it has been deploved to the blockchain

{A, A1...Aw). In both cases, the term interface is used in the software sense, i.e.,
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the logical point at which independent software entities mnteract. More
specifically, the interface includes function signatures visible and accessible to
external callers including other smart contracts. The signatures include the
function name, data types expected for tput, and data types that will be
retumed. However, the interfaces need not provide anything about the
implementation -- that is, nothing about what the function actually does when
called.

Functional Interfaces

{3083} For any Service Contract, the interface in the above embodiments
includes collectively the signatures of all of its functions that are called by the
Client Contract. Because in each variation either the Client Countract or the
Service Contract may not be updated, those signatures can never be changed, or
the calls between them will fail. What each function actually does can be
changed if the vanation allows updated Service Contracts, as long as the
computation can be done with the same inputs. How to build these mterfaces
(i.e., how to design them} is addressed below with respect to each of the
variations mentioned above.

{0084] Simple case - Identify all functionality that might need updating. Plan
permanent storage support in the Client Contract to support the needs of the
current Service Contract plus any anticipated future needs. Write functions m
Service Contract Version 1 that implement the currently necded functionality,
but have signatures that would, unchanged, support the needs of any future
functionality.

{0085] Muiltiple Service Contracts - Same as simple case, except that the
Service Contract functionality is split across the multiple Service Contracts,
[{06086] Self-registering simple case- same as simple case.

{0087} Self-registering, muitiple Service Contracts - same as multiple Service
Contracts case.

{6088} Multiple Service Contracts, single registration interface - same as
multiple Service Contracts case.

{0089] Muitiple Client Contracts - Same as above (this vanation can apply to
any of the above cases: 1t just sphts up the Client Contract}. The function calls
can originate from any one of the Client Contracts, but that does not change the

design of the interface.
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{0090} Inverted with storage in Service Contract - Here, functions in the
Service Contract provide non-updateable services which includes all permanent
storage and retrieval. These Service Contract functions as much as possible are
designed to support the future needs of the Client Contract as it becomes updated
in the future. That applics to both the interface and the implementation of the
Service Contract functions since neither can be changed after the initial
deployment.

Registration Interfaces

{0091 Simple case, a basic approach to designing this interface is shown by the
sample code above. The signature of function
{linkToServiceContract} is Interface A in this case. That function is to
be called manually each time a version of the Service Contract is

deploved. Those skilled in the art will appreciaie that for Ethercum, "called
manually” is actually accomplished by the programmer sending a transaction to
the blockchain that contains the order to call the function and mncludes the new
service contract address as a supplied parameter.

{6092] Multiple Service Contracts - essentially the same as the stmple case,

except that there would be a separate {1 inkToServiceleontract | function

for cach updateable Service Contract. For example,

viceContractlihdd

{linkToServiceContractl (addrs

- ma
ress) .,

{1linkTo

ress) i, efc

{8893} Self-registering simple case - same as simple case, except the Service
Contract bas a mechanism that automatically calls the registration interface {e.g.,
calis {1inkToServiceContract ). A sumple approach to that mechanism
that works for Ethereum would be the addition of a "constructor” to the Service
Contract. The constructor executes when the Service Contract is deploved, and
it calls the registration mwterface. Each new version of the Service Contract
would contam this constructor code. For a working example, one may simply
add the following function to the Service Contract in the simple case sample

code:
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function ServiceContract{address_clientContractAddress) public{

ChientContract objClientContract =
ChientContract({_chentContractAddress);

objClientContract linkToServiceContract(this);

H

Those skilled in the art will appreciate that this sample requires the address of
the Client Contract to be sapplied by the programmer to the constructor during
cach deployment, but it could also be hard-coded since the Client Contract will
not be changing.
[0094] Self-registering multiple Service Contracts - same as the selfe
registering simaple case, except that cach Service Contract upon deplovisent calis

the registration interface specific to that service contract

function ServiceContracttaddress chemtContractAddress) public
CliemContract objChientContract =
ChemiContract{_chiemtContractAddross);
obiClientContract ImkToServiceContracti{this);
§
{0095] Multiple Service Contracts, single registration interface - tustead of

having multiple registration functions in the client {e g..

{linkTeServiceContractl}, {linkToServicaContract2}) just

one function g used:

mapping{uint256 => address} public ServiceContractAddressMap;

function linkToServiceContract (uint256 _serviceContractIndex,
address_newServiceContractAddress)
public {
ServiceContractAddressMap|_interfacelndex] =
_newServiceContractAddress;

}

in this case, the progranuner would send a transaction to call that function cach
time one of the Service Contracts had 4 new version deploved. Using the
example code, f Service Contract 2 was deployed with 2 now version, the

prograromer would issue a transaction that would call:

linkToServiceContract(2,<address of new version of Service Contract 2>)
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{6096} Muliiple Client Contracts - Thus varation could apply 1o any of the
above embodiments. The registration wterface must be repeated i every ong of
the Client Contracts rasulting from the spiit. Every one of those interfaces must
he called upon the deplovment of a Service Contract version. The roethod of
fmvoking it 1s the same as that used by whichever of the above variations was
psed as a starting place.

[6097] inverted with storage in Service Contract - This vaniation docs not use
a registration interface,

{B098] FIG. 6 compares the updateable smart contracts described herein with
conventional smart contracts. FIG. 6A tllustrates a conventional smart contract
where Versions | and 2 of the smart contract are stored on the blockchain and
the blockchain data storage is tightly coupled to the respective versions of the
contract. In this conventional scenario, the data that was stored by Version 1 is
inaccessible to Version 2, and vice-versa. By contrast, FIG. 6B illustrates
updateable smart contracts as described herein where all data storage is coupled
to the Client Contract and respective Service Contracts with no data storage
requirements provide updated computation results to the Client Contract via an
mterface. The data remains accessible aficr the update yet the original Chient
Contract is not affected.

{8699} Those skilled in the art will appreciate that the same data is being stored
to the blockchain in the illustrated embodiments as was stored prior to
mplementation of the updateable smart contracts as described herein. In
accordance with the embodiments of the updateable smart contracts described
herein, if one knew what to look for, one would see the contract split into two
parts, and any stored data being associated with just one of those parts. There 1s
no significant change to the block inserted into the blockchain. The
embodiments described herein still use the conventional blockchain in the
conventional maoner while providing a way to change Smart Contract programs
to get around their inutations on updates. The structure of the blocks is not
changed, jast the number of transactions and the associated amount of storage
made available in the blocks. By providing such updateability, usage of Smart
Contracts should expand as they no longer become obsolete as a result of being

non-updateable.
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COMPUTER RESQURCES

00100} Those skilled in the art also will appreciate that the updateable
smart contracts described herein may be implemented using appropriate
computing resoutces {€.g2., one ot more processors) and memory resources that
store software including instructions for implementing the methods and systems
described herein. Memory for storing instructions for implementing the svstems
and methods described herein include Random Access Memory (RAM), and
semiconductor memory devices, which may include, in some embodiments,
storage locations m semiconductors such as registers. Specific examples of
static memory include non-volatile memory, such as semiconductor memory
devices {¢.g., Electrically Programmable Read-Only Memory (EPROM),
Electrically Erasable Programmable Read-Only Memory (EEPROM)) and flash
memory devices; magnetic disks, such as internal hard disks and removable
disks; magneto-optical disks; RAM,; and CD-ROM and DVD-ROM disks,
{66101 ] One or more machines implementing the updateable smart
contracts described herein may further include a display device, an input device
{e.g., akevboard). and a user interface (Ul} navigation device (e.g., a mouse). In
an example, the display device, input device, and Ul navigation device may be a
touch sereen display. The one or more machines may additionally include a
mass storage {e.g., drive unit), a signal generation device {e.g., a speaker}, a
network intertace device, and one or more sensors for collecting data. The one
or more machines may include an output controller, such as a senal (e.g.,
vniversal serial bus (USB), parallel, or other wired or wireless {e.g., infrared
(IR}, near field communication {NF(), efc.} connection to communicate or
control one or more peripheral devices (e.g., a printer, card reader, ete). In
some embodiments, the processor and/or instructions may inclade processing
circuitry and/or transceiver circaitry.

[66102] In sample cmbodiments, the storage device may include a
machine-readable medium on which is stored one or more sets of data structures
or instructions {e.g., software) embodying or utilized by any one or more of the
techaigues or functions described hercin. The instructions may also reside,
completely or at least partially, within the mam memory, within static memory,
or within the hardware processor during execution thereof by the machine. Inan

example, one or anv combination of the hardware processor, the main memory,
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the static memory, or the storage device may constitute machine readable media.
Specific examples of machine readable media may include: non-volatile
memory, such as semiconductor memory devices {(e.g., EPROM or EEPROM)
and flash memory devices; magnetic disks, such as internal hard disks and
removable disks: magneto-optical disks; RAM; and CD-ROM and DVD-ROM
disks. While the machine-readable medium is generally a single medium, the
term "raachine readable medium" may include a single medum or multiple
media{e.g., a centralized or distributed database, and/or associated caches and
servers) configured to store the one or more mstructions.

[36103] An apparatus of the machine(s) implementing the updateable
smart contracts described herein may be one or more of a hardware processor
(e.g2., a central processing unit (CPU), a graphics processing unit {(GPU), a
hardware processor core, or any combination thereof), a main memory, and a
static memeory, sensors, network interface device, antennas, a display device, an
mput device, a Ul navigation device, 2 mass storage, instructions, a signal
generation device, and an output controller. The apparates may be configured to
perform one or more of the methods and/or operations disclosed herein. The
apparatus may be mtended as a component of the machine to perform one or
more of the methods and/or operations disclosed herein, and/or to perform a
portion of one or more of the methods and/or operations disclosed herein. In
some embodiments, the apparatus may include a pin or other racans to receive
power. In some embodiments, the apparatus may include power conditioning
hardware.

{00104] FIG. 7 1s a block diagram that illustrates a computer system upon
which examples described herein may be implemented. A computer system 700
can be implemented on, for example, a server or combination of servers. For
example, the computer system 700 may be implemented as part of a network
computer system for managing smart contracts. The updateable smart contracts
described herein may also be implemented vsing a combination of multiple
computer systems such as described by FIG. 7.

{66105} In one wnplementation, the computer system 700 includes
processing resources, a main memory 720, a read-only memory (ROM) 730, a
storage device 740, and a communication interface 750. The computer system

700 mncludes at least one processor 710 for processing information stored in the
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main memory 720, such as provided by a random-access memory (RAM) or
other dynamic storage device, for storing information and mstructions which are
executable by the processor 710. The mam memory 720 also may be used for
storing temporary variables or other intermediate information during execution
of instructions to be executed by the processor 710. The computer system 700
may also include the ROM 730 or other static storage device for storing static
information and mstructions for the processor 710. A storage device 740, such as
a magnetic disk or optical disk, is provided for storing information and
mstrnuctions.

{80106] The communication interface 750 enables the computer system
700 to communicate with one or more networks {e.g., a cetlular network)
through use of a network link (wireless or wired). Using the network link, the
computer system 700 can communicate with one or more computing devices and
one or more servers. The executable instructions stored 1o the memory 730 can
inchude instructions 724 to perform one or more of the methods described herein
when executed.

[66197] By way of example, the instructions and data stored in the
memory 720 can be executed by the processor 710 {o implement the updateable
smait contracts as described herein. The processor 710 executes instructions for
the software and/or other logic to perform one or more processes, steps, and
other functions described with implementations such as described by FIG. 1
through FIG. 6.

[00108] Examples described herein are related to the use of the computer
system 700 for implementing the techniques described. According to one
example, those techniques are performed by the computer system 700 1n
response to the processor 710 executing one or more sequences of one or more
instructions contained in the main memory 720. Such mstructions may be read
into the main memory 720 from another machine-readable medium, such as the
storage device 740. Execution of the sequences of instructions contained in the
main memory 720 causes the processor 710 to perform the process steps
described heremn. In alternative implementations, hard-wired circuitry may be

used in place of] or in combination with, software instructions to mplement

24



WO 2019/186282 PCT/1B2019/000463

examples described herein. Thus, the examples described are not inuted to any
specific combination of hardware circuitry and software.

[00109] The functions or algorithms described herein may be
mplemented in software 1 one embodiment. The software may consist of
computer exccotable instructions stored on computer readable media or
computer readable storage device such as one or more non-transitory memorics
or other type of hardwarc-~based storage devices, either local or networked.
Further, such functions correspond to modules, which may be software,
hardware, firmware or any combination thereof.  Multiple functions may be
performed in one or more modules as desired, and the embodiments described
are merely examples. The software may be exccuted on a digital signal
processor, ASIC, microprocessor, or other type of processor operating on a
computer system, such as a personal computer, server or other computer system,
turning such computer syvstem into a specifically programmed machine.

{66110} It is contemplated for examples described herein to extend to
individual elements and concepts described, independently of other concepts,
ideas, or systoms, as well as for examples to include combinations of clements
recited anywhere in this application. Although examples are described in detail
herein with reference to the accompanving drawings, it is to be understood that
the concepts are not limited to those precise examples. As such, many
modifications and variations will be apparent to practitioners skilled in this art.
Accordmngly, it is intended that the scope of the concepts be defined by the
following claims and their equivalents. Furthermore, it is contemplated that a
particular feature described either individually or as part of an example can be
combined with other individually described features, or parts of other examples,
even if the other features and examples make no mention of the particular
feature. Thus, the absence of describing combinations should not preclude
claiming rights to such combinations.

EXECUTABLE INSTRUCTIONS AND MACHINE-STORAGE MEDIUM
{60111} The various memories (7.e., 720, 730, and/or memory of the
processor unit{s} 710} and/or storage device 740 may store one or more sets of
instructions and data stractures {e.g., mstroctions) 724 embodying or utilized by

any one or more of the methodologies or functions described herein. These
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mstructions, when executed by processor unit{s} 710 cause various operations to
implement the disclosed examples.

{606112] As used herein, the terms “machine-~storage medium,” “device-
storage medium,” “computer-storage medium” (referred to collectively as
“machine-storage mednum”} mean the same thing and may be used
interchangeably in this disclosure. The terms refer o a single or multiple storage
devices and/or media {e. g.. a centralized or distributed database, and/or
associated caches and servers) that store executable mnstructions and/or data, as
well as cloud-based storage systems or storage networks that include multiple
storage apparatus or devices. The terms shall accordingly be taken to include,
but not be huntted to, solid-state memories, and optical and magnetic media,
inclading memory mtermal or external to processors. Specific examples of
machine-storage media, computer-storage media, and/or device-storage media
749 mclude non-volatile memory, including by way of example semiconductor
memory devices, e.g., erasable programmable read-only memory (EPROM),
clectrically erasable programmable read-only memory (EEPROM), FPGA, and
flash memory devices; magnetic disks such as internal hard disks and removable
disks; magneto-optical disks; and CD-ROM and DVD-ROM disks. The terms
machine-storage media, computer-storage media, and device-storage media
specifically exclude carrier waves, modulated data signals, and other such
media, at least some of which are covered under the teom “signal medium”
discussed below.

SIGNAL MEDIUM

{66113] The term “signal medium” or “transmission medium” shall be
taken to include any form of modudated data signal, carrier wave, and so forth.
The term “modulated data signal” means a signal that has one or more of its

characteristics set or changed in such a matter as to encode mformation 1o the

signal.
COMPUTER READABLE MEDIUM
{00114} The term “machine readable medium”™ may include any medium

that is capable of storing, encoding, or carrying nstructions for execution by one
or more machines and that cause the one or more machines to perform any one
or more of the techniques of the present disclosure, or that is capable of storing,

encoding or carrying data structures used by or associated with such instructions.
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Noun-limiting machine readable medium examples may include solid-state
memories, and optical and magnetic media. Specific examples of machine
readable media may inchude: non-volatile memory, such as semiconductor
memory devices {e.g., Electrically Programmable Read-Only Memory
(EPROM), Electrically Erasable Programmable Read-Only Memory
{(EEPROM)) and flash memory devices; magunetic disks, such as internal hard
disks and removable disks; magneto-optical disks; Random Access Momory
(RAM); and CD-ROM and DVD-ROM disks. In some examples, machine
readable media may inchude non-transitory machine-readable media. As used
heremn, “machine readable media™ excludes a transitory propagating signal.
{66115 The mstructions may further be transmitted or received over a
communications network using a transmission medium via a network interface
device utilizing any one of a number of transfer protocols {e.g., frame relay,
intemet protocol (IP), transmission countrol protocol (TCP), user datagram
protocol (UDP), hvpertext transfer protocol (HTTP), erc.). Example
communication networks may inchude a local area network (LAN}, a wide area
network {WAN), a packet data network (e.g., the Intemet), mobile telephone
networks {e.g., cellular networks), Plain Old Telephone (POTS) networks, and
wircless data networks {e.g.

Pl

(IEEE) 802.11 family of standards known as Wi-Fi®, IEEE 802.16 fanuly of

Institute of Electrical and Electronics Engineers

standards known as WiMax®}, IEEE 802.15 .4 fanmily of standards, a Long Term
Evolution (LTE} family of standards, a Universal Mobile Telecommunications
System (UMTS) family of standards, peer-to-peer (P2P) networks, among
others.

{66116} In an example, a network mterface device may mclude one or
more physical jacks {e.g., Ethernet, coaxial, or phone jacks} or one or more
antennas o connect to a communications network. In an example, a network
interface device may include one or more antennas to wirclessly communicate
using at least one of single-input multiple-output (SIMO), multiple-input
multiple-cutput (MIMQO)}, or multiple-input single-output (MISO) techniques. In
some examples, the network mterface device may wirelessly communicate using
Multiple User MIMO techniques. The term “transmission medium” shall be
taken to include any intangible medium that is capable of storing, encoding or

carrying instructions for execution by the machine, and includes digital or analog
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communications signals or other intangible medium to facilitate communication
of such software.

[66117] Certain embodiments are described herein as numbered examples
1,2, 3, etc. These numbered examples are provided as examples only and do not
himit the subject technology.

{86118} Example 1 is a system for implementing a smart contract on a
blackchain, comprising a memory to store nstructions and ong or more
processors using the instructions stored in the memory to perform operations
mcluding segregating the smart contract mto an updateable smart contract and a
non-updateable smart contract, where the non-updateable smart contract handles
persistent data storage and retrieval to the blockchain tor data that needs to be
permancntly accessible and the updateable smast contract does not contain data
storage and retrieval to the blockchain, deploving the non-updateable smart
contract and a first version of the updateable smart contract; providing the non-
updateable smart contract with an address of the first version of the updateable
smart contract; the non-updateable smart contract storing the address of the first
version of the updateable smart contract to the blockchain; the non-updateable
smart contract retrieving permanent data from the blockchaim and passing the
permancnt data to the frst version of the updateable swmart contract; the
apdatcable sraart contract performing a computation on the permanont data and
returning updated data based on the coraputation of the permanent data back o
the non-updateable smart contract: and the non-updateable smart contract storing
the updated data to the blockchain.

{66119] Example 2 is a system as in Example 1, further comprising a
fixed interface that connects the updateable smart contract and the non-
ppdatsable smart contract, wherein the address of the first version of the
ppdateable smart contract is provided to the non-updateable smart contract via
the fixed interface, the non~updatcable smart contract passes the permanent data
to the first version of the updateable smart contract via the fixed mierface, and
the updateable smart contract returns updated data based on the computation of

the permanent data back to the non-updateabie smart contract via the fixed

interface.
{66120} Exampie 3 i3 a aystem as in any preceding example, wherein the

memory stores further instructions to perform operations including providing the
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non-updateable smart contract with an address of the first version of the
updateable smart contract by calling an interface of the non-updateable smart
contract with the address of the first version of the updateable smart contract.

{06121} Exanple 4 15 a sysiern as in any precoding example, wherein the

memory stores further instructions to perform further operations including
deploying a second version of the updateable smart contract; calling the nterface
of the non-updateable smart contract with an address of the sccond version of the
updateable smart contract: the non-updateable smart contract storing the address
of the second version of the updateable smart contract to the blockehain; and the
non-updateable smart contract mvoking the second version of the updateable
smart contract by retrieving the address of the sccond version of the updateable
smart contract from the blockchain and calling the second version of the
updateable smart contract at the retrieved address.

{o0122] Exaraple 3 18 & system as i any preceding example, wherein the
segregating comprises segregating the smart contract into the non-updateable
smart contract and a phurality of the updateable smart contracts, the deploving
comprises deploying first and second versions of each updateable smart contract,
the calling comprises calling respective mterfaces with addresses of the
respective versions of the respective updateable smart contracts, the storing
comprises storing the addresses of the respective versions of the respective
updateable smart contracts to the blockchain, and the invoking comprises
retrieving the addresses of the second versions of the updateable smart contracts
from the blockchain and calling the second versions of the updateable smart
contracts at the retricved addresses.

{66123} Example 6 13 a systom as in any preceding example, wherein the
segregating comprises segregating the smart contract into the nos-updateable
smart contract and a plurality of the updateable smart contracts, the deploying
comprises deploying first and second versions of cach updateable smart contract,
the calling comprises calling the mterface with an identifier associated with and
the respective addresses of the respective updateable smart contracts, the storing
comprises storing the identifiers and addresses of the respective versions of the
respective updateable smart contracts to the blockchain, and the invoking
comprises retrieving the identifiers and addresses of the second versions of the

updateable smart contracts from the blockchain and calling the second versions
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of the updateable smart contracts identified by the dentifier at the retrieved
addresses.

[06124] Example 7 i3 a system as in any proseding example, wherein the
updatecable smart contract is seif-registering and the calling comprises the self-
registering updateable smart contract calling the interface of the non-updateable
smart contract with the address of the respective versions of the self-registering
updateable smart contract.

[60125] Example ¥ is a svstem as i any procoding oxample, wherein the
segregating comprises segregating the smart contract into the non-updateable
smart contract and a plurality of the updateable smart contracts, the deploving
comprises deploying first and sccond versions of each updateable smart contract,
the updateable smart contract is self-registering and the calling comprises the
self-registering updateable smart contracts calling respective interfaces of the
non-~updateable smart contract with the addresses of the respective versions of
the respective self-registering updateable smart contracts, the storing comprises
storing the addresses of the respective versions of the respective updateable
smart contracts to the blockchain, and the invoking comprises retrieving the
addresses of the second versions of the updateable smart contracts from the
blockchain and calling the sccond versions of the updateable smart contracts at
the retrieved addresses.

{00126] Exaraple 918 & system as wn any preceding example, wherein the

memory stores further instructions to perform operations including the non-
updateable smart contract retrieving permanent data from the blockehain and
passing the permanest data o the updateable smart contract, and the updateable
smart contract computing and returning data based on computation of the
permancnt data back to the aonupdateable smart contract for permanent storage
o the blockchain,

{08127] Exarople 1015 2 system as in any preceding exarople, whercin the
memory stores further instructions to perform operations including segregating
the smart contract mto a plurality of non-updateable smart contracts.

{36128} Example 11 is a sysiern as 10 any preceding exanypie, wherein the
memory stores further instructions to perform operations including hard-coding
an address of the non-updateable smart contract into the first version of the

updateable smart contract prior to deploying the first version of the updateable
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smart contract; deploying a second version of the updateable smart contract;
calling the second version of the updateable smart contract; the second version
of the updateable smart contract calling the non-updateable smart contract at the
hard-coded address; and the non-updateable smart contract storing any
permanent data to the blockchain.

{66129} Example 12 15 a method of one or mure processors performung
the steps set forthuin apy preceding example.

[36130] Example 13 18 a non-transitory computer-readable medium
storing computer instructions for spdating a smart contract implemented on a
blockchain according to any of Examples 1-11.

{00131} Examples, as described herein, may include, or may operate on,
logic or a number of components, modules, or mechanisms. Modules are
tangible entities {e.g., hardware) capable of performing specified operations and
may be configured or arranged n a certain manner. o an cxample, cireuits may
be arranged {e.g., ntemally or with respect to external entities such as other
circuits) in a specified manner as a modiude. In an example, the whole or part of
one of more computer systems {e.g., a standalone, client or server computer
system} or one or more hardware processors may be configured by firmware or
software {e.g., instructions, an application portion, or an application) as a module
that operates to perform specified operations. In an example, the software may
reside on a machine readable medium. In an example, the software, when
executed by the underlying hardware of the module, causes the hardware to
perform the specified operations.

[66132] Accordingly, the term “module”™ is understood o encompass a
tangible entity, be that an entity that is physically constructed, specifically
configured {e.g., hardwired), or temporarily {e.g., transttorily) configured {e.2.,
programumed) to operate in a specified manner or to perform part or all of any
operation described heremn. Considering examples in which modules are
temporanly configured, each of the modules need not be instantiated at any one
moment in time. For example, where the modules include a general-purpose
hardware processor configured using software, the general-purpose hardware
processor may be configured as respective different modules at different times.

Software may accordingly configure a hardware processor, for example, to
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constitute a particular module at one instance of time and fo constitute a different
module at a different instance of time.

[06133] Some embodiments may be implemented fully or partially in
software and/or firmware. This software and/or firmware may take the form of
instractions contained in or on a non-transitory computer-readable storage
medium. Those instructions may then be read and executed by one or more
processors to enable performance of the operations described herein. The
mstructions may be in any suitable form, such as but not limited to source code,
compiled code, interpreted code, executable code, static code, dyvnamic code,
and the like. Such a computer-readable medium may include any tangible non-
transitory medium for storing information in a form readable by one or more
computers, such as but not limited to read only memory (ROM); random access
memory (RAM); magnetic disk storage media; optical storage media; flash
memary, efc.

{66134} Throughout this specification, plural instances may mmplement
components, operations, or structures described as a single instance. Although
individual operations of one or more methods are illustrated and described as
separate operations, one or more of the individual operations may be performed
concurrently, and nothing requires that the operations be performed in the order
tlustrated. Structures and functionality presented as separate components in
example configurations may be implemented as a combined structure or
component. Similardy, structures and fonctionality presented as a single
component may be implemented as separate components. These and other
variations, modifications, additions, and improvements fall within the scope of
the subject matter herein,

{66135] Various components are described in the present disclosure as
being configured in a particular way. A component may be configured in any
suitable manmner. For example, a component that is or that inclades a computing
device may be configured with suitable software instructions that program the
computing device. A component may also be configured by virtue of its
hardware arrangement or in any other suitable manner.

{30130} The above description is intended to be llustrative, and not

restrictive. For example, the above-described examples {or one or more aspects
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thereof) can be used in combination with others. Other examples can be used,
such as by one of ordinary skill in the art upon reviewing the above description.
The Abstract is to allow the reader to quickly ascertain the nature of the
technical disclosure, for example, to corply with 37 CFR. §1.72(b) o the
United States of America. It is submitted with the understanding that it will not
be used to interpret or limit the scope or meaning of the claims.

{06137] Also, in the above Detailed Description, various features can be
grouped together to streamline the disclosure. However, the claims cannot set
forth every feature disclosed herein, as examples can feature a subset of such
features. Further, examples can include fower features than those disclosed ina
particular example. Thus, the following claims are hereby incorporated mto the
Dictailed Description, with each claim standing on its own as a separate example.
The scope of the examples disclosed herein is to be determined with reference to
the appended claims, along with the full scope of equivalents to which such
claims are entitled.

it is understood by those skilled in the art that the claims encompass specific
cmbodiments as well as emabodiments that are not specifically described herein
but which may include equivalent components and steps to those described
herein as well as other features and modifications that would be apparent to

those skilled in the art.
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CLAIMS

What is claimed is:

1. A method for updating a smart contract executed on a blockchain, comprising:

segregating the smart contract into an updateable smart contract and a
plurality of non-updateable smart contracts, where each non-updateable smart
contract handles persistent data storage and retrieval to the blockchain for data
that needs to be permanently accessible and the updateable smart contract does
not contain data storage and retrieval to the blockchain;

deploying each non-updateable smart contract and a first version of the
updateable smart contract;

the first version of the updateable smart contract self-registering with the
non-updateable smart contracts upon deployment by providing the non-
updateable smart contracts with an address of the first version of the updateable
smart contract;

the non-updateable smart contracts storing the address of the first version
of the updateable smart contract to the blockchain;

at least one of the non-updateable smart contracts retrieving permanent
data from the blockchain and passing the permanent data to the first version of
the updateable smart contract;

the updateable smart contract performing a computation on the
permanent data and returning updated data based on the computation of the
permanent data back to the at least one non-updateable smart contract; and

the at least one non-updateable smart contract storing the updated data to
the blockchain.

2. A method as in claim 1, wherein the updateable smart contract and the non-
updateable smart contracts are connected via a fixed interface, and wherein the
address of the first version of the updateable smart contract is provided to the
non-updateable smart contracts via the fixed interface, the non-updateable smart
contracts pass the permanent data to the first version of the updateable smart
contract via the fixed interface, and the updateable smart contract returns
updated data based on the computation of the permanent data back to the non-

updateable smart contracts via the fixed interface.
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3. A method as in claim 1, wherein providing the non-updateable smart contracts
with an address of the first version of the updateable smart contract comprises
calling an interface of the non-updateable smart contracts with the address of the

first version of the updateable smart contract.

4. A method as in claim 3, further comprising:

deploying a second version of the updateable smart contract;

calling the interface of the non-updateable smart contracts with an
address of the second version of the updateable smart contract;

the non-updateable smart contracts storing the address of the second
version of the updateable smart contract to the blockchain; and

the non-updateable smart contracts invoking the second version of the
updateable smart contract by retrieving the address of the second version of the
updateable smart contract from the blockchain and calling the second version of
the updateable smart contract at the retrieved address.

5. A method as claimed in claim 4, wherein the segregating comprises
segregating the smart contracts into the non-updateable smart contract and a
plurality of the updateable smart contracts, the deploying steps comprise
deploying first and second versions of each updateable smart contract, the
calling steps comprise calling respective interfaces with addresses of the
respective versions of the respective updateable smart contracts, the storing steps
comprise storing the addresses of the respective versions of the respective
updateable smart contracts to the blockchain, and the invoking step comprises
retrieving the addresses of the second versions of the updateable smart contracts
from the blockchain and calling the second versions of the updateable smart
contracts at the retrieved addresses.

6. A method as in claim 4, wherein the segregating comprises segregating the
smart contract into the non-updateable smart contracts and a plurality of the
updateable smart contracts, the deploying steps comprise deploying first and
second versions of each updateable smart contract, the calling steps comprise

calling the interface with an identifier associated with and the respective
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addresses of the respective updateable smart contracts, the storing steps
comprise storing the identifiers and addresses of the respective versions of the
respective updateable smart contracts to the blockchain, and the invoking step
comprises retrieving the identifiers and addresses of the second versions of the
updateable smart contracts from the blockchain and calling the second versions
of the updateable smart contracts identified by the identifier at the retrieved

addresses.

7. A method as in claim 4, wherein each version of the updateable smart contract
is self-registering with its address and the calling steps comprise respective
versions of the self-registering updateable smart contract calling the interface of
the non-updateable smart contract with the address of the respective versions of

the self-registering updateable smart contract.

8. A method as in claim 4, wherein the segregating comprises segregating the
smart contract into the non-updateable smart contracts and a plurality of the self-
registering updateable smart contracts, the deploying steps comprise deploying
first and second versions of each self-registering updateable smart contract, and
the calling steps comprise the self-registering updateable smart contracts calling
respective interfaces of the non-updateable smart contracts with the addresses of
the respective versions of the respective self-registering updateable smart
contracts, the storing steps comprise storing the addresses of the respective
versions of the respective updateable smart contracts to the blockchain, and the
invoking step comprises retrieving the addresses of the second versions of the
updateable smart contracts from the blockchain and calling the second versions

of the updateable smart contracts at the retrieved addresses.

9. A method as in claim 4, wherein the non-updateable smart contracts retrieve
permanent data from the blockchain and pass the permanent data to the
updateable smart contract, and the updateable smart contract computes and
returns data based on computation of the permanent data back to the non-

updateable smart contracts for permanent storage to the blockchain.
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10. A method as in claim 1, further comprising:

hard-coding an address of the at least one non-updateable smart contract
into the first version of the updateable smart contract prior to deploying the first
version of the updateable smart contract;

deploying a second version of the updateable smart contract;

calling the second version of the updateable smart contract;

the second version of the updateable smart contract calling the at least
one non-updateable smart contract at the hard-coded address; and

the at least one non-updateable smart contract storing any permanent data

to the blockchain.

11. A system for executing a smart contract on a blockchain, comprising:

a memory to store instructions; and

one or more processors using the instructions stored in the memory to
perform operations including:

segregating the smart contract into an updateable smart contract and a
plurality of non-updateable smart contracts, where each non-updateable smart
contract handles persistent data storage and retrieval to the blockchain for data
that needs to be permanently accessible and the updateable smart contract does
not contain data storage and retrieval to the blockchain;

deploying each non-updateable smart contract and a first version of the
updateable smart contract;

the first version of the updateable smart contract self-registering with the
non-updateable smart contracts upon deployment by providing the non-
updateable smart contract with an address of the first version of the updateable
smart contract;

the non-updateable smart contracts storing the address of the first version
of the updateable smart contract to the blockchain;

at least one of the non-updateable smart contracts retrieving permanent
data from the blockchain and passing the permanent data to the first version of
the updateable smart contract;

the updateable smart contract performing a computation on the
permanent data and returning updated data based on the computation of the

permanent data back to the at least one non-updateable smart contract; and
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the at least one non-updateable smart contract storing the updated data to
the blockchain.

12. A system as in claim 11, further comprising a fixed interface that connects
the updateable smart contract and the non-updateable smart contracts, wherein
the address of the first version of the updateable smart contract is provided to the
non-updateable smart contracts via the fixed interface, the non-updateable smart
contract pass the permanent data to the first version of the updateable smart
contract via the fixed interface, and the updateable smart contract returns
updated data based on the computation of the permanent data back to the non-

updateable smart contracts via the fixed interface.

13. A system as in claim 11, wherein the memory stores further instructions to
perform operations including providing the non-updateable smart contracts with
an address of the first version of the updateable smart contract by calling an
interface of the non-updateable smart contracts with the address of the first

version of the updateable smart contract.

14. A system as in claim 13, wherein the memory stores further instructions to
perform further operations including:

deploying a second version of the updateable smart contract;

calling the interface of the non-updateable smart contracts with an
address of the second version of the updateable smart contract;

the non-updateable smart contracts storing the address of the second
version of the updateable smart contract to the blockchain; and

the non-updateable smart contracts invoking the second version of the
updateable smart contract by retrieving the address of the second version of the
updateable smart contract from the blockchain and calling the second version of

the updateable smart contract at the retrieved address.

15. A system as in claim 14, wherein the segregating comprises segregating the
smart contract into the non-updateable smart contracts and a plurality of the
updateable smart contracts, the deploying comprises deploying first and second

versions of each updateable smart contract, the calling comprises calling
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respective interfaces with addresses of the respective versions of the respective
updateable smart contracts, the storing comprises storing the addresses of the
respective versions of the respective updateable smart contracts to the
blockchain, and the invoking comprises retrieving the addresses of the second
versions of the updateable smart contracts from the blockchain and calling the

second versions of the updateable smart contracts at the retrieved addresses.

16. A system as in claim 14, wherein the segregating comprises segregating the
smart contract into the non-updateable smart contracts and a plurality of the
updateable smart contracts, the deploying comprises deploying first and second
versions of each updateable smart contract, the calling comprises calling the
interface with an identifier associated with and the respective addresses of the
respective updateable smart contracts, the storing comprises storing the
identifiers and addresses of the respective versions of the respective updateable
smart contracts to the blockchain, and the invoking comprises retrieving the
identifiers and addresses of the second versions of the updateable smart contracts
from the blockchain and calling the second versions of the updateable smart

contracts identified by the identifier at the retrieved addresses.

17. A system as in claim 14, wherein each version of the updateable smart
contract is self-registering with its address and the calling comprises respective
versions of the self-registering updateable smart contract calling the interface of
the non-updateable smart contracts with the address of the respective versions of
the self-registering updateable smart contract.

18. A system as in claim 14, wherein the segregating comprises segregating the
smart contract into the non-updateable smart contract and a plurality of self-
registering updateable smart contracts, the deploying comprises deploying first
and second versions of each self-registering updateable smart contract, and the
calling comprises the self-registering updateable smart contracts calling
respective interfaces of the non-updateable smart contracts with the addresses of
the respective versions of the respective self-registering updateable smart
contracts, the storing comprises storing the addresses of the respective versions

of the respective updateable smart contracts to the blockchain, and the invoking
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comprises retrieving the addresses of the second versions of the updateable smart
contracts from the blockchain and calling the second versions of the updateable

smart contracts at the retrieved addresses.

19. A system as in claim 14, wherein the memory stores further instructions to
perform operations including the non-updateable smart contracts retrieving
permanent data from the blockchain and passing the permanent data to the
updateable smart contract, and the updateable smart contract computing and
returning data based on computation of the permanent data back to the non-

updateable smart contract for permanent storage to the blockchain.

20. A system as in claim 11, wherein the memory stores further instructions to
perform operations including:

hard-coding an address of the at least one non-updateable smart contract
into the first version of the updateable smart contract prior to deploying the first
version of the updateable smart contract;

deploying a second version of the updateable smart contract;

calling the second version of the updateable smart contract;

the second version of the updateable smart contract calling the at least
one non-updateable smart contract at the hard-coded address; and

the at least one non-updateable smart contract storing any permanent data

to the blockchain.
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