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A decoder for descranbling encoded satel lite transm ssions com prises an

I nternal. security nodul e and a repl aceabl e security nodul e. The program
signal is scranbled with a key (704) and then the key itself is

tw ce-encrypted (710, 715) and nultiplexed (732) with the scranbl ed program
signal. The decoder (706) perfornms a,f§irst key decryption using the second
secret serial nunmber (SSNerr]) stored within the decoder (712). The
partially decrypted key is then further decrypted by the repl aceabl e
security nmodule (714) using the first secret serial nunber (SSN err])
stored within the repl aceable security nodule (717). The decoder then
descranbl es (708) the progranrusing the tw ce-decrypted key. The

repl aceabl e securiNpEPENDERT(EXTERNAL SECURNITC MODULEFORY the security

systemto be upgraded or chan ed follow ng a _system breach - Ei t her secu-
rity modul e may bAJRIGKTALL &?me &Eﬁiﬁ.{lﬁ NAL-| y decypt the

seed, selectable by a signal trangjg romthe encoder (721).

Al so disclosed is a method for transmtting (1284) the encrypted keys and
“secret serial nunbers to a pl urallty of broadcasters (1286) who may in turn
mul tiplex thig sig , 29" am srgnals so that any given
channel recef¥ed " contains the key and secret serial

unbers. Ad i onal! gusode Fof deiabing 1boded RN g siG! oA © 10
accept both anal og and digital video signals wthout si nfrcant .redundant
circuitry. prises an internal security module and a replaceable security modu

program signal is scrambled with a key (704) and then the key itself is

twice-encrypted (710,715) and multiplexed (732) with the scrambled

program signal. The decoder (706) performs a first key decryption using

the second secret serial number (SSN,) stored within the decoder (712).

The partially decrypted key is then fusther decrypted by the replaceable

security module (714) using the first secret serial number (SSN,) stored

within the replaceable security module (717). The decoder then

descrambles (708) the program -using the hvice—decrypted key. The

replaceable security module (714) can be replaced, allowing the security

system to be upgraded or changed following 2 system breach. Either secu-

rity module may become the active security module to finally decrypt the

seed, selectable by a signal transmitted from the encoder (721).

Also disclosed is a method for transmitting (1284) the encrypted
keys and secret serial numbers to a plurality of broadcasters (1286) who
may in turn multiplex this signal with their own program signals so that
any given chafinel received by a subscriber (1289) contains the key and
secret serial numbers. Additionally, the decoder (1306, 1390) may be

: upgtadeable to accept both analog and digital video signals without
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