;e3e| . f6FT; PORTABLE | NFORVATI ON RECORDI NG MEDI UM 5 TECHNI CAL FI ELD Thi s
|nvent|on relates to a portable information recording nedi

particular, relates to a portable information recordlng ﬂwﬂﬂﬂﬁﬂ“mb
function of being connected as necessary to an external

recording user 10 data to be recorded in its interior and perP¥%i ng
vari ous processes in accordance with connand-and-response interactions wth
the external device. BACKGROUND ART 15 The recording ca ortable
i nformation recordi ng nedia have inproved greatly with t Mﬂﬁ@ @%{

sem conductor circuit integrati onPEgR&IPULGNe demands ar ed in
various fields, especially with I C cards and ot her portable*FWW%rnatlon
recordi ng medi a havina a built-in 20 CPU. For exanple, an IC card with a
built-in CPU has a fBABTABREOANEERNGTEENNBECORDANCNMEDISNry to an exter nal
device (reader/witer device) and executing specific processes in
accordance wth command- and-response interactions with this external
devi c® Since the process that TECHNEEOLe8 1 FREi de the 25 I C card when a
cerltai n conmand'hiss pr1®1\7(7iedftd| | drs d%tlﬁrtm'swectobyd/ aagp?(itpmgr aﬁmlcfbrauatlon
application programinstalled in the r edj cat ed, applica

programs ﬁ?‘f‘ﬁrg?%%eg‘& ﬁamf &ﬁl%[l ons I?“ﬁorrtj\/ at %ftfs a Jp‘??%%tfﬂng ﬁ‘g)ﬁ‘ﬁal |y

i nst al | edinfsrodet i be Iremding:omedxanplleaw,mgaacaﬁenwheoe tdftf‘e bamagl C card
is to be r‘?ﬁ’eé’-ée(ﬁ 283855?8 {£9ISLL AL RQl%%fﬂcae”Qnés eaﬁéf&e}ﬂibg account
card, bot an a i“Cat'ron or a ospltal registration ¢ Sand an
appl! i tat i @alt@rbgr am fr@lcoacdfadnalrmuaus m@mom@@dbéerﬁgmnhedvamph@ | C
card. Thus,,dugsto than eceQEcékthEgcant {H)rovgmaﬁdtanhh%egpgn .
capacities incorporated in I C cards, 35 I'ti-application I C cards, having
a pluralityteFagpppnearibh EP@g?éﬁﬁrPﬁétﬁﬁVéﬁeln advance, are becomni ng
popular. 1C cards, 1 equi pped with a function of addi ng new application
prograns as necessary after i533§}f§ﬁKN§! |ng used wi dely. For exanpl e,
Japanese Lai d-open Pat ent Publi § 79000 di scl oses an I C card
W th # functi orhef adleimgilpfg)grcaarmacfm:mmgraﬂl ngerbabfie. Anaroation
characterj a i SR | uplt-1n CPU i s that
an advanc%% #%?%$ amgg'rL%rl %ecgh e eﬁpg¥§%ﬂhéplw%é£np?g bLOg%ﬁe case of a
general | &Bagdndhators Cpgwllé;rlynmmtpx@senﬁhyl fatwerd fidemandn precess is
execut ed 10c18; bheopr 0rCos, Phust 2LLLAY, COIPUAL a1 0N; th heap,external

devi ce upon connection of the IC card the external device. Normally, a
verifi cat@%eét@@r#%blp%r#rbﬁ%&mwwwraiw i kiat NGy I6GminRY LT AN

verifacatepn. d@t@: bsamggei, ved fo eartihe extesnal « devicee nasjddanent oaf the
propriety Pf t rcc):voln(iin(:"edcted as necessary to an external device
(reader/wrlter device) and executing specific processes in
accordance with command-and-response interactions with this
external device. Since the process that is executed inside the
25 IC card when a certain command is provided is determined by an
OS program or an application program installed in the IC card,
dedicated application programs with processing functions for
various applications are normally installed inside the IC card.
For example, in a case where the same IC card is to be used as
30 a hospital registration card and as a financial account card,
both an application program for a hospital registration card
and an application program for a financial account must be
installed in the IC card. Thus, due to the recent significant
improvements in the memory capacities incorporated in IC cards,
35 multi-application IC cards, having a plurality of application

programs installed in advance, are becoming popular. IC cards,



15 verification data inside the IC card is conducted, and a verification
result is stored in the internal nenory of the I1C card. According to the
verification data provided fromthe external device, various verification
results may be obtained, such as enabling of just reading of data inside
the IC card, 20 enabling of just adding of new data, or enabling of even
rewiting of existing data. Thus nornmally, an arrangenent is adopted
wherein the above-descri bed verification process is executed at a starting
poi nt of a comuni cation session, the verification result is stored in the
menory i néfderpad Yitlkear dunesigndo e ivar nevsapphhaatsoarer provided from

the exterpaledeyiceriidie; ¥ontfiGal 4 PO eIty SIPLEdei B T NE, FRADIY, 1ieS ,
referenced to judge whether or not the execution of a’provided command is

enabl ed, @RBABSEBRAHE PRERXRELRRH BN YL GhekPn Nhad rd@P Gluddeglossas its
executionghsrenadt@dsiSh @%Lﬁl_&ﬂ'\drprqiotahﬁﬁn\(f'ﬁtdg&%n%o fras&nﬂpmlaam%ed as
the nmenory for storing the verification result, when a single comunication
sessi oh i St€onpl eted and the external device is disconnected, the
verification r essmlatgl oirScRe@sedeliemiw bhiH ﬁdlﬂ:dkﬁélarnéforﬂ%ttﬂ&ﬁl m%eiiuncgt ion
process is,required at. e co ni cation _sessi adequat e securi t 5 can
be secure‘ﬂlék}e‘?‘m PR cja%:&%f 1B F atrhéaqvénccfrcg%oéinb.O%@eﬁ@ﬁﬁitgnéﬁxabove,
Wi th builbeienGhRi¢d ype&opoekahpee? in ithfeormaati oh a geardengl Oedial tast

repr esent I ' | at.i on of plurali of | i cation
progr ans :f% p?céélolr gL cgg%d%}eeaépeg]scltlgldt ?o‘}nesﬁ JLfs)lCbafalcclocgrﬁ ﬁgoﬁ%ﬁl ar .%EEF ui%g dt hus

pr edi t edir fae phecesdrivdrsiodrappd icommuon cprtdgnansth hatexsrer® ] dsvakked in a

singl e pogtahl echRberraLi Qx r‘éﬁe“iid‘gcef@%i YW ldnd nereasgs fugtherein the

future. Qoviously, an application comand provided froman external device
i s procesBeHdylbne Pr Grarhi&fdiPt hetsPur aFi tyebfoappdi cat i et ighograns
that are yasialtgdiod hiSmhdn®@revi iling- 8 Gl drf 41N 1corERRd vell FPHm10
preparation i s necessary, for specifying the application programthat is to
per f or m ati¢ @%%.naio‘gﬁé’ri:?: % EPéglﬁg%é}%FPSrppﬁpoé’rrﬁe?d@’ BY Wroviravagedn

appl it i varsel estion damsmnichsidd cbhendloudesrd nfer meinddirrddipgt sediegts a
specific application. For -exanpl | et. assune the case where IC_gcard, in
which 15 BOPRESCRbEMh vt et PEPFSR LD ar ok " oGP hRT 4rel & " Rlinci 4l
account apptdcatAaropliony are arlee i netafiedtios datbepuseddat drhospheal

t . . , . t . . . H t
count er éQtéPﬁélQﬁﬁﬁﬁxLIgé§18 CESSA ¥ L0 £ % %ﬂks@ngﬁggi??%ggg?afﬁg

after connection of the card to an external device |

hospi tal Teuhtdy.enabnq ms Prepaieadiow aleplata dasdes shecérmandds or
sel ecid ngehfie1 hegpbali gl sidahéoBrCad; appta CabiroRIAURAM b6 even
provi dedfromt he extj;;r nal device to the IC card so that such a selection

state is SRYTUp AR A TG REA - pr HRRE S U 1 &1 R TAPFETERE OR i s
per f or redadoptddtwhdee verthé cabboa-desukibed stotiédlcanian2pbroesseyiéRAM

After the, seleclgd Stats, éé‘ir‘gﬁ;i Co'h&x{‘%ﬁ‘%s Biomhnri%%iﬁto%agiegrs‘i%%idtae
application s select edS, Has nset, the normal "comrands provided from
t he extervetlifeydceonrmealll peosessed iyythhandtomny tals idegise rldt cendear d

appl i gati o0 LRk §5ri dud Q%nﬁm%b%%tééfde gté:%}ﬁdeésfﬁﬁﬁ]{tg@ 2 @ﬂq&)affgeuﬂeeenab' i ng

or 30 disabling of the execution 1 conman [et erm ned based on the
verificatflom vesficathn it sdtldr 8¢oirec A HeeoisoTY igy deferensedute an

advanced fleggeewipétis@EUsT t Mot NtRYCExaciYi bh- P ROFeol Edear domfhed isas
orma verificatio

descr bed. Shore,  SLPIOSIERL 3y st be Fede (P RSLOUD A VUL SaLLED
muf ti - puripose 113G earadsitietrc.is eaebliedre ainew aRAM cat oaheirsveeébhecied, a 3
30 memory isusedas thememory for storing the verification result,
when a single communication session is completed and the
external device is disconnected, the verification result is
erased from within the IC card. As the verification process
is required at each communication session, adequate security
35 can be secured even in a case of loss of the IC card, etc.

As mentioned above, with built-in CPU type portable



verification program concerning the sel ected application program nust be
performed. For exanple, |let assune the case where a diagnosis and treat nent
record is to be witten into an IC card as a hospital registration card and
a diagnosis and 5 treatnent fee is to be paid using the IC card as a
financial account card. In this case, after connecting the IC card to an
external device installed at a hospital counter, first, a selection comand
for selection of the hospital registration card application programis
provided fromthe external device 10 to the IC card to set up the state in
whi ch t helmbsphatalon ergetratnieomedial, appldagatdsmmtied dut 6t e:@rdamdtha

Cont'n“atir?&é?‘fiﬂléﬁ‘e ﬁ(egutgg{]rgﬁé@ydlggn Lpslfé'&ic &F gﬁ?ﬂ} dnicord

WWItIng process, a sel ection onmnman seI tion o |nanC|a account
appl i cat |@¢p<p1r@@m<a¢nmstfpra@\nld€@tfwm flebeg B ndl pqguaém celtt ést KBUBC card

to set up,tdiei stad echfh Wehehnhi®eld RANCi B 1 RGLOWH ﬁp@éf%&'gﬂa’csa%@l ected
and a process of witing the diagnosis and treatnment fee paynent

i nf or Pat i B F3lex@ciit &8l 512918 Predréied PhatmebeRnar PEPATSTIUBEIEHMwhi ch a
pluralitwpfi amalrle@@tel DRSL 18 £ iusete ifhtihe .SaoBvEeeuBUR, Gat hpp1sessien to 20

perform a serle rocess wl econe nor.e popular in the future.
Fowever GRTHIE G SriaRT TS aBl Aot inte Secer BERG easarumy Gne

sel ecti orpm@gmmdammmj thee Qﬂmmajlectﬁaxfh atplpliﬁcaml@mplplr@@trlam tkaswatehed and
a verifi cation process concer n| n 5, t he a £on nmust aI erformed

be,
each tine" Slrhu When & seri €% Thked pr essesl%?ec?m% ePﬂjgﬁed by
SWi t clifi ng:mmamgaialqm msaiaqa/ssﬁrxaﬁphrlmqmnmthh@p&alrue:atammprogrhmn
sessi on, i o] rtaplke | i cordi ng
medi um ancﬁbe% r%oad%(%‘r&gog%mﬁllp%% on ‘i E\]ﬁqrgglﬁg e;%?!é?n ?Egé\g/?té%%.efégrre
excessi venadey bbj @cvéding san ngeRt L 6Atient BEI &t proveeenangor vabre

i nfor mat i of-1.@608 i e FRGE Lo, t id + epabb ess agdlegyat er secHppiy-50ibg. ensured
for each individual appllcatlon and yet enable a series of |inked processes

to be perfor med OWFFAURYF 1 R n@sﬁ%ﬁéjh%c%s‘%lwﬁﬁeéﬁ 2y 16f cappt ilcarhbrh

pr ogridns bhari he saaep@@amunregisanaeessl wppﬂlcaﬂ&a@w@&a& BNWYENTT ON (1)
The first_feature of the invention resid

! nf or mat | GH T b S RErArAng o8 PERBER SR BE of et M kot £Pele as
necessar yusex aat exhespaltadevbocetamd penfdring n@smmm:ndsandeeespwseo

|t er act Lo A 1he R aalofadas L0 el undioialack Be Leeg! ded

i nside the um an orn1var|0 S processes, t he por ornat|0n
r ecor di ng-eredi lﬁﬁf@}’rﬁﬂ’]l slag:cel g et aliepartt thep inasmiidatl ﬁ@uwttem t hén

extergpal devd Gy L8 &t Yrage, Ralle1 QNG cafhaBa @Bg%éﬂbcéﬂnap@ﬂqécat' on
storage pﬁééplé&&figg?s%rgkggﬁlcI:at]_yd app%gcl Itggg’llporno rraorgls provided from
the external device to the IC card so that such a selection state
is set up and a verification process unique to the application
is performed so that the verification result is stored in a
25 memory (RAM). After the selected state, in which the hospital
registration card application is selected, has been set, the
normal commands provided from the external device are all
processed by the hospital registration card application that
is in the selected state. As mentioned above, the enabling or
30 disabling of the execution of each command is determined based
on the verification result that is stored in the memory.

In order to secure an advanced degree of security in such
amulti-purpose IC card, etc., as described above, arrangements
must be made to performa verification process according to each

35 individual application. Thus with prior-art multi-purpose IC

cards, etc., each time a new application is selected, a



a user data storage part, storing user data; 15 a process executing part,
executing a command provided fromthe external device and returning an
execution result as a response to the external device based on the CS
program or the application prograns; and a working data storage part, used
as a working area for 20 the process executing part and securing at |east
an OS working area for storing working data for the OS program wherein
when a preparation command including information designating an application
program and a unique identifier to be attached to the designated

appl i cat i var pf boglahen s prragviaded c2Bckronnghet ekt eralad ctdali eppliithetprocess
executin of rJ | i (Woly rKi area
For stor P teT i e dars Tor The Wesi oaatad Booli aati on Srogram A the

wor ki ng délterstdrdigedipetis anthd zeaimRids S sforst oS 7§ Pef vradtieanidépi ning a
correspondenge cheiwgen, thes dasi 9naled rarRlictathen 304 R ed-/MAand Lhe
identifier to be attached thereto and information specifying the secured

appl i ®at i BFEHTRRIhgt e ebs it tHe RAS ottt tacedC CRefeBy definpgcipla state
in which asovit tderdesignalasd appld,calfiter poageaming enabliedcaandryherein
when a process_execut|ng command for making a 35 specific application

progr am d%%i%’hta‘?@ba]bﬁed‘%‘?edérﬁ%%]e]re%fetc@t g‘oépslﬁé‘ii ﬁot?nﬂile&tegéri%'p?ovi ded

fromthe sxternabn desintend For tded qurtaces  fexeéeuhbsgpipailt regeeukasibhe
speci 1 ¢ pr ogess 1.0 aocor danee i 1 Lhs, sReqi £Lg, apnl ication phogt am and

usi ng an appti ion Wor ki'ng “ar ea Secure e specific app réatton
progri@m o (2heThE swomhdtéeaetr erofthdiespaesent iwhvent iome r bspdésailn a
portabl e m%@i%@%w@ rc%%rgbggias@%a@fscggﬁ 'creg.dt,oaﬁ@%r; EbREHRIEYRR:
wher ei n en a verl |cat[on onnan orlper orm ng verl |cat|on_chcern|ng
an appl i cxf i on theogragy desh grfat e ayn AP apnddent fnert iregqarshvdédingom t he

exter nal é&@s, tebesé)I@&@fén eé&ﬁrHéﬁ&'gfgﬁrée%ég%ﬁsoﬁ VREI fgiiﬁg;lg_gglprocess
in accordance with the verification conmand and a process of storing a

verifi cat3 P esufPPLACAR1IQPpIATCALFh Wor RFAYLEPEa [edurekr f 8t ERB
appl i1sat | @ pEO@oathe ard ch% dwberLi th uphehe & tRItRC @8 SIEXEE WhaNgi sanvrad f or

Ki th |icati.ol desi ted by the identifier,
Speci T c FTORBLS TR0 Pt teb 11 o ITie S Ehal DAGTEES, Ofn8-AroCass e
execut i ngd pagtoskecuted reyimeres S egf pegiemnéndindg rivaé iver iibi eaecohedesul t
stored | n{ he, anpld Cald oy Kl & 640 3euEed il o theaapphiLaat ton
J Udgi g whet £ th Fhg

program | ' er or not an execution o e prqcess execut
command &t el iahtiand iereaupgdghenthe ane KOMEWERITHPT Se6rabneloi s

made, p0exggalt § Oigh the c$RGT & F C1 1068 T Jd AL GO daPE€ME Ik A @ c@RRAkIrC a1 on

program (3) The third feature of the present invention resides 25 in a

portabl e F#f ot "E#¥%®n recordi ng nedi um according to the second feature:

wher ei n when aHeekivkirGaki ol L£priBRda@NEET thHile d rSRRGiaftiiompptbeai hgn

programis (g)rovi ded from t.he exter naA devij Ccg thevgr 0Cess ehxecut(iengnpart
c

stores | AFOPHELY of &SI&VEF s i CATIBH 30 Festift PR VERE SadiiGeat 8n @Br ki ng
area, theapmibramtonnd sdilcahiedgandl & ste mff icwirend p recaslsedohoerexegut i on
by tl&% Sp@ﬁéféébfﬂHgéfﬁﬂiﬂﬁltpgqg%agk performed each time. Thus, when
a series of linked processes are to be performed by switching
among a plurality of applications in the same communication
session, the internal processing load of the portable
information recording medium and the load of communication with
30 an external device become excessive.
An object of this invention is thus to provide a portable
information recording medium that enables adequate security to
be ensured for each individual application and yet enable a
series of linked processes to be performed while switching among
35 a plurality of application programs in the same communication

session.



(4) The fourth feature of the present invention resides in a portable

i nformation recordi ng nedi um according to the 35 first to the third
features: wherein, as information which specifies an application 6

wor ki ng area secured in the working data storage part, a head address of
the area and a size of the area are stored in the OS working area. (5) The
fifth feature of the present invention resides 5 in a portable information
recordi ng medi um according to the first to the fourth features: wherein
when a preparation command is provided fromthe external device, the
process executing part exam nes contents of an application program stored

in the application storage g@gtL@@U@Edo@qum@@rpqm}appl i cati on working area
of a size that is in accordance with an exam nation result. (6) The sixth

feature of the Preddft Gifrdnticdt Ytssiddedhion PE S5eMtaning S EiSgrHes

r eclo_r di ngiﬁeﬁiptf(m@mpé dim%oﬁrﬁ)aﬁh@nfﬁééchrdﬁ@g Ueed 1 ubd hmagﬁ; £ &u&lcgqt?@lf gn
applctlo KN al ea 0 an a | catl on pr r |1 S term ne Se on
ot 1o Beber monr o ns taRa Sk e Dl St e fud L BRTLEE ot
program Léei’fa)rﬂhﬁgse\tftﬁltn{hrfce&tnﬂ-eceﬁpdir’f& pr eaeptracnyventsi Onwi’eISI de$e20 in a

portabl e |n or na n rec r(gjirne%orrre iuusrgra%c%rsl\% e tchoer eé st 1.0 th% si xth
f eat ur es: “Hher BF en-an 9 Aqui Ty comrand, @ es an iMmguiTy

concer ni ngediuwwind psedblre valentus ipeﬂroceisssem,ovmq:obrftrabﬂe he fextartnain
devi ce, tpgcggggggsmgéggﬁ{tEggpg%gngerforms a process 25 of exam ning the

OS working area to recogni ze entitiers in defined and undefined states
and r®& urns recegdi i%@qrﬁentqqlﬁf@%rsl%ﬁstlalq esifohsée e RtRr ekt edgial celevi ce.

(8) The eighth freajdurse Maddgdwesentod ed ok resdgesni n a portable
i nformation recordi ng. medi um according to the 30 flrst to_ the seventh

features: wheréi™h ¥HRLEB stORage PaAE, Rk apPliPEAPPor? sPHrEGE! pér £ and
t he user ggp@l§g@1@gepp@@kamge arranged fromnon-volatile nenories and the
wor ki ng dat a stora%e %31 i Sscogggaengpeadrgro Oarlvnogl a&slére Cti'ﬂem)ry 35 7
15 a process executing part, executing a command provided
from the external device and returning an execution result as
a response to the external device based on the 0S program or
the application programs; and
a working data storage part, used as a working area for
20 the process executing part and securing at least an OS working
area for storing working data for the 0S program;
wherein when a preparation command including information
designating an_application program and a unique identifier to
be attached to the designated application program is provided
25 from the external device, the process executing part executes
a process of securing an application working area for storing
working data for the designated application program in the
working data storage part , and a process of storing information
defining a correspondence between the designated application
30 program and the identifier to be attached thereto and
information specifying the secured application working area in
the 0OS working area, thereby setting up a state in which use
of the designated application program is enabled; and
wherein when a process executing command for making a
35 specific application program designated by an identifier

execute a specific process is provided from the external device,



BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. 1 is a block di agram show ng the
condition where an IC card |00 of an enbodi nent of this invention is
connected to an external device 200. 5 Fig. 2 is a diagram show ng an
exanpl e of a series of conmands provided fromthe external device to the IC
card according to the present invention. Fig. 3 shows diagrans of exanples
of information witten into an OS working area by the execution of
preparation commands 10 (1) and (2) shown in Fig. 2. Fig. 4 is a diagram
showi ng an exanple of lists of commands enabled for execution that are
witten i nhe phecappl éxatibhngopkirigeaeeatas wéei fpeatiifor pesdletss. iFig. 5

s a di agsao shou g, A HATBLRCAT 20 bBIULLY LA BPBHROR 405 ymiidsan

i nqui ry concer ni ng . that are avail ab the present point in
time and @XRhpFeslon wEsHoME @y 9 ée Cluy cdc EOF dait SPAQIH itchperddmaaren BEST
MODE FOR 1NG OQUT THE | NVENTI ON 20 This invention shall now be
descri bed based on an illustrated enbodi nent. Though this invention is

wi del \? appl i cadl’d £8egeRePBf HBRERBFeCT nfit MRS ddT et nEgs A e8n

exanpl e whereg dpdafﬁalbnaeﬂh'f@ﬁmheiaapkbedra@ngnmb@iaar dcevhiighgl $ot Reenost

popul arly_use ortable information recording 25 nedium shall be

descri bedf T 55 et $39Y Basi ¢ Arrangenent of IC Card of the Invention > Fig. 1

is a block di aghameimowvngnt he eendiftiican iwher eclanah€ casrd HER roparihagbl e

infornatignrr cgégig £m§%L¥Qigf an en%gdiqgﬂ%lou_tmé%i nven%i ndi%

connect ed' T0 an"ext ef nal " devi ted 30" 200 Bt er nal 'devi cedfﬁdgi $§d8Vi ce

t hat 106 gemerdantyi fdald ed aroweatet fwort ehe deaticgmadndev scaprited byoased upon

connecti o . per I r el : i [.O part
Qxé@u@upc? ;?é)f'@.e;ﬁé)ée{xp&ét e§naalveet&fe1flc%t%gfdmd oo GURE §8808Aahe0

| 10 for conmmunicating with e vice , a process executing part
120 executinly Fhei olgr ifrictadsisys @PTMaRdt Bed @ 3Breards ®fd ateehmyyapart

130 stori{pgr VAl tQuSosateds ANd 1 Br 28TAIPL i:cakhi® £ QBRIAhGaYL FOR fetweenrhbE card
100 and external device 200 8 is carried out by conmand- and-response

i nt eract i BAS. 2BRRICRELORMRRCGT2Br t AR command is sent from external device
200 t15 I C garduﬂh@&eihhwﬁeﬁoamﬁﬂdcégsr@;@@éwﬁﬂl@ycdrﬁﬂhrnﬁrﬂorlixﬁkam@ theI
transmtte 0 _process_executing.par 20. Process exegcuting 5 rt 120
or pr ot S Rh R e B ST RAE e iRk Bt et OHAt b bebeorRatFRed ¢ as a
response s$pet¢iDipaptoddBs Thi proespensenan seit ¢xoeraD gavicelOthe

ext er nal 8P¥é§§s ech%ﬁf aP%Q&%@éﬁﬁké“H*pr%%QﬁgﬁEkoE@?e?éﬂ%ﬁ%goEh8f the

provi ded conmand base program stored inside menory part 0, and in
10 acconpe® hehtawieh rRsuékestoired oM tHis Rkt iaeceeskindapiethat are

storefh | NsOBRPEY RAF thi30 é§i8§€§§ﬁ%b’ogf§m§H%\M@;iin%stvhgtﬁieg%ﬁmdfegﬁry part
130 is arranged fromthe ?our storage parts of an OS storage part 131, an
appl i cat i oFESEbt YL pdMe PFRCES SuSEF CHELRISEOFAFRA Lt teEBL e Bn@ 8 Wor ki ng
dat a storageiddmeeasr thd84the execution is enabled is made, executing the

specific process in accordance with the application program.
(3) The third feature of the present invention resides
25 1in a portable information recording medium according to the
second feature:
wherein when a verification command concerning a specific
application program is provided from the external device, the
process executing part stores information as a verification
30 result in the application working area, the information
indicating a list of commands enabled for execution by the
specific application program.
(4) The fourth feature of the present invention resides
in a portable information recording medium according to the
36 first to the third features:

wherein, as information which specifies an application



The above-descri bed respective conponents are conponents defined in regard
to functional aspects for the purpose of description of this invention and
do not correspond to actual hardware conponents. In actuality, process
executing part 120 20 is realized by a CPU or other |ogical device enbedded
inside the I1C card. Needl ess to say, process executing part 120 is not a
conponent that can be realized by a CPU or other hardware alone but is a
conponent that is realized under the prem se of operations based on
prograns stored inside nenory part 130. 25 Menory part 130 is realized by a
menory, swchkasg aREMsRAMedEEPROMe sbckihg dhbacaserafe tdeer tentzodienent
illustrat , 0 t l_18S | b ppli i on

st or age p%éi?{:‘%é% %%}Eés ea{rla%agt%?citao E%ngeé poaf; ?CEH 1é3§%%rae%r%a:§?§er§%b§ lnEEgEO\/I S,
and wor ki @9 warkisgorbge- part 134 is realized by a RAM Though 30 the
menory confi gurati @i el of eyt g bl $ ¢ ARENLER hit 9nREAEY bRe dagg Lot
necessarily have to be that of the present enbodinent, in the case of a
gener @ tiped ppe¥adPlei R bPHRET bANr BE6PARARINBERLRIWAERBHE1AIbERI thiEen power

supply ( #v9t hes W& dBeutht heacasesof a portable information recording
medi um of a type 35 that receives the supply of electricity fromthe

external devi c&N2G6 1GpHRSBoANREEPDR2 E HOBXE RPN diet/ iIREE VIS fesmstBrage
part 9 d3der@ppldesaldenn taleOpageeparéxdddt i A sele xdalinest ebagenpart 133

nmust be ar%anged ]glﬁ non-vol atil e nenories t8,8(_:}hai’.thg{.dat[’;\tscan be hel d even
af ter di sEoANSERT O3 o BXCEF AT S T L& 208 2RPSGCa At OPetstr %P2 Hht a
st or aje pand dSSumstarbemrlriangeibrasvdr lainewndaaklfe anehizeoltatit! ésmenory

(EEPROV . For. practical, use, .application storage part 132 is also arranged
20 at %

as a rewi e non-volatile nmenory so that new application prograns can be
install ed as ndéesSaeysinsndkbtarewotkichg saegestoinyenparn 184ifss

arranged g 9-ﬁ@FEéEE@|an&fﬁéEl@n”P€96¥d£§ﬁ2%e§%gﬂ]Egéoﬁgiﬁ&aggpghgt of

ensuring security. Wth this arrangenent, n card 100 i s disconnected
from ext efhiath desd€er®00 and carried, only the data inside working data

storage part 13hezk@neraseide The hAf appalicar ishoretlihd herd£spest hye

st or age partf, that nmake up nemory part 130 shall now be des%rl bed, An OS 15
progr am tHR I HRTH P hePL 1M Bhsil® op&RTHAE Df PRESCar 71067 STBE5EER in OS
storage pasitcdBiindr esentlbyeslavafara;r i TGSedar en papid aapps i &6t poagr ans
for IC c%gg +ahd process executing part 120 perfornms basic operations
based on suc% an  OS program Meanwhile, a plurality of application prograns
are stored in Z0)apptizendom feartage pdrthea3xedantt Haveasd oof rehedes

11 usfyrat gd erbodi 218, ; pPEhSR QN SLOFA98g PREL 1 dR2ab8oPEONE R ERe2
refrory first to the sixth features:
wherein when an inquiry command, which makes an inquiry
concerning a newly useable identifier, is provided from the
external device, the process executing part performs a process
25 of examining the 0S working area to recognize identifiers in
defined and undefined states and returns recognized identifiers
as a response to the external device.
(8) The eighth feature of the present invention resides
in a portable information recording medium according to the
30 first to the seventh features:
wherein the OS storage part, the application storage part,
and the user data storage part are arranged from non-volatile
memories and the working data storage part is arranged from a
volatile memory.
35



area inside an EEPROM and the specifications enable arbitrary addition of
application prograns after issuing of the IC card. The exanple of Fig. 1
illustrates a case where three application 25 progranms APl, AP2, and AP3
are already installed. User data to be recorded in IC card 100, such as

personal data, transaction data, etc. , concerning a user who is the owner
of this IC card 100 (and including data concerning the issuer of the IC
card) , are stored in user data storage part 133. Wth the illustrated 30

exanpl e, user data UD1, UD2, and UD3, used in application progranms APL,
AP2, and AP3, respectiB®BBIyF BEECBIBFéa@NsepafHEePRAHANGENdependent | y.

Qobvi ousl y, andt:hough; houwn 4i a &l qg{g"g%n ser
data that are lilg!’g ?nl%:lgém%n %dlggrgr%als%]%w%? 1151%}EII i catli oflosnma a gg be

! y
stored i nf@dditd 340385t dn 1P It \Rér ﬂeiﬂﬁg HAY AN 51 op ae qearecr34l it an

area thatarilsey@@gn@§ dbdvica wooking area for process executi ng part 120. If
a conmmand pI’OVI ded fraom external device 200 is an ?ﬂn‘a pr ocess
ec% pf

executli ng part F180 éxécutte LI R o HadR 0 HHR oé?&ﬂneﬁn?lfde (03

storage pastmdidds pioaldemmdmprtﬂw deﬂtémme&bemal tD dﬂve cec2e@rds an
application cor cuted based on specific application

program i fsTYe Ja%%l?%aﬁ%npg?%?%g 115%?{1 i%@ and the respective execution
results are rettugned ssow=eshesesnd ofee(k&mphdas dfﬁ/imxefo%&tﬂdm atltcases,

wor ki ng dale, p0584E RAE L34 ks baed an the vaeking Areaoda a0 shal | be

descri be r, when cess e es an pro ram an
OS wolOki ngl araad i (s d@homm kimgEdat a2storage 134 is used as the working

area, and whengprLoCesg §)8@L%l&r'arﬁgsﬁ§{1§né2a91 @%Qﬁﬂi@%@l@é@g%@EghﬂQst
appl i cati on ka}f%q?ram an application wofking area, secured

appl i cat i O d%O]iLSe%\%?‘RFh@ndﬁlﬂétsﬁé?aﬁélbéﬂl 1340j §hgsarpPrad ceRéOofor ki ng

area. Hergorwhes eascd hes Grewor kb Agianeacksl1secured autonmatically inside
wor ki ng data storag part ni ti al settlr;rgjr eration erforrred at

e ot e wien B o FEa0 Y aR L shRar By o At o febf o Rehs Thng
C ONTTUIS cactmmmms&nomauan@t ant edquasyZ@orschsanLrhlrt@ icls il foiedk delhew, aeach

i ndi vi dual l.ication workin area cured eparation comran
bei ng prOV| dPJ[O JIF:omtet[‘;ktlelpnaSe ev %lenji l<m ailcpgﬁglggi %) taﬁ?FB%SS? the 1C
Card of traede niveni¢omrdaibe \bﬁShctbperaommﬂsdof the 1C card showmn in Fig. 1
shall 25 now be described. I1C card 100 is a typical portable information

recording mediumand is nornmally carried by a user. Wth the present

embodi ment, since BFSIpSWNE R CARRYIAG ¢ &HEJHVERY ¥Pbm ext er nal .

devi g 200 as menAkl onedeRbOYL, Souer h&wnade SURRlrEG 0 b&s€ar dbd 0Qnwhi | e
It Is cary

t,131 i cat t
part 132, JaJn‘ﬂS%%‘fe ateglbzltdg%‘gél parFﬁ_@L gge[éﬂ%réﬂ&ge gggéfﬁin@ggﬁiyﬂgge
nenor i es, aphkl cdsib be tecoededal npdhtesel & e&pﬁecrtma\tao&tneagedpagmsad/ﬂd | anot

becore | o5{m Ol Uie o1 Nars hanl o ol 6 101G At shoraas Al (34,1

arranged AT e neror a 1 n workKing astorage
part 134 becthe ostt wepnldelyardefls poateibdd. Ast ovemt § bered reporiéng

previgus|y. deser | Heth £X30PhEs cMI80q 11

<<< §1. Basic Arrangement of IC Card of the Invention >>>
Fig. 1 is a block diagram showing the condition where an

IC card 100 (portable information recording medium) of an
embodiment of this invention is connected to an external device

30 200. External device 200 is a device that is generally called
a reader/writer device and is normally used upon connection to

a personal computer, etc. IC card 100 comprises an I/0 part

110 for communicating with external device 200, a process
executing part 120 executing various processes within the IC

35 card, and a memory part 130 storing various data and programs.

The communication between IC card 100 and external device 200



recording of a diagnosis and treatnent data is to be carried out and
paynment in regard to a financial account is to be perforned, this IC card
| 00 is connected to external device 200 to perform comruni cati on between
the two. At the start of 5 conmunication, power is supplied from external
device 200 to IC card 100, the CPUin the IC card 100 is reset, process
executing part 120 executes an initial routine of the OS programstored in
OS storage part 13l and perfornms the task of preparing an environnent for
t he conmuni cati on session. The OS working 10 area inside working data

st or age pastcdr34 ddsogeday edmanenidhiag doaiesponsfet entehecenohsonmmet fier,
per f or m ng, & COMBINI LA IDARERELANSAAE FIUS DREO.RLERRLPLe I ErACVE
conmuni cat i on, erel n when a comman provi ded from external device 200,
a corresp@@tﬁdn@oroesp@hls% icommAnNg néd ferﬂﬁJt‘(?d:abcl 1060 Ppsris tepeandd. Wen

a single copupicatyan gﬁr%%e@%, 'eae@gtmln%t gdrcl G ear d Qs eSile%%QE‘B%Ct ed
from external device 200 and is carried é the user again. At this point,

al | of° t ReEbntehti S terRARNS RGdsEacst6FabRl paremmaad %ﬁé}?tl@fnér t&fged
froma vobabides Megaras (1IRANE, a b@%cmsleosta 1 /heugh alverifiicatkepoRd@er esul t
is recorded insjgd? wor lii 59 dat a stoor a(g rt 1?4 as, rrené @nedPabove this
verificatton3PREUFFOPs 1¢Pedrdd fiot¥ e cHEVdficsé8%ironFrRE5Chi s i s
sui t abl e éo¢censng ipeg tsaQir pbyfo‘wmeneaacﬁlsloomﬁmhe $ rovddedie d ofnma g

ext er nal deV| e 20Q, utln art 120 erfor rocess of
execut i ng |(§ corrrran%é%(g é%o Splr oegr%?ﬁn?ﬁg g lrqsodr a%egpapt | 31
and rx urmq:rgnzaam;mearetspurtdh hge reeamn?smprt of exttier natmwedu ceXXked flathe
provi ded pomrand, st A ARR! KEAL:ONEORTRAY, , PIACESS, EXSCULINGBAL! 1120
performs a process of executing PScommand 3 ased on one of thé

appl i cat i ‘ohne prisizavs Mersie Pagh 164t Lonasrarage fpeen tis? fand sePtRrARNg a

corr eSpO'}Qéf‘tgs &8 RANSSs td SRS @ﬂrtdq\éllce a%OQppm\&%\t%nW@%ara@eapettcatl on
command is to be executed, preparation concerning the application nust be

carried olt2i If ARFAnE@ 335t PRaPRePRA el &F/ A lferfe rkl;stq Slratérts PEAESrd, the
pr epafsatlpsmrtcon@er ning a specific appI i cation was carried out 12 by neans
of a selecti on Qd that gelloe$ t he tspeC| agggi cation from gxt er nal
devi ce 200. Wt ‘p%%‘? art % erﬁeasrpae[c dhvenﬁ?ﬂEBan a8 'on“SUBR"G"58I ecti on
commnd @etfyn@dtelnfregerappbl datniodrn opradg ressres ol Th bhetlpeit punpbhe prepar ed
state, S a0de2spevus d £ckiion  commadnadal 6 b Pyl dad gihen SubtROng {0
anot her app |ca I on program reover as nentione since en a new
sel ect i onh@ERHRRR CRBP ONRNtEhI ngntar &g bbpY i CAOCEs S @XW@Wﬂ@cPara: 120

veri figcat | 9ne 4 PCASS GPNCRIEY RG: b&%e&pgb'gq%falloaew% bevpgakar fedigach
time, when a series of lin d 10 processes are to be perforned %2 swi t chi ng

anong a ptf at§ 1P apiss ﬂ? ISR Y h@ TOETE Sc RTGHILEAG B8R Sed&PohS the
i nt er nal rpdspcaessmpgnleﬁadtpétIcﬁrcarédré@ﬂ)laad Bhe teacbzofotmﬁmalrdahlren wth
ext ernal dlew ce Zcogsbeccoge excetsaEt et[ 'gh%elao s&%dcon ept on v%@ (:lhSe ?
present invention i$ asedr 15°1s I-h by~ pu |ng ap frals y 0 app i cation
prograns ¢pebapreparledsst abte sronrennaestuskgd detsmengemdemt peirer $30.
respegti v r {4 i in.the ep d state,
and addi nﬁél}{%ﬂp den h]fjl)éer s$%eés%gct€%(€e a?(%@é‘{é’c rﬁlt%tktler‘%‘lsn |\l}|B Fﬁgom‘rands
provi ded B¥RPexterdral ldelPEec209, O@(ﬁ‘tﬁt@“@&&%”&%ﬁ éﬁlu§t§|§é@|df hegefrom
anong theo@'é{f@&a&é/ p‘afrtalqmll gat reasiteatppre ROy, la@ptlh%a@&%ﬂaéegrébéte
si mul t aneous| ¥L % provi ded conmmand i ﬁ 5r ocesse atagordancp with the
aal A ﬁe8

speci f i edPappitid Hsﬁlrd?ﬁtaﬁtﬁtWtaHetfPﬁ%t eht$ Sﬁa FEFBCHaPntain a

pluralityad mpdm@atia@as_quy@é aneausBy 18 g iZepbopared.st aheugkepar at e
wor Ki areas_are secured, i nsi de worKki ng%déita St%b ge part 134 for the
tHEE Y £ F64

respett i VE'S nBETCEYal CHpt 9B FONS &R o YRR 3P TPhe
respecti vierappl cealoensnatr enestan e ¥ Bgfecte wel Yod nhishesd whekpngsaneas.

embodiment, in the case of a general type portable information
recordingmediumwithout abuilt-in power supply (in other words,
in the case of a portable information recording medium of a type
35 that receives the supply of electricity from the external device

200 upon connection to external device 200), 0S storage part



Specific operations based on such a basic concept shall 30 now be descri bed
with an exanple that uses the series of commands ( 1) to ( 10 ) shown in
Fig. 2. O the illustrated conmands, ( 1 ) and (2) are preparation
commands (OS commands) for putting individual application progranms into the
prepared state, (3) to (8) are verification commands (application comands)
for 35 performng verification concerning each individual application
program and (9) and (10) are process executing 13 commands (application
commands) for executing specific processes using the individual application
pr ogr ans. 1 Her epdflorcadormresiteregcobadésEBP pt #10%, user s med orligeeranpl e
where, a i n.Fl pRIJcat:i d , 5 AP3
are st orZ1 I %\gé eegp%ﬁ%a?le%Efﬁgﬁaggl%gcﬁtl%gén%@%l?%si\éﬁaetﬁﬁéeaaﬁggpi t al
regi st r até®h beaheldpplie afiter, dAPZoBaRRE 1&1f f hak e Hetb Gt igspkPeat i on,
and AP3 heidlg, atdasastatiker 88tY4i §€0ARQLIsakt o3 Thisk e aardnd@@ hs thus
used for the three _applications_of hospital registration card, “financi al
accouRt DTEYFdLaRAE R~ EP5R Fohe EMACe (EBFECMber eF CE HIUeCa €88e where

the user giptiisidn ealotakf) pagtt 03w i & ea Bsdliagnasdsd andat reatreabieecord

into the Igcard as a hospital registration card and is to pay di agnosi s

and ¢ 1 eat MR HES LS ITETORG ¢ AT H Be" s PP haREF LP) aBEORRE T cara 18%at a

hospi t al iaHHlEred las hbceseasg, VWéhnahpléeprwvarkind arad stafrbege pananecti ng

the IC calr§j4 t.0 an_external device i?)tall d at t he hosp{E{Aq{) %ountg}éé first,
a

. 1S rrangéd as,a rewrita e volatl. emorxr ) TrOom
a sel ection ¢onmhd " For S21%ction 6f thé oSpi fd rngs rat’i on ca

appl i16at | orephegidmofs epeoviidgdséconi thie exiEr dlisdevireageoentie ¥iGesard to
set up Z%aggratl%toeiéBi%'o%efc@%dhﬂs gake&%gllsaéﬂef@gog%% égmgéy on is

sel ected In continuation after the execution o i agnosi s an

treat mentorret ¢ Artei hys locessking daltacetonagenpahtl kot agel eedfod- of the

financial accognt appbigatien PEegeaM hStREO¥kLEgd Ll oM theraytepaat sdevice
to the IC card to 25 set up the stgge in which t manchal account

e f
appl i cat i'dif§ S Bt RN PPpFocesE R | PPHgEFhQGSFéé 68i-s ARdOS
t r eatgentp f@fraWIRId derfcerimaisl @Rel Bagxecopetat Hene, oauh dairde 180sekect i on

command i S proyvi.de a.verificatio rocess determ ned accqrdj t he
corresponscﬁcﬁrgeaa/\plﬁl ?jcsatslt(?ﬁar%?stpaﬁg g(ﬁper 5?%8%3@1 ?ﬁ%ag‘i‘ﬁgr ‘%4@%“&5% th the
present ianeepopodaragsshdwrdgramisggfo2, Iafcards,) regtd provedisngxpeepanat i on

commands epgag%% 494 é@%fé?m?‘ﬂa i@o%@?a%@%kiscl%é@@%rﬁgﬁlcﬁ% %Zngg?éﬁary for

the seri processes in the prepared states sinultaneousl erification
comands Nenviui k&) & drl ugsdl ditdatifo R PRPE caftd 035 PEeRirRMEair6nSEBRAENER (6) to
(8) foor appllcaidoth ARD IR RLeV ded .t orperiordndde r espect i ver ¥eFédi cation
processes for 14 thESﬁ,agE.l cations and gcfg]:}%(esul ts are stored in working
dat a st orgiRP PP 3APP A CRRL NI R P ISP SR AP TAPMEF R 4l r eady

put si mildesedusdiyie Ant BEPROE patdittion spenyllfdtoad iamns eanbfiecatboorsoypl et ed
(10) o o iguatb i PR b i et R o f M TnetFBur ams
are nmade The exeoptle ahé&'igpekiifliluspretessesase where three application
25 programs APl, AP2, and AP3 are already installed. User data
to be recorded in IC card 100, such as personal data, transaction
data, etc., concerning a user who is the owner of this IC card
100 (and including data concerning the issuer of the IC card),
are stored in user data storage part 133. With the illustrated
30 example, user data UD1, UD2, and UD3, used in application
programs AP1, AP2, and AP3, respectively, are stored separately
and independently. Obviously, and though not shown in the
illustrated example, common user data that are used in common
by a plurality of applications may also be stored in addition

35 to the above.

Working data storage part 134 is an area that is used as

10



Each of the preparation commands ( 1) and ( 2 ) shown in Fig . 2 contains
informati on designating a specific application 10 program and a uni que
identifier to be attached to the designated application program For

exanpl e, preparation conmand (1) conprises the conmand nane, " PREPARE,

whi ch indicates the conmmand as being a preparation command, the information
(for exanple, the application nane) that designates application APl 15
(hospital registration card application), and the unique identifier, "Chl,

" which is to be attached to this designated application program Wen such
a prepar a ivo lcomreka stqr quiatetss prosessirexeeutt i ar L £120cpembodns a
Drocess. Ol SPEULY Mo NSLOE,NOT K100: 681 205! 9L30R BT LolfdnqancappLigatl on
20 wor ki g area for stori wor k esi gnate aB I"cat’i on and
storing ieorumtiomwaddef LaP r&g><et¢1et@$)rthe§p©mdeane retaen ¢hé®dpspgnamned

app! i cat |Gl PIOYAEE 8RLGL NS, HNaue | denthihehd! O-bf: 84 a9hedekieraLe and

i nf or mat i on speci fyi ng ? secured application working area int

wor ki Bg el 30 296t 1gpaa aftrdtiecd il phicoRmase , of h i Rec e d iledespprtedt i on

program iy, £nabbed. spect{& celp&;n,ldaftqr@nprgp@@a&moqmramng p1ichsibrovi ded,
an APl working area ISBS cured as the working area for a Eespﬁtlon AP1

i nsi de wotSQ TP YR AT St brage@par ttPE3F &P FFTHE F¥héFfore,

i nf or mat i et wefédi g A ¥ espondenaem0f appldeadon ARlaandctbesyni que
identifier e attacheg ]teﬂgreto and i nformation speC| fylg t he

secured APY Wq(lqegtaa,sggrglgg Ret it & SEe® s Work Hy 1 84 S is
al ready setalredbéndeBerebed dratent, pwiepar @tDOBSSt a&ye 3 iofg tﬂn@rt 120

conmmuni cae%%)eoﬁn SeSSI OBStQ% |§mcar r |O%dw§gklhgg§fl%he a ng))rkg%nngg%l on of

IC card 1 O Extér nal Pedi e8 280 in e Wwor ki ng
data storsigerage t13841slivdced sz Whenwprépagakirea canthndh¢2) precpeevi ded,

an AP2 worklng A{LBaks 152Qﬁé'£§9u€és ahﬁrg\@éll;(éMlﬁé@%p%quc%l%ﬁldncﬁfé@ﬁarﬁpz
i nside working data storage part 134. Furthernore i_nformation flnlng

t he corr@bé‘ﬁ@éﬁ@é‘tdpnabwl‘éaﬁl%?ﬁ%s?%@dt Rer (M e dERtiimei NSEERD " 1o
be atfsachesk it e abeaanthidfopartiiny speddysaaticdhewo srLuy edeAP2 Merk| ng area
are ert:’(@%ﬁs‘!mo t he C:% wor ki ng area |nside worKi ng dat a sﬁgrage Eart 134.
Fig. 3s W AGrEL DY SRR €370 1Re>FRf BT Hat b6 GR1 LY eAPFAtS the oS
wor ki ng aresk fryg tdeet e xecubigenpattt hed abpver dedcriiaiedeprepar apéeat tonmands
(1) and(2 The nfor tion. sho |n F| 3 i h |nf nwrltten
by preparp |on Ir(1:eodmmndthi?el)pa d t‘he |n%orma |é%}%h(f)9m61 fs n’gg |s t he

i nf or mat irtawnal elevhiyrep?8pfarad izononmmmand ti2)n. swsho&&s h@@et@xiarmbes as

the il orimati 0 JeLERLAGCkNSe POGT SRANSNAS ol AN BpBLLedbian, BEpghgm and a

unique identifier to be attached thereto, an i1dentifier and
addr ess ﬁrﬁ%el%:o?ercé)sfp?@naﬁyng" Eﬁﬁﬁa&é‘ﬁl&ﬁ SPEﬁﬁ‘f"é‘ﬁH SR dr PFPEthﬁ fRrom

associ at esktheer . deEﬁIce nsg¢@nce, W th the exanpl e of Fig. 3(a), by storing
t he 20 identlpié " and the dd ' he head address of
appl i cat i on" pt 6gr aﬁ‘ﬁ%@l WA s C%EE rf’%tt@reagelvﬁgrttlofﬁi in an

associ at ed nmanfiée, ba$ic soparh tciatres ctﬂmheam)laaoﬂi isbowpr bgriEng AR1sbatt esponds

to thg idenlif 'E'c?éscrque' A0 254t *Efb 1y %g&!ﬁ %Qfeccabﬁ%" Eﬁgﬁgpxﬁﬁ%@ﬁ%i cation
wor ki'ng area secured inside mor I ng da ge par , € head
addr ess ofeadred Ere aneahidin r@elds&@enofrmtaﬂuéyacearaee By ox etbeFor Wilhst Bhee, with

the examml e QlnFiiooifont! e HBEKING iRE FOF MPLala sReald bedobyoline head

addr ess, I cation APl wor ki ng area (head address of the
area secUFeRii ASFAENAB R‘?N@C%?d%@caa%t@?%@eoﬁﬁidt APONE s aPiHe 5§ zBOL" 2kB,

of this aé@@plﬂé@ i far reddon chawi iid) il g.s Zaldd)idds thewéae@ t ¥pacef

i nf 0;35&“ concernin %gl icatjon AP2 Ctjonse uent{_] ﬁy Qe exe ut| on of

br epabat | O SEORARRGR ()l e o) SCa bl € AP HeO Bt L3

appl i cat isrovegKiprayrt333a8r eas 4thended f/m:kmmga—a;roe‘laatarmb tnh@o&l?ésv,\otkeng

area; the é%a recorded in these respective storage parts will not become
lost. On the other hand, since working data storage part 134
is arranged from a volatile memory (RAM), the data in working

35 data storage part 134 become lost when the card is carried.

As mentioned in the previously described example, when

11



wor ki ng area shown in Fig. 1 is not secured in the operation 16 exanple
shown in Fig. 2) are secured inside working data storage part |34 and the
information shown in Fig. 3 are stored in the OS working area. By the
execution of such preparation conmands, the use of two applications APl and
AP2 are enabled 5 sinultaneously. Thus unlike the selection comands used
in prior-art |IC cards, the preparation comrands of the present invention
can enable the use of a plurality of application prograns sinultaneously.
In actual |y using the individual application prograns, the follow ng

verifi catieropibeesef rusiiagosl ea1d e GUimeThelater iifs ¢at iben cesmiends ( 3

) to (8 3yshoun bﬁgﬁbﬂt erﬁrleedﬁcﬂf’cSaE' en neeETRNds; dhatn@r s geperal |y
used in prior-art cards as and the actual verification process that

i s executRRBHYrRed (e Sof Ctprese MWW%CQ% toapt asnahalersi aeOfi cati on

process c%rg;@@lfe% WhkhuRk cakiaht debweridschdlompyer ,a@ €har aekeki stri ¢ of a
verification command of this invention is that a specific |dent|f|er i's

cont ai®ne CHEER HCa heC ot ahtl SRS i i Ap [R5 tEedn d5vdgicamPOwlkPeh i s
sgbj ec]E tpctnggraenobl fa;weommr;)mﬁshei sc?wr@_naltc&ﬂ by tBkstspeebbiess20
identifier or. exanp the_veriti.cation_c

contain tHEETHHY PP&ET, 12%“‘:‘13’?& éatﬁ%gtjtaz\afoi“ﬁégg %gF‘Fl%%PFEfﬂg é‘mrands
are comresidsrediceddistg mE peati bhl pnogrant ARis tdredtailk of prheparing
verificat ).t 8 ' ie 2 cating
that t heséeg%gg&erp;’??%?a‘{ ?c?r]f gg%rr%%@gaé?w%%%%%ggé%ﬂcerTﬁlengéa‘ﬁSFl cg ion
progr¥m APgea Wnshidahivwod ventdam i Rl di3d ¥ sosegppleidcati shiprogr ans
are put igolde. userenalhed thatertioRy FaReRUshrmthEN aPECKREREEAR: on
verifi catl on comrand for an applicati dentifi'er for specifying one
of the plgasiey @@Soﬁhaﬁphe@é‘t|R)??Hﬁ¥ﬁj4rantn¥%r@%ﬁliﬁ§eC@ﬁEBﬂééazﬁlQﬂe

becones NEGESSAL Ywhoferd fdcratd i icoPrRRd de?) firdmd e&k@RFRRd B@Rzl@aegbbng
vvhet her or not a password provided from external devi_ce 200 %5 ata
as

" Passwor o CO%FEROPglESntr&Sﬁ’é’&%en ket onfRfd) fREPcHSs G 3 $ttor d
concemni n@pﬁmrtedtat mmaanAlal stimatl d g oginahedaiti onCseaksd oh00 s( csinpl ededpong

user dataI DI |n da(%lsf%l%gggegaf 0%33X%ﬁrnéz d an t% verlfllcatlon

result that 73" ob aln 3 execut T on o e veri |ca?|on process in
accor dancea nw t¢d thi §h\¢ensércagam cdvimithd si powntt t@hl iaft ¢hieheoAPEnter ki ng

area. Specti|Gaklyy 82PaSsWBLdgRR %Q%d/mrmtm% rf§“££r£h€e§ Eask 3 where

a plurality of asswords are stored in ICcard 100, a resu i ndi cating
with whi crobtite paseier d8ANAY ceasPres Y&t i zdd)ough s2 oveaisicakaon

veri fiocation1esubt reMBanvhi Imsm@r WordatiprLamedsisadd) pard {33 ase a
command pair for(g cutin asmgﬁg verlflcatlog proc ss% ans of 10 two
commands."E e Fiatior EmmangaE4Pni 5§ Ebntd or eac

communication session, and this is suitable for ensuring
security.
When an 0S command is provided from external device 200,
25 process executing part 120 performs a process of executing this
command based on the OS program inside OS storage part 131 and
returning a corresponding response to external device 200. If
the provided command is an application command, process
executing part 120 performs a process of executing this command
30 based on one of the application programs inside application
storage part 132 and returning a corresponding response to
external device 200. However when an application command is
to be executed, preparation concerning the application must be
carried out in advance.
35 In the case o©¢f a general, prior-art IC card, the

preparation concerning a specific application was carried out
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causes the generation of an arbitrary random nunber inside IC card 100 and
requests the returning of this random nunber as a response to external

devi ce 200. Process executing part 120 perforns a process of generating a
random nunber for application 15 APl in accordance with the identifier,
"Chl, " that is contained in this conmand and returning this random nunber
as a response to external device 200. The random nunber that is generated
at this point is recorded in a certain location (for exanple inside the APl
wor king area) . At external device 200, a process 20 of encrypting this
ret ur ned Pandeanausifera i $ebecoidancemnpnd & hertedwd ke ot methal goeictimcand
provi ding, & veLid | sat memcma(ﬁ)dewbghz@@nt aiig  h beélie%da%fecr ypted
data, "AuthData,” to IC card 100 1s performed. The "AuthData" in

verifi catPerPapriel 0 St hahwasiedl FRGUCt & sei a1 BRIt d4td Yoragar ed
based 25 on t%féeaﬁnﬁmﬁegt%ﬂb@f Jsmﬁs Wt 1ePbbai fled 1 ast He BSRANER t‘seate

verification comma on receiving verification comand

proceds LR NEY 63#?%2@%%?‘?699 Pae BRI IBF gecschatégny éHaBﬁhﬁHﬁber by

an al gorlwrar(da;mtrae@@qllcrataml beayira . prr@@f@méﬁaé e \vHeRNtbboet he
encryption, carri out at ext eﬁnal devi ce 30 and verjfies whether or

not the rediffs 61he§ e eR€ ﬁﬁFéSr’daﬁ%{ma%t B&t a5V TERARGI et PR
veri fi catamml coantreard i(SSprohiedusd yertilfiisaveoinf peate on dasidinirgy ahso
witten into the APl r_Kj I T. e ut i.on. of Lfication
corrmands Olltca?]SSn m\l\%g Ljf%g) \%éf%% ed]%?%ﬁ%lﬁ%degég%oncg%?ﬁ y a%p |5< §t| on
AP1 i caproeesors arml thée @efficaadomyr @yulttcmlslgsamped lanpﬂ.heaAPtyworki ng
ar eaofgﬁgsﬁcm%h@glﬁ ? SLAC WAnRAcatdtn YEBLLbEALIQN: GoaTROdS (6)
to (8) are t same types of verification commands concerning application
AP2, and RIRCeEHING kﬁa4rﬁi\Rﬁwqﬁﬁﬁnhq@ha@ﬁo@@@s1§§§e§foﬁ0mﬁé§éceéipﬂlcatlon

conmands WSt Stk et n 151 gley bed h@OG\P@ec\f\@thélé\Qcéé@ﬁvé nsi de working data
storage part | 34. Though in the ex | e wn in Fig. 2, after Ereparatlon
s 36

conmands (1) an#e(23 r&%}crﬁ%ot‘h"é PFE&FPBanmé‘?%tJe‘%%Gﬁt gsed

ver i fiscationleommmndsut 8)ng ca (p)ucantey noﬂga@ppit@aib@npf\B@rame exegut ed

and t hen ver| fi ca tion commnds &fgan?ouslé ) cg gernl ng a 6# on AP2 are
exetuti

execut ed, aspef%%g as® the® conaf T oh?d %]Plen%rep SPl *EoRmand
and t her eaéap&cmmlﬂ i fgr téeclvert f tloat LU@WDMhdépptlsatnshsednf bheeach

spect 11 A0abd £l 90 ot eyt 8f A JLBRNSAU e, COITRRLS 601 Deachanged

freely or exanp e, ver lcatl o connan exec
i mredi at €% thfer aRAGEA P aEPBRARE AMRREY {35 r%rﬁw‘ieti—’éﬁloﬁieé’émﬁﬁg (3) to

(5) may %@Xgﬁgwéatﬁrﬁﬁdlﬁé eéye@if@édprﬁwa&m&mgceﬁga&dldﬁalltﬁl pge each
command contains an identifier |c]g Ilcat%(g g is for_can be

i dent i fi etPHOTCRENS ﬁw&narsyﬁ% BF RIFRAY r?ttuaf‘ﬁe P MY 6t HRERUS LY

pr epar at iard Oﬂmmmxdb)d archr(2)d a.l’sdp\t@.)rdefsls(eai ionacepwdadee( wdrht ohé 8 ) of
Fig. 2 arg é@ij peltlcatﬁoq]eﬁgrﬁgggnatiwgtgrﬂg Zl ndCFtheCir%f |l%at I.gn.process

for the tWo app |ca Irons are conple environnent for
usi ng bottp applntedti enslisat dklyopragrakietht ions MignstareoysrlocésstRs

th t I
Coco T FATIROS, ! Mot b R e o Ean e e ed Lrgme e

since a y of cations are
made useam@(%ﬁméﬂéme%%#@ge @Rt pt 3t e8ar e&h@uf?ﬁ@e@bmmnﬁévhﬁéélt 0

contain ae{ﬁ]ppfégﬁidr% A0 ’§IQ@%$JY1PQC£’@§O@DPJ;S§@EEOBftBﬁé k8spacexgsute the
conmand. en, 30 rocess executin COHWH fOf executlngﬂgasge0|flc

process i P RA t FTh HsPisc 4SS mithi&egesign YCan-
identifier, pr epes:&f&)cecptelraglpastbaaadr@rﬁ esgric es blalke ovebinkiepat shaliesul t

(S:E)(r);gagploﬂagE Egez%glc:;rglat:%n %raléf{ggsa% ahte?a%gseSstehcursfeegé]égxoecﬁ?l oﬁn% t he
provi ded frlodesg l@xesbowngiwdhinand .i sOénaid éd, 1 writratfed tommajnadgedlt hat
executi Orbrj@ ?@f‘béﬁg’p!ﬂéggrégion commands (OS commands) for putting
individual application programs into the prepared state, (3)
to (8) are verification commands (application commands) for
35 performing verification concerning each individual

application program, and (9) and (10) are process executing
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t he correspondi ng application to execute the specific process. For exanple,
since process executing command (9) of Fig. 2 contains the identifier,
"Chl," process executing part 120 executes this command based on
application APL . In this process, 5 first the verification result stored
in the AP1 working area (the verification result obtained by the execution
of verification commands (3) to (5) ) is referenced and whether or not the
execution of this command is enabled is judged. For exanple, in a case
where the information indicating either 10 success or failure of

verifi cat¢ommasdst of & hscaheower £bipanition résulteggp@¢ﬁhﬁcaBp¢ciﬁdca case
wher e 'nfgfa@éw@s'@gmﬁttﬂg anemaﬁaung B PLSTRIC 0,0l A PagSUOr d
etc. , is recorded e Judgnent that tﬁ execut i on of t e ‘conmand

enabl ed |§orrarm\tﬁnlyenqe Q'd‘éﬁ%ﬂfllé‘ﬁlpﬁdl ¢ati agsene ddws epampdrs wh@meu,on is

15 storedys | Eh&POS tHive. J1udamee 'a%aﬁﬁ@;%tﬂd?ﬁ p“:%rgrr%%{é‘)@@'lngA@Qm@HQ i's
executed and a response is returned accordingly, i i ative

j udgmént AR3 R, S 0 hesk garisiels RRdatGatd & sdohag e ePtalfrtnééerb’ég?Pf PEAl |y,

process %@gmm%@@m@m fe@istﬁa@l§@nﬁﬁﬂg épplﬁeaduag t heodakangf aa
record, with this ¢comrand,

ecor an
{he. cor r eb h@ld%?aoaﬂﬂnapaéwaé?& P e S YabaSsPERhGE part
133 are r@@ﬂvﬁ@dappﬂubaedoas aThéspanserd d 0ext erhals weyd cer2: thMeaawhi | e,

S|nce _progess; execu i N (10 F 25 2 caontains the identifier,
Tono. P pr ot et 1 RPN a0 L L r ek Tom S S DacdasgRo TRt
appliﬂbll@ﬂﬁd%&bndlqa$rwaamnqmeseriC$scar@e verification result stored in

t he AP2 morklnge%reacgﬁg§dg§r% %égglﬁy%rre%%l gEa&Pq%ﬁR¥]kh%a%ée gpi on of

verificati on commands ( is referenced and her or 3 not the
execut i oni ®ftq hirs teoAndhdIneserapnedt Feajueiged: e adred corrmridis §Cegaedt ed

only if & posifdye:  AdorEH] st SafREE. c§@§0é5&0§£|M@RBE9CQ§§g36§§§th9
connand (10) is a command for renewi ng a record ecord 1, " inside a

file, "Fiteeatmentyieps #59d Shdd &e1y a5 ﬁoufPQanéﬁalt RECEBAteRBEY0f the
cor r eisporgli Rgh3bpt €60rch @imdng. user tHabacdd®, iwisinde plﬁmrdaaﬁta 1%t eaage part

|33 are rewitten w th dat b r.ocess executln

and a res% s THU cattjir}% tglueccess ‘%rfdo FEWPTt ?ﬁéergarle P’ﬁ88 %BSéﬁié%ﬁal

devi ce 208t Thes hdspiteal Ccoamd eaf, tﬁerptesemtsehvennooncusmmseﬂ fora
manner s i 1 &ﬂ% eat nent
record |g£$% éga???fgﬁgP%?gY€ﬁ {%ﬁ%ar qﬁ%ﬂggﬁggﬁﬁi rejﬁg?P?Q 6%&card
and a di aghdavigr? threm st ekéernglt depécpard e nkf tdsrd Cocard B8 a

finang al¢ e caWite Gargdni by ot tHdw, hoth r@gqg;rtq%ataoq@rcqrapabbﬁ&aemoﬁpl and
financi al account 5 plication AP2 in use-€enabled states and
e

verificati®dnSebRpreted28fatids aorittmedt bPovREFRE B ce%’%e%%(téc‘iﬁl?lﬁ gomuands
t hat de5|¢ﬁ§§ﬁb§ﬂ§fuﬁdEﬂméa@@émonrégoﬂ@amsleingdpﬁbtésgrSa 8ecllestted
appllcatlon can bg made g8t§xgcute é;rgy process. Though an gxggpl
where two" PPFEEEd st ek el Bt PRI Bmyand: i 19-9"4 %POVI

il |ustraImmb@waﬁn135pmhgléﬁdnﬁremsmMWwexuethj dzgyvigs tonghasﬂlhuandonnands

are F’{ Oce§e°‘t% ﬁ‘fcbe%fe' @8a€8@¥§%%c%095@8f'11‘{'9n@9£’i | Lald g é@%l%a’%"%n s
plurality o mrands can rovi I'n contlnuation subsequent
Mor eover ,S&IRCEpplanchi §ﬁOF§§§e@§dﬂlb§/thn%d‘+ﬁmﬁda@éWSB§ aas Qﬁaﬁéiﬂeb? an

identifi efe@-nga@’m%%rt' 168 HRM: DEOCESS executed. Here, each time a
selection command 1is provided, a verification process
determined according to the corresponding application must be

30 performed. On the other hand with the present invention, as
shown in Fig. 2, after first providing preparation commands (1)
and (2) to put the two applications APl and AP2 necessary for
the series of processes in the prepared states simultaneously,
verification commands (3) to (5) for application APl and

35 verification commands (6) to (8) for application AP2 are

provided to perform the respective verification processes for
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1

20 does not have to be perfornmed anew in sw tching between applications.
Thus by the IC card according to the present invention, a form of use,
wherein a series of |inked processes are executed using a plurality of
applications in a single conmuni cation session, can be inplenented
snoothly. 25 < ~ 3. Modification Exanples of the Portable Information
Recordi ng Medi um of the Invention > A basic enbodinent to which this
invention is applied to an IC card was descri bed above. Here, nodification
exanples of this invention shall be described. 30 (1) As nentioned above,
wi t h t hi $heseenapipdn cattiomsaaner thecat$oht 8 onmarsd st emnivng kangedéaan

appl i cat ian RIROLAML] 8381 OVi ded s QmLaR exbel nak. duL ofe1 REQCRSS xecuting
part 120 executeS a verification process 6d on this veritication
command, adireesly e \emylteane o kesut tthe prerppritani epmpbehed king ar ea
concer ni ; iR S RO p on, gan e T&gﬁ?s ng
conmmand ggﬁ%gﬁﬁ%ﬁﬁifﬁe apﬁ%%gg?ig%g?5521 B9 gg%?hgﬁﬂ?ﬁ%rea.t%§§sgﬁ£&

veri f Pcatfif@f aS8s 31Tt +ed eFenBaadeo (ot edtfl nélihettRertt hodivheéuakecution
of the cepmnddts Liabkead. r@@b@ct%étaﬁp%éitﬂ@n otk drds hat mhhe to

verification result that is stored in e application working area i s not
necessar 947 % be Wik -SA5Giidel T S TeTi®Success of verification or failure of

verification. Eadhalf the fospraetbe domtsedsa(p) Wral ity SHovypasrod.
i.n_accordance w t.h .access rights held by

verificabion results.n§¥ be storgg %

ext er nal “de¥q e S0, LRSPTEREAS e, A%° Y15 Fhs S wSPE S \MHi C PR bV BBECT ust t he
aut hdfi t yrtog mragedndat anigué Ol decoint gpassvior df takhel o dhiedégssidmeataad hority
to read - .add nd hj swor. i pr ovi f

aut hori t%%tplalnlg{%d'?% ﬁ%@%@' r eir’;\llro%t lg%g?%?ﬁ@ﬁgg‘%gfi%ﬁm%é@%ﬁd aguamce and
mut ual | y coimfresemt i ¢oremandnnaesSul ' SRERYRBe “s Whried |mdcedraantee wi t h

whi ch pasgfathd $sUB8dnknat Beeygrhth6at EOAMARASOPHBNEn fd AndPiSn CRES, i f
verification by the first password is carried out, a verification result

i ndi cat i FFwAL ohly 3R Fealdi oy nefedat A2t a8t ®s sPReicaEAON APL

ver i fiscatind Ayt stiher sgcondapasaWidk-d SapplitadieHl, aanv®r ichieCaih ogud esul t

i ndi cating that_.the g ing of data and the adding of data ,are 20 enabl ed
et t aei e, SERL, 09 ARy S o T P SoRERubP LS T T EP R

veri fi catippil ircegiilan i pdogatmng tWren addchr ec essesa adi el enalloethaingl wis tt en.
Wth the l e s qun i . Fi 4. . nf ti , i i_ndj e | S of
commands pgﬁ)g’g}%lg?’f g)r exéegc}sut%}g%c%%/l#ilﬁd?%/?,guzlliﬁazg\é{gg%{}fnga% g%top?eoégér aérriés

subj ect tS&o¥ErinG, canpoAe Warking @ tassterpfeca ol Jdesahtapphieppidrat i on

wor kB9 @838 ngWa Fed hies rexaml ghg | QEQKNRE QudNdEgat ikRG thes 14K e6 gomands
of "READ RE (command for reading the data of a single record) , "

" UPDATE REEERS(ASFman®Tdr upHAfing t hdPderRasfor si iR m™eg ecdrtd |
and "V\Rl Bo riReCPdRderouBadwbenh Blldides data 4D appliik@lta ohepebgram drkd st or ed
o0, L1e YRR LEatan LRl L, Lie 2Rl enLion ALl perig 09 ofeny it
RECORD' ispestidiyathgasthdeswenrédcatipdn cagswint war kihey appéacani ameAR2S wor Ki ng
o™ WL PRSI aRl VB e FATTBNE . LeriLicaton
application program is enabled.
Specifically, when preparation command (1) is provided,
an APl working area 1is secured as the working area for
application APl inside working data storage part 134 as shown
30 in Figqg. 1. Furthermore, information defining the
correspondence of application APl and the unique identifier,
“Chl,” to be attached thereto and information specifying the
secured APl working area are written into the 0S working area
(which is already secured in the environment preparation stage
35 of the communication session that is carried out immediately

after connection of IC card 100 to external device 200 as

15



t he execution of this command is enabl ed can be judged i mediately. (2)
Wth this invention, when a preparation command concerning a specific
application programis provided, an 5 application working area for this
application is secured inside working data storage part 134 by process
executing part 120. However, the size of the working area that should be
secured nornmally differs with each individual application, and there are
applications that require a working area of large size as 10 well as
applications that suffice with a working area of small size. Thus for
practi calmguiripuses, abovies piafedabl eotbinakelprocedmgrcubamg padd . 120
exani ne th £nt t gr, pplic on

st orage pa%t QA;I)L%IZ Vglég{ec%?%p%pgﬁggt F%ﬁm\%?k. %qsalr%teggleét}%i%cgesé% h%%ka rein
accor danc ris ng eﬁeehes SR eénthegmnken%ereexmlaeplmﬁ1@%@52 ation

command (i})si &howm # i ?g d8tal S sRbUIgded,pAr0cessy execuil PghPERErd 20
exam nes the contents of application program AP1 stored in appli cation

storafe paYiorrss igiydséintag Hie Ao MRt e at GiPRL K536l ah &2 andin

accor danageM i i s igeagidmerSpecti2 cal ky, 0 ¥athahkg defdrmitd ognd
statenents,_array, declaragl on statenents, %% , ...nside the prograns are
recogni 7 S0 LR THOhERES S AV § NGi s SFE T8k VRESIBY AR EdEt BF HF hed

al gori t hmnto aeeonsannemd raxtelmemaﬁdebd«eskangl dd s disesd ph3d) ﬂwugh with
the above descglbed en‘%odl ne t xang €. usi n% J ract r st{| ngs, such
as "chl, Ietd. S %C-flfa O §*q85LFPLe i/ 1”6 FBF-HATa may
be ugéd fumlttthael i et i thers@Saswdmhqgn@sanrhey kar etldef emedutinioquelfy wlteor di ng
to the respeelidua ARRIdLaL:ABS,oBinge LBARULHSNG (N Sahavepsyj on e,
practice, a verification co dor a process 30 executing coman For each
appl i cat iigvf ot igenekionan i dasti Bilar f6rthpetnfornatine wpprieathvn, an

identi fi ¢yrdpRAe tURrOtothant a1 fdatiy Qe%ep%?b?hgthénpé}%v@rﬁ abl eiforzpsacti cal
use. For exanple, in a case of an IC card desi to enabl e Use of a

MaXi mum ofS fOr lé‘ﬁﬁlrf“é‘étmé‘né’ dithit R¥eBGSPY T att%8n| gerrefreds) - 3571,

"01, 15 " Mhese aRdAmpléds, "asvihehiar ermadeon et iy bhéscoﬁf\téép@mtﬂém@@ 23
Also in putting this i.nvention_ into,practice ual.ly di ferent nd uni que
Ndont 1 11 st e e B REROF AT Bl 4 srtHborr ek ToRe 1 etcane
si mul t anexbwsdey:opuan|1rqiea1tusfeeenarbdi¢dhesbaae adfives si of ahe@erot e raveing a

preparati %:)Eafﬁg:’%@er eﬁ‘tﬁ@g oapaul d; af {eﬁ‘cﬂq ta*heaéﬁ%la‘ﬂ%’&t hEhEELO R

plurality catlons rom bei ng I ssued erroneously ¥rom
ext er nal ld@HagE200v1ith |t§1epr%$@ﬁﬁb13e0tfo Bhabl & (enquiy s$iorgnan thuiry

commapd tehe ipeardor Fed1pri Hiq ke d Bagi-esyi, neh @11 he Wk@ﬁ%@ﬁ'&cﬁbﬁ@é@m”d
That is, external device 200 is_enabled to, proyide an | nquiry conmmand

(Cs comT&fdprH&Faﬁ&l?@spﬁﬁgFﬁahiAW E6REEFNT ﬁlﬁen%w’ 1gebLBr St Ffier,
and processtexes}ing psaft ab%@dlet@aiab[heﬂnenporitr etei dinag cateldl arhatiquiry
command, to perform a_praces m n| ng _the WO Ki ar ea, 4 her eby
recogni zi r?é) &é’fa ed grﬁgunépef%‘l negOr &htT %&g a% ur%ig%g e&}nfeicogm zed
15 i dent iAfliser 8s aheainéspoatéoncred e nalg deelaxmmoati-‘cprgwowusgaam;agr am
showiygg %\f#ffelhaclﬁé%@@ére{ng AR ¥a£OMHNI HAInCaRT £P0

responses. 'S exa e 1nquir I's an conman nade up
of the cledr ibeerre? mﬁgthem@tpmﬁl\ﬂea Be preged-ngFarrvwdiarce0 t hat

processes, iSYCh RN d:NaM Iy &P”F"P?d B@a? p%'h'fe Qo ik 8 gOR UL H AM A Pf 0£§SS
executing part 120 can be mad

process of perform ng%l%
above- deSEGULd &k A nag ifgied ﬁ‘délc“?@étsdané@d@\?th hitder eapﬂ-heaéhan brning a
response.wdrikd.ncb as@awshandexadpe s Wherthdefreredeicdert fheige(kdtkikd2) are

retu%Bedda%aas%%% 8gsgart 134) and the size, “2kB,” of this area. The

information shown in Fig. 3(b) is the same type of information
concerning application AP2.

Consequently, by the execution of preparation commands

(1) and (2), a state is set up in which two application working

35 areas (the APl working area and the APZ2 working area; the AP3

working area shown in Fig. 1 is not secured in the operation
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25 and an exanple where identifiers in the undefined state (Ch3 to ChS;
this exanple is prem sed on the eight identifiers of Chl to Ch8 being
prepared in advance as identifiers) as a response. After receiving such a
response, external device200 can provide a correct preparation comand,

wi th which 30 already-defined identifiers will not be defined redundantly,
in consideration of the contents of the response. (4) Wth the

above-descri bed enbodi nent, after providing a preparation conmand for a
specific application to prepare for use of the application, a verification
conmand c%’ﬁ‘%%?l‘ﬁ‘ FGOMRel B5 i8hpf i GHHS SRCHECHrigVE it ves kérecirtea atesriki cati on

process angh thieshendoEhBotntBEmEX EEHT MGy 9fi rd FRIACESSr8Xacitd g (command for
24 t he Cg%ﬁloilriati on is e_ré?){bl ed i scj udged based on this verification
i

process r SAGVEVE B¢ GERCHE 108 WPHR VIR YR KR 197 €9TmBAdEs not
necessgr ytior dde ex@ecutdon agfpSla}cm’ﬂC&%, ZlfP_fle RIQV | fs;ip@nmﬁ}}:eﬁ ¥abbikegat i onb
command is. not. necessary, ,an r.an_applicatjon for whi reparation by
t he p;%epasFle{Tt“i1 ot &8 Sfri}él' has LbseeLf‘P]gJo}fT%l%}?gd?e eﬁ#b‘&%sgo@%@egﬁ ﬁ@eeoﬁﬁand may
be pr;)yi deﬁiwime;(;)r?@ms, nelye bprepacat £dni ooedanatiel yf (:tﬁb Presess

executi ng - verdescri e i Ment. executes,vari ous
processegl asrﬁatd on ét;%% %ﬁagggg?’g% %%es%g?eadﬁﬁgﬁls{%r%geaﬁgitlcﬁgiof}r any
of the appledeanonsprofranscgsdred In agpiisddni ors Storege padividfalHere,
since a PSP i Qh %@&%%sﬂ%h@%&lﬂ&w?n&%é@j{f‘i@a@i‘dr?%&'o%’és@ﬂ?é@m na

use-enabl ed state cannot” be executed by the application programitself that
is tH8 sdif s@riored ¥ reparati on command, 15 a preparati on command is

nor mal Lly exegutraa @&rﬁgi%tpbﬁ%@M&Q@f’_emi e QB)tBl@‘oﬁgﬁlsﬁqmﬁ It 9%‘%@“ ﬁn g
command nay be execut e anot her application progran). On the other hand,
a verifica li]otﬁl%mhﬁoﬁﬂ%#eFﬁﬁFoéggsg%&%ﬁﬂ%Jr%dJ%%ﬁéhBrﬁﬁy‘Béte%%cut ed

by an OS qrmiy ams oweby amdappid cattoeal preghdicabovayemoctdd ntide ¢ase of a
general | C ¢ fo of _use rein an QS program.is already jnstalled
at the tie%ee%tdﬁ%gbu% (%H]et Hleseca?%mgﬁ Sfeheco%‘s%led%i gbﬁl iSG4E 6t pFBYr ans

are d8dedreasi Sidatadraf pepcessuearird eadopttedwi bh memy ocases, Hhdcapgsi cation

prograns }ﬂfv?e\;é_]:“',s &imat%ﬂéﬁir@:fg%e%lee %e;{?ggméﬁag?@g%nﬁopr%{gm 25

Thus for practical use, It is preferable to design so | ‘he” actual

pr ocessi NG FAHL bR SVighd § Pealb e oht berifaids TRy d8heantpr bees vilng lexelat i on
commands cfrnaXECHEd Bpethe iespptticue 1apPhbiregthAN Phegrars whhig-the OS
program serves t he .rfo.l eto.f handi ng over these command to the respective

appl i catidh prograne - A NDUSTHR &AL S APPLI ALY F e abbie, the
port &8l e diderarinEitdran  Feeosdlamgl apdi Lmodcelos diend iz dtherpeeseahdsnyent i on

crab) o¢ BP0 Seed N AR BRCAIPLGA, T o6 Sach ool kel AL onton

verification commands are commands concerning application
program APl, and all of the verification commands (6) to (8)
contain the identifier, “Ch2,” indicating that these

25 verification commands are commands concerning application
program AP2,. With this invention, since a plurality of
application programs are put in the use-enabled state
simultaneously, when providing a verification command for an
application, an identifier for specifying one of the plurality

30 of application programs in the use-enabled state becomes
necessary.

Verification command (3) is a command for checking whether
or not a password provided from external device 200 (the data,
“Password,” which is contained in the command) matches the

35 password concerning application APl that is stored in IC card

100 (stored among user data UDl in user data storage part 133),
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while switching anong a plurality of application progranms in the sane
communi cati on session. The portable information recordi ng nedi um of the
invention is thus optimal for uses, in which a plurality of different
application prograns are nade 5 to operate on the sane, single IC card for
financi al service processing, credit service processing, nedical service
processing, etc., and can be used in various industrial fields. 26 VWHAT
IS CLAIMED IS: 1. A portable information recordi ng medi um (100) having a
function of being connected as necessary to an external device 5 (200) and
per f or m repat areandrafndcpésponsesihtetiagt i onoiainachéwexher aabcdevpoe to

record user data (VDL £o LEB) o e Lecor ded [nsidayfie, megi u apger form

various processes, the portable brmati on recordi ng nmedi um conprising: an
|/ O part verfgigaticorgemnenadi hg Wrtktehe lokoerth ARV ¢erldng2e0%a; an OS

storage pafdc (i3l 181 A 3G R OB R unda tRIMd GRlhAR Slier agespart
(132), storing a plurality of application progranms (AP1 to AP3); a_user

dat a St ordF HaRlyreddHty of ATy USS2pacacred 113Gt b330y, ;2 heprbeess
execut | ngirnﬂrdadilr?go)wit&xwtdm@fat@@rTFmggw@&a\si fedchiam tBerext exaal device

n executjon result as response to the external

(200) and returgggg a

devi ce based G hiP ADrogrant SR F&PptFrati on prograns (APL to AP3) :
and 20 a wor ki ngafahal et oreager pedtidn ¢3dmphndsusBdaas @ wWakkiagomngadf or
sai d process ecutin tpart (12%)land se uri@g at | east aﬁ oS workigg area
for storiffy worKi 7§ Gt a Yo $aid 65"8%’63%5@1 WHeP&EPRSRieRYa 5P BPaPat i on
comdAd itwd adinmgndsaf orivet $ on veesifgrating comegpd i(datioa qumogmaht &Pl to

AP and UG 200 USALLERER e GllaritlR 10 B8 A AR opLbacdpe gnat e
process es@er@EtJiOng apak treQues(y s) thgeeatdgnangr 6éesb16f raaeamn RgmAAr as

appl i cat i 0 MRsRIL 8 8Rt & Oha St @ N8 W KI NG Sl fegtrecmqn%eﬁhgeam@
appllcatloqgfrogran1|n sai d morklnqﬂfata storage 30 part (I34), and a
process df¢ %W?%@HﬁﬁQWﬁ%??&WQﬁﬁq 2 & SOGIFERPBREEACE Bl hkeht 1 P
desi ggat ecb1appl 4 &&d t h ¢ @drrant e d ddir iifdesit,i Fran, rocie: dlst ashegdihdgret o

and i nformation specifying the secured application rking area in said OS

wor ki ng_ aroE SPhEP BBy ST g U TS BPAC RGBT Rt Sporiss
to external device 200. The random number that is generated
at this point is recorded in a certain location (for example
inside the AP1 working area). At external device 200, a process
20 of encrypting this returned random number in accordance with
a predetermined algorithm and providing a verification command
{5), which contains the obtained encrypted data, “AuthData,”
to IC card 100 is performed. The “AuthData” in verification
code (5) shown in Fig. 2 is thus encrypted data prepared based
25 on the random number that was obtained as a response to
verification command (4). Upon receiving verification command
(5), process executing part 120 encrypts the priorly generated
random number by an algorithm (contained in application program
APl) equivalent to the encryption carried out at external device
30 200, and verifies whether or not the result matches the
encrypted data, “AuthData,” contained in verification command
(5). Obviously, this verification result is also written into

the APl working area.
Thus by the execution of verification commands (3) to (5),
35 the verification process concerning application APl is carried

out and the verification result is stored in the APl working
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35 designated application programis enabl ed; and wherein when a process
executing command for meking a 27 specific application program (APl to
AP3) designated by an identifier (Chl, Ch2) execute a specific process is
provided fromthe external device (200) , the process executing part (120)
executes said specific process in accordance with said specific 5
application program and using an application working area secured for said
specific application program 2 . The portable information recordi ng nmedi um
( 100 ) as set forth in Caim1: 10 wherein when a verification command for
per f or m ngre®r iihis¢adei omcloirter diatig st @ppie cakiron pibgr aifefAPL cho 1AR3)

desi gnat e n f r L0 i 9 | device
(200), tké?ﬁ#%ﬁ%%sqﬁx%%u ?%gr%hk?eqn§%3E§Q§0u¥£§%%?J%fﬂ%ﬁgg}?éhﬁ%ggcess in
accor danceond e hn g @ pks iviarti fdrc APk enacditendeand tao prideessrof isedibng a

veri fi cathpicd &sWdedd) ANCARRLI 68 m%??c&@i%h”&or%%é%@%%@re@ iAdide
application progran an erein en a process executlng conman or

maki n§ sdﬂﬁaa%BglE@?Féﬁgpﬁéﬁﬁaﬁﬁ@AﬁPtW?Qﬂ%ﬂg(ﬂﬁﬁ%ﬂ@ﬁ@Ha%? Bar# fdéntifier

30 (Chl( g ﬁ@ﬁut@lea ép@ﬁpiétcs%%esltsﬂ@l [ owl de&'{éé@”};k@?a@é%@blﬁm

evi ce e process, executing par, execut es rocess o
referencﬁf@j‘?“%‘%f?%s verifided i 62 ) r &0 er@t]é‘rgedt]?%u tHe ﬁfﬁ?%%‘"&%%ﬁf‘%?ﬁ?ng ar ea
Sfecureg f&eﬁméﬁﬁpwéﬁﬁfi@ﬂtmmgr6munﬁﬁdgl Bg%\hetbgr Gl n@bg@@rﬁlﬁglﬁltl onh
of said 25 process e ut|n a ed, .an u nt at the
executlcn?9é£¥ﬁﬁ&ﬂ%ﬂéﬁ) ng%ﬁf?%ﬁ Ihvgﬁégﬁ??E18P6h qﬁs or dance
W th Eﬁidt@p@]|cahcemnmnggappilaatiha.m@@&ahiexenbmematasmxn&p@mdthg medi um
(100) as set.3 hy i i , rei ¥h 'éi '

Concer n gt St Fire 4B Pl BT e BB atIED otiny 2 LASeEaEEE om ¢ ne
ext ernal ekesdeeif@0dhe wi;fri@taésiprex@wmfinm@” past sE2Gf isticoresr i akohmati on

as a verificafson a'b%ﬁli'ctat'l%nt h%h@%&&ﬁtdfoﬁhw&dﬁ@ct?ﬁv@rc%ﬂméﬂsdcan ,
i nformation indicafing I'i'st of commmands enab execut]on by said

specific Qﬁnﬂqqﬁgquﬁrﬁp&granfoggexample, verification command (6) may
15 be executed immediately after verification command (3) or

verification commands (3) to (5) may be executed immediately
after preparation command (1). Since each command contains an
identifier, which application a command is for canbe identified
for each command by means of this identifier.

20 When preparation commands (1) and (2) and verification
commands (3) to (8) of Fig. 2 are thus completed, the preparation
process and verification process for the two applications APl
and AP2 are completed, and the environment for using both
applications is fully prepared. In this state, process

25 executing commands for these two applications can be provided
from external device 200 and executed. However, since a
plurality of applications are made useable simultaneously, each
process executing command is made to contain an identifier for
specifying the application that is to execute the command. When

30 a process executing command for executing a specific process
is provided to an application program thus designated by an
identifier, process executing part 120 references the
verification result stored in the application working area that
is secured for the corresponding application, judges whether

35 or not the execution of the provided process executing command

is enabled, and if it is judged that execution is enabled, uses
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4. The portable information recording nmedi um (100) as set forth in any of
Clains 1 to 3: wherein, as information which specifies an application 5
wor ki ng area secured in the working data storage part (134), a head address
(Addl 2, Add22) of said area and a size of said area are stored in the CS
wor ki ng area. 5. The portable information recording medi um (100) as set 10
forth in any of Cains 1 to 4. wherein when a preparation command is
provided fromthe external device (200), the process executing part (120)
exam nes contents of an application program (AP1 to AP3) stored in the

appl i cat i ohe stoorageqrating apB2iyasadnsee gres vde ébpls&&ﬂlﬁﬂrip5owaﬁblng area

of a size that dog éQaﬁﬁ?@rdéﬂﬁ@egéoﬁc{b@s% exam At Ja%amjt( ofT@% portabl e

i nformation recording nmedi um ( as set fort alm erein a

size of ah @Ppiaiest itdre Wsladthd idea Yyl ah %@mq@aﬁw%w @mr(CAﬁ?QOto AP3)

is deter r@ﬂ@&u@@é%me%mﬂ@abbea &PQ&?EB&QQlMﬁ@!E@@ esnaih aprayasysed in
the application program able information recordi ng nedi um (

100 ) Sas SEfs¥ ot \f@rrlafrﬂ;%ffl@ ari%%ullt 9 Bre e &g fifen var kilmgupirga

command, Wh&h yeakes: @t i AUl Fes CoNCeIdtdlithed N ytmfeealélx%cmd;qw fiogr (Ch3
to Ch8) , is, row ded from t%r{éxternggc} devi ce _(200) h(ﬁ rocess

execut i ng’ Patt 1A/ SEPET dsd Sof €& ﬁﬁpﬁﬁﬂg‘a‘ﬂ é“i’&g rRfng area
to recogmae tlendiddierson mﬁefhmd:camhnmd]ea‘ iarexb Isddaties jaridjget UFBS

recogni zed ifier n 0. £xt er nal eV| . 8. .
portabl e 5 n?rgp{r]réa'tl oﬁ ?e?%r% W%Seg% SC% (JlrE)% ra‘—%lst}soet 3Bt 67 F’ingneéﬁ)geé:f
Claimd 1 &m@eswm@rf@wﬂumomf@nbﬁmm tis(std3ded ag uhmvapptfﬁcatuon

st or age r t r, da Lo 1 ranged
from %onzee?%it)[? Fsgﬁe;ér#tz)érjice%n%ldqt elés\%grs(él tﬁqgegat %ﬂgt%g@ggel %argﬁ)j(@é%ﬁ? )

arr anged ¥h@mat adingt Prenhahoi §hing ofae. pPRsAVardl £%¢ F 1is recorded)
the judgment that the execution of the command is enabled is

made only if information indicating success of verification is

15 stored. If a positive judgment is made, the corresponding

command is executed and a response is returned accordingly,

while if a negative judgment is made, a response indicating

error is returned. Specifically, process executing command

(9) is a command for reading the data of a record, “Record 2,”

20 inside a file, “File 3,” and with this command, the

corresponding data among user data UD1 inside user data storage

part 133 are read and returned as a response to external device
200.

Meanwhile, since process executing command (10) of Fig.

25 2 contains the identifier, “Ch2,” process executing part 120

executes this command based on application AP2. Inthisprocess,

first the verification result stored in the AP2 working area

(the wverification result obtained by the execution of

verification commands (6) to (8)) is referenced and whether or

30 not the execution of this command is enabled is judged. The

command 1is executed only if a positive judgment is made.

Specifically, process executing command (10) is a command for

renewing a record, “Record 1,” inside a file, “File 2,” by data

read immediately priorly, and the contents of the corresponding

36 record among user data UD2 inside user data storage part 133

are rewritten with data read by process executing command (9)
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XYx} FGXYl mopn"} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]c
aJca] ca] ca]ca] ca]ca]cal ca]ca]ca]calca]ca]c:a]cPal"”

" GHL#C 0) **, ./ POL1/ 2f 2k23D456t 6' 7| 7} 7777777} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca
I'7f 8. 91969X99~: ;

; <>>- @IOADG@ El JJJ6KKKLY%VONNQQD xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] caércca]a:ac]e@@]ocas]eca]ﬁ@a]c@a;]ic@] safcapeapateat thl va] ca|cd]wcald@QRETTTAQYY V
WYgZwzh[ \ %}a@ krKssgWuv| | Ut xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] ca] caj ca ca] c caica?ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! [ PTZO 9hT
Ch} xsni d_Z] ca] ¢apsaliéalea] €8] eajead ai]fcfa]FclaqS:%l]fca]rb@]Ydal]Qm]JcSa]U@@]dcapca] calc
a]Ca]Ca]Q?Lﬁﬁhﬁﬁi%ﬁkﬁ?k@@h%%k%@b%@'QBUve, in a case where a diag

+n&, M bT) } xsni d Zt} cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]nca]Ica] ca] ca] ca] cal ca]
ca] caj’ca] ¥ cej Tajealtal 0aPEY] 4] £a] Ba] UAF EFGUGERC © C card as 4
f}xsni d} Xﬁdﬂé L‘Z&Paﬂ@i§@i§@1§ﬁl] 62 & ad )L e 16al67] ¢alcalealcakea] ca] ca
]calcalc ] l% ca% %a} ca((]) ca); eCl @10%& (_L '{_jl\l#l YR g d,
#10%@&' ()*° A0 3 AU 5#1‘6‘%& oyl 2eCRPaTRCEF S
N#109% (Dy Pt Hoth |d#EURES (9 cdrlG¥p & dat-ion AP1 and financial
account application AP2 in use-enabled states and
10 verification-completed states and then providing process
executing commands that designate either application by means
of identifiers, a desired application can be made to execute
a desired process. Though an example where two process
executing commands (9) and (10) are provided is illustratedwith
15 the example shown in Fig. 2, as long as the commands are process
executing commands concerning application APl or AP2, a
plurality of commands can Dbe provided 1in continuation
subsequently. Moreover, the application targeted by a command
can be designated by an identifier and a verification process
20 does not have to be performed anew in switching between
applications. Thus by the IC card according to the present
invention, a form of use, wherein a series of linked processes
are executed using a plurality of applications in a single
communication session, can be implemented smoothly.
25 <<< § 3. Modification Examples of the Portable Information
Recording Medium of the Invention >>>
A basic embodiment to which this invention is applied to
an IC card was described above. Here, modification examples
of this invention shall be described.
30 (1) As mentioned above, with this invention, when a
verification command concerning a certain application program
is provided from an external device, process executing part 120
executes a verification process based on this verification
command, stores the verification result in an application
36 working area concerning the corresponding application, and when

a process executing command concerning the application 1is
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ZXGPE:0”Ag%é@ﬁ¥@§§%é¥hélhﬁanEQ%%é%égéﬁfbnofthecommandisenabled.
Here, what should be noted is that the verification result that
is stored in the application working area is not necessarily

5 “a two-choice result of success of verification or failure of
verification.” That is, for practical use, aplurality of types
of verification results may be stored in accordance with access
rights held by external device 200. For example, a first
password, which provides just the authority to read data, a

10 second password, which provides the authority to read data and
add data, and a third password, which provides full authority,
including that to rewrite data, may be determined in advance
and mutually different verification results may be stored in
accordance with which password is used in the verification

15 command. In this case, if verification by the first password
is carried out, a verification result indicating that only the
reading of data is enabled is written, if verification by the
second password 1is carried out, a verification result
indicating that the reading of data and the adding of data are

20 enabled is written, and if verification by the third password

is carried out, a verification result indicating that all
processes are enabled is written.

With the example shown in Fig. 4, information, which

indicates lists of commands enabled for execution by individual

25 application programs subject to verification, is stored as

verification results in application working areas. With this

example, information indicating the three commands of “READ

RECORD (command for reading the data of a single record),”

“UPDATE RECORD (command for updating the data of a single

30 record),” and “WRITE RECORD (command for adding data to a single

record)” is stored as the verification result in the application

APl working area, and information indicating the two commands

of ™“READ RECORD” and “UPDATE RECORD” is stored as the

verification result in the application AP2 working area. By

35 storing such a list of executable commands as the verification

result, when an arbitrary command is provided, whether or not
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#109&' () -ITN&#10%&' () - ! #10%M) - <<>>-
appllcatlonworklngarea cn:thlsapp 1catunulssecured1n51de

working data storage part 134 by process executing part 120.
However, the size of the working area that should be secured
normally differs with each individual application, and there
are applications that require a working area of large size as
10 well as applications that suffice with a working area of small
size. Thus for practical purposes, it is preferable to make
process executing part 120 examine the contents of the
application programs stored in application storage part 132 and
secure applicationworking areas of sizes that are in accordance
15 with the examination results. For example, when preparation
command (1), shown in Fig. 2, is provided, process executing
part 120 examines the contents of application program APl stored
in application storage part 132 and secures an AP]1 working area
of asize that is inaccordancewith this program. Specifically,
20 variable definition statements, array declaration statements,
etc., inside the programs are recognized and the necessary sizes
are determined by a predetermined algorithm in accordance with

the variables and arrays used.
(3) Though with the above-described embodiment, an
25 example using character strings, such as “Chl,” “Ch2,” etc.,
as identifiers was described, any form of data may be used for
the identifiers as long as they are defined uniquely according
to the respective applications. Since 1in putting this
invention to practice, a verification command or a process
30 executing command for each application must contain an
identifier for specifying the application, an identifier made
up of short a data as possible is preferable for practical use.
For example, in a case of an IC card designed to enable use of
amaximumof four applications simultaneously, the identifiers,
3% 00,7 “01,” “10,” and “11,” which are made up of two bits, will

suffice.
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state. Thus in order to prevent a preparation command, which
5 would attach the same identifier to a plurality of different
applications, from being issued erroneously from external
device 200, it is preferable to enable inquiry using an inquiry
command to be performed prior to the issuing of the preparation
command. That is, external device 200 is enabled to provide
10 an inquiry command (OS command) that makes an inquiry concerning
a newly useable identifier, and process executing part 120 is
enabled, upon receiving such an inquiry command, to perform a
process of examining the OS working area and thereby recognizing
defined and undefined identifiers and returning the recognized
15 identifiers as a response to external device 200.

Fig. 5 is a diagram showing specific examples of such an
inquiry command and corresponding responses. With this
example, the inquiry command is an OS command made up of the
character string, “MANAGE CHANNEL.” By preparing a routine

20 that processes such an inquiry command in a part of the OS program,
process executing part 120 can be made to perform a process of
performing the above-described examination in accordance with
this routine and returning a response. Fig. 5 shows an example
where defined identifiers (Chl, Ch2) are returned as a response

25 and an example where identifiers in the undefined state (Ch3
to Ch8; this example is premised on the eight identifiers of
Chl to Ch8 being prepared in advance as identifiers) as a
response. After receiving such a response, external device 200
can provide a correct preparation command, with which

30 already-defined identifiers will not be defined redundantly,
in consideration of the contents of the response.

(4) With the above-described embodiment, after providing
a preparation command for a specific application to prepare for
use of the application, a verification command concerning the

35 application is provided to execute a verification process and

whether or not the executing of a process executing command for
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the provision of a verification command is not necessary, and

5 for an application for which preparation by the preparation

command has been completed, a process executing command may be
provided and the process may be executed immediately.

(5) Process executing part 120 in the above-described

embodiment executes various processes based on the 0OS program

10 stored in OS storage part 131 or any of the application programs

stored 1in application storage part 132. Here, since a

preparation command for putting a certain application program

in a use-enabled state cannot be executed by the application

program itself that is the subject of the preparation command,

15 a preparation command is normally executed by an 0OS program

(depending on the case, a preparation command may be executed

by another application program). On the other hand, a

verification command or other process executing command may be

executed by an OS programor by an application program. However,

20 in the case of a general IC card, a form of use, wherein an 0S

program is already installed at the time of issue of the card

and the respective application programs are added as suited

after issue, is adopted in many cases, and application programs

are thus higher in the degree of freedom than the OS program.

25 Thus for practical use, it is preferable to design so that the

actual processing parts of verification commands and other

processing execution commands are executed by the respective

application programs while the 0OS program serves the role of

handing over these command to the respective application

30 programs.

INDUSTRIAL APPLICABILITY
As described above, the portable information recording
medium according to the present invention enables adequate
35 security to be ensured for each individual application and yet

enable a series of linked processes to be performed smoothly
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recording medium of the invention is thus optimal for uses, in
which a plurality of different application programs are made
5 to operate on the same, single IC card for financial service
processing, credit service processing, medical service

processing, etc., and can be used in various industrial fields.
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1. A portable information recording medium (100) having
a function of being connected as necessary to an external device

5 (200) and performing command-and-response interactions with
the external device to record user data (UD1 to UD3) to be
recorded inside the medium and perform various processes, the
portable information recording medium comprising:

an I/0 part (110), communicating with the external device

10 (200);

an OS storage part (131), storing an OS program;

an application storage part (132), storing a plurality
of application programs (APl to AP3);

a user data storage part (133), storing user data (UD1

15 to UD3);

a process executing part (120), executing a command
provided from the external device (200) and returning an
execution result as a response to the external device based on
said OS program or said application programs (APl to AP3); and

20 a working data storage part (134), used as a working area
for said process executing part (120) and securing at least an
0S working area for storing working data for said OS program;

wherein when a preparation command including information
designating an application program (APl to AP3) and a unique

25 identifier (Chl, Ch2) to be attached to the designated
application program is provided from the external device (200),
the process executing part (120) executes a process of securing
an application working area for storing working data for the
designated application program in said working data storage

30 part (134), and a process of storing information defining a
correspondence between the designated application program and
the identifier to be attached thereto and information
specifying the secured application working area in said OS
working area, thereby setting up a state in which use of the

35 designated application program is enabled; and

wherein when a process executing command for making a
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secured for said specific application program.

2. The portable information recording medium (100) as set
forth in Claim 1:

10 wherein when a verification command for performing
verification concerning an application program (APl to AP3)
designated by an identifier (Chl, Ch2) is provided from the
external device (200), the process executing part (120)
executes a verification process in accordance with said

15 verification command and a process of storing a verification
result in an application working area secured for said
application program; and

wherein when a process executing command for making said
application program (APl to AP3) designated by said identifier

20 (Chl, Ch2) execute a specific process is provided from the
external device (200), the process executing part (120)
executes a process of referencing said verification result
stored in the application working area secured for said
application program, judging whether or not an execution of said

25 process executing command is enabled, and if a judgment that
the execution is enabled is made, executing said specific

process in accordance with said application program.

3. The portable information recording medium (100) as set

30 forth in Claim 2:
wherein when a verification command concerning a specific
application program (APl to AP3) is provided from the external
device (200), the process executing part (120) stores
information as a verification result in the application working
35 area, sald information indicating a list of commands enabled

for execution by said specific application program.
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4. The portable information recording medium (100) as set

forth in any of Claims 1 to 3:
wherein, as information which specifies an application
5 working area secured in the working data storage part (134),
a head address (Addl2, Add22) of said area and a size of said

area are stored in the 0OS working area.

5. The portable information recording medium (100) as set

10 forth in any of Claims 1 to 4:
wherein when a preparation command is provided from the
external device (200), the process executing part (120)
examines contents of an application program (APl to AP3) stored
in the application storage part (132) and secures an application
16 working area of a size that is in accordance with an examination

result.

6. The portable information recording medium (100) as set

forth in Claim 5:
20 wherein a size of an application working area for an
application program (APl to AP3) is determined based on
information concerning variables and arrays used in the

application program.

25 7. The portable information recording medium (100) as set
forth in any of Claims 1 to 6:

wherein when an inquiry command, which makes an inquiry

concerning a newly useable identifier (Ch3 to Ch8), is provided

from the external device (200), the process executing part (120)

30 performs a process of examining the 0S working area to recognize

identifiers in defined and undefined states and returns

recognized identifiers as a response to the external device.
8. The portable information recording medium (100) as set

35 forth in any of Claims 1 to 7:
wherein the OS storage part (131), the application storage
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part (132), and the user data storage part (133) are arranged
from non-volatile memories and the working data storage part

(134) is arranged from a volatile memory.
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