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herein by 5 reference. TECHNI CAL FlI ELD The present invention rel ates
generally to data conmmuni cations, and, in particular, to a system and

rel ated method for collecting, analyzing, and nonitoring data

conmuni cations. 10 BACKGROUND OF THE INVENTION It is now routine for data.
and other information to be communicated to different points via a

communi cations or data network. One exanple of such data networks includes
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10 BACKGROUND OF THE INVENTION

It is now routine for data and other information to be communicated to
different points via a communications or data network. One example of such data networks
includes multiple end-user computers which communicate with each other along the various
paths comprising such networks. The complexity of such computer networks can range from

15 simple peer-to-peer connection among a relatively small number of machines, to LANS,
WANS and, of course, the global computer network known as the intemet. The architecture
of such networks varies widely, depending on the particular application, but most
sophisticated networks make use of backbones, nodes, and computer servers supporting the
transmission of data and information over such networks.

20 Companies and individuals are increasingly relying on such data networks not
only for sending and receiving information, but for transacting business, and for any
conceivable number of other activities involving the sending, receiving or viewing of
information. The advent of the Internet and its continued development has only increased the
demand for effective communication among companies, individuals, and other users of such

25 networks.

This demand for sending and receiving data over such networks generates so-

called “traffic”, that is, a volume or “payload” of digitally-encoded information traversing



WO 01/88731 PCT/ USCOL/ 15601 2 appropriate paths on the network.
Unfortunately, traffic across the network often | eads to congestion or
"troubl e spQisysdtsCertain points or along certain paths opct/ps1ASdonor k.
Such congestion may take the form of maddeni ngly slow transm ssion of data,
or, at worst, a conplete inability to send or receive needed information
over such network. This problemis s conpounded by the fact that, under
certain network architectures, the traffic generally proceeds only as
quickly as its slowest |ink or pathway will allow Ooviously, such traffic
congestion is undesirable for any nunber of reasons. Users "stuck"” in such
traffic may bl ame the congestion on their network service providers,

. . . . |
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degrades pertornmance ona ornRtion to the
traffic.is network monitoring tools of the current art may be difficult to customize, and thus may lack

the necessary tools to analyze network congestion or trouble spots. Such network “sniffers”
are often limited to performing traffic dumps of certain specific protocols which, again, may
fail to accurately describe or pinpoint the source of network congestion. In other words, most
network monitors and “sniffers” of the current art are limited in their abilities to tabulate real-
20  time data, or to record data over extended periods of time.
Network monitors of the current art generally intrude into the network in order
to evaluate or estimate network performance. The reference “TCP/IP Illustrated, Volume I -
The Protocols,” Chapters 7 and 8, available from Addison-Wesley Publishing Co., 1994,
describes one such technique. To estimate round-trip times for “packets” of information in
25 the internet, the network monitor injects additional packets into the network and follows the
travel of such additional packets. Thus, the very process of determining network performance

itself further degrades performance by adding additional packets of information to the traffic.
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intrusive, but it is generally inaccurate as well. In particular, one-way

tines are e%diﬁsts%‘i' by generally dividing the round-trip d?{:’f’rﬁsmﬁgmi he test
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15 berequired. This costs additional money and wastes computer resources.

There is thus a need to improve network performance and relieve network
traffic congestion. There is a further need for tools which do not intrude upon the traffic
flow, which can be adapted to analyze different traffic parameters or types of “packets,” and
which collect and tabulate required statistics quickly and accurately.

20 With the increasing use of computer data networks, companies and individuals
are increasingly interested in collecting, filtering, or “profiling” data about the users or their
traffic on such networks. Marketing enterprises or other sales organizations may be
particularly fascinated by demographic or other data which can be gleaned by accurate
recording and analysis of network traffic. Unfortunately, many internet advertisers obtain

25 customer profiles by requiring the users to fill out forms and questionnaires. Advertisers miss
out on most of this customer information because customers often do not want to be bothered
with answering such questions. There is thus a need to obtain customer “profiles” in a less

intrusive manner.



intrusi ve manner. WD 01/88731 PCT/USOL/ 15601 4 The expandi ng use of
networ ks has |i kew se expanded the possibilities of "hackers" or other
damagi ng i niggigiegsiperform ng m schief or even crim nal acpewmipgdi8Ssoh N
proprietary or protected networks. As such, a system which can determ ne the
origin of security breaches would be valuable to enforcenent agencies, such
as the FBI, to stemthe s tide of conputer-related crinmes and m sdeneanors.
The current art, again, generally fails to analyze, tabulate, nonitor, or
record the flow of data over a network in an optinmal way to facilitate
security activities. Conpanies or individuals charged with nonitoring
networ ks not only need to obtain vast anmpbunts of information and statistics
in atinmely manner, l?‘g% eiﬁgﬁa’x Nghs% r AEGArKS Bad 1fkeWise ' &qﬂé‘?@ssfﬂﬂitﬁ%fy easily,
and in an understanda gal n, current ar 0 ons are often
limted to ‘ﬁmdxﬁﬂiongﬂ:édquagihglmhtdens pertﬁmrumgn;nigclddldryyemWWal Actddgpa at e

statistical ilations or res tatl ans of such dat.a. i's
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such calculations in a user friendly and flexible format. 15 To overcome the
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col l ecting faaitithteseadrity ketiyittsmuni cat i on dat a. Anot her object is to provide a

nmet hod for coll ecting and . anal (zi.n ati on.data. 20 SU RY OF THE
| NVENTI ON To achi eve H’é’%‘@e%ﬂdn H‘éﬁq %B’rmg 4h mgngonng up Brot Prl¥ ngsd P oses,

the present obtmﬂ\o@é%m&%up&qxfoﬁﬁ%oa AR BRECS Al tﬁﬁ@ﬁﬁ%ﬁieﬂ%uﬂﬁ%ﬁalé&%& ¥ed froma
comuni cation line. Data is received fromthe communication |ine and
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characteris e 0 0 urality
25 of data %JF ggggﬁ?lnééjetﬁﬁ’%f‘ﬁﬁ% uR@g’ gﬁie&tgoﬁn & gfogg&th d%@?ag Jtatuﬁué%# or egoi ng
gener al dese¢smpilations.or graghitcil@epresentations of such data. It is thus desirable not only to

compile network traffic information, but to perform certain commonly needed calculations,
and to graphically represent such calculations in a user-friendly and flexible format.

5 To overcome the shortcomings of conventional data communication
monitoring methods and systems, a new method of monitoring a communication line is
provided. An object of the present invention is to provide a network monitor for collecting
and analyzing communication data. Another object is to provide a method for collecting and

analyzing communication data.
20 SUMMARY OF THE INVENTION

To achieve these and other objects, and in view of its purposes, the present
invention provides a method for processing data received from a communication line. Data is
received from the communication line and segregated into packets. Packets are selected
based on a respective characteristic and the selected packets are provided to one of a plurality

25 of data processing units.

It is to be understood that both the foregoing general description and the

following detailed description are exemplary, but are not restrictive, of the invention.



follow ng detail ed description are exenplary, but are not restrictive, of
the invention. WD 01/88731 PCT/USQO /15601 5 BRI EF DESCRI PTION OF THE

DRAW NG Thev&ﬂ%ﬁﬁ&hon i's best understood fromthe follow ngcfgsgaisad
description read in connection wish the acconpanying drawing. It is
enphasi zed that, according to comon practice, the various features of the
drawing are not to scale. On the contrary, the s dinensions of the various
features are arbitrarily expanded or reduced for clarity. Included in the
drawing are the following figures: Fig. 1 shows a network nonitor according
to the present invention coupled to a conmunication line; Fig. 2
illustrates an exenpl ary protocol hlerarchy 10 Flg 3 is a block diagram of
an exenpl ary network nonit Q8668 |.Glnventlon Fig. 4is
a flowchart illustrating & oring a connunlcatlon

s AV
| ine according to th resent nt 0
illustrating the man?hg ooR Fg?‘?gu%ff’ ngg? %gqllf’g}ﬂglda{ﬁlﬂgigesw 1|°§
et hods of a8 JRACHEPWith Be REGRIEAG daGidgh & iPEaFiRBked MW Aicb@iig to Fi g 6is
a flowchart illustrating a method for identifying troubled servers; Fig. 7
shows a net SURROLRREHECHES KRrious FERTESOE SeARyrngsRagokte sealke (O s somtrary, Hient i on
coupl ed fl ow
chart 111 ustiRpRER B R Rk by okl of R for (il Mol |
is a flow ctimerdtawihg ars thedbilowgingfiguret i on of a host conputer for synchron|2|ng
with an interface conputer; Fig. 9Bis a flow chart illustrating operation
of an interface conp@gn shows a sswerk honitdd degording ko e Presént aosfticheoyplédio a
01/88731 PCTIUSOLl 11601 6 Figs. 10-28 are screen displays illustrating a
user i nterf SRBMPRSFAcRLBS | ng

Fig. 2 illustrates an exemplary protocol hierarchy;

10 Fig. 3 is a block diagram of an exemplary network monitor according to the

present invention;

Fig. 4 is a flow chart illustrating an exemplary method of monitoring a

communication line according to the present invention;

Fig. 5 is a data flow diagram illustrating the many permutations of data

15 collection and analysis methods of a network monitor according to the present invention;
Fig. 6 is a flow chart illustrating a methiod for identifying troubled servers; *

Fig. 7 shows a network using network monitors according to the present

invention coupled o fwo separate communication lines in 3 network;
Fig. 8 is a flow chart illustrating a method for determining transmission delay;

20 Fig. 9A is a flow chart illustrating operation of a host computer for

synchronizing with an interface computer;

Fig. 9B is a flow chart illustrating operation of an interface computer for

synchronizing with a host computer;



nmoni toring paranmeters and illustrating nethods of displaying and providing
comuni cation analysis information; Fig. 29 illustrates an exenpl ary

net wor K monipfisgss; System according to an s exenplary embpdiganhs@l the
present invention, Fig. 30 is a clock ¢iagramillustrating a distributed
network monitoring system Fig, 31 is a. screen display illustrating a.

user interface for centralized managenent of a hierarchical network
nonitoring system and Fig. 32 is a block diagram of a network nonitor
according to an exenplary 10 enbodi nent of the present invention. DETAI LED
DESCRI PTI ON OF THE | NVENTI ON Referring now to the drawing, in which |ike
reference nunerals refer to like elenents throughout, Fig. | illustrates an

exenpl ary network nonit 2 accordi . 3 i i which is
coupled to an exenpl gl%%?%loé%é)v\%? &cr?\elﬁ dﬁ%@gﬁlgbt}aa%%?g{e?fngé}gagm%%}%fg&gon l'ine
104. The nefmvetdtingpatainetersldid iR e ingeseti{ods of displ S ingttatl proflifg dontdini@nen
(traffic) on comunication |ine 104 and provides real-tinme nmetrics or
statistics gnlyigdfomraliont raffic on the communication line 104. The

comuni cation |ine 104 may use a single data |ink |ayer protocol to
transport traffic of Figmt@itusiraiepansxemplagydeyork mpaikaing gystqn acsaiding|to i ot ocol

| t i i | t | t t 200 i

ayer ot etk MR AR AN R Nl S Apla] Protocol strueture 200 s
I , of traffhc b 2Nt h ) . Ni he .108

cxemlary case, of { AL AR SRR SN R O RR Y g 102

The IP traffic may igclude encapsul ate DP, TCP Qr_.ot.her transport
| ayer 206 traffic. Tﬁ&# 3 FP°5Y s@a%&yg{aﬁggaagr gﬁ%{g’%ﬁrﬁ‘gﬁil@b, FTP, i
Dormai n Nanem@igeinf of @ hietdréiftal SERLIGAIOAnE Gk, akd 208 traffic. WO 01/88731
PCT/ USO01/ 15601 7 The network nonitor 102 according to the present invention

i ncl udes hardware am:gg.sgigm&h&@ﬁm&@w&ﬁ!mtomwhmg@déne@%pmad

anal yzes network traffic in such a way that it can generate a variety of
real -tine sembqdiment of the Peagertt invetioni ¢ at one or nul tiple protocol

DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawing, in which like reference numerals refer to like
elements throughout, Fig, 1 illustrates an exemplary network monitor 102 according to the
present invention which is coupled to an exemplary network N1 106 via a first

15 communication line 104. The network monitor 102 receives (monitors) data communications
(traffic) on communication line 104 and provides real-time metrics or statistics of the data

traffic on the communication line 104,

The communication line 104 may use a single data link layer protocol to

transport traffic of a multitude of different higher hierarchical protocol layer protocols. One
20 such hierarchical protocol structure 200 is illustrated in Fig, 2. The data link layer protocol

202, Ethernet in this exemplary case, of traffic between the network N1 106 and the router

108 may include encapsulated IPX, IP, ARP, or other network layer 204 traffic. The IP traffic

may include encapsulated UDP, TCP, ICMP or other transport layer 206 traffic. The TCP

traffic may include encapsulated Web, FTP, Domain Name Service, or other application layer
25 208 traffic.



| ayers. The real-time statistics generated by network nonitor 102 enabl e
quality and quantity s of service analysis, billing based on quality of
servi ce andw@Mamkisty of service, dynami c network resourcep@y@saidopn and
pl anni ng, custoner profiling based on data content, network security
anal ysis, and session playback. Exenplary statistics include byte counts,
bit counts, one-way or roundtrip delays, response tines, retransmtted
bytes, originating bytes per host, termnating bytes per host,
originating-term nating host pair counts, web abort rates, to throughput,
goodput, and percent retransmtted bytes due to delays or | osses. These
statistics may selectively be provided based on traffic on the first

communi cati on 11 ne 19 Qe ior 4 dolpliie BT BE RS ndfioh iRFldeRRalde, dat a

link |ayer and the app Ication [ayer. tion an exenpl ary network
moni t or 302axdhoﬂware (difeugsed Belpw) vhsk wlbretd awi analyzesafebrark treffican suck afwapvhat har t
in Fig. 4. 302 i ncl udes r st k. is erface 304

coupl oa 1o LOR R SalaD of Shaih wiet Folultt ol SRS Beb gl S Lagta

second net Waydss. | THe@Edl Ak s8fiGtics Qeidraed ﬁﬁne@w&ﬁ%ﬂdoﬂ@%ﬁl&?ﬁd@rﬁnﬂ qﬁ@uf(sAO by a
second connection 314. The first interface 304 receives |rst dat a

bi tstrean) ¢fsenvicegealysis; Billingdpachodiaality ehservigremnd apantist fiseryiye) dyagmict he
bi t st t
DLLSt T oo | Ak RReRS0L SARGH bEARRAE K5hin( Sh oM ttlon TS eI GGrROEL o 1o

fromthe bi ﬂ:eeimtgamlysiléhmctnessﬁtnrpwmdkaﬁxaﬂpla@gtaammtludlatbytemamkaabs chuntei t her

the interface 304 or ost co uter 316.,The packets. are stored in
rorrory 356, SRR O S delF, R0t WO SR ik IR R b GRS MG

short -t er m gRMRAthedHRs Bathodt oﬁﬁ%ﬁa‘iﬁg—@é’x‘ﬁma{lﬁg‘lﬂﬁfpatiﬁfomxtmralﬁoﬁ?a%’es A processor
and query englne 16, optionally control by a user interface 324, then

processes t teougkmitaredms adésmﬁﬂbmlw bukas dug trdslagnerdosses. Hibgse SIBUSQ@ In an
exenpl ary eggnsp %eﬁ@@e@b%é H!;}Swﬁgcf On @a@flé A thg P%t &oﬁnﬁ%gz{tﬁg 1159 I1(% h one oﬁ t

communi cat | rusi ve nanner

directly hi mdeipletpicocd Ilaymtbémteemﬂxé data tink Iahe aﬁd)fmlapplﬁﬁﬁd)lﬁIIQyérl ne. The net wor k
noni tor 302 nay be coupled to the comrunication |ine 308, for exanple, by

pl uggi ng the fi rGfergionoest éx@ﬁp&ﬂ;,zneitm& nﬁmﬁ’@’f%Z Qliovireia Fig \®iddet &bed dith
PCT/ USO01/ 15601 8 on a switch or router, br eaki ng the comuni cation |ine

308 and i nstcirencaip the fow shatbinddg 4 Jhe Werllf TRQPOF ?%twle@fﬁ adegtpeivody 2 | s
coupl ed,,; by cOARCEH RBEpIELS o firkHommRARGE 1812 308bfa BHPeorttSLHd 312 and a

second network interface 306 coupled to a second communication line 310 by a second
connection 314, The first interface 304 receives first data (a bitstream) from the first
communication line 308 (step 402) and the bitstream is then segregated into packets (step
404). The term segregate is used herein to mean that previously defined packets are being
20 extracted from the bitstream. The bitstream may be segregated into packets by either the
interface 304 or by the host computer 316, The packets are stored in memory 318 which is
hierarchical in this embodiment and includes a shori-term memory 320 and at least one
longer-term memory 322. A processor and query engine 316, optionally controlled by a user

interface 324, then processes the packets as described below with reference to Fig. 4.

25 In an exemplary embodiment, the network monitor 302 is coupled to the first
communication line 308 in a non-intrusive manner. That is, it does not directly hinder the
flow of traffic on the communication line. The network monitor 302 may be coupled to the

communication line 308, for example, by plugging the first connection 312 into a port or jack



an optical splitter, or by connecting the network nonitor 302 to a
nonitoring jack in a central office. 5 Processor and query engi ne 316
converts thgaaskays into records and stores the records pdrg@IR5: (St eps
414-422). Processor and query engine 3%6 includes suitable programmng to
generate statistics corresponding to the packets (steps 406-412). Although
the generation of statistics for the packets may be acconplished in a

vari ety of ways, one preferred approach processes a set of packets received
over a predetermned tiner interval or to "sanpling tinme" (step 406) to
generate corresponding statistics (step 408). The processing is then
repeated in a recursive fashion to successive sets of packets received
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packet o | nt 8 SEEH SlCheh 2 by permEeriiegle Py RS 0 EpnERETR Loyl e
gener at ed agtigQw descri bed. The records are generated by first determ ning
the type of each packet (step 414) and then filtering the packets (step

416) based on t@@édess@?&tﬁf({ﬁb&%ﬂginéyw&nvéﬁth Rietd MtARDRAAIRAG kiR 418) for
each packet and the packet is then converted into an indexed record (step

420) and st¥eads inpnemarnisieps 41ehi 2 oPrpcessurent ayers engineskl p inpluegsuitada 20
generated ( ' e i.StiG: ' | atrd he
packet s and}§ rpg@%f@@ tg:égﬁ&g%e" 61?%@0}452}5&'11@ gg g‘{@gﬁ"ﬂ%‘éﬁé&’ggﬁ ?3: t f%tﬁéugé uch as a
di spl ay devihe gercaitiop ofls@)sticsefor the pavkets aray be yevempltistel yn adiriest ofmgys)ehevor k
routing based_on . the farther statistics (ste 430),(§nd a gilliggFgﬁervice
for billingPeieTEhiRPraea BEPCBHCSHLgH 1PPoKsTS THIPANTE PYY Adredsiamingd tiper A ned
based ont hesamﬁﬁﬁkqﬁﬁé”qgeﬁE@%}'t&één‘ér%te(c%h@@oﬂﬁgé statilcS 0P 46! TAPpRLeskiRgisPr OCESS
of Fig. 4 is now described for an Ethernet comrunication Iine including
encapsul at ethen rpeataskin nseanrsiveHasbinndp suscessive REPofpackett recepred diriegwagesuveat e web

traffi S Fig, .2 T, h t. bitst i ej ved t h
communt cat | R Prisge eeit1D). 2B eI doleRufs A g Rt R slsB B feed 0
The packet sstaisticgih ety atnppropdtsintee@ldof (i) dulcB BtSialPerbfably 4lthéilne 9 set

i ncl udi ng packets recejved, during gne of successive one-second tine periods
(exenpl ary order as the time intervals corresponding to the sets of packets.

15 The conversion of the packets fnto records permits a wide variety of further statistics
to be generated as now described. The records are generated by first determining the type of
each packet (step 414) and then filtering the packets (step 416) based on their determined
types. An index is generated (step 418) for each packet and the packet is then converted into
an indexed record (step 420) and stored in memory (step 422). Further statistics are then

20 generated (step 426) using the statistics previously generated for the packets and records are
then provided to one or more applications such as a display device (step 428), a router for
dynamically adjusting network routing based on the further statistics (step 430), and a billing
service for billing clients based on quality or quantity of service as determined based on the

generated statistics (step 432).

25 Application of the process of Fig. 4 is now described for an Ethernet communication
line including encapsulated IP packets which encapsulate TCP packets which encapsulate
web traffic (See Fig. 2). The Ethernet bitstream is received from the communication line

(step 402) and is segregated into packets (step 404). The packets are divided into sets, each



time period) (step 406). The nunber of bits received during each one-second
tinme period (exenplary statistic) is calculated (step 408). Successive
statistics wpR1geperated for successive tinme periods by rpgegaiséi/gott he next
set of packets corresponding to the next one s second time period (step 412)
and then calculating the nunber of bits in those packets (step 408). The
bit counts for each one-second tine interval are stored in nenory (step 412)
as they are generated. A type (e.g. IF, ARP, ...) of each packet is
determ ned (step 414). If a user only wshes to analyze traffic of IP
packets, the packets are filtered to pass only the IP packets io (step 416).
The time when the network nonitor received each | P packet is used as an
i ndex for 2 ' : ' : .S, t hen
gener at ed (o R e e A B el a22).
An exenpl artime medod)d step¥0a)g Theumired ekbigsecetvefl duratg darlebmb-setonditignetfegopacket as
a second field F2 is.illustrate el ow J Fl:. 1nde tine of .receipt) F2:
Packet or (SErERY SRtigiskR eoRhES (RN hesretey G BRrRSAEL ep’ 416 onl y
passi ng | P spaseksletimd fgiolld byl @EcivIBYthd h&Q sQ®f patkes céreesp@fingQ thi¢ nexti@et i on of
t he packet, such as only the IP portion, by truncating the Ethernet

S

over head poeedndhmeperiph(stepddilpud thensalswating thenusphey of s in thopiackdn(sten t he
second fi el I Lyl - j |14 of

el ds, cachthoreoshBTAL el ote-shcoRs HREAIRE ARUHIRPUBRINX 2 source
addr ess or theystré gameiated. address, and filtering may be perforned based on any
one or nore of the plurality of fields. Any nunber of statistics can be
gener at ed from thepssieqr BY ARPC Ol ofSeadll paeket indetdrmined Gardy 414).i 6@ uvdr bhlyst at i stics
for the packets generated in steps 46-412. In_this exanp|e further
statistic KHEHH @abrerafic b paskes dwpap &%@%@rﬁt@pa&qnb%?&tm%nber of
bits in,J P gep REHKehStih€ ALY B né&ogﬂ;goﬂ%gﬁ%éiv&f ea@!lx iSpdcRet & dse@RACAGARx" €Cel ved

for each successive mnute (step ). e calculation of this statistic is
facil it at edonibe eacHirenpedtive ihpacpetd4 it An indexedireerrd isdeempgsnerndl Glep3gPIor

PCT/ USO1/ 15601, 1 he, st ored packets, areg,.alread L. 1P, packets and are
mdened by GOV ek SRR PR BRRSH GeRlif)] anSRrpRY recok REFEHIadR s
sorting thes figicRuldiBl &nd thérpiRKet ak & 3cbond)fiél B2 sdllustrhted @elowds for each

F1: Index (time of receipt) F2: Packet or portion of packet

15

In addition to the filtering (step 416) only passing IP packets, the filter may also be
used to pass only a portion of the packet, such as only the IP portion, by truncating the
Ethernet overhead portion so the record above contains only the IP portion in the second field
F2. Altemnatively, the record may include a plurality of fields, each corresponding to a

20  portion of the IP packet such as a source address or destination address, and filtering may be

performed based on any one or more of the plurality of fields.

Any number of statistics can be generated from the stored records alone, or in
combination with statistics for the packets generated in steps 46-412, In this example, a
further statistic known to the art of interest includes the ratio of the number of bits in [P

25 packets received to the number of bits in all packets received for each successive minute (step

426). The calculation of this statistic is facilitated according to the present invention, because



successive mnute, and adding the nunber of bits in each set of records. The
nunber of bits in all packets per mnute nay be cal cul ated by summ ng the

previously wghfshst ed bit counts 5 generated on a per secegg RaSisg1i N gr oups
of sixty (thereby equaling one mnute)y Thus, the further statistic is

generated using both the stored records and the stored statistics, which
reduces the nunber of additional calculations needed and the time to
generate such further statistic. A specific exanple of the filtering and
storing nethods perfornmed by a network is nonitor according to the present
i nvention was descri bed above with regard to Fig. 4. The flexibility of
data coll ection and anal ysis nethods of a network nonitor 500 according to

Lhe | Bresenf. dONPIELANGRLE A6 30T BERDRLON WubRaho BRI e Rebhonlatin old oW

di agr am of n1ncom ream s packet Irzer 502.
Decodi ng ofcalcitetidai it pérfement bymytitpethamstatnby iaddx, wadiey thersarad rdoords Kireuth

protocols or may be performed according taq user- i.s specified paraneters for
custom or FIGEFIETET evﬁ@?‘@ﬁ?ﬂ@? n'#B?eng@ﬁﬁP &e st of reqa S'_dﬁ‘eam'l“fbt‘?f(ofbé er.
protocol g, hll‘faa‘cﬁ%ggﬁ%mﬁ‘@?ﬂg?'bg ARt Pby REfhnih bk PHSRuRY chialhed BE QFRAMM Ng T o

respond to user- ined protocols, ent'ered uSing the user interface 520.
The i nvent igorerated enox et s¢rond basts 16 @@ upIRfsixtse(thseaby 2auplipg erconingte). ubtugsthes of t he

new protocaql .to_packetize an I.nCOMm bitstr Th WO/ itor could
Chen per fontitiel SRATE S schr Bl pr S AR s LS SOOI S. IR he 1l gher
prot ocol | aydkésthelfintbel bfaddhiohaltcylchlatifiBheddodaiicitle tithe tdhgendtemutt fakkhdrayer . I n
ot her words, the network nonitor 500 according to the present invention is

abl e to colS8&c- and anal yze data conmmunications for custom protocols at

ot her protocol |ayers. The packets may be directly stored into the

short - t er m menofypepiiic exsmple of shefiligring and storing megodg perfosmed bt ROkl | dat a

recei veg, 10t GORIOE L) ifoRfim W RcRH0L b SPDAARNPEY. £ORoMRY

periodical I'y trans ong-teen menory o preve overfl ow.
Al t hough i [fleutbilitpbdfatitaasilbaion agd aralypgisaesiodg b wiveork atoaiton 508 moroydifdi® tihend a

single long-term nmenory 510, the teachings of th resent jnpvention are
appl i cabl e%tr OISR aé%/g?sﬁqﬁt?e@;’fﬂowr?@ﬁﬂre%argfortg?zflﬂ? ag‘gidf?ﬁa&b?tj ®a plurality of
menory devi ces. For example, the nory may WD 01/88731 PCT/USOL/ 15601 11

i ncl ude a rando %ﬁ?ﬂ%ls@?&ﬁ%ﬁ@dé’y&ipﬁ%eﬁﬁ‘ré%,D%@nﬁoffgﬁ@tﬁﬁrﬁ%r y. As

the RAM may be automatically performed for known protocols or may be performed according to user-

15 specified parameters for custom or proprietary protocols. For example, if a new data link
layer protocol is introduced, network monitor 500 includes suitable programming to respond
to user-defined protocols, entered using the user interface 520. The inventive network
monitor 500 thus recognizes packet structures of the new protocol to packetize an incoming
bitstream. The network monitor could then perform its data collection and analysis methods

20  through the higher protocol layers. This flexibility is not limited to the data link layer. In
other words, the network monitor 500 according to the present invention is able to collect and

analyze data communications for custom protocols at other protocol layers.

The packets may be directly stored into the short-termi memory 510 using path A.
This is useful for storing all data received from the communication line. The short-term
25 memory 508 may periodically transfer data to a long-term memory 510 to prevent overflow.
Although illustrated as having only a single short-term memory 508 and a single long-term
memory 510, the teachings of the present invention are applicable to other hierarchical

memory structures including a plurality of memory devices. For example, the memory may



fills, data is transferred to the disk nenory. As the disk nmenory fills,
data is transferred to the tape nenory. As the tape nenory fills, tapes are
repl aced fQfqgQdabinuous or long-term data storage for aregpt)@41/1Rsp1POSES,

for exanple. As indicated by the doublig arrow to the s short-term nenory 508
and between the nmenories 508, 510, data stored in the nenories may |ater be
retrieved for analysis or for one of the applications 522-530 di scussed

bel ow. Storing all packets directly into nmenory may be desired for security
applications 528. For exanple, the network nonitor may be programred to
store all conmmunications for a period of 1 week and then overwite the

ol dest stored data. If a breach in security is detected 10 within a week of

its occurrenge,. .t t b | Vi I ]m'pslor to
det erm ne ? %gudg gﬁgrll%ﬁlaaﬁée%g&ntg%% (01]E phgd]gl?%g%lé&gal@ea %?Egelﬁ%égt ata rmy

al t er nat i vdilly, dam iptranstetked tdotie tlisk mpmoke tAszly difiReharytfitle, darde wransfperedtat or 504.
The i ndex generator 504 generates ap.i ndex cor[agégfgndi ng to ope or nore of

the recei vEW PRECRERYY- A5 ightRednsgroryAlly, fpesare g REFTHYUQUS OR'OB&EE®t i ncl ude

a time stanpistrde fhrieineat Surbbes, FhrRahle VRS indRGERH ¥§ theuBlBEri\etomE K noNi tor,
the type of packet (protocol and/or layer), the size of packet, a packet

number (51, siort-Rrm mempry 3§ and besweerctbe mempries, S08510ada sterad inothe mamgriesrmay
e A e RGP Ay B BF Lo ARG 320 536 4RAG AT L e

generated i leTares “a ot &cor u he" generated T ndex.

Al ternatively, e record generator 506 may, conbi.ne the.received ket and
Mndex i th-an eSPGnE AR AERS T Iemanar e BrEy i A6t 20 rhe
record gengbaé@mplkpthe AkSdri @66tor af b BlkRinmeditd &6felayl comtupRbtibnEf@nd gener at e
an uni ndexed record including the packet or may conbine the packet into an

. . y .
exi sting r @eBedpidresekand then evesvete theldeshiserpd due, If's beeaclrimyseayigvisdatectgd sj ngl e
record y : p, i A i il st cell
(o 11 xell SRR R cCATERRTAPLLIA bl nl) KEEMBEE DY BlneMBoBictd ¥, T2
2.5 be i ndekednianteaowcnaebeattnt gchy weavhybe generated and stored in the
menory 508, 510. The index may be an identifier of the ATM session, for

exanpl e. \Wen f Thé peeketized Usta ey alegpoivelly be piovided By e bhckeSsdr 602 @Itk ingsei ved,
not necessarily in order, the recaord generator, 506 Qr%é di rectI?/@recei ve
these cel | SERATHOOf, The mdgx generptor SPHeaNGH3LEs o WAGT eRIreSRATEIE & PRECs FYPra /D

01/88731 PGld @Wd%%@@gs E%(gmples of an index corresponding to a packet include a time stamp

15 to indicate the time it was received by the network monitor, the type of packet (protocol
and/or layer), the size of packet, a packet pumber (1, 2, 3, ..), an interface number, an
application, and an associated session. Record generator 506 receives the packets and the
generated index and generates a record including the generated index. Alternatively, the
record generator 506 may combine the received packet and index with an existing record

20 . previously stored in memory 508, 510. The record generator may also receive a packet
directly via path C and generate an unindexed record including the packet or may combine

the packet into an existing record previously stored in memory 508, 510.

For example, a single record may be generated corresponding to an ATM session.
When a first cell (a fixed size packet) corresponding to the ATM session is received, it may
25 be indexed and an indexed record may be generated and stored in the memory 508, 510. The
index may be an identifier of the ATM session, for example. When further cells
corresponding to the ATM session are received, not necessarily in order, the record generator

506 may directly receive these cells via path C, read the previously stored indexed record



frommenory 508, 510, and then conbine the newy received cell into the

i ndexed record, In addition to sinply conbi ni ng packets belonging to a
common ATMywgsHss9%y i n a common record, the record gener apef/gs@Gisemy al so
orient the received ATMcells within tibe record in their correct order. 5
The record/ packet type identifier 512 receives packets or records from
either the record generator 506 or fromthe nmenory 508 and then
characterizes the received packets or records by identifying its
correspondi ng "type" or "property". The type or property of a packet or
record is a versatile identifier and may be programed via the user
interface 520. Exanples of packet or record types or properties include the

nunber of %Hﬁéﬁﬁ:g;%b@,@m@j énaltpelrn cBBbﬁlﬂt?esneri%od?%egtc@ﬂ: Qo hRYSdexed tkSord! @t oCOl

type at a particu protocol layer, a source address, a destination
addr ess, amdditios tessenply Bymbiniig packatspilooging tora doDmopheT Meessiodsn acomaoket s ar e

then filtered, 1.n the, packet e filter 516 bas he.broperty . .or type
i dentified™ f%h%“’*‘i”é"e%“&‘ﬁﬁ"&éé‘ﬁ@a?( 915%01?6&% e f%{%{‘ceﬁlﬁgn I tere d}necor ds
or packet s tidi€cokB@drdendexed, i ndexed and turned into records, or directly
stored into nenory 508, 510. is The tinme period filter 514 receives records

or packets fronrhd@cérapadidt BORERIURE 507 rebdifes pHIKERIOY r&e8fls fldhkQithetge f il ters
t hem based on the tinme they were received fromthe conmunication |line by

the net wor kespshgepeior Feor e Higgpesrory icad shencharptigsiees Bigresgiied BckAis o gr oups
di ' recelved by, e . g
cuceess ve Trip SARABHE GRERESGI C IR O G or kAo £SPect ! ve

st ati sti cs paclet eaedordfs atveesale idutfiesad way bé pegpemeddsa thonsee syarfade 529. t o

packets received duri each respective.successive ti eriod. The

rTter o paaeupts kil of Gemdraeba woprS s g mie P bR ity The

paths het WoRR ikshorbdsn %bl?fg@ﬂ)rok&%l‘?t%‘;ﬁ‘ at B pArtiGhlarprotbédl Hyedh Sodr&alddfelieacont ent s
e used to

of menory may then again performfurther filtering or statistic
gener at i on.dedtination address, wo exd-wisn]D, @nd acanpkiehtion D5 Thereeords grmagkettare ernt i on

eyt el B SE PLGROE b N BRUBLON BB B 0 Dooed o
PCT/ US01/ 156@id/pakRetltypeddihititieof 2t Qhefihgedireobrdgort packenetrantic ifdoxdd, mdesedr a

custom protocol as descrj bed
P ang turned into records, or directly stored into memory 508, 510.

15 The time period filter 514 receives records or packets from the record generator or the
memory 508, 510, and filters them based on the time they were received from the
communication line by the network monitor, The records or packets are then segregated into
groups corresponding to packets received by the network monitor during respective
successive time periods. The stafistic generator 518 then generates statistics for each of the

20 successive time periods corresponding to packets received during each respective successive

time period.

The filtered packets and the generated statistics may be stored in memory. The paths
between the functional blocks in Fig. 5 illustrate that the contents of memory may then again
be used to perform further filtering or statistic generation. Thus, a network monitor according

25 to the present invention may recursively collect and analyze data by generating statistics

based on previously generated statistics or stored packets.



above, the user interface 520 may al so define the operating paraneters of
the functional blocks within the network nonitor. For exanple, a user nay
specify thawh@gﬁﬁ3ﬁ0 be used by the index generator 504, pthRishi/f¥giperi od to
be used by the tine period filter 514,;3and the 5 statistics to be generated
by the statistic generator 518 for each of the successive tine periods. The
coll ected data and the correspondi ng anal ysis generated by the network
nonitor 500 nay be provided to one or nore applications 522-530. For
exanpl e, a display device 522 may display statistics, records or packets
responsive to user selection as further described belowwth regard to the
di splay screens in Figs. 10-28, 10 The statistics generated by the network
nonitor 500 may i : St B 4524 to

al l ow for dynan?gﬁggﬁﬁx% %?hggﬂﬁﬁﬁﬁﬁﬁﬁgﬁﬁs ang*§g§€%§EN)%§L%§#§%ﬁé?
managenent abalesthe ksvowmterfme 530 mhyal scadefige theplratimgrpasanretdrswol the fuasipmaki ve t o
statistics, correspondi ng to network performance. It is. readi a eci ated
Chat by BGOSR ettas mHEN S, SO RamBy: DG RaY RGBT FRE: bs iR Bos on a
pr ot ocol - byheih@xQeRératons04s thdtintl gefi6d ®Me ubd RS @EOperANRIeS S142amiBthyor k

moni tor according to the present invention can identify these asymetries
by quantsi f iatgfios fodfef geaerpled g thestagisticoarnegatard Mdpieaghi o the Biceessiye time pgicdser | y
size network resources according to the neasured fl ows. Comuni cation

net wor ks can beTbpedlierteddataand the corraspdnding lanalysis gsoeratigd by theaetworkvoomtornoni t or
according tgQ,the,present.invention incl.ud ptabl e pr.ogr 1 to.anal yze
frartic 200 FaRLPREvER MY RO RGR Rl R et A B s 2N,
have di f f emeytdispry vtadistick aetordsorpadksts réshasiesetiser sobtiod & foftheedederibeigr at ed in
a single c% nication n tgprk. Nonet hel ess, services such as real-tine

mul ti medi a,Pelow Widh iead tq e display screems i Fgsy 101 may each have uni que network
service requirenents., For exanple, for voice over IP, due to |l ow tolerances

in voi c® transniBasteisougegeatedby i nebvoroReniteyaal mey boprowdediodeevigk udi ng
del ay or 254k 838raf of Rhfer Wto’%ﬁBw b&: dyRinAE ?t;u%ﬂ% 81; &gﬁ:ﬁe’tﬂytﬁcra%ﬁs’ anfl &ltork

transm ssion can proceed In a [ossy “environ 0 error recovery by
retransm sdiandwidhmamagampdng ralso koowreas ‘SR managamdnit’§ on e detwiork respongva toaf i ¢
correspondi Eugst o different services, different Ie}/dﬂdegendi ngLon t heir .service

requi r ementSEHSHEECHTgsBeRding thRsiMod PeripERAgee. I p readily appreciatedthat, by measuring

one-way delays and by providing traffic statistics on a protocol-by-protocol basis at different

15 protocol layers, a network monitor according to the present invention can identify these
asymmetries by quantifying traffic flows to allow a network administrator to properly size

network resources according to the measured flows.

Communication networks can be optimized at the service layer because the network

monitor according to the present invention includes suitable programming to analyze traffic

20 flows at any protocol layer. Although different services may have different service
requirements, these services are often integrated in a single communication network.
Nonetheless, services such as real-time multimedia, voice over IP, data, and Intranet may
each have unique network service requirements. For example, for voice over IP, due to low
tolerances in voice transmissions degradation, a lower quality of service including delay or

25 loss of data may not be tolerated. In contrast, data transmission can proceed in a lossy
environment due to error recovery by retransmission. An exemplary router 524 is configured
to route traffic corresponding to different services differently depending on their service

requirements.



The network nonitor according to the present invention includes programred
features which identify flows corresponding to each individual service

and/ or usenyg@figg7fr ovi de for anal ysis of interactions w tpcgigk@isent
services. This informati on may be used4by a router, for exanple, to nake
real -time or non-real-tinme decisions on optimzing netmork s topol ogi es,
routes, or service segregation, etc. to achieve an optimal configuration
suitable for providing each and every service with its own unique quality
of service requirement. A billing system 526 nay be configured to receive
quality and/or quantity of service statistics corresponding to different
services and different hosts and bill clients accordingly. This allows
clients to be bigl ing flat
rate billing 10 S(rﬁgtggggﬁgﬁls ?E(%ﬁarrlgga@&r edéésrse%tﬁ;ﬁ/‘{eég&b@aru a%ﬁ?%@ég client may
use her unl featztes @Mchumnnﬁtﬂomabmapendmg toeadhdrdionlesl sérvice amdfumiserad on.
According to t ent ventio net wor k nltor 500 erate
Srati sti s MaHoS R aTARA neearan it AR i, TRRmeamtaoRe nanhe vBEBY! nat on
of voice ovgfoulel, fddxhs 1eTtaQna§Je@éalfﬁﬁxb%snﬁlr@altdhw&%ﬁ%ﬁ §tinkiSinB hétvbikd

i nformation by the blFllng system 526 and the client is billed accordingly.
Thus, an5 | ntoaelages, 5US cai sprRce Segegatien, giseto aplkevel antoptimal conbgurgtisingsaitabledor | P

call's, ¥Yd£’1§l % i o gve%; il ggh k9 ()\IhrI EJ%:& %ig ?eéxgg% r%éﬁapeﬁwnfand

desti natl on S as | one non service. Cients

nunber of ot ovk 4 PssT el S3Eal e Gl %éog?vfm%&% 5 el BRI o

and ot her t itﬁ&ﬁégfdott@;{p%ndxﬁé toecﬁft&m\salvsces Aldiderdrént hmyadaameclseafs\eb@c@dﬁmt racts
i ncl udi ng d| fferent billi an(ir at es depending on a qual ity of service 20

provi ded andhifalowseligits fodks billeddragrd agithese satistiesigirr Pftohﬁlldmﬁxﬂ?t miedyllipe used
to ensugg g g?%bfoﬁﬁ?%m%atsl*&e&?Jr%hé’%o?@%pﬁ%ghé’ﬂ?h‘ég %%Eﬁlﬂin%?edrﬂxt@fn m servi ce

st andar ervice evel agreenents escri ove, the coll ected
data may besemsmlfof wricesmeult dopnbdfation. i Atemdinfgyto ﬂiamahwentﬁnnséaemem;k to

identify i etvvork se or. illegal. ac V|t For ., ex 25 ackets
oy be 111 tBeaE ol R Rnera Saiivs fof S el oY ipefplianS SR, DS
server, to ﬂéiﬁlﬁhftﬂoﬁ ¥f W& et maian@dn(e sRgaRd a&nﬁ@)coavep@a td lﬁllingﬁnfﬂi&ﬁihbﬁlﬁy or

server, and to see what the3/ ped once Io(%ged on. WD 01/88731
PCT/ USOl / 15the Pillingpystem 526 and the cli ent is billed accordingly. Thus, an Internet subscriber that

15 uses the Intemet for voice over IP calls, may now be billed according to the quantity,

duration, and destination of calls as is done for non-Internet telephone service. Clients.may
similarly be billed based on a number of e-commerce transactions, a number of stock trades, a
number of requests for real-time stock quotes, and other transactions. Alternatively, clients
may have service contracts including different billing rates depending on a quality of service
20 provided and may be billed accordingly. A network monitor may also be used to ensure
compliance with service contracts which guarantee minimum service standards or service

level agreements.

As described above, the collected data may be used for security 528 to identify

breaches in security, to identify improper network use or illegal activity. For example,
25 packets may be filtered to identify particular files which have been FTP’d to ;1 server, to
identify who telnetted (logged onto) a particular machine or server, and to see what they

typed once logged on.



Statistics froma network nmonitor naybe correspond to a user or a group of
users for profiling the user or group. Miuch Internet advertising is

directed tQu&Hsd9sEers based on a customer profile generai)@gmg(ymg@gi ng a
user to answer a few questions. A netwerk nmonitor according to the present

invention can filter each received packet based on its contents to 5 build

i ndi vi dual custoner profiles. For exanple, a node which nonitors the

Phi | adel phia customer base may | ook at every packet fromevery user More it
enters the Internet. Also, the returned traffic to these users can be

anal yzed by looking (filtering) for specific text wthin the packets or for
the web sites visited by the user. A profile per user or group of users may

t hen be generatgd . .bhased on the filtered.data to rget content t-he user
b ch i DT he of eHReE Romaeb i mop St 2 sbdad B A U 15 vt noo
descri bed ahfiag tRfuséridr gRup NNiutllntertdt Bilventtsing iHdirdéteddo bystdupen eéduncement  or
security officials to nonitor colnintmcations to detect unlawfu| activity
or to moni CBTOREPRSile gengrateddyaglingn yisrioanswer @ foye auSE RSSO |epiell so be

used to proyide, dalfe bsea RLAYBREK FRY LLR resled Packs lﬁ%(éa%lﬁts_%l)ﬁtgﬂu tpSEeSSi ons

whi ch were nDnltoré%eéron1the communi cations [ihe. Al receive 15 packets
may be rsec bnikndamtiat dustombs profies dFdyasamplg m nadpahich mehders gedbiladelphithe sessi on

may be identified base n_.information included.in.th ckets thensel ves or
based on SGULPR AR IPB RS FAEY SRRFAC FIFLPBErPe Seetieet O6 SFerSeindg o such
as SDR ( sesix refinfdd hAEcb Yheld @RGaM be anallhel BRa6HEA S(fierifY SRapeliftaeito t he
session may then be played back in a fashion originally presented to the

user. Thi s WitkitiBeiparlsts Befor thegvebgitesapsitad bythe uiisp AZEelle peryseror groyg ef ussis of
voice 20 I i r I : ngilred by a
User o monrPrn s R AL Blsbd e HieR Hl R o o HRASRAMAAAH'E
propri etoar yinteestea sicasar puat a3 cogeteddnaaily The tiethad dekctibdal abophips fitaing mayy er

interface between the network nonitor and e.conmuni cation.li.ne, a user may
enter  pr op LAYy U St PP RS oL B P TGP IO e e
parameters d@f%f:t'lﬁlﬂa\»ﬁfﬂ%cﬁﬁfy!&tt&i_h@niaﬁ_a@tfvit?%?l‘e%c&d‘ﬂsér?!' n the bitstream
transported on the communication line for the network nonitor to segregate

the packets frofh{ hgwBikindniBAMhy A dsePRprddedER! 6 A DldyBAck AR 550fth ne
fields within a packgt so the ﬁ%tmor?snnnﬁ¥or could %@ cé%figured with

cust om quermlaybadkaliengisessiodewhich werstmanitotsd Sronh thercanieu cativeniinep fAlk laesdeedpack et
fields. 15Th%ac %Fsvr\ﬁ)z{y er}gc%ir(}e(arangﬁx%n %\Qerg& éassgg §n1a Faxc't-}_éu'ljasros%s{s&)%ts Q‘%e session may be
identified based on information included in the packets themselves or based on session
information received in special packets or channels such as SDR (session directory protocol).
The packets corresponding to the session may then be played back in a fashion originally
presented to the user. This method may be used to replay all web activity of a user or of voice

20 over IP conversations.

The network monitor may be configured by a user to monitor communication lines
that transport traffic using a proprietary or custom protocol. Along with a suitable physical
layer interface between the network monitor and the communication line, a user may enter
proprietary protocol parameters using the user interface. The parameters define the structure

25 of packets within the bitstream transported on the communication line for the network
monitor to segregate the packets‘ from the bitstream. Additional parameters may also define
fields within a packet so the network monitor could be configured with custom queries to

provide statistics based on the content of these packet fields. The network monitor may



16 simlarly be progranmed to receive and anal yze data corresponding to
custom protocols at layers higher than the link layer. In an exenplary
network, tRgggadsast ransni ssion protocol provides for eachppaghk@lisé? 1 nclude
atinme stanp field. Packets transmttgg froma source to a destination
include a tine s stanp value in the tinme stanp field indicating a tine of
transm ssion by the source. Wien the packet is received at the destination,
t he destination can conpute the one-way transm ssion duration or delay from
the source to the destination by subtracting the tinme stanp value from a
current tinme value. This protocol allows for sinpler one-way transm ssion
delay and quality of service neasurenents by elimnating the need for
conmuni catl ' separat e
et vor k. mofiialg bES Rt feohfe LGS AR RER oIS o 2

transm ssi tuyephighear thai thetink lak@. source and the destination, the one-way
end-to-end transm ssion duration informati on does not provide information
regarding a parinisaekanplhgtuetvene e cﬁammﬂﬂﬁrsﬁorbﬁbmeirprbxh@esmwadepaam to
destination. For inp rovedﬂgottleneck di a%é) sis, rather than only cal cul ate
end- t o- end Ligbdg g dime stamp.field ackets transmitisd Teoma soyraq o & destinatioprinaludsa timey ent i on
can be Qougﬂaﬁg vhide &Wﬁeﬁ%efsﬂaﬁlg'ﬂ% fEnaRd gta%nfe%?%%ﬁssﬁdn%}scﬂé SoutcRN vARh R

bet ween the source and desti nati on. network nonitor can recelve the
time stanppwkkeus ra‘cciwdaﬂmftﬂmmnbn,aheedesmmgom e qompmrﬂke dueewaytttagsmissiol ce t o

t he destlntl . The tine.stanp val u btrac to,the urrent tinme
at tine u%“e?rpf{‘gﬁ&fm%tge f)%[’g)fet?%}fﬁfq% b[f Ehfgﬁmet o a rﬁ fle an

i nternedi aTaQuﬁ‘é!ch @k @8lY. ATREE prof@oNBWe E‘or@m;ﬂerldﬁé-@faﬂmdﬁsﬁ&kdﬂ ®&peaedqEnfyi t ors
may be used as described above to locate the bottleneck in a network. In an
exenpl ary EhEEHPTBPRSUBIERS b7 chinigating therced frcommunication ketvecn AEREY k noni t or

i ncl ude a ?ﬁu&gdﬂﬂ gﬁ%"eﬁtﬂa?%{kg a2al fldbiiGlodifdfer face for receiving the

current tlne use e th transm ssi on duratlon One of the netrics

that a network 5k Rlo SRRkl Qb BIERERNe LEVGALIBaRR PerySh B OV1 0 o

an indication o € nu connec 'Tons tor a ar Icul"ar source-
dest i nat i osoped a’md ﬂieaiestzmanaﬂ tth@aﬂa&ﬁay&:ﬁdl{d;ﬁidafanﬂﬂrsﬂbmmm mﬁaﬁﬁlaﬁonfdwsrrat i on on

the ration of ,r ed connections to.t nnect articul ar
sour ce or  dBSPYdE Pismain e zapwmr%fﬁmf%fom SEbergha e and

destination. For improved bottleneck diagnosis, rather than only calculate end-to-end delays,

15 anetwork monitor according to the present invention can be coupled to one of the
intermediate separate transmission paths between the source and destination. The network
monitor can receive the time stamp value from a packet traversing the network from the
source to the destination. The time stamp value may be subtracted to the current time at time
of receipt of the packet by the network monitor to determine an intermediate duration value.

20 One or more intermediately spaced monitors may be used as described above to locate the
bottleneck in a network. In an exemplary embodiment each of the source, destination, and
network monitor include a GPS (global positioning satellite) interface for receiving the

current time used to calculate the transmission duration.

One of the metrics that a network monitor according to the present invention can
25 provide is an indication of the number of aborted connections for a particular source-
destination pair, for a particular source or destination, and information on the ration of

aborted connections to total connections for a particular source or destination. An exemplary



17 nmethod of identifying troubled TCP (transm ssion control protocol)
servers is described with regard to the flow chart 600 in Fig. 6. As known
to those slgdd@d-#n the art, a TCP session is normally opgegf@shMsdone client
and is then closed by the server whenj3t has no nore data to send to the
client. If a TCP s session is closed by the client, this indicates that the
session is being termnated prematurely. Using the web as an exanple, a
client (user using browser) may cl ose the session for reasons including
simply changing one's mnd regarding the need for the desired data or due to
i npati ence due to delay in receiving desired data. The network nonitor

recei ves a packet froma conmmunication |line (step 602) and 10 identifies

whet her th X : .0 ‘ noni t or
may 1 dent PED0S SEbeRB AREOUAR BoP an SRSSRnd S Roc e ad bR L
decodi ng arcgardtothe flofvi kb 600in Fih 6. packet which identifies which of severa
transport | ayer protocols the packet belongs to. Once a packet is
identified as TAFknoheao TokR: skiliednt thaad, aTCEP sesiviess nafmeallydpeiiel by @ clisdtep 606) .
The packet is then exam ned to determ ne whether it opens or_is initiating
the TCP 1satdinfisaelosd Rydhegrrspupen it hasnedngse datato sead torfae efsehilhyT6F initiating
packet of D i : : : igns for
Phe. pr evi 0T daar Pl e A e e R e PR S e
610). |f t Heinpéekeb as an ecimple) acpen (user pagbetwser) ey choisevdic lkessiom fdr ogasomsx t

det er m nes. t her the packet, is closing,the TCP, connection (step 612). If
ot -t ho. niatdine Strsty AErBREeE s i fuRriiDne Sataund RRET GO ABIED wi ok, the
net wor K nophfa8endehefodenSSn (eeti®Re @dd:d whgt her the connection is being cl osed
by the server, by exam ning the EIN bit for exanple, or whether the

connection i's DelnGdR SRR edd\Bs § hh@B fronCh OSHHEnibHioh 8 fRip\6aT) dndi cat es
normal ternmination of the session and the network m)nltorg%ets t he next

packet 1st ésntEawhelienbepeckethplopghiors THasessidnestsp U8 Thamtwekerpngoranatt ur e
L OO P A e O

the particu enent remat ure
cl osur es t ehetpaeket whigh ideaifisadtchafsewetal triwgppralayérqubtacolstae psiketi eloagd toul at ed

step 620 and conpared.to a edeterm, ned threshold valuy te 22). |If
Lhe Tat Lo, OPoth ik e ed o Bapane Bt PISer)dHapsrer s teniifed (iop B08).

The packet is then examined to determine whether it opens or is initiating the TCP
15 connection (step 608). If the packet is the opening or initiating packet of a TCP session, a
count of the total number of TCP sessions for the previously identified (in step 606) TCP

server is incremented (step 610).

If the packet is not an opening packet, the network monitor next determines whether

the packet is closing the TCP connection (step 612). If not, the network monitor gets the next

20  packet (step 602). Otherwise, the network monitor determines (step 614) whether the
connection is being closed by the server, by examining the FIN bit for example, or whether
the connection is being closed by the client. Closure by the server indicates normal
termination of the session and the network monitor gets the next packet (step 602). Closure
by other than the server indicated premature termination of the session and a premature

25 closure count corresponding to the particular server is incremented (step 616). The ratio of
premature closures to the total TCP sessions of the particular server is calculated (step 620)

and compared to a predetermined threshold value (step 622). If the ratio of premature



18 cl osures exceeds the threshold, the particular server is identified as a
"troubl ed server" (step 624). As known to those skilled in the art, in sone
net wor ks a ts corresponding to a particular TCP s i not
travel thrgh%ﬁﬁﬁﬁg sanme conmmuni cation,tine and therefore Eéﬁgsnﬁgﬁybe
detected by a single network nonitor interface. A network nonitor can be
placed in proximty to or on a server or client to "catch" all packets.
Alternatively, nultiple network nonitor interfaces may be used as descri bed
above to store records corresponding to packets. The stored records nmay
then be anal yzed to determ ne which servers may be "troubled”. In an

exenpl ary enbodi nent, renote network nonitors each | ook for FIN packets,
using a filter, 10 fo anp| e, an on det ect |. a ElIN.packet .t hey send a
reseage | neloutsgoeS e BETRE e PRteB Bk R § oS R ot ha
makes the gpgoubl ed server” determination. Al though the teachings regarding
nmeasuri ng aborted connections and identifying troubled servers are descri bed

above with regagdiaidwn k-hoseSa@7® the R S8 Sorh € AGHLMG 8l BARets 96MQp&Hdlng t&RP! | cabl e
to other protocols and to other protocol |ayers and are not limted to 15

i dent i fyi ngartiewdal(GiseTsim may nos fravel thaeugh sherppine communipdiondine prdtherelore a
session_m t - | ase ther, i t he
ciont o e tg Rl CRE R gR0P nEh AT Roit: hiGtaRE R aBRAR MRS Bbeitack® 1 T
i N separ at ¢ proagikgty $o 61 adna Lrvedst chieas &laecht alipadiets aklteativiel yninsltipleartvidile
session contrpl nmessages._ In ternative epbodi nenf, shown in Fig.

futher a
7, a syst efOPAFHPTIFRSHIERPT Higd aodpseiR AR e HEFRSCHEESPATREES P R Fivesent
i nvention 1Ry sthfdf kddBfls #AG 1A bERARYZRE RIS mindRMih QR AR L CHALRA"L B

respective comunication lines in a network as shown in"Fig. 7. First,
second, andn gxempdery embestikentorinotsmeFAOk mPtidrs @RY lavk dorddN phekgtst wingadilfer,r st |

second, an thirrd communi cat.i on.li n 02, 712, 722. tively. .Each

et vor ko gr e B R TR U O TN SHERe gk senlthnosf B8 el ARG dob B of o ¢ ¢
respect i ve {EMpatke ool a0 birdl ntAitashA esked thedratbleaBave” dkkinin@@ar d to the data
flow diagramin Fig. 5. In addition to providing i ndependent data coll ection

and anal ysi s, aARNGigR Mel tichiagh garéin% Hﬂe%ﬁh% iB6rted copbodiKaliMntigfise 700, 710,
730 may correlate data received at the diftferent WO 01/88731 PCT/USOL/ 15601
troubled servers are described above with regard to TCP sessions, these teachings are
generally applicable to other protocols and to other protocol layers and are not limited to
15 identifying troubled TCP servers. For example, in another protocol, a session may be both
opened and closed by the same node, whether it be the client or the server. In addition, the
session payloads may be transmitted in separate packets from or on separate communication

links from the session control messages.

In a futher altemnative embodiment shown in Fig, 7, a system 701for monitoring
20  cominunications according to the present invention may include one or more network
monitors each coupled to respective communication lines in a network as shown in Fig, 7.
First, second, and third network monitor 700, 710, 720 are coupled to the first, second, and
third communication lines 702, 712, 722, respectively. Each network monitor 700, 710, 720
collects and analyzes data received from its respective communications line as described

25 above with regard to the data flow diagram in Fig. 5.

In addition to providing independent data collection and analysis, a system including a

plurality of network monitors 700, 710, 730 may correlate data received at the different



19 network nonitors to provide inproved network performance anal ysis. For
exanpl e, one-way delay may be cal culated for data traveling fromthe first
communi cat p¥oldsg 702 to the second comunication |ine gdgysiis@xenpl ary
met hod of calculating the one-way delay is illustrated by the flow chart 5
in Fig. 8. Cenerally, the "sane" packet is identified at two separate
network nonitors and the difference in tine between when it was received by
each nonitor is used to calculate the one- way delay, The "sanme" packet is
identified by zeroing out portions of the packet that change between the
separate network nonitors. Each of the first and second network nonitors
700, 710 receives data. (step 802, 806) to fromits respective

g R S e e e R
associ at esddliyanty eecaleiilateddaadapt travtlingerant thefiyst obmmanibatipadice 702otthe each

packet. The record generator, 506 generates a record including the tine
stanp of c%?F?@s“ﬁBWH&W@“? ¢4dh packet and a uni que portion of the data

packet (UDPD) and stores the record in menor 8,. 510 (step 04, 808). is
The UPDP is a pth PicBiRIass mffied Arihany AOREIPY Aoy lﬁﬂl@%ﬂtﬁi@{ @aﬁawam_
uni quely | gl IdeRdtaty, tf&%axﬁﬁ%e@is,i&éﬁﬁﬁ@d‘at@z@%;ﬁ%s&%%H&Hoﬁf%&'sQ&Fthé' ne and

an | P payload, the FEt'hernet header is renoved fromthe packet, the IP ttl
and checksdiffiefened id simmerbetwesn oden it avaslreceimes hyRaplemdeitor dubed toecalROlateibeensei ng

ecord: TieUBo oy B RROGH SN R PRSI e skl 20

pr ogr anmedbétwedhGhé ePardietwoik obhidge. The UPDP records of the first network
nonitor 700 are conpared to the UPDP records of the second network nonitor

710 to match pagdeh oPhe HrioRed {etbiRiheBIRL mokfi@s 700, $10 RB&lvesIBGRQSED 802t BoK
30. The communi cation

nonitors may communi cate via a comunication |ink 730. ]
| i nk 730 nHymbis respevtizereoreannipsiion dineril. @ k- i Big pgeketipe SA2 segmerteniliaraceived 25

t hrough th ' [ (- t . el he
comuni cat ?%‘%E’Itt(%,\ﬁz[gﬁet&igg%?rg@fl%gﬂ?hrr%?gé;%@%tlé%&ﬁg%%m%)cag{*%&\és \g%t%}en%fl to the
net wor k ov esceigt (tieleatapd ef ¢ach eackat wittaehiclo pasketn @t reaord generatos Si6edehérhtes a

connection, faor ex e .(out-of -band). WO 01/88731 PCT/ USO /15601
recor(c)l mc?ud?nngpthe tugle stamp of corresponding to eac pa.é?(et anglz_l uquue portion of the
data packet (UDPD) and stores the record in memory 508, 510 (steps 804, 808).

15 The UPDP is a portion of the received packet that makes the data unit uniquely
identifiable. For example, for an Ethernet communications line and an IP payload, the
Ethemnet header is removed from the packet, the IP ttl and checksum fields are zeroed, and
the IP header and the 20 succeeding bytes are saved and incorporated by the record generator
506 into a UPDP record. The UPDP may be different for different protocols and may be

20 programmed using the user interface.

The UPDP records of the first network monitor 700 are compared to the UPDP
records of the second network monitor 710 to match pairs of UPDPs (step 810). The first and
second network monitors may communicate via a communication link 730. The
communication link 730 may be implemented by communication of the network monitors

25 through the network they are monitoring (in-band). Alternatively, the communication link
730 may be implemented by communication external to the network over a telephone line, a

radio connection, or a satellite connection, for example (out-of-band).



20 For each matched pair of UPDPs, the corresponding time stanp ts2 fromthe
second network nonitor is subtracted fromthe corresponding tinme stanp tsl
fromthe fiy, &ﬁ%ﬁﬁmork monitor (step 812). This time diffefeHshsds! -1S2
represents the duration for the data ,gorresponding to the UPDP to travel
fromthe second network nonitor 710 to the first s network nonitor 700. By
cal cul ating the UPDP, the transm ssion duration of a certain payload

bet ween first and second conmunication lines 702, 712 using the sane or
different comunication protocols may be determ ned according to the nethod
descri bed above. In an exenplary enbodinent, the tinme difference tsl-ts2 is
normal i zed (steps 814, 816) to account for the delay of the first

comuni cation |ine 702. The .d s naornalized 10 tr ' he del ay
xmit-del ay for oﬁgacéﬁﬁzcé][eg%l? §1Le§%%f;§d}hﬁ§o$%p%c€ngﬁ%§t?%p fsga\(/’%'?tgéeée? %ﬂedt first
communi cat q@Wworkintdithr 1@ Bubthaetell (0B i EdresRndiag BfheislanpIs I fadre thelfitsitubvogiguat i on
bel ow. Nornmalized Network Delay = (tsl-ts2) - (link speed/packet | ength)
wher e | i nkDEpEs Estepss 12h e This Hims gifferqngntsh -4 aenspsents gherduration (5 hadstacati on | i ne

712, d f L I
connuﬁ?catﬁgﬁ%ﬁ%ﬁégaﬁ#%ﬁﬁggﬁpgﬁkﬁggkngg&ﬁénﬁﬁgg?%%&%ﬂggﬁgﬁ %%gﬁﬁnetmork

del ay may netwbikceonitonTidin dytcalcdlatng the HJROW| the tramsimassionnitration of acestminssi on del ay.
As illustrated the,data fl di am i n. Fi ~ the statisti. t
516 can r cBT OGSOk sees PR FBo D iops S BFERR ed. ¢ ne
statistic gangnméMon pRicokdhdyPe AeRinihbEacobkalR@lo @k nkiod degribéiEabpdscket and

provide this statistic to the record generator for incorporation into the

UPDP record forpyg %xén{blﬁy@&[a%ln%&taﬁlk Qe Qi iHloa st QD is AGnIRALHAdsibpsi g4t | MBS Ay
be estimated by simlarly calculating the delay fromthe first to the

second net 8k ko seoouint Sor tagndelayad thedirstisommyaicatjontlme 702 Hed delayhenonselizeibpm t he
second to th first.networ itor. The accur.ac f cal cul at

tranomitber SibFaein IR B R SrSRL LA SrRO R A UbPE AR BSIRE of e
first and saesamidcdtiohas RofmRd 6o¢ SifféRAce AVillvkigtedBY o kluaibnbélows 25 may
communi cate via conmuni cation line 730 to synchroni ze their respective

cl ocks. “In an w&&wﬂ@aﬂkmmﬁl_&ge (n@g_\ggyéwpﬁakej_ldag@) are synchroni zed
by receiving a tinme signal froma common tine source 740. In an exenpl ary

enbodi nent, t heyhdr@akseeh Nthél Rhddhidsion YR Ol th8 ifsB oftiathibielohAiho 6P and

packet_length is the length of the packet on the first communication line which contained the

15 UPDP. The calculated network delay may include components due to queuing delay and to
transmission delay. As illustrated by the data flow diagram in Fig. 5, the statistic generator
518 can receive the packet for which is UPDP record is to be generated, the statistic generator
518 calculates the number of bits in the packet and provide this statistic to the record
generator for incorporation into the UPDP record for use in a normalization calculation.

20 Round-trip times may be estimated by similarly calculating the delay from the first to the
second network monitor and adding this delay to the delay between from the second to the

first network monitor.

The accuracy of the calculated transmission delay depends on the synchronization of
the time clocks of the first and second network monitors 700, 710. The network monitors

25 may communicate via communication line 730 to synchronize their respective clocks. In an
exemplary embodiment, the network monitors are synchronized by receiving a time signal

from a common time source 740. In an exemplary embodiment, the transmission delay is



21 generated at. a |level of accuracy |less than 10 m croseconds, that is, the
di fference between the calculated delay and the actual delay is |ess than
10 nicrosegﬂﬂ@%gmhn a preferred enbodinent, the common tp@EpusHEGE 740 is a
system of global satellites such as the global positional satellites (GPS)
and each network nonitor 700, 710 includes a receiver for 5 receiving a tine
signal fromone or nore global satellites. Wen the two conmunication |ines
to be nonitored are proximate to each other, one of the first and second
network nonitors 700, 710 may include a master GPS receiver and the other
may include a slave GPS receiver coupled to the master. An exenpl ary
network nonitor is inplenented with a host conputer having an to interface

conmput er on_a net k interface card.AN.C) coupled.tg t cOo nication |ine
s © o bRt el AR fesd B0 a6 Mihest PR S i B P SRR
processed bgtsted fiyn@d tsittual eldyielcbdiin MORRsedondAlIs @ pegerebdscr i bed above,
the network nonitor nay use the tine of receipt of data fromthe

h
communi cat FERCdIER, the FOpBAR FEE SAECn0 Nt RsieBmiglPelspietirsshehasdia gebal or
metrics. | Bodg el saleflit | hctl FEA0A dldifol 107 1NRIAR L FeckRr P 1 ved Trom

the 15 confruni cation ilge,?t e Interface conputer associates a tinme of
recei pt sw tdeeiving adimtessignial frem os¢ emmpore globaldaielifes. Bheh dheitwg communingtenf ace

t ther, than the host. ter ti __the data, i ies |
Che ti me iAot bp BRNRTES 8 PERED i vhelr O Al S P MO ARt or face

conput er t ghdnfigs NOE 1716 AP icRide ahRsteLAPS RAei X 284 thdofRE Rdy inclide R sIeveard ary
enbodi nent, the interface conputer includes an interface clock and 20 the

host conpufeeivergoupledwsthe @pgerk. The host clock and the interface clock are
synchroni zed so the host conputer can use the time stanp to accurately
gener at e st at i sfhexempary eefporichenytor is implemented with e o semputeriazmg exenpl ary

enbodi nent . ,the interface clock.ls.inpl ed a, caounter, .As. each packet
o r ecebveltgR oM SRR st e R E5uelR B SO BT E R Ot o

i s associ aheslitwideh AsiiatcripeditRive, ditageqeBed By the NI atagbe prozessédefee béiog t he host

conputer 25 with the counter value. The host conputer |includes a host clock
synchr oni z &gt the besh compien gyt asidaseribek abps, te neweoriy@epitqr gy usiihe Bme ohe

bsol ute ti. g, : e .
absol ut et heGBiot Gl GLARGS (REAGRICANIE] PgendtatHpWBiHonPOS b ARBkBA sidkiel |1 L e

or metrics. In order to accurately record the time when data is received from the

15 communication line, the interface computer associates a time of receipt with the data (time
stamps the data). By having the interface computer rather than the host computer time stamp
the data, inaccuracies in the time of receipt due to a delay in transferring data from the
interface computer to the host computer are reduced or eliminated.

In an exemplary embodiment, the interface computer includes an interface clock and

20  the host computef has a host clock. The host clock and the interface clock are synchronized
so the host computer can use the time stamp to accurately generate statistics corresponding to
the received data. In an exemplary embodiment, the interface clock is implemented as a
counter. As each packet is received from the communications line, the current value of the
counter is associated with that packet, The packet is later transferred to the host computer

25 with the counter value. The host computer includes a host clock synchronized with an
absolute time reference. As described above, the absolute time reference may be provided by

a global positioning satellite.



22 The host clock and the interface clock are synchronized by correlating
the counter values associated wth each packet by the interface conputer
with the aksphuksstime reference. The nmethod of synchronpeo§ilibe:i nterface
clock with the host clock is described, wth reference to the flow charts in
Figs. 9A and 9B with regard to the host conputer and the s interface
conputer, respectively. Cenerally, the host conputer periodically requests
the value of the interface clock counter fromthe interface conputer and
uses this value to correlate the counter to the host clock. Referring to
Figs. 9A an 9B, if the host conmputer has received a set of packets from the
interface conputer (step 902), the host conputer proceeds to request the

counter " val ue Tl?etl{oi{ (ﬁ@ckgagg)fhefiﬁt%ﬂéerwoci(?}e%glricﬁpoﬁiz(e\& Ugyérf“e{lat}ﬁé thseﬁﬁgrg&g a "get
counter" message to eintéerface conmputer: Tn an exenplary enbodi nent, the
i nterface ealouiseciasidovidscash paketdly Hpnalefhe compater withihe wbaluté thee host conput er
by a direct nenory acces aper ati.on_and then interr s .th ost
conput er téef?rﬁ’&ﬂecgﬂ‘%mFﬁ‘Qipé QH@%‘%’? $8‘ﬁé‘gﬁg{°§9°f’lf ﬂ%@ew&&cT@%mg&eaas not
recei ved a yi@etreRficdt8 WAy cllah§ uh‘?ést 9K QRPOH Gith WhidSo HRMoRRRShEr 4idthed

timeout period (step 904), after iS which it requests the counter value
(st ep 906) intdfase hasputeroreppecively. coameady,ithehdseompyteopdeiogdically regueststtgvab®e) when

it requests.the. interface counter,value, en. the interface. co

Fecel vos. a o gt BirS PloB o BER pd PletBie S Shel i sl SR BE ORI
interface comwititethehbgnriodet erm nes (step 922) whether it is currently idle
or whether it is receiving data fromthe communpication line. |If not idle,

the interface 2Befemmgle Bies. bR, dithghosbopmpyter hasyecsiyst 4setpb Bakefe OB t he host
conmput er. Iy, ;i I f t al ue and
subtracts é‘teﬁ?%lé?ﬁﬁgﬁ‘gﬁee?éﬁﬁgrgr@%g%heg‘g%’%’%‘g‘{ t%riﬁngdaefsgﬁgguégsg%&?\gﬂ geearré\lgfgat e an
adj ust edb c@sten ¥6) fraddle inrfacd sompufenbyscodinp af gat cotman” messdge to $eapterf@@8) t he

adj usted counter value to,the host uter. The preconputed interrupt
Service ¢ | nempr St Freridy e e o s P BERREER R SEriehuR e
interface GV 6fthé BSsEL térfbg a et iRimofBRues (DAY Bpdriteonas theh tnthipes t he
interface rovides the host conputer with tile adjusted counter

conput er id |
val ue. The ﬂgﬁﬁ@&ﬁ?ﬁw@a to ipdjedte thapranseaf peckets; Hehafiost qmpyter Besohksgeived a

P DL St AL RO ERE s PR, i G e Ourat o

heh the Interface reCeives the re
15 which it requests the counter value (step 906). The host computer records the host clock’s

time (step 906) when it requests the interface counter value.

When the interface computer receives a “get counter” message (step 920) from the
host computer, the interface computer then determines (step 922) whether it is currently idle
or whether it is receiving data from the communication line. I not idle, the interface

20 computer sends (step 924) a “try again” message to the host computer. If idle, the interface
computer then reads the counter value and subtracts a precomputed interrupt service time
(step 926) to generate an adjusted counter value. The interface computer then sends (step
928) the adjusted counter value to the host computer.

The precomputed interrupt service time corresponds to the duration of time between

25 when the interface computer receives the counter request from the host to when the interface
computer provides the host computer with the adjusted counter value. The precomputed
interrupt service time may be determined experimentally using a logic analyzer, for example

to measure the duration of time between when the interface receives the request for the



WO 01/88731 PCT/ USOL/ 15601 23 counter until the interface provides the
counter value. To match the experinental delay neasurenents to the delay
during norygl,@pgfation, the experinental request is provi@egsol@scol he
interface when the interface is knowmio be idle and the interface only
services a request during normal operation when idle. As known to those
skilled in the art, the response tine of s the interface conputer may be
taken repeatedly to generate an average service tine for use during
operation. Upon receipt of the counter value, the host conputer computes
(step 912) an estimate of the relative frequency of the interface clock
counter to the host conputer clock, The relative frequency may be used to
correlatin ) V. izat j p i omt he
interface %)gsrir%ﬁ %@&ﬁlﬁgﬁﬂﬁﬁé}(}lﬁ@%@xﬁgﬁﬁ Jgp\wb? Sﬁﬁg&séﬁéﬁ?}éﬁ?%@ﬁe% routine.

I n an exempisareyertsotic delny duridgeches bpaatigoythe expenbicn@atteguat k privideditaer r upt
service tine.fromthe _tine_recqrded in ste 06 before conputing the

rel ative fPEHEEHRESWheR the dierface 5 owg@éﬁﬁﬁﬁd@@meﬁlgsﬁv 5 PITEYFSt he host
recel ves FH@in%‘ﬁHﬂﬁalBﬁé?Eﬂc}n%eh@&l@.rMﬁﬁmh%%@e 1M iR Rrt! hE resh@iRé timOBPUL €S
the relative frequency. is In an exenpl ary enbodi ment, a nultiple network

i nt er f acesthe idérfage ephmdermenyde taken procatedlvtocasnerainias avarage sprvire timedon uspl enent ed
as a si nglgwunioterg@d share a common cl ock. Thus, synchronization with only
the comon®tl ¢ sy(ﬁ’chroni zes the host clock with the time stanps

?ssoci ated wit mmtrecet;ﬁoﬂhveflmfwr@ﬂme,nbe lfbfét doh?uteﬁ&@lﬁalﬁlﬁéswﬁtepﬁm)mésﬁ&tawﬁn |
ines. Figs,,K 10-28 are exenplary screen displays. illustrating a, graphica
user i nt er Pidberetatvy §requggcyfq§,thedpég‘pg§ﬁ% ot t%é‘FlhE?’ftC@’a‘P‘éPﬁHd al¥Sed by a
net wor k MRAQE £8dndythay st Plo! oRBlai AuntBNAlLs hSoQe@with HYREK rdEBRES OF
according to the present” I nvention. The display in Fig. 10 includes a

t abl es 1 r afrem ilioterfacesmopntr furtd the nbQ3Becwting obth spncknegizittiaaeuti@5 61 anThe t abl es

f ' d fi ' i I ble b f
Cerocti on SR ERo R e BOL it Sballh b Ing FFERT ST REF ot s oo o

st ati sti CStim@kdcerRPONCktePP U6 BeforE @mtRtn iRt felatidd frEpeent ol sesoukDidstheldelai appear
bel ow t he sel ect abl e buttons, boxes and fields include entries

cor r espondPstyesndhs tae when the Gpgt recaivesihe equabirap sheyinterfacettn dheding whenthgre 1030
i ncludes p &E@omnﬂnQ%%aeéﬁﬁge%Hu%f ating statistics corresponding to received
S 105

data. The butto rame
15 In an exemplary embodiment, a multiple network interfaces each coupled to a

respective communication line are implemented as a single unit and share a common clock.
Thus, synchronization with only the common clock synchronizes the host clock with the time
stamps associated with data received from any of the respective communication lines.
Figs. 10-28 are exemplary screen displays illustrating a graphical user interface (GUT)
20  for displaying data collected and analyzed by a network monitor and for controlling data
analysis by a network monitor according to the present invention. The display in Fig. 10
includes a tables frame 1010, a second frame 1030, and a buttons frame 1050. The tables
frame 1010 includes a first portion 1011 with selectable boxes for user selection and text
input boxes and a second portion 1012 with tables of statistics corresponding to received data.
25 The tables 1023 which appear below the selectable buttons, boxes and fields include entries
corresponding to the particular data being analyzed. The plots frame 1030 includes plots
1032, 1034 illustrating statistics corresponding to received data. The buttons frame 1050

includes a set of user-configurable buttons.
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The text input boxes and the sel ectable boxes in the first portion 1011 of
the tables_ frame 1010 nay optionally be fixed to prevent ction of
the option¥ %Pl event user entry ip the text boxes. Tﬂgﬂiﬁﬁéiﬁgﬁs
associated wth the options and boxes™ displayed in Fig. 10 are descri bed
below. s 1. Start: The start field 1013 specifies the beginning tine from
which the traffic is analyzed and its results are displayed in the GJ . 2.
Stop: The Stop field 1014 specifies the ending tine to which the traffic is
anal yzed and its results are displayed in the GU . Titus the Start/ Stop
fields 1013, 1014 specify the tinme between which the traffic has been

anal yzed and presented 10 to the user via the GJ. The contents of the Start

and Stop fi el dsTtede inppbhoxesagsd thegelestabls bagesdn the fehiportipnd 04 bofiihg ablego,

exanpl e, t GRS i trl ks atively,
t he conten?gmgg@tobe ﬁ@%ﬁ%@g\ﬂgg‘i @/ﬁe ‘%%tl}l?%rS%%Et@r?g?ﬂc%adlﬁg&%sh%?pﬁ%ﬁggpreI ative
to the cur ewntin therext bokes. The funttnme/asspeigtedwith hedptions and poxes displaydden Eigr r ent
tinme, or tgﬁ t rm.i‘a%ﬁ\ée r" may be used to represent that the is data should
be conti nu %fﬁfﬁeﬁfiﬁ 'W:3. Wndow The Wndow field 1015 indicates the time

intervals at whjch to__co te values to be plaotted in the second frane

1030. Fér exanpﬂ'e,gtail“ﬁ Tye gk lefdelthI%F@C!ﬁfsthagea%ng/vrﬁagﬁmque? he rRf8A 1 he

values in the pl ofyfiieh G RO WLpRYETH thekq@ONd. The user may enter the
S anens .

values in the Wndow fireld in using units as 20 appropriate to indicate the
resol ution of thegpl.o ad ] : Hﬁﬁ‘"' : yeTel time
resolution if t 'estbrqf irﬁ%\?t‘é?%gldhlgﬁ on{igﬁlﬂgs)ca egtlms1é @l%@%ﬁ@ﬁ%y W ndow
field 1015 i ndi catmedyzedatd itshresulte seldispiapenl iothet Glél. Htws the iStaal/Stechidlds K¥idul d be
automatically set, 4 Ta - .The To field 6 ecifieg the maxi mum
number of entri esIQ%rSpFﬂg'tl}lﬁgm?EWS%%%&ﬁﬂﬁéﬁ%ﬁb%ﬁﬁnﬁlﬁﬁaﬁ@%%%ﬁﬂ portion
1012 ofjthe tabl e the asee vihQOGUL fThe boRedts bfSthd Startah@Btob MR1ds 291381010 %y | |

include 10 rows sorted by a particular _
be displayed in multiple formats. For example, the contents are shown in a date

format in Fig. 10. Alternatively, the contents may be displayed as +/- hours to
indicate that a time relative to the current time, the term “now” may be used to
represent the current time, or the term “never” may be used to represent that the

15 data should be continuously updated.

3. Window: The Window field 1015 indicates the time intervals at which to
compute values to be plotted in the second frame 1030. For example, if a user
enters “1” as the Window field, then the values in the plot field are plotted every
second. The user may enter the values in the Window field in using units as

20 appropriate to indicate the resolution of the plots (e.g. 1s, 1ms, 100us, ...to
indicate a time resolution if the unit of the horizontal scale is time). An empty
Window field 1015 indicates that the resolution on the horizontal scale should be

automatically set.

4, Top N: The Top N field 1016 specifies the maximum number of entries for the
25 tables 1023 which appear in the second portion 1012 of the tables frame 1010. If
Top N is 10, then the table 1023 will include 10 rows sorted by a particular
column value in descending order. If TopN is -10, then the table 1023 will include



colum val ue in descending order. If TopNis -10, then the table 1023 w |
i ncl ude WD 01/88731 PCT/ USOL/ 15601 25 10 rows sorted by a particular colum

value in a&%ﬁﬁ gfyg order (i.e. this becomes the notion ofcBadh RN - 5.
Filter: The |{§ter wi ndow 1017 descrifpes a filter to be applied to the data

to be displayed. For exanple, Filter could be "protocol |EEE802.3" to
display results s for packets with link |ayer protocol |EEE802.3. For data
previously filtered to showonly IP traffic, a Filter of "host 10.0.0.1"
woul d display results for IP traffic where either the source or destination
host was 10.0.0.1. Various conplex filters are also possible. 6. Do DNS:
The Do DNS checkbox 1018 converts entries in the tables 1023 froma 30

nunerical represeptation.tq at al .representati Far . | in EP a
nunerical repr esem %’ﬁséﬂm(d[oﬂl(é‘ qa%)%%ﬁ?oé‘é%'?vl Y lgsagc&n@gg Pr&grn(tl'ls'?@gg&%t&?%, A DNS
(Domai n Nanme Ser vge hoti@yof@Buftb@aNn a mappi ng fromthis nuneri cal

representation of the IP address to a textual representation. For exanple,

the | P address slOFfkep: The PR wiRloGOIDYE Béseibds @ flitEtottRshplak 16 MR HSE emeat | on
f 00. ni ksun. com when the Do DNS 1s checkbox is checked. For protocols other

than DNS t he | abeflisplpxedn Forexample, Kikaerud e (wrotocidERE P ta displpy resiltsh an

equi val ent functi{%pg .k%%mé’liﬁdyg?ﬁi[@@‘%l%@@% %pg%%%ﬁgﬁ@éﬁuﬁrtgach field

when sel ected cause splay o Xt-sensiti exanpl e,
if the hel p butt oshomeotity IPardEfid, b @iltet 61 Thostd 0.0l aaduddidisfashebybs Far el oraftic or

Filters woul d pop . 20 8 Refresh: The Refres ton.1020 refreshes the
cont ents. of al |t il sfhes tesghigs pcresingh Bnbihr L o eEoupampigr BF 1021
and backward 1022,buish@psibi@t the top of first portion 1011 of the tables
frame 1010 function simlar to the "Forward" and "Back" buttons of a

browser with the piqms.ea .rlﬁ\@{,]hgk RO dof Gerts GRS t,ﬁe%%le@iéze»fﬁoﬂ{@s

aligned, In contrast, clicking t orwar "Bac buttons of a
br owserw causes f onwmeritabreprioscntanon th atexteateepresetaticn. flonemample, frllae  basi s

hence | oosing cor | e B e Sen o TP ddirels s (2610 i EME 4 nost. A DNS
(Domain Name Server) may contain a mapping from this numerical representation
of the IP address to a textual representation. For example, the IP address 10.0.0.1
may be converted to the textual representation foo.niksun.com when the Do DNS
15 checkbox is checked. For protocols other than DNS the label given to the
checkbox will vary accordingly with an equivalent functionality.

7. Help: The help buttons 1019 next to each field when selected cause display of
context-sensitive assistance. For example, if the help button next to Filter 1017 is

selected, a help window for Filters would pop up.
20 8. Refresh: The Refresh button 1020 refreshes the contents of all frames,

9. Forward and Backward Buttons: The forward 1021 and backward 1022 buttons
at the top of first portion 1011 of the tables frame 1010 function similar to the
“Forward” and “Back™ buttons of a browser with the added feature of keeping the
contents of all frames aligned. In contrast, clicking the “Forward” and “Back”
25 buttons of a browser causes forward of backward movements on a frame by frame

bastis hence loosing correspondence between the various frames.



WO 01/88731 PCTIUSO /15601 26 The plots frame 1030 includes plots 1032,
1034 , text input boxes and sel ectable boxes and buttons. The text i nput
boxes and Wwheisekect abl e boxes may optionally be fixed t@crisevei user

sel ection of the options and prevent aser entry in the text boxes. The
functions associated with the options and boxes displayed in the plots
frame 1030 of Fig. 10 are s described below 1, Update Tables and Plots:
This button 1036 updates the tables and franes in a coordi nated nmanner. For
exanple, if a user zoons in by selecting a portion of the plot with a
nouse, then clicking this button 1036 woul d update the plots and tables for
the selected tinme range that was zooned into. 10 2. Byte/Packet Counts (and

Bt/ Packet Ral Gad pib@ithatd 10hb AiRiudPlots 104221 ML tRinkOoxefpRRABR N Ween One

of three options Gpon selection: "Byte/Packet "Bit/ Packet Rates",
and " Ut i | iwaes and buttohlse T exisinpit Yoxes hadhiye sdleatrblyoxed Raciionallpdedixed tver a
certain window, to Bit a Packet Rates (i.e. nunber aqf Dbi r .packets per
second), | uBeeRhueraaErion S destiptigey rave bt Senns Gdhstu e Resi e 15 byt e
pl ot di splzgysiatdrwitl the Ssliokphideoxésalipldy¥Einttie b8 flamek 0SPeEGg. (Da bit rate
divided by link or channel or virtual circuit capacity in bits per second).
3. Togdl e dosaribpd babewst : This button 1038 toggles the line on the plots as

described below. 4. Toggle Plot of Average: Selection of the Toggle Plot of
Aver age but t on 1103@lateBahlesanddyotan &hig dnttanhld3 6 updatagshetablesanddwmes iawn) of t he
y-axis of the plots 4s. (displa ..o+ Pl.ay/ For LSt .

For war d/ Rew nd/ Facggr é’l\t/ﬁdﬁn ?aru)sﬁgp 5?7 £ 1(§’hlsf & )Gﬁﬂr{%g(\)ﬁ&gl})? tsggéstﬁ%éﬁffsm%ﬁ trhgl t he

pl ayi ng of the plpdftavitin hbeeshéragdioking thid Bueron 1065 would spdatz theplotspadit ed over

time and to scroll with tinme, The tables 1023 in the table frame 1010 zs
are be updated td? htbe eleqiediinae mpepthatyps 4oomed 9y Pl ot : The top plot 1032
shown in Fig. 10 is a Link Level Bit Rate plot in_ bytes/second.

10 2. Byte/Packet Counts (and Bit/Packet Rates) (and Utilization): This button 1037
changes between one of three options upon selection: “Byte/Packet Counts”,
“Bit/Packet Rates”, and “Utilization”. The plots also change from Byte/Packet
Counts over a certain window, to Bit and Packet Rates (i.e. number of bits or
packets per second), to Utilization accordingly. In an exemplary embodiment, the

15 byte plot displays normalized values relative to the link speed (i.e. bit rate divided

by link or channel or virtual circuit capacity in bits per second).

3. Toggle Parent Plot: This buiton 1038 toggles the line on the plots as described

below,

4. Toggle Plot of Average: Selection of the Toggle Plot of Average button 1039
20 toggles whether the average value (ot shown) of the y-axis of the plots is

displayed.

5. Play/Forward/Stop/Fast Forward/Rewind/Fast Rewind/Pause Buttons: These
buttons 1040 control the playing of the plots on the screen to allow the plots to be
updated over time and to scroll with time. The tables 1023 in the table frame 1010
25 are be updated to match the plots 1032, 1034.

6. Top Plot: The top plot 1032 shown in Fig. 10 is a Link Level Bit Rate plot in
bytes/second.



WO 01/88731 PCT/ USOL/ 15601 27 7. Bottom Plot: The bottom plot 1034 in Fig.
10 is a Link Level Packet Rate blot in packets/second. The table 1023 in
the tabl esyfy@R® ;4010 is automatically generated based up@iudeiespcol s found
to be active in the interval specifiegh by the Start 1013 and Stop 1014
fields. 5 In Fig. 10, the table 1023 shows that between the Start and Stop
times, 264K (K=1000's) | P packets and 919 ARP packets were received by the
network monitor. The | P packets and ARP packets contai ning 99M and 55K

byt es, respectively (M1, 000,000). The entries in the table 1023 are
selectable to sort data by the selected field, For exanple, if the packets
heading in the table was clicked then the table would be sorted by the :0

packets colum 4 n i r 1 Qf iyl ty. i i i.s clicked
again, then it fv’voﬁ? [gg,ﬂ)g'or ebg)&?ﬁ ptkﬁelogfo%osé'?%mo;gg#&Jgg?%lé%l?%%e%?t he ot her
t abl e headi ngs si packetekecosdhrts the entries. Fig. 11 illustrates the zoom ng

capability of the present invention. The start/stop tinme interval of

7:18/12:02 in Fig.tabl®1023 i dicnsbiediahe 100@isQufdhbitsly Gehdrared basédipoal in Fig.
11. The 1s table 1023 and plots 1032, 1034 have been updated accordingly.
The start Bigtesolsfeand fobe active in the iateaval snecified Rwtpe Startl9ld aacbetonJ0ldifieldsr  manual
entry in the:figl : Y/ icalrs foon, by a
Uy 1o Dt 16, fesbidos SN o BARECABE S Ay Siop BERE DRRIKSRIOBSH O o

sel ect i on, packets aidsP9ARRpdcketz wermréasived bhthe sefwedt monitant Ehe/Bl packtsoamilng i n on

t he | ots ses, t he plot 0 r.egener at ed. f t interval selected b

t he uger. éé?g’é‘f :egﬁo%tf"%f%egi%a"d%‘égé’t’%s’f%ﬁa elgrq&leiiogﬁgbd}but;/on 1036 Wil | Y
oot oot a2 ook B EEh G e PRk bbb Bl Rl o T
" aut 0- syncBxanfpRalfihEpdcRAs habRYM tl-he e widRdata HalhegbRHMbuld Risteduiithon 1036

allows a user to zoomin several tinmes to a desired tinme interval wthout
updat i rig t pasketacelumiriy desgrndipg gedst of agtvitychnd if thig deasfer iseticksd ngeimnbradessar y
processi ng h t.\wor Lol i)t inal. 25 1 ' en. The
protocol s P}l&sﬁtd tgaﬁ%rgéﬁen r il%gé&%&@ﬁréﬁ%ﬁ*l%n %lﬁé&lﬂ% tﬁ%egk.lea'?\%géér@h%ﬂ Sé’c? gbl e by a
user, as byes-1inks, for exanple, to list protocols encapsulated within
the sel ected protocol. Cicking

Fig. 11 itlustrates the zooming capability of the present mvention. The start/stop time

interval of 7:18/12:02 in Fig. 10 is narrowed to the 9:00/10:00 time interval in Fig. 11. The

15 table 1023 and plots 1032, 1034 have been updated accordingly. The start 1013 and stop
1014 field values may be adjusted by either manual entry in the fields 1013, 1014 themselves,
or by graphical selection, by a mouse for example, of an interval of time in the plots 1032,
1034, Upon selection, the display will zoom into the selected interval. Zooming in on the
plots causes the plots to be regenerated for the interval selected by the user. Selection of the

20 “Update Tables and Plots” button 1036 will then synchronize data in the tables frame 1010 to
the plots 1032, 1034. The plots could also be updated automatically, if the user selected the
“auto-synch” feature (not shown). The “Update Tables and Plots” button 1036 allows a user
to zoom in several times to a desired time interval without updating the data. This provides
the advantage of reducing unnecessary processing by the network monitor until the final

25 interval is chosen.

The protocols lisied as enfries in the table 1023 in Fig. 10 are selectable by a user, as
hyper-links, for example, to list protocols encapsulated within the selected protocol. Clicking



WO 01/88731 PCT/ US01/ 15601 28 or selecting the IP entry in table 1023 in
Fig. 10 results in the display of Fig. 12. The selection causes the plots
1032, 1034ywigvijskipl ots frame 1030 of Fig. 10 to autonatimalbssi/isspdate to
show only IP traffic in plots 1232, 1843 in Fig. 12. The plots illustrate
all traffic fromthe link layer as a line chart 1235 and all IP traffic 5
as a bar chart. This dual-display format provides a graphical representation
of the perspective between all traffic of one level (1P in this case)
conpared to all traffic of a previous level (Ethernet in this case). The
contents of the tables in the tables frame 1210 are al so updated to
correspond to IP traffic. Table 1223 lists all I P protocols which were in

use on the,JJd.fakqh8i I { t he ' t s "&op” times. In
Phi s parti SurarughER BRI Ghelor B R e e R s B E it
Activity bseldcRohomses theplom(1832, he34dn dpl peteflamBY0Xerf big 1 aomaticdly t abl e
frame 1210 t.abl e.of | P.counts rrce. host is seen as illustrated in
Fig. 13 foppdia{%gos@%%nl etfagﬁcl'glrﬂ@%%nfﬁgd‘.‘ﬁﬁ&s'traffi c is displayed in a
source host tahle 1302 for traffi enerated by j.s ho i st. nation
nost table. 130attegtot usee ) Gk otk B ik 186 Y e 28R 1529 08 B REC ) 06

for traffi g Opekat %@db@l-ﬂi@;ﬂ@fﬁﬁﬂm?}’oﬁde?@@k hi6al ir&fés8gtaidh oF the pelepdcd8 i n the
tables frame 1310 wll generate a display o? a "host-pairs"” tabFe 1402
shown i n Fbegweensall trfic efone lgyal (L intthis cese) eppmaredde all raféic pbe pieviaunipedl of

packet s ang., &ﬁqg etween pairs of hosts for each identified pair. 20
Sel ection gﬁtﬁ)%ﬁc?c?fles |nsaét?'i on host" such as 10.0.0.47 (1404 in Fig.14) wll

further filter the traffic th ected - tinati host" to.show only
traffic destinelrgrehBel i ulesghs WIGRAEE 12 MR HEF AR RoneshRa T OV 0T
tabl e 15021mstigfis. T4bdd 1226 lgg it iIp@tdeols Whidh vikrdhid usébd th tiebeilpmbnifod&l 32. 130. 10
inthis case for traffic nonitored between the start_and stop. interval.

Thus, we sBEWeedhe GHipy #dsBlop28imes 1a s asticuias caeneitn gLy PY ard YR 0. 0. 47
bet ween 2365y Ié%fo{lﬁd. %@ﬁ%ﬁ/ﬁfﬁ’"hoﬁfs%alsl}@& Elg%lgf”éd ?ﬁcﬁilﬂ%ﬁo@aﬁﬁ% 1534 in

the plots frane now s his activity ween these Two hosts as a
bar chart 5B raared 240, th¢ @blewhilH ¢ovntady sourdert@stahsact as i1586itedGo Figr £3 fratheal so be

used to di %és%(‘wﬂ%}esf%pﬁﬁf data in the plots or tables.

In Fig. 13, traffic is displayed in a source host table 1302 for traffic generated by
15 hosts, in a destination host table 1304 for traffic received by a host, and in a host table 1306
for traffic generated and received by a host. Clicking on a link 1308 in the tables frame 1310
will generate a display of a “host-pairs” table 1402 shown in Fig. 14.

The host-pairs table 1402 lists the total number of packets and bytes sent between
pairs of hosts for each identified pait.

20 Selection of a “destination host” such as 10.0.0.47 (1404 in Fig. 14) will further filter
the traffic by the selected “destination host™ to show only traffic destined for host 10.0.0.47.
This is illustrated in Fig, 15 where table 1502 shows traffic destined to 10.0.0.47, all from
host 128.32.130.10 in this case for traffic monitored between the start and stop interval.

Thus, we see that only host 128.32.130.10 was sending traffic to 10.0.0.47 between
25 the “Start” and “Stop” times. Note that the plots 1532, 1534 in the plots frame 1530 now
show this activity between these two hosts as a bar chart 1535 and all IP traffic as a line chart
1536. Colors may also be used to distinguish the data in the plots or tables.



WO 01/88731 PCT/USO /15601 29 If the TCP entry in table 1223 in Fig. 12 is
sel ected, we nove tip the protocol stack and the tables franme 1610 is
updat ed asygh@¥gysin Fig. 16 to include TCP | evel counts ferr@agissoinderlying
application 1612. For exanple, there were 27K HTTP (web) packets which
contai ned 21 MegaBytes which were received during the designated tine
interval. s In Fig, 16, if the "TCP flows" button 1604 is selected, all TCP
flows are displayed wth their tine durations and performance netrics as
shown in Fig. 17. A TCP flow contains a set of packets belonging to one TCP
session between two hosts. Each flow may be plotted or its corresponding
packets viewed by selecting the "plot” button 1702 or the "pkts” button

1704, respecti 1 Qe . if the
Do NS opt 1o 10k1GPRAEF SAINENDE hiug BFisaBREE e hifie b BB E Sl

repl aced bandtthetables feapebilioveupdaee as shoen dn Fipolb. to ichidn TER el doumusdor avety
aggregateflo b | i cki ot her links s th ons that identify a
particul ar¥ \%{\?‘“ %@ﬁc"ﬁ’@nig%%fﬂ’?&m@qﬁ there et E@E?ﬂﬁg aﬁtsd"hd‘g‘ (1706),

aggr egat echnkasmta zf1 Mggaﬂf:&s%ﬂc@w&e%ewea burhig 1l &Qllgﬁéf&dt Asistgeun in fig. 18.
Fig. 18 shows al ows originating fromhost 10.0. 0 47. The display in

Fig. 185is is Iﬂﬁg:,eié‘ﬁﬁﬁe bYCIaH%é”'H&&o@IJOWés% ect%&'ﬁlCTCtP/ﬁo&soaré 88p1d2q0. 0. 47

host tothe data di spl ayed in ) ters can simlarly be
appl i ed bywgh ihekitimg deratiophand mrfsmrsmcdiygacsl asrsk@)n mﬁ?lg:ﬂ@ AP fkeyr contmgmnpl e, i n

T 11 one & BRbt prRer i heing ta Bat FGP saSoRfiiPrelIoh not, diath Db g Sk pros” 2!

desti nati ogbitsabResPoifddhgiy:Rrats Hew ércCB RREGRTHEALE” bSRInag02 @nhémgkts%ummw ded,
in the screen displ aéyof Fi g. for 20 exanmple, for eneratl Hg
1Ak,

per f or manc &/ alsprestive C@quewdﬁtgt@wetdﬁ%redf@ﬁ%mwr%efé ¢ Dajiere
f 190, The whol
pertor W?ncﬁadth%pd Roct ?ﬁl T8 nds gfb &gré«elu?ér@?etpy eésrﬂ%(gu dpdclife naLfe e wnol e

tables frane 1's ayed 1 n ay I ncludes a
"Tr oubl ed (E@chﬂmlemm sém) tAabdeemayl alggmgafﬁrfbwls be dlickfe Bextheetisks shetbdsehed @mwes t he

wor st two rfor TCP clients ervers (.TopN f| e of 2). Over
the tine | ’%%ﬁf’é&?@ﬁ‘f Stﬁ&}d{zﬁgegta t %‘bﬁe@%‘ﬁg&?f} I—:‘q @é%g@b&ﬂe t abl es show
the foll owhgmgqua@aﬂw@f@ﬂbmboro 36N b3 6 ;f)lﬁi:rdd%'ﬁho%lﬁ?fV% 1. No. of

Connecti ons his is the total number o CP connections to the client or

server. Fig. 18 shows all TCP flows originating from host 10.0.0.47. The display in Fig. 18 is
15 generated by applying a filter selective to the 10.0.0.47 host to the data displayed in Fig. 17.
Further filters can similarly be applied by clicking on other hosts (hyperlinks) in Fig. 18, For
example, in the “Term host” column, if a user selects host 10.0.0.5 (1802), then all TCP flows
between host 10.0.0.47 (as source) and host 10.0.0.5 (as destination) are displayed.

A “TCP performance™ selection may be provided, in the screen display of Fig. 16, for
20  example, for generating TCP performance tables. By clicking on the “TCP performance”
hyperlink, performance tables 1902 for TCP are displayed as shown in Fig. 19. The whole
tables frame is displayed in Fig. 19 or clarity. The display includes a “Troubled TCP Clients”
table and a “Troubled TCP Servers” table for the worst two performing TCP clients and
servers (TopN field value of 2). Over the time interval specified ny the Start and Stop fields,

25 the tables show the following measurements for each TCP client or server:

1. No. of Connections: This is the total number of TCP connections to the client

Oor server.



WO 01/88731 PCT/USO /15601 30 2. TCP Data Bytes: This shows the total
nunber of data bytes carried by all the TCP connections. 3. TCP goodput

(Byt esl seeyq fdg shows the TCP payl oad throughput (applicgalshPisséihr oughput)
or TCP goodput. That is, the total nuwgber of s application bytes divided by

time it takes to send these byt es averaged over the nunber of connections.
4. TCP throughput (Bytes/sec): This shows the total nunber of bytes carried
in the TCP connections divided by time (TCP flowrate). 5. Avg RTT: This
shows the average Round Trip Tinme between the client and O server over the
nunber of connections. 6. Avg Response: This shows the average response tine
fromthe server to the client. 7. Retransmt % This shows the percentage

of TCP bytes ich congestion, 1.0 del ay,
or any ot her ason))e@i)ei%ﬂt”rﬁé"‘f'@‘ %‘P Fhﬁ’rg%@é‘“f“& Wﬁ@@?@@oﬂf@%d to add
ot her netri cs or defrepeon@iguti Nng netrics via the user interface. Selecting
the http hyperlink in Fig. 16 results in the display of statistics for web

traffic (httpy as %b?vgaoa;sm'fnﬁes;&@pmshmtﬂe@@Pg%némﬁx%ug@ﬁi ection may be

provided, in the screen dis , exa for generating
http performance ta@pelscauaythmwbmnhgm?gon@m hThqDISp@ﬂlemjalmmbef of hyperl | nk,

performance tables 2102 for S

ol o Tabres. fr amcaipbeaiog iyl iRidEA By S RAEFl B ke rendp oy

i ncl udes a " Troubl ey ¥M\Lf Ednnédtioss. t abl e and a " Troubl ed WNWV Ser ver s" t abl e
for the worst two performng WWW clients and servers (TopN field val ue of

2). 25 The netyics T@Pttﬁﬁ)ughfuﬂ (Bwei/wcmﬁ%hémh@mzﬁ AAberRy biaes Genarat ed
online and displayed to the user as troub ww clients and ww servers or

may be fed direct!yted@ m@mpmdedmwnﬁ@ﬂﬂ@wmt@

5. Avg RTT: This shows the average Round Trip Time between the client aud

10 server over the number of connections,

6. Avg Response; This shows the average response time from the server to the

client,

7. Retransmit %: This shows the percentage of TCP bytes which were

retransmitted (due to congestion, loss, or delay, or any other reason).

15 The TCP performance tahles may be customized to add other metrics or delete

existing metrics via the user interface.

Selecting the hitp hyperlink in Fig, 16 results in the display of statistics for web traffic
{(http) as shown in Fig. 20,

An “http performance” selection may be provided, in the screen display of Fig. 20, for
20  example, for generating http performance tables. By clicking on the “http performance”
hyperlink, performance tables 2102 for htip are displayed as shown in Fig. 21. The whole
tables frame is displayed in Fig. 21 for clarity. The display includes a “Troubled WWW
Clients” table and a “Troubled WWW Servers” table for the worst two performing WWW
clients and servers (TopN field value of 2).

25 The metrics in the http performance tables 2102 may be generated ounline and

displayed to the user as troubled www clients and www servers or may be fed directlyto a



31 network managenent system for inmediate action. These nmetrics can help a
network adm nistrator for identify bad servers and co nectious. This

i nfornmati gpolgPys7sy SO be used to as the basis to notify bpaeeeissarver
operator to buy nore bandwi dth or tosfix his server. Further, it can be
used to notify clients that they may need nore bandwi dth or they may need s
to choose anot her service provider. Accordingly, these netrics may be used
to inprove the quality of service given to users and ultinmately nay provide
further revenue to the network admnistrator. For exanple, in the table
"Troubl ed WWd Servers", the second server |listed (204.162.96.10) had about
33% web aborts. This could indicate a potential |oss of 33%of the

custoners d as shown
in Fig. d&‘g I nc a}aﬁ’@ﬁkﬁﬁ rgg%rﬁ&mﬁah%{e a@t? Srhfgggﬁ&xésg%}lhkl?ng application
1612. For ze}xmﬁ}aazrtdrmentﬂ’y\hedm&?&ﬁnﬂfb’ﬁ%mbThpaﬂhﬂaﬁomszh}mb@mmed 21
MegaByt es i Wer e elvddurln deS| nated tine.nterval. Upon
velact | o aboihast IBUACE e Sarver sagition O ot Biacy s o6 6y BisShen oo,
stack —andeihg, HcaPhse@io ﬂﬁh&f ch%ats 'th%t &epm Ud@&atnfbre bindSidtR bethéPHS) fee®f  UDP
traffic. In the tables frame DP Level Counts" tables is

di spl ay®ed teRegshepother mejpmmdere aﬁshortimgiy:atbpﬂem@,@mwy&e usedop ipprove theor

exanpl e, the.di i-ndi whi ch
cont ai ned %@‘I&iof%@%{eeép% q?#dt%gg Hﬁqy‘fﬁqﬁ%ﬁgﬁ%tga}%ﬁa (r)l‘ut 0. 32%
of the totahmidiftrafeeEort edamelelid2Be tabla “Frogbled B)WWISarecrs™t the spdoad serfer tisred shows
only IP traffij ph i ch dvvarfsth 20 traffic ). By
clicking dﬁ“‘{’r@‘%ﬁgg&%%ﬁa@%@ grts, i ?WQEWQROWBW%%B%W f\‘E axi s
onl'y on t hgsihRrsteforf fhisGwvdbtstts is not il ust rated) as the plot for 1P (parent
plot) wll be renoved. Selection of the "MBONE' button 2202 in Fig. 22

results,in dis %@5 o redi a
backboﬁle) sess?gﬁgab%% Saﬁﬂ?fﬁq‘@dt&n‘fﬁi’ gig%n Z%?@gﬂllgéfﬂf\ﬁ%\/ﬁmv\i?agkets
but t on 2204ch mdetipnp m;ﬁmatsmf 163eF cﬁzﬁﬂnpln t}ElrgwerE 27 Kgﬁ?ﬁt{mbMtWhah I
packets as_sho | 0 Fi 24.. .Si nce the net . can record all.
packet s, a‘folnp m@%t%ggﬂgespﬂgﬂwggmcgw%dw %‘ﬁmerﬂ’é’? nks in the
display of Fi gUp%tAf se\{\é%ﬁ%%/o? %Z%fﬁ%érﬂ%?ﬂzfo n %g; 12, we move up the ptotocol stack

and the display of Fig. 22 is provided to illustrate levels of UDP traffic. In the tables frame

15 2210, a “UDP Level Counts™ tables is displayed showing activity for each UDP application or
UDP port. For example, the display indicated that there were 453 domain packets which
contained 69 KiloBytes.

Note that UDP bandwidth usage was only about 0.32% of the total IP (see table 1223
in Fig. 12). Thus, the plots frame shows onty IP traffic (RED graph) which dwarfs the UDP
20 traffic (in BUUE). By clicking on the “Toggle Parent Display” the user can now zoom the Y-
axis only on the UDP traffic (this is not illustrated) as the plot for IP (parent plot) will be

removed.

Selection of the “MBONE” button 2202 in Fig, 22 results in display of an application
layer analysis of MBONE (Multimedia backbone) sessions as shown ia Fig. 23.

75 Selection of the “View Packets™ button 2204 in the butions frame 2250 in Fig. 22
gives a dump of all packets as shown in Fig. 24, Since the network monitor can record all
packets, all packets and their contents can be viewed. The links in the display of Fig. 24



32 allow a user to flexibly filter the data streans. |If the user clicks on
10,0.0.12 (2402), then the next screen of dunps will only contain packets
to and fr ;0. 12. In that next screen, if a user 0.0.0.5,

t hen the 8@%%@% di spl ay woul d show gnly packets betmee#ﬁﬁgﬁ%bgggé and
10.0.0.5, A user could also further qualify the dunp by selecting ports.
Various options s for danping packets can be applied by selecting a type of
dunp fromthe selections 2404 at the top of the screen display. Selection
of the "Recommend"” button 2206 in the buttons fi-anme 2250 of Fig. 22
results in the display of real-time capacity or bandw dth reconmmendati ons
for the network. Upon detection of selection of the "Recommended" button

2206, the t t.Q t he data
bei mg vi HBE et nar Pt R o LBk s BRIGL 0 B R B g by
an appl i céxt ek @f dhpewillitorBasnin gatlahd toapd B6md0.0.05EY, th Bt @bt Jm@k/ﬁw tch
capacity to obtain_ a goem fic qual h‘ﬁé of service. Several such statistics

2502 are WKoecied 1R04.5, shen the ayweuld shavsqnivppckets petygeno0. Gl ce
val ues sugly @394 9S8 usér%z?lﬁ aﬁ:@ﬂzrfﬁ@?‘%e | Sﬂcﬁ&ﬁﬂﬁb}g@le@@&ﬁoﬁ‘tsr SRPEBRGAs! ons on

the capacity required to support t esiréd quality of ser-yicc for the
type of tfoaﬁlﬁmpmapmﬂwem bd—‘apghedlg&elactdlgm;fpel df dsinp &ioer théreclections@didatdat i ons
whi ch can_b pre da n.a exenpl ary enbodi nent, the user may select a
parti cul al®&poti easffe(% s%ﬁ%l a "busy- period” for which she wants to "size"

tABSrQS& :Ag'[lé 2?%?6{3 %feéor‘%ecf’ g{e%%%?‘ﬁ” ¥y fhgﬁrm rVI g%@gf{ﬁﬁ%partl cul ar

appl i cat i REuéhd e H%Bfa?r%fé@ﬂnﬁé&z{paﬁfy &'balﬁﬁwhdtﬁ?écﬁ @i@donme MERbQoLac - Using
t he mat hemati cal node estimtes of the paraneters, as well as

par amet er 5Pt dateetipa of selsttiensof the Recommpndsd” Witor é@ﬂq reqietwark enitas @seAGr k
del aySP ef ﬁﬁﬁ@m{l@ctaﬁﬁode?Eocmze{é/rgtethm&i)eﬁWetd%ﬁr éﬁ‘.{)@s% t%fp'r Such as statistical

mul ti plexing gain requir enent ocatl ons and
provi des tdaanmsm-ranmstdm baﬂqudﬂﬁisageé@@ﬂnmdaﬁonqasmhérwbbﬂfdfﬁwﬁeﬁ
confi gur ation net wor k resources, or Sserver parangters to maxi m ze

net wor k uﬁqttllqgi)éthfﬂgﬁwm qapacity & phigh @ seeciisAuplity o g?ef@%er c¥al e statsiofent s. Such

r econmendadgrQRSsheRA ubpigcwas%fimeﬁeﬁerm%a}edtqwﬁy B hIcoMARieEsich 8s losd ati stic is
updat ed for every packet or a set” of packet's belonging to different services

and WO 011288284 mpgimyuysialdys seotain recommendations on the capacity required to support the
15 desired quality of service for the type of traffic anal _y"’vd Figs. 25 and 26 illustrate the

recommendations which can be provided.

In an exemplary embodiment, the user may select a particular application and a “busy-
period” for which she wants to “size” the network resources for a particular quality of service
level. Appropriate subroutines in the network monitor then analyze the particular application

0 fic and extract or estimate “model parameters”. Using the mathematical model, and
estimates of the parameters, as well as parameters of quality of service (such as packet loss
rates, network delays, frame rates, etc.) the model c\omputes statistics such as statistical
multiplexing gains, capacity requirements, and buffer allocations and provides the user with
optimal recommendations of switch/router configurations, network resources, or server

35 parameters to maximize networl utilization while meeting the quality of service
requirements. Such recommendations can be computed on a real-time basis where the

statistic is updated for every packet or a set of packets belonging to different services and



33 feedback can be provided to network el ements along the path for each flow
on optimal configurations to enable dynam c resource allocation to neet
service quahbigsrsequirenents. The x-axis 2602 of the graphwsapsesents the
nunber of users and the y-axis 2604 ngpresents capacity in bits/second. For
a desired nunber of users; the capacity canbe read off 5 the chart or from
a display of corresponding tabular results. Fig. 27 illustrates a display
simlar to that in Fig. 22 for the case where the Do DNS button was sel ected
so the IP addresses are resolved to their registered nanes. Fig. 28 is a

di splay show ng statistics that are displayed upon sel ection of the
"Statistics" button 2208 in the buttons frame 2250 in Fig_ 22. Upon

sel ection (o 8408 Mﬁﬂ r comnputes
vari ous stfgé;dll)és‘!tll]%glgsg gﬁédﬁ’ ata Q%%@gﬁt Ie)%tﬁgor\r)élﬁ%v\ec}# y theapuser

Exenpl ary csmfmwasrbns:ts enstdé dodempacmceaﬂwrch wtméebsrviongualitygrotiometts.

di stributions, bandw dth usage per client, bandw dth usage by domain,
average respofibex-bkis26(Reuf tmgw;mrrpprasﬁms dgaumbena-users pud them—akieﬁ@@e n
server-client pair, and.perfor rlcs s Th pres |nv kon IS
not |im téﬁp‘"f’%&écﬁ)&f“ﬁ g BHQW PRIARSE PHWES, ’"(5@9 conmput er

and the i %@dbﬁﬁ@ﬁﬁsﬁrmwpwy ofI&lfbsﬁdﬁﬂﬁi t4Rfar ﬂafsultsh%éﬂgﬁuu@t%mcﬁg @nd the
i nterface conputer be perforned a single conputer. Interface with a

net wor k rrrsmuiv@ﬁofhatd@ Hel P pr s caspovisrasige Ro DN lariion 5s palecirgisotiedPt ed to t he
user interface and g% rk being nonitored or another
conmuni cat| on I ne ﬁgﬁtﬂé‘%&l@? ?&égt)es an exenpl ary m)nl toring system

i ncluding a ne C h, ed to a first
communi cat i on F@ié(’iggﬂgp 4 éh&%gémt%geb%&fg &18{1%{ %{?‘ﬁ hr‘%)c‘ﬁtll 902 receives
(oni tor S)“Sdmht&smmmrmoatmmsuu(owﬁi:ﬁé )50 D Fig XM o aéledidn ol?thee 2904 and
selects certain packets fromthe data based on the characteristics of those

packet & THEUTHEE RN & ths merRpgomphioy cgp]amsd@goqswgatlgt&s o8¥danatkets to one
of a plur aéuhﬁr}ﬂﬁgm%@lééﬁh%yﬂfﬂéﬁs HxBlplaiist st?c%%lud%?%&et SR Estrithi@nd et wor k

moni tor can inmediately pfovid receive packets o the data procéessing
units or rmagtos distibatiohs) bandwidtitersagenee clidat bpmbwdth ysagaby demiingverass i | t eri ng

criteria. Jig Leaeived PICKEhs, MRS B RRHGH a8 bal o PerrRce” VO

metrics.

15 The present invention is not limited to a particular division of functions between the
host computer and the interface computer. The functions of the host computer and the
interface computer may be performed by a single coinputer. Interface with a network monitor
according to the present invention is not limited to the user interface and may be via the

network being monitored or another communication line.

20 Fig. 29 illustrates an exemplary monitoring system including a network momnitor 2902
(NetDetector) which is coupled to a first communication line 2904 via a tap 2906. The
network monitor 2902 receives (monitors) data communications (traffic) on communication
line 2904 and selects certain packets from the data based on the characteristics of those

* packets. The network monitor 2902 then provides the selected packets to one of a plurality of

s data processing umits 2908, 2910, 2912, The network monitor can immediately provide

3]

received packetsto the data processing units or may store and later retrieve the packets

according to filtering criteria. The received packets may be selected based on one or more of



34 a source address, a destination address, a packet type, an autononous
system a source port, tine, a destination port, a network identifier and a
pair of haghssdof exanple. This architecture allows a nepwisk/¥edi tor 2902
whi ch has a | arge throughput and |arge volune storage capacity to perform
a data processing function in.parallel. for each. 5 of several selected
groups of packets using data processing units 2908-2912 that have a

t hroughput capability less than that of the network nonitor 2902. In an
exenpl ary enbodi ment, the data processing units 2908, 2910, 2912 are
intrusion detection systens (IDSs). The network nonitor 2902 provides groups
of selected packets to each IDS to allow the systemto scan for intrusions
with a hi : ' [ ' td tem The
Syst em oot toney QU e sk 3 2RSS B LR AR SEGF OBl BT T 2
for sel echiie)g dptinktatnpotthatetaod idadfensad afproof ke, ooexantpdati on line. In an
exenpl ary enbodi nent, the network nonitor does this by either recording
sessi ons on a st or afies arbit@turasitbwslaayiwogk hesikor 2685 wWhieh hisof lafgk dusughputg. |

TCP/ I P flgq\ﬁra - SYN- FI over to di ft{??r ent IDS 15 devices; or F% st r eam ng
sessi ons &E89 YPIYPHTNALS RBRULY CuPRUIAE agatpinsosessing tHRRtign i pasallel fongaghs)  or
data procesggivem sWicted %\“(?‘Up‘é Bf PNt S r}eg”lﬂﬁarprééé%in%adﬁs 9608910 a8 RdveRr Ot OCal as

1
on the conmmunication ne or may- be 1 n an encrypted fonnat. A session may
be i dent i fthestigtput caphbilitydess than thap of tBOuReRkinontoE8?. | P or everything from
one SOURCE | P or Network or TCP fl ow between a pair of hosts or HTTP fl ow 20
bet ween a pair of hbstnsxempluprRrmbadikent the detmporvessngsnito2208e29105 3012 fier

le. Th L em. i des.i det ect f t t
that ' r anddifyondsiestitn SeRE DS b rerPIgioTen 18 ARG PR it e
processi Nopagketd 18 efidh D96 alldiv B8R Is@kdnk RGc for inRBGERIICORIEIRS BOSEHhPE tha apor t

scans for a single port for distribution to a particular IDS. This also

i mprovés tSnReleiBirstipy dgectionsysisist em t o i dentify port scans or address scans
whi ch can occur 25 at slow or fast rates; networks, hosts from which Deni al
of Service or dihgsysiaumayoptsrizathe bistrusiaydefesdongysigaibssadosihgperiseria fomnonal ous

traffic or_g ﬁgavior" r t o] o)1 d ] ical (time of
day, day oﬁe}ege -c}‘qtts()ﬂl‘fgea%‘[%%]%ﬁeg glfo%[ %Irg%gﬁ%eusc %%q%ggﬂ)% %é:% i {n?a%][ ake or unusual
WO 01/ 887 JinHadihd dS@lle/ nbBa monitor does this by either recording sessions on a storage media

and playing back sessions (or flows, e.g., TCP/IP flows = SYN-FIN) over to different IDS

15 devices; or by streaming sessions directly from network capture devices to output interface(s)

or data processing units which may be under the same or different protocal as on the

communication line or may be in an encrypted format.

A session may be identified as all packets from SOURCE TP-> DEST IP or everything
from one SOQOURCE IP or Network or TCP flow between a pair of hosts or HTTP flow

20 between a pair of hosts or UDP packets from one host or Network, for example.

The system provides improved detection of port scans over a system that randomly
select packets for distribution to the different data processing units or IDSs by selecting all
packets correspouding to port scans for a single port for distribution to a particular IDS. This
also improves the ability of the system to identify port scans or address scans which can occur

25 at slow or fast rates; networks, hosts from which Denial of Service or distributed denial of
service attacks tock place; anomalous traffic or “behavior” from haosts or users compared to

historical (time of day, day of week - to set standard or thresholds) activity; fake or unusual



35 transactions in e-conmerce, e.g., sudden activityto transact trades on
the stock exchange for different users fromone IP address. Fig. 30
illustrates a hierarchy of network nonitors for nonitori :],%Tm)s%{_ rk. The

hi erarchy BPIPY&&3Y or centralized management of the netwo ni 3\§6r)li ng system

froma single 5 interface. A user can view a network of network nonitors
and their hierarchical relationship to each other. Any unit in the network
can be configured and traffic statistics can be viewed froma unified user
interface. Centralized Managenent allows for the unified configuration and
access of nultiple network nonitor (NetVCR) nodes froma single interface.
Network Monitors are arranged in to an ancestor/descendant hierarchy;
ancestors maintain information about their desc&gﬂgnts nd descendant s

) a
report t hefansashionsin eeaMmeroses- & SyfidRn aghvity iy rapsagiirades opdle s PRNBs 97 ¢ hei r

i mredi at e ARCEStRL: FIRAGERN dddsi zed Managenent interface allows for easy
viewi ng of all descendant nodes, and provides access to Traffic Analysis

and networ k nofig 30 iluetetesureraichynof nepwask fgoiders for monfiennga netwerkeTivor k noni t or

is added t,0 th twork it .needs to b nfigured with the P address of

£ e HrR ey ARG ey RET epdesm Pl oF BBk ok Rotibe o Abm AL S codant

net wor ks NORietfade. MOGestaviewd Adtwbitef asteekimoniladad tifiihidriichigal ir¢litonsEp | on

about itself and its descendants, The ancestor wil| create a re,corcﬁ of the
e

descendantto eah QsEcARYBRE B)he petwerk canybn coptigued andiefiic siajistiescan bewewe

descendantﬁ@%mg&%&}ﬁt&ﬁ@gs a keep-alive nessage to its 20 i nmedi ate
ancestor. It a descendant 1s renoved fromthe systemthe ancestor wll no

| onger be recd&eviraliged Mpnademeftrabiows frathedmified mdirguratiod andhaccess obmitilbipleni | | set
the state of that de t .tqg down (offline),. Fig..3L illustrates a

cont rari sy menEREN A gt S EnplE bt ER, Mok MR SH R g

syst emyo Ceditanddstor/escbfiandesnhy: R slotiafaimain idBinhatioh ABA théirdscaidahize NTet VCR
u network. The interface graphically shows the hierarchical relationship of

the vari owrsdrescendaptsgerortdheinyiaus (adthg stels ebanyigl Mexsasrqedmphe thdvel at a
time, all oG\ ctd& The Clithdlized HIRNReh IR et NCRI AR MPLHSy BbehBoEAY -

descendant ncdes, and provides access to Traffic Analysis and network monitor configuration
interfaces. '

15 When a new network monitor is added to the network it needs to be configured with
the IP address of its immediate ancestor to begin the registration process. The mew descendant
network monitor registers with the ancestor node, supplying information about itself and its
descendants. The ancestor will create a record of the descendant (or descendants) in its
database. After registration, the descendant periodically sends a keep-alive message to its

20  immediate ancestor. If 3 descendant is removed from the system the ancestor will no longer
be receiving signals from that descendant and the ancestor will set the state of that descendant
to down (offline).

Fig. 31 illustrates a centralized management interface of a hierarchical network
momitoring system, Centralized Management provides a “family tree” view of the NetVCR

25 network. The interface graphically shows the hierarchical relationship of the various
NetVCR units. The tree view can be expanded one level at a time, allowing the user to drill
down the NetVCR network hierarchy.



WO 01/88731 PCT/ US01/ 15601 36 The left pane of the interface contains the
Net VCR Tree View. It is simlar in format to a file nanager's

represent afinQps9h directories, subdirectories and files. pihigushigRoM ew has
three tabs across the top, Analysis, LA and Alarns. In Fig. 31, only the
Analysis tab is inplenented. At first the Tree Viewis fully coll apsed,
meaning that only the root node is s visible in the tree, Double-clicking a
node will expand it one |evel, revealing the node's imedi ate descendants.
Doubl e-clicking the node again will collapse the branch. The icon to the

| eft of each node nane indicates its role in the Net VCR network. An icon
of a gl obe indicates an ancestor node, and an icon of a conputer indicates a

descendant - only _n I he | ﬁhg j: tly
offline or the ’%ﬁg 1&[1 Elmgé)ﬁh%n%ﬁf%g@or&%ﬁﬁgf %@nd Ireée ésdgﬁggrr{ftﬂﬁralﬁgsﬁgest or
has been | wsifile Arasdgagt prientdtion bl diravtuties, paiphkireetbes anth Gldle ThieoTice Vienf Basc Dat a
Table, to the right o th ree View,, with {nforymatio bout, t he datasets
on that no‘ﬁj‘@e tapy Crf’%{‘%toﬁrg%-[ﬁé% SPﬁea“de\tlr‘FT & f%‘flﬁg’ﬁ%ﬁg’s‘ﬁ &t ded On:
The host najgy) Qi enfdacalNelsMiRTIR aliew RO FPGMabLE, BlahAg Blat only telrBdt@bdage: The

interface type of the dataset. Status: The recording status of the dataset.
It can havesibiedn the tiehdddubletabigkinga hiederwill gpand &t onRéayel; tiverding dieavogedel, Ar chi ved

e ter oy SIS R SRLoRRED el ot Bp S 08h St BubPlent B oLt ' e ©
Dat aset Confi gurlatitonro théQefPar@ch bsdeqaht aidicarks ds £id ia i W VCRhRtvidiardn and st op

times of the dataset. Device: The (%gysi cal interface used for recording
traffic dalcan o slobsdndjertessim ageesion Bodteuginpicon ol # CPEP Y IdiTale acdlegteadaniyo

buttons t hahy GORDEGe {BGIH al SRl b RhaPdtithelok RS oRBubG ke Once a
dat aset hagﬁ%een' ngeégﬁtgﬁ ?égmm%ﬂgg%&l{letmr%%ﬁ afefi C Dgta Taﬁ? e, the
Dat asetio Qpbkataednche ddscandars aphancestorthias bdentdse Data Table is used to specify
the paraneters pf. the.data to be displayed. The i el and, but t ons
correspond to t‘ﬁ@“&l&r‘ﬂl? {T? Ii“’gll" Pa%{ﬁﬁgsgtbe éﬁ%"%&g‘%cfda% flgble’ ' ne e 3}

the Tree View, with information about the datasets on that node. The table provides the

following information:
Recorded On: The hostname of the NetVCR that recorded the dataset.
15 Interface: The interface type of the dataset.

Status: The recording status of the dataset. It can have one of the following four
values: Recording, Stopped, Archived Recording and Archive Stopped (refer to Chapter 3 for
the definition of each term).

Comment; The Dataset Name of the dataset as defined in the Dataset Configuration

2 Page.

Data Start and Data Stop: The start and stop times of the dataset.

Device: The physical interface used for recording traffic data.

At the bottom of the Network Traffic Data Table are two buttons that enable _
horizontal and vertical grid lines on the table. Once a dataset has been selected from the

25 Network Traffic Data Table, the Dataset Operation Menu to the right of the Data Table is
used to specify the parameters of the data to be displayed. These ficlds and buttons

correspond to the controls for dataset analysis.



WO 01/88731 PCT/USO /15601 37 Start and Stop: The tinme interval that is
desired for analysis. Refer to Chapter 4 of the User's Guide for details on

speci fyi nowhigigssnt erval s. Protocol Layer: A pull-down ngggdsofiss@f the
protocol |ayers available for analysig (including Frame, Link, IP, TCP and

UDP). s Analyze: Cicking on this button connects to the NetVCR Anal ysis
Page for the selected dataset, using the paraneters set by the Start, Stop,
and Protocol Layer fields (refer to Chapter 4 in the User's Quide for nore
details on this feature). Configure: This button connects to the NetVCR
Dat aset Configuration Page for the selected dataset (refer to Chapter 3 in
the User's GQuide for nore details on this feature), 10 Reports: Cicking

Uhis button wild s nnaeh: o, dheiRlaY AR R0k for2Afiedrpld Oipid e user to

vi ew St andar d an repor epor EShnects to the
Net VCR ReptbeUsdaxrﬁm@jbadamhoﬁamzﬁfmgtxmtehﬂersﬂk ect ed dataset and the' chosen

prot ocol | ayer. ono stem (LAS) up of YP n tvvo ks operated
by one or nore |§°Hﬁi\iﬁﬁ?‘krg g%/\g}rgen ‘hﬁré’tog @PW&%"’%‘#’ F@‘é‘)'ls&? defi ned
external r@iddiy rRahd, Sk, b, qr@prandgg@ ifi ed filter maybe used to define the
aut ononous system For exarrp e, avalid qualification could be (net

121.0975 0.0 rras%alavse (king oo)tms)but(ongnr@gtstmtasklem mgly&s Bpgefor the net

aqgr cgat i oRe5F fupi iRHb 68 pASH TR, Sor i B PRl AR BLURY

events (e. @haptehafl':ﬂ(ﬁélﬁér @Glﬁdé(ﬁfm@ﬁetdevmlﬁwﬂﬂﬁm&ﬂﬁﬁ)the network (to the
source). This is effective due to accurate ti st anps_ acr 0ss |nterfaces A

net wor k m) ni t orCaafigues hhis bptm copRects iy the |N?6\’€§tl?5\§@ebgo'éﬁ€“|‘ #onfisge fordhsr + scans
on all d%te& &iitﬁ'ge? érefelotSlap@t § ﬁﬂﬁé B2 Ride f@rrﬁl&\‘, dRRi1 06 Sthisedd ). NS

i ndi cati ng nia service attack patterns i ndicating coordi'nated deni al
of servéce att Reperts:rdoikingdlas buttos wibl cargctitd HeNatHER Rapyrts Pogé andiallaw e

insertion of 00 a system A network nonitor may be used to: WO
01/ 88731 Figﬁ-}d g)lvylﬁvggﬁliéaré do Ciistony Teports.

Schd. Reports: This button connects to the NetVCR Report Configuration Page for
the selected dataset and the ‘chosen protocol layer.

An Autonomous System (AS) is a group of IP networks operated by one or more |

15 network operator/s, which has a single and clearly defined external routing policy. A user-
specified filter may be used to define the autonomous system. For example, a valid
qualification could be (net 121.097.0.0 mask 255.255.0.0) or (121.099 mask 255.255.0.0) or
(net 121.100/16).

A distributed network monitor allows for correlation and aggregation of data across

20 the network. This allows for tracking of events (e.g., hacker or cracker activity) across the
network (to the source). This is effective due to accurate time stamps across interfaces.

A network monitor can scans for patterns indicative of an intruder: port scans on all
entry points; telnet attempts on all entry points; patterns indicating denial of service attack;
patterns indicating coordinated denial of service attacks; modifications to key files that may

25 indicate insertion of a back door into a system,

A network monitor may be used to:



38 'Providing a "Request for Action"” notification to shut down the point(s)
of entry. This action could be acconplished via an intelligent agent,

nmodi fi cat iwoe1$3t he ACL, or via an Operator. . Determ na@crasopfsemhet her
"back doors" have been created. s Prosiding a "Request for Action”
notification to close any additional entry paths that have been created by
the hacker. This action could be acconplished via an intelligent agent or
an operator. Display history of the hacker's actions. 'Providing records of
any files downl oaded to the breached system to .ldentification of what has
been conprom sed and providing a "Request for Action" notification, thus
enabling the Adm nistrators to take actions to "undo" the damage done.

' Provi di ng det 3po6idino i Refitsi BN ALY BStfdali® folshitQowR HIRSRftls) Mbatrl.- This an
“evidence trail", The specific applications that can be supported via
Net Det ect cctipmasiuldchs:acgonsd ishad vigar igtelligantiagenignoditicaiany tOébetyﬁcgwr @iRasr nal
i ntruder a(?% %rerti ng adm ni strators 1s of the possibility of attack in
progr ess. P hni ng for patterns of m suse of corporate resources by

i nt ernal per sorDeternin M kif R ethaopgikatobidChave bedaleréatdd. r st i ne of def ense
system al ready depl oyed within the network to identify whether the
intrusion is sePioviding agRegrestior Aglinat petifigghientosinse anspaddisiong ety patsdhatd: what

has been qgm&mcﬁgfaé%%?%e(ﬁg%ﬁyﬁﬁsa&ﬁ&ﬁ conlmeoecag%cﬁﬂeﬂlfg?e v é:{ 1¥§{%§ll(gieﬁgl ent or

cooperatively wt ntel 1 gent engi ne capa earning t

cont i nuousdnypergpand and i nprove the alarm patterns. A network nonitor
according to the. present inventjion can set the follow ng thresholds for
det ecting anonﬁﬁﬁ&r@yﬁ’é{oﬂwl{}?‘?ﬂaldcﬁcf'racgonﬁarti cul ar set of applications, the

nuber of | P hQsioyRpire SO Ghy BIRS dowailoddBY R tHd HiBacRed §RN | P address (either
t he source or destination) exceeds x over a time wndow ofy. x andy shoul d

be useno confi galattifecatidinef vet hasfheapeinipremisatmid phayidieg & TRdqueefag Astien™ of
post 1 ve. L i DS RUFORAR R o RSl BRI AR 000 25,
scans. eProviding detailed information on the culprit for prosecution, i.e. an “evidence trail”.
The specific applications that can be supported via NetDetector include:
v" Scanning for pattems indicative of an extemal intruder and alerting administrators
15 of the possibility of attack in progress.
v" Scanning for patterns of misuse of corporate resources by internal personnel
v Working cooperatively with a first line of defense system already deployed within
the network to identify whether the intrusion is still int progress; whether back doors have
been created; what has been compromised and details about the culprit.
20 v Working cooperatively with an intelligent engine capable of self-learning to
continuously expand and improve the alarm patterns.
A network monitor according to the present invention can set the following thresholds
for detecting anomalous activity:
v" For a particular set of applications, the number of IP host pair connections
25 involving a common IP address (either the source or destination) exceeds x over a time
window of y. x and y should be user configurable. The set of applications should include a set
of positive rules, e.g. telnets and pings, as well as negative rules such as “not hitp”.

This can be used to track Denial of Service attacks and IP host scans.



WO 01/88731 PCT/ USQOL/ 15601 39 / For a particular IP host pair, the byte
rate exceeds x or over a sustained period ofy, x and y should be user

confi gur ablg.g1d4¥61 set of applications should include a seTafsoy3esitive
rules, e.g. telnets and pings, as welj as negative rules such as "hot http".

This can be used to track suspicious "excessive" usage to a destination
front a 5 particular source. For exanple, break-ins to a particular host. /
For a particular IP host, the nunmber of individual sessions exceeds x or
over a sustained period ofy. x andy should be user configurable. The set of
applications should include a set of positive rules, e.g. telnets and

pi ngs, as well as negative rules such as "not http" is This can be used to
track suspicio s excessive” on . activiti stinatio .rpm a
part i cul ar sour o RGP BFERERRERAR AFhA kit 8ok PRt Bl R poril
utilizati of yok addneshosld bt asee dodfligakbR X Tlieedsofapplidations shndd irgludeigtdioned for a
period of time y. x and y should be user cqnfi?urableh This can be used to
track DeniPQPitiys fulss & g delngls g, apeyvell apnegativespulessyah ag gt dtal.i d source or

destination 1PaAdpess.dlay ﬁ&&%ﬁsﬁc}t}&wn@{ﬂeﬁsﬂfee %Sagle 0K destitihion g e done i f

you can statically specify a set of "valid" |IP source addreSses that

conpri se tdwici sererandiok eximplal bieak-éns taimpandicrlechasonal | i nks, source and

destination can separ at C ked., For. shared nedi uns |.i ke Et henets,
e Coul d_ont y ¥ HoygOR RN 1P R 75 BBiher Oh iR R B Fhseth &6 Tl Pocs o
are i nval i gilstaid€d gdviod of pW FhdghBeld boises aRaf@abladithe 8aSfE Spplicatidde shoufor a

generic byte pattern in the payload. This feature would scan sel ected

packet s (fipeluqerasgt efrpgpifive ulgsep.2.delngls and nigesqas el ias gegatinerlasgich asakdtern. (Eric

- don't' éﬁﬁ{”thi s happening in the short term but added it anyway.)

ALARM NG TURES as A SNWP trap can be sent to a connected managenent

syst emiavhen a tThiseshbé dseidgo trevtoegdtads “‘ervessde’ tréssiop aalhdiariiag desoudtibnal so be

provi ded t Jan{lgjﬁ. to show j?' ar s Iprk)tl]ce. web- bas?d i nterface (nmuch |ike when
1 ar Or examipie, DYear-ins 10 a parficula

one has r &t ¢EATISHALIRUTEE) » host.

v" The utilization of the monitored link exceeds a rate x and is sustained for a
period of time y. x and y should be user configurable.
This can be used to track Denial of Service attacks.

15 v" A packet with an invalid source or destination IP address traverses the monitored
link. (This can be done if you can statically specify a set of “valid” IP source addresses that
comprise the end network cloud.) For uni-directional links, source and destination can be
separately checked. For shared mediums like Ethernets, one could only trigger an alarm if
both source and destination addresses are invalid.

20 This could check for spoofed addresses.

v' Check for a generic byte pattern in the payload. This feature would scan selected
packets (filtered traffic) for a match of a user-defined byte pattern. (Eric - don’t’ see this
happening in the short term, but added it anyway.)

ALARMING FEATURES

25 A SNMP trap can be sent 10 2 connected management system when a threshold is
exceeded. In addition, alarming could also be provided to Janus to show alarms on the web-

based interface (much like when one has received an email).



WO 01/88731 PCT/ USOL115601 40 GUVCONFI GURATI ON FEATURES: A user can
configure the necessary paraneters for threshold checking. This neans that
the x's angy'\pssads specified above are user-specifiabl e agciishi/&si0t her
information needed to define the thrngshold, e.g. list of "valid" source
and/ or destination addresses. 5/ Ability to identify a single |IP host that
has initiated "excessive" amunts of connections with other |IP hosts /
Ability to specify the time span, the nunber of connection attenpts that
gqualifies as excessive and the frequency of attenpts which should be

consi dered excessive / Ability to identify single IP to IP connections with
an excessive anount of ports 10 being used in the connection / Ability to

det ermi ne when ti-Vi i eedi ng "normal threshol ds" (bandw dth
spi kes for ext mpmb&%ﬁ](’m'to specify the tinme span and hei ght
of the spi ke waigh oonubislidas hensederPdramewaerssihwehdld clecitiay| Thiymkats t he user
to specify a list of "valid ports" and alarmon any connection attenpts to

ports not WHEEIXswd s gnspraifisd abevearepser-tneifiable apwrl axptherinforaatior in the
event of e 0 fitthe W ekl fe. §t|of‘k\)é}6i\gpioﬂfcg\éhﬂ§nﬁ%a o@&ﬁ:éék ual ~alarms on
rk-a en |/ it the

the netwo mnistrator's scre y to provide adm ni strator
wi th mesxi mum f VexAbilityits ideatify alsimgledP hiest that ipa gtigted 2B ceseive” guimons;of e- mai | )

Architectural Overvjew Fi 2 shows the basic architecture of the
Net Det ect dPIRRTHPE ! qiber gh‘f‘%

ol ©Mbdul e communi cates and directs the actions

of all the other AielylRelRefPihe GHHIRPHE tHe HumbROfBomSctdakhpts Haegalisiee: 25 /
Activity Detector: Network activity & Pattern Recognition nodule / Data

Manager : DBaexceasivering shedramuensy of Mtsaptsavirichnghayld de consjderad expstive
V' Ability to identify single [P to IP connections with an excessive amount of ports

10 beingused in the connection
v' Ability to determine when network activity is exceeding “normal thresholds”
(bandwidth spikes for extended periods)
v" Ability to specify the time span and height of the spike which would be considered
excessive
15 v' Ability for the user to specify a list of “valid ports” and alarm on any connection
attempts to ports not specified
v' Ability to alert the network administrator in the event of suspicious activity
v Ability to provide audio and visual alarms on the network administrator’s screen
v' Ability to provide the administrator with maximum flexibility on alerts (e.g. pager;,
20 cell phone; e-mail)
Architectural OQverview
Fig. 32 shows the basic architecture of the NetDetector system:
The Control Module communicates and directs the actions of all the other
NetDetector components (shown as ovals). These are:
25 V' Activity Detector: Network activity & Pattern Recognition module
v" Data Manager: Data Archive & Export Module
v' Alerter: Alert Module

The Configuration Module configures the control module. The configuration module



The Configuration Mdule configures the control nodule. The configuration
nodul e WO 01/88731 PCT/ USO1/ 15601 41 is responsible for the Pattern

Recogni ti agobpkabase (DB), fromwhich the patterns to be pcggisenisel, and
actions to "be taken are read by the j/Activity Detector The Alert Mdule is
responsi bl e for generating alerts according to configured action

paraneters. The alerts can occur in various fornms, selected by the user,
such as: SNMP traps, 5 Enmil, Pager, or Console. The Data Manager has two
conponents: the Archive Mdule and the Export Mdule. The Archive Mdule is
responsi bl e for saving packet data relevant to the alerting event so that
the normal agi ng process does not erase it. The Export Modul e nanages the
transm ssi; . : I nal ysis. to
By det ect ilér)lrgws0 8%%%2&3%a S eﬁﬁé%g%;ﬁ \/\%‘?ﬁéﬁﬂégéf@yt at acgtmgf%%%%ggoe&t han a

speci f i ed degtted ardactiohletofbetaet: are realbyskghaivityerrcpossi bl e DoS attacks are in

progress. |In agdditjon, eepi n k of unresolved SYN requests and | CVP

echo request pﬂl&q(%lllegq\(lgdugeﬂgFﬁg&ﬁ%ﬁ)@@ﬂ@@gﬁwmc&;@gmqo&ﬁgtbggacgp{a acks. A
net wor kK i bRfer SROA16M S Ghn beouk REvRbES@Rs, kedechR ty the@en bt A ENVIRRLR real | ze
when |Is increased network activity has become the normw thout the network

admi ni st r Fml, Bages of Gonsgle. t he change. / Regul ar expression search in entail

(SMIP/ POP anal ysi b . anal,ysi.; . i,cation

L ovel meosages peDys MR HEiRpibihpbieps iR alsE bodhip B i p Rl |

| nt r usi on The tAedivedViodisiseesponsiile Bl tdvingpacket datstciaviuado tedlettigerented above
wth referencetoqier,tain specific enbodi nent ,@Qhe reg&gt invention is
never t hel &4 t5E0RA REIRGBEPOFSS dpks 1ot Frptedl TROEYRIE Medulq panaserBnRansRisha |

various mMgdididva@ldaAns eBialSstBRefr ktmkNGialgtai | s within the scope and range
of equivalents of the clainms and wthout departing fromthe spirit of the

i nvent foon. 42 ByWetecting suddsi resks insnetwork Aafiistthed st for mpresbassaipagifictht a from a
conmnt atdhl%ﬁoﬁ,'ﬁ%ﬁ)e%gc%féaﬁ 'sx% RJﬁSn possible Do§S attacks are in progress. In addition,

keeping track of unresolved SYN requests and ICMP echo request packets is another way of

detecting potential DoS attacks.
A network monitor according to the present is self-leaming to enable realize when
15 increased network activity has become the norm without the network administrator specifying
the chaﬁge.
v" Regular expression search in email (SMTP/POP analysis), web pages (HTTP
aitalysis), aind otlier applicaiion level messages (¢.g. FTP, TELNET).
v" Interoperability with external Intrusion Detection Systems.
20 Although illustrated and described above with reference to certain specific
embodiments, the present invention is nevertheless not intended to be limited to the details
shown. Rather, various modifications may be made in the details within the scope and range

of equivalents of the claims and without departing from the spirit of the invention.



steps of. (a) receiving the data fromthe comunication line; (b)
segregating the data into packets; (c) selecting packets having a conmon
characteristic based on at | east one of a source address, a destination
address, an autononobus system a sourcgpport, a destination port, a network
identifier, a pair of hosts, an application, and end-user or a protocol,
correspondi ng to respective packets, and irrespective of a session to which
t he respeckmgﬁsc ﬁﬁ&pgs may bel ong; and (d) providing the sel ected packets
to one of a plurality of parallel intrusion detection devices. 2. A nethod
for processing data froma comunication |ine conprising the steps of.

receiving the data fromt communi catiaon |ine; segregating the 8%ta into
packets; selecting p%BE@FE%R%WPﬁa“aggﬁﬁﬁaﬁl%Hﬁ?ﬁ&?éﬁﬁ@ﬁF@FO%BHEP% ing the
sel ected paglealrs; and providing the encrypted sel ected packets to one of a

plurality of parallel intrusion detection devices. 3. A nethod according to
clai m 1 further(aoepringithgdathomtiepecamimenigitionginehe  segr egat ed packets and

step (c¢) incl ud@z-sesggfj{gﬁé%%@g dg{a%t%glaa%%ket s having the common

characteristic. according to claiml wherein step (a) includes
recei ving data (cpsulieting phdkesthapihgla@emimoantadatefisticchasddia adest gne@fiadi ng t he
sel ected packets under a second protocol different fromthe first protocol.
43 5. A nBURSRIELSES Bdetinatphef et Anal NP ROBLISISAY: @ 4PHIENPITLREIEHIREPT si ng t he

steps of i ba, BRI IUiRilica Bt Bt KR ARIERATBRINALRE drlaForocd D)
segregating the data 1 nto packets;
corresponding to respective packets, and irrespective of a session to which the respective
packets may belong; and
(d) providing the selected packets to one of a plurality of parallel intrusion

detection devices.

2. A method for processing data from a communication line comprising the
steps of:

receiving the data from the communication line;

segregating the data into packets;

selecting packets having a common characteristic;

encrypting the selected packets; and

providing the encrypted selected packets to one of a plurality of parallel intrusion
detection devices.

3. A method according to claim 1 further comprising the step of storing the
segregated packets and step (c) includes selecting stored packets having the common

characteristic.

4. A method according to claim 1 wherein step (a) includes receiving data
under a first protocol and step (d) includes providing the selected packets under a second

protocol different from the first protocol.



(c) selecting packets based on a respective characteristic; (d) generating a
statistic corresponding to the selected packets; (e) generating a threshold
based on historical values of the statistic; and (f) generating an alarm
signal if the statistic exceeds the threshold. 6. A nethod according to
claim5 wherein the statistic correspoﬁ s to a nunber of packets of
different users received fromone source address. 7. A nethod according to
claim5 wherein the statistic is a count of packets received for nodifying
a key file. 8. A methowthadder popgsing dapaiom SCRBRYIFH aTECSORIPFiSNg Ehe
correspondg,.to @ nunber of host pair connections involving a conmon source
or destination address. 9. A nethod according to claimb5 wherein the
statistic corre@peandsingahadatpbokeate c@h@uciostioadpondi ng to a host pair. 10. A
met hod according to claim5 wherein the statistic corresponds to individual
sessi ons corres&%ﬁﬁ?ﬁﬁ“?%‘ daB<pt0 PRSKESA et hod according to claim5 wherein

the statistic cQ Ee@éd@iﬁ%g&lée% baSdd dr ZRbpRRyOfhatdric@MUNI cation |ine over a
gi ven peri od of met hod according to claim5 wherein the

statistic corre@b@ﬂﬂ%mm@aa&HmUmbvﬁmmﬂﬂmeanMﬁw§EWﬂ@@d@ﬁ destination

addresses. (e) generating a threshold based on historical values of the statistic; and

(f) generating an alarm signal if the statistic exceeds the threshold.

6. A method according to claim 5 wherein the statistic corresponds to a

number of packets of different users received from one source address.

7. A method according to claim S wherein the statistic is a count of packets

received for modifying a key file.

8. A method according to claim 5 wherein the statistic corresponds to a

number of host pair connections involving a common source or destination address.

9. A method according to claim 5 wherein the statistic corresponds to a

packet rate corresponding to a host pair.

10. A method according to claim 5 wherein the statistic corresponds to

individual sessions corresponding to a host.

I1. A method according to claim 5 wherein the statistic corresponds to

utilization of the communication line over a given period of time.

12. A method according to claim 5 wherein the statistic corresponds to a

number of invalid source or destination addresses.



