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PCT/ S8/ 00023 METHOD AND APPARATUS FOR CAMOUFLAG NG DATA
Field of the wowedsaon The present invention rel apet/sgesmozs |y
to encoding methods, and nore 5 particuldrly to a method and appar at us
for steganographic epgadi ng o ShE A 0 2 . Lo nethod is
espartially suited t o—org *‘ e ;L;;! .... AlPmage and
video data and it will be convenient to describe the nethod and

associ ated apparatus in rel.ation to that exanple application. It should be

appr eci at ed, Fielkcofghe tnvantionhe i nvention is intended for broader
application and 1Q_ use. F?r. exzimﬁl e, the encoding nethod of the present
i nventi on may al sol IHe Present iyentioR relates igangrally tpencedipgypethads, and more

rofuct o Sna RemEyialy & niinad and apparatys f5 StbGHkIRHEicYridhtihd OB cea s or
copyri ght aut hent i T bAcodins medod isbgedriay suited ﬁaaigitamaﬂébﬂagimp& o,

past few years, a nunber of digital watermarking techiniques ave been
devel oped f orstiflhimager pod ¥idep datsdnd it il bgatonvenient toedesesibecthat method and
wi th copyright inf?r tion..on Ihei{:uterne

. A nunb f digital.
wat er mar ki ng 3SSORIARA APARAILS B Iejation tf@eh"a[sa?@ﬁ'@'&. a?ﬁl'cﬁrﬁl’;hp?&sgmu% ﬂ?l,fsg o
i ncl ude US P - - 6RQ.
o Sandt ord SRPTPRRER hefsgst thal R ihvehtch o ftehded 5 Sidader applicaer it
i ﬂen_t i f{ @t i ofises; OtFor @xampisrthie aesncodling methed) of ltiee ipresert iAaésticH ey aled e
physteat used in the field of data encryption.

Backaround of the invention

The tremendous growth in multimedia products and services provided via
15 the internet has led to the need for copyright authentication and for protecting
data integrity. In the past few years, a number of digital watermarking techniques
have been developed for the purpose of resolving legal use issues associated
with copyright information on the internet.
A number of digital watermarking techniques have recently been patented.
20 Examples of these inciude US Patent 5,636,292 to Rhoads (1997) and US Patent -
5,659,726 to Sandford and Handel (1997). Rhoads discloses methods to impress
an identification code on a carrier, such as an electronic data signal or a physical
‘medium, in 2 manner that permits the identification code to be later discemed and
the carrier thereby identified. Sandford and Hande} disclose a method of
25 embedding auxiliary information into host data, such as a photograph, television
signal, facsimile transmiésion, or identification card. The method operates by
manipulating a noise component of the host data in accordance with the auxiliary
information.
Throughout this specification the word “steganégraphy” is intended to
30 denote any of various methods seeking to conceal the existence of a message
within some other medium such that any uninténded p'ar‘ty who intercepts the
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medium in a manner that permts the identification code to be |ater

di scer ned a% o/4 00({[ he carrier thereby identified. Sandford raTbaIs/meses

di scl ose a ne Ieloda of 25 enbedding auxiligry information into host data, -
such as a phot ograph, television signal, facsimle transm ssion, or

i denti fi cat iroedigey dloesh@oteknaw ibrendains the concealerhi pessagecarad rdoese not

conmponent of, the host, data in accordance wi,th the auxiliary, .
i nf or mat i on therefore obtain ¥h\en#ng?f8}?g'8f' Gqtained, in. the messaget hgmr\ﬁatermarMng

"st eganogr aRbneledeat ' ek to
conceal t hen‘g))épgtegﬁggs %?ﬁl g%%@z@t&éaﬂﬁE%%hﬁﬂpﬁgé66%&{8%%}%@?&?%&#%&
any uni nt encedterpin primary onhestaathssideas a digitized iME@ge9/ 48006 '
PCT/ S&8/.00023 2 medi um

does not Sknow it WEhWeresCRYRIOGFaRINg 45 datended 4o dlennte any of various techniques or e .

s ane exameekil & BRedARbREER cbrelleR = E835s0p ik that it e mestane

such ass k@nkm 'ﬂ% RbMRE¥ndeér tBQisfecﬂﬁg?‘atﬁ bt Wn@ﬁéﬁﬁﬁf@%ﬁ?ﬁﬁa&e 5

The word "cryptography” is intended to note an vari| ous

seeki ng to loahmot réad tar extractthe dnforvation contained getheumessdgs. when t he
nmessage Is transmtted froma ﬁender fo areceiver any third party
i ntercepting the IeB8apfesent copigxhdhe werd cemaufiagingads inteiaded itardenate s

cont a1 198 | eI APAR npcing, ethed yHich BB gkiR SBhaeH e Y TS
host data ant o o P e men nag data. THe€RaRny Hlefodihay oY o
i nf or mat i on actuallyeembieds information ins then primary rdat, ag, inbwatemmarking, but may
utilize information elements existing in the primary data.
Many prior art digital watermarking techniques, including the techniques
15 disclosed in the above US patents, are only able to conceal limited information,
such as a few fogical bits (ie. “1” and “0") or a few characteré (eg. “A12"), in the
host data. However, to record detailed ownership information for a host work in
which copyright subsists, such as an image of Singapore, an entire message or
sentence may need to be concealed in, or associated with, the host data. For
20 example, the sentence “Digital image of Singapore is the property of Mr John
Tan, dated 16 December 1987" may provide more conclusive proof as to true
ownership of the host work than having to rely on just a simple code to assess
copyright infringement,
There therefore remains a need for a steganographic encoding method
25 and apparatus which may allow a relatively iong string of secondary data (such as
text) to be camouflaged in assaciation with primary data (such as image, audio or
video data) whilst producing minimal degradation of the primary or host data. In
some embodiments, the primary data may be absolutely unaitered by the
encoding process. '
30 Besides the above mentioned application on the internet, many potentiat
consumer, commercial and service applications may benefit from the use of
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utilize information elenents existing in the primary data. : Va
prior art di gvbabusoeéer mar ki ng .t echni ques, including the techREFEE/00%3
di scl osed in the above US patents, are onldy able to conceal linited -
i nformation,,. . such.as.a.few logical bits (ie. "1" _and "0"), or a few
characters (Hgftal: REE‘%‘{fPaSH’gl‘HEfem "P%stecbﬁplé’.ngoqgéef?r {G9PYEGBY prataciicned
ownership i ' f iKail i i ' . i s

Such a5 an {PApaSes A 1Bf sicataariireibh of inforhabar: TRES SBRlicReY Bbiine. o
to be conceadrribding off texts contairing vewhershipe idertificadtiom. o GittriBtite SXfsfiRlafiont he
sentence "Digital inmage of Singapore is the property of M John Tan,
dated 16 Decissosiatad oyith gigital 3illi ore videpecaratas, stopyrighto protectiory andueoyalty
owner shi p of t t . having to rel n.just.a sinple code to
asscss B “teagkind o st o ElipdR i "the' sk tndiRely . GolbeBie”aEdsarvca
need for a SdeRGARO§aYPHIsH BEweH PR ' %1;% | ow
arelatively long string of secompié‘%gtga ssﬁﬁggg %@HH 'Pg e 'ti%
canouf | aged inforemationi thatooowldt bepcameuflaged an( somhalagataregmanss dransmitted

vi deo data) whil st producing mninml degradation of the primary or host
data. In . throughearppeRichannel, the primary data may be absol utely

unal tered by the encodi ng process. 30 Besi des t he above
menti oned application on the internet, many potenti al consuner,

comer cipl  ag\imARinY of thetiRehfigh | ons may benefit fromthe use of
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3 di gi tal cdnuorfe agpent/ the: presenkinugntier providesya nhethbd fofrstegamographic

protection urposes apd for secure transm ssion of information. These

appl i cati On?‘eqqcpgfqgj%cﬁl.d?ng ﬁ&ﬁﬁpﬁﬁgof text containi ng ownership

identification oragttrdBufdng HliaRPé4t3 ontaining a plurality of addressable first data
elements;

ny

15 (B) providing secondary data containing a plurality of second data
elements; and '
(C) for each second data element:
(C1) searching for a first data element which matches content of
the second data element, and
20 (C2) generating_ a key element including the address of the
matching first data element when a match is found for the content of the
second data element.
When a match is found for the content of the second data element, the
address of the matching first data element may be stored as a key element
25 associated with the second data element. A string of key elements (containing
addresses) may be associated with a corresponding string of second data
elements. The string of key elements may specify where in the primary data each
second data element of the secondary data is to be found. The secondary data
may in this context be considered to be camouflaged in the primary data and the -
30 key data. Unique key data which is generated for given primary and secondary

data may be stored for use in a complementary decoding method which is
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associated with digital still or video caneras, copyright protection and
royalty 5 ty@skidoss of sound recordings in the nusic industrgcrisessmenti al

and service . sectors nmay al so benefit4 fromsecure transm ssion and .
reception of sensitive informati on that could be canoufl aged in nornal
data streandescribgsihelowd t hrough an open channel. 10 Sunmary of the

I nvention . o) C t resent inyentio rovides a

met hod of st egangg?eﬁfml'%y é}% g%??‘fﬂ?‘&%ng%&ﬁiﬂﬁﬂfﬁég%?gp@gg?ﬁy- g&)wever,
(A)  provi dimgisPrHrbaddstdakge@eN the NirvBntor®! Kr %@bﬁaamé BYRE SRRNE of | dsta
dat a el enents; 15 (B) providing setondary data ‘containing a
plural ity ofepresentdtidmioanotationaisingeany comemient set of symbél§) THeoprimanhdatacond -
data el enent: ar s (C1) searching for a first data el enent
whi ch et chBRydeRrasent g still image, motiop videg. ayAie, daxtor ateeriype cfrigfoprpation.

(C2) generafijng.: LGl udi d t he.. . .

mat ching fi L@%&%, l;tﬁéls:éﬁg ﬁEQMQ%&aM%gg@HH%n?gU#EF%%% Hggﬂgﬂtvéqﬁof cﬁudﬂre
second dat ate5h @fRfHer information, in WiEferedBrbAA df thé w&ﬁﬁaﬁ,rthbr&mg&ﬁﬁaataf
the second data el enent, the address of the matching first dat’a

el enent nmayincludesoraedtexd massagel amdntedth secondi aatal wierhentheneladesd adat a
el ement A string of key el enen nt ai ni ng addr esses) y be

associ at ed ﬁ{pﬂ"ﬁﬂﬁ"@&"r 8- ngﬁéﬁ?ﬁ umrericecharactars may be %Pgﬁﬁﬁpglpc’ﬁﬁe
string Kk y specify where in the prinmary data each

second data € %rr&gﬁ?%?g%ﬁe secondary data is to be found. The secondary

data ° may injd @ wgmtawichﬁommshdemeénﬁm e qexoridsaaige maytinelude
primary data and the 30 key data. Unique key data which is generated for

gi ven pri nacypyright dafosmatioy relatingdat theniyagse \dden, caudios ets econfained in the
compl ement a{:%m%%‘/: 8g{ar,]glnngrt1eh %gnbvc\:hd%rﬁgnti, the text message may inciude one or more of
the following: a title, an artist, a copyright holder, a body to which royalties shouid
15 be paid, and general terms of publisher distribution.
The primary data may include a still image. The first &ata elements may
be arranged in a two-dimensional array wherein each first data element defines a
characteristic associated with a still image element. Typically, the first data
elements are obtained from a stream of data representing a digitised still. image.
20' The image may be obtained from a still digital camera, a computer game or other
software, or other source. It may be a greyscale or color image, for example, and
may be stored in any known format, eg. BMP, GIF, TIFF, or JPEG.
The primary data may alternatively or additionally include motion video.
The first data elements may be arranged in a three-dimensional array wherein -
. 25 each first data element defines a characteristic associated with a motion video
element. Typically, the first data elements are obtained from a stream of data
representing digitised motion video. The digitised video may be obtained from a
Video Compact Disc (VCD) player, a Laser Disc (LD) player, a computer game or
other software, a Digital Versatile Disc (DVD) player or other source, and-may be
30 stored in any known format, eg. MPEG.
The primary data may alternatively or additioﬁally include audio

SUBSTITUTE SHEET (RULE 26)



WO 99/ 48006

PCT/ SG8/ 000390 99/48006 . 4 PCT/SG249823i bed
bel ow. The primary and secondgry dat a may be represented -
digitally. However, in its broadest aspects, the invention is

appl i cabl e informgtionr Fheffirst-data elementspnay betarrangeddn sonerdimensionabatray

Cmmge, ot | SerPREACTL R ety SIME Gafines 4 sharasterieti st Wifi a digital
Li kewi se, tB@dReSARER. yvrglat:aqme WP aAGo anipil 'aré S ngr?;;d,ﬁ% S8R of

audi o, text or othef information. In a pre erre

i nvention, idata sepresepting dlgitrsed soundrurlmubrs dhedigitised seged aray beobtainednd
data el enent. i ncl udes an hanuneric character. The al phanuneric

char act ePs Mgy FeCommpact Dige &99% é"%" Digita] Audigrdapad@AT) player Laser Dige

copyr ront | AR P1os CofBCR YOG BRbES! o 38dieiahd By B¢ sterat o

in the aﬁ?' Kfswn dairdat é%i' Wﬁ!eﬂtFFj'éfent in loh@ éﬁbbdﬁéﬁagﬁe{ﬂi% ﬁdﬁr

one or nore o the folTowng: a title, an artist, a copyr

a body to Mamp!emmetmmsmuoinbm o sheapml_df datal representing @vcrschénnels of
publisher distri bcgtl on primary data may include a still
i mage. The gdigitise seuna for wtsree "ﬁBSPdUCt'O" be arranged in a two-di mensi onal

o012, 8L 298 e Bnclahg iR AR e, e BB BB cat

el enents ar |@fbaisnAdy bexepresehtPby ﬁﬁewfwdé@érﬁfmbl (@) rRay! fitidritslugé:i | 1,

i mage. 20- The imge may be obtained froma still digital canera, a

conput er game or whetea match l%mﬁtfmnéfordhe@nmntgﬁamondtdaﬁmwmem

]9 g??’r;tc ?l ggor BK,,?,I OrG LW%?SVEFprr’éqL?é an%n éd;usrled second dhta belésnt'ugr[tteby incrementifg
or decrementing the integer value of the second data element,

15 (C4) searching for a first data element which matches the integer

value of the adjusted second data element, and ‘

(C5) generating a key element including the address of the
matching first data element when a match is found for the adjusted second
data element, and replacing the content of the matching first data element

20’ with the integer value of the second data element prior to producing the
adjusted second data element.
When a match is not found for the adjusted second data element the
method may further include:

(C6) producing a new adjusted second data element by

25 incrementing or decrementing the adjusted second data element and
repeating steps (C4) and (C5) for the new adjusted second data element.

For example, if a desired integer value, say, 105 is not found in the primary

data, a search is conducted to tocate values 104 or 106. If one of these values is

found, the address of the first data element containing that value is stored in a

30 key element, and the content of the first data element (104 or 106) is replaced

with the value 105. [f on the other hand the values 104 or 106 are not found, a
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The primary data may alternatively or additionally include notion video.

The f.irst da%ﬁyﬁ?mnts may be arranged in a three-di nensi on@cTAGHSH0023
wherein 25 eac Irst data el enent defiges a characteristic associated

with a notion video el ement. Typically, the first data elenents are
obt ai ned f regarch & cenduaied fertvalues 1038 epr16Z e rthis madiifisiation ef the tpriovary idata .

The digitised vid b taingd f ., Vi Co t D . (yCD

» :_yteﬁl éjﬁé\éﬁ%ﬁgegﬁéfiﬁf A 'F',n%gmg éﬁ?m:beeﬂdm* 3 sedohdane etoin ie,eda
| I N

| ngany e M%bﬁn%?a?g% ?%&Whg Serfde! %%Z@gﬁmerwd@}hmﬂie réativaiy

al t er nat i vaaye eventithati @ desired integerdealasds mot found in the PEMAdy 488EH6 It has
PCT/ SG98/ 00023 5

i nf or mabi orbeernfoundrtbat thesa rarelyeseurringchenges aze inpercaptibleria-the modifiedhal
array wher ei.n_each. fi rsrt %ﬁjg?el enent defines a characteristic
associ at ed RMWﬂWd"tﬂQ&v e/gleoo au t&'sarrpl e. Typically, the digital audio

sanpl es are obt & ; | by Qe '
Sound or musio. TRETAdR Sefidrartie pimpry SRt inaf RuSedodty deBdmar o -
(CD) pl ayerdistabgtibmiviaiths. mtérapt of BtREr méanys:r Theanedifi€t primary data apataind/i deo
Conpact Disc (VCD) player or other source, and may be stored in any

known for mdheegeconqary adata which can, bgne i gerAny tfulaireli tmeausingdithe

G o1 303 BsRERes Ry R YRRt Mg e BBioBang BrRRER, . "S e odi ng method
descri bed above, THd@nkbding rﬁ%mogae@a?qnélaaé “data sHIiRGE Rteps B0l \Mgsgr @©ented

by i nteger values and step (O urt her include: a ‘mat ch
i s not fourkhd data Bhifiingsteps rofy desranuirdd dubenevee tiemtrange for the secondary

(C3) pr oducd'ar%g 3&3% Sfél?%/it?u?nc r?éj rgr%g fgrI rreer;])}im%yry icﬂﬁar.e rrxlitsl r?w%y occur for
example when the primary data is a digitised audio signal and the secondary data
15 is a text message. Similar data shifting steps may be applied to other types of

data. The data shifting steps may include: ‘

determining a range for the contents of the first data elements,

determining a range for the contents of the second data elements,

‘ comparing the range for the first data elements with the range for the
20 second data elements,

shifting the contents of the second data elements when the range for the
second data elements falls outside of the range for the first data elements, such
that the range for the second data elements falis substantially within the range for
the first data elements, and

25 using the shifted second data elements as the second data elements in
step (C).

Preferably, the step of determining a range for the contents of the first data
elements includes: calculating a mean and standard deviation for the first data
elements; and determining a lower fimit for the first data elements based on the

30 mean and standard deviation. The step of determining a range for the contents of

the second data elements may include establishing as a reference a minimum
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or decrenenting the integer value of the second data el enent, 15

(C4) searchiggobagsoeg first data el enent which matches the i nPEGEEBI00023

val ue of the adjusted second data el enentz and (C5) .
generating a key elenment including the address of the mat chi ng
first data whlaeewhichhean benaftributed t6 dthedrahge dfhpossiblessexbngiedatzdelements.
data el eme\r;\#hﬁand erF);I aci nggt he content of the matching first data el enent

20 ster Of RPEPEFING MM iIngjudencalclating) ap Aftset valuenby subbacting the
duci ' : | : .
mat ch 1 o nootpiSnss Yelue fiont Mo Eids RAE 40 48, e tHina ey include st 3,

further incihelefiset value to the contents(&6tash @deshd Hata Wnéﬁt.“ﬁ”%rﬁsgoﬂﬂz
data el enent by 25 i ncrementing or decrenmenting the adjusted second
dat a el direnoffsetdvalue is stored with teekay elementpin thekeyadata( C5) for the new

adj usted second da f a desired integer

ta el t.. F l e, .i ,
val ue, say, 1 05 i‘é’ﬁlnS?e?rEﬂ?ﬁﬂaﬁq that when g’;taeég%éﬁe&#sﬁt de Anplied o the

conducted t 0, : o Iy

found, the g%%#% Lt?gs'fhlér é’t‘&{(fgt@%?d‘e‘zr’r%’n cg‘ﬁn‘f‘ggﬁ‘ﬁgﬁ'ﬁ%§§8‘?/@f‘8em?§’°d
stored in agRéuldkiso Bickiienstepsitsireverseheldith soiftitdioffét. SThelatsetl=E May( 104
or 106) is replaced with the value 105. If on the other hand the

val ues 104 be retrieved dromther kayndataa WO 99/ 48006

PCT/ S&8({ 00023 o . . 6 . h i
conduct B for vaF9BWPaed 19, existing rgtegancaraphicaor dﬁa@mﬁﬂﬁr‘%rfﬁﬁﬁﬂquggs e

oy mary dat Bresent eriBndhasth dburid svahiaGethat Mol SERBHAY o Ry oo
rel ativel y camouflaged. Even with long text strings, the integrity of the primary data is in
most cases not affected or compromised. The primary data may remain
absolutely unchanged by the encoding method because the method utilises data
16 already present in the primary data. Even in those cases where specific vatues
contained in the secondary data cannot be found in the primary data, and the
primary data is modified to insert those values, the primary data may remain
substantially unaltered.
in another aspect, the present invention provides a method of
20’ steganographic decoding of secondary data including a plurality of second data
elements, said secondary data being encoded in key elements in association with
primary data, said method including the steps of:
(A) providing said primary data containing a plurality of addressable first
data elements;
25 (B) providing said key elements, each key etement including an address
of a first data element; and
(C) for each key element, generating a said second data element by
extracting the content of the addressed first data element.
In a further aspect, the present invention provides an apparatus for
30 steganographic encoding including:
(A) means for providing primary data containing a plurality of
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rare event that a desired integer value is not found in the primary data.

It has 5. bogswsisoged that these rarely occurring changes ar @CTHEEHWAR: i bl e

in the nodified primary image, videogor audio data. The -

nodi fied version of the primary data nmay subsequently be stored for

di st ri but i oaddressable first datactlements; her neans. The nodified prinmary data

contai ns t he_secondary, dat av&g\jni ch can be extracted at any future tine
#ERvidig

using the 10 as&BLi afmeansder g SeFandaly gt rentaming aduraliy et sreond

The encodin y include "data shifting" steps prior to step (O).
The data sh??fgl?%%ﬂgﬁdg%’s may be required whenever the range for the
\%a

secondary d deesanofor @ddrchihg hifdt é4h sab6Rd [data telémBht, "R frstdaam.
This may occur for exanpl e when"the primary data is a digitised audio

signal ahd elamentoshichryatohes content of thetseconddatanglemesitrandir data shifting
steps may be applied to othgr types, of ata. . The data shifting eps
may i ncl ude: (b) meaq;e&gr ’{)ﬁrﬁ@%ar‘éﬁi’gﬁ%ntt'ﬁauém&m§d€fes§r@{h|erst
data el enen : WAl r f

second dat atatiagfrst data elefieft Wrgh e nibefRunE ol U GARBALLF 1Y sécie,

el ements W datd Blementge for the 20 second data el enents,
shifting the contents of the second data el enments when the range for the
second data el emihtas stilhfyurthesuaspast the presentinyention provddes ran apparatus for

oo o ironraP e e ™ecRlal RS AL DIORERER Selii o
using the sidrhéftsSemaNS ﬂaﬁge&sﬁm:% éﬁc&dé? iﬁ%g%rﬂéh& iﬁ'a%‘%&“’aﬁ?h With
step (O .- Preterably, thetep o etermning a range tor the

contents of prihearyidatd, said apparatussinelidinigs i ncl udes: cal cul ating a nmean and
standard deviatign for the first data . el ements; and determ ni ng&a
lower linit for €Ak fiMeAnsy#era PEPRiagt Said -RUMath datk contaifiegn aaRiralitdnefar d

second dai 2 SRESABE el CRRLTbRIeN T b ohi g as & ref erence & i ni mum
15 (B) means for providing said key elements, each key element including
an address of a first data element; and
(C) means for generating a second data element for each key element
by extracting the content of the addressed first data element. -
‘ In a still further aspect of the present invention the method of encoding
20 described above may be applied to cryptography. In applications involving
cryptographic encoding a hidden message may be transmitted from a sender to a
receiver. The message may be encoded in the key elements which are
generated by the method in association with the primary data. The message to
be. hidden in this case corresponds to the second data elements. The hidden
25 message may be decoded by the receiver from the key elements by 'utilizing the
primary dafa in a complementary decoding method.

Brief Description of the Drawings

The accompanying drawings, which are incorporated into and constitute
30 part of the description of the invention, illustrate embodiments of the invention

and serve to explain the principles thereof. it is to be understood, however, that
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7 val uewdvoaboogan be attributed to the range of possi bl @CIBEBHP0EL a
el ement s. The .step of conparing may g ncl ude cal cul ati ng an of f set
val ue by subtracting the reference value fromthe lower limt, and the

step of shithe deawingsiand dellowingdejailed deseriptiont ase giveruéort the iparpaseseaf s

of each secgn at a_el ene Pr.ef.er ab th 5. offset, value is stored with
the key el eﬂﬁgtl'gﬂqmo?lpfeaqg;éfe tinten o gsat?eﬁmtfqn Q{tﬁﬁ "H@&;\?f&h@dﬂ‘ﬁ'@@”& hat
when a data shi fHﬁgﬁws:i s applied to the secondary data by the
encodi ng nmet hod, the conplenentary decodi ng nmet hod shoul d al so include

steps to rever seFigaee dbAaillastrites ng o dhhendionrabidat®tarrsy Wont@iMing inte
retrieved fromthe key data. 10 Conpared to exi sting steganographic

or wat erfrar ¥aligs repeseqtieg adigitised audiesignal; i nvention has the distinct
advant age that |gan f.en f text may. be camouf | aged, ,Even with

l ong text stri ngglg%(%ggl 'ﬁ'{‘%ﬁtﬁ)ﬁ WS #W@"éppﬁ'aq?aﬂfaé’ ?@tﬁfﬁﬂ"g IntegaiMalyess e s
not affecte r O il i mary data nay remain absol utely
unchanged b%‘{?%se&g‘r@o%imr%@gﬂ[”%%cause the method utilises data 15

al ready present Figurd2 iflustrales adaxample/efan autliosignalpses where specific
val ues cont aj ned _in the secondary data cannot be found in the prinmary
data, and the Figumtﬁd&ﬁ}raa%ﬁaniegamé@i%d@tahm:t t hose val ues, the

ot her!hapect - FRER #tustrates SRR TN L AL A GersbBl et or 0
st eganogr aphi ¢ degek BJliwtrA6s angHea) giéy@ai@ﬁiswara@e@r iﬁ'ﬂcﬂ%@é;ﬁir‘aﬁg@f second

dat a - elements, said secondary data being enco nents in
associ ati on w t hFigures BA and \68iiilusirateaa dwoedinehsions! dhita @ridye ob dep 8 déta

(A)  providing sal d DLLIREY, SALR GY NN idaghral ity of addressable
Figure 7 is a schematic block diagram of a digital camouflaging apparatus
15 according to the present invention;
Figure 8 is a pseudocode of the digital camouflaging texf encoder;
Figure 9 is a pseudocode of the digital camouflaging text decoder;
Figure 10 is a pseudocode of the spatial location program used in the
encoding process shown in Figure 8;
20 Figure 11 illustrates an example of digital camouflaging of an alphanumeric
text message in an image; and
Figure 12 illustrates an entire English text paragraph which is camouflaged
in the image of Figure 11.

25 . Description of Preferred Embodiments

In a preferred embodiment of the present invention, involving digital
camouflaging, the invention exploits the data values present in various digital
formats, such as for audio, image and video, for encoding and decoding of
alphanumeric character strings.

30 - Figure 1A illustrates a one dimensional data array containing integer
values which may, for example, represent a digital audio signal (speech or music)
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data el enents; 25 (B) providing said key elenments, each key el ement

i ncl udi ng anw@,dg;y‘, of a first data elenent; and PCT/SG98/Q0@3 f or
each key el enment, generating a said secogg data el enent by " extracting
the content of the addressed fifst data element. In a further

aspect, thesamplegundenectnventipnaldigitel saundforanatt us for 30 steganographic
encodi ng i ncl udi ng: ) (bﬁ\) means for providing primary data
containing a pl u?am@gBdﬂustrates a two dimensionalgiaia array containing integer values
PCT/ S&8/ 00

addr essabl e%f%?’a&aﬁoé eé?%% gpresent a digital Stlﬂ( tgsager@ %IE qrdﬁ:' %GJWH?tnﬁr a

secondary dgiaoSRrheimMMPER formgtal ity of second data el enents;
(© neans for searching, for each second data elenent, a first data 5

el ement Swhi ch naFiguss 2 dlustratesof typmakekg)tad saaipled |auadion wavefiokm (music) in

(D neans f§ enerat | a ke ement including the address of the
mat chi ng flvg‘fv teW Bﬂ%wplw@(vgmﬁad axis) glotted agamst t‘m%(h@ﬁﬁpéﬁl a&*ﬁ) t he

o esont i nvent | ofGo B Hhratss a ypival 8 &R obvBlye malb 1P R0RFE bkl i ng o
secondary data i Digitli %ﬁn@uﬂbgﬁhg' Irhaly ObeS%‘é%%ﬁbé@t as zau'nalgg?]:ﬁj?rlfoS né&faral

secondary data being encoded In key e enents in associ ati
primary dat eamaﬂagtagpwhatm&el camwﬂaggd ob}ect (for examp(eﬁ; leafe ms.ecf or reptile)

f ,r (r)\é't d:j asgc'p@qéqlﬁ rr%er Q?:%S:e?&?t;%{ g sur Ju%[i?ng e}/\vuronment in rtheés Spall'géeent
invention, digital camouflaging conceals secondary data, such as an
alphanumeric text string in integer form, in primary data, suéh as an image, by
locating the spatial positions of integer values that match the text string values.

Figure 4 illustrates a table of the ASCII character set. The digits at the left

15  of the table are the left digits of the decimal equivalent (0 - 127) of the character
code, and the digits at the top of the table are the right digits of the character
code. For example, the character code for “F” is 70, and the character code for
“&" is 38. The commonly used alphanumeric codes for text strings are as follows:

‘ 48 to 57 represent the numeric values “0 - 9",
20 65 to 90 represent the upper case alphabet “A - Z", and
97 to 122 represent the lower case alphabet “a - z".

The present invention may be applied to many different data formats for
audio, image and video data. In the case of digital image and video
cafnouﬂaging, a histogram distribution for -most natural images, such as human

25 faces or landscapes, would span a wide range of greyscale levels. For example,
an 8 - bit or 256 grey level image would contain image pixel values between 0
and 255. Figure 5 illustrates a tybical image hist'ogram. It can be seen that.a
wide spread of pixel values is available in the image for exact matching to
alphanumeric character codes to be camouflaged. [t can also be seen that a

30 large number of pixels at different spatial locations within the image have the
same integer value. For example, the value 105 appears in approximately 2500
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15 (B) neans for providing said key el enents, each ke¥:,r I(;g%
I ncluding wo%rasmwddress of a first data el enent; and

nmeans for generating a second data el emertt for each key el enent

extracting the content of the addressed first data el enent. In
a still furpkelsindpedmage. the present invention the met hod of encodi ng 20

crypt ographi o enbabishackpanameRs el 3R X terCa@RB: oo Bitedst Al

a receingde, d88arBISfrGh &Rkt lﬁ?atﬁﬁi?@dcﬁ‘%isrbﬁéiéctb?l’o Qh %@l’ isfviras €
generated by the method in association Wth primry e nessage .
to be peddaned.n Ohdes thenpixet valueds doursd, tthetéﬁmoﬁ&&apatnaillemtrﬂmof The

hi dden 25 nessag be, decoded by the receiver fromthe key el ements by
utilizirgy tHe pixel 'sp?tg‘?ﬁi’r'ﬁ aikewelemant. slaweveEmars thasang wgehewfawmg the

ohi ch are 1 e Gl cae Ty eidiinria coarpstesyvalde i TRVTRCHEE. VAEh iR

the inventi Bacuﬁs' {HesEhasding RaHbAN BrefrabliesélBetaiifiét piel thafi ﬁﬁ@éVel'Hé)

explain the principles thefeof. It IS to be understood owever,

WO 99/ 48006address of this pixel will form an important part of key data that wul later be used
PCT/ S8/ 00023

drawi ngs antP feredrihR, camesfiaged G@?@FPWG@W@V text stripe. t.ﬁ%blﬁu“r 3U§‘é§’bf

1S5 OBl B i e it STH ' 28yl T, e "

one di rrensi gbfkspleriding inteyecedites.ni ng i nt eger

TABLE 1
Alphanumeric Character Integer Value
T 84
h 104
i 105
s 115
space 32
i 106
s 1156
space 32
a _ 97
n 110
space 32
E 69
X 120
a ' 97
m 109
p 112
| 108
e 101
15 Thus, “This is an Example” is equivalent to the data array [84 104 105 115

32 105 115 32 97 110 32 69 120 97 109 112 108 101]. .
Figures 6A and 6B show an example of a two-dimensional data array

representing pixel values of a 4 x 8 pixel image. The terms (1, 1), (1, 2), ..... (4, 8)
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5 val ues representlng a digitised audio signal; Figure 1B

i |1 ustrates wolowseds MeNsi onal data array containing integer RGI/$@2%/00023
representing a digital still image; 12 Figure 2 illustrates an .
exanpl e of an audi o signal; Figure 3 illustrates an exanpl e of
adigital i amgepatial location addrgeses of the pixelsainethedmage. e These rridiiSes are
character set illustrates a typical greyscale

hi st ogr am f Etorﬁd &ﬁdﬁva?'ewgiie%gg tﬁe alphanumeri charagier yalueseaie matghedito o
two di nensi QP%' vgﬁfe§ R4ciy s@hrcfling. BFGPteia ple lﬁltggﬁéeﬂr%tfuié’ﬁ%%%sd Q%Fﬁ el S

of a greysc I mage; gure

a digital Célﬁﬂahbﬂﬁri@gcmﬁéﬁ?ﬂsw&ﬁ ltsaiﬁt‘éy’eﬁl 'vﬁﬂlé ef BhE(sﬁbﬁﬁeiﬂtbdlﬂ\iﬁrFlglﬂ'@
Figure 8 is a pseudocode of the digital canpuflaging text encoder;

Figure i s6A)waidimatae the valies of pixels located at @g1)rand €X(8)deTheladdress of
B L B
exanpl e of mﬁfet@dmﬁl@m%\ftéfggfe%%ﬁb q} %sohanumerl C text message in an

i mage; and ates an entire English text

paragraph whi ch frher@awﬁdameenbtances ihowever, wingre afferfseanctiing througRall the
Description of Preferred Enbodi nents In a preferred enbodi nent

of the pr esﬂmel ivaluas iro|n imags. \a rﬂgﬂml@ﬁft alphanumenarﬁiwa@tgr n@lua W@es not
such as1d o Feay b:art Mt P B S Balbt DR BhessinkBniis, wEuTnpant igyention Wit °
o ey v PRl TR oniuniod vals O b 0 P BT st dPne
exanpl e, rephaseter valdegiTthel addrdse of |tlgm@ixe@ spatauhngrthmmim@ted value is then
stored as the key element. For example, if the first alphanumeric character of the
text string is a “T", with an integer value of 84, when the search of the pixel values
15 does not locate a single vaiue of 84, a new search would commence tfo locate
values 83 or 85. These values correspond to alphanumeric characters of “S" and
“U", respectively.
in one embodiment, when the new search locates a pixel having a value of
83 or 85 it will first check whether that pixel has already been used. if so, and
20‘ providing that the same pixel values occur at other addresses, the encoding
method will select another pixel having the value of 83 or 85. Once such a pixel
has been found, the pixel value is overwritten with the character value of 84.
If the adjusted value, being one pixel value off either side of the character
vélue, cannot be found, then a second search commences to locate a piicel value
25 having a new adjusted vaiue, of 2 pixel values off either side of the character
value (ie. 82 and 86 in the present example). The matching and overwriting steps
are then repeated as before. '
Referred to Figure 6B, and using the same example of alphanumeric text
and image pixel values as in Figure 6A, the third and sixth alphanumeric
30 characters "i", which correspond to the value 105, will not_find an exact match

after searching the (4 x 8) image, as there is no such value existing. [n this case,
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WD 99/ 48006 :

PCT/ SG98/ 000R 99/48006 , | 1BCTISGBOM| e
under a conventional digital sound forne3 Figure 1B -
illustrates a two dinmensional data array containing integer values

whi ch may, theenceding methadowiissearchfatiayvalue that islan ingerament @& decremepE®

format, or . a video frame in MPEG format. 5 Figure 2

i1l ustrat eéh%f‘\f%'cal di gital sanpled audi o waveform (nusic) in VAV
format, with a ﬁ%@h |<C S sl st td I.Zont
axis). mamet | guérdéggdlsl iﬁgglt%rég? %s%%{)&g‘ﬁ%a ngi?ﬁdggg?/é@yng ?%agée of
512 x 512 molcls- Digital canouflagi ng nay be described as
anal ogous to natural canmoufl agi n where the canoufl aged object (for

exanpl eba lteaf Sea;gbtforoﬁhare@ervalyem%%d‘ﬁ'aéraimage.sel f conpletely into the

surroundi ng, environngnt., In the present i nvention, digital

canouf | agi %g comng"‘g’gcondary data, such as an al phanuneric text

SLring in it eoqhclfidht dr MeBrdrBrovafl & 1G6P1ge. an imge, by .l ocating
the spatial positions of integer val ues at match the text string val ues.

Figure 4 il4, ust Norsfoundabl ¢06f the ASCI|I character set. The digits at the

left 15 of the table are the left digits of the decimal equivalent (0 -
127) of t h&.charlwa pixels found hayingyalue 84 dshpwn irmboldtie Figipe &B)t he tabl e are

the right qj gits.of h [ code. For exanple, the character
code fgb " %‘ is%cﬁ'aﬁeﬁ'ﬁgb@%ﬁaipgfnHgﬁ‘ipf%‘ﬂjous'y' "&" is 38. The comonly
used al‘pharurmer 'If3¥é§’,déi§ré Qécdlﬁ%{:ixléi Spaties I&raggﬁ%g)&ééé?\@emme pixel value in

48 to 57.-represent the numeric val ues -
represent the ujmagecwitrecharmabtasenluexts.z", and 97 to 122

represent the | r case al phabet "a. - z"., The present .
i nvention fay bg%[\ezﬁ'ﬁplqt%@ gfﬁgn@?ﬁ' EP%P&'@FH“%?Q‘*WM@WW pixel value dn

i mage and vi deo irqx%b@'witﬂ Bhéfgﬁte?%ﬁieo‘méi gital image and video

15 Most natural images contain pixel values spanning over a wide range, thus
allowing almost all alphanumeric character values to be exactly matched. After
many tests with different natural images it has been found that the maximum
number of off-pixel searches required is generally less than + 3 pixel values.
Correlation analysis preformed on the same image before and after data

20 ‘ camouflaging using the present invention indicates that the images are often
exactly identical. Even when there is no exact match of the pixel values to the
alphanumeric character values, the minute change caused by overwriting just a
few pixels in the image, for example from 104 to 105, has an insignificant
degrading affect on image quality. Under these conditions, the correlation

25 coefficient between the two images stifl results, for all practical cases, in a value -

of substantially one.

The complementary decoding process is relatively straight forward as it
uses the unique key data generated from the spatial location addresses of pixels
that match the alphanumeric characters composing the text string. The unique

30 key data provides the addresses of the spatial locations from which the

camouflaged text string may be extracted from the image.
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canoufl aging, a histogramdistribution for nost natural imges, such as
human 25 faﬁ%sgg%odsandscapes woul d span a wi de range of gregssarfibyvel s.

For exanpl e, 8 - bit or 256 grey4hevel inmage would contain inage .
pi xel val ues bet vveen 0 and 255. Figure 5 illustrates a typical imge
hi stogram |t calhbdeyedatatibamique to a sp'ednﬁc&extestdng)fanui sycifica | §f the
available in the image for exact matching al phanuneric c ar act er

codes to bekewfAald igqrRrplied: to: apothes drr@sesé% teﬁastragsgxtraeteg ewillub@ dustoa
pi xel s at d ons within the i mage have the sane
I nt eger val @u%giﬁég@%ﬁ%@cl{aﬁé&%}que 105 appears in approxi mately 2500

WO 99/ 48006 For digital audio camouflaging, the dynamic range of Rei(ie$6¥ 208183
11 pi xel s in the Tmage. or eacth al phanuneric character of a.

t ext str§ ngsamples asarmmdd m:tramuslc ori spegeh may aat be dsowidenas iattie oadeforng
of this character to an ;%_xel is first perfornmed. Once the pixel
val ue is fodigifal stlkvidead r“'@§9‘3%f hraudin integer valuas @ﬁhﬁ‘s%bet“h@ r@meﬁhafsls

Same vl ue seTebel Tifrer 4 66 iBa G gPRatifieft SRankif PaileR? " Siangy

this | ocgiffetent! ASpRRACACE eSO hedtied fBF Qs‘aﬁﬁcﬁhﬂagnr@ebﬁcaipﬁémﬁeﬁ@&eﬁl xel

that it finds. The address of this pixel wll forman inportant part of
key data t hstringslih digatabau@ne dﬁad t o decode the cam)uflaged al phanuneric
charactgr text sgrin l.e ves an 10 anpl e ,of an hanu c text
string ﬁ’rhi s is ih Eg g glay acce'@?’?%égg%fpﬁga?n? e & @b

T’A_‘BLE t ~ approach to first determine the dynamic range of the audio samples. The mean

| (1) and the standard deviation (o) of the audio samples are determined and used

to calculate a lower limit of the audio samples. For example, using the

alphanumeric character code for “A”, which corresponds to an integer value of 65,

15 as a reference, the alphanumeric character set may be adaptively shifted to
coincide with the dynamic range of the audic samples. This adaptive statistical
approach has proven very robust for embedding alphanumeric text strings into
digital audio samples of music and speech. The method steps involved in the
adaptive statistical range shifting process are preferably as follows:

20

Encoding
1. Store integer value of alphanumeric reference character, eg. 65 for “A”".
2, Determine mean and standard deviation of audio samples.
3. | Calculate lower limit of audio sample range, eg. by subtracting three times
25 the standard deviation from the mean (ie. i - 30).
4, Obtain “data shifting offset” by subtracting reference character value from
the lower limit of the audio sample range.
5. Add data shifting offset to each alphanumeric character.
Perform search, key element generation and overwriting steps as
30 described above in relation to image example. '

7. Generate unique key data from key elements,
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Al phanuneri c Character | nt eger Val ue

T ' WO 99/48006 . 84 PGT/SGY8/00023
104 15 105 -
S . 115 space
32 Decodmg i 105
g 2 8. Extract aud{iﬂo sample villRs based on locations addressggﬁein key
22 elements of unique key datd.0 S ggce
E

X 9. Reverse data shifting pracess, by subtracting data shifting offset from

. , 109
37 5 values extraCled, to obtain,glphanumeric character values. g3
e 101 15 Thus, "This is an
Exanpl e" is equivalent to the data array [84 104 105 115 - 32 105 115 32
97110 32 69 120 Reéferfifig ¥ibv fOBigLPELT, there is shown dseheraati® BlokIdiAgranh @ aan
exanpl e of a two-dinensional data array representing pixel values of a

4 x 8 pi xel digitahencodiagidecading ;apparatug Accoyding to an embodigent of the present
invention. Data samples 10 are encoded with an alphanumeric character string
10 12 through a data encoding means 14. Encoded data samples 16 and unique
‘ key data 18, containing spatial location addresses, are obtained from the data
encoding means 14. These two outputs 16, 18 are used in the reverse decoding
means 20. The original alphanumeric character string 12 is extracted as 12A
from the encoded data samples 16 using the location address contained in the
15 unique key data 18. The encoded data samples 16 remain unchanged or
minimally changed as 16A by the decoding means 20. .
A pseudocode of the digital camouflaging text encoder is shown in Figure
8 and a pseudocode of the digital camoutiaging text decoder is shown in Figure 8.
A pseudocode of the spatial location program used in the encoding process is
20 " shownin Figure 10. iIn these figures the term “unlabelied” is used to refer to the
original data and the term “labelied” is used to refer to the encoded data.
An example of the use of the present invention for camouflaging text labels
in a digital image is illustrated in Figure 11. A text string containing 83 characters
*This example shows an alphanumeric text message camouflaged into the image
25 of Lena.” is camouflaged in the Lena image. The correlation coefficient equals
exactly one, indicating that there is no difference between the labelied and
unliabelled images. Moreover, an entire parégraph of English text containing 126
words and 784 characters, as shown in Figure 12, is camouflaged in the same
Lena image and, once again, the correlation coefficient is equal to exactly one.
30 The present invention of camouflaging alphanumeric character text strings
into digital data has many potential applications for resolving copyright protection
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WD 99/ 48006

PCT/ SG8/ 000g:3, 99/48006 - 1PCT/SG98/0A923 -
spatial |ocation a(fdresses of the pi er_s*sn the i mage. These addresses are
stored as key el enents when the al phanuneric character val ues are matched
to Pi x@sues! inethed dbnsuUMErE 8e6t6r /- fol @ecErefBhSmissibrl BE rRé$saye8din the
process, the first al phanuneric character "T" with its intéger val ue
of 84 (showsommersial and Fsejvice sectorsn) kwuledample; hdatae camoulaging piaye be

I d 3,1 d 8). The ad he f.i J ' 3, 1
5T b 2% ool o B RREDRE Rl ueh ' A b
conpl ement agyqd Q'r@@erﬁ!ﬁ% and DVD players %Wﬁeﬁﬁ&té%@tﬂu SoirérShip of
however, whéere'after searc¢hing t roung a‘ﬁ the pi xel~ values Th B

i mage, a5 pairiteliedtasl prlopestyuights or phodust iownershipe Altsthen fiajdiOcorsifmdrt afed an
exact match to its value. In these instances, the present invention wl]
perform a néav datar eampyflagingas; that efl prevanting Hikegal copying ard| dawmloading eof

side of the . character v . . The address of the pixel containing the
adj ust ed vaSEIEMHtE 'MAGRS, mustc:(%lg‘reseanigapﬁqe key el enent. For exanple, if the

first al phanumer i"g3 ﬁﬁ@@oﬁ%@fciﬂfséc&ﬁ °°?Vr§qu)ﬁ5° ibr'?%firﬁulﬁlinéﬁfa d4td Bndfhe

I nt eger val ue of when the search o I xel val ues does not

| ocate a si infemetaleedsdcls84o ba menitared roldseiy d@sathererisea dremendousadmount of
val ues 83 or 85. These, val ues correspond to al phanuneric characters of "S"
and 10+ yoriginal s&ta,; inethe form of music, imageand ¥idesqiliagally daveroaded aog

oot hor ¢ natSapibPtaiElviBiL i ik B Ble tup el i blespt inleniSh 887
S I TR AR R A AT R

has been foofiessagepiirx ebmmercial apd otheneperationsai Similanly, irhtheagsenvice\secter of
84.

i'de of theSHRR ARSI S DANKING, Shckek S hesarets FrR P camolRao S I &
ot el vaf ue SR rahefir octh ifscors HaRtiniioh. "% T et Te. B2 and 86 i n
the present exanfThege Skilledrin dhe rayt avolild \appredidtenthat tvapious adaptations and
modifications of the just described preferred embodiments may be configured
without departing from the scope and spirit of the invention. Therefore, it is to be
understood that, within the scope of the appended claims, the invention may be

20 practiced other than as specifically described herein.
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are then repeated as bef ore. Referred to Figure 6B, and using

the sanme exawp ®ugfsal phanuneric text and i mage pi xel vECHESIHWTH,
Figure 6A, the third and sixth al phanumeigkc 30 characters "i", which -
correspond to the value 105, will not find an exact match after

searching t 0 AIMIS< 8) inmmge, as there is no such val uﬂm , ”n s
WD 99 1]
PCT/ 5698/ 00023 0 99148006 * mq's‘""g”mslin r're
encodi ng nmethod wll sear f a_val ue that .i i,acrenment. or decrenent
to t hab' val &r_nethoaaotcs%ggrgomgpﬁgteﬁagagﬁglgégéluaﬁg&ﬁgggegshof: of f - pi xel "
searching and oveg i brd\ddinkDrinta 2 ' addife

character val ue gfw’log ("1 ??JI n i%ggg.éémhm@ apﬁf\%ﬁtg?‘found.%m&ﬁ?t data

I ncrenens oelgmenteyrent val ue to 104 or 106. 4. None found for 106.
5. - Two pixels found having value 104 (shown in bold in Figure 6B). 10 6.
Check whet her pi {8} hatoviding seeandgnedaty seantaining ay plurality péssecondr data
second pi xel h%ga'ii ,a%néé/ocat i on address; overwite pixel value in

I mage with EIfPEEPe al ue 105. 8. If no, store first pixel spatial

l'ocation addr ess{cpveryfrddch sicsal dafd BRmeht: i mage with character -
val ue 105. 15 Most natural 1 mages contain pixel val ues spanning

over a wide range, th{€1) seamhing\fon@ filstwata @iémehipwhithnmatchesheortentof
val ues to be exactl¥ mat ched. After many tests with different natural

i mages 19 has bedie BecAnd dafaelement@rdnum

(C2) generating a key element including the address of the
matching first data element when a match is found for the content of the
second data element.

15 2. A method of steganographic encoding as defined in claim 1 wherein the
first and second data elements are represented by integer values and wherein -
step (C) further includes: _

when a match is not found for the content of a second data element;
(C3) producing an adjusted second data element by incrementing

20‘ or decrementing the integer value of the second data element,

(C4) searching for a first data element which matches the integer
value of the adjusted second data element, and

(C5) generating a key element including the address of the
matching first data element when a match is found for the adjusted second

25 data element, and replacing the content of the matching first data element

with the integer value of the second data element prior to producing the

adjusted second data element.
3. A method of steganographic encoding as defined in claim 2 wherein step

30 (C) further inciudes:
when a match is not found for the content of the adjusted second
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nunber of off-pixel searches required is generally less than 3 pixel

val ues. wbdbagegt i on anal ysis preforned on the sanme i mageCT#6%308023nd
after data 20 canouflaging using the prggent invention indicates that the
i mges are often exactly identical. Even when there is no exact match
of the pixel valdats element; al phanuneric character values, the mnute

change caused by overw.iting,jyst a few pixels in the inmage, for
exanpl e from 104 to 1&5 .rpégda&?\”g nd gReWi Adiisted segald adaty sisraent by

| mage quality. L‘Hﬂ&’r%?nérﬁﬁgief:f Qi Bhifing tthgafﬁﬁéﬁha%égghd?@aééggfeH?%ge%q Ue

bet ween the two 1 rages s resu or practrc

of substantiall _&feﬁéﬂting steps (C4) and T08) fp g RGN HdIsted eeashd daff SI8RREMt. S
relatively straight forward as it uses the unique key data generated

fromth® spatial |ocation addresses of pixels that match the

o buren A Sk BSBE0 F R ohEsdios i i e o
canmouf | aged.t 'eﬂgle ; Jacted fromthe imge. WO
99/ 48006 % 3%5 (é)t{H {d iReaes: PCT/ S&8/ 00023

14 : Tdetettnainindpa eange fontisiconitents ofitike fifst datpalentdritsng and
specific inmage. If the key data is Sépl i ed to anot her i maze, t he text
& rs.

string extract edlatermining  r@ngesfor the contaatsafibe seeend datacel

For digi.tal audi o _canmoufl.agin t.he.d 1 ¢ range of values of audio, 5

sanpl egoassoci at BRI #ﬁé irﬁg%? fgrpg?e% ﬁ%?a@atﬁoqgﬂ?"k Vﬂﬁhg‘eaé'ame Sﬂ% these

for ) di%}&ﬂh.ﬁtﬁ@érﬁéﬂ@? I mges. The audi o i nteger values nay al so be
that is

in a range somewhat different to the range of al phanuneric
char act er val uesshiffinglthghdonjents of tie Seeorchdateeleamtits wherhtheefange foe diked

for camouf ls?e%orr]\g c?afta%! rrr]\gpxtusnfggl; %utts?c)i(é of the range for the first data elements, such
that the range for the second data elements falls substantially within the range for

15  the first data elements, and ‘
using the shifted second data elements as the second data elements in

step (C).

5. A method of steganographic encoding as defined in claim 4 wherein the
20 ‘ step of determining a range for the contents of the first data elements includes:
calculating a mean and standard deviation for the first data elements; and
determining a lower limit for the first data elements based on the mean and

standard deviation.

25 6. A method of steganographic encoding as defined in claim 4 wherein the
step of determining a range for the contents of the second data elements

includes:
establishing as a reference a minimum value which can be attributed to the

range of possible second data elements.
30
7. A method of steganographic encoding as defined in claim 6 wherein the

N
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strings in digital audio data. 10 The present invention ma

accordi ngl y iwiséoueosan adaptive statistical appr oach to RGHS(398/00023
determ ne the dynami c range of the audio 4qanples. The nean ([err]) and
the standard deviation ([err]) of the audio sanples are determ ned and used
to cal cul at step Iafweompanmg ofcludes mtnuiaWneszﬁseFo:almahpl subtragiting thee

al phanuneri c char act grode for " whi ch corresponds to an integer val ue

of 65, 15 HRferenceva Hﬂ me'}?eloﬁﬂ')ﬂ%nerl c character set may be adaptively

shifted to coincide with the dynam c range of the audio sanples. This
adaptive statistical approach has proven very robust for enbeddi ng

al phanuneri g, t extA miethod ofistégano graplﬁcgartcaﬂmguﬁk defiead i Tigin Tufhéreiithe
speech. The nethod steps involved in the adaptive statistical range

shiftingpr etens of shifting includasl gdding tbe|affset value to thempondentsgof each second
Store integ %éue rgf al phanuneric reference character, eg. 65 for "A".

2. Det er nd standard devi ation of audio sarrpl es. 3.

Cal cul ate Iovver limt of audio sanple range, eg. by subtracting three tines
25 . the standard deviation fromthe nean (ie. [err] - 3[err]).

4. bt ai ng. dat & shethodnof atégaricgraphic ubndatiing s defined nipe cidiny actfﬁrthéﬂl ue
from the lower Iimt of the audio sanple range. . Add

dat a shi fti ingleding storing gdeyslementsreri ¢ character. 6. Perfor m
sear ch, 6<ey el enent generation and overwiting steps as 30 descri bed
above i relation to inmage exanpl e. 7. Generate uni que key data from

key el e€ment : . . .
B SCo8! _00393 A method of'\Qté@arfitaphic encoding as defined in claim 7 further

including storing the offset value with the key elements.

11. A method of steganographic encoding as defined in claim 1 wherein;
15 step (A) includes providing a digital representation of the content of each
first data element,
step (B) includes providing a digital representation of the content of each
second data element, and
step (C1) includes comparing values of the digital representations of the
20' first and second data elements.
12. A method of steganographic encoding as defined in claim 1 wherein the
secondary data inciudes a text message and each second data element includes

an alphanumeric character.

25
13. A method of steganographic encoding as defined in claim 12 wherein the
text message includes one or more of the following:
a title,
an artist,
30 a copyright holder,

a body to which royalties should be paid, and
I —

L
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15 Decodi ng 8. Extract audi o sanpl e val ues based on | ocations
addr essed | Nykdo/48006 el ements of unique key data. =~ PCTBGIs/0WBEVer se
data shifting process, by subtracting datfq]shi fting offset from 5

val ues extracted, to obtain al phanuneric Character val ues.

Referring now to dgemprabterms tftwvepublishersdistibutios.chemati ¢ bl ock di agram of a

di gital encodi ng/ decodi ng apparatus according to an enbodi nent of the

pr esent i nvention. Data sanples 10 are encoded with an al phanuneric

Camples 16 ol orfkqmetfiod "orPuaaRod bR ARRSAG, S “USsa, | SRR, 3rfirdher
dd , i . . i
ot put o 16, T RHHORR Me pliinal Sty modifed pAMaNPaaR tedlted BYSK 1C8)

al phanuméric character string 12 is extracted as 12A fromthe encoded

data sanples 16 using the | ocati on address contained in the 15 unique key
data 18. Thel@®ncoldnethedokstagpaagraghiccespaoding, as defiagdon claim 1nwherein ithe

chanoe 22 S8ina 1R BEISMRTHRTNE e s i WASHIGRRNENE ahly

pseudocode Ofhéfin Eatht fivst Gatd efdméntndefirst a ddepa@eristic %Qé%?atgﬂ Wity W &tiff-

A pseudocode of the spatial |ocation programused in the encodi ng process
is 20 showimagerélgment10. In these figures the term"unl abelled" is used
to refer, to-the original data and the term"labelled" is used to refer
to the 8foded data. An exanpl e of the use of the present

i nventi‘on f ca ' : < Mol ' ' s
1V ot at ed 16 RS dheBh"6 Siedanddt S encadirgladabithd H kY Wherein the,
exanpl e shovirstidatal glbmenteaiecobitained froms a@mﬂﬁé@qeﬁréswﬂng faedi'?mag& st

of Lena." is canouflaged in the Lena inmage. The correlation coefficient
equal s iags-1y one, indicating that there is no difference between the
| abel | ed and unl abel | ed i mages. Moreover, an entire paragraph of

English text containing 126
15 17. A method of steganographic encoding as defined in claim 16 wherein the

digitised still image is obtained from a still digital camera.

18. A method of steganographic encoding as defined in claim 16 wherein the
digitised still image is obtained from a computer game or other software.
20

19. A method of steganographic encoding as defined in claim 1 wherein the
primary data includes first data elements arranged in a three-dimensional array
wherein each first data element defines a characteristic associated with a motion
video element.

25

20. A method of steganographic encoding as defined in claim 19 wherein the
first data elements are obtained from a stream of data representing digitised

motion video.

30 21. A method of steganographic encoding as defined in_claim 20 wherein the

digitised video is obtained from a Video Compact Disc player.
[
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wor ds and 784. characters, as shown in Figure 12, is canouflaged in the sane
Lena i mage age.gom#0e again, the correlation coefficient is eBGESGI#I0833act |y

one. 30 The present invention of ganouflaging al phanuneric character
text strings into digital data has many potential applications for
resol ving copyright protection WO 99/ 48006 :

PCT/ S8/ 0 3 . . . .16 I ssues in
the consunee-sed frethpdsof steganparaphis ancodingsss defingd i glaim 20 wherein the
comer ci al ' Yot , a canoufl agi ng may be

I ncor por at eogﬂiﬂﬁ%gmggg@aner @%gaorﬁg%il‘%égfgkgﬁ@?é%uch as digital still/video
caner as and, nore recently, VCD and DVD pl ayers, to authenticate the
true ownership of 5 intellectual property rights or product ownership.
Anot her 5naj23. cdhsoetbodnfsteganographicencadingnas tefingdiin claim20 wiierein the

preventing [l Jegal .copying,and,downl oadi.ng of . satel]ite, inmges, nusic
CD's, and t‘ii%\%@gg vided s °%fa'"?‘#1c}€% %gfﬂ’ﬁﬁ%gi EOV%E?%@!“%WF'VQFH COMBUtEEt i on
of multi negiagne?%%n §otft9rare. I nternet needs also to be nonitored cl osely,

as there i ous anount of 10 original data, in the formof nusic,
I mge and video, illegally downl paded and redi stributed w thout- the
consent of the true owners. The present invention can be used to

addr ess t hi2#.pr ohineethod of\eeganagraphicianicadingoas defined buclaim r2th winessin ¢he
of nmessgages,in c rcial- and,ot her erations. Simlarly, in the service
sector%8 d'%ﬂﬁﬁgg@ee?e'ﬁM?'Qegﬁ??"baﬁﬁ&%,Q}eaf%é}ﬁﬁp'ﬁ‘é&'?y%ssages can be
canoufltaged in an 15 ordinary inmage or speech for secure transm ssion.

Those ski-lled in the art woul d appreciate that various adaptations and
modi fi cati @& ofA trhethodsef steganodgraphisr ericodirgd as rdefiedeint dairmyl Wheesinfthgur ed

primary data includes first data elements arranged in a one-dimensional array
wherein each first data element defines a characteristic associated with a digital
15  audio sample.

. 26. A method of steganographic encoding as defined in claim 25 wherein the
digital audio samples are obtained from a stream of data representing digitised
sound or music,

20
27. A method of steganographic encoding as defined in claim 25 wherein the
digital audio samples are obtained from two streams of data representing two
channels of digitised sound for stereo reproduction.

25 28. A method of steganographic encoding as defined in claim 25 wherein the
digitised sound or music is obtained from a Compact Disc player.

28. A method of steganographic encoding as defined in claim 25 wherein the
digitised sound or music is obtained from a Digital Audio Tape player.

30
30. A method of steganographic encoding as defined in claim 25 wherein the

[
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wi t hout departing fromthe scope and spirit of the invention. Therefore, it
Is to be woRAsdst ood that, within the scope of the-append€uSGH40M3, t he
i nvention may be 20 practi ced ot her thaﬁ as specifically described herein.
WD 99/ 48006 PCT/ SG98/ 00023
17 CLAjibfised sound br muskc isedbhsirled front agasegDiRiplaygncodi ng i ncl uding
the steps of: (A) providing primary data containing a plurality
of addressable first data. 5 el enents; (B) providing secondary

‘(jg a7 gpt 2' @11”9 A ﬁ%(HéQtdgtsi?gﬁoﬁgﬁﬂg eﬂ%ging as d&f nencrf %Sszlagg }%pr%e@ the .
first data cgbmgea%ouﬁa op m@&i&w&ae& $foim 2ividéb Comfac]ftenenﬁﬁ?ncl dat a

el enent C2) generating a ke udi ng t he
addressSof t he rratchl ng first data el ement when a match is found.
for the content of th econd data el enent. 15 2. A net hod

of st eganog?%lphv% f@ﬁ'@@él Qfgstagamgranbte gneoding as FQﬁﬁ@ﬁdDrﬁ'&ﬂb'l wherefin the and
gte ggn? C)da]E f}?%g& :bk ] rgé edsé.ts PEERRNE s bgrea e HRin YRS USSmBaY HNEL&INY data

elements.

10 33. A method of steganographic encoding as defined in claim 1 wherein the
address of each first data element is used only once for generating the key
elements, whereby second data elements having equal contents are matched to
first data elements having different addresses.

15 34. A method of steganographic decoding of secondary data inciuding a
plurality of second data elements, said secondary data being encoded in key
elements in association with primary data, said method including the steps of:

(A) providing said primary data containing a plurality of addressable first
data elements; '

20 (B) providing said key elements, each key element including an address
of a first data element; and

(C) for each key element, generating a said second data element by
extracting the content of the addressed first data element.

25 35. A method of steganographic decoding as defined in claim 34 wherein the
contents of the second data élements are shifted by an offset value further
including:

(D) providing said offset value, and
(E) subtracting the offset value from the contents of the second data

30 elements.

KR 0 AR A
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when a match is not found for the content of a second data el enent;
(C3) produci MfOLK48086 ust ed second data el enent by i ncrenment i nPCPEG8/00023
or decrenenting the integer value of the23econd data el enent,

(4) search'gg f&mgﬁ}‘@éi data el enent which matches the integer

val ue of th

generati ng
first data

data el enent,

adj ganeaaphie desedingas defined in claim 34 wheret) each
' ' f hi
So it Gatd BRment R SBnARABRE Bamd s od second 25

and replacing the content of the matching first data el ement

with the integer value of the second data elenment prior to producing the
adj ust ed sed6nd Antapparatusifor steganographic encwdingidckbingt eganogr aphi ¢
encodi ng. as defipgd in clai ?92 wherein step 30 §C) further includes:

when a rhtch is f BIFRDSt

It ROV, e RTIMEFY ¢ dalandpeniaining e@orplurality  of

WO 99/ 48006 .
PCT/ SGO8/ 0083 ressable first data elements;

18
data el ement;  (B) means for providify se&sHHEr) %@c%ﬂniﬁ@lﬁjﬁuéﬁégfggg%% d;?a

el enent by

i ncrementing or decrenenting the

el ement anddata elements; repeating steps (C4) and (C5) for the new adj usted

second data ele t. 5

defined in
10

t

15

20

25

30

}hod of st eganographi ¢ encodi ng as

4, A ne
cl ai whB188ng, fop Segrching, for paghe gecand data wiament, i a dirstidata
element which matches content of the second data element, and

(D)  means for generating a key element including the address of the
matching first data element when a match is found for the content of the second
data element.

38.  An apparatus for steganographic encoding as defined in claim 37 wherein
the first and second data elements are represented by intéger values, said
apparatus further including:

(E) means for producing an adjusted second data element by
incrementing or decrementing the integer value of the second data element when
a match is not found for the content of a secondary data element,

(F)  means for searching for a first data element which matches the
integer value of the adjusted second data element,

(G) means for generating a key element including the address of the
matching first data element when a match is found for the adjusted second data
element, and

(H) means for replacing the content of the matching first data element
with the integer value of the second data element prior to producing the adjusted

second data element.

39.  An apparatus for steganographic encoding as defined in claim 37 further
including, means for producing a new adjusted data element by incrementing or

R L
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determning a range for the contents of the first data el enent s,
det erm ni ng syd 99)4p0a¢ Or the contents of the second data el emPCrsGIYEO23
conparing the range for the first data elggents with the range for the .

second data el enents, shifting the contents of the second data
el enent s whefecrémenting dhé adjusted second datan dietiedrt vhermannatdmld foofdupdder of
the range for the first d&ig el enents, such that the range for the
second datatgﬁéﬁiﬂ#ﬁt@dﬁﬁf"l’ d datelementl |y within the range for 15 the first
data el enments, and using the shifted second data el enments as
the second data el enents in step (O). A et hod of

5.
st eganogr aphjcs GM@FBQrﬁﬁs d6f 'st@ganb@raﬁh% éhébdrfwg égidéﬁngﬁ i?nocl?ﬁ %9 Rirther

determning a range for the conténts of the fi ata el ement's includes
cal cul at Bng inclodimg: and st andard deviation for the first data elenents; and .
determining a lower lipit for the first data el enents based on the nean and

standard devi at i JAeans oy determining A-fange fof the casdents oi the first dataielements,
defined in claim =] < S f r (4.9l range for, t
contents of the Sré%%ﬁ% {élégh aét g’ﬁ%"r’r@ﬁtg %é)ifﬂgﬁhﬁe@&é&g 8 'the “Second dra]x?a
est abl i shi ngl@mepty, ef erence a mi ni num val ue which can be attributed to the
range of possible second data el enments. 30 7. A net hod of

st eganogr aphi ¢ ermeans foracomparing:the rangeafomtite first data eléments with the range

10  for the second data elements,

‘ means for shifting the contents of the second data elements when the
range for the second data elements falls outside of the range for the first data
elements, such that the range for the second data elements falls substantially
within the range for the first data elements, and

15 means for using the shifted second data elements as the second data

elements.

41. An apparatus for steganographic decod'ing of secondary data including a
' plurality of second data elements, said secondary data being encoded in key
20 elements in association with primary data, said apparatus including:
(A) means for providing said primary data containing a plurafity of
addressable first data elements;
(B) means for providing said key elements, each key element including
: arf address of a first data element; and '

- 25 (C) means for generating a second data element for each key element

by extracting the content of the addressed first data element. |

42. A method of cryptographic encoding including the steps of:
(A)  providing primary data containing a plurality of addressable first data
30 elements;
(B) providing secondary data containing a plurality of second data

R
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WO 99/ 48006

PCT/ SG98/ 0008 99/48006 - o 19 PCTISGIZRUAL3 (o
conparing includes cal cul ating an of f setogval ue by subtracting the -
reference value fromthe lower limt. 8. A met hod of

st eganogr aplémesca®dng as defined in claim7 wherein the 5 step of

shifting includ addj h ff.set value.to the contents of each second
8) 5 ach Serdiofita g

data el enent. e§‘?%H.anographi c encoding as defined in
claim1, further hpc ' r4 S A
ciy 'sbldrdﬂﬂwr%fd? d Rkt 43 eRmEMWRRESmalches contdfit of

met hod of steganographic encodi as ined 1n clarm

i ncl udi ng stori tige séeond datatelement andt h t he key el ement s. 11. A
met hod of steganographic encodihg as defined in claim1 wherein: 15

fstep (S‘é inc: udes pr 6¥2Yi §gnerating; aakevegﬁemfm incluﬁing)ftgeh@dm@ssemf tie each
. ’ Al Rk ¥
Fepr esent at | on BTEtEHIE TRt date etisREueh & Rah R Bl fir Bk donteflh o the

step (C1) includgsor@datd élggentl ues of the digital representations of the
20. first and second data el enents.

43. A method of cryptographic decoding of secondary data including a plurality
10 of second data elements, said secondary data being encoded in key elements in
association with primary data, said method including the steps of:
| (A) providing said primary data containing a plurality of addressable first
data elements;
{B) providing said key elements, each key element including an address
15 of a first data element; and
(C) for each key element, generating a second &ata element by

extracting the content of the addressed first data element.

44, An apparatus for cryptographic encoding including: |
20 ‘ (A) means for providing primary data containing a plurality of
addressable first data elements;
(B) means for providing secondary data containing a plurality of second
data elements;
(C) means for searching for each second data element a first data
25 element which matches content of the second data element, and |
' (D) means for generating a key element including the address of the
matching first data element when a match is found for the content of the second

data element.

30 45. An apparatus for cryptographic decoding of secondary data including a
plurality of second data elements, said secondary data being encoded in key

KR ) O A
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12. A nethod of steganographic encoding as defined in claim1 wherein the
secondary da%-b%:Wdes a text nessage and each second data BFBHEH00023

i ncl udes an al phanuneri c character. 25 13. - A nethod of -
st eganogr aphi ¢ encodi ng as defined in clarm 12 wherein the t ext
nessage i ncglefRmts icassochation with pimahpdata)\said apparatus including: title,

an artist, 30 a copyright hol der, . a body to which

royal ti es shoul d{AJe paieansaieq providing said primagy/ ddgoeontaining a plurality of
PCT/ SG98/ 000 20

gener al terﬂégfﬁéﬁatﬂﬁlﬁﬁtﬁﬁ?e&ﬁ@?WFbuti on. 14. A method of

4
st eganogr aphi ¢ eggodi ?Q,Fﬂln | & i i ; '
storing the pri ngerj)y dgﬁgﬁéﬂﬁgl I e%gpa)@i %@ﬁigﬁg %%%Qu’%egde%gggyg‘ﬁ%. 5

15. A Bt hgd agtressasfanfigt data elemeatdindg as defined in claim1l wherein the .
primary data includes first data el enments arranged in a two-dinensional

array wher e(G) eatieans fat gergrating eneeaondcdata elementhiar aachs kay elgment
associ ated %\f( tthrgctlsrgg' tHle content'dFHE a8l fEE884 first Rata element.

A
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16. A nmethod of steganographic encoding as defined in claim15 wh B@kn t he
first data elygwgmémeare obtained froma stream of data repreggﬂ@ﬁ%@

digitised still i mge. 15 17. A nethod of steganographic encoding
as defined in claim16 wherein the digitised still image is obtained
froma still digi lﬁgq ra. 18. met hod of steganogr.aphic
*encodi ng as definge n"Cclaim16 wherein e digitised still imge is
obtained froma conputer gane or other software. 20 19. A nethod of
st eganogr aphi ¢ encoding as defined in claim1 wherein the primary data

i ncludes first daf@0el20BOrR0sI0288HAJS6H i n a t hree-di nensi onal array
wherein each first data el enent defines a characteristic associated with a

not i on vi deo el enment. 25 20. A nethod of steganographi c encodi ng
as defined in claim19 wherein the first data el ements are obtained
froma stream of data representing digitised not i on vi deo. 30 21.

A net hod of steganographic encoding as defined in claim20 wherein the
digitised video is obtained froma Video Conpact D sc player.

Fig 1B
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WO 99/ 48006

PCT/ SG98/ 00023y0 99748006 . . . . 21 pcrisGesidides A
nmet hod of steganographi c encoding as defined in claim20 wherein the
digitised video is obtained froma Laser Disc player.’ 5 23. A nethod

of steganographi ¢ encodi ng as defined i n28 ai m 20 wherein the
digitised video is obtained froma digitised novie contained within a
conput er gane or other software. Figured A nethod of
st eganogr aphi ¢ encodj ' ool ai 20 wherein the 10 digiti
video is obtained fr ‘\55
nmet hod of steganogra
primary data incl ude}
array wherein ef
associated with a di
st eganogr aphi ¢ encod
audi o sanpl es are ob
sound or music. 20

i n.claim25 wherein
streans of data repr

sed

512 pixels

512 pixels
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channel s of digitised sound for stereo reproduction.

st eganogr aphi weedvegebsng as defined in claim25 wherein the
music is obtained froma Conpact D sc player.

sound or

of steganographi c encoding as defined ing
digitised sogﬂd or, nusic is obtained froma Digital
dgét eganogr aphi ¢ encodi ng as defined in claim25 wherein the

ASCII Character Set

30. A netho
WD 99/ 48006
22

25 28.

PCTHGY
29.

| aim 25 wherein the

A net hod of

Audi o Tape pl ayer.

kibdos£d
A et hoq

30

PCT/ S&8/ 00023

31.

digitised sound or music js optained froma Laser Disc player.
A met hod of steganographic encoding as defined in claim?25 wherein the

digitised sound or nfisic ik obt& ned 8rom at Vi deg Conpgct Di gc pl gyer.
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10 33. A met hod of steganographic encoding as defined in claim1l wherein

t he %8%}4@56 each first data elenent is used only oOnGRCIVSEI8/00023
generating t el enents, whereby second data el ements havi ng equal
contents are matched to first data el enments having different

addr esses. FlEﬁ% A et hod of steganggsr aphi ¢ decodi ng of secondary data
i ncluding a lurality of second datd el ements, said secondary data
bei ng encoded in key el enents in association with prinmary data, said
met hod including the steps oftl,1) (1) (3,1) () providing said primary data
containing a plurality of a data el enents; 20
(8) providing said key (&lip s,118@ac®4key 182ement i ncl udi ng an address
of a first data el enent(1andi20 65 78 (O103f or| each key el enent,
generating a said secong;dptdisel egent lay 76 extracting the content of the.
addressed first data el ) 90 28 3%6 A10Bt hord of steganographic
decodi ng as defined in ’% re| Rgt hey contents of the second
data el enents are shift set gal yg furiher i ncl udi ng:

O %zue 12 [

(D) providing said of f & (E) subtracting the
of fset value fromthe cdhi’é fl"’ghe @ecoﬂa datia 30 el ements.
WO 99/ 48006 (1,8) |40 PCT/ S8/ 00023

Fig 6B

Ly @ GEGn @n

(1,1) {100 110 84 192
(1,2) 1120 65 78 103
(1,3) | 115 20 144 76
(14|90 78 46 104
(1,5) 104 89 120 42
(1,6){99 72 122 88
(7|78 120 69 77
(1,8) |40 84 65 10
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23 36. A method of steganographic decoding as defined in claim 34
wher ei n each WO9%488cond data el enent includes an al phanuner iPETSGISB08E% .

37. An apparatus for steganographic encoding including: .5 (A .
means for providing primary data containing a plurality of

addressable first data el enents; (B) means for providing
secondary data containing a plurality of S8cond data el enents;

(© neans for F? Phing, for each second data elenent, a first data 10

el ement whi ch mat®hes content of the second data el enment, and

(D) nmeans for generating a key elenment including the address of the

mat ching first data el ement when a match is found for the content of the

second damtael errEnt. 15 38. An apparatus for steganographic

encodi ng ap cl ai nr3+—whereR the first and second data

el enents afe rep‘nesen ed by [ nteger valfjues, said apparatus further

i ncl udi ng: (B jnea for groduci ng an adjusted second data

el ement by (lq)ncremanti ng or Eté;rementi ng the integer value of the

second dat a erement when 20 | aEneading i for the content of a

secondary data el enent, (F) means f@r searching for a first

data el errenAlphﬁmﬂibrféatches the n(e % i ntjeger val ue|of the adjusted second
ans

data el ement character dr generatihg a key el enent including
the addresjs Tgulx mat h| ng fi rst data el ene
for the adjust ecdnd data efjement, and

t

t when a match is found
repl aci ng t he entj of the matching first data ¢l enent

(H neans for

A4

Unique Encoded
Key Data Data
Samples
(18) (16)
: Encoded
Data
Data Samples
Decoding (16A)
-Alphanumeric
(20) Character
) String
(12A)
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with the integer value of the second data elenment prior to producing the
adj ust ed wosrRnes data el ement . 30 39. An apparatus f @eT/SG98/00023
st eganographi ¢ encodi ng as defined in claim37 further i ncl udi ng,
means for producing a new adjusted data el ement by increnmenting or

WD 99/ 48006

PCT/ S@G8/ 00023 24
decrenenting the adjusted second data el ement when a nmatch is not found for
t he adjusted second data el enent. 48 An apparatus for

st eganogr aphi ¢ encoding as defined in claim37 further 5 including:
means for determning a range for the contents of the first data el enents,
means for determning a range for the contents of the second data

el enent s, means for conparing the range for the first data .
el enments with the range 10 for the second data el enents, means
for shifting the contents of the second data el enents when the range

for the seco igasa elenments falls outside of the range for the first data
el enents, suc hat the range for the second data elenments falls

substanti al | %ROCE%&E'PE*?PEI\E@BE)%Q or the first data el enents, and

READ UNLABELLED DATA;
CONVERT UNLABELLED DATA INTO INTEGER ARRAY
¢ READ ALPHANUMERIC CHARACTER STRING;
= CONVERT CHARACTER STRING TO INTEGER ARRAY;

PROCEDURE SPATIAL LABELLER;

GENERATE UNIQUE KEY DATA FROM KEY ELEMENTS CONTAINING
MATCHING LOCATIONS;

CONVERT LABELLED INTEGER ARRAY TO LABELLED DATA,
STORE UNIQUE KEY;

STORE LABELLED DATA

END

Fig 9
PROCEDURE TEXT DECODER

READ LABELLED DATA; _
CONVERT LABELLED DATA INTO INTEGER ARRAY;

READ UNIQUE KEY;

EXTRACT SPATIAL LOCATIONS FROM UNIQUE KEY;

DECODE CHARACTER INTEGER ARRAY FROM SPATIAL LOCATIONS;
CONVERT CHARACTER INTEGER ARRAY TO ALPHANUMERIC
CHARACTER STRING;

DISPLAY ALPHANUMERIC CHARACTER STRING

END
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15 means for using the shifted second data el enents as the second
dat a el erpihA; 41. An apparatus for steganographpcTgeesanrsgy of

. fﬂoﬁ. . .
secondary data including a plurality of second data el enents, said .
secondary data being encoded in key 20 elenents in association with
primary data, said apparatus including: (A) neans for
providing said primary data containing a plurality of addr essabl e
first data el enents; (B) meaj3s for providing said key
el ements, each key el enent including an address of a first data
el enent; and 25 (© neans for generating a second data el enent for
each key el enent by extracting the content of the addressed first data -
el enent . 42. A nmethod of cryptographic encoding including the steps
of : (A) providing primary data containing a plurality of
addr-essable first data 30 el enents; (B) providing secondary
data containing a plurality of second data WO 99/ 48006
PCT/ SG98/ 00023 25 el ement s;
and, (C for each second data el enent: (C1)

searching for a first data el ement which matches content of

. TFig10
PROCEDURE SPATIAL LABELLER

READ UNLABELLED DATA INTEGER ARRAY;
READ CHARACTER INTEGER ARRAY;
DETERMINE LENGTH OF CHARACTER INTEGER ARRAY;
DO 1 TO LENGTH .
SEARCH AND MATCH UNLABELLED DATA ELEMENT AND
CHARACTER ELEMENTS;
IF NO MATCH THEN
INCREMENT OR DECREMENT CHARACTER INTEGER
VALUE BY ONE;
REPEAT SEARCH,;
OVERWRITE UNLABELLED DATA INTEGER WITH
VALUE TO BE MATCHED;
STORE SPATIAL LOCATION TO KEY ELEMENT;
UNTIL DATA ELEMENT MATCHED
ELSE
STORE SPATIAL LOCATION TO KEY ELEMENT;
END ' '
STORE LABELLED DATA ELEMENT TO LABELLED INTEGER
ARRAY;
END '

END
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t he second data el enent, and 5 (C2) generating a key

el ement | ncl%%sﬂg éj’ge address of the ' mat chi ng fi r ptrdabswoetienent
when a match 88d for the content of the second data

el enent . A met hod of cryptographic decodi ng of secondary data

I ncl udi ng ae@ignfll ty 10 of second dat@, el ements, said secondary data
bei ng encod ey elenents in §ociation wth primary data, said
met hod i ncluding the steps of: (A) providing said primary data
containing a plurality of addressable first data el enents;

(B) providing said key el enents, each key el enent including an address 15
of a first data elenent and (C for each key el enent,
generati ng apsss - N R T
addressed fi XS
encodi ng i nCEE 4 - ans for
cont ai ni ng o ‘ . lcssable fi
(B) neans f . ot & cont d
dat a el enent s for sear
el enment a fi j ch mat chdg
el enent, and ¥ or gener
t he address st data
for the cont data ele

H

Unlabeled:lena512 Iabeiedzlenasié

Fig 12

“As digital watermarking is a relatively new technology, DataMark expects the market
for its product DataCam to be substantial. For example, in a recent survey on the
Internet market, compound annual growth rates of 37.6% and 91.1% in Internet access
and software products, respectively, are forecast for the years from 1996 to 2000.

- These growth rates translate to revenues of US$3.15b for 1996 and $11.3b for 2000,
in Internet access, and $916m for 1996 and $12.2b for 2000, in software products [1].
As the Internet continues to grow on a rapid scale, more legal questions related to
copyright protection will surface and need to be seriously addressed by the Internet
community. One potential solution is the use of digital watermarking or camouflaging
technotogy in digital data. ”
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30 45% An apparatus for cryptographic decoding of secondary

i ncluding a urality @b m&gcﬂﬁiﬁ{o@ékm S&i d secorl
bei ng encoded ll?lqgt R OREk8@Y ureau A

PCT/ S& 8mﬂONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION EREXBNPET) n

roand L PEEPRN R CERNT ) Tar a8 QTR AR PNy of | WO 59148006

e I TR 85,4 Py

o ) ey o0 PR R0 S ML AAe Gt SRR SR h et b |

el engni2) mternational Filing Date: 18 March 1998 (18.03.98) NL, PT, SE)

(71) Applicant (for all designated States except US): DATAMARK | Published
TECHNOLOGIES PTE LTD {SG/S5G]; Suite 106, Innova- With international search report.
tion Centre, Block 1, 16 Nanyang Drive, Singapore 637722
i L1678

(72) Inventor; and

{75) Inventor/Applicant (for US only): HO, Anthony, Tung, Shuen
[GB/SG]; Nanyang Technological Univessity, School of
Electtical & Electronic Engineering, Block S2, Nanyang
Avenue, Singapore 639 798 (SG).

1)
{74) Agents: HAQ, Murgiana et al,; Haq & Namazie Partnership,
" Robinson Road Post Office, P.O. Box 765, Singapore 901
515 (SG).
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(57) Abstract

A method and apparatus for encoding s::;?es

is distlosed. Primary data such as a work
in which copyright subsists, is utilized in a (10) Data
steganographic process to encode secondary Encoding
data, such as ownership or copyright informa-
tion, The primary data contains a plurality Alphanumeric (14)
of addressable first data elements and the sec- Character
ondary data contains a plurality of second data String
elements. The method includes searching for a2
first data elements which match the contents of
the second data elements, When a matching
.| first data element is found a key element in- I
cluding the address of the matching first data Unique Encoded
element is generated. In one embodiment the . Key Data Data
method may be used for camouflaging a text Samples
message such as copyright information in pri- : (18) (16)
mary data, such as audio, an image or video
data. In another embodiment the method may
be used to encrypt data for secure transmission
of messages. Complementary decoding meth-
ods and apparatus are also disclosed. Encoded
Data
Samples
Data
Decoding (16A)
(20) Al‘;:l:anumeric
Swing
(12A)




