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Encryption device transmits intermediate value to participating
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PARTICIPATING
SUPPORT DEVICES
504

Encryption device generates random nonce

Encryption device generates intermediate value

support devices

Participating support devices transmit partial computations to

Participating support devices calculate partial computations ;) 512

encryption device 514

;)518
;)520

;) 516 Encryption device generates key generation seed

Encryption device generates cryptographic key

Encryption device generates authentication
cryptogram using cryptographic key

FIG. 5
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ENCRYPTION DECRYPTION
SYSTEM SYSTEM
902 904

Decryption system stores a plurality of secrets across one
or more decryption devices

Decryption system receives a cryptogram from encryption
system

Decryption system selects a first secret of the plurality of
secrets

Decryption system determines the first secret was used to
encrypt the cryptogram

( Decryption system decrypts the cryptogram using the first

900

secret

Decryption system processes confidential information
based on the first assurance level and according to a first
protocol
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