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fraud which is prevalent in the credit card industry is
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beEBHaGrVE S hiphush fsdglomams, si6cif geer{aes. erdotrranasksy Nonsdglcgsymany

ski mmer s.
of these features are proving to be less effective as financial transactions are increasingly being

conducted in a wireless environment. Similarly, as financial instruments are increasingly being
employed on electronic devices, rather than physical plastic cards, the ability to use techniques such
as a customer signature ot holograms to verify a party to a transaction is becoming less available.
[0003] One of the primary sources of fraud which is prevalent in the credit card industry is
skirnming, which refers to the electronic copying of the card’s magnetic stripe data to create
counterfeit cards.- Early skimming was difficult to hide and required cumbersome equipment. As
credit card technology has become more sophisticated, so has the technology used by skimmers.
[0004] In addition, new forms of skimming have appeared. For example, in one instance a
small bug was implanted in a terminal, and left in place for weeks to collect hundreds of card

numbers before being removed to harvest the collective card data. Also, one of the more insidious
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cards evolve and bring the promise of quick transactions to current payment environments, the

classic skimming problem comes along with it. In fact, in a wireless environment the opportunity to
skim magnetic stripe data is more prevalent. In a wireless environment, a potential skimmer need

not physically possess the card to be skimmed nor have access to any of the physical equipment (e.g.
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POS term nal, comunication lines, etc.) which is
required for skimmng in a wre based environnent. A
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100101 The" present invention may be used in any
transaction in which magnetic stripe Track 1 and/or Track
2 data will be exchanged over any type of interface

i ncl udi ng contact-based interfaces and wirel ess
interfaces BRI EF DESCRI PTI ON OF THE DRAW NGS

)11 B PELCE S S aL N ES, benefits and advantages of the

nbodlnents of the present invention will be apparent
with regard to the follow ng description, appended cl ains
and acconpanyi ng draw ngs where: [00121 FIG 1

de Qﬁ&ﬁeﬁd&hﬁ%ﬁﬁﬁwegﬁca%fﬁ@ﬁb Mfhe & shdlibh ¥ QltsfF roqgif‘thmeﬂﬁ& provider
for use in resent invention. -4-

genef]a?e@ zZrﬁic%?leglue does not QA 3l E)]lr@ht d%w&egghéﬁt&i @nﬂ?&h@rp\glue
for generating unique derived Eeys fromdata residing on
a payngpgoof 8VinGRemate embodiment, payment data generated with each transaction on the
payment device is transmitted {rom the payment device on which the payment data was generated to
a point of sale terminal such as a credit card terminal. A verification value may be generated by the
point of sale terminal using the payment data and information contained within the point of sale
device. The point of sale terminal transmits the payment data, with the verification data, which may
be in the form of magnetic stripe credit card Track 1 and/or Track 2 data, to a payment network
which transmits the payment data to a service provider computer. The service provider computer
independently generates a verification value. The transaction is disapproved if the service provider
generated verification value does not match the verification value generated on the point of sale
terminal.
[0010] The present invention may be used in any transaction in which magnetic stripe Track

1 and/or Track 2 data will be exchanged over any type of interface including contact-based interfaces

and wireless interfaces.

BRIEF DESCRIPTION OF THE DRAWINGS

[0611] Aspects, features, benefits and advantages of the embodiments of the present
invention will be apparent with regard to the following description, appended claims and
accompanying drawings where:

[0012] FIG. 1 depicts the method of creating an encrypted data block for use in the present

invention.
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[0014] FIG 3 depicts a nmethod for extracting portions of
an encrypted data block for creating a dynam c card
verification value according to the present invention.
[0015] FIG 4 depicts an exenplary record format for use

in an enbodi nent of the present invention. [ 0016]
FI GrrdanBeBb&Es BN 1 Bhkeipat i ve exenplary format for use in
an e od?nent g? gﬁe pﬁesent i nventi on. [0017] FIG

6 is a flowmchart of a preferred nethod of utilizing a
dynam cally created verification value to authenticate a

t ransaqhi18yFIG. 2 depictsla®:HB] fdr b&eratlng 18iqBe dehiQMURA fonHatadEbiding on a
alternate nethod of utilizing a dynam cally created
ve?%%kgakhag value to authenticate a transaction.

DETAI LED DESCRI PTI ON OF THE | NVENTI ON [ 0019]

Bef ore [edagj RGESRPls TRENOES: RER SS38bhRE endrdptddRath Roli8or creating
understood that this invention is not limted to the

Pak biamlcRkrd WBIRAMALAGE L8oraidlEN inkeSSes@t ilREbRCOl s descri bed,
as these may vary. It is also to be understood that the

t er m nQb@GYrISLEkpich ah BRMPIRSGEDRL D@L foSush B antRBodHEPOSE: Phsent
descri bing the particular versions or enbodi nents only,

anghvksioflot intended to limt the scope of the present
invention which will be [imted only by the appended

cl ai ms.[oo18) 0ar § depiidn, al@bthe dghplRefophR S8 ke inMv &Hbb&Rert Sf the
described in conjunction with financial transactions, it

W bleseEn@pipneci at ed that the present invention may find
use in any electronic exchange of data. -5-
[0017] FIG. 6 is a flowchart of a preferred method of utilizing a dynamically created
verification value to authenticate a transaction.

[0018] FIG. 7 is a flowchart of an alternate method of utilizing a dynamically created

verification value to authenticate a transaction.

DETAILED DESCRIPTION OF THE INVENTION

[0019] Before the present methods are described, it is to be understood that this invention is
not limited to the particular methodologies, devices or protocols described, as these may vary. It is
also to be understood that the terminology used in the description is for the purpose of describing the
particular versions or embodiments only, and is not intended to limit the scope of the present
invention which will be limited only by the appended claims. In particular, although the present
invention is described in conjunction with financial transactions, it will be appreciated that the

present invention may find use in any electronic exchange of data.
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ATTORNEY DOCKET “NO. : 126278. 00702 100201 It must

al so be noted that as used herein and in the appended
clainms, the singular fornms "a", "an", and."the"

i nclude. plural reference unless the context clearly

di ctates otherwi se. Thus, for exanple, reference to a

"key" is a reference to one or nore keys and equival ents

t hereainek hoWet @ . tihosessKi | 1ed in the art, and so forth.

Unl ess defined otherwi se, all technical and scientific
terns used herein have the sane neani ngs as commonly
under st ood by one of ordinary skill in the art. Although
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herein can be used in the practice or testing of
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nmet hods are now described. Al publications nentioned
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to be construed as an adm ssion that the invention is not
entkhd e thbe skinéddaltit e, Satb0 fddihS UhIOS dEfReditharwise, Hibteinicflahdkientific
i nventi on. 100211 Cenerally, the present invention
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card verification value for each transaction and for
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is authentic and has not been skimmed. The dynam cally
genretaing df @b dimvias biftheaéskn vitalonlehe( i @fren hetholsrdieheicstring. All
the "dCwW') is generated on the paynent device, enbedded
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termnal, In an alternate enbodi nent, paynent data is
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generated by a point of sale termnal, and the

veri fi caedipfencallyahd preentbiecktdieh protides hrchopaydenttendabadynamically
[00221 In an enbodi nent, data received by the point of

s algenctaéngn cadlverif®ationtvangplivedaddraamctivn agal fyr yhidyingsnth dat @ vérdy Bat the
standard magnetic stripe Track 1 and/or Track 2 data

W phoutt grvienbediiade d8V)s toy tedrveskponat The sakwictlar geanerakd Card
The point of sale term nal passes on the received data to

a Payivetn Vabiewelickedimbahin asithe “dGY V) isparsses oit thepagla¢nadegiae, trabedded
the service provider. If the service provider determ nes

t héntq thansyeretti o, ind tonenitadric wippistolgald @uinils In gyaliemetd smbdygnent,
servi ce provider independently generates a verification
vabuaentdate Fiacopieed fincapayoent daioge vgeliretiatvelie [yygeteluted ber ning ef sale
provi der does not -6- ATTORNEY DOCKET NO.: 126278. 00702

terminal, and the verification value is embedded into the payment data.

[0022] In an embodiment, data received by the point of sale terthinal is interpreted as simply
payment data (e.g. standard magnetic stripe Track 1 and/or Track 2 data without an embedded
dCVYV) by the point of sale terminal. The point of sale terminal passes on the received data to a
payment network which, in turn, passes the data on to the service provider. If the service provider
determines the transaction is one for which a dCVV is required, the service provider independently

generates a verification value. If the verification value generated by the service provider does not
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M

match the dCWV recéived fromthe paynent device, the
transaction is identified as potentially fraudul ent and
di sapproved. [0023] In an alternate enbodi nent,
data is received by the point of sale termnal and is
used by the point of sale termnal to generate a

VerH#bﬁ&&'%EM%QRPQEQ¥HEOQO'nt of sale term nal passes on

he recei ved data paynment network which, in turn,

‘passes the data on to the service provider. The service

provider independently generates a verification value. If
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fraudul ent and di sapproved. [ 0024] For purposes of
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| NGhAHRY isRIAREIISE AdtdhtRlyaf08MnSandidRaptiveh data is
exchanged between two devices wi thout the need for the
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generality of the foregoing, "contactless "W rel ess”
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frequency, infrared communications, Bluetooth, or
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this application, the term"paynment service" shall mean
anyni@ppdicBatiticon (06 pbay ey I8BwARIRIRAY), §eVh6¢ i) b 6iIGAISRS., a
t he exchange of data between the paynent device and any

ot hakonelenditiesfdtank, @GabildNectrblic &kl loda empappr eci at ed t hat
"payment service" is not limted to financia
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[0027] For purposes of this application, "paynent data"
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data el enments used by the paynent service to execute a
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transactions any necessary data el enents excl usive of the
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is a magnetic stripc credit card transaction, "paynment
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I's understood by one of ordinary skill in the credit card
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date, service codes, and discretionary data. "Paynent
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nunber or a unique identification nunber for a service

pr davicdetid any other device or location. It should be appreciated that “payment service” is not

limited to financial applications.
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[00281 In an enbodi nent, the paynent data will reside on
menory | ocated on the paynent device. The paynent device
will also maintain an application transaction counter
(ATC). The ATCw Il initially be set by the service
provider to a predeterm ned value. Thereafter, the ATC

Wi | %K$%Eingéen§pte% mﬁthleach transaction. Alternately,
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value with each transacti on. The ATC may be a val ue of

any length. In addition, the service provider which
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concat enat ed val ue 106. |If necessary, padding characters

10&11161&%1@,%@ cabenatE ek i ol Medbe@ied Hhind NBLARE LR §fl be
val ue 106 t h a

o forma nunmeric string 112 wit

pr geehehddl iedeafh ¥&Hacki®N 9 Rerndidly, dqePk &f %f 8 aQPRRALATEBL its initial
this nunmeric string 112 is 128-bits in length, although a

NUpRletetmidd aRg witk cadRankR0GL ThéRYC Ry 34988l ue oFBS 1RREH I dition, the
characters 108 may consist of a streamof 0's, |'s, or
anyervide PRI IdBHTRIhIE134 thE pdyhidit sérSicdi WRinRA BorteBooh e LB ABRable
devi ce and the service provider. The nuneric string 112

| StolheS@Oketolitdra chituidd] AEKSuQEA B eHbR delaf PGER thiBE R oMidelOIC is
and Block B 118. Block A 116 is then encrypted 121 with a

f i s8d toRdeahify Phyn@at deB5ced Rhich hihatEsea fidhed! MeaBMemYP LinBRliment, a
step 121 is Block C 122 of length equal to Block A 116.

Bl @gHogtam] diditd] Sighdde8) oEh6h Lishicbedel o nedtidn¥ekRinat BSuswd i place of orin
Block B 118 resulting in Block D 124. Block D 124 is then
en@nyipdiedwit2®e WICh a second encryption key 126 to produce
Bl ock E 128. Block E 128 is then decrypted 129 using a

decr ypt0029] Baelytih3 the aynpnostie iBinaalkd R 32/ isBetededronliB2paySent
then encrypted 133 using a fourth encryption key 134 to
pradive &r BhtbmKcaBorl BGposes. FIG. | O83Msltht nethbd bf gr@erapigar #IVV fod each
one of ordinary still in the art that the first

e nehyaplidn@tcokdeg 1dBOpredeREn @ QA NG tRNE & Ydkcrio frikeyf pred@ermiaelength is
third encryption key 130 and the fourth encryption key
13d4careay THi aloehc AN 1 €S € @0Y SetrIvadgue] the ATAN0EVROEE dveBdpomiing lefi-
the present invention, the first encryption key 120, the
second encryption key 126, and the fourth encryption key
134 are equivalent and of a different value fromthe

t hirk@oepGdyREi on key 130. Qther pernutations of the
encryption key values utilized in the nethodol ogy of FIG

| are within the scope of the present invention.
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[0031] In a preferred enbodi nent, the first encryption
key 120, the second encryption key 126, the third
encryption key 130, and the fourth encryption key 134
take the val ue of unique keys derived from data existing
on the paynent device. Upon depl oynent, each paynent
Ser¥hﬁ$¢#§o&&ﬁ%8”?s&ﬁ%9 y the service provider with a
mast 67 derrvation e master derived key may be
depl oyed with paynent services in batches (i.e. multiple
payment services receive the same master derived key) or

' ” o¥! ﬂéi‘@%% Y adcBfi mmﬁhgg%eﬁﬁig}%ée or PENASE. Sﬁﬂ?hﬁn?e?ig string is

the functional Ity to derive keys unique to

P a¥6@ﬁgna§§ bYihER ght' \Jlt@the?exﬁggmdakh‘gr tﬁ@ﬂa?ﬂgﬁ Lé?wgye afn@ fhe service code to

der|V|ng two unfque keys which are utflized in

gﬁoﬁﬁc'é ggongﬂ;% i mt] 06. Tﬂﬁce@ﬁﬁpéﬁ%m%]&l‘l%&grs ?&]are cBrp:gte n%ﬁ PHIY: the

uence n the 1 nverse t he account nu

ZO%ght@ﬂge SoRGehdl aﬁ:‘él o bl 2 ARRAE HinSAIYUSRE Sre RS

615& gédt%] Glength.
are concat enat e toge er tO create a concat enated val ue

21 (ﬂ‘[d’:l é:irjéfer{ég GrftsbatioNs, th‘ish:@m%ﬁﬁ% ?ﬁ% ﬁg ﬁh K ﬂz :clzlgm[@% nglﬁenc string of

pad wth zeroe$, or sone er va to create a

St Lj1ghef a9b@Jssod %9,543&9&91211%&&?%8'&9 %nglst ostt@arﬂBﬁ)fse[ £ 8fhny other

enbodi nrent; the concat ehat ed val ue be 128 bi'ts fn

| eﬂ&t.é?w vﬁbé Jﬂ&ugk}ﬁweﬁo&% &%%ﬂﬁhﬁfév%@h‘d%e‘ s%wfb%m'vfd@ tﬁng neric

being this | engt The concdt enat ed val ue

engiyPiied b%gc‘?ed%%b ) bﬁcl‘clﬁ‘s JFBRLB, Fﬂeélbé@t 118 anﬁﬁé’ck%%ls %ocﬁ\'}ﬁ 16is

encryption key for each encryption stage. The encryption
Ut {Heh 2RGp 0P 1 WAE b HECR N XBE 20T TH ‘Pé%ﬁl}’&*tﬂe%ﬂcxﬁ%‘é?éi’)%?géiock C

For exanple, this encryption step may utilize Tripl e-DE

en @i%‘??ehé%ﬁ‘equl heaMal Algiel BRkdk Ei5s tilérpémh&‘&‘elﬁﬂ@ E&’(&HR‘? E'zs&&aﬁﬁslock
220 is a unique derived key or UDK for th

ap I h§ Rt 6 g f
BN L 1t D, By

t h @26‘4 rodd R BIRE T 481 BRJK @128 240y R00 VKR, a?—éelryﬁﬁd?lrﬁe? & o

may take any form including assigning the val ue
of m@ ek st Babi e o6 sty 2308 BilKBuA B Ky 1341
asglgn?ng t he val ue of the ?lghtnnst halt of the UDK 5%0 °
t 0phliliBRddc 1/d.ternatively, the UDKA 240 may be derived
by selecting alternating or -10- ATTORNEY DOCKET NO.:

126278443 aqawmm@ REBYEHSE BUR&Y sl ih 1R f eh
UDK 23 ] %pra emai Elltengmgl fﬁgmarletaglg%gﬂe@ﬁﬂ %@Kw%ylm

24¢ke seEwdte ﬂ@r[l@:y 1&@@&%&@@5@&%5@%@% fJunﬂtmc 18454 may
and UDKB 241 are of equal |ength eturnlng

n Ofé'ketagy brogiebieprbt. Rfn LG AMRLNREE b!@&)ﬁt xﬁ'@}m Jnol!"xtt; hrsﬂ eﬂcrlj:}:lhg}\ kel120,

3 describes the further processing required t

g eﬂﬂ@&@&ﬁ ehd? tlgﬂég 12686 ik ScldicRikty B QH%@@enPJnd%h?dtfferent

val ue store lock G 136 is subjected to two separate

| T @hRkoMencRiRCRS SN k& 18V ajthe%@mmﬁmmimé%n&m@@@a vahéamnezed in
As shown in FIG 3, beginning with the nost S|gn| i cant

(1 thembeddoloBPSHrIG di i Mlﬂxﬁ mBLaaF&f@eme@ﬁdexﬁwm ning each
sequential nibble, if a nibble contains a value ranging
fromzero to nine, inclusive, that value is extracted 301
and placed in a new nuneric string 305, referred to
herein as a holding string, by concatenating the
extracted value to the right of the previously extracted
value, if any. The result will be that the holding string
contains a series of values rapging fromzero to nine,

| nebusi e Bl ch appear fromleft to right in the holding
string in the same sequence in which they appear in Block
0 136. 100331 A second evaluation is then perforned
agai n beginning with the nost significant digit of Bl ock
G 136 and exam ning each sequential nibble. If a nibble
contains a hexadeC|naI val ue ranglng fron1ten (A to

£ " £ L& — f ™\ LI | L 2 b - a4 I T | ~N A N —



M

ATTORNEY DOCKET NO.: 126278.00702 dCwV for the
transaction. O her nunbers of bits nmay be extracted from
the tw ce-exanined nibble string to generate the dCwW for
a transaction. Furthernore, different nibbles, such as
t he ri ght nost nibbles may be used as the dCW for a
transaction. hree | eftnost ni bbles, however,
WE%WFDQC%E%‘%HFG%@ ¥hbodi ment . 100351 Once
generated the dCW is enbedded into the paynent data
transmtted fromthe paynment device to the point of sale

fNIeIr Im 2;1180311';}1[3 Our%tnaedrse r'}{eeng thk?e hen[c trﬁnﬂcgy PJEI\] t%afeg?{%lge?]crdnyp%gn key
)i?? u gtthnb eenc%Jl tmn ?egqgtf tax\é&r) tgjﬁz hrtﬁ efagr I&%V Ig nJ(])lC \éaglg C??]gnﬁﬂ.le keys

no .1 nadi cat i

enveg Hr 1 d?ta exnistmgtog?l?ﬁ ng{f‘nert ﬁea}ftmea M ogmg%egh d%aamen servace is
%'ergo%&%e& gy tﬁ Sé’e?vgcef [ gryert vp & %%@Pcﬂt va? &Y ]:gregt Tl%e master cilenve%f?(l;y may be

an &xe Iary recor

e e b AR
t erdEﬂJ‘@Le 2 thlgdl'y guaﬁi: dEacQ Eﬁ%ent%%wé:el vﬁll be Pér%}a%ngor ! tﬁp %notnona]xty to

concat ena ount nunbe
ggiﬁ%ﬁrg Eeceyg gﬁidej %ntn@nt EFCE ggﬁogﬂ ntt)}%gl;eﬁloét?ggy f(%r&gmf’i'ng two umque
ac %@s‘ @El}pﬂ]&gptg{zeqdig &le Fr%fe;lrgd e%%kﬁ]e.' £/ 198 Q?co&mn‘ﬁlm% ebf % E&ELngs%lfence

our Igits Ton and t service CO

t hﬁ]%eﬂﬂal tiléml'quggf 1hé'%¥\ﬁ}4§{£815£r'3€3 dI @%rs@gﬁ&%%mg%%%e number

) e expl ration date service CcCo

ar 50 (Jnha@ngtg&jto %I NGyt a%%ﬁ&%tehaqmlamgﬂ d\qu(lliet:csk py br%latgnated
i 1 Pl

typlca y reserv or other uses, a value is pla

an véh‘ﬂ%lﬁ %h%e %}% E}?ger S, g%e Qtﬁa' VQ g@ﬂ 1 ‘%ﬁﬁ@a‘i’éjaesgrmg Bf}a&ﬁéd@tennined

recor I's 1 ndicator

SeﬁXédQ&gg\gs gl%feﬁe\é\ﬁ‘xérﬁé?;dﬁrf‘eﬁ %\é@%%t%te@@ﬁacegtnhag%e 958 1# 1§ length,

paynent t he

wh 5191'3\1 BYe &?{&keﬁé’?%]dl \Bé{éxgv\vgﬁﬁﬁ{e}{ ﬁ)dvefn Ehlﬁ!e\%thv gg!:‘: Edngz{i‘%;&t%]valﬁ 210 is

data. Final 415 1s co cate on

g T A e SRS O S

12 ggggSTnggpnon utilized may include any type of encryption methodology. For example, this
encryption step may utilize Triple-DES encryption. The value resulting from the encryption step 220
is a unique derived key or UDK 239 for the application identified by the account number. Two
additional keys, UDKA 240 and UDKB 241, are derived from the UDK. The derivation of UDKA
240 and UDKB 241 from the UDK 230 may take any form, including assigning the value of the

leftmost half of the UDK 230 to UDKA 240, and assigning the value of the rightmost half of the

UDK 230 to UDKB 241. Alternatively, the UDKA 240 may be derived by selecting aiternating or

-10-
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[0037] Alternately, FIG 5 depicts a second exenpl ary
format for transmtting paynent information with the dCw
enbedded t hereon fromthe paynent device to the point of
sale termnal. The format in FIG 5 is created by
concatenating a primry account nunber 501 for the.

pay L\ ‘W expiration date 502, a service
codﬂgg%ﬁ?%g&ggﬁp”ggﬁgﬂgﬁ% a field for PIN verification

data 505. In a preferred enbodi nent, the primary account
nunber 501 is sixteen digits long, the expiration date

502 jeS ot @Ml it ol 6. 88K %6660 sl PSS
o3 e P Byl o SEI S SuRAF Bl e SBy
veririahi oflahd. 905, & 5, [AMfexdhdi o :
primry accoﬁnt n&ﬁ@@?sé%%g the %xpirggggﬁaggpgkgggfbgﬁgamﬂ
seﬁg&@e code 503, the PVKI 504, and the PIN verification
data®505 are not linmted to being these lengths. Next, in

a singl @oag\ﬁhau&gg%ﬁwe é}}% éss@ﬁbnpefmaﬁyaolg%ggtg&g,ah H%?.rﬁétfc‘éscribes

CVW, the C an Icator to be servi ce

Pr Qe fd@er ﬁrQq b Hufryd o I%@rtera?& tgé/ H@W .CEMibQI@%% -&? ngauprﬁrgg? rgrf;tgcegaluc

are stored I n sequence.” The remal nder of the reco

co %feh %PBI@&C& Hﬁ%‘s@u% jeég‘ihdstg fw%ts.leﬁ&‘rf’er%raqaé ﬁocesses_ to e\{a#gg%%#gﬁ@of each

| mportant aspect o e present 1 nvention Is

Sy shivh dnlFft AGbeb NG VRARL 5k didnifh Rt i
R e T R
autReOL G deYea O seh iR AWBRNE aSRIbY Gtafi€h RGhubibahbihZ g&n_z;ﬁla'té nine,
aut henti cation step is not left to merchants, "1 nhdividua

po iirﬁtusi@é, t}ﬁﬁjaﬁlegs%;(tmc{éé‘b(ﬁ’ an@}tglacgﬁ nleclrne\tl H&;ﬁéﬂw Qtﬂﬁé j(ﬁ,sreﬁfred to hereinas a
devices. FIG 6 shows how the dCW is used in a contact

€S $o18H Etﬁ%%ﬁca&ﬁmﬂﬁ fh_me)ttra&p@vaﬁﬁ 'E&/til&?ghpcff%\éip@efoust] Pextracted value, if
eval uate the authenticity of the paynent application

deph0yedreQit willee RABRLinG SMALBNhRAs FRKE oAvAARE ﬁaﬁgm'dgmnh 25 Bhine,
whet'her the paynent application has been ski mred.

Al 1RGN wERR WDedrrolN & 8 FRRGH B REIRE stdngGRME &rld s€f8nce in which they
environnment in FIG 5, the present invention is not

|1 Bt BlOciSess. an environnent and may be used for any
transacti on where magnetic stripe Track 1 and/or Track 2

dat a i qe@3Chadhesdvilsdibgis aRYpBinlte afhrbe%?ﬁﬁ@%itt\%most significant digit
connunicat?ng such data. As shoan?n G 6, the paﬁnent s

deyi §18:108 MY @l @RantiMify SEVMquchdal nibAIET GRNERG LXhMES 2 NRadecimat value
126278. 00702 601, preferably using the nethodol ogy

desEihDesh BPOY e fREBEFH 8VMsil & mervarRed edrabBd Dot IR RFNE Miue is then
data 605. In this respect, the exenplary record formats

ShaWmalibed dyGubacBfig ik GexageditBdl vBRe W Erbih ZRAextrii8d PAYRAMting in a
data with the enbedded dCW is transmtted by data

C O AFUKNIERhIOErah Bn i1 RRItdHivedH S, Sl s@edi@i1Fbd\@lue B 1en cohbé@enated on the
poi nt of sale term nal recognizes the received data as in

t hags tandadhembR L8 of @le nPBYEBMALg Bt @ and passes the data
streamon to the service provider conputer 615, likely

via a pepiEtice BEEVWREN N BROLG BIVOWRh twiddWRarBiBEdds B&ciHed\hedREe most-
conmputer receives 620 the paynent data with the enbedded

dQdhigRA (. NMBFORIRALRS of e halPRE SRAJ At & ubfs £28t Phis BQigit value is the
determine if the transaction was a contactl ess
transaction or not 625. If the service provider conputer
determ nes that the transaction was not a contactl ess
transaction, the transaction is processed in its nornal
manner 630. If the service proyider conputer determ nes

t hat.sdhestearsacti on was contactl ess, the service

provi der conputer conpares the ATC received fromthe
paynent device to the correspondi ng ATC stored on the
service provider conputer to deternmine if the received
ATC i s the expected next ATC 635, If the ATC received
fromthe paynent device is not the expected next ATC, the

o D L - D D R | L 2 . - L e a4 N P - -



ATFORNEY DOCKET NO 126278. 00702 ~ [0039J The

nmet hodol ogy of FIG 6 discussed in conjunction with
contactl ess transactions, is not linmted thereto. For

exanpl e, the nmethodol ogy may be utilized with respect to
transactions above a certain threshold value. In such an

i nstance, the service provider, upon deploying the
appirr&ai:y 9bck el dgRRibgur e the application to generate

a dCwV for transactions above the threshold. The

i ndicator interrogated in Step 625 would then be set for
transacti ons above the threshold value. Simlarly, the

me td Ve @braigyrais@ytion Ot nhinZLeh vitd ey e smeatd ffot tBskwidleR@iined nibble
transaction criteria including, but not limted to,

geQuihaP ereratcaipaltivoNtpr digsaftiivht RiriSmo! difish: AibFles; suCl Asti@frigimost
f0040] in an alternate enbodi nent, the paynent device

t r athslag, sy ipaysirnthe Aoy A fob Otrasgatinn Thafreslatiost ishids mMawevsii@bresent a
as a credit card termnal 701. The point of sate term nal

r epefaredenitheindat a and conputes a verification value for

the transaction 705. The verification value nay be

conput 035n0Osceperemed, é dANV & emnesdtedmy Sie pay@enidizta Gansititich Oroth the
limtation, using a unique transaction nunber provi ded by

t h@aypehtnkvicf to salpeint @rstie Rahinal aThd dyRSE@NE] byahe @it bRvakaaiinginwvill
anount added to a tinestanp. The point of sale term nal
mayppedran the phiedofanld Aaminalpe efctlatdneyner ifti. Ciatokenwirdd, tie paindof sale
additional data to the paynent data 710. The additi onal
dateamingywil) @otrtegiiierte detéroninetihe dS'@Y v @ebepded wndl @here eunvp dCEK rbay be
verify the transaction. The point of sale termnal then
passegl. {Thee dab smdstiicaamhoppittof flecra@phbat e dQY ¥ Vs echbedded into the data
conputer 715, likely via a paynent network (not shown).
Thecgerdicnahqepuénddevicconput er recei ves the paynent data
wth the verification value 720. The service provider

conput dP03aEKIGopddpairtsan leyenpbmpaseed @tmdt &g gensaitporayromt dita, tviike the
addi ti onal data enbedded or appended by the point of sale

t ed@Y Yiahbaddeddlorain Spotidipagnediatesicstp e goiniod sddtermarat. viihe gecord format
provi der conputer to determne if the received data is

pr offde. 4iseatc by tohentanalingin pirdargizecaunf miovrertdf e fop b prymeft sesddeewith an
termnal is inproper, the transaction data may

potxitttioa ditg40R zand a brerave cadei4firdla f8Brediembysiraqe the gidrhay dcgount number
recei ved, the service provider conputer wll

i ndEpe hdegitsllgngr the gonetoatdec #1ds {oar ¢ifiisdensi ad theabige fage 4@3hethree
gi ven transaction utilizing the sane process -15-

ATHgRNEY. DORKEThREIimar] 26A7R8wadFAR1, the expiration date 402, and the service code

403 are not limited to being these lengths. Next, in a field typically reserved for other uses, a value is
placed as an indicator 405 that a dCVV has been embedded in this record. The value of this
indicator is known by the service provider which deployed the application on the payment device.
Next, the ATC 410 is placed in the field which may typically be reserved for PIN verification data.
Finally, the dCVV 415 is concatenated on the right of the record. The remainder of the record may
comprise additional discretionary data.

-12-
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as used by the point of sale termnal 735. If the service
provi der generated verification value matches the
verification value received fromthe point of sale”

term nal 740, the service provider deens the paynent
application to be authentic 745. The service provider
conputer may then optionally update the additional data

whi ghomas peeev uUShyshR@sed on the service provider
conmputer with the additional data received fromthe

paynment device for subsequent authentications 750. If the
servi ce provider generated verification value does not

mat ch t fee3 N eltbrhit@RtHIONS Yepidken fces@ieX @by @itnitier Raiittin®hayment
sale termnal, the transaction is potentially fraudul ent

andnfbSnatier withniad &0 Vidatbedded thereor] A payii@t de0ic €@ @k P@ntloSsale terminal.
considered as illustrative only of the principles of the

I nVERtfbiat in FUE. sShe¢reat il bY@ BnchEIBE S iniBHcEJue BHulBa S0 A RM the payment
changes will readily occur to those skilled in the art,

It stiSick) @ith BRSpikAign d28 02 st rvitdRdd J09 QIPVIKD B4, fndta ield &% 80 verification
construction and operation shown and descri bed, and

ac Gtk 09 gh ¥ prefhred Shictiadehe thepghhirl 6abin RsmRPSh1884k Rl st Song, the
may be resorted to, falling within the scope of the

I Nveeptati@tate 505 fotdigith 1ok GBEGvitbcdd8 803t 8RS digiing, th&IALINGY is one
1. A nethod conprising a plurality of steps, each being

perdigansmdadayhdENdsasiQtieX &80k Rdfosafidivadg, Hohevegitkt fritfiry account
st eps incl ude:
number 501, the expiration date 502, the service code 503, the PVKI 504, and the PIN verification
data 505 are not limited to being these lengths. Next, in a single data field 510 each of the
dynamically created CVV, the ATC and the indicator to be used by the service provider to identify
that a dynamic CVV has been embedded are stored in sequence. The remainder of the record may
comprise additional discretionary data.

[0038] An important aspect of the present invention is that the system of utilizing the
dynamically created CVV allows the service provider to make a determination of the authenticity of
the payment service being utilized, This authentication step is not left to merchants, individual point
of sale terminals, or other third parties or devices. FIG. 6 shows how the dCVV is used in a
contactless environment to permit the service provider to evaluate the authenticity of the payment
application deployed on the payment device to make a determination of whether the payment
application has been skimmed. Although shown in the embodiment of a contactless environment in
FIG. 6, the present invention is not limited to such an environment and may be used for any
transaction where magnetic stripe Track 1 and/or Track 2 data is exchanged using any method or
means for communicating such data. As shown in FIG. 6, the payment device generates the dCVV

13-
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gemerati™ g o vertrrcattom varue T TESPONsSe to a
transaction involving a nobile el ectronic device, wherein
the verification value is generated by: creating a base
record conpri sing: digits for an application
transaction counter overlaying the left nost digits of a

primg)y%&%%%ﬂqu%%oo%grrespondl ng to an account upon
which't

transaction bei ng conducted, wherein the
application transaction counter is |ncrenented for each
said transaction; and concatenated to the right nost

ngi ?ﬁre@érabtl)hﬁm? Eh'e HREYa 9&%&@ %9@ The @C\?@ Es%n%&ﬁ']&[ thrDYhe payment

code t he I mary ac unt nu an expiration

datcﬁta%@i IB écrtn?l@éx r@ﬂ)ﬁp { shown in FIG %Q&' F 5 ngy lgehﬁhzcd
Nto A fiT d;

base record [ a second fi

encw L3k A %M %Inbéd'd@d C%v% %gnsemiea Bfaataeeaﬁ.m&atfan tfBpoint of

per ormng an exc usi ve- operdti on on

e NGhLIY [%{'n%gal%id Stlhe Bdn‘ﬁ loﬁsaﬁqgmkglerﬁ%?xg%g 916 t'écﬁlréa dEtQ aﬁﬂ ﬁg%&laﬁ éormat

first result; encrypting t result using a secon

en Corf}fBHe&rBa%é G¥d ]Sa‘s)sc?{hg QHE Girelin D5 SR service provider computer 615, likely via a

payment network {not shown). The service provider computer receives 620 the payment data with
the embedded dCVV and interrogates the appropriate indicator to determine if the transaction wasa
contactless transaction or not 625. If the service provider computer determines that the transaction
was not a contactless transaction, the transaction is processed in its normal manner 630. If the
service provider computer determines that the transaction was contactless, the service provider
computer compares the ATC received from the payment device to the corresponding ATC stored on
the service provider computer to determine if the received ATC is the expected next ATC 635. Ifthe
ATC received from the payment device is not the expected next ATC, the payment service depioyed
on the payment device has potentially been skimmed 640. Ifthe expected next ATC is received, the
service provider computer will independently re-generate the dCV'V for the given transaction 645
utilizing the same process as described above. If the service provider generated dCVV matches the
dCVYV received from the payment device 650, the service provider deems the payment application to
be authentic 655. The service provider computer then replaces the ATC which was previously stored
on the service provider computer with the ATC received from the payment device 660 for
subsequent authentications. If the service provider generated dCVV does not match the dCVV

received from the payment device, the transaction is potentially fraudulent and is terminated 665.

-14-
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result; decrypting the second result using a decryption
key to produce a third result; encrypting the third
result using a third encryption key to produce a fourth "~
resul t; sequentially extracting each val ue between
0 and 9 fromthe nost-significant digit to the

| east-significant digit of the fourth result to produce a
fi farRomnes BbEkeT No: 1262R@SBENt T @l |y extracting and
subtracti ng hexadeci mal A from each val ue between
hexadeci mal A and hexadecimal F. fromthe
nost-significant digit to the least-significant digit of

t he fouoele] TiestdiiodblogyRrf PIGUSEschiiied i8 botlunctiof Siith Edntactless transactions, is

concatenating the fifth result and the sixth result to

pr agucted t1sewe Mol eXa@$ld] the mamebioRlge &dal BGutDRE! with REYeet v &hrld@%ons

fromthe seventh result as the card verification val ue;

andbove a certa¥CMetsHAY $ahe. \etuch b€ akiatR, Mabdiacel REvidigdpyetdpidyg the

the service provider with data in a magnetic stripe data

f opitaisn Wdudd cdnifigurs @eVipplcafionOni diRdrat€ arIOWRY fofr Yrahida@ions above the

verification val ue.

threshold. The indicator interrogated in Step 625 would then be set for transactions above the
threshold value. Similarly, the methodology may be utilized with respect to any other transaction
criteria including, but not limited to, geographic location, use patterns, or any other criteria.
{0040] In an alternate embodiment, the payment device transmits payment data to a point of
sale terminal such as a credit card terminal 701. The point of sale terminal receives the data and
computes a verification value for the transaction 705. The verification value may be computed in a
number of different ways including, without limitation, using a unique transaction number provided
by the point of sale terminal, a timestamp, or a transaction amount added to a timestamp. The point
of sale terminal may then embed and/or append the verification value and additional data to the
payment data 710. The additional data may be required for the service provider computer to verify
the transaction. The point of sale terminal then passes the data stream on to the service provider
computer 715, likely via a payment network (not shown). The service provider computer receives
the payment data with the verification value 720. The service provider computer may optionally
compare at least a portion of the additional data embedded or appended by the point of sale terminal
to corresponding data stored on the service provider computer to determine if the received data is
proper 725, If the received data from the point of sale terminal is improper, the transaction data may
potentially have been skimmed 730. If proper data is received, the service provider computer will
independently re-generate the verification value for the given transaction utilizing the same process
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-17- L. The et nog of  Ccrarmm 1L wherern tne 1115t
encryption key, the second encryption key, and the third

encryption key are equival ent. 3. The net hod of )
claim| wherein the decryption key differs fromthe first
encryption key. 4. The nmethod of claim 1l wherein

thQﬂQSﬁh%Qbkﬁﬂw&FMﬁ%J&ﬁfs fromeach of the first

encryption key, the sécond encryption key, and the third
encryption key. 5. The met hod of any one of the
clainms | to 4 wherein the base record has a length

as used by the point of sale terminal 735. If the service provider generated verification value
matches the verification value received from the point of sale terminal 740, the service provider
deems the payment application to be authentic 745. The service provider computer may then
optionally update the additional data which was previously stored on the service provider computer
with the additional data received from the payment device for subsequent authentications 750. Ifthe
service provider generated verification value does not match the verification value received from the
point of sale terminal, the transaction is potentially fraudulent and is terminated 755.

[0041] The foregoing is considered as illustrative only of the principles of the invention.
Further, since numerous modifications and changes will readily occur to those skilled in the art, it is
not desired to limit the invention to the exact construction and operation shown and described, and
accordingly, all suitable modifications and equivaients may be resorted to, falling within the scope of

the invention.
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equal to the nunber of digits of the prinmary account
nunber corresponding to the account upon which the
transaction i s being conducted. 6. The net hod of
any one of the clainms Ito 5 wherein the steps further
include a determnation that a transaction anount for the
transacti on exceeds a predeterm ned threshold val ue prior
to the generation of the verification val ue. 7.

The nethod of any one of the clains 1 to 5 wherein the

st epfsLAMS her conprise a determination, prior to the
generating of the verification value, a geographic

| ocatio ny of t ,k] %etﬁgd%nrﬁﬁ%ﬁ,é ? Hur%n%{ Jf ﬁgpq’%g&%%]h%pcﬁ%rﬁeﬁ% l:a' hgr ware

predeternlned geogr any
one f‘éf“‘t‘ﬁé"fwrﬁﬂﬁémp “‘tcé‘% “\R)Héfr ein: the verification val ue
is gener gdnadm@lvdnh&usmbluk R reeoae td NRhEGctideMlO@ig atnfdBile electronic

transg hcxr‘l:dl tr?ev@nff%%%%{ﬂ&elst r&%%@g}' on; and the nobile
e

el ec rohl vi ce
creaung a basc record comprising:

digits for an application transaction counter overlaying the left most

digits of a primary account number corresponding to an account upon which the

transaction is being conducted, wherein the application transaction counter is

incremented for each said transaction; and

concatenated to the right most digits of the primary account number:
a card security code for the primary account number; and
an expiration date for the primary account number;

splitting the base record into 2 first field and a second field; encrypting the first
field using a first encryption key;

performing an exclusive-OR (XOR) operation on the encrypted first field and the
second field to produce a first result;

encrypting the first result using a second encryption key to produce a second
result;

decrypting the second result using a decryption key to produce a third result;
encrypting the third result using a third encryption key to produce a fourth result;

sequentially extracting each value between 0 and 9 from the most-significant
digit to the least-significant digit of the fourth resuit to produce a fifth result;

sequentially extracting and subtracting hexadecimal A from each value between
hexadecimal A and hexadecimal F from the most-significant digit to the least-significant
digit of the fourth result to produce the sixth result;

concatenating the fifth result and the sixth result to produce a seventh result; and

electing one or more values from the seventh result as the card verification value;
and
sending the verification value for delivery to the service provider with data in a magnetic

stripe data format so that the service provider can verify the verification value,
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9. The nethod of any one of the clains Ito 8 vherein the
sendi ng of the verification value for delivery to the
service provider conprises the nobile electronic device
transmtting the verification value to a point of sale
termnal via wreless conmmunicati ons. 10. The

nmet hod of any one of the clainms I'to 8 wherein the nobile
el ectronic device is selected fromthe group consisting
of an integrated circuit card, a_smartcard ,
card, a cel | ul™§rthef ¥ sHGhle ‘”h"'"é‘“ﬂ@rf EbREYPUat '@%ﬂéﬁ “%“s‘?“éi’p&m ,
and lay,coiparhierencrypliBr key bre agiviient. 12. The met hod of

cl aim 8 wherein:

3. The method of claim | wherein the decryption key differs from the first
encryption key.

4. The method of claim 1 wherein the decryption key differs from each of the first
encryption key, the second encryption key, and the third encryption key.

5. The method of any one of the claims 1 to 4 wherein the base record has a length
equal to the number of digits of the primary account number corresponding to the account upon

which the transaction is being conducted.

6. The method of any one of the claims 1 to 5 wherein the steps further include a
determination that a transaction amount for the transaction exceeds a predetermined threshold

value prior to the generation of the verification value.

7. The method of any one of the claims 1 to 5 wherein the steps further comprise a
determination, prior to the generating of the verification value, a geographic location of the

transaction corresponds te a predetermined geographic location.

8. The method of any one of the claims 1 to 5 wherein:
the verification value is generated on the mobile electronic device;
the transaction is a payment transaction; and

the mobile electronic device is a payment device

9. The method of any one of the ¢laims 1 to 8 wherein the sending of the
verification value for delivery to the service provider comprises the mobile electronic device

transmitting the verification value to a point of sale terminal via wireless communications.

10. The method of any one of the claims 1 to 8 wherein the mobile electronic device
is selected from the group consisting of an integrated circuit card, a smartcard, a memory card, a
cellular telephone, a personal digital assistant, and a computer.
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the verification value is generated on the nobile

el ectronic device in response to the ransaction at a
poi nt of sale termnal; and the nobil e el ectronic device
is in comunication with the point of sale termnal; and
the nobile electronic device is a paynent device.

13. The nmethod of claim9 wherein each said wrel ess
comuni cation is selected froma group consisting of a

| aser transm ssion, a radio frequency transm ssion, an
infrared transm ssion, a Bluetooth transm ssion, and a
Wi rel ess | ocalnedc@ad HatWRE &t e LRARS MoSHHOBin the base rccoré]-14128:5hﬁn
nmet hod of any one of the clains Ito 13 wherein creating
the §%&e record further conpri ses paddi ng characters to
extend the base record to a predeterm ned | ength.

15. The mpthqgeg&mﬁgycgﬁg“@rmghe claims Ito 14 mhereln
the first encryption k e second encryption key, the

decrypti 8% Vﬁzléyatwfawaw Pr&@ﬂ@fﬁ‘? PdheaipERa TR dRE INdFROERIP PG ed
f r omradiattan ste poistiongleommibhiandrobi | e el ectroni ¢ devi ce.

the mobile electronic device is in communication with the point of sale terminal; and

the mobile electronic device is a payment device.

13. The method of claim 9 wherein each said wireless communication is selected
from a group consisting of a laser transmission, a radio frequency transmission, an infrared

transmission, a Bluetooth transmission, and a wireless local area network transmission.

14, The method of any one of the claims [ to 13 wherein creating the base record

further comprises padding characters to extend the base record to a predetermined length.
15. The method of any one of the claims 1 to 14 wherein the first encryption key, the

second encryption key, the decryption key, and the third encryption key are derived from data

residing on the mobile electronic device.
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