
EP 0 402 301 B1 Description The present invention relates to a method of
transferring data, an electronic document or the like from a first
computersystem to a second computersystem via a data transmission line,
e.g. a public datatransmission 5   line. Several techniques and standards
are known for transferring data, electronic documents or the like from a
first computer system to a second computersystem via different data
transmission lines such as high speed communication lines, private or
public data transmission lines, etc. If the data transmission line itself
is not secured against third parties with or without authorization being
able to tap the data transferred via the data 10  transmission line or the
electronic document transferred via the data transmission line, it is a
conventional tech- nique to provide an encryption of the data or the
electronic document in accordance with encryption/decryption techniques
well-known perse, which techniques may comprise either symmetrical or
asymmetrical encryption algorithms, secret or public keys. In this context
reference is only to be made to the well-known DES algorithm (Data
Encryption Standard), developed by IBM in cooperation with the National
Bureau of Standards (NBS), 15   USA. As an example of a data/document
exchange protocol mention is here to be made of the data/document exchange
protocol -LECAM- developed by FRANCE TELECOM in connection with the Minitel
computers used widely in France, in accordance with which the data/document
transfer may take place in encrypted and not encrypted form (further
specifications of the protocol are given in S.T.U.C.A.M - Specification
Techniques d'Utilisation du LECAM, [err] 1987, FRANCE TELECOM, [err] Such
an encrypted data transmis- 20  sion presupposes, however, that the
transmitter and the receiver can agree to establishing a mutual set of en-
cryption/decryption keys, as the parties Involved, transmitter and
receiver, invariably have to reveal details concerning security levels,
etc. Such an agreement requires, however, that both transmitter and
receiver fully trust the other party. Even if the two parties, who are to
make a transfer of data or a transfer of one electronic document from a
first computer system to a second computer system, can agree to such an
exchange of en- 25  cryption/decryption keys for use in connection with an
encryption/decryption algorithm agreed upon, not even such an encrypted
data transmission ensures that the data sentfrom the first computersystem
orthe electronic document sent from the first computer system is received
correctly by the second computer system, as it will be possible to
manipulate the data or the electronic document in connection with the
execution of the encryp- tion algorithm in the first computer system, just
as the receiver after decryption can manipulate the data or 30  the
electronic document. Such an encrypted data transmission does not in itself
ensure that the transfer taking place is the intended or desired transfer
of the data or the electronic document, that the data received by the
second computer system or the electronic document received by the second
computer system, in the form in which the data or the electronic document
exists in the second computer system after transfer, is identical to the
data sent from the first computer system or the electronic document sent
from the first computer system. 35   Such an encrypted data transmission
via a public or private data transmission line does neither in itself
ensure that the two computer systems communicating with each other are the
correct, intended parties of communi- cation. I n DE-A 3 631 797 a method
and an apparatus for the encrypting/decrypting of transmitted/received data
are described, the apparatus consisting of a communication unit comprising
a permanently installed encryption 40   means, as well as operating means
which are isolated from the data transmission line. In order to encrypt/de-
crypt the transmitted/received data a secret key must be Input into the
permanently installed encryption means, e.g. by copying the keys from a
storage medium such as a chip card. The method and the system of the
present invention differs from the known system in that the
encryption/decryption means as well as the secret key(s) are located
exclusively on detachable electronic cards. 45      The object of the
present invention is to provide a method of the type defined above,
according to which method it is possible to establish immediately a secure
data or document transfer between two computer sys- tems without having to
exchange encryption/decryption keys between the computer systems, reveal
details concerning security levels, etc., and according to which method it
is ensured that the desired data or document transfer actually takes place,
as it is ensured that it will not be possible for either of the parties or
for a third 50  party to interfere with the data or document transfer. The
object of the present invention is thus more explicitly to provide
techniques ensuring that at the transfer of data or an electronic document
from one first computer system to a second computer system via a data
transmission line, e.g. a public data transmission line, it is guaranteed
that the data received by the second computer system or the electronic
document received by the second computersystem is identical tothe data sent
from the first computersystem or the electronic document 55  sent from the
first computer system and vice versa. This object is obtained in accordance
with a first aspect of the Invention by means of a method of trans- ferring
data from a first computer system to a second computer system via a data
transmission line wherein for said transfer a first station is used for
outputting data from a first electronic card, said first station being 2   



EP 0 402 301 B1 connected to and communicating with saidfirstcomputersystem
and furthermore being connected to said data transmission line via said
first computer system and interfacing means, a second station is used for
outputting data from a second electronic card, said second station being
connected to and communicating with said second computer system and
furthermore being connected to said 5   data transmission line via this
second computer system and interfacing means, said data being transferred
in encrypted form via said first station to said first computer system and
be- ing transferred therefrom via said Interfacing means of said first
computer system to said data transmission line, and said data being
received by said second computer system in encrypted form via said
interfacing means 10  of said second computer system, said method being
characterized in that said first and second electronic card being
temporarily connected to or being detachable from the first and the second
station, respectively, said first and second electronic card each comprise
a central data processing unit, an input/output gate for communication with
said corresponding station, an encryption/decryption means as well as an
internal stor- 15  age and together constitute a coherent set of electronic
cards comprising coherent secret key(s) previously stored in the Internal
storage of the cards, said secret key(s) being used as
encryption/decryption keys or being used for generating coherent
encryption/decryption keys, said encryption/decryption keys being input
into the internal storage of said cards, and said secret key(s) and said
coherent encryption/decryption keys generated by use of the secret key(s)
only being handled within the electronic cards, 20        said data being
transferred to said first electronic card from said first computer system
via said first station and said input/output gate of said first electronic
card, being Input into and being temporarily stored in said internal
storage of said first electronic card, said data being output from said
internal storage of said first electronic card and being encrypted in said
first electronic card by means of said encryption/decryption means of said
first electronic card and said 25  encryption key(s) stored in said
internal storage of said first electronic card, and said data being output
from said first electronic card in encrypted form via said input/output
gate of said first electronic card before said transfer of encrypted data
from said first computer system to said second computer system, said
transferred encrypted data being transferred from said second computer
system to said second electronic card via said second station and via said
input/output gate of said second electronic card and being 30  input into
and temporarily stored in said internal storage of said second electronic
card, said data being output from said internal storage of said second
electronic card in encrypted form and being decrypted in said second
electronic card by means of said encryption/decryption means of said second
electronic card and said decryption key(s) stored in said internal storage
of said second electronic card, said data being output after decryption in
said second electronic card from said second electronic card 35  and output
to said second computer system via said input/output gate of said second
electronic card and via said second station, said data being transferred
from the first computer system to the second computer system without ex-
changing any secret keys between the computer systems, and said data
transfer comprising an authenticity/integrity verification. 40      In
accordance with the first aspect of the Invention, the data or document
transferfrom the first computer system to the second computer system is
established by means of two coherent electronic cards, which by themselves
ensure the necessary data transmission security during data transmission In
encrypted form, as the use of two coherent electronic cards at the same
time relative to both transmitter and receiver, guarantees that the data
output from the second electronic card or the electronic document output
from the second elec- 45  tronic card is identical to the data input into
the first electronic card or the electronic document input into the first
electronic card. As the data transfer between the first and the second
computer system is carried out between the first and the second electronic
card, no third parties with or without authorization are able to interfere
with the data transmission and change the data or the electronic document.
As will be clear, this data or document transfer 60  in accordance with the
teaching of the invention is possible, without having to make any other
modification in the connection between the first and the second computer
system than the supplementing (which is charac- teristic to the invention)
of both the first and the second computer system with associated input and
output stations, which are used for input and outputof data in the
respective electronic cards belonging to the coherent set of cards. Such
coherent set of cards can be issued immediately, hired out or sold by a
neutral and outside 55   card Issuer, who thus without neither transmitter
or receiver having to provide information about data trans- mission secrets
such as encryption algorithms, security levels, etc., can enable the
transmitterand the receiver to transfer data or electronic documents
between the corresponding computer systems without any risk that the data
received by the receiver or the electronic document received by the
receiver is not identical to the 3 



EP 0 402 301 B1 data sent by the transmitter or the electronic document
sent by the transmitter. In accordance with the present invention it is
furthermore possible to ensure that the transfer takes place between
computer systems, the authenticity of which is verified relative to one
another, as a verification of the authenticity of the first electronic card
relative to the second electronic card and vice versa is preferably 5
made prior to the transfer of the data or the electronic document from the
first computer system to the second computer system. In accordance with the
method according to the Invention It Is possible to verify that the data or
document transfer is correct, i.e. to verify that the data received by the
receiver or the second computer system or the electronic document received
by the receiver or the second computersystem is Identical to the data sent
from 10  the first computer system or the electronic document sent from the
first computer system, as in accordance with the invention a verification
of the integrity of the data ordocument transfer Is preferably made at the
trans- fer of the data or the electronic document from the first computer
system to the second computer system. The utilization of a coherent set of
electronic cards which Is characteristic of the invention, via which the
data and document transfer takes place, makes it possible for the data or
document transfer to proceed com- 15   pletely autonomously without any
possibility of interference or corrupting from neither the computer systems
involved persons, including operators, who with orwithout authorization
tryto change the data orthe electronic document being transferred, as in
accordance with the method of the invention, the inputting into, the
output- ting from, the encryption and the decryption and possibly the
authenticity and integrity verification are pre- ferably controlled
autonomously by the central data processing unit of the individual card. 20
In accordance with a special aspect of the present invention, the actual
transferofthe data orthe electronic document between the first and the
second computer system is preferably made in accordance with the above-
mentioned LECAM protocol either in encrypted or decrypted form. According
to a first embodiment of the above described authenticity verification it
is preferred that a first set of data being generated In said first
electronic card, said set of data being input into and stored 25  in said
internal storage of said first electronic card and being encrypted in said
first electronic card by means of said encryption/decryption means of said
first electronic card and said encryption key(s) stored in said in- ternal
storage of said first electronic card, said first set of data being output
from said first electronic card in encrypted form via said input/output
gate of said first electronic card, being transferred via said first
station to said first computer system and being 30  transferred therefrom
via said interfacing means of said first computer system to said data
transmission line, said first set of data being received by said second
computer system in encrypted form via said inter- facing means of said
second computersystem, being transferred to said second electronic card via
said second station and via said input/output gate of said second
electronic card being input into and temporarily stored in said internal
storage of said second electronic card, 35              said first set of
data received by said second computer system in encrypted form being output
from said internal storage of said second electronic card and being
decrypted in said second electronic card by means of said
encryption/decryption means of said second electronic card and said
decryption key(s) stored in said internal storage of said second electronic
card, said first set of data received by said second computer system in
encrypted form and decrypted in said 40   second electronic card being
input into and stored in said Internal storage of said second electronic
card, a second set of data being generated in said second electronic card,
said second set of data being input into and stored in said internal
storage of said second electronic card, a first combination of said first
set of data received by said second computer system in encrypted form,
decrypted and stored in said internal storage of said second electronic
card and said second set of data stored 45  In said internal storage of
said second electronic card being generated in said second electronic card,
said first combination being input into and stored in said Internal storage
of said second electronic card, said first combination being encrypted In
said second electronic card by means of said encryption/de- cryption means
of said second electronic card and said encryption key(s) stored in said
internal storage of said second electronic card, 50        said first
combination being output from said second electronic card in encrypted form
via said in- put/output gate of said second electronic card, being
transferred via said second station to said second com- puter system and
being transferred therefrom via said interfacing means of said second
computer system to said data transmission line, said first combination
being received bysaid firstcomputersystem in encryptedform via said
interfacing 55   means of said first computer system, being transferred to
said first electronic card via said first station and via said input/output
gate of said first electronic card, being input into and temporarily stored
in said internal storage of said first electronic card, 



said first combination received by said first computer system in encrypted
form being output from said 4    EP 0 402 301 B1 internal storage of said
first electronic card and being decrypted in said first electronic card by
means of en- cryption/decryption means of said first electronic card and
said decryption key(s) stored in said internal storage of said first
electronic card, said first combination received by said first computer
system in encrypted form and decrypted in said 5   first electronic card
being input into and stored in said internal storage of said first
electronic card, said first combination stored in said Internal storage of
said first electronic card being decombined for producing a first set of
data retransmitted to said first electronic card and a second set of data
transferred to said first electronic card, said first set of data
retransmitted to said first electronic card and said second set of data
transferred 10  to said first electronic card being input into and stored
in said Internal storage of said first electronic card, said first set of
data stored in said internal storage of said first electronic card being
compared to said first set of data retransmitted to said first electronic
card and stored in said internal storage of said first elec- tronic card
for verification of identity between these sets of data forverification of
the authenticity of said sec- ond electronic card relative to said first
electronic card, 15        a third set of data being generated in said
first electronic card, said third set of data being input into and stored
in said Internal storage of said first electronic card, a second
combination of said second set of data received in encrypted form by said
first computer sys- tem, decrypted and stored in said internal storage of
said first electronic card and said third set of data stored >         In
said internal storage of said first electronic card being generated in said
first electronic card, said second 20   combination being input Into and
stored in said internal storage of said first electronic card, said second
combination being encrypted in said first electronic card by means of said
encryption/de- cryption means of said first electronic card and said
encryption key(s) stored in said internal storage of said first electronic
card, said second combination being outputfromsaid firstelectroniccard in
encrypted form via said Input/out- 25   put gate of said first electronic
card, being transferred via said first station to said first computer
system and being transferred therefrom via said interfacing means of said
first computer system to said data transmission line, said second
combination being received by said second computer system in encrypted form
via said interfacing means of said second computer system, being
transferred to said second electronic card via said 30  second station and
via said input/output gate of said second electronic card, being input into
and temporarily stored in said internal storage of said second electronic
card, said second combination received by said second computersystem in
encryptedform being outputfrom said internal storage of said second
electronic card and being decrypted in said second electronic card by means
of said encryption/decryption means of said second electronic card and said
decryption key(s) stored 35  in said internal storage of said second
electronic card, said second combination received by said second computer
system in encrypted form and decrypted being input into and stored in said
internal storage of said second electronic card, said second combination
stored in said internal storage of said second electronic card being decom-
bined for producing asecond setof data retransmitted to said second
electronic card and third set of data trans- 40   ferred to said second
electronic card, said second set of data retransmitted to said second
electronic card and said third set of data transferred to said second
electronic card being input into and stored in said internal storage of
said second electronic card, and said second set of data stored in said
Internal storage of said second electronic card being compared 45  to
second set of data retransmitted to said second electronic card and stored
in said internal storage of said second electronic card forverification of
identity between these sets of data forverification of the authenticity of
said first electronic card relative to said second electronic card. In this
authenticity verification the first, the second and the third set of data
serve in a unique and logical way relative to the first and the second
electronic card to verify that the transfer of data or the electronic docu-
50   ment has taken place correctly and thus that the data or the
electronic document which is received by the sec- ond electronic card, is
identical to the data sent by the first electronic card or the electronic
document sent by the first electronic card and further to ensure that the
transmitter and the receiver are authorized transmitter and received,
respectively, and also that the transmitter and receiver are what they
pretend to be. According to a first embodiment of the invention the
integrity verification is made by 55         a compacted version of said
data or said electronic document being generated in said first computer 



system or said first electronic card, said compacted version being input
into and stored in said internal storage of said first electronic card, a
compacted version of said data transferred to said second computersystem
orof said electronic docu- 5    EP 0 402 301 B1 ment transferred to said
second computer system being generated in said second computer system or in
said second electronic card, said compacted version being input into and
stored in said internal storage of said sec- ond electronic card, said
compacted version stored in said internal storage of said first electronic
card being output from 5   said internal storage of said first electronic
card and encrypted in said first electronic card by means of said
encryption/decryption means of said firstelectronic card and said
encryption key(s) stored in said internal stor- age of said first
electronic card, said compacted data or document version encrypted by said
encryption/decryption means of said first electronic card being outputfrom
said firstelectronic card via said input/outputgate of said firstelectronic
10  card, being transferred via said first station to said first computer
system and being transferred therefrom via said Interfacing means of said
first computer system to said data transmission line, said encrypted and
compacted data or document version transferred from said first computer
system being received by said second computer system via said interfacing
means of said second computer system, being transferred to said second
electronic card via said second station and via said input/output gate of
said 15  second electronic card, being input into and temporarily stored in
said internal storage of said second electronic card, said compacted data
or document version received by said second computer system in encrypted
form being outputfrom said Internal storage of said second electronic card
and being decrypted in said second elec- tronic card by means of said
encryption/decryption means of said second electronic card and said
decryption 20  key(s) stored in said internal storage of said second
electronic card, said decrypted, compacted data or document version
received by said second computer system in en- crypted form and decrypted
by said second electronic card being input into and stored in said internal
storage of said second electronic card, a comparison of said compacted data
or document version stored In said second electronic card and 25  said
decrypted, compacted data or document version received by said second
computer system in encrypted form and decrypted being made in said second
electronic card for verification of the integrity of or identity be- tween
said data transferred from said first computer system and said data
received by said second computer system or of the integrity of or identity
between said electronic document transferred from said first computer
system and said electronic document received by said second computer
system. 30       According to a further and alternative embodiment of the
invention the Integrity verification is made by a compacted version of said
date or said electronic document being generated in said first computer
system or in said first electronic card, said compacted version being input
into and stored in said Internal stor- age of said first electronic card, a
compacted version of said data transferred to said second computer system
or said electronic docu- 35   ment transferred to said second computer
system being generated in said second computer system or in said second
electronic card, said compacted version being input into and stored in said
internal storage of said sec- ond electronic card, said compacted version
stored in said internal storage of said second electronic card being output
from said internal storage of said second electronic card and encrypted in
said second electronic card by means 40   of said encryption/decryption
means of said second electronic card or said encryption key(s) stored in
said internal storage of said second electronic card, said compacted data
or document version encrypted by said encryption/decryption means of said
sec- ond electronic card being output from said second electronic card via
said input/output gate of said second electronic card, being transferred
via said second station to said second computer system and being transfer-
45  red therefrom via said interfacing means of said second computer system
to said data transmission line, said encrypted and compacted data
ordocumentversion transferred from said second computersystem being
received by said first computer system via said interfacing means of said
first computer system, being transferred to said first electronic card via
said first station and via said Input/output gate of said first electronic
card, being input into and temporarily stored in said Internal storage of
said first electronic card, 50        said compacted data or document
version received by said first computer system in encrypted form be- ing
output from said internal storage of said first electronic card and being
decrypted in said first electronic card by means of said
encryption/decryption means of said first electronic card and said
decryption key(s) stored in said Internal storage of said first electronic
card, 



said decrypted, compacted data ordocumentversion received by said first
computersystem in encrypt- 55   ed form and decrypted by said first
electronic card being input into and stored in said Internal storage of
said first electronic card, a comparison of said compacted data or document
version stored In said first electronic card and said decrypted, compacted
data ordocument version received by said first computersystem in encrypted
form and 6    EP 0 402 301 B1 decrypted being made in said first electronic
card for verification of the integrity of or identity between said data
transferred from said first computer system and said data received by said
second computer system or of the integrity of or identity between said
electronic document transferred from said first computer system and said
electronic document received by said second computer system. 5       In
accordance with the presently preferred embodiment, the integrity
verification is, however, made by transferring a compacted data or document
version from the first electronic card to the second electronic card as
well as from the second electronic card to the first electronic card and
comparing both transferred, com- pacted data or document versions to
stored, compacted data or document versions in the two electronic cards.
According to alternative embodiments of the method according to the
invention, said alternative embodi- 10   ments constituting combinations of
the authenticity and integrity verifications, said transfer of said
compacted data or document version generated in said first computer system
or in said first electronic card from said first electronic card to said
second electronic card is made simultaneously with said transfer of said
data or said electronic document itself, said data or electronic document
and said compacted data or document version being combined and encrypted as
a whole before said transfer, oralternatively said transfer of said
compacted 15  data or document version generated in said second computer
system or In said second electronic card from said second electronic card
to said first electronic card Is made simultaneously with a retransmission
of said data or said electronic document received from said first
electronic card from said second electronic card to said first electronic
card, said data or electronic document to be retransmitted and said
compacted data or document version being combined and encrypted as a whole
before said transfer. 20       According to a combination of these
alternative Integrity and authenticity verifications, a simultaneous re-
transmission of said compacted data or document version received by said
second electronic card and gen- erated in said first computer system or in
said first electronic card is made at said transfer of said compacted data
or document version generated In said second computer system or in said
second electronic card and said retransmission of said data or said
electronic documentfrom said second electronic card, both compacted 25
data or document versions and said data or said electronic document to be
retransmitted being combined and encrypted as a whole before said transfer.
The above stated objects are alternatively obtained in accordance with the
invention by a method of the type defined above, which method in accordance
with a second aspect of the invention is characterized in that for said
transfer 30        a first station is used, which is secured against
illegal entry, i.e. a so-called "tamper-proof" station, for outputting data
from and inputting data into a first card, said first station being
connected to and communicating with said first computer system and fur-
thermore being connected to said data transmission line via said first
computer system and interfacing means, and said first station having a
central processing unit, an internal storage, an input/output means for
outputting 35   data from and inputting data into said first card as well
as an encryption/decryption means, and a second station Is used, which is
secured against illegal entry, I.e. a so-called "tamper-proof" station, for
outputting data from and inputting data Into a second card, said second
station being connected to and communicating with said second computer
system and furthermore being connected to said data trans- mission line via
said second computer system and interfacing means, and said second station
having a central 40   data processing unit, an internal storage, an
input/output means for outputting data from and inputting data into said
first card as well as an encryption/decryption means said first and second
card constituting a coherent set of cards comprising coherent data input
into said cards concerning said coherent encryption/decryption keys stored
in said internal storages of said corresponding stations, 45        said
data orsaid electronic document being transferred to said first station and
being input into and tem- porarily stored in said internal storage of said
first station, said data or said electronic document being output from said
internal storage of said first station and being encrypted in said first
station by means of said encryption/decryption means of said first station
and said encryption key(s) stored in said internal storage of said first
station, 50        said data or said electronic document being output from
said first station to said first computer system in encrypted form and
therefrom via said interfacing means of said first computer system to said
data trans- 



mission line, said data orsaid electronic document being received by said
second computersystem in encrypted form via said interfacing means of said
second computer system, being transferred to said second station, being 55
input into and temporarily stored in said internal storage of said second
station, said data or said electronic document received in encrypted form
being decrypted in said second sta- tion by means of said
encryption/-decryption means of said second station and said decryption
key(s) stored in said internal storage of said second station, and 7    EP
0 402 301 B1 said data or said electronic document in said second station
being outputfrom said second station after decryption to said second
computer system. This alternative method according to the second aspect of
the invention is preferably in accordance with advantageous embodiments of
the method implemented in accordance with the above stated embodiments 5
of the method according to the first aspect of the present invention. The
present Invention furthermore relates to a system for transferring data
from a first computer system to a second computer system, which second
computer system is autonomous in relation to said first computer system,
via a data transmission line, in accordance with thefirstaspectof the
invention, said system comprising a first station and a second station,
which are connected to and communicate with said first and said second 10
computer system, respectively, and which furthermore via said first and
said second computersystem, respec- tively, and corresponding interfacing
means are connected to said data transmission line, as well as a first and
a second electronic card, which system is characterized In that said first
and second electronic card being temporarily connected to or being
detachable from the first and the second station, respectively, 15
said first and second electronic card each comprise a central data
processing unit, an input/output gate for communication with said
corresponding station, an encryption/decryption means as well as an
internal stor- age and together constitute a coherent set of electronic
cards comprising coherent secret key(s) previously stored in the Internal
storage of the cards, said secret keys being used as encryption/decryption
keys or being used for generating coherent encryption/decryption keys, said
encryption/decryption keys being input into the 20  internal storage of
said cards, and said secret key(s) and said coherent encryption/decryption
keys generated by use of the secret key(s) only being handled within the
electronic cards. The coherent set of cards used in this system according
to the invention preferably comprises cards of the type DES Smart Card
(Philips), Super Smart Card (Bull) or CP8 Smart Card (Bull) or at least a
card implemented on a printed circuit card, a thick- film substrate, a
thin-film module, etc. 25      The present Invention furthermore relates to
a system for transferring data, an electronic document or the like from a
first computer system to a second computer system, said second computer
system being autono- mous relative to said first computer system, via a
data transmission line, e.g. a public data transmission line, said system
being characterized in that It comprises said first station and said second
station, which are con- nected to and communicate with said first and said
second computer system, respectively, and which further- 30   more via said
first and said second computer system, respectively, and corresponding
interfacing means are connected to said data transmission line, as well as
said first and said second card, which constitute a coherent set of cards
comprising said coherent data input into said cards concerning said
coherent encryption/decryp- tion keys stored in said internal storages of
said corresponding stations. The coherent set of data, which is used
according to the system and the method according to the second aspect of
the invention can be a mag- 35  netic card as well as an electronic card
which again can be of above-mentioned type. In accordance with this aspect
of the invention, any other medium can furthermore be used. The present
Invention furthermore relates to an electronic card comprising a central
data processing unit, an internal storage, an input/output gate for
communication with a associated station for outputting data from and
inputting data into the electronic card as well as an encryption/decryption
means, which card according 40  to the Invention constituting a first
electronic card of a coherent set of cards comprising the first electronic
card and a second electronic card, which electronic cards have coherent
encryption/decryption keys and are designed to be used in accordance with a
method according to the first aspect of the invention. The encryption made
according to the invention can be made according to arbitrary known
technique and comprise symmetrical or asymmetrical encryption/decryption
algorithms such as DES algorithms, RSA algo- 45  rithms or the like. The
encryption/decryption algorithms can furthermore be combined. The invention
will now be further described with reference to the drawing, in which Fig.
1 shows a system according to the invention comprising a first computer
system and a second com- puter system communicating with each other via a
data transmission line for carrying out the method ac- 



50      cording to the invention, fig. 2 schematically shows the structure
of the software of the system shown in fig. 1, fig. 3 schematically shows a
system according to the invention comprising two computer systems com-
municating with each other via a data transmission line, and furthermore a
mini computer, fig. 4 schematically shows an enlarged system comprising
three computer systems, which according to 55      the teaching of the
invention communicate with each other via a data transmission line, and one
of which furthermore communicates with two terminals or Minitels via
appropriate Interfacing means and the data transmission line, fig. 5 shows
a block diagram of an authenticity verification, and 8    EP 0 402 301 B1
fig. 6 shows a block diagram of an integrity verification. Infig. 1,
asystem according tothe invention for carrying outthe method according to
the invention is shown schematically, which system comprises two autonomous
computer systems, a first computer system shown in the left-hand part of
fig. I and designated the reference numeral 100 in its entirety, and a
second computer 5   system shown in the right-hand part of fig. I and
designated the reference numeral 200 in its entirety. The two computer
systems 100 and 200 are shown schematically comprising the same types of
elements, which for the two computer systems are indicated by the same two
last digits of the reference numerals, the reference numerals for elements
belonging to the first computer system 100 beginning with the digit 1 and
the reference numerals for elements belonging to the second computer system
200 beginning with the digit 2. The two com- 10  puter systems 100 and 200
thus each comprises an "inhouse" main computer, 102, 202, respectively.
These main computers 102 and 202 communicate via data lines 104,204 with
terminals or personal computers (PC's) 106, 206, which each comprises a
keyboard 108, 208, a computer section 110, 210 and a computer screen 112,
212. The terminals or the PC's 106, 206 furthermore communicate with the
associated diskette stations oroptical disc store 114,214 as well as hard
disks 116,216 with associated back-up diskette stations or optical 15  disc
store 118, 218. The terminals or the PCs 106,206 are furthermore via
respective data transmission lines 120, 220 connected to respective
stations 122,222 for input and output of data in respective electronic
cards or chip cards, so-called Smart Cards, which are indicated by the
reference numerals 124, 224. Together with the associated peripheral
equipment comprising the diskette stations or optical disc store 114, 214,
the hard disks 116, 216, the back-up diskette stations or optical disc
store 118, 218, the associated 20  stations 122,222 as well the associated
electronic cards 124,224, the terminals orthe PC's 106,206 are con- tained
in the blocks 126, 226 indicated by dotted lines. The task or object of the
invention is to provide a possibility of transferring data from the first
computer system to the second computer system, by which data transfer it is
ensured that the data sent is identical to the data intended to be sent,
that the data received is identical to the data sent, and preferably
furthermore 25 that the transfer only takes place between parties
specifically intended to send and receive data, that receipt of the data is
acknowledged by the receiver and furthermore that receipt of the receiver's
acknowledgement is acknowledged by the sender relative to the receiver. In
the following description, the data transfer is meant to take place from
the first computer system 100 to the second computer system 200, but it is
of course clear that the data transfer can also take place in the opposite
direction. According to the invention the data transfer 30  can furthermore
consist in an exchange of data between the two computer systems, i.e.
comprise a transfer of data from the first computer system 100 to the
second computer system 200 and transfer of data from the second computer
system 200 to the first computer system 100. Neither of the respective
sides of the two com- puter systems 100 and 200 has any knowledge of
security levels, transmission protocols, encryption/decryp- tion algorithms
etc. of the other computersystem. Via interfacing means contained in the
associated terminals 35  or PC's 106,206 and the associated data
transmission lines 128,228, the two computer systems 100 and 200 are
connected to a public data transmission network, which is collectively
indicated by the reference numeral 300. Instead of a public data
transmission network, e.g. an X25 data network, the data transmission
network 300 can be a private network or comprise combinations of public and
private computer networks and further- more via associated modems
(modulators/demodulators) be connected to e.g. telephone lines or other
signal 40  or transmission lines. In order to ensure that the above stated
requirements for data transfer are met, the data transfer is made by the
data to be transferred from the computer system 100 to the computer system
200 first being output from the main computer 102 of the computer system
100 to the terminal or the PC 106 and being transferred to the station 122.
From the station 122 the data is transferred to the electronic card 124 via
the input/output gate 45  of this card, whereupon the data is processed
exclusively by the electronic card 124. Similar to the card 224, the card
124 has in addition to the above-mentioned input/output gate, a central
processing unit or CPU, an internal storage, an encryption/decryption block
which controlled by the internal central processing unit of the 



card is able to encrypt and decrypt the data by outputting data from the
card or by inputting data into the card, respectively, by use of one or
more encryption/decryption keys input into the card in advance, as will be
de- 50  scribed in greater detail below in a detailed system/software
description. For the transfer of data between the cards, the cards 124, 224
have been issued together and constitute a coherent set of cards being
preprog- rammed as regards encryption/decryption algorithms and keys in
such a way that the cards are able to com- municate with each other and
decrypt data transferred from the first card to the second card and vice
versa. In the electronic card 124, an encryption of the data input is then
made, the encrypted data is transferred 55   via the station 122, the data
transmission line 120, the terminal orthe PC 106, the associated
interfacing means and the data transmission line 128 to the date
transmission network 300, from which the data via the data transmission
line 228, the interfacing means of the terminal or the PC' 206, the
terminal or the PC 206, the data transmission line 220 and the station 222
is transferred to the electronic card 224, in which the data Is 9    EP 0
402 301 B1 decrypted by means of the encryption/decryption key(s) stored in
the card corresponding to the encryption/de- cryption keys of the card 124.
After decryption of the data in the card 224 the data can be output in
clear text from the electronic card 224 to the station 222 and be
transferred via the data transmission line 220, the ter- minal or the PC
206 and the data transmission line 204 to the main computer 202. As the
data transfer from 5   the first computer system 100 to the second computer
system 200 only takes place between the two electronic cards 124 and 224 it
is ensured that the data version output from the electronic card 224 is
identical to the data version Input into the electronic card 124. Hereby it
is ensured that the data transferred to the second computer system 200 is
identical to data intended to be sent from the first computer system 100,
and seen from the point of view of the first computer 100 it is also
ensured that the data version which the computer 10 system 200 has received
is identical to the data which was initially sent from the first computer
system 100. In the below system description it will furthermore be
explained how an authenticity verification between the two electronic cards
124,224 is made prior to the actual transfer and furthermore how
acknowledgements containing compacted data versions are signed for
integrity verification, which acknowledgements are trans- ferred between
receiver and sender, i.e. between the card 224 and the card 124. 15     In
fig. 2 the software design of the main computers 102, 202 of the computer
systems 100 and 200 and the terminals or PC's 108, 206 is shown
schematically. It is to be realized that the software design is only in-
tended to be illustrative and explanatory and in no way to be construed
limiting the scope as defined in the appended claims. Each main software
comprises an "inhouse" software 130, 230, a communications protocol 132,
232 for transfer of data to the associated terminal or PC 106, 206 via the
data transmission lines 104, 20  204 (e.g. an asynchronous RS 232
communications protocol), two software converter or compiler blocks 134,
234 and 136, 236 for conversion or compiling from "inhouse" format to the
transmission protocol determined by the block 132,232 and from the
transmission protocol determined by the block 132,232to "inhouse"format,
respectively. The main computersoftware 102, 202 may further comprise a
further block 138,238, a so-called Edifact software, which will be
described below. 25      The terminals or the PC's 106,208 contain the
following software blocks: a communications protocol 140, 240 for
communication with the main computer 102, 202 via the data transmission
line 104,204, an internal central software 142,242 controlling
thefunctionsofthe terminal orthe PC in question, a converterorcompiler
software 144, 244 corresponding to the software block 138, 238 of the main
computer 102, 202, a communi- cations protocol 146,246, e.g. an X25
protocol, which protocols constitute the interfacing means of the terminal
30 or the PC to the associated data transmission line 128, 228, a software
block 148, 248 for communication with the associated peripheral equipment
of the terminals or the PC's such as the diskette stations and hard disks
114,214 and 116, 216 shown in fig. 1, a software block 150, 250 containing
information regarding e.g. "black lists" etc. and finally a software block
152, 252 for communication with the associated station 122, 222. The PC
program mayfurther comprise a block corresponding to the blocks 138 and 238
discussed above and com- 35 prising Edifact software. It is to be noted
that the data transfer comprising authenticity/integrity verification etc.,
which is charac- teristic of the invention, can be implemented with an
integrated circuit card constituting a combination of a sta- tion and an
electronic card such as a combination of the station 122 and the card 124
or of the station 222 and the card 224. Such printed circuit cards are
shown in the lower part of fig. 2 and designated the reference 40
numerals 160 and 260, respectively. The printed circuit card 160, 260 thus
constitutes a complementary card relative to the second printed circuit
card or relative to an electronic card for use in connection with an asso-
ciated station. Thus the printed circuit card 160 can be a circuit card
complementary to the printed circuit card 260 or a card complementary to
the electronic card 224. Correspondingly the printed circuit card 260 can
be a card complementary to the electronic card 124 or a card complementary
to the printer circuit card 160. 45     In a further alternative embodiment
of the invention the above described data transfer from the electronic 



card 124 to the electronic card 224 can be established between
corresponding security modules 170, 270, which are shown in the lower part
of fig. 2. These security modules or security terminals constitute
so-called "tamper-proof" stations, i.e. stations which due to their special
physical design make it impossible to open the system and thus reveal
material as well as software. Similar to the electronic cards 124, 224,
these security 50   modules contain an input/output gate, a central
processing unit, internal storages and encryption/decryption blocks. In
contrast to the electronic cards 124, 224 and the printed circuit cards
160, 260 integrating stations and cards, the Internal storages of the
security modules can contain more encryption/decryption keys, which are
addressed to a given data transfer by means of a card, e.g. an electronic
card or a magnetic card, which similartothe electronic cards 124,224and
printer circuit card 160,260 integrating stations and electronic cards 55
are issued by a card issuer, who corresponding to the electronic card or
magnetic card in question issues a corresponding magnetic card or an
electronic card or a printed circuit card for use at data transfer from a
se- curity module addressed by the magnetic card in question to a security
module addressed by an associated electronic card and finally to a printed
circuit card or vice versa. 10    EP 0 402 301 B1 In fig. 3, a system which
is enlarged as compared to the system shown in fig. 1 is shown
schematically, and which in addition to the two computersystems 100 and 200
comprises a mini computerwhich is designated the reference numeral 306 in
its entiretyand hasa keyboard 308, a central processing unit 310 and a
computer screen 312. The mini computersystem 306 can furthermore comprise
peripheral equipmentsuch as a diskette 5   station or a tape station, a
printer, etc. Such peripheral equipment is not shown in fig. 3. For
transfer of data to one of the computer systems 100 or 200 or for reception
of data from one of these computer systems In accordance with the teaching
of the invention, the mini computer system 306 Is connected to a station
322, corresponding to the stations 122,222 shown In figs. 1,2 and 3, via a
data transmission line 320 corresponding to the data transmission lines 120
and 220 shown in fig. 1. Via a data transmission line 328 corresponding to
10  the data transmission lines 128, 228 via an interfacing means contained
In the central data processing unit 310 of the mini computer system and
furthermore possibly via a modem, which is not shown in fig. 3, the mini
computer system 306 is connected to a public telephone network 330. The
public telephone network 330 Is via a modem, which is neither shown in fig.
3, and a data transmission line 332 connected to a converter 346 containing
converter or compiler sub-blocks 334, 336 corresponding to the software
blocks 134,234 and 136, 15  236 shown In fig. 2 and which via a data
transmission line 338 Is connected to the network 300. By means of two
coherent cards one of which is received in the station 322, and another one
of which is received in the station 122 or 222 of the computer 100 or 200
respectively, it Is possible in accordance with the teaching of the
invention possible to transfer data to and from the mini computer system
306 from and to the computer system in question, respectively, the
associated card station of which computer system has re- 20  ceived an
electronic card, not shown, corresponding to the electronic card received
in the card station 322. Similar to the mini computer system 306, the
computer system with which the mini computer Is communicating can have its
electronic card Integrated with the corresponding station in a printed
circuit card, similar to the printed circuit cards shown in fig. 2 and
designated the reference numerals 160,260 belonging to the computer systems
100, 200, or have a security module or security terminal which is
addressable by means of an elec- 25  tronic card or a magnetic card as
explained above. In fig. 4 an alternative computer system configuration is
shown which In addition to the above described computer system comprising
the first computer system 100 and the second computer system 200 which are
interconnected via the network 300, includes a number of mini computer
systems, in the present case two mini computer systems 406 which are
preferably so-called Minitel computers, communicating with an associated 30
hostwhich is shown in the upper central part of fig. 4 and designated the
reference numeral 400 in its entirety, and which constitutes a computer
system. The mini computer systems 406 and the host 400 constitute a so-
called videotex system which will be explained in greater detail below In
the system/software description. The communication between the Minitel
computers 406 and the host 400 Is preferably made in accordance with the
LECAM protocol developed by FRANCE TELECOM. The computersystem 400
constitutes a computersys- 35  tem corresponding to one of the computer
system 100, 200, and between the computer system 400 and one of the
computer systems 100,200 data can be transferred both ways in the above
described manner by means of two coherent cards, especially two coherent
electronic cards. Thus the computer system 400 is basically of a structure
equivalent to the structure of the computer systems 100, 200 and comprises
a central processing unit 402, which is connected to a communications block
426 corresponding to the blocks 126, 226 via a data 40  transmission line
404, which block 426 Is connected to the network 300 via a data
transmission line 428 cor- responding to the data transmission lines 128,
228. The computer system 400 furthermore comprises a hard disk 460 or disc
store, a computer screen 462 and a card reader464. The card reader 464 is
adopted to receive an electronic card of the above described kind,
especially a so-called smart card, at transfer of data to and 



from the Minitel computer 406, as will be explained in greater detail below
in the system/software description. 45  The card reader orthe station 464
on the other hand has no connection to the external computer systems 100,
200, as the data transfer between the computer system 400 and one of the
computer systems 100,200 is con- trolled by the communication block 426 in
the above described way. The individual Minitel computers 406 has a
keyboard 408, a computer screen 412 and a card reader 422, which like the
card reader 464 is adopted to receive an electronic card, which makes it
possible to transfer data to and from the Minitel computer 406 from 50  and
to the computer system 400, respectively. The connection from the
individual Minitel computer 406 to the computer system 400 is established
via a data transmission line 428 connecting the individual Minitel computer
406 to a public telephone network 430 by means of appropriate modem units,
a connection from the public telephone network 430 to the computer system
400 being established via a first data transmission line 432, a converter
or compiler 446 and a second data transmission line 438. 55      The
Minitel computers shown in fig. 4 firstof all serve the purpose of
distributing electronic document "mail" internallywithin the Minitel system
belonging to the computer system 400, as data or document transfer is made
from the individual Minitel computer 406 via the public telephone network
430 and the network 300 by means of an electronic card Issued by the
institution which runs the computer system 400 to the station 464 of the
[err]    EP 0 402 301 B1 computersystem 400. The computersystem shown In
fig. 4 furthermore provides the possibility of transferring data or
documents from the individual Minitel computer 406 to the computer system
400, from which system data or documents can be transferred again to a
second computer system, e.g. the computer system 100 or the computer system
200 via the data transfer block 426 with associated electronic cards, in
accordance with 5   the above described data transfer. EXAMPLE A computer
system of the type shown in figures 1 and 2 was implemented with: 10
Personal Computer AT 10 MHz with 640 kbytes storage, 40 Mbyte hard disk, 2
serial RS232 gates, Danish keyboard, black/white screen including adapter.
15        Type: Philips P3204. The following software was used: MS-DOS
operating system version 3.3. Type: Microsoft RTOS Real Time Operating
System version 4.00. 20        Type: Dansk Informations Teknologi X.25
Communication card - 16 gates: Type: Stollmann SICC-PC-X25. SmartCard
reader with power supply and RS232 interface cable: Type: Phillps/Control
Data Laserdrive 510 DT 25      For this system implementation, software was
used developed by Netplus [err] The software is de- veloped in C, Pascal
and Assembler. In the computer system, data and documents in encrypted and
not encrypted form were furthermore ex- changed between a Minitel terminal
of the type shown in fig. 4 with the reference numeral 406 and a computer
system of the above described type In accordance with the principles of the
invention by means of the LECAM 30  protocol developed by FRANCE TELECOM
[err] 1987 - FRANCE TELECOM - TELETEL). A detailed system and software
specification will be described below concerning both data transfer from
the first computer system to the second computersystem, e.g. from the
computer system 100 to the computer system 200, and data transfer to and
from a Minitel computer 406 to and from the computer system 400, re-
spectively. 35 System and software description: The system has an interface
to a large surrounding world, which is not undercontrol under all
circumstanc- es. This implies that it must be ensured that unauthorized
persons do notget unauthorized access to or insight 40  into the system.
Below, the security of the system is described and the requirements which
are furthermore made to the system, so that this can be of practical use.
There are security systems which are impossible to break, but which are
useless in practice, but also se- curity systems which are commercially
available and appear to be of practical use, but which unfortunately are
also easy to break. 45      A number of security requirements which the
system fulfils will be described now: 



1. Large key room 2. No real or statistical possibility of finding a key on
the basis of clear text and crypto text 3. No clear text in crypto text 4.
Stratified structure of the transmission network 50      Re 1. The number
of keys must be so large that it Is not practically possible to find the
right key by ex- haustive search. It must be required thattwo differentkeys
encryptthe same cleartext into different crypto texts. Exactly how large
the key room must be, naturally also depends on the resources which are
available to a potential "enemy". For the transactions mentioned In this
system, 56 bits as in DES are sufficient, as it on average will take at
least 4 months to deciphera crypto text with the fastest available computer
power. 55      As a new key is used for each transmission, it will be
practically impossible to obtain full Insight Re 2. Even though many
coherent clear text messages and corresponding crypto text messages are
known, it must not be possible to determine the applied key on the basis of
this. Re 3. In the crypto text there must be no statistical significant
trace of the clear text. If there is no such 12    EP 0 402 301 B1 trace,
the "enemy's" only weapon is exhaustive search, If only the crypto text is
available. Re 4. The interface specifications for the transmission network
via which the encrypted data or text has to be transmitted, normally also
prescribe transmission of operational control information which should of
course not be encrypted similar to address fields and the like forthe data
mentioned. Problems may arise, 5      if the interfacing means does not
have a stratified structure or if it is not quite dear at which level the
en- cryption is to take place. Use of chip cards and the DES algorithm
provides a solution In which 1. the size of the key room is sufficient,
especially as different keys are used for different transfers, and the key
for exchange of encryption key is safely hidden in the chip card, 10
2. it has no practical value to find a key on the basis of both clear text
and crypto text, as this key is only used for one transmission, and 3. DES
encryption of the documents ensures that there Is no clear text in the
crypto texts. When using chip card and DES algorithm In this way, the
public X.25 network as well as a teletel videotex network are used. Both
these networks facilitate a transparent transfer of encrypted text. There
are various 15  protocols for transfer, which are followed in connection
with the document transfer. For the videotex network, the LECAM protocol is
used. Symmetrical/asymmetrical systems 20      Wherever possible, simple
methods are used for securing data, however, without reducing the security.
Accordingly a symmetrical system (e.g. DES) Is preferred to an asymmetrical
system (e.g. RSA), as an asym- metrical system, such as RSA requires far
more computer power than a symmetrical system, such as DES. A symmetrical
system, such as DES, on the other hand, requires greater security
concerning keys. (Concerning DES and RSA see above). 25      1. Symmetrical
crypto systems 2. Asymmetrical crypto systems 3. Speeds Re 1. A symmetrical
crypto system is characterized in that the same key is used for encryption
and de- cryption. A much used and safe algorithm for this use is the DES
algorithm. 30      The DES algorithm (Data Encryption Standard) was
developed by IBM in cooperation with the National Bureau of Standards NBS)
and published in 1977. DES is only used for civilian encryption and is
today the most widespread crypto system. In particular, DES is very much
used within the banking world, also in the "DANKOR"-system. In the DES
algorithm, encryption is made in blocks of 64 bits by means of a key of 56
bits. First, the 64 35  bits to be encrypted are subjected to a
permutation, which serves to mix the bits, as input in the typical appli-
cation consists of 8 bytes. Following this, 16 iterated encryptions are
made by means of various keys, derived from the chosen key and the dear
text, as the 64 bits before each Iteration have been divided into a
left-hand side Li and a right-hand side Ri, each consisting of 32 bits. In
the [err] iteration [err] is transferred as the next left-hand side [err] ,
and the new right-hand side [err] is produced as XORof Li and 32 other
bits, which appears 40  as a complex, but completely described function of
[err] where [err] is a key of 48 bits, which is derived from the chosen key
of 56 bits. The function itself can be described as follows: the 32 bits in
[err] are changed to 48 bits by bitshifting and are then permuted. XOR of
[err] is generated. The resulting 48 bits are counted 6 at a time in 8
families, which by means of S-boxes are converted to 8 families with only 4
bit in each, so that 32 bits are delivered. After a 45  fixed permutation
of these, the above 32 bits are found. 



After 16 iterations, the 64 bits are permuted with the Inverse permutation
of the initial one. This is neces- sary to ensure that the subsequent
decryption of the crypto text can be made by simply performing the DES-
algorithm again, but with the 16 derived keys in inverse order. Re 2. The
difference between a symmetrical crypto system and an asymmetrical crypto
system is that It 50  is not possible in an asymmetrical system by way of
calculation to find the decryption key, even though the encryption key is
known, and vice versa. Instead of "encryption" and "decryption" it is
therefore more correct to speak of a secret transformation key SK (Secret
Key) and a public transformation key PK (Public Key). In particular, it is
required for all mes- sages, X that 55                            [err] An
asymmetrical crypto system can be used for both concealment and
authenticity, and even for gener- ation of digital signatures. It must,
however, be pointed out that for each individual user Awho chooses a key or
rather a pair of keys (PA, SA), A can use SA for receipt of secret messages
as well as for his own digital 13    EP 0 402 301 B1 signature and other
persons' public keys to send concealed messages. In return, other persons
can use A's public key to send concealed messages to A. One of the best
known asymmetrical crypto systems is the RSA crypto system (named after the
fathers of the system: Rivest, Shamir and Adelman). It is based on
experiences which mathematicians have obtained 5   overseveral thousand
years concerning prime numbers. It is relatively easy to decide whether a
specific, chos- en number n is a prime number or not, but if it turns out
that it is not a prime number, the difficulties of finding the prime number
divisors increase exponentially with the magnitude of the number. Even when
using all the artifices which mathematicians have developed in the course
of time, it has not been possible to find a simple way of deducing the
prime number divisors. There are extremely many numbers of hundred digits
or less (the 10  limit today is about 90), which are practically impossible
to resolve into prime factors. In the RSA crypto system, the origin is two
randomly chosen prime numbers p and q of approx. 100 digits each. These
prime numbers must be strong prime numbers, which have the effect that It
by means of known methods will take billions of years to find the divisors
in n on the basis of n = pq (p and q are kept secret). It is necessary that
these properties are available because of the security of the system. Then
a number e Is 15  chosen, which must be prime with (p-1)(q-1). Knowing p
and q it is possible to find another number d with the following
properties: Given a random number m less than n, the remainder of mde (i.e.
m multiplied by Itself (d multiplied by e) times) by subsequent division of
Integers with n, will again give the number m. It is possible in several
ways to divide messages into blocks, which can be represented uniquely as
num- 20  bers between 1 and n, e.g. by means of ASCII codes. A clear text
m, represented in this way, Is thereafter en- crypted as [err] i.e. the
remainder of m multiplied by itself e times, by subsequent division of
integers with n. Decryption of c is made by calculating 25
[err] which according to the above is equal to m. The pair of numbers (e,
n) can, of course, be used to specify a public key, viz. the key [err]
whereas the pair of numbers (d, n) specifies the secret key 30
[err] (it is only d, which must be kept secret, together with p and q).
Hereby a public key system results. Re 3. An important requirement for
crypto systems is often that a certain speed is guaranteed. Hardware
equipment where the algorithm is stored in a specially designed chip,
operates with fargreater speed than soft- 35  ware equipment It may be a
question of a factor of hundred or more, depending on the equipment. As an
example it is to be mentioned that DES in software in e.g. equipment with
an INTEL 8086 processor and a clock frequency of 4,7 MHz encrypts at a
speed of approx. a few thousand bits per second (there is a possibility of
considerable variations depending on the implementation). As regards
software implementation of RSA the fastest 32 bit chips today, e.g.
MOTOROLA 68030, with 40  a clock frequency of 20 MHz, will produce an RSA
block encryption of 512 bits in approx. 4. sec. and a de- cryption in
approx. 1 sec. (by means of a minor mathematical artifice). By means of
so-called "digital signal processing chips, this can be reduced even
further, presumably to 1 sec. or less for an encryption. On the market
today "black boxes are available containing encryption chips, which can
make an encryp- 



tion with a high security level. One of these is a so-called SCP-box which
in addition to being a Chipcard reader 45  with keyboard for PIN-code
control also comprises a display, a relatively fast CPU, 128 Kb RAM and the
DES as well as RSA algorithms. The box is designed in such a way that it
destroys itself when it is attempted to gain physical access to the
electronics, i.e. it is so-called "tamper-proof" box. It has an encryption
capacity of about 40,000 bytes per minute with the DES algorithm. By using
this box the ability of the Chip card to store keys is used to ensure
authenticity and by means of a table in the RAM storage in combination with
the chip 50  card, keys can be worked out, which are unique to the
individual encryption and transfer of information. Chip cards From a
cryptological point of view, the explosive development of very small chips
has facilitated a very 55  interesting development, viz. the chip card.
This card has the same shape and size as a magnetic card, but contains
furthermore as mentioned above a small processor and a small storage
(typically 1-2 kbyte), which may e.g. be of the type EEPROM (Electrically
Eraseable Programmable Read Only Memory), so that both input and output
access can be obtained via a card reader. 14    EP 0 402 301 B1 Such a card
is particularly suitable for storage of e.g. a secret key. It is
furthermore possible to protect this key efficiently by an encryption
controlled by a PIN code, and by securing the key so that it cannot be read
from the card, but only be used for encryption and decryption. It is also
possible to let the card destroy itself (logically) if a wrong PIN code is
used more than e.g. three times, and to give ita definite lifetime (a
certain 5   number of applications). Detailed description of chip cards The
chip card contains a micro processor, data and program storage and an I/O
gate, secret information 10  and protected information being hidden or
stored in a data memory. As the I/O gate is controlled by the micro
processor, all reading of Information is controlled by the micro processor.
Reading of secret data is not possible and reading of protected data is
only possible after positive validation of the PIN code of the card. With
correct PIN code it is possible to encrypt and decrypt data and to generate
temporary keys. For encryption and de- cryption, the Data Encryption
Standard (DES) Is used. In addition to the operating system for the micro
proc- 15  essor the program memory also contains the encryption algorithm
DES. This has the result that the card can In fact be used to encrypt and
decrypt data, even though It is quite a slow process (approx. 128 bytes per
sec- ond). The chip card in its present versions (DES Smart Card (Philips)
and CP8 Smart Card (Bull)) can contain up to 1024 bytes information
Including various "headers". This corresponds to 500-800 bytes of user
informa- 20  tion, depending on the structure of the information In the
card. For different types of cards exist Batch card: this card is received
together with the new cards and is used when personalizing these. Root
card: This card is used during the personalization to decrypt the
application keys and the personal keys, before they are written Into the
chip card. This has the effect that the personal keys can be stored in a 25
file in encrypted form and will only be known in the memory of the
personalizing system during the execution of the personalization. The root
card contains for each type of personal key a corresponding Root key.
Rehabilitation card: Is used when rehabilitating a Transaction card.
Transaction card: This is the card which is handed out to the users. It is
used to store and protect personal keys and for generation of temporary
keys for access control and encryption and decryption. 30      The lifetime
of the chip card is divided into different phases: 1. Pre-personalization
2. Personalization 3. Active 4. End-of-life 35      5. Rehabilitation Re 1.
Pre-personalization In this phase the card is empty apart from production
information. The only information contained in the 40  card at this time is
a production key and information as to which "batch" the card belongs to.
In order to obtain access to the memory of the card, it is necessary to
know or gain access to the production key, which can only be obtained by
having in one's possession the so-called Batch cardwhich belongs to this
particular "batch". This ensures that only the holder of the Batch card can
personalize cards and that the batch card holder only can personalize cards
belonging to the batch" in question. 45 Re 2. Personalization When the
production key is presented to the chip card, it is possible to input
information Into the memory. 



Information can e.g. be secret keys, DES identification, the names of the
card holder and the card issuer, etc. 50  When this phase is over, the card
enters its active phase. Re 3. Active In this phase, the card is used by a
user for encryption and decryption and for generating temporary keys. 55
The card can be used until one of three situations appear. a) The card is
invalidated by an end-of-life instruction. b) One the control zones of the
card is full. The card contains three special zones: production key control
zone, application key control zone and PIN control zone. In the first two
zones a bit will be placed when 15    T EP 0 402 301 B1 an error has been
made when presenting a key. In the lastzone a bit Is placed, each time a
check is made for the PIN code. If the last zone runs full, the card enters
the end-of-life phase. This will happen after a maximum of 6000
presentations of the PIN code. The contents of this zone are reduced when
user infor- mation and service keys are input into the card. 5      c)
Three consecutive incorrect PIN code inputs cause the card to be locked.
The card can be opened again by rehabilitation. Re 4 End of life 10     In
this phase, the card cannot be used. The card can be rehabilitated, if
incorrect PIN code has been used. Re 5. Rehabilitation The card can be
rehabilitated if the card holder still remembers the correct PIN code,
otherwise not. Re- 15  habilitation should be made by the card Issuer and
card holder jointly. In order to rehabilitate a chip card, a card is used
which is specially designed for this purpose, viz. the rehabilitation card.
The design of the chip card provides a possibility of storing keys
protected by PIN code, possibly encrypted and dedicated use of the keys
(e.g. only decryption). At the same time the inputting of information and
keys in a chip card depends on whether you have access to both the Root
card and the Batch card, i.e. that only 20  specific persons have access to
input keys/information. Administration of keys One of the largest problems
in connection with a crypto system of practical use is the actual handling
of 25 keys, as the keys are the "interface" of the system towards the users
and constitute the weakest link ofa sys- tem. When a user is to have a key
handed out or registered, it must be possible to identify him in a
satisfactory way. The key is kept on a chip card, which can be allotted a
definite lifetime, and which, as mentioned above, also destroys itself,
when a wrong PIN code has been used three times. 30      The more a key is
used, thegreaterthe risk for the key becoming known. It is therefore
necessary to change the key at frequent intervals. As the number of users
becomes large, and arbitrary users must communicate with each other in
encrypted form, the users are equipped with keys which are not used for
data and file en- cryption, but only for exchange of the real encryption
keys. An administration is created around the security system and the
handling of the keys, which 35      a) ensures that the used keys are kept
secret, b) ensures a possibility of being able to recreate used secret keys
and provides a possibility of verifying that a certain key has been used
for a specific purpose, c) gives a simple and safe allocation of keys, and
d) prevents swindling with the allocation of chip cards by a stable and
hermetic procedure. 40      The procedures for setting up the keys in
connection with a chip card comprise: 1. Generation of keys 2. Inputting
keys and desired information Into chip cards 3. Distribution of cards 4.
Renewal/withdrawal of cards 45 Re 1. Generation of cards The keys for
inputting information into the chip card are generated in such a way that
they are both different and generated from random numbers. Accordingly, it
is not possible to predict or guess the value of a key. In 50  order to
start the program for generating keys, a chip card must be presented
(secured by a PIN code). The keys generated are stored in encrypted form in
a file by means of this card. Re 2. Inputting keys and desired information
into the chip card 55      The data (keys and possible information) which
are to be input into the cards, as provided by an application from the file
in which they were arranged previously. The application sees to it that
this data can only be trans- 



ferred from the encrypted file to a chip card by two different persons with
two different chip cards each having its own PIN code. The first card is a
card which has been alloted to the card issuer and the contents of which 16
EP 0 402 301 B1 are known exclusively by the manufacturer producing the
"empty" chip cards. The second card is a card which follows the batch of
cards being prepared. Accordingly, the person(s) generating the keys and
the information has/have no possibility of inputting the keys and the
information Into the chip cards. On the other hand, the person(s) inputting
the data into the chip cards has/have no possibility of learning what is
being input into the 5   cards. When the cards are being prepared, a
logging to an encrypted file will be carried out. This file will be error
tolerant and the mirror of an alternative physical position. The file will
be secured by means of an appro- priate security routine. Re 3.
Distribution of cards 10 Traditionally, the cards are issued to the users
in batches. The card is sent separately and the PIN code is sent
separately. The PIN code is sent or delivered after accept of receipt of
the card. Re 4. Renewal/withdrawal of cards 15 When a card has run out
forone reason oranother, It must be returned tothe card issuer as far as
possible. The card issuer destroys it and possibly issues a new card to
replace the old card. For security reasons it is preferred that when
changing cards, a new card is produced which is different in terms of the
input keys from the card which has run out. If a user ceases to use the
chip card, the card must be returned to the card issuer. 20   Under all
circumstances the card is blocked electronically. A possibility of blocking
the card at the first presen- tation after the blocking can be input.
Observation of these precautions ensures 25     that one person alone
cannot produce a chip card, that only the card issuer can input information
and keys, that keys can be produced at any time for verification of the use
of a card which has run out and that the right user gets possession of the
cards without any risk that the card is used by unauthorized persons.
Authenticity 30 The authenticity, i.e. security that the parties involved,
transmitter/receiver are who they pretend to be, can be ensured in various
ways, depending on whether the system is 1. a symmetrical system or 2. an
asymmetrical system 35 Re 1. Symmetrical crypto system In order to ensure
that a transmitter (A) and a receiver (B) are who they pretend to be, A
sends a number in encrypted form to B, and B verifies that the number comes
from A. Then B sends a combination of a part 40  of the number which B
received from A, together with a number generated by B in encrypted form to
A. A can hereafterverifythatthe combination has come from B, and at the
same time Acan check the part of the number which was generated by A. A now
encrypts the number which A received from B and sends it back to B, who
after verification can see that B has received the same combination as B
sent to A. Below, it is outlined how a chip card can be used to ensure
authenticity. When using the symmetrical crypto system a faint risk must 45
be anticipated of a key being broken and data being read by third parties.
This risk arises if a former member of the system with a thorough knowledge
of the type of initial exchange of messages is in possession of a valid
chip card and if this member taps the connection between transmitter and
receiver and is in possession of the used crypto program. Such a person
will be able to decrypt the documents which are exchanged, encrypted with
the described 50  key in the transmission in question. However, it will not
be possible to change the contents of the document and a renewed
deciphering will also have to be made when tapping the next document
transfer, as a new key is used for this transfer. In the system according
to the invention, a chip card reader 122,222 and 426, respectively, is
connected to each computer system or each host, the computer systems 100,
200 and 400. 55      The two computer systems constituting transmitter and
receiver, the computer systems 100 and 200, re- spectively, shown in fig.
1-4, are equipped with authorized chip cards and are authorized to use
these. Each card 122 and 222 has two service zones for this purpose: A
service zone with a "Verification key" (Vk) which is used to verify that
the encryption which the opposite party has used is correct. 17  



EP 0 402 301 B1 A service zone with a "Signature key" (Sk) which is used
for encryption of the communication. Vk can only be used for decryption and
Sk can only be used for encryption. In the procedure shown in fig. 5, the
following abbreviations are used: VkA:          Verification key for Aor
the computer system 100 5   SkA:          Signature key for A or the
computer system 100 VkB:          Verification key for B or the computer
system 200 SkB:          Signature key for B or the computer system 200 E:
Encryption D:            Decryption 10  R1, R2, R3:    Random numbers MI,
M2, M3:   Transferred messages IdA:          The publicly known
identification for A or the computer system 100 1dB:          The publicly
known Identification for B or the computer system 200 The procedure appears
from fig. 5. 15 Re 2. Asymmetrical crypto system The authenticity
verification described above with reference to fig. 5 is solely based on
the application of an encryption system based on DES, but for the sake of
completeness, the asymmetrical system is briefly de- 20  scribed below. If
A or the computer 100 is to send a clear text M, which is to be kept secret
when being transmitted, to B or the computer system 200, A uses B's public
key PB, which B has made public to everyone, and sends [err] Only B can
decrypt, as only B knows his private key and [err] 25     If A is to send a
clear text X to B in encrypted form in such a way that B can check that the
message comes from A, Asends [err] B then tries with A's public key PA and
finds [err] 30     If X is meaningful, then SAmust have been used, as only
Acan encrypt in such a way that PAcan decrypt into anything meaningful. It
should be noted that authenticity Is only ensured the first time the
message X is signed. In practice therefore, such a message must be unique,
e.g. by indicating the time of the day. Both properties can be obtained in
the following way: If A wishes to send M to B, so that B is sure that the
message comes from A at the same time ensuring 35  that only B of all
people can decrypt the message, A sends [err] The only way in which M can
be deduced as follows: [err] 40  Integrity The integrity ensures that data
is not changed during or after a concluded transmission. This is ensured by
calculating the transmitter's (A) signature and the receiver's (B)
signature, adding these to the document and having both Aand B verify these
signatures. With the DES algorithm, signatures are produced which can 45
be encrypted and verified by means of chip card: In the system according to
the invention, a chip card reader is connected to each computer system or
each host. The two computer systems constituting transmitter and receiver,
100 and 200 respectively, shown in fig. 1-4, are equipped with authorized
chip cards and are authorized to use these. For this purpose, each card has
three service zones: 50      - A service zone with a so-called
"Verification key" (Vk), which is used for verifying the signature which
the opposite party has added to the document. - A service zone with a
"Signature key" (Sk) which Is used to encrypt the signature. - A service
zone with a Compression key" (Ck) which is used to produce the signature
(MAC). Vk can only be used fordecryption and Sk can only be used for
encryption. Ck is identical in all chip cards 55  and can be used for
compacting the document to the signature. In the procedure shown in fig. 6,
the following abbreviations are used: VkA:          Verification key for A
or the computer system 100 SkA:          Signature key for A or the
computer system 100 18   



EP 0 402 301 B1 MacA:        The compacted document seen from As side
EmacA:       The encrypted MacA VkB:          Verification key for B or the
computer system 200 SkB:          Signature key for B or the computer
system 200 5   MacB:         The compacted document seen from B's side
EmacB:        The encrypted MacB Ck:           Compression key E:
Encryption D:           Decryption 10  C:            Compression RI:
Random numbers exchanged previously Ml, M2, M3:   Transferred messages IdA:
The publicly known identification forA IdB:         The publicly known
identification for B 15 The procedure appears from fig. 6 The integrity is
ensured as both transmitter and receiver are certain that (have a
possibility of checking) that the document has not been changed before or
after the transmission without possible changes being un- 20  ambiguously
ascertainable. The function *A2 is built up in such a way that the chip
card can produce a key by means of a publicly known identification which
can decrypt the encrypted B/Mac and thus provide a basis for checking that
the Mac which is added to the document Is valid, i.e. calculated on the
basis of the document received by the expected transmitter. The same
applies in the opposite direction to the function *B2. It is important that
the Mac's produced are hidden in the document, as they are the unique
signatures of 25  the parties. Security of access to the videotex system is
shown in fig. 4 This security is ensured by using chip cards for automatic
log-on to the videotex system: 30     1. Automatic presentation of
identification and password 2. Encryption of communication between terminal
and videotex server 2. Security in the videotex server as regards the
individual user's access to the individual mail boxes and the applications
of the system. 35  Re 1. Automatic presentation of identification and
password A chip card reader 422 of the type LECAM connected to a Minitel
409 has an intelligence which has the effect that it reads In a certain
position on the card searching for data for an automatized dialling. When
the dialling has been made, the application which is running on the
videotex system will transfer a program to the 40  RAM storage of the chip
card reader. This program will then find identification and password in the
card, ask for the PIN code to be entered and communicate with the
application on the videotex server. If the PIN code is stated Incorrectly,
the program has no possibility of collecting information in the chip card.
Re 2. Encryption of communication between terminal and videotex server 45
The program which is transferred to the chip card reader, finds the key
which is to be used for encryption, by looking up the chip card. The
videotex application looks up a table in the host or the computer system
400 and finds a corresponding key. Encryption is made on the basis of this
key for the whole communication be- tween Minitel 400 and Host 400. It is
expedient to use this encryption key to encrypt the exchange of the ran- 50
domly chosen key which is used for encryption of the rest of the
communication, as this has the result that a different encryption key is
used for each individual communication. Re 3. Security in the videotex
server as regards the individual user's access to the individual mail boxes
and the applications of the system 55 The access to mail boxes, data and
applications in the videotex server is ensured by the "log-on" which is
made on the basis of the information residing In the chip card. As the
exchange of identification and password takes place in encrypted form, it
will not be possible by tapping the line and the terminal to reconstruct
these. 19    EP 0 402 301 B1 In other words, it will not be possible to get
in contact with the mail boxes without possessing a chip card with a secret
PIN code (which is only found in the card). After access has been obtained
to the video tex system, it is secured that access cannot be obtained to 



a basic host computer. This is done to avoid that data hackers by an error
in the video tex system can obtain 5   access to the operating system of
the host computer. Security when exchanging documents The security system
sees to it that documents which are built up according to the EDIFACT
standard can 10 be transferred securely between connected hosts. It is
ensured 1. that the documents can be endorsed with signature, 2. that the
documents cannot be forged, 3. that the documents can only be read
by/transferred to the person authorized, and 15     4. that it is possible
to produce unambiguous evidence in connection with a possible dispute Re 1.
The documents can be endorsed with a signature The transmittergoes through
the documentor parts thereof in orderto generate an abbreviated expression
20 of the document (e.g. a 64 bit key). This expression contains at least a
serial number, date, time and all the sensitive data. This expression Is
encrypted by a chip card with a key which is found in the card and which
cannot be read but only used for encryption or decryption in the card. The
encrypted result (MAC = Message Authentification Code) is unique to this
document and this transmitter, and the MAC is added to the document,
whereupon it is ready for "dispatch". 25 Re 2. The documents cannot be
forged If changes are made in the document after the transfer is considered
to be concluded, it will be possible to ascertain this, as the MAC's which
are included in the document can be validated, whereupon the document 30 is
accepted or considered as invalid. Re 3. The documents can only be read
by/transferred to the authorized person Both transmitterand receiver
makesure that they are in contactwith the right person, whereupon the docu-
35 ment is encrypted by means of a key which is known by transmitter and
receiver exclusively and which is ar- bitrary and only applies to this one
transfer. Re 4. Possibility of producing unambiguous evidence in connection
with a possible dispute (MAC) 40      This is ensured by the card issuer's
keeping the issued keys in a satisfactory way so that it can be decided at
any time whether there is Identity between a document and the associated
MAC's. EDIFACT definition 45      EDIFACT (Electronic Data Interchange For
Administration, Commerce and Transport) is a standardised method of
electronic transfer of all business related documents, which have an
organized structure. The stan- dard - which is approved by ISO
(International Standard Organization) - is meant for exchange of documents
between computer systems on both a domestic and a foreign level; the
standard is therefore not dependent on language. The standard does not
prescribe how the actual network communication must be carried out; it 50
is a technically independent standard. An EDIFACT document can be divided
into certain parts or modules, which are called segments. Each segment has
a specific purpose in the document In question, and the position of the
segment in the message is prescribed by the standard for the document type
in question. All segments are identified by a 3-letter code as prescribed
by the standard. A message consists of many different segments which
together contain all the 55 Information which is necessary to create the
document. A segment may e.g. look like this: [err] CUX is a segment head;
CUX means type of currency + is a data element punctuation mark 20    EP 0
402 301 B1 DEM means German marks - the value can be anything else;
arbitrarily definable as long as both transmitter and receiver agree to the
meaning of the codes : is a data component punctuation mark IN is an
abbreviation of INvoice - also arbitrarily definable 5    designates the
end of a segment The contents of a segment can be divided into data
elements. A data element is divided into one or more data components. In
the above example with the segment CUX, only one data element is found.
This data ele- ment consists of 2 data components, viz DEM and IN. : is the
punctuation mark separating coherent data components, whereas + is the
separator for the individual 10  data elements in a segment. This technique
of describing information in a document is general and is used in all
EDIFACT segments. The data which follows a given segment head, is defined
in the standard and is therefore unalterable. It 



is, however, not all data which is compulsory - quite a few can be omitted
depending on the need. To a very large extent, codes are used in the
individual segments. By this is meant e.g. DEM in the above 15  example
which means German marks. Both parties to the communication (transmitter
and receiver) must agree to the application of these, as these are not
covered by the standard. 20   Claims 1.  A method of transferring data from
a first computer system (100) to a second computer system (200) via a data
transmission line (128, 228) wherein for said transfer a first station
(122) is used for outputting data from a frst electronic card (124), said
first station 25      being (122) connected to and communicating with said
first computer system (100) and furthermore being connected to said data
transmission line (128, 228) via said first computer system (100) and
interfacing means, a second station (222) is used for outputting data from
a second electronic card (224), said second station (222) being connected
to and communicating with said second computer system (200) and fur- 30
thermore being connected to said data transmission line (128,228) via this
second computersystem (200) and interfacing means, said data being
transferred in encrypted form via said first station (122) to said first
computer sys- tem (100) and being transferred therefrom via said
interfacing means of said first computer system (100) to said data
transmission line (128, 228), and 35            said data being received by
said second computer system (200) in encrypted form via said inter- facing
means of said second computer system (200), characterized in that said
firstand second electronic card (124,224) being temporarilyconnected to
orbeing detachable from the first and the second station (122, 222),
respectively, 40            said first and second electronic card (124,
224) each comprise a central data processing unit, an input/output gate for
communication with said corresponding station (122,222), an
encryption/decryption means as well as an internal storage and together
constitute a coherent set of electronic cards (124,224) comprising coherent
secret key(s) previously stored in the internal storage of the electronic
cards (124, 224), said secret key(s) being used as encryption/decryption
keys or being used for generating coherent 45      encryption/decryption
keys, said encryption/decryption keys being input into the internal storage
of said electronic cards (124, 224), and said secret key(s) and said
coherent encryption/decryption keys gener- ated by use of the secret key(s)
only being handled within the electronic cards (124, 224), said data being
transferred to said first electronic card (124) from said first computer
system (100) via said first station (122) and said input/output gate of
said first electronic card (124), being input into 50      and being
temporarily stored in said internal storage of said first electronic card
(124), said data being output from said internal storage of said first
electronic card (124) and being en- crypted in said first electronic card
(124) by means of said encryption/decryption means of said first elec-
tronic card (124) and said encryption key(s) stored in said internal
storage of said first electronic card (124), and said data being outputfrom
said first electronic card (124) in encrypted form via said input/out- 55
put gate of said first electronic card (124) before said transfer of
encrypted data from said first computer system (100) to said second
computer system (200), said transferred encrypted data being transferred
from said second computer system (200) to said second electronic card (224)
via said second station (222) and via said input/output gate of said second
21    EP 0 402 301 B1 DEM means German marks - the value can be anything
else; arbitrarily definable as long as both transmitter and receiver agree
to the meaning of the codes is a data component punctuation mark IN is an
abbreviation of INvoice - also arbitrarily definable 5    designates the
end of a segment The contents of a segment can be divided into data
elements. A data element is divided into one or more data components. In
the above example with the segment CUX, only one data element Is found.
This data ele- ment consists of 2 data components, viz DEM and IN. : is the
punctuation mark separating coherent data components, whereas + is the
separator for the individual 10 data elements in a segment. This technique
of describing information in a document is general and Is used in all
EDIFACT segments. The data which follows a given segment head, is defined
in the standard and is therefore unalterable. It is, however, not all data
which is compulsory - quite a few can be omitted depending on the need. 



To a very large extent codes are used In the individual segments. By this
is meant e.g. DEM in the above 15 example which means German marks. Both
parties to the communication (transmitter and receiver) must agree to the
application of these, as these are not covered by the standard. 20 Claims
1.  A method of transferring data from a first computer system (100) to a
second computersystem (200) via a data transmission line (128, 228) wherein
for said transfer a first station (122) is used for outputting data from a
first electronic card (124), said first station 25 being (122) connected to
and communicating with said first computer system (100) and furthermore
being connected to said data transmission line (128, 228) via said first
computer system (100) and Interfacing means, a second station (222) is used
for outputting data from a second electronic card (224), said second
station (222) being connected to and communicating with said second
computer system (200) and fur- 30      thermore being connected tosaid
datatransmission line (128,228) via this second computersystem (200) and
interfacing means, said data being transferred in encrypted form via said
first station (122) to said first computer sys- tem (100) and being
transferred therefrom via said interfacing means of said first computer
system (100) to said data transmission line (128, 228), and 35
said data being received by said second computer system (200) in encrypted
form via said inter- facing means of said second computer system (200),
characterized in that said firstand second electronic card (124,224) being
temporarily connected toor being detachable from the first and the second
station (122, 222), respectively, 40            said first and second
electronic card (124, 224) each comprise a central data processing unit an
input/outputgate forcommunication with said corresponding station
(122,222), an encryption/decryption means as well as an Internal storage
and togetherconstitute a coherent set of electronic cards (124,224)
comprising coherent secret key(s) previously stored in the internal storage
of the electronic cards (124, 224), said secret key(s) being used as
encryption/decryption keys or being used for generating coherent 45
encryption/decryption keys, said encryption/decryption keys being input
into the internal storage of said electronic cards (124, 224), and said
secret key(s) and said coherent encryption/decryption keys gener- ated by
use of the secret key(s) only being handled within the electronic cards
(124, 224), said data being transferred to said first electronic card (124)
from said first computersystem (100) via said first station (122) and said
input/output gate of said first electronic card (124), being input into 50
and being temporarily stored in said Internal storage of said first
electronic card (124), said data being output from said internal storage of
said first electronic card (124) and being en- crypted in said first
electronic card (124) by means of said encryption/decryption means of said
first elec- tronic card (124) and said encryption key(s) stored in said
internal storage of said first electronic card (124), and said data being
output from said first electronic card (124) in encrypted form via said
input/out- 55       put gate of said first electronic card (124) before
said transfer of encrypted data from said first computer system (100) to
said second computer system (200), said transferred encrypted data being
transferred from said second computer system (200) to said second
electronic card (224) via said second station (222) and via said
input/output gate of said second 21    EP 0 402 301 B1 electronic card
(224) and being input into and temporarily stored in said internal storage
of said second electronic card (224), said data being output from said
Internal storage of said second electronic card (224) in encrypted form and
being decrypted in said second electronic card (224) by means of said
encryption/decryption 5       means of said second electronic card (224)
and said decryption key(s) stored in said internal storage of said second
electronic card (224), said data being outputafterdecryption in said second
electronic card (224) from said second elec- tronic card (224) and output
to said second computer system (200) via said input/output gate of said
sec- ond electronic card (224) and via said second station (222), 10
said data being transferred from the first computer system (100) to the
second computer system (200) without exchanging any secret keys between the
computer systems (100, 200), and said data transfer comprising an
authenticity/integrity verification. 2.  A method according to claim 1,
characterized in that verification of the authenticity of said first
electronic 15       card (124) relative to said second electronic card
(224) and vice versa is made prior to said transfer of 



said data from said first computer system (100) to said second computer
system (200). 3. Amethod according to any of the preceding claims,
characterized in thatsaid inputting into, said outputting from, said
encryption and said decryption and possibly said authenticity and integrity
verification being 20       controlled autonomously by said central data
processing unit of said individual card (124,224). 4.  A method according
to any of the preceding claims, characterized in that said transfer of said
data being made in accordance with the LECAM protocol. 25   5.  A method
according to claim 1 or 2, characterized in that said authenticity
verification being made by a first setof data (R1) being generated in said
firstelectronic card (124), said set ofdata (R1) being input into and
stored in said internal storage of said first electronic card (124) and
being encrypted in said first electronic card (124) by means of said
encryption/decryption means of said first electronic card (124) and said
encryption key(s) stored in said internal storage of said first electronic
card (124), 30       said first set of data (R1) being output from said
first electronic card (124) in encrypted form via said in- put/output gate
of said first electronic card (124), being transferred via said first
station (122) to said first computer system (100) and being transferred
therefrom via said interfacing means of said first computer system (100) to
said data transmission line (128, 228), said first set of data (R1) being
received by said second computer system (200) in encrypted form 35
via said interfacing means of said second computer system (200), being
transferred to said second elec- tronic card (224) via said second station
(222) and via said input/output gate of said second electronic card (224)
being input into and temporarily stored in said internal storage of said
second electronic card (224), said first set of data (R1) received by said
second computer system (200) in encrypted form being 40       output from
said internal storage of said second electronic card (224) and being
decrypted in said second electronic card (224) by means of said
encryption/decryption means of said second electronic card (224) and said
decryption key(s) stored in said internal storage of said second electronic
card (224), said first set of data (R1) received by said second computer
system (200) in encrypted form and decrypted in said second electronic card
(224) being input into and stored in said internal storage of said 45
second electronic card (224), a second set of data (R2) being generated in
said second electronic card (224), said second set of data (R2) being input
into and stored in said internal storage of said second electronic card
(224), a first combination (RI, R2) of said first set of data (R1) received
by said second computer system (200) in encrypted form, decrypted and
stored in said internal storage of said second electronic card (224) 50
and said second set of data (R2) stored in said internal storage of said
second electronic card (224) being generated in said second electronic card
(224), said first combination being (R1, R2) input into and stored in said
internal storage of said second electronic card (224), said first
combination (R1, R2) being encrypted in said second electronic card (224)
by means o f said encryption/decryption means of said second electronic
card (224) and said encryption key(s) stored 55       in said internal
storage of said second electronic card (224), said first combination (R1,
R2) being output from said second electronic card (224) in encrypted form
via said input/output gate of said second electronic card (224), being
transferred via said second station (222) to said second computer system
(200) and being transferred therefrom via said interfacing    EP 0 402 301
B1 means of said second computer system (200) to said data transmission
line (128, 228), said first combination (R1, R2) being received by said
first computer system (100) in encrypted form via said interfacing means of
said first computer system (100), being transferred to said first elec-
tronic card (124) via said first station (122) and via said
input/outputgate of said first electronic card (124), 5        being input
into and temporarily stored in said internal storage of said first
electronic card (124), said first combination (R1, R2) received by said
first computersystem (100) in encrypted form being output from said
internal storage of said first electronic card (124) and being decrypted in
said first elec- tronic card (124) by means of encryption/decryption means
of said first electronic card (124) and said decryption key(s) stored in
said internal storage of said first electronic card (124), 10
said first combination (RI, R2) received bysaid firstcomputersystem (100)
in encrypted form and decrypted in said first electronic card (124) being
Input into and stored in said internal storage of said first electronic
card (124), said first combination (R1, R2) stored in said internal storage
of said first electronic card (124) being decombined for producing a first
set of data (R1) retransmitted to said first electronic card (124) and a
second set of data (R2) transferred to said first electronic card (124), 15
said first set of data (R1) retransmitted to said first electronic card
(124) and said second set of data (R2) transferred to said first electronic
card (124) being input into and stored in said internal storage of said
first electronic card (124), 



said first set of data (R1) stored in said Internal storage of said first
electronic card (124) being compared to said first set of data (RI)
retransmitted to said first electronic card (124) and stored in said 20
internal storage of said first electronic card (124) for verification of
identity between these sets of data for verification of the authenticity of
said second electronic card (224) relative to said first electronic card
(124), a third set of data (R3) being generated in said first electronic
card (124), said third set of data (R3) being input into and stored in said
Internal storage of said first electronic card (124), 25             a
second combination (R2, R3) of said second set of data (R2) received in
encrypted form by said first computer system (100), decrypted and stored in
said internal storage of said first electronic card (124) and said third
set of data (R3) stored in said internal storage of said first electronic
card (124) being gen- erated in said first electronic card (124), said
second combination (R2, R3) being input into and stored in said Internal
storage of said first 30       electronic card (124), said second
combination (R2, R3) being encrypted in said first electronic card (124) by
means of said encryptionldecryption means of said first electronic card
(124) and said encryption key(s) stored in said internal storage of said
first electronic card (124), said second combination (R2, R3) being output
from said first electronic card (124) in encrypted form via said
input/output gate of said first electronic card (124), being transferred
via said first station 35       (122) to said first computer system (100)
and being transferred therefrom via said interfacing means of said first
computer system (100) to said data transmission line (128,228), said second
combination (R2, R3) being received by said second computersystem (200) in
encrypt- edformviasaid interfacing means of said second computersystem
(200), being transferred to said second electroniccard (224) via said
second station (222) and via said input/outputgate of said second
electronic 40       card (224), being input into and temporarily stored in
said internal storage of said second electronic card (224), said second
combination (R2, R3) received by said second computer system (200) in
encrypted form being output from said Internal storage of said second
electronic card (224) and being decrypted In said second electronic card
(224) by means of said encryption/decryption means of said second
electronic 45       card (224) and said decryption key(s) stored in said
internal storage of said second electronic card (224), said second
combination (R2, R3) received by said second computer system (200) in
encrypted form and decrypted being input into and stored in said internal
storage of said second electronic card (224), said second combination (R2,
R3) stored in said internal storage of said second electronic card 50
(224) being decombined for producing a second set of data (R2)
retransmitted to said second electronic card (224) and third set of data
(R3) transferred to said second electronic card (224), said second set of
data (R2) retransmitted to said second electronic card (224) and said third
set of data (R3) transferred to said second electronic card (224) being
input into and stored in said internal storage of said second electronic
card (224), and 55             said second set of data (R2) stored in said
internal storage of said second electronic card (224) being compared to
said second set of data (R2) retransmitted to said second electronic card
(224) and stored in said internal storage of said second electronic card
(224) for verification of identity between these sets of data for
verification of the authenticity of said first electronic card (124)
relative to said sec- 23    EP 0 402 301 B1 ond electronic card (224). 6.
A method according to claim 1, characterized in that said integrity
verification being made by a compacted version of said data being generated
in said first computer system (100) or said first 5       electronic card
(124), said compacted version being input into and stored in said Internal
storage of said first electronic card (124), a compacted version of said
data transferred to said second computer system (200) being gener- ated in
said second computer system (200) or in said second electronic card (224),
said compacted version being input into and stored in said Internal storage
of said second electronic card (224), 10            said compacted data
version stored in said internal storage of said first electronic card (124)
being output from said internal storage of said first electronic card (124)
and encrypted in said first electronic card (124) by means of said
encryption/decryption means of said first electronic card (124) and said
en- cryption key(s) stored in said internal storage of said first
electronic card (124), said compacted data version encrypted by said
encryption/decryption means of saidfirstelectronic 15      card (124) being
output from said first electronic card (124) via said input/output gate of
said first elec- troniccard (124), being transferred via said firststation
(122) to said firstcomputersystem (100) and being 



transferred therefrom via said interfacing means of said first computer
system (100) to said data trans- mission line (128, 228), said encrypted
and compacted data version transferred from said first computer system
(100) be- 20      ing received by said second computer system (200) via
said interfacing means of said second computer system (200), being
transferred to said second electronic card (224) via said second station
(222) and via said input/output gate of said second electronic card (224),
being input into and temporarily stored in said Internal storage of said
second electronic card (224), said compacted data version received by said
second computer system (200) in encrypted form 25       being output from
said internal storage of said second electronic card (224) and being
decrypted in said second electronic card (224) by means of said
encryption/decryption means of said second electronic card (224) and said
decryption key(s) stored in said internal storage of said second electronic
card (224), said decrypted, compacted data version received by said second
computer system (200) in en- crypted form and decrypted by said second
electronic card (224) being input into and stored in said in- 30     ternal
storage of said second electronic card (224), a comparison of said
compacted data version stored in said second electronic card (224) and said
decrypted, compacted data version received by said second computer system
(200) in encrypted form and decrypted being made in said second electronic
card (224) for verification of the integrity of or identity between said
data transferred from said first computer system (100) and said data
received by said sec- 35       ond computer system (200). 7.  A method
according to claim 1, characterized in that said integrity verification
being made by a compacted version of said data being generated in said
first computer system (100) or in said first electronic card (124), said
compacted version being input into and stored in said internal storage of
40       said first electronic card (124), a compacted version of said data
transferred to said second computer system (200) being gener- ated in said
second computer system (200) or in said second electronic card (224), said
compacted version being input into and stored in said internal storage of
said second electronic card (224), said compacted version stored in said
internal storage of said second electronic card (224) being 45       output
from said internal storage of said second electronic card (224) and
encrypted in said second elec- tronic card (224) by means of said
encryption/decryption means of said second electronic card (224) and said
encryption key(s) stored in said internal storage of said second electronic
card (224), said compacted data version encrypted by said
encryption/decryption means of said second elec- tronic card (224) being
output from said second electronic card (224) via said input/output gate of
said 50      second electronic card (224), being transferred via said
second station (222) to said second computer system (200) and being
transferred therefrom via said interfacing means of said second computer
system (200) to said data transmission line (128, 228), said encrypted and
compacted data version transferred from said second computer system (200)
being received by said first computersystem (100) via said interfacing
means of said first computersystem 55       (100), being transferred to
said first electronic card (124) via said first station (122) and via said
input/out- put gate of said first electronic card (124), being input into
and temporarily stored in said internal storage of said first electronic
card (124), said compacted data version received by said first
computersystem (100) in encrypted form being 24    EP 0 402 301 B1 output
from said internal storage of said first electronic card (124) and being
decrypted in said first elec- tronic card (124) by means of said
encryption/decryption means of said first electronic card (124) and said
decryption key(s) stored in said internal storage of said first electronic
card (124), said decrypted, compacted data version received by said first
computer system (100) in encrypted 5       form and decrypted by said first
electronic card (124) being input into and stored in said internal storage
of said first electronic card (124), a comparison of said compacted data
version stored in said first electronic card (124) and said de- crypted,
compacted data version received by said first computer system (100) in
encrypted form and de- crypted being made in said first electronic card
(124) for verification of the integrity of or identity between 10      said
data transferred from said first computer system (100) and said data
received by said second com- puter system (200). 8.  A method according to
claims 6 and 7, characterized in that a transfer of a compacted data
version from said first electronic card (124) to said second electronic
card (224) as well as from said second electronic 15       card (224) to
said first electronic card (124) and a comparison of both transferred,
compacted data ver- sions and stored, compacted data versions in said two
electronic cards (124, 224) are made for said in- 



tegrity verification. 9.  A method according to claim 6 or 8, characterized
in that said transfer of said compacted data version 20    generated in
said first computer system (100) or in said first electronic card (124)
from said first electronic card (124) to said second electronic card (224)
being made simultaneously with said transfer of said data itself, said data
and said compacted data version being combined and encrypted as a whole
before said transfer. 25   10. A method according to claim 7 or 8,
characterized in that said transfer of said compacted data version
generated in said second computersystem (200) or in said second electronic
card (224) from said second electronic card (224) to said first electronic
card (124) being made simultaneously with a retransmission of said data
received from said first electronic card (124) from said second electronic
card (224) to said first electronic card (124), said data to be
retransmitted and said compacted data version being combined so       and
encrypted as a whole before said transfer. 11. A method according to claim
8, characterized in that said transfer from said second electronic card
(224) to said first electronic card (124) of said compacted data version
generated in said second computer sys- tem (200) or in said second
electronic card (224) being made simultaneously with a retransmission from
35       said second electronic card (224) to said first electronic card
(124) of said compacted data version re- ceived by said second electronic
card (224), said transfer and retransmission of compacted data versions
also being made simultaneously with a retransmission from said second
electronic card (224) to said first electronic card (124) of said data
received by said second electronic card (224), said data to be retrans-
mitted and both compacted data versions being combined and encrypted as a
whole before said transfer. 40 12. A method according to claim 5,
characterized in that the encryption key used for encrypting the first set
of data (R1) and the second combination (R2, R3) is made by use of a first
signature key (SkA) stored in the first electronic card (124), the
decryption key used for decrypting the encrypted form of the first set of
data (R1) and the en- 45       crypted form of the second combination (R2,
R3) is made by use of a second verification key (VkB) stored in the second
electronic card (224) and a publicly known identification (IdA) of the
first electronic card (124), the encryption key used for encrypting the
first combination (R1, R2) is made by use of a second signature key (SkB)
stored in the second electronic card (224), and 50            the
decryption key used for decrypting the encrypted form of the first
combination (R1, R2) is made by use of a first verification key (VkA)
stored in the first electronic card (124) and a publicly known iden-
tification (IdB) of the second electronic card (224). 13. A method
according to claim 1 characterized in that encryption and decryption keys
used for encrypting 55       anddecrypting the transferred dataare made by
use of a first set of data (R1) generated in an authenticity verification
which is made prior to the transfer of the data as described in claim 5.
14. A method according to claim 9, characterized in that 25    EP 0 402 301
B1 the compacted data version is encrypted by use of a first signature key
(SkA), which is stored in the first electronic card (124), before being
combined with the data and further encrypted as a whole, and the encrypted
compacted data version is decrypted by use of a second verification key
(VkB) stored 5       in the second electronic card (224) and a publicly
known identification (IdA) of the first electronic card (124) afterthe
combination of the data and the compacted data version has been transferred
and decrypt- ed as a whole. 15 A method according to claim 9, characterized
in that encryption and decryption keys used for encrypting 10      and
decrypting the combination of the data and the compacted data version are
made by use of a first set of data (R1) generated in an authenticity
verification which is made prior to the transfer of the data as described
in claim 5. 16. A method according to claim 10, characterized in that 15
the compacted data version is encrypted by use of a second signature key
(kB), which is stored in the second electronic card (224), before being
combined with the data to be retransmitted and further encrypted as a
whole, and the encrypted compacted data is decrypted by use of a first
verification key (VkA) stored in the first electronic card (124) and a
publicly known identification (IdB) of the second electronic card (224) 20
afterthe combination of thedata to be retransmitted and the compacted
dataversion has been transferred and decrypted as a whole. 



17. Amethod according to claim 10, characterized in thatencryption and
decryption keys used for encrypting and decrypting the combination of the
data to be retransmitted and the compacted data version are made 25      by
use of a first set of data (R1) generated in an authenticity verification
which Is made prior to the transfer of the data as described in claim 5.
18. A method according to any of the claims 13, 15 or 17, characterized in
that the authenticity verification further comprises the method of claim
12. 30 19. A method according to claim 8, characterized in that said
transfer from said first electronic card (124) to said second electronic
card (224) of said com- pacted data version generated in said first
computer system (100) or in said first electronic card (124) being made
simultaneously with said transfer of said data itself, said data and said
compacted data ver- 35      sion being combined and encrypted as a whole
before said transfer, said transfer from said second electronic card (224)
to said first electronic card (124) of said com- pacted data version
generated in said second computer system (200) or in said second electronic
card (124) being made simultaneously with a retransmission from said second
electronic card (224) to said first electronic card (124) of said compacted
data version received by said second electronic card (224), 40      said
transfer and retransmission of said compacted data versions also being made
simultaneously with a retransmission from said second electronic card (224)
to said first electronic card (124) of said data received by said second
electronic card (224), said data to be retransmitted and both compacted
data versions being combined and encrypted as a whole before said transfer.
45  20. A method according to any of the claims 6, 7, 9, 10 or 19,
characterized in that the compacted data is generated by use of a common
compression key (Ck) prestored in the electronic cards (124,224). 21. A
method according to claim 1 or 2, characterized in that encryption key(s)
stored in the Internal storage of the first electronic card (124)
include(s) a first 50      encryption key made by use of a first signature
key (SkA) stored in the first electronic card (124), decryption key(s)
stored in the internal storage of the second electronic card (224)
include(s) a sec- ond decryption key made by use of a second verification
key (VkB) stored in the second electronic card (224) and a publicly known
identification (IdA) of the first electronic card (124), encryption key(s)
stored In the internal storage of the second electronic card (224)
include(s) a sec- 55       ond encryption key made by use of a second
signature key (SkB) stored in the second electronic card (224), decryption
key(s) stored in the Internal storage of the first electronic card (124)
include(s) a first decryption key made by use of a first verification key
(VkA) stored in the first electronic card (124) and 26    EP 0 402 301 B1 a
publicly known identification (IdB) of the second electronic card (224),
and the authenticity verification comprises the steps of: a) generating a
first random number (R1) in the transmitter, b) encrypting the f irst
random (R1) number by use of the first encryption key to obtain a first
authenticity 5          message within the first electronic card (124), c)
transmitting the first authenticity message to the second electronic card
(224), d) decrypting the first authenticity message within the second
electronic card (224) by use of the sec- ond decryption key to obtain the
first random number (R1) within the second electronic card (224), e)
generating a second random number (R2) in the receiver, 10        f)
combining the received first random number (R1) with the second random
number (R2) to obtain a first combination (RI, R2) within the second
electronic card (224), g) encrypting the first combination (RI, R2) by use
of the second encryption key to obtain a second authenticity message within
the second electronic card (224), h) transmitting the second authenticity
message to the first electronic card (124), 15        i) decrypting the
second authenticity message within the first electronic card (124) by use
of the first decryption key to obtain the first combination (RI, R2) within
the first electronic card (R1R2), j) separating the received first
combination (R1, R2) within the first electronic card (124), k) comparing
the value of the first random number (RI) generated in the transmitter with
the value of the first random number (R1) received from the second
electronic card (224) and stored in the first 20         electronic card
(124), and in case the two values are equal verifying the authenticity of
the identity of the second electronic card (224), I) generating a third
random number (R3) within the transmitter, m) combining the received second
random number (R2) with the third random number (R3) to obtain 



a second combination (R2, R3) within the first electronic card (124), 25
n) encrypting the second combination (R2, R3) by use of the first
encryption key to obtain a third au- thenticity message within the first
electronic card (124), o) transmitting the third authenticity message to
the second electronic card (224), p) decrypting the third authenticity
message within the second electronic card (224) by use of the sec- ond
decryption key to obtain the second combination (R2, R3) within the second
electronic card (224), 30         q) separating the received second
combination (R2, R3) within the second electronic card (224), r) comparing
the value of the second random number (R2) generated in the receiver with
the value of the second random number (R2) received from the first
electronic card (124) and stored in the second electronic card (224), and
in case the two values are equal verifying the authenticity of the identity
of the first electronic card (124). 35 22. A method according to claim 1,
characterized in that encryption key(s) stored in the internal storage of
the first electronic card include(s) a first encryp- tion key made by use
of a first signature key (SkA) stored In the first electronic card (124),
decryption key(s) stored In the internal storage of the second electronic
card (224) Include(s) a sec- 40       ond decryption key made by use of a
second verification key (VkB) stored in the second electronic card (224)
and a publicly known Identification (IdA) of the first electronic card
(124), encryption key(s) stored in the internal storage of the second
electronic card (224) include(s) a sec- ond encryption key made by use of a
second signature key (SkB) stored in the second electronic card (224), 45
decryption key(s) stored in the internal storage of the first electronic
card (124) include(s) a first decryption key made by use of a first
verification key (VkA) stored in the first electronic card (124) and a
publicly known identification (IdB) of the second electronic card (224), a
common compression key (Ck) is stored in the internal storage of the first
electronic card (124) and in the internal storage of the second electronic
card (224), 50            encryption key(s) stored in the internal storage
of the first electronic card (124) and in the internal storage of the
second electronic card (224) Include(s) a random encryption key made by use
of a previ- ously exchanged random number (R1), decryption key(s) stored in
the internal storage of the first electronic card (124) and in the internal
storage of the second electronic card (224) include(s) a random decryption
key made by use of a previ- 55       ously exchanged random number (R1),
and the integrity verification comprises the steps of. a) generating a
first compacted document (MacA) of the data within the transmitter by use
of the com- mon compression key (Ck), 27    EP 0 402 301 B1 b) encrypting
the first compacted document (MacA) by use of the first encryption key to
obtain an en- crypted first compacted document (EmacA) within the first
electronic card (124), c) combining the data and the encrypted first
compacted document (EmacA) to a first combination and encrypting this first
combination by use of the random encryption key to obtain a first integrity
message 5         within the first electronic card (124), d) transmitting
the first integrity message to the second electronic card (224), e)
decrypting the first integrity message within the second electronic card
(224) by use of the random decryption key to obtain the first combination
within the second electronic card (224), f) separating the first
combination within the second electronic card (224), 10        g)
generating within the receiver a second version of the first compacted
document (MacA) of the re- ceived data by use of the common compression key
(Ck), h) decrypting the received encrypted first compacted document (EmacA)
within the second electronic card (224) by use of thesecond decryption key
to obtaina first version of the first compacted document (MacA), 15
i) comparing the obtained results of the first and second versions of the
first compacted document (MacA), and in case the two versions are equal
verifying within the receiver the Integrity of the trans- mission of the
data from the first electronic card (124) to the second electronic card
(224), J) generating within the receiver a second compacted document (MacB)
of the first combination by use of the common compression key (Ck), 20
k) encrypting the second compacted document (MacB) by use of the second
encryption key to obtain an encrypted second compacted document (EmacB)
within the second electronic card (224), 



I) combining thefirstcombination and the encrypted second compacted
document(EmacB) to a second combination and encrypting this second
combination by use of the random encryption key to obtain a second
integrity message within the second electronic card (224), 25         m)
transmitting the second integrity message to the first electronic card
(124), n) decrypting the second integrity message within the first
electronic card (124) by use of the random decryption key to obtain the
second combination within the first electronic card (124), o) separating
the second combination within the first electronic card (124), p)
generating within the transmitter a second version of the second compacted
document (MacB) of 30        the received first combination by use of the
common compression key (Ck), q) decrypting the received encrypted second
compacted document (EmacB) within the first electronic card (124) by use of
the first decryption key to obtain a first version of the second compacted
document (MacB), r) comparing the obtained results of the first and second
versions of the second compacted document 35        (MacB), and in case the
two versions are equal verifying within the transmitterthe integrity of the
trans- mission of the data from the first electronic card (124) to the
second electronic card (224). 23 A method according to claim 22,
characterized in that the previously exchanged random number (R1) has been
exchanged in an authenticity verification as described in claim 21. 40 24.
Asystem for transfer of data from a first computersystem (100) to a second
computersystem (200), which second computer system (200) is autonomous in
relation to said first computer system (100), via a data transmission line
(128, 228), according to the method of any of the claims 1-11, said system
comprising a first station (122) and a second station (222), which are
connected to and communicate with said first 45      and said second
computer system (100, 200), respectively, and which furthermore via said
first and said second computer system (100, 200), respectively, and
corresponding Interfacing means are connected to said data transmission
line (128, 228), as well as a first and a second electronic card (124 224),
char- acterized in that said first and second electronic card (124,224)
being temporarily connected to or being detachable 50      from the first
and the second station (122, 222), respectively, said first and second
electronic card (124, 224) each comprise a central data processing unit, an
input/output gate for communication with said corresponding station (122,
222), an encryption/decryption means as well as an internal storage and
together constitute a coherent set of electronic cards (124,224) comprising
coherent secret key(s) previously stored in the internal storage of the
electronic cards (124, 55      224), said secret keys being used as
encryption/decryption keys or being used for generating coherent
encryption/decryption keys, said encryption/decryption keys being Input
into the internal storage of said electronic cards (124, 224), and said
secret key(s) and said coherent encryption/decryption keys gener- ated by
use of the secret key(s) only being handled within the electronic cards
(124, 224). 28    EP O 402 301 B1 25. A system according to claim 24, said
first and said second electronic card (124, 224) being of the type DES
Smart Card from the firm Philips, Super Smart Card from the firm Bull or
CP8 Smart Card from the firm Bull. 5 Patentanspruche 1. Ein Verfahren zur
Obertragung von Daten von einem ersten Computersystem (100) auf ein zweites
Com- putersystem (200) Ober eine Datenfibertragungsleitung (128, 228), in
welchem fOr die Obertragung 10      elne orste Station (122) zur Ausgabe
von Daten von einer ersten elektronischen Karte (124) verwendet wird, wobei
die erste Station (122) mit dem ersten Computersystem (100) verbunden ist
und damit kom- muniziert und aulerdem Ober das erste Computersystem (100)
und eine lnterfaceeinrichtung mit der Da- tenfibertragungsleitung (128,
228) verbunden ist eine zweite Station (222) zurAusgabe von Daten von
einerzweiten elektronischen Karte (224) verwendet 15      wird, wobel die
zwelte Station (222) mit dem zweiten Computersystem (200) verbunden ist u
nd damit kom- muniziert und auBerdem Ober dieses zweite Computersystem
(200) und eine Interfaceeinrichtung mit der Datenubertragungsleltung (128,
228) verbunden Ist, wobel die Daten In verschifisselter Form Oiber die
orste Station (122) auf das orste Computersystem (100) ubertragen werden
und davon fiber eine Interfaceeinrichtung des ersten Computersystems (100)
auf die 20      Datenfbertragungsleitung (128, 228) ilbertragen werden, und
wobel die Daten durch das zwelte Computersystebn (200) In verschlitsselter
Form Oiber die Interfaceein- richtung des zweiten Computersystems (200)
empfangen werden, 



dadurch gekennzelchnot, daB die erste und zweite elektronische Karte
(124,224) zeltweiseverbunden sind mltderersten bzw. derzwei- 25      ten
Station (122, 222) oder davon trennbar sind, die orste und zweite
elektronische Karte (124,224) Jeweils eine zentrale
Datenverarbeitungseinheit, ei- nen Eingabe-/Ausgangsanschlul zur
Kommunikatlon mit der entsprechenden Station (122, 222), so- wohl eine
Verschlflsselungs-/Entschlflsselungseinrichtung als auch eonen internen
Speicheraufwelsen und zusammen einen koharenten Satz eloktronischer Karten
(124, 224) darstellen, der einen vorher in 30      den internen Speicher
der elektronischen Karten (124, 224) abgespelcherten geheimen Schlussel
(ab- gespeicherte geheime Schlussel) umfaPt, wobel der gehelme Schlfssel
(die geheimen Schliissel) als Verschlflsselungs-/Entschlusselungsschlfrssel
verwendet wird (werden) odor zur Erzeugung koha- renter
Verschluisselungs-/Entschlflsselungsschllssel verwendet wird (werden),
wobei die Verschlfisselungs-/Entschlfisselungsschlfissel In den internen
Speicherderelektronischen Karten (124, 35      224) eingegeben werden und
dergehelme Schiflssel (die gehelmen Schifissel) und die koharenten
unterVer- wendung des geheimen Schiflssels (der geheimen Schlfissel)
erzeugten Verschlusselungs-lEnt- schlflsselungsschifssel nur Innerhalb der
elektronischen Karten (124, 224) verarbeitet werden, die Daten von dem
ersten Computersystem (100) Ober die erste Station (122) und den
Elngabe-/Aus- gangsanschluB der ersten elektronischen Karte (124) auf die
erste elektronische Karte (124) ulbertragen 40      werden, in den internen
Speicher der ersten elektronischen Karte (124) eingegeben und darin
temporir gespelchert werden, die Daten von dem internen Speicher der ersten
elektronischen Karte (124) ausgegeben werden und in der ersten
elektronischen Karte (124) mittels der
Verschl(isselungs-/Entschlusselungseinrichtung der er- sten elektronischen
Karte (124) und dem (den) in dem internen Speicher der ersten
elektronischen Karte 45      (124) gespeicherten
Verschlitsselungsschlfissel (Verschlflsselungsschlusseln)
verschlfisseltwerden und die Daten von der ersten elektronischen Karte
(124) In verschlfisselter Form Oiber den Eingabe-/Aus-
gangsanschlugderersten elektronischen Karte (124) vorder O0bertragung
derverschlflsselten Daten von dem ersten Computersystem (100) auf des
zweite Computersystem (200) ausgegeben werden, die ibortragenen,
verschiflsselten Daten von dem zweiten Computersystem (200) Oberdie zweite
Station 50      (222) und fiber den Eingabe-/Ausgangsanschlul% der zweiten
elektronischen Karte (224) auf die zweite elektronische Karte (224)
Obertragen und in den internen Speicherderzweiten elektronischen Karte
(224) eingegeben und darln temporar gespeichert werden, die Daten von dem
internen Speicherderzweiten elektronischen Karte (224) in verschlfsselter
Form aus- gogeben werden und in derzwelten elektronischen Karte (224)
mittels derVerschlfisselungs-/Entschifis- 5S      selungseinrichtung der
zweitn elektronischen Karte (224) und dem (den) In dem internen Speicher
der zweiten elektronischen Karte (224) gespelcherten
Entschifsselungsschlflssel (Entschlflssolungsschlfls- seln) in der zweiten
elektronischen Karte (224) entschlfisselt werden, die Daten nach der
Entschlifsselung in der zweiten elektronischen Karte (224) von der zweiten
elektro- 29 I     L111  111111 111111    EP 0 402 301 B1 nischen Karte(224)
ausgageben warden und zu demzweien Computersystem (200) Oberden
Eingabe-/Aus- gangsanschlul der zwelten elektronischen Karte (224) und Ober
die zweltb Station (222) an das zweite Computersystem (200) ausgegeben
warden, die Daten von dem ersten Computersystbm (100) auf des zwelte
Computersystem (200) Obertragen war- 5       den ohne irgendwelche geheimen
SchlOssel zwischen den Computersystemen (100, 200) auszutau- schen, und die
DatenObertragung eine Authentizltlts-/lntegritltsverifikation umfalt. 2.
Ein Verfahren nach Anspruch 1, dadurch gekennzelchnet, daB die Verifikation
derAuthentizitit derer- 1o      sten elektronischen Karte (124) in bezug
auf die zweibt elektronische Karte (224) und umgekehrt vorder Obertragung
der Daten von dam ersten Computersystem (100) auf das zweltb Computersystem
(200) durchgeflhrtwird. 3.  Ein Verfahren nach elnem dervorangegangenen
AnsprOche, dadurch gekennzelchnet, daB die Eingabe 15.     In, die Ausgabe
aus, die VerschlOsselung und die EntschlOsselung und m8glicherweise die
Authentizitits- und lntegritltsverifikation autonom durch die zentrale
Datenverarbeitungseinhelt der individuellen Kar- ten (124, 224) gestbuert
wird. 4.  Ein Verfahren nach einem der vorangagangenen AnsprOche, dadurch
gekennzelchnet, daB die Ober- 20      tragung der Daten gemAi dem
LECAM-Protokoll durchgefrlhrt wird. 5.  Ein Verfahren nach Anspruch 1 oder
2, dadurch gekennzelchnet, dal die Authentizittasverifikation
durchgefrlhrtwird durch 



einen ersten In dererstn elektronischen Karte(124)erzeugtbn
Datbnsatz(RI),wobelderDabtnsatz(RI) 25      in den internen Speicher der
erstan elektronischen Karte (124) eingegeben und darin gespeichert wird und
in der ersten elaktronischen Karte (124) mittels
derVerschlflsselungs-/EntachlOsselungseinrichtung der ersten elektronischen
Karte (124) und des (der) In dam internen Speicher der ersten
elektronischen Karte (124) gespeicherten VerschlflsselungsschlOssels
(VerschlOsselungsschlesael) verschlOsselt wird, dererste Datbnsatz (RI) von
derersten elektronischen Karte (124) in verschlusselter Form Oberden Ein-
30      gangs-IAusgangsanschluBl der erstan etektronischen Karte ausgegeben
wird, Oberdle ersta Station (122) auf das erstb Computarsystem (100)
Obertragen wird und davon Ober die Interfaceelnrichtung des ersten
Computersystems (100) auf die Datenflbertragungsleitung (128, 228)
Obertragen wird, der ersta Datensatz (RI) von dam zweltbn Computersystam
(200) in verschlflsselter Form Ober die Inter- faceeinrichtung des zwelten
Computersystems (200) empfangen wird, (iber die zweibt Station (222) und 35
uber den Eingangs-/Ausgangsanschlug der zweltbn elektronischen Karte (224)
auf die zweitb elektroni- ache Kartb (224) Obertragen wird, in den intbrnen
Speicher der zweltbn elektronischen Karte (224) eln- gegeben und darin
tamporar abgespeichert wird, der ersat von dam zweiten Computersystam (200)
in verschlfsselter Form empfangene Datensatz (RI) von dem internen Speicher
der zweitn elektronischen Karte (224) ausgegeben wird und In der zweitn 40
elektronischen Kartb (224) mittels der
Verschlfsselungs-/EntschlOsselungselnrichtung der zweltn elek- tronischen
Kartb (224) und des (der) In dam internen Speicher der zweiten
elektronischen Karte (224) abgespelcharten Entschlfrsselungsschlussels
(Entschlflsselungsschlussel) entschlusselt wird, dererstb von dam zwelten
Computersystem (200) in verschlfisselter Form empfangene und in derzweiten
elektronischen Karte (224) entschlOsselte Datensatz (RI) in den internen
Speicher der zweiten elektro- 4S      nischen Karte (224) eingageben und
darin abgespeichert wird, ein zweiter Datensatz (R2) In der zweiten
elektronischen karte (224) erzeugt wird, wobei der zwelbt Da- tensatz (R2)
in den intbrnen Speicher der zweiten elektronischen Karte (224) eingegeben
und darin ab- gespelchert wird, eine erste Kombination (RI, R2) aus dam
ersten von dam zwelten Computersystam (200) In verschrlas- 50      selter
Form empfangenen, entschlOsseltan und in dam internen Speicher der zweitn
elektronischen Karte (224) abgespeicherten Datbnsatz (RI) und aus dam
zweiten in dem internen Speicher der zwelten elaktronischen Kartb (224)
gespelcherten Datensatz (R2) In der zweiten elektronischen Karte (224) er-
zeugt wird, wobel die erste Kombination (RI, R2) In den internen Speicher
der zweiten elektronischen Kartb (224) eingegeben und darin gespeichert
wird, 5S      die ersbt Kombination (RI, R2) In derzweiten elektronischen
Karte (224) mittals derVerschlOsselungs-/Ent- schlOsselungseinrichtung der
zweltbn elektronischen Karte (224) und des (der) in dam inbtrnen Speicher
der zweitn elaktronischen Karte (224) gespeicherten
Verschlflsselungsschlflssels (VerachlOsselungs- schlOssel) verachrlisselt
wird, 30 C 1111111111111111    EP 0 402 301 B1 die erste Kombinatbn (RI,
R2) von der zweiten elektronischen Karte (224) in versohlflsselter Form
iber den Eingangs-/Ausgangsanschlul der zwelten elektronischen Karte (224)
ausgegeben wird, Ober die zweite Station (222) auf das zwelte
Computersystem (200) fibertragen wird und davon fiber die Interface-
elnrichtung des zweiten Computersystems (200) auf die
Datenfibertragungsleltung (128,228) Ubertragen 5       wird, die erste
Kombinatbon (R, R2) durch das erste Computersystem (100) In
verschlulsselter Form iber die Interfaceeinrichtung des ersten
Computersystems (100) empfangenen wird, auf die erste elektronische Karte
(124) Ober die erste Station (122) und fiber den Eingangs-/AusgangsanschluB
der ersten elektro- nischen Karte (124) fibertragen wird, In den internen
Spelcherder ersten elektronischen Karte (124) ein- 10      gegeben und
temporar darin abgespeichert wird, die erste von dem ersten Computersystem
(100) In verschlusselter Form empfangene Kombination (RI, R2) von dem
Internen Speicher der ersten elektronischen Karte (124) ausgegeben wird und
in der ersten elektronischen Karte (124) mittels der
Entachlfisselungs-/Verschlfisselungseinrichtung der ersten elek- tronischen
Karte (124) und des (der) in den internen Speicher der ersten
elektronischen Karte (124) ge- 15      speicherten
Entschlfisselungsschlfissels (Entschlasselungsschlflssel) entschifiaselt
wird, die erste von dem ersten Computersystem (100) in verschlfisselter
Form empfangene und in der ersten elektronischen Karte (124)
entschlfisselte Kombination (RI, R2) In den internen Speicher derersten
elek- tronischen Karte (124) eingegeben und darin gespeichert wird, die
erste in dem Internen Speicher der ersten elektronischen Karte (124)
gespeicherte Kombination (RI, 20      R2) zur Erzeugung eines ersten zur
ersten elektronischen Karte (124) zurfickfibertragenen Datensatzes 



(RI) und eines zwelten zur ersten elektronischen Karte (124) Oibertragenen
Datensatzes (R2) dekombi- niert wird, dererste zurersten elektronischen
Karte (124) zurfickfibertragene Datensatz (RI) und-derzweite zur er- sten
elektronischen Karte (124) iibertragene Datensatz (R2) In den internen
Speicher der ersten elek- 25      tronischen Karb (124) eingegeben und
darin abgespeichert wird, der erste In dam internen Speicher der ersten
elektronischen Karb (124) gespelcherte Datensatz (RI) mit dam ersten in die
erste elektronische Karte (124) zurfickfibertragenen und in dem internen
Speicher der ersten elektronischen Karte (124) gespeicherten Datensatz (RI)
zur Verifikation der Identitit zwi- schen diesen beiden Datensatzen zur
Verifikation der Authentizitit der zweiten elektronischen Karte 30
(224) In bezug auf die erste elektronische Karte (124) verglichen wird, ein
dritter Datensatz(R3) in derersten elektronischen Karte (124) erzeugtwird,
wobei derdritte Datensatz (R3) in den internen Speicher der ersten
elektronischen Karte (124) eingegeben und darin gespeichert wird, eine
zwelte Kombination (R2j R3) aus dem zweiten in verschlfisselter Form durch
des erste Computer- 35      system (100) empfangenen, entschlisselten und
in dem internen Speicherderersten elektronischen Kar- te (124)
gespeicherten Datensatz (R2) und aus dem dritten in dem Internen Speicher
der ersten elektro- nischen Karte (124) gespeicherten Datensatz (R3) in
derersten elektronischen Karte (124) erzeugtwird, wobei die zweite
Kombination (R2, R3) in den internen Speicher der ersten elektronischen
Karte (124) eingegeben und darin gespeichert wird, 40      die zwelte
Kombination (R2, R3) in derersten elektronischen Karte (124) mittels
derVerschlfisselungs-/Ent- schliisselungseinrichtung der ersten
elektronischen Karte (124) und des (der) in dem Intemen Speicher der ersten
elektronischen Karte (124) gespeicherten Verschlfisselungaschlfssels
(Verschlfisselungs- schlfissel) verschlfsselt wird, die zweite Kombination
(R2, R3) von der ersten elektronischen Karte (124) in vershlfisselter Form
fiber 45      den Eingangs-/Ausgangsanschlull derersten elektronischen
Karte (124) ausgegeben wird, fiberdie erste Station (122) auf des erste
Computersystem (100) fibertragen wird und davon Ober die Interfaceeinrich-
tung des ersten Computersystems (100) auf die Datenibertnagungsleltung
(128, 228) Obertragen wird, die zweite Kombination (R2, R3) durch das
zweite Computersystem (200) in verschiflsselter Form Ober die
Interfaceeinrichtung des zwelten Computersystems (200) empfangen wird,
fiber die zweite Station 50      (222) und fber den
Eingangs-/AusgangsanschluB der zweiten elektronischen Karte (224) auf die
zweite elektronische Karte (224) Obertragen wird, in dem Internen Speicher
der zweiten elektronischen Karte (224) eingegeben und darin temporar
abgespeichert wird, die zweite durch des zweite Computersystem (200) in
verschlifsselter Form empfangene Kombination (R2, R3) von dem internen
Speicher der zweiten elektronischen Karte (224) ausgegeben wird und in der
55      zwelten elektronischen Karte mittels der
Verschlulsselungs-/Entschlfisselungseinrichtung der zweiten elektronischen
Karte (224) und des (der) in dam internen Speicher der zweiten
elektronischen Karte (224) gespeicherten Entschlfisselungsschlfissels
(Entschlfsselungsschlfssel) entschlfsselt wird, die zweite durch das zweite
Computersystem (200) In verschiisselter Form empfangene und entschlfis- 31
C   L111111111111 1111    EP 0 402 301 51 selts Kombination (R2, R3) in don
internen Speicher der zweiten elektronischen Karte (224) oingegeben und
darin abgespeichert wird, die zweite In dem Internen Speicher der zweiten
elektronischen Karte (224) gespeicherte Kombination (R2, R3) zur Erzeugung
sines zweiten zur zwelten elektronischen Karte (224) zurick0bertragenen Da-
5       tensatzes (R2) und sines dritten zur zweiten elektronischen Karte
(224) Obertragenen Datensatzes (R3) dekombinlert wird, der zweite zur
zweiten elektronischen Karte (224) zuroicksbertragene Datensatz (R2) und
der dritte zur zweiten elektronischen Karte (224) Obertragene Datensatz
(R3) In den Intbrnen Speicher der zwelten elektronischen Karte (224)
eingegeben und darin abgespeichert werden, und 10      derzwelte in dem
internen Speicherderzweiten elektronischen Karte (224) gespeicherte
Datensatz (R2) mit dem zwelton zur zwelten elektronischen Kartb (224)
zuriickiibertagenen und in dem internen Speicher der zweiten elektronlachen
Karte (224) gespeicherten Datensatz (R2) zur Verifikation der Identitit
zwi- schen diesen Datensatzen zurVerifikation derAuthentizitat der ersten
elektronischen Karte (124) in be- zug auf die zwelte elektronische Karte
(224) verglichen wird. 15 6.  Ein Verfahren nach Anspruch 1, dadurch
gekennzolchnet, daS die Integrltitsverifikation dadurch aus- geffhrt wird,
dal 



eine kompakbe Version der Daten in dem ersten Computersystem (100) oder In
der ersten elektronischen Karte (124) erzeugt wird, wobei die kompakbe
Version In den internen Speicher der ersten elektronischen 20      Karte
(124) eingegeben und darin gespeichert wird, eine kompakte Version der auf
das zwelte Cornputersystom (200) Obertragenen Daten in dem zweiten
Computersystem (200) oder In derzwelten elektronischen Karte (224) erzeugt
wird, wobei die kompakte Version In den internen Speicher der zweiten
elektronischen Karte (224) singegeben und darin gespei- chert wird, 25
die in dom internen Speicher derersatn elektronischen Karte (124)
gespeicherte kompakte Datenversion aus dem internen Speicherderersten
elektronischen Karte (124) ausgegeben wird und in derersten elek-
tronischen Karte (124) mittels der
Verschlisselungs-/Entschfilsselungseinrichtung der ersten elektroni- schen
Karte (124) und des (der) In dom Internen Speicher der ersten
elektronischen Karts (124) gespei- cherten VerschlfisselungeschlOssels
(VerschlOsselungsmchl~fssel) verechlOsselt wird, 30      die durch die
VerschlOsselungslEntschlOsselungseinrichtung der ersten elektronischen
Karte (124) ver- schlUsselte kompakte Datbnversion von der ersten
elektronischen Karte (124) Ober den Elngangs-/Aus- gangsanschlull der
ersten elektronischen Kartb (124) ausgegeben wird, Ober die erste Station
(122) auf das erste Computersystem (100) Obertragen wird und davon Ober die
Intorfaceeindichtung des ersten Computorsystems (100) auf die
Datenfbertragungsleitung (128, 228) Obertragen wird, 35      die von dem
ersten Computersysatm (100) Obertragene, verschluOsselt und kompaktb
Datenversion durch das zweite Computersystem (200) Ober die
Interfaceeinrichtung des zweiten Computersystems (200) empfangen wird, auf
die zweltb elektronische Karte (224) Ober die zweite Station (222) und Ober
den Eingangs-/AusgangsanschluB der zweiten elektronlschen Karte (224) Q
bertragen wird, in den inter- nen Speicher der zweiten elektronischen Karte
(224) eingegeben und darin temporir gespeichert wird, 40      die In
verachlOsselter Form durch das zwelte Computersystom (200) empfangene
kompakbe Datenversion von dem internen Speicher der zwelten eloktronischen
Karte (224) ausgegeben wird und in der zweiten elektronischen Karte (224)
mittols der Verschlfilselungs-IEntachlasselungseinrichtung der zweiten
elek- tronischen Karts (224) und des (der) in dam Internen Speicher der
zweiten elektronischen Karte (224) abgespeicherten
EntschlOsselungsschlOssels (EntschlOsselungsschlOssel) entschlOsselt wird,
46      die entschlussmlte, durch das zweite Computbrsystem (200) in
verschlOsseltbr Form empfangene und dutch die zweibt elektronische Karte
(224) entachlOsselte kompaktb Datenversion in den internen Spel- cher der
zweiten elektronischen Karte (224) eingegeben und darin abgespeichert wird,
sin Vergieich der in der zwelten elektronlachen Karte (224) gespeicherten
kompaktbn Datbnversion mit der in verschlOsseltbr Form durch das zwelte
Computorsystem (200) empfangenen und entschlOsselten 50      kompakten
Datenverslon in derzweiten elektronischen Karte (224) zurVerifikation der
Integritatvon oder der ldentitatzwischen den von dam ersten Computersystern
(100) Obertragenen und den von demzweitbn Computorsystem (200) empfangenen
Daten durchgeffhrt wird. 7. Ein Verfahren nach Anspruch 1, dadurch
gekennzelchnet, daB die Integri-atsverifikation dadurch aus- 55
gefOhrt wird, daB sine kompaktb Version der Daten in dem erston
Computbrsystem (100) oder in der ersatn dlektronischen Karte (124) erzeugt
wird, wobei die kompakte Version in den intbrnen Speicher der ersten
elektronischen Karte (124) elngegeben und darin gespeichert wird, 32 *~
~~~~ I              S11111111111111    EP 0 402 301 B1 eine kompakte
Version der auf das zweibt Computersystem (200) Obertragenen Daton In dem
zweiten Computersysem (200) oder In derzwelten elektronlschen Karte (224)
erzeugt wird, wobei die kompakbo Version in den Internen Speicher der
zweiten elektronischen Karte (224) eingegeben und darin gospel- chert wird,
s       die in dem Internen Speicher der zweiten elektronischen Karte (224)
gespeicherte kompakte Datenver- slon aus dem internen Speicherderzweiten
elektronischen Karte (224) ausgegeben wird und in derzwei- ten
elektronischen Karte (224) mittels der
Verschlfisselungs-IEntachlfisselungseinrichtung der zweiten elektronischen
Karte (224) und des (der) in dem Internen Speicherderzweiten elektronischen
Karte (224) gespelcherten Verschlfasselungaschlfissels
(Verschlusseiungsschlussel) verschlflsselt wird, 10      die durch die
Verachlfisselungs-/Entschli~sselungseinrichtung derzweiten elektronischen
Karte (224) ver- schlfisselte kompakte Datenversion von derzweiten
elektroniechen Karte (224) Oberden Elngangs-/Aus- gangsanschluM der zwelten
elektronischen Karte (224) ausgegeben wird, Oiber die zwelte Station (222)
auf daes zweite Computersystem (200) flbartragen wird und davon Oberdie
Intbrfaceeinrichtung des zwei- ten Computbrsystems (200) auf die
Datenfbertragungsieltung (128, 228) Obertragen wird, 15      die von dem
zweiten Computersystom (200) Obertragene, verschl(isselte und kompakte
Datenversion 



durch das orate Computersystem (100) Ober die Interfaceeinrichtung des
ersten Computersystems (100) empfangen wWrd, auf die ersat elektronische
Karte (124) LOber die erste Station (122) und Ober den Eln-
gangs-/AusgangsanschluB der ersten elektronischen Karte (124) OLbertragen
wird, in den Internen Spei- 2;      cher der ersten olektronischen Karte
(124) elngegeben und darin tmporar gespeichert wird, 20      die in
verschlflsselter Form durch das erste Computersystem (100) empfangene
kompakte Datenversion von dem Inthrnon Speicher der ersatn elektronischen
Karte (124) ausgegeben wird und In derersten elek- tronischen Karte (124)
mittels der VerachlLisselungs-/Entachiaisselungselnrichtung der ersten
elektroni- schen Karte (124) und des (der) in dem intbrnen Speicher der
ersten elektronischen Kartb (124) abge- spelcherten
Entschifisselungsschlifissels (Entschlfsselungsschlussel) entschlisselt
wird, 25      die entschlLisselt, durch des erste Computorsysatm (100) in
verschlasseltbr Form empfangene und durch die orate elektroniache Karte
(124) entschliisselte kompakbo Datenversion in den intornen Speicher der
ersten elektronischen Karbe (124) eingegeben und darin abgespelchert wird,
ein Vergleich in der in der ersten lodktronischen Karte (124) gespeicherten
kompakten Datbnversion mit der in verschlOsseltor Form durch das erste
Computbrsysbtm (100) empfangenen und entschlisselten 30      kompakten
Datenversion In der ersten elektronischen Karte (124) zur Verifikation der
Intbgritat des oder derldentititzwiAschen den von dem ersatn Computersystem
(1 00) Obertragenen und den von demzweiltn Computersystem (200) empfangenen
Deten durchgefflhrt wird. 8.  Ein Verfahren nach Anspruch 6 und 7, dadurch
gekennzelchnet, daB eine Obertragung elnerkompakbon 35      Datenversion
sowohl von der ersten elektronischen Karte (124).auf die zweit
elektronische Karbe (224) als auch von der zweiten elektronischen Kartb
(224) auf die erste elektronische Karte (124) und ein Ver- gloich beider
Obertragener kompakter Datenveralonen mit den gespeicherten kompaktbn
Dabenversionen in den zwei elektroniachen Karton (124, 224) zur
Intbgritatsveidfikation durchgefflhrt wird. 40  9.  Ein Verfahren
nachAnspruch 8oder8, dadurch gekonnzolchnet, daS die Obertragung derin dem
ersten Computersystem (100) oder in derersten elektronischen Karte (124)
erzeugten kompakten Datenversion von der eraten elektronischen Karte (124)
auf die zwelt elektronische Karte (224) gleichzeitig mit der Obertragung
der Daten selbst durchgeffhrt wird, wobei die Daten und die kompakto
Datenversion vor der OJbertragung kombinlert und als Ganzes verschlOsselt
warden. 45 10 Ein Verfahren nach Anspruch 7 odor 8, dadurch gekennzlechnet,
daB die Obertragung der in dem zwel- ten Computersystem (200) oder in der
zweitn elektronischen Karte (224) erzeugten kompakten Daten- version von
der zwelten elektronischen Karto (224) auf die ersat elektromnische Karte
(124) gleichzeltig mit einer Rfckfibertragung der von der eraten
elektronischen Karte (124) empfangenen Daten von der 50      zweiten
elektronischen Karte (224) auf die ersat elektronische Karte (124)
durchgefflhrt wird, wobei die ruckmczubertragenden Daten und die kompaktb
Datenversion vorderJbertragung kombiniert und als Gan- zes verschlfisselt
werden. 11. Ein Verfahren nach Anspruch 8, dadurch gekennzoichnet. daB die
Obertragung von der zweitn elek- 55      tronischen Kerte (224) auf die
erste elektronische Karbo (124) der In dem zweiten Computrsystam (200) oder
in derzweiten elektronischen Karte (224) erzeugton, kompakten Datenversion
gleichzeitlg mit einer Ruckfibertragung der durch die zweite elektronische
Kart (224) empfangenen, kompaktbn Datenversion von derzwelten
elektronischen Kartb (224) auf die erste elektronische Karte (124)
durchgefulhrtwird,wo- 33 I 1|1|11111111111111 INl    EP 0 402 301 Bi be!
die Obertragung und die Rfickfbertragung der kompakten Datenverslonen
ebmnfalls gleichzeitig mit einer ROckfbertragung derdurch die
zweiteelektronische Karte (224) empfangenen Daten von dorzwel- ten
elektronischen Karte (224) auf die ersat elektroniache Karte (124)
durchgeffhrt wird, wobel die rOck- zuaibertragenden Daten und die beiden
kompakten Datenverslonen vor der Obertragung kombiniert und 5       ale
Ganzes verschlOsselt werden. 12. Ein Verfahren nach Anspruch 5, dadurch
gekennzelchnet, dme der zur Verschl~sselung des ersten Da- tensatzes (RI)
und der zweiitn Kombination (R2, R3) verwendete VerschlOsselungsschlsseol
unter Ver- wendung sines ersten in der ersten elektronischen Karte (124)
gespeicherten Signaturschlfssels (SkA) 10      erstellt wird, der zum
Entschlasseln der verschlasselten Form des ersten Datensatzes (RI) und der
verschlOsselten Form dirzweiten Kombination (R2, R3)verwendetb
EntschlflssilungsschlOssel unterVerwendung eines zweiten In derzweiten
eiektronmchen Kartb (224) gespeicherten Verifikatlonsechlfssels (VkB) und
einer aligemein bekannten Identifikation (IdA) der ersten etiktronischen
Karte (124) erstelit wird, 15      der zum VerschlOsseln der ersatn
Kombinatian (RI, R2) verwendete VerschlOsselungsschlulssel unter Verwendung
eines In dir zweiten elektronischen Karte (224) gespeicherten
SignaturschlOssels (SkB) er- 



stelt wird, und der zur Entschlfsselung der verschiflaselbtn Form der
ersten Kombinatlon (RI, R2) verwendete Ent- schlassolungsschlflaael
unterVerwendung sines ersatn in der ersatn dlektronischen Karti (124)
gespeil- 20      cherten Verifikationsschlfssels (VkA) und einer aligemein
bekanntbn Identifikation (IdB) der zwelten elektronischen Karti (224)
erstellt wird. 13. Ein Verfahren nach Anspruch 1, dadurch gekennzeichnet,
dag die zur Verschiflsselung und Entschlus- selung der Obertragenen Daten
verwendeten VerschlOsselungs- und Entschlflsselungsschlossel unter 25
Verwendung eines ersten in elner Authentizititeverifikation, die vor der
Obertragung der Daten gema1 Anspruch 5 durchgetfhrt wird, erzeugten
Datensatzes (RI) ersteilt wird. 14. Eln Verfahren nach Anspruch 9, dadurch
gekonnzelchnet, dal3 die kompaktb Datinversion untbr Ver- wendung eines
ersten SlgnaturschlOssels (SkA), der in der erastn elektronischen Kartb
(124) gespelchert 30      lst, verschlOsselt wird, bevor sie mit den Daten
kombiniert wird und als Ganzes welter verschlOsselt wird, und die
verachlOsselte, kompakte Datbnversion unter Verwendung sines zweiten in der
zweiten elektrani- schen Karte (224) gespeichertbn VerifikationsschlOsseis
(VkB) und elner aligemein bekanntin Identifi- kation (IdA) der erstn
elektronischen Karte (124), nachdem die Kombination der Daten und die
kompakte 35      Datbnversion Obertragen worden und als Ganzes
entschlfisaelt warden sind, entschlOsselt wird. 15. Ein Verfahren nach
Anspruch 9, dadurch gekennzelchnet, daB die zur VerschlDsselung und
EntschlOs- selung der Kombination der Datin und der kompakten Datenversion
verwendeten Verschlfsselungs- und EntachlasselungsachlOssol unter
Vorwendung eines ersten In elner Authentitatsverifikation, die vor der 40
Obertragung der Daten gemnA Anspruch 5 durchgefflhrt wird, erzeugtin
Datensatzes (RI) erstilit wird. 16. Ein Verfahren nach Anspruch 10, dadurch
gekennuzlchnot, daiS die kompakte Datenversion unter Ver- wendung eines
zweiten SignaturschlOsaels (SkB), der in der zwelten elektronischen Kartb
(224) gespei- chert ist, verschllsseitwird, bevorsle mit den
ruckzumlbertragenden Datbn kombiniertwird und ala Ganzes 45      welter
verschlasselt wird, und die verachlflsselte, kompakte Datenversion unter
Verwendung eines ersten In der ersten elektronischen Karte (124)
gespeicherten VeriflikationsschlOssels (VkA) und einer aligemein bekannten
Identiflkation (IdB) der zweiten eiiktronischen Kartb (224), nachdem die
Kombination der rOckzumbertragenden Daten und die kompaktb Datenversion
Obertragen worden und als Ganzes entschrlasseltworden sind, entschlOs- 50
selt wird. 17. Ein Verfahren nach Anspruch 10, dadurch gokennzelchnet, daB
die zurVerschlOsselung und Entschfls- selung der Kombination der
rOckzufbertragenen Daten und der kompaktem Datenversion verwendeten
VerschlOsselungs- und EntschlOsselungsschl[ssel untbr Verwendung eines
ersten in elner Authentizi- 55      tatsverifikation, die vor dir
Obertragung der Datbn gemaB Anspruch 5 durchgeffhrt wird, erzeugten Da-
tonsatzes (RI) erstelit wird. 1 Eln Verfahren nach einem der AnsprOche
13,15 oder 17, dadurch gekennzelchnet, daB die Authentizi- 34 c
L111111111101 IID    EP 0 402 301 B1 ttasverifikation welter das Verfahren
nach Anspruch 12 umfalt. 19. En Verfahren nach Anspruch 8, dadurch
gskennzelchnet, daB die Obertragung der In demr ersten Corn- putersystem
(100) oder In der ersten elektronischen Karte (124) erzeugen kompakten
Datenversion von 5       der ersten elektronischen Karte (124) auf die
zweibt elektronische Karte (224) gleichzeitig mit der Ober- tragung der
Daten selbstdurchgefflhrt wird, wobel die Daten und die kompakte
Datenversion vorder Ober- tragung kombiniert und als Ganzes verschliOsselt
werden, die Obertragung von der zweiten elektronischen Karte (224) auf die
erste elektronische Karte (124) der in dem zweiten Computersystem (200)
oder in der zweiten elektronischen Karte (224) erzeugten kom- 10
pakten Datenversion gleichzeitig mit einer Riickiibertragung der durch die
zweite elektronische Karte (224) empfangenen kompakben Datenversion von der
zweiten elektronischen Karte (224) auf die erste elektronische Karte (124)
durchgefflhrt wird, wobel die Obertragung und die RFickfibertragung der
kom- pakten Datenversionen ebenfalls glebichzeltig mit einer
Rfcilbertragung der durch die zweite elektroni- sche Karte (224)
empfangenen Daten von der zwelten elektmrnischen Karte (224) auf die erste
elektro- 15       nische Kare (124) durchgefuhrt wird, wobel die
rlickzuflbertragenden Dabn und die beiden kompakten Datenversionen vor der
Obertragung kombiniert und als Ganzes verschlflsselt werden. 20. Ein
Verfahren nach elnem der Ansprflche 6, 7, 9, 10 oder 19, dadurch
gekennzelchnet, daB die kom- pakten Daten durch Verwendung elnes
gemeinsamen in den elektronischen Karten (124,224) vorgespei- i>   20
cherten Kompresslonsschlfassels (Ck) erzeugt werden. 21. Ein Verfahren nach
Anspruch I oder 2, dadurch gekennzelchnet, daB 



der (die) in dem internen Speicher dererston elektronischen Karte (124)
gespeicherte Verschlfsselungs- schlusel (gespeicherten
Verschlflssolungsschlfssel) einen erston untor Verwendung sines ersten In
der 25       ersten elektronischon Karte (124) gespeicherten
Signaturachlflssels (SkA) erstellten Verschlsselungs- schlissel umfagt
(umfassen), der (die) In dem intornen Speicher der zweiten elektronischen
Karte (224) gespeicherte Entschlsse- lungsschlfissel (gespeicherten
EntschlflsselungsachlOssel) einen zweiten unterVerwendung sines in der
zweiten elektronischen Kare (224) gespeicherten Verifikationsschlflssels
(VkB) und einer aligemein be- 3o       kannten Identiflkation der ersten
elektronischen Kare (IdA) ersteliten Entschlflsselungsschlilssel umfa~t
(umfassen), der (die) in demn internen Speicher der zweiten elektronischen
Kare (224) gespelcherte Verschlfsse- lungsschlflssel (gespeicherten
Verschlflsselungsschlfssel) einen zweiton unter Verwendung sines zwei- ton
in der zweiten slektronischen Karn (224) gespeicherten Signaturschlfissels
(SkB) erstellten Ver- 35      schlflsselungsschlflssel umfa~t (umfassen),
der (die) in dem Internen Speicher der ersten elektronischen Karte (124)
gespeichertb Entschlusselungs- schlfissel (gespeicherten
Entschlusselungsschlussel) einen ersten unterVerwendung sines ersten in der
ersten elektronischon Karte (124) gespeicherten Verifikationsschlussels
(VkA) und einer aligemein be- kannten Identifikation (QdB) derzweiten
elektronischen Kare (224) erstelltn Entschlifisselungsschlflssel 40
umfagt (umfassen), und die Authentizititsverifikation die Schritte umfalt:
a) Erzeugen einer erston Zufallazahl (RI) in demn Transmitter, b)
Verschifsseln derersten Zufallazahl (RI) untbrVerwendung des ersten
Verschlasselungsschlfssel, um sine ersbt Authentlzitltsnachricht In der
ersten elektronischen Karte (124) zu erhalten, 45         c) Obertragen der
ersten Authentizitatsnachricht zur zweitn elektronischen Karte (224), d)
Entechiflsseln der ersten Authentkzitatsnachricht in der zwelten
elektronischen Karte (224) unter Verwendung des zweiten
Entschlflsselungsschlflssel, um die erste Zufallszahl (RI) in derzweiten
elek- tronisohen Karte (224) zu erhalten, e) Erzeugen elner zweiten
Zufallszahl (R2) in demn Empfanger, 50        f) Kombinieren derempfangenen
ersten Zufallezahl (RI) mItderzweiten Zufallszahl (R2), urn sine erste
Kombination (RI, R2) In der zwelten elektronischen Karte (224) zu erhalten,
g) Verschlfisseln der ersten Kombination (RI, R2) unter Verwendung des
zweiten Verschlflsselungs- schiflssels, um sine zweitb
Authentizitatsnachricht in der zweiten elektronischen Karte (224) zu erhal-
ten, 55         h) Obertragen der zweitn Authentizitatsnachricht zur erston
elektronischen Karte (124), i) Entschlflsseln derzweiten
Authentizitatsnachricht in derersten elektronischen Kare (124) unter Ver-
wendung des ersten Entschlflsselungsschlflssels, urn die erste Kombination
(RI, R2) in der ersten elektronischen Karte (124) zu erhalten, 35
111111111111111111111111111111 *   C   L   M   S   *    EP 0 402 301 B1 j)
Trennen der empfangenen ersten Kombination (R1,R2) in der ersten
elektronischen Karte (124), k) Verglelchen des Warts der ersten in dem
Transmitter erzeugen Zufallazahl (RI) mit dam Wert der ersten von
derzweiten selktronlschen Karte (224) empfangenen und in derersten
elektronischen Karte (124) gespeicherten Zufallszahl (RI), und in dam Fall,
in dem die zwei Warts gleich sind, Verifizieren 5         der Authentizitit
der Identitit der zweltn elektronischen Karte (224), I) Erzeugen einer
dritten Zufallazahl (R3) In dem Transmitter, m) Kombinieren der empfangenen
zweiten Zufallazahl (R2) mit der dritten Zufallazahl (R3), um esine zwelte
Kombination (R2, R3) In der ersten elektronischen Karte (124) zu erhalten,
n) Verschlfsseln der zwelten Kombination (R2, R3) unter Verwendung des
ersten VerschlOsselungs- 10        schlOssels, um sine dritte
Authentizitatsnachricht in derersten elektronischen Karte (124) zu
erhalten, o) Obertragen der drittbn Authentizitatsnachricht zur zweiten
elektronlschen Karbe (224), p) Entschl~sseln der dritton
Authentizltitsnachricht In der zweiten elektronischen Karte (224) unter
Verwendung des zweiton Entschlflsselungsschl~ssels, um die zweite
Kombination (R2, R3) in derzwei- ten elektronischen Karte (224) zu
erhalten, 15         q) Trennen der empfangenen zweiten Kombination (R2,
R3) in derzweiten elektronischen Karte (224), r) Vergleichen der Warts der
zweitsn In dam Empfanger erzeugen Zufallszahl (R2) mit dam Wert der zweitsn
von derersten elektronischen Karte (124) empfangenen und In derzwelten
elektronischen Kar- tb (224) gespeicherten Zufallszahl (R2), und in dam
Fall, in dam die zwei Werte gleich sind, Verifizieren 



der Authentizitat der Identitit der ersten elektronischen Kartb (124). 20
22. Ein Verfahren nach Anspruch 1, dadurch gekmnnzelchnet, daD, der (die)
in dom internen Speicher der ersten elektronischen Kartb (124) gespeicherte
Verschlusselungs- schlOssel (gespeicherten Verschl~sselungsschlfssel) einen
ersten durch Verwendung eines ersten in der ersten elektronischen Karte
(124) gespeicherten Signaturschlfssels (SkA) erstlilten Verschlfsselungs-
25      schlissel umfa~t (umfassen), der (die) In dom internen Speicher der
zweiten elektronlschen Karte (224) gespeicherte EntachlOsse- lungsschlfssel
(gespeicherten Entschlfsselungsschlfssel) einen zwelten unter Verwendung
sines zwei- ton in der zweiten elektronischen Karte (224) gespoicherten
Verifikationsschlfrssels (VkB) und einer all- gemein bekanntbn
Identifikation (IdA) der erstan elektronischen Karte (124) erstollton
Entschlisselungs- 30      schilassel umfalt (umfassen), der (die) In dom
internen Speicher der zwelten elektronischen Kartb (224) gespeicherte
Verschlusse- lungsschlflssel (gespelcherten VeorschlsselungsschlDssel)
einen zweiten unter Verwendung oines zwel- ten in der zweiten
elektronischen Karte (224) gespeichorten SignaturschlOssels (SkB)
erstellten Ver- schlusselungsschlOssel umfagt (umfassen), 35       der(die)
in dem intornen Speicher der ersten elektronischen Karte (124) gespeicherte
Entschlfsselungs- schlOssel (gespeicherten Entschlflsselungsschl~ssel)
sinen ersten unterVerwendung eines ersten in der ersten elektronischen
Karto (124) gespoicherten Verifikationsachl~ssels (VkA) und einer allgemein
be- kannten Identifikation (IdB) der zweitn elektronischen Karte (224)
erstslltn EntschlOsselungsschlOssel umfalt (umfassen), 40       ein
gemeinsamer Kompressionsschlussel (Ck) in dem internen Speicher der erston
elektronischen Karte (124) und in dem internen Speicher der zweitsn
elektronischen Karte (224) gespelchert Ist, der (die) in dem intbrnen
Speicher der erstsn elektronischen Karte (124) und in dem internen Speicher
der zweiten elektronischen Kart. (224) gespelcherte
Verschlisselungsschlossel (gespeicherten Ver- schlfsselungsschl~ssel) einen
unbtrVerwendung einervorherausgetauschten Zufallezahl (RI) ersteliten 45
Zufallsverschlfsselungsschlflssel umfallt (umfassen), der (die) In dem
internen Speicher der ersten elektronischen Kartb (124) und In den intbrnen
Speicher der zweitn elektronischen Karte (224) gespelcherte
Entschl~sselungsschlulssel (gespeicherten Ent- schlOsselungsschl~ssel)
eanen untbrVerwendung einervorherausgetauschten Zufallszahl (RI) erstsllten
Zufallsentschlusselungsschlussel umfagt (umfassen), und 50       die
Intbgritatsverifikation die Schritte aufweist. a) Erzeugen eines ersten
kompakten Dokument (MacA) der Daten In dam Transmitter untor Verwen- dung
des gemeinsamen KompresslonsschlDssels (Ck), b) Verschlfsseln des erstan
kompakten Dokuments (MacA) untbr Verwendung des ersten
Verschlflsselungs-Schl~ssels, um ain verschlfsseltes erstes kompaktbs
Dokument (EmacA) in der er- 55         sten elektronlschen Karte (124) zu
erhaltbn, c) Kombinieren der Daten und des verschlOsseltbn ersten kompaktbn
Dokuments (EmacA) zu einer ersatn Kombination und Verschlfsseln dieser
ersatn Kombination unter Verwendung des Zufallsver-
schlOsselungsschlflssels, um eine erste Integritatsnachricht in der ersten
slektronischen Karte (124) 36 * ~     ~~~~~~~ IL11111111111111    EP 0 402
301 B1 zu erhalten, d) Obertragen der ersten Integritltsnachricht zur
zweiten elektronischen Karte (224), e) Entschlusseln der ersten
Integritatsnachricht in der zweiten elektronischen Karte (224) unter Ver-
wendung des Zufallsentschlusselungsschlflssels, um die erste Kombination in
der zwelten elektroni- 5         schen Karte (224) zu erhalten, 1) Trennen
der ersten Kombination in der zweiten elektronischen Karte (224), g)
Erzeugen einerzweiten Version des ersten kompakten Dokuments (MacA)
derempfangenen Daten unter Verwendung des gemeinsamen
Kompresslonsschlfissels (Ck) In dem Empfanger, h) Entachirisseln des
empfangenen, verachlusselten ersten kompakten Dokuments (EmacA) in der 10
zwelten elektronischen Karte (224) unter Verwendung des zweiten
Entschlusselungsschlflssels, um eine erste Version des ersten kompakten
Dokuments (MacA) zu erhalten, i) Vergleichen der erhaltenen Resultate der
ersten und der zweiten Versionen des ersten kompakten Dokuments (MacA), und
in dem Fall, in dem die zwel Versionen in dem Empfanger gleich sind,
Verifi- zieren der Integritat der Obertragung der Daten von der ersten
elektronischen Karte (124) zur zweiten 15         elektronischen Karte
(224), 



j) Erzeugen eines zwelten kompakten Dokuments (MacB) der ersten Kombination
unter Verwendung des gemeinsamen Kompressionsschlflssels (Ck) in dem
Empfanger, k) Verschflusseln des zwelten kompakten Dokuments (MacB) unter
Verwendung des zweiten Ver- schlfisselungsschlussels, urnsem
verschlusseltes zweites kompaktes Dokument (EmacB) in der zwei- 20
ten elektronischen Karte (224) zu erhalten, I) Kombinieren der ersten
Kombinatlon und des verschlusselten, zweiten kompakten Dokuments (EmacB) zu
elner zweiten Kombination und Verschlflsseln dieser zweiten Kombinatlon
unter Verwen- dung des Zufallsverschlfisselungsschlussels, um esine zweite
Integritatsnachricht in der zwelten elek- tronisohen Karte (224) zu
erhalten, 25         m) Obertragen der zweiten Integrltitsnachricht zur
ersten elektronischen Karte (124), n) Entschflusseln der zweiten
Intogritatsnachricht in der ersten elektronischen Karte (124) unter Ver-
wendung des Zufallsentschlfsselungsschlussels, um die zweite Kombination in
der ersten elektroni- schen Karte (124) zu erhalten, o) Trennen der zweiten
Kombination In der ersten elektronischen Karte (124), 30         p)
Erzeugen elner zweien Version des zwelten kompakten Dokuments (MacB) der
empfangenen er- sten Kombination unter Verwendung des gemeinsamen
Kompressionsschlflssels (Ck) in dem Trans- mitter, q) Entschlfisseln des
empfangenen zwelten kompakten Dokuments (EmacB) in der ersten elektroni-
schen Karte (124) unter Verwendung des ersten Entschlusselungs-Schlflssels,
um eine erste Version 35         des zweiten kompakten Dokuments (MacB) zu
erhalten, r) Vergleichen der erhaltenen Resultate der ersten und der
zweiten Version des zweiten kompakten Dokuments (MacB), und in dem Fall, in
dem die zwei Versionen in dem Transmitter gleich sind, Veo- fizieren der
Integritatder Obertragung der Daten von derersten elektronischen Karte
(124) zurzwoiten elektronischen Karte (224). 40 23. Ein Verfahren nach
Anspruch 22, dadurch gekennzelchnet, dall die vorher ausgetauschten
Zufallszah- len (R1) in einer Authentizitatsveriflkation nach Anspruch 21
ausgetauscht worden sind. 24. Ein System zur Obertragung von Daten Gbereine
Datenfbertragungsleitung (128,228) von einem ersten 45      Computersystem
(100) auf eln zweites Computersystern (200), des autonom in bezug auf das
erste Com- putersystem (100) ist, nach dem Verfahren elnes derAnsprfuche
1-11, wobel das Systemsowohl eine erste Station (122) und eine zweite
Station (222), die angeschlossen sind an und kommunizieren mitdern ersten
bzw. zweiten Computersystern (100, 200) und die aul~erdem fiber das erste
bzw- das zweite Computer- system (100, 200) und entsprechende
Interfaceeinrichtungen an die Datenflbertragungslsitung (128, 50      228)
angeschlossen sind, als such eino erste und eine zweite elektronische Karte
(124, 224) aufweist, dadurch gekennzelchnet, daM die erste und zweite
elektronische Karte (124,224) zeitweise vorbunden sind mitderersten bzw.
derzwei- ten Station (122, 222) oder davon trennbar sind, die orate und
zweite elektronische Karte (124, 224) jeweils eine zentrale
Datenverarbeitungseinheit, el- 55       nen Eingabe-/Ausgangsanschluflzur
Kommunikation mitderentsprechenden Station (122,222), sowohl eine
Verschlfisselungs-/Entschlusselungseinrichtung als such einen internen
Speicher aufweisen und zusammen einen koharenten Satz elektronischer Karten
(124, 224) darstellen, der oinen vorher in den internen
Speicherderelektronischen Karten (124,224) abgespelcherten geheimen
Schlfissel (abgespel- 37 C 111111111111 11    EP 0 402 301 B1 cherto
geheime Schlissel) umfalt wobel die geheimen  Schlessel als
VerachlOsselungs- /EntachlOsselungsschlOssel verwendet werden oder zur
Erzeugung koharenter VerschlOsselungs- /EntschlOsselungsschlessel verwendet
werden, wobel die Versechlisseolungs-/EntechlasselungssechflsseI in den
internen Speicher der elektronischen Karten (124, 224) singegeben werden
und der geheime 5       SchlOssel (die geheimen Schlssel) und die
kohArenten untbrVerwendung des geheimen SchlOssels (der gehelmen SchlOssel)
erzougten Vorschlisselungs-/EntschlOsselungsschlssaeI nur innerhalb
derelektro- nischen Karten (124, 224) vorarbeltet werden. 25  Ein System
nach Anspruch 24, wobel die erste und die zweite elektronische Karte (124,
224) vom Typ 10      einer DES Smart Card von dem Unternehmen Philips,
siner Super Smart Card von dem Unternehmen Bull oder einer CP8 Smart Card
von dem Unternehmen Bull sind. Revendications 15 1.  Un procede de
transfert de donnies d'un premier systeme d'ordinatbur (100) A un deuxieme
systeme d'or- 



dinateur (200) par l'intermidblire d'une ligne de transmission (128, 228)
de donneos, dans lequel, pour ledit transfert une premibre station (122)
est utilisee pourdelivrerdes donnees d'une premiere carte electronique 20
(124), ladite premibre station (122) itant relle audit premiersystbme
d'ordinateur(200) et oommuniquant avec lul, et itant en outre reliee a
ladite ligne de transmission (128, 228) de donnees par i'intermidbiare
dudit premier systeme d'ordinatbur (100) et de moyens d'inberface, une
deuxieme station (222) est utilisee pour delivrer des don nees A partir
d'une deuxibme carte electronique (224), ladlte deuxieme station (222)
etant reliee audit deuxibme systeme d'ordinateur (200) 25      et
communiquant avoc lul et etant en outre rdliee A ladito ligne de
transmission (128, 228) de donnees par I'intermediaire de ce deuxibme
systeme d'ordinateur (200) et de moyens d'inberface, lesditos donneos etant
transfirees par l'intbrmediaire de ladibe premibre station (122) sous forme
chiffree vers ledit premier systeme d'ordinateur (100) et etanttransferees
de Ila par l'intermediaire desdits moyens d'intbrface dudit premier systeme
dbrdinabeur (100) vers ladifo ligno de transmission (128, 228) 30      de
donnees, lesdites donnees etant recues par ledit deuxieme systbme
d'ordinateur (200) sous forme chiffrie par l'intermedialre desdits moyens
d'inberface dudit deuxibme systbme d'ordinateur (200), caracterise en ce
quo ladite premibre et ladite deuxibme caries electroniques (124, 224) sont
tbmporairement reliies A 35      la premibre et A la deuxieme stations
(122, 222) respectivement, ou en sont detachables, ladite premiere et
ladite deuxieme cartes electroniques (124,224) comprennent chacune une
unitb centrale detraibementde donnees, une ported'entreelsortie
pourcommuniqueravec ladite station corres- pondanto (122,222), un moyen de
chiffrageldechiffrage ainai qu'une memoire Inferne ot constituent en-
semble un jeu coherent de carbes electroniques (124,224) comprenant une cie
ou des dce secrbtes co- 40       herentes memorlsees pricidemment dans
ladite memoire Inferne des cartes electroniques (124, 224), ladite ou
lesdites cles secrbtes etant utilisees comme cle do chiffrageldechiffrage
ou etant utilisees pour engendrer des des cohirentes de
chiffrageldechiffrage, lesdites des de chiffrageldechiffrage itant in-
troduites dane la memoire interne desdites carbes eloctroniques (124, 224),
et laditb clI ou lesdites des coherentbs de chiffrage/dechiffrage
engendrees en utilisant la cle ou lee des secrbtes n'etant manlies 45
qu'a l'interiour des carbos 6lectroniques (124, 224), lesdites donnees sont
transferees a ladie premibre carte electronique (124) a partir dudit
premier systbme d'ordinateur (100) par l'intbrmedlaire de ladite premiere
station (122) et de ladite porte d'en- treelsortie de ladite premlere carte
6iectronique (124), sont introduites dans ladite memoire inferne de ladibe
premiere carte oflectronique (124) et y sont mimorisies bemporairement, 50
lesdites donnees sont dilivriees A partir de ladite memoire Inferne de
laditb premiere carte Alec- tronique (124) et sont chiffrees dans ladite
premiere carte 6lectronique (124) au moyen dudit moyen de
chiffrage/dechiffrage de laditb premiere carte electronique (124) ot de
laditb cl ou desdites cles de chif- frage memoriseos dans ladit memoire
Intirioure de laditb premibre carte Alectronique (124), et lesdites donnees
sont delivrees A partir de ladibe premiAre carte electronique (124) sous
forme chiffrie par I'in- 55      bermediaire de ladite porte
d'entreelsortie de ladite premibre carte electronique (124) avant ledit
transfert de donnees chiffrees A partir dudit premier systeme d'ordinateur
(100) vers ledit deuxibme systfme d'or- dinabour (200), lead ites donnees
chiffries transferees sont transferees du deuxIbme systbme d'ordinateur
(200) 38 1 11110111111 111,111111111110    EP 0 402 301 B1 vers ladite
deuxibme carto electroonique (224) par l'intbrmhdiaire de ladito deuxibme
station (222) et par I'intermediaire de ladito porto d'entree/sortle de
ladite deuxieme carto Alectronique (224) et sont intro- dubes dans ladito
memolre Interne de ladite deuxibme carts Alectronique (224)
etysontmemoriseos tom- porairement, 5             lesditos donnees sont
delivrees a partir de ladito memoire interne de ladite deuxibme carte elec-
tronique (224) sous forme chiffree et sont ddchiffrees dans ladite douxibme
carte electronique (224) au moyen dudit moyen de chiffraglddechiffrage de
ladito deuxieme carto Alectronique (224) et de ladito cIe ou desdites das
de dhchiffrage memorisaes dans ladite memoire interne de ladito deuxibme
carte Alec- tronique (224), 10           lesditbs donnees sont delivraes a
partirde ladite deuxibme carte Alectronique (224), aprbs dechif- frage dans
ladito deuxieme carto Alectronlque (224), et sont dilivreos vers ledit
deuxibme systbme d'or- dinatbur (200) par I'intbrmddiaire de ladito porto
entree/sortie de ladite deuxibme carte Alectronique (224) et par
I'intormndlaire de ladibo douxibme station (222), 



lesdites donnees sont tranaferdes du premier systbme d'ordinatour (100) au
deuxieme systbme Is      d'ordinatour (200) sans aucun echange de clas
secrbtes entre les systemes d'ordinatours (100, 200), et ledit transfert de
donnees comprenant une verification d'authenticite/d'integritd. 2.  Un
procedh selon la revendication 1, caracthris en co qu'une verification de
I'authenticite de ladito pre- J i            miere carto Aloctronique (124)
par rapport A ladito deuxiAbme carto Alectronique (224) et vice versa eat
20      effectuee avant ledit transfert desditos donnees A partir dudit
premibre systeme dordinateur vers ledit douxibme systime d'ordinateur
(200). 3. Un procddd selon l'une queloonque des revendications precedentos,
caracterise en ce que ladibo entree dans la carte, ladito sortle de la
carte, ledit chiffrage et ledit dechiffrage ot Aventuellement ladito vdrfi-
25      cation d'authenticifd et d'integrltA sont commandes de fagon
autonome par ladito unitA centralo de trai- foment de donnees de ladito
carte Individuelle (124, 224). 4.  Un proctde selon l'une quelconque des
revendications precedentbs, caractdrise en co quo ledit transfert desdites
donneos ou dudit document Alectronique eat effectue selon le protocolo
LECAM. 90 K>           5.  Un procedd selon la revendication I ou 2,
caracterlse on ce que ladito verification d'authenticite eat of- fectude
par les Atapes consistent a engendrer un premier jeu de donnoes (RI) dans
laditb premibre carte Alectronique (124), entrer et mimoriser ledltjou de
donnoes (RI) dans ladibo mimoire inferne de ladito premiere carte
Alectronique 35      (124) et le chiffrer dans laditb premlire carto
6lectronique (124) au moyen dudit moyen de chiffrage/dd- chiffrage de
ladifo premibre carto Alectronique (124) otde ladite ou desdibs aids de
chiffrage mdmorbaes dans ladifo memoire inferne de ladite premibre carto
Alectronique (124), K>                   delivrer ledit premlerjeu de
donndes (RI) A partir de ladibt promire carto electronique (124) sous formo
chiffree par l'intbrmediaire de ladite porte d'entreo/sortle de ladito
premibre carte Alectronique 40      (124), le transferer par
l'inbormediaire de ladifb premibre station (122) vers ledit premier systbme
d'ordi- natour (100) et le transferer de Ia par l'interm~dialre desdits
moyens d'intrface dudit premier systeme d'ordinateur (100) veyr ladito
ligne de transmission (128, 228), fairo recevoirledit premierjou dedonndes
(RI) par leditdeuxieme systeme d'ordinatbur (200) sous formo chiffree par
l'intormWdlalre desdits moyens d'interface dudit deuxibme systame
d'ordinafour (200), 45      le transferer vers ladito douxieme carte
Alectronique (224) par l'intormediaire de ladife deuxibme station (222) et
par l'intermediaire de ladito portb d'entreo/sortie de ladib deuxibme carte
electronique (224), l'en- trer et le memoriser tbmporalrement dans ladite
mhmoire inferne de ladite deuxibmo carte Alectronique (224), delivrerledit
premierjou de donnees (RI), recu parleditdouxibme systbme d'ordinafeur
(200) sous 50      formo chiffree, A partir de ladite memolre interne de
ladito deuxibme carte Alectronlque (224) et le de- chiffrer dans ladib
deuxibme carte Alectronique (224) au moyen dudit moyen de
chiffrage/dechiffrage de ladite deuxibmo carte Alectronique (224) et de
ladite cIl ou desdites aids de dechiffrage mdmorisees dans ladito memoire
Interne de ladite deuxieme carte electronique (224), entrer et memoriser
dans laditb memoire inferne de ladito deuxibme carte electronique (224)
ledit 55       premierjeu de donneos (RI) recu par ledit deuxibme systbme
d'ordinateur (200) sous formo chiffreo, et ddchiffrd dans ladite deuxihme
carte Alectronique (224), engendrerun douxibmo jeu de donnees (R2) dans
ladito deuxibme carte Alectronique (224), et en- trer et mdmoriserdans
ladite memolre Interne de ladite deuxieme carte Alectronique (224) ledit
deuxibme 39 Ilit 111111111 11111 11111 111111    EP 0 402 301 513 jeu (R2)
de donn6ea, engendrerdans ladite deuxime carte diectronique (224) un.
premiire combinalson (RI, R2) dudit premier jeu do donn6ea (RI) requ par
lodit deuxiime syatbme d'ordinateur (200) sous forms chiffr~e, d6- chiffri
ot mhmoria4 dana ladite m6moire interne do ladite deuxibme carte
6lectronique (224) et dudit 5       deuxibme jou de donn6es (R2) m6mornah
dans ladite mimoire Interne de ladite deuxime carte 6lectro- nique (224),
entrer et m6morlser dans ladits m6moire Interne do lad ite deuxibme carte
6lectronique (224) Waits promilire oombinaison (RI, R12), chiffrer ladite
premlibre combinalson (I, R2) dans ladkit deuxiime carte 6lectronique (224)
au moyen dudit moyen do chiffrage/d6chiffrage do ladite deuxibme carte
6iectronique (224) et do ladite c16 10      ou deadites ciha do chiffrage
m~moria6ea dana ladite mimoiro Interns do ladite deuxibme carte 6lectro-
nique (224), dhliweor ladito promibre oombinalson (RU R2) A partir do
ladite deuxtime carte 6Ioctronique (224) aous forms chiffr6e par
i'intermhdialre de ladite porte d'entr6elsortie do ladite deuxibme carte
6lectroni- 



quo (224), Ia tranaf~rer per l'interm6diaire do ladite deuxibme station
(222) vera ledit douxibme systime 18      d'ordinateur (200) otila
tranaf~rerde IA parl'intermidlaire deadits moyena d'interface dudit
douxibme sys- time d'ordinateur (200) vera ladite ligne do tranamiasion
(128, 228), faire recevoir parle premier syatime d'ordinateur (100) ladite
premlibre combinaison (RI, R2) sous forms chiffrbe par I'Intermidialre
dudit moyen d'interface dudit premier aysthme d'ordinateur (100), la
tranaf~rorverasladite premiiro carte 6iectronique (124) parlI'interm6diaire
doladite premiire station (122) 20      et par I'interm6diaire do ladite
porte d'entrhe/aortie do ladite premlibre carte diectronique (124),
I'entrer otisa m6mornser dans ladito m6moIre Interne do ladite premnibre
carte diectronique (124), d6livrer A partir do Waite mimoire Interne do
ladits premibre carte 6lectronique (124) ladite pro- inure combinaison (RI,
R12) rogue par ledit premier syathme d'ordinateur (1 00) aoua forms
chiffr6e otila dhchiffrer dans ladite premlbre carte 6lectronique (124) au
moyen du moyen do chlffrage/dichiffrage 25      do iadite premiibre carte
6lectronique (124) et do ladite cih ou deadites d6a do chiffirage
m6moria6ea dana iadite m6molre interne do ladite promlire carte
6isctronique (124), entrer et mimoriaer dans ladite m6moiro Interne do
ladito premibro carte 6lectronique (124) ladite premnibre combinaison (RI,
R2) regue par [edit premier syatime d'ordinateur (100) sous torme chiffrde,
et d6ohiffr6e dana ladite prernibre carte 6lectroniquo (124), 30
dicombi nor ad ito premlire combinaiaon (RI, R12) mimorisie dans ladite
mimoire internode ladite premnibre carte 6iectronique (124) pour produire
un premier iou do donnesa (RI) retranamia vera ladite premibre carte
6lectronique (124) et un deuxibme jeu de donn6ea (R2) tranaf6r6 vera ladite
premnibre carte 6lectronique (124), entrer ot m6moriaor dana ladits m6moiro
interne de ladite premilire carte 6lectranique (124) ledit 35       premier
iou do donn6.ea (RI) retranamia vers Iadito prernibre carte dlectronique
(124) et ledit deuxibme jou de donnies (R2) tranaf&r6 vera ladite preomibre
carte 6lectronique (124), *             c~~~~~omparer ledit premier jou do
donn6es (RI) m6mnorn6 dana ladite m6moire interne do ladite pro- KY
inu~m~re carte 6loctronique (124) audit premier jeu do donndea (RI)
retranamia vora ladite premnibre carte 6loctroniquo (124) ot mimornsA dana
ladite mimoire Interne do ladito prernibre carto 6lectronique (124) 40
en vue d'une v6rification d'Identitb entre ces jeux de donn6ea pour
v6dfierlIauthenticit6 do lad ite douxib- mo carte 6ioctronique (224) par
rapport A ladite promnibre carte 6loctronique (124), engendrer un troisibmo
jeu de donn6es (R3) dana ladite premilbre carte dlectronique (124), entrer
at m6moriasr dana Waite m6moire interne do lad its premibre carte
6iectronique (124) ledit troiaibme iou do donn6ea (R13), 45
e~~~ngondrerdana ladite premnibre carte hiectronique (124) une deuxibme
combinalaon (1R2, R13) dudit deux(Ibmejiou do donn~oa (R12) requ sous forms
chiffr6e par ledit premier ayathme d'ordinateur (100), d6- chiffr6 et
mimoriah dana ladite mimoiro interns do ladite premnibre carte 6lectronique
(124) et dudit trol- aibme jou do donnesa (1R3) mimoriah dana ladite
mimoire interne do lad ito promiire carte 6lectronique (124), entrer at
mimoriser ladite combinaison (R2, 1R3) dana Waits mimoire interne do ladite
premlire 50      carte 6lectronique (124), chiffrer ladite deuxibme
combinaison (1R2, 1R3) dana ladite premibre carte 6lectronique (124) au
moyen dudit moyen do chiffrege/dichiffrage do ladite premlire carte
6iectronique (124) ot do ladito c16 ou deadites dhs do chiffrage mimonai~ea
dana ladite mimoire Interne de ladite premibre carte ilectro- nique (124),
55            dilivror ladite deuxibme combinaiaon (R12, R13) A partir do
ladite premiiro carte dlectronique (124) sous formo chiffrie par
i'intermidiairo do la porte entrde/sortis do ladito premlire carte
6lectronique (124), is tranafirer par i'intermidiaire do ladito premibre
atation (122) vera ledit premier syatime d'ordi- nateur (1 00) etila
tranafiror do IA par l'intormidialre dead its moyona d'interface dudit
premier aystime 40 * C   L   N   S*    EP 0 402 301 Bi d'ordinateur (100)
vers ladite ligne de transmission (128, 228) de donnees, faire
recovoirladite deuxieme combinalson (R2, R3) par ledit deuxieme systeme
d'ordinatour (200) sous forme chiffr6e par l'intbrmediaire dudit moyen
d'interface dudit deuxieme systeme d'ordinateur (200), la transferer vers
ladite deuxieme carts electronique (224) par l'intermediaire de ladite
deuxieme 5       station (222) et par I'lnterm6dialre de ladite porte
d'entr6elsortle de ladite douxieme carte electronique (224), 1'entrer et la
memoriser temporairement dans ladite memoire Interne de ladito deuxieme
carte dleo- tronique (224), dellvrera partirde ladit m6moire internede
ladite deuxlime carte electronique (224) laditedeuxie- me combinalson (R2,
R3) reoue par ledit deuxieme systeme d'ordinateur (200) sous forme chiffr6e
et la 10      dechiffrer dans ladito deuxieme carte 6lectronique (224) au
moyen dudit moyen de chiffrageld6chiffrage 



de ladite deuxlime carte electronique (224) et de ladite c-i ou desdites
cies de d6chlffrage m6morls6es dans ladite memoire Inferne de ladite
deuxibme carte electronique (224), entreret memoriser dane ladite memoire
Interne de ladite deuxieme carte electronique (224) ladite deuxibme
combinaison (R2, R3) regue par ledit deuxibme systbme d'ordinateur (200)
sous forme chiffr6e, 15      et d6chiffree, decombiner ladite deuxibme
combinaison (R2, R3) memorisee dans ladite memolre interne de la- dito
deuxibme carte electronique (224) pour produire un deuxibme Jou de donnees
(R2) retransmis vers ladibe deuxibme carte 6lectronique (224) et un
trolsibmejeu de donn6es (R3) transfere vers ladite deuxib- me carte
electronique (224), 20            entrer et memorlser dans ladife memoire
interne de ladibo deuxibme carte electronique (224) ledit deuxibmejeu de
donneas (R2) retransmis vers ladite deuxibme carte electronique (224) et
ledittrobsibme jou de donn6es (R3) transfere vers ladite deuxibme carte
leoctronique (224), et comparer ledit deuxibme Jeu de donnees (R2) memorise
dans ladite memolre interne de ladite deuxieme carte electronique (224)
avec le deuxibmejeu de donn6es (R2) retransmis vers ladite deuxihme 25
carte electronique (224) et memorias dans ladibe memoire interne de ladite
deuxibme carte electronique (224) en vue d'une verification d'ldentlit
entre ces jeux de donnees pour vArifier I'authenticit6 de ladito premibre
carte electronique (124) vIa-h-vis de ladite deuxibme carte electronique
(224). 6. Un procede selon la revendication 1, caracterise en ce quo ladite
verification d'integrite est effectuee par 30      les etapes consistant A
engendreruneversion compactes desdites donnees dans ledit premiersystbme
d'ordinateur(100) ou ladite premlire carte electronique (124), entrer et
memoriser ladit version oompactee dans ladite me- moire interne de ladite
premibre carte electronique (124), engendrer dans ledit deuxibme systbme
d'ordinabeur (200) ou dans ladite deuxieme carto electro- 35      nique
(224) une version compactee desdites donn6es transferees audit deuxieme
systbme d'ordinateur (200), entrerot memoriser ladito version compactee
dane laditb memoire inferne de ladite deuxieme carte 6lectronique (224),
delivrer A partirde ladito memoire interne de ladito promibre carte
electronique (124) ladite version compactee memorisee dans ladito memoire
interne de ladite premibre carte eloctronique (124) et la chif- 40
frer dans ladite premibre carte electronique (124) au moyen dudit moyen de
chiffrage/dechiffrage de la- dite premlire carte electronique (124) et de
ladite ou desdites cies de chlffrage memorbsees dans ladite memoire Inferne
de ladite premibre carte 6lectronique (124), delivrer A partir de ladie
premlbre carte electronique (124) par l'intermedialre de ladite porte d'en-
tree/sortie de laditb premibre carte lectronique (124) ladibe version
compactee des donnees, chiffree 45      parledit moyen de
chiffrage/dhchiffrage de ladite premibre carte Aiectronique (124), la
transfererparl'in- termediaire de ladite premibre station (122) vers ledit
premier systeme d'ordinatbur (100) et la transferer de Ia par
I'Intermediaire desdits moyens d'inbrface dudit premier systbme
d'ordlnateur (100) vers ladibo ligne de transmission (128, 228) de donnees,
faire recevoir par ledit deuxibme systeme dordinabeur (200), par
l'intormmdaire desdits moyens 50      d'interface dudit deuxibme systbme
d'ordinateur (200), ladite version chiffres et compactee desditbs don-
nees, transfaree A partirdudit premiersystbme d'ordinateur(100), la
transferervers ladite deuxieme carte Alectronique (224) par l'intbrmedlaire
de ladite deuxiAbme station (222) et par l'intermediaire de laditb porte
d'ontrae/sortie de ladife deuxieme carte electronique (224), I'entreret la
memoriser temporairement dans ladite memoire interne de ladite deuxieme
carte electronique (224), 55            delivrer sous forme chiffree A
partir de laditb memoire inferne de laditb deuxieme carte Aloctroni- que
(224) ladit version compactee desdites donnees rogue par ledit deuxibme
systbme d'ordinateur (200) et la dechiffrer dans ladifb deuxibme carte
electronique (224) au moyen dudit moyan de chiffrage/de- chiffrage de
ladite deuxieme carte Alectronlque (224) etde ladite cie ou desdites cles
de dechiffrage mA- 41 I 11!1111 111111 11111 il 11 II*Ii    EP 0 402 301 B1
morls6es dans ladite m6molre interne de ladite deuxilme carte electronique
(224), entrer et m6morlser dans ladite memoire interne de ladiKe deuxibme
carte electronique (224) ladite version compactea dechiffree des donnees,
reque par ledit deuxieme systeme d'ordinateur (200) sous forms chiffree, et
dechiffres par ladite deuxilme carte 6lectronique (224), 5
effectuer dans ladite deuxieme carte electronique (224) une comparalson de
ladite version compact6e des donnees memorises dans ladite deuxibme carte
6lectronique (224) avec ladite version compactee dechlffree des donnees
rogue par ledit deuxiAme systeme d'ordinateur (200) sous forms chif- frea
et dechlffree en vue d'une veilfication de l'integrlte desdites donn6es
transfer6es A partir dudit pre- 



mier systeme d'ordinateur (100) ou de I'identite entre elles et lesdites
donn6es recues par l deuxieme 10      systbme d'ordinateur (200). 7.  Un
procede selon la revendication 1, caracterise en ce quo ladite virification
d'int6grit6 est effectu6e par les etapes consistant A engendrer une version
compactee deadites donnees ou desdits documents electroniques dans le- 15
dit premier systbme d'ordinateur (100) ou dans ladite premiere carte
electronique (124), entrer et memo- riser ladite version compactee dans
ladits mmoire Interne de ladite premibre carte electronique (124) engendrer
dans ledit deuxilme systime d'ordinateur (200) ou ladite deuxibme carte
electronique (224), une version compactee desdites donn6es transferees vers
ledit deuxibme systbme d'ordinateur (200) ou dudit document electronique
transfere vers ledit deuxiime systeme d'ordinateur (200), entrer et Ky
20      mimoriser ladite version compactee dans ladito memoire Interne dans
ladite deuxieme carte electronique (224), delivrer ladite version compactee
memorisee dans ladite memoire interne de ladite deuxieme carte electronique
(224) A partir de ladite memoire interne de ladite deuxibme carte
electronique (224) et la chiffrer dans laditb deuxibme carte electronique
(224), au moyen dudit moyen de chiffrage de ladite 25      deuxibme carte
electronique (224) et de ladite cIe ou desdites cles de chiffrage
mhmorisees dans ladits memoire interne de ladite deuxibme carte
electronique, del vrer A partir de ladite deuxibme carte electronique (224)
par I'intermedialre de ladite porte en- tree-sortie de ladit. deuxibme
carte eiectronique (224), Idite version compactee de donnees ou de do-
cument chiffre par ledit moyen de chiffrageldechiffrage de ladite deuxibme
carte Alectronique (224), la 30      transferer par l'intermdiaire de
ladite deuxibme station (222) vers ledK deuxieme systbme d'ordinateur (200)
et la transfhrer de Ia par l'intermediaire desdits moyens d'interface dudit
deuxieme systbme d'ordi- natour (200) vers ladite ligne de transmission
(128, 228), faire recevoir par ledit premier systeme d'ordinatbur (100) par
l'intbrmediaire desdits moyens d'in- terface dudit premier systeme
d'ordinatbur (100) ladite version chiffree et compactee des donnees trans-
35      feree A partir du deuxieme systbme d'ordinateur (200), la
transferer A ladite premiAre carte electronique (124) par l'intermedialre
de ladite premlere station (122) et de ladite porte d'entree-sortle de
ladite pre- mibre carte electronique (124), 1'entrer et la memoriser
temporairement dans ladite memoire interne de ladite premibre carte
electronique (124), delivrera partirde ladite memolre interne de ladits
premibre carte electronique (124) ladite version 40       compactee des
donnees regue par ledit premier sysbtme d'ordinateur (100) sous forme
chIffrhe et la de- chiffrer dans ladite premibre carte electronique (124)
au moyen dudit moyen de chiffrage/dechiffrage de ladite premibre carte
Alectronique (124) et de ladite cle ou desdites cles de dechiffrage
memorisees dans iadit memoire interne de ladite premibre carte electronique
(124), entrer et memoriser dans ladite memoire Interne de ladite premibre
carte 6lectronique (124) ladite 45      version dhchiffree, compactee des
donnees rogue par ledit premier systAme d'ordinateur (100) sous for- me
chiffrhe, et dhchiffrle par ladite premibre carte Alectronique (124),
effectuer dans ladite premiere carte electronique (124) une comparalson
entre ladite version compactee des donnees memorbese dans ladite premlbre
carte electronique (124) et ladito version de- chiffree, compactee des
donnees rogue par ledit premier systbme dordinateur (100) sous forme
chiffree, 50      et dechiffree, afin de vArifier l'integrite des premibres
donnees transferSes a partir dudit premier systbme d'ordinateur (100) ou
leur identite avec lesdites donnees regues par ledit deuxibme systbme
d'ordinateur (200). 8.  Un procede selon lea revendications 6 et 7,
caracterise en ce quo sont offectues, en vue d'une verification 55
d'integrite, un transfert d'une version compactee de donnees A partirdo
ladite premibre carte Alectronique (124) vers ladite deuxibme carte
electronique (224) ainsi qu'A partirde ladite deuxieme carte electronique
(224) vers ladite premibre carte electronique (124) et une comparalson
entre lea deux versions compao- tees transferees des donnees et lea
versions compactees, memoriases, des donneas dans lesdites deux 42 I
l!1ill] 111111LIJI 111!1 I!II    EP 0 402 301 B1 cartes electroniques (124,
224). 9. Un procedi selon la revendlcation 6 ou 8, caractirisi on ce que
ledit transfert, A partir de ladite promlire carte ilectronique (124) vers
ladite deuxieme carte electronique (224), de ladite version compactie des 5
donnies engendrie dans ledit premier systeme d'ordinatbur (100) ou dans
ladite premlibre carte ilectro- nique (124) est offectud simultaniment avoc
ledit transfert desdites donnees elles-mimes, lesdites don- nees et laditb
version compactie des donnies itant combinies et chiffries pour former un
tout avant ledit transfert. 



1O  10. Un procidi selon la revendicatlon 7ou 8, caractersi ence
quelodittransfert, A partirde ladite deuxilme carte electronique (224) vers
ladite premlibre carte ilectronique (124), de ladite version compactie des
donnies engendrie dans ledit deuxleme systeme d'ordinateur (200) ou dans
laditb deuxibme carte bec- tronique (224) est effectu6 simultanimentavec
une retransmissIon, A partirde ladite deuxiime carte 6iec- tronique (224)
vers ladite premiere carte electronique (124), desdits donn6es reoues A
partir de ladite I5      deuxieme carte 61ectronique (224), lesdibs donn6is
A retransmettre et ladite version compactie des donnies itant combin6es et
chiffr6ea pour former un tout avant ledit transfert. 11. Un procid6 selon
la revendication 8, caract6ris6 en ce quo ledittransfert A partirde ladite
deuxieme carte 61ectronique (224) vers ladibt premiere carte ilectronique
(124), de ladite version compactie des donn6es 20      engendr6e dans ledit
deuxieme systeme d'ordinatour (200) ou dans ladite deuxieme carte
6iectronique (224) eat effectue simultan6ment avec une retransmission, A
partir de ladite deuxieme carte electronique (224) vers ladite premiere
carte 6lectronique (124), de ladite version compact6e de donn6es recues par
ladite douxilme carte 6ectronique (224), ledit transfert et ladite
retransmission de versions compact6es de donn6es 6tant aussi effectu6s
simultan6ment avec une retransmission, A partir de ladite deuxibme 25
carte electronique (224) vers ladite premiere carte 6iectronique (124),
desdites donn6es regues par ladite deuxibme carte 6iectronique (224),
lesdites donn6es A retransmettre et les deux versions compacties des
donn6es 6tant combin6es et chiffries pour former un tout avant ledit
transfert. 12. Un procidi selon la revendication 5, caract6ris6 en co quo
30 I ci deo chiffrage utilsie pour chiffrer le premierjou de donn6es (RI)
etla premibre combinaison (RI, R2) eat rialls6e on utilisant une premibre
cl6 de signature (SkA) mimoris6e dans la premlere carte 6iectronique (124),
la cde de d6chiffrage utilis6e pour d6chiffrer la formo chiffr6o du premier
jeu de donnies (RI) et la forme chiffr6o de la douxibme combinaison (R2,
R3) est r6alisie en utilisant une deuxieme cl6 de vi- 35      rification
(VkB) m6morisee dans la douxibme carte ilectronique (224) et une
Identification connue pu- bliquement (IdA) de la premibre carte
61ectronique (124), la cd6 de chiffrage utilisie pour chiffrer Ia premibre
combinaison (RI, R2) est r6allsie en utilisant une deuxibme cdi de
signature (SkB) m6morisie dans la deuxibme carte 6iectronique (224), ot la
cl6 de d6chiffrage utillsie pour d6chiffrer la forme chiffr6e de la
premlibre combinaison (RI, 40       R2) est r6alis6e en utillsant une
premibre cl6 de virification (VkA) m6moris6e dens la premuire carte ilec-
tronique (124) et une identification connue publlquement (IdB) de la
deuxieme carte 61ectronique (224). 13. Un procid6 selon la revendication 1,
caract6rise en ce que des ciun de chiffrage et de d6chiffrage utlli- s6es
pour chiffror ot d6chiffrer les donnies transfiries sont realis6es en
utilisant un premier jou de don- 45       nies (RI) engendri dans une
virificatlon d'authenticiti qui est effectu6e avant le transfert de donn6es
d6crit a la revendication 5. 14. Un procid6 selon la revendication 9,
caract6ris6 on co quo la version compactie de donn6es esat chiffrie en
utilisant une premiere cl6 de signature (SkA), 50      qui est memoris6e
dans la premibre carte 6iectronique (124), avant d'etre combinie avec Ion
donnios et d'etre en outre chiffr6o sous forms d'ensemble, et la version
compact6e chlffr6e de donn6es eat dichlffrie en utilisant une deuxieme cl6
de virifi- cation (SkB), qui est m6moris6e dans la deuxieme carte
61ectronique (224) et une identification connue publiquement (IdA) de la
premlere carte 61ectronique (124) quand la combinalson des donnies et de la
55       version compact6e a 6ti transfirie et d6chiffr6e sous formo
d'ensemble. 15. Un proc6d6 selon la revendication 9, caract6risi en ce quo
des din de chiffrage et de d6chiffrage utili- s6es
pourchiffreretd6chiffrerla combinaison des donn6es etde laversion compactie
des donn6es sont 43                _ _ _ _ _ _ _ _ _ _  __L_ I 1111111
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r6alie6es en utilisant un premlerjeu de donnees (RI) engendre dans une
verification d'authenticit6 qui oet effectuee avant le transfert de
donn6ees decrit A la revendication 5. 16 Un prooWd6 solon la revendication
10, caract6ris6 en co quo 5            la version compacteo de donn6es est
chiffr6e en utilisant une deuxieme c16 de signature (SkB), qui eat
m6moriseo dans la deuxieme carto electronique (224), avant d'atre combinee
avec les donnees et d'etre en outre chiffreo sous form. d'ensemble, et la
version compactee chiffreo de donn6es est d6chiffr6e on utilisant une
premiere c16 de verifi- cation (SkA), qui est m6moris6e dans la premlrre
carte 6lectronique (124) et une identification connue 10
publiquement(ldB) de la deuxieme carte 6lectronique (224) quand la
combinalson des donn6es a retrans- mettre et de la version compact6e a et6
transf6r6e et d6chiffree sous forme d'ensemble. 



17. Un prochd6 selon la revendication 10, caract6ris6 en co que des ci6s de
chiffrage et de d6chiffrage uti- lia6ee pour chiffrer et d6chlffrer la
combinalson des don n6es A retransmettre et de la version compact6e f5
des donnees sont realis6es en utilliant un premier jeu de donn6es (RI)
engendr6 dans une verification d'authentlcite qui ost offectues avant lo
transfert de donnees decrit A la revendicatlon 5. 18 Un procede selon l'une
quelconque des revendications 13, 15 ou 17, caracteris6 en co quo la
v6rification d'authenticit6 comprend en outre le proced6 de la
revendication 12. 20 19. Un proc6d6 selon la revendication 8, caract6ris6
en ce quo ledit transfert A partir de laditb premlire carte 6lectronique
(124) vers ladite deuxieme carto 6leo- tronique (224) de laditb verslon
compacteo de donn6es engendr6e dane ledit premier systeme d'ordina- tour
(100) ou dans ladito premlire carte ieectronique (124) est realise
simultanentnt avec ledit transfert 25      desdites donn6es elles-memes,
lesditbs donn6es et laditb versbon compact6e des donn6es etant combi- n6es
et chiffr6es pour former un ensemble avant ledit transfert, ledit transfert
a partir de ladite douxibme carte ielctronique (224) vers ladite premibre
carte el o- tronique (124) de ladito version compactee de donnees engendr6e
dans ledit deuxieme systeme d'ordi- nateur (100) ou dans ladletdeuxibme
carto electronlque (224) eat r6alise simultanementavec une retrans- 30
mission, a partirde laditb deuxibme carto dlectronique (224) vers ladito
premibre carte electronique (124), de ladite version compacteededonneos
rogue par ladite deuxibme carte 61ectronique (224), ledittransfert et
ladite retransmission desdites versions compactoes de donnees 6tant aussi
r6alises simultanement avec une retransmission, A partir de ladite deuxilme
carte 6lectronique (224) vers ladite premlire carte electronique (124),
desdites donnaes rogues par ladite deuxieme carte electronique (224),
lesditos don- 35      n6as A retranamettre et lesdites deux versions
compact6es de donnees 6tant combinee et chiffr6es pour former un ensemble
avant ledit transfert. 20. Un proc6de solon l'une quelconque des
revendicatlons 6, 7, 9, 10 ou 19, caracteris6 en ce quo la donn6e compactee
eat engendr6e en utillsant une touche commune de compression (Ck) m6moris6e
au prealable 40      dans les cartes 6lectroniques (124, 224). 21. Un
proced6 selon l'une quelconque des revendications I ou 2, caracterise en ce
quo une ou des des de chiffrage m6mois6eas dans la memolre interne de la
premiere carte electroni- quo (124) inclu(en)tune premiere cIl de chiffrage
r6alis6een utillsantune premibrecl6designature (SkA) 45      memoriaee dans
la premibre carte electronique (124), une ou des cles de dechiffrage
memoriseas dans la memoire Interne de la deuxieme carte aleo- tronique
(224) lnclu(en)t une deuxiimo cle de dechiffrage rhaliase on utilisant une
deuxibme cle de ve- rification (VkB) memorishe dans la deuxibme carte
electronique (224) et une identification connue pu- bliquement (IdA) de la
premibre carts electronique (124), 50            une ou des cies de
chiffrage m6moris6es dans la m6moire Interne de la deuxieme carte electro-
nique (224) inclu(en)t une deuxibme c16 de chiffrage r6alisee en utilisant
une deuxieme cIe de signature (SkB) m6moriase dans la deuxibme carte
electronique (224), une ou des des de ddchiffrage memorises dans la memoire
interne de la premibre carts 6lectro- nique (124) inclu(en)t une premiere
cI6 de d6chiffrage realisae en utilisant une premiere cl6 de vnrification
55      (VkA) memorlais dans la premibre cart slectronique (124) et une
identification connue publiquement (IdB) de la douxieme carte dlectronique
(224), et la verification d'authenticit6 comprend lee etapes consistent a:
a) engendrer un premier nombre al6atoire (RI) dans le transmetteur, 44 1
11~ ~11111 11111'11 11 1111111    EP 0 402 301 B1 b) chiffrer le premier
nombre al6atoire (RI) en utilisant la premiere cl6 de chiffrage pour
obtenir un premier message d'authenticiti A l'interieur de la premibre
carte 6lectronique (124), c) transmettre le premier message d'authenticit6
a Ia deuxieme carte electronique (224), d) dechlffrer le premier message
d'authenffcite A l'int6rieur de la deuxibme carte electronique (224) 5
en utilisant Ia deuxieme c16 de dechiffrage pour obtenir le premier nombre
al6atoire (RI) A l'Interieur de la deuxibme carte 6lectronique (224), e)
engendrer un deuxieme nombre aleatoire (R2) dan le r6cepteur, f) combiner
le premier nombre aleatoire recu (RI) avec Is deuxibme nombre al6atoire
(R2) pour obtenir une premiere combinaison (RI, R2) a l'interieur de la
deuxibme carte electronique (224) 1o        g) chiffrer la premilre
combinalson (RI, R2) en utilisant la deuxibme ci6 de chiffrage pour obtenir
un deuxieme message d'authenticite A l'Int6rieur de la deuxlbme carte
6elctronique (224) h) transmettre le deuxieme message d'authenticit6 A la
premibre 6lectronique (124), 



1) d6chiffrer le deuxibme message d'authentidt6 A t'Interieur de la
premibre carte 6lectronique (124) en utilisant la premlbre ci6 de
ddchiffrage pour obtenir Ia premiere combinalson (RI, R2) A l'interieur 15
de la premeire carte electronique (124), J) s6parer la premiere combinalson
recue (RIi22) A l'interieur de la premiere carte eiectronique (124), k)
comparer Ia valour du premier nombre al6atolre (RI) engendre dans le
transmetteur avec la valour du premier nombre aleatolre (RI) recu de la
deuxieme carte 6lectronique (224) et m6morlse dans la premiere carte
6lectronique (124) et v6refler, dans le cas ob les deux valeurs sont
6gales, I'authenticit6 20         de liMdentite de la deuxibme carte
dlectronique (224), 1) engendrer un troisilme nombre al6atolre (R3) a
l'int6rieur du transmetteur, m) combiner Is deuxibme nombre al6atolre requ
(R2) avec le trolsibme nombre aleatoire (R3) pour ob- tonir une deuxieme
combinalson (R2, R3) A l'Interleur de la premilre carte electronique (124)
n) chiffrer la deuxieme combinalson (R2. R3) en utilisant la premiere c16
de chiffrage pour obtenir un 25        troisibme message d'authenticitM a
'l'nt6rieur de la premibre carte 6lectronique (124) o) transmettre le
troisibme message d'authenticite a la deuxibme blectronique (224), p)
d6chiffrer Is troisibme message d'authenticite A IPint6rieur de la deuxibme
carte 6lectronique (224) en utillsant la deuxibme d16 de dechlffrage pour
obtenir la douxibme combinaison (1R2, R3) A I'inteiieur de la deuxieme
carte ilectronlque (224), 30         q) meparer la deuxibme combinaison
recue (R2, R3) a l'Interieur de la deuxibme carte 61ectronique (224), r)
comparer la valour du douxilme nombre aleatolre (R2) engendr6 dans le
recepteur avec la valeur du deuxibme nombre al6atolre (R2) recu de la
premibre carte 6lectronique (124) et m6moris6 dans la deuxibme carte
electronique (224) etv6efler, dans le cas ob les deuxvaleurs sont 6gales,
Iauthenticit6 35         de l'identite de la premiere carte electronique
(124). 22. Un procede selon la revendication 1, caract6ris6 en oe quo une
ou des cl6s de chiffrage m6moris6es dans la m6molre interne de la premiAre
carte 6lectroni- quo (124) inciu(en)t une premibre cl6 de chlffrage
reallsee en utilisant une premibre cle de signature (SkA) 40      m6moris6e
dans la premiere carte electronique (124), une ou des cles de ddchiffrage
mdmoriases dans la memoire intrne de la deuxilme carte ele-o tronique (224)
Indu(en)t une deuxieme cle de dichiffrage rialisie en utillsant une
deuxilme c16 de ve- rification (VkB) memorisee dans la deuxibme carte
6lectronique (224) et une identification connue pu- bliquement (IdA) de la
premiere carte electronique (124), 45            une ou des cles de
chiffrage memorisies dans la memoire interne de la deuxieme carte electro-
nique (224) inclu(en)t une deuxibme cle de chiffrage realise en utilisant
une deuxieme cie de signature (SkB) memorisee dans la deuxieme carte
6lectronique (224), une ou des cl6s de dechiffrage memorisees dans la
memoire interne de la premlbre carte electro- nique (124) inclu(en)t une
premibre c16 de dechiffrage realisee en utilbmant une premlbre lde de
vhdfication 50      (VkA) memorise dans la premiere carte electronique
(124) et une identification connue publiquement (IdB) de la deuxilme carte
electronique (224), une de commune de compression (Ck) est memorisee dans
la memolre interne de la premibre carte electronique (124) et dans la
memolre interne de la deuxibme carte 6lectronlque (224), une ou des cles de
chiffrage memorisees dans la memolre interne de la premiere carte
electroni- 55       quo (124) et dens la m6moire interne de la premlere
carte electronique (224) inclu(en)t une 016 de chif- frage aleatoire
reallsea en utilisant un nombre aleatolre echange pricedemment (RI), une ou
des dcs de dechiffrage memorismes dans la mimolre interne de la premiere
carte electro- nique (124) et dans la memolre interne de la premlbre carte
electronique (224) inclu(en)t une cie de de- 45                   _ _ _ _ _
_ _ _ _ _ _ _ _ _    EP 0 402 301 BI chiffrage aleatoire realisee en
utilisant un nombre aliatoire echange precedemment (R1), et la vdrification
d'integrite comprend les etapes consistent a: a) engendrer A l'interieur du
transmetteur un premier document compacte (MacA) de donnees en uti- lisant
la cie commune de compression (Ck), 5         b) chiffrer Is premier
document compacte (MacA) de donnees en utilisant la premiere cie de
chiffrage pourobtenir un premier document compacte chiffrI (EmacA) A
l'intirieur de la premiere carte electro- nique (124), c) combiner en une
premiere combinalson les donnees et le premier document compacte chiffre
(Ema- cA) et chiffrer la premiere combinaison en utilisantil cla aleatoire
de chiffrage pourobtenirune premier 10         message d'integrite A
i'interieur de la premiere carte electronique (124) d) transmettre le
premier message d'intigriti A la deuxieme carte ilectronique (224), 



d) d6chiffrera l'interieurde la deuxieme carte electronique (224) le
premier message d'intigriti en uti- lisant la cib alietoire de dichiffrage
pour obtenir la premibre combinaison A i'intirieur de la deuxieme carte
ilectronique (224), 1S        f) siparer la premiere combinaison A
l'interieur de la deuxibme carte ilectronique (224), g) engendrer a
I'intirieur du ricepteur une deuxieme version du premier document compacte
(MacA) des donnies rogues en utilisant la cie commune de compression (Ck)
h) dechiffrerat l'interieurde la deuxilme carte electronique (224) le
premierdocumentcompacte chiffre regu (EmacA) en utilisant la deuxieme cii
de dechiffrage pour obtbnir une premlere version du premier 20
document compacti (MacA), I) comparer les resultats obtenus de la premibre
et de la deuxieme versions du premier document compacti (MacA) et virif ler
A l'intirieur du ricepteur, dens le cas oO les deux vaieurs sont Agales,
I'in- tegrite de la transmission des donnies A partirde la premibre carte
electronique (124)vers la deuxieme carte ilectronique (224), 25        j)
engendrer A i'interieur du recepteur un deuxieme document compacti (MacB)
de la premiere combi- naison en utilisant la cle commune de compression
(Ck), k) chiffrer le deuxieme document compacti (MacB) de donnies en
utilisant la deuxieme cIl de chif- frage pour obtenir un deuxieme document
compacti chiffre (EmacB) A I'interieur de la deuxieme carte Alectronique
(224), 30        I) combiner en une deuxieme combinaison la premibre
combinaison etle deuxieme document compacti chiffri (EmacB) de donnies et
chiffrer la deuxieme combinaison en utillsant la cle aleatoire de chif-
frage pour obtenir une deuxieme message d'lntegrite A l'interieur de la
deuxibme carte Alectronique (224) m) transmettre le deuxihme message
d'intigrite A la premibre carte Alectronique (124), 35         n)
dichiffrer A l'interieur de la premibre carte electronique (124) le
deuxiime message d'integrite en utilisantla cliealeatoire dedichiffrage
pourobtenlrladeuxibmecombinaison A l'intirieurde la premibre carte
ilectronique (124), o) siparer la deuxibme combinalson A I'intirieur de la
premibre carte ilectronique (124), p) engendrer A l'intirieur du
tranametteur une deuxiAme version du deuxibme document compacte 40
(MacA) de la premibre combinaison reoue en utillsant la cie commune de
compression (Ck) q) dichiffrer A l'interieur de la premiere carte
Alectronique (124) le deuxibme document compacte chif- fre recu (Emacb) en
utilisant la premiere cle de dichiffrage pour obtenir une premiere version
du deuxilme document compacte (MacB), i) comparer les resultats obtenus de
la premibre et de la deuxibme versions du deuxibme document 45
compacte (MacB) et verifier A l'interieur du transmetteur, dans le cas oO
les deux velours sont Agales, I'lntegrite de la transmission des donnies A
partirde la premibre carte Alectronique (124) vera la deuxib- me carte
Alectronique (224). 23. Un procid6 solon la revendication 22, caracterise
en ce quo 1s nombre aleatoire ichange pricidemment 50      (R1) a 6te
Achangi dens une verification d'authenticiti selon la description de la
revendlcation 21. 24. Un systbme destine audit transfert de donneos,
parl'intermidiaire d'une ligne de transmission (128,228), A partir d'un
premier systbme d'ordinateur (100) vers un deuxibme systbme dordinateur
(200), co deuxib- me systbme d'ordinateur (200) etant autonome par rapport
audit premier systhme d'ordinateur (100), solon 55      le procide de l'une
quelconque des revendications I A 11, ledit systbme comprenant une premibre
station (122) et une deuxibme station (222) qui sont relieos audit premier
et audit deuxibme systmes d'ordinatbur (100,200) et communiquent avec eux,
respectivement, et qui sont reliies en outre, par l'intermidiaire du
premieret du deuxibme systemes d'ordinateur, respectivement, et par des
moyens d'interfce conrespon- 46                     _ _ _ _ _ _ _ _ _ _
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301 B1 dants, A ladito ligne de transmission (128, 228) de donndes, ainsi
qu'A une premiere et une deuxibme cartes dlectroniques (124, 224),
caractdrisd en ce quo ladito premibre et ladito deuxibme cartes
dlectroniques (124, 224) sont tomporairement relides A la premihre et A la
deuxieme stations (122, 222) respectivement, ou en sont ddtachables, ladite
premibre 6       et ladito deuxibme cartos dlectroniques (124,224)
comprennent chacune une unitd centrale de traltement de donnees, une porte
d'entree/sortie pour communiquer avec ladito station correspondante (122,
222), un moyen de chiffragelddchlffrage ainsi qu'une mdmoire Interne et
constituent ensemble un jeu coherent de cartes dlectroniques (124,224)
comprenant une cl ou des cids secrbtos cohdrentes mdmoriseas pre- odedmment
dans ladito memoire Intorne des cartos electroniques (124, 224), ladito ou
lesditos clas so- 



10       lbtos dtant utiliseds commo das de chiffragelddchiffrage ou etant
utiliseos pour engendrer des clas co- herentes de chiffrage/dechiffrage,
lesdites des de chiffrageldedhiffrage dtant introdultes dans la me- moire
intorne desditas cartes dlactroniques (124, 224), et laditb cld ou lesdites
aids coherentes de chif- frage/ddchiffrage engendrees en utilisant la cil
ou les clas secretes n'etant manides qu'A l'interieur des cartas
dlectroniques (124, 224). 15 2&  Un systeme selon la revendication 24,
ladit premiere et ladite deuxieme cartos lectroniques (124,224) etant du
type DES Smart Card de la firmo Philips, Super Smart Card de la firma Bull
ou CP8 Smart Card de la firma Bull. j>    20 25 30 35 40 45 50 55 47 I
111111 111111 11111 11111 111111 *   C   L   M   S   *    


