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hostwhi ch is shown in the upper central part of fig. 4 and designated the
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fromthe Mnitel conputer 406," as will be explained in greater detail below
in the systeni software descripti on. ER940ZR39¢Btard reader orthe station 464
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via a data tré\ﬁg'nﬂ%esp%qutvnwomm@w hepdi2ives implemeried iih: M nitel conput er
406 to dpuplic tel ephone network 430 by neans of appropriate nodemunits,
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i nvent i on - bsprifyesyatemsythich gre commanriyGvailghle prsicappeat inhelobpradtioa) yser- Pyt T qrFQriaately
[err] 1987 am#is@esertobEalECOM - TELETEL). A detailed system and software
speci fi ¢t i onA\RP'Pll‘e" plsequstycoquipmentsanistythe system fufils yill be fesciped 5% r ansfer from

the first Ea d t th

comput er syat o %’}?ttftwe' mﬂfytoiﬁc°“§e<§>€é@%oﬁ£%ﬁ%‘ear T Sidloplei s 1 o and

froma Mnitel’ mctu %srglfr%pwgme conput er system 400, re-
I&F‘ Cthétﬁ}tné rﬂ)p%ra;m&l{ ?&ﬁsﬁ% #L%%m he k8§ B &x2ce

spectivehy. 3%, yﬁ,"%mp
ifferent cr

to a large su;lg

ci rcumstanc- |'§h6 ﬁmluLtbS"rlétLra s@HépU-‘icE tho'boutt8EWichQfe a¢ i
persons do nO&QeJotth'ibii"éE 'Féﬁ trné<etions i@ntBhed iMthis yaten?5b bithHJ:ﬁDEé‘ﬁ‘re&)fﬁ&éﬁﬂhs
Bel ow, the Seqbyavedgdil faksut Bastd MéNttisto dAGIpHer & & fsio 1B Witt therastabiialzBIFBSH phter foweR)
are fur ther noaga AgiRy Isuséd Tor eadttianéission, it Wilbe dratticallEimpossBie & obfinGll ihdight. USe.
There are secRei2l Bved MiugH manittoRdhent ti€ar iteXPMmessiadel @and coresponding doydto ekl ineBsagéscare
usel ess i n pr awiwnoamusbiot becpdossiblesto deterrnine the applied keyon thleibadis aiithis. conmer ci al |y
avai | abl e andReppie e ctyptoftext thére piuside ing sthtisticabsignifisgant triacemhthe ibaytéxt If sHeed iy naasueh
al so easy to break. 45 A number of ,gecurity requirenments which the
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1. Large key room 2. No real or statistical possibility of finding a key on
t he basis of clear text and crypto tERd402301Nm cl ear text in crypto text 4.
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known, it wst"ﬁ?é@fwtﬁm#sbr"@“ﬂo determ ne the appli ed key on the basi s of
this. Re 3. |n3{OF8ep °ftt"@>€’P pip @nsiyigs fhatjpe '?1'8“%?' @5?’ K fica t
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and crypto tex®.Spessisthis key is only used for one transm ssion, and 3. DES
encryption of R&s Asymmetsieal eryetn systemss eiepacteriagd indhat @eﬁﬂnﬂ%é?r"sfdéﬂenf’wt'?h@d de-
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t.ion with a high security level. One of these is a so-called SCP-box which
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conpact i ng thhthe gystemaesarding tp therirventionaship card repder is tpnngsted toedelrcomptiey pysteimor éacly. 6,
t he f ol | ol#shdhetiwp pampuiat syejpras qepatitulingtransmjties and receiver, 100 and:30D fespastively shiwnin figor A

or the coffiuiresauipnadiwithaythesized chip cards and are authprized toypethesay for A or the
conput er sy é:f’%tﬁ'? iws&,gach card has three service zones:

- Aservice zone with a so-called "Verification key" (VK), which is used for verifylng the signature which
the opposite party has added to the document.
- Aservice zone with a "Signature key" (Sk) which s used to encrypt the signature.
- Aservice zone with a "Compression key" (Ck) which is used to produce the signature (MAC).
Vk can only be used for decryption and Sk can only be used for encryption. Ck is identical in all chip cards
55  and can be used for compacting the document to the signature.
In the procedure shown in fig. 6, the following abbreviations are used:
VKA: Verification key for A or the computer system 100
SkA: Signature key for A or the computer system 100
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EP. 0 402 301 Bl MacA: The conpacted docunment seen from As side
ErmacA: The encrypted MacA VKB: EP0402301B1Verification key for B or the
conput er system 200 SkB: Si gnature key for B or the conputer

syst em 200 SyaaMaCB: szﬁ:%msﬁﬁanﬁ@wnt seen fromB's side
EmacB: E:,a'[;h_e encrmggoﬁ\%%m : Conpr essi on key E:

Encryption Bke: VerififidnikBy foPBlor kb cofputer system 200 Conpression Rl :

Random nunbesiks: exchangsighafafekéy OHS brithe\domplr syshdm 200 Tr ansferred nessages | dA
The publ icl yMdeBOWN i demb cdripactbd dBurhedt sden fidh: B’s side The publicly known

i denti ficatiBwacBor B IFhe éiveyppdMacRiur e appears fromfig. 6 The integrity is
ensured as @K h transrtompessionkely r ecei ver are certain that (have a

possi bil ity Bf checki rkppryptiont t he docunent has not been changed before or
after the trBinsm ssi orPegiyptionut possi bl e changes being un- 20 anbi guously
ascertai f4bl€. The furkoMPEBEIoNA2 s built up in such a way that the chip
card can prd¥ice a keReBYemHUERYs grchanopd pevioksly, known i dentifi cation which
can decrypt _yz'el\f'ﬁiry gfe P thus provide a basis for checking that
the Mac whi c:d ‘i s added P 8" i gyt E{t"t'_‘f "Mlid, i.e. calculated on the
basis of .t he'Hocument 1'&R R4 ag%%r\é ed transnitter. The sanme
applies int i i fion to the function *B2. It is inportant that
the Mac's pr@galggegﬁ%raé&ﬁgﬁ@%&isﬁ t he docunent, as they are the unique

si gnatures of 2 inbdhf iPéHslrbfss boitfahdnlitief fre&ﬁ&%?éoemth hath f&ﬁn& by S
shown in fi gnatthe ibduihert B&s-Hol Bel¥in éh%ng%@ﬁ%r@ar&am‘rtﬁbﬁhﬂgni plgtgﬁ{ ;Qﬁs? iha SHE(%EEZIC

| 0g- 0N t @ t hanblglieley bsértdinkbie CTRe fuhbbtion A2 i bulfNs A Sich aGval EHREREEHTY caRibal broduce a key

i denti fi cat ibyimeadacf #pubidlyknbwnidenkifiationWhich BanQecr G ERaRdr i BMaclARd hESHrovids b Basita
and vi deot exorshackisy that theMae whith iy added tb khe dvdumemisulidSIRl saRilal8on tREHEIS 5f the ticument

i ndi vi dual wemivedsbyaiteosxpertet! tratsimitter. Mhk saime dpplies Mthb ofyo¥iRirécach tb the fampyeh kBAL | ONS
of the system It 85mpoRant that thelMaxsgrddoced m@hizidércih the docinent,cha ittiely Biie @l@tuniqie sighaitures of
passwor d2A dbhnpgsrtioar d reader 422 of the type LECAM connected to a Mnitel
409 has an intelligence which has the effect that it reads In a certain
posi tion on Sepusitychpesessdaine vidastex systemdsshawd b fig-#n aut omati zed dial | ing. Wen
the dialling has been nmade, the application which is running on the

vi deot ex _syst e[figeryrityis ergurpdiby using ehip caris for guiqmatic legron Y Ahe videgieryetet t he chi p
card reaffer. T ﬁgmgﬁg‘gpé?ﬂ%f"t?ﬂdf Higation and paspwArdi i cati on and password in the
card, ask for ¥ E;’Im'in ¢ I“gyyébﬁtﬁfﬁ?ﬁg'@g?dwmﬁ?’ﬂtgqg/i_th,({ he
appl i cation ory ;P \Zhgi gé{yééﬁ%?s.mq S {8 dnapdNp! i aqeess & the indiviqual gl paxes prd

t he program has licp055| I'TTPTy of collecting information in the chip card.

Re 2. Engd Ydei1O, : é}ggg”lg LoRe I nal and vi deotex server 45
The programmml’ct&itagg rans?og?’f'g%ﬂ{'%ﬁén\#ggc “.L‘g‘r"?:nard reader, finds the key
whi ch i s to beasisndrodded26 bbtRd iy L.ECAM domfakibd(d aWinitbif¥B fiddiah irftdigbhoe WhiEh has the
vi deot ex apjekrbd: i i¥Bads HOKSortii pabitioRbH e Lard ié_aﬁ:hih@ﬁﬁda&rfortéﬂ%utﬁﬂém?&ﬁémnémﬂeﬁEﬂ_e
400 and fi ndliAg %6 béen aad) ehielaPplitictbin wiidhGe niiftiirig @R thie Sid65RA Syt Will@anB@Sd Sroghdm th e S
key for #he RAMGEorage ofthadhipeaidirsderhis prograwillMhéh fing idertPatiomshdipassivord #the dakd, hsk
expedi ent t dortiePIN trids tochiz@ntgigll hraitomynidate with EHe\applicitior ortt€ Vidda@R sérber.(IftRe PIR Bode50
dom y choseis stated inchirestly, itte progmoh heono pessihilinpdficalacting infolnatioreis the @hip tdidk
conmmuni cation, as this has the result that a different encryption key is
used for ea®®8?2;Ensiyptiongbtommupieation ketween termifxbargl vidSiexneivery i n t he vi deot ex
server a® regards the indjvidual user's access to the individual mail boxes
and the appli cRePogramyhich ig tra ghiened ragdee Hrgs the keyyhich isdaceeused fonencraptian,
appl i cat i ongyj;"?f‘"}gr‘f@ t’\?icﬂ'éﬁ Y& yidegtax applicationdopks.up ?d?"i -n@e'hpﬁsg-tbﬁpommweyﬁawm
made on the s %?Weofq‘?s Wit)pelgi tayp,s Fg@? ?!EPR;"P'FI fithigkey fgr the wholg comipunicgtion be-
exchangegof d‘ﬁﬁgc "ft?nl a%v"hi&ﬁ:ésegfo'ﬁggg ';F ':ﬁ%l 8 "?gYp& oy 19 eaqrynt tha pxchanag pf the rpq-
will not be dﬁ‘ééﬁt'oﬁi %’é:b% EW e?a é{: 'Mmfg %ﬁgﬁ Io‘:f"g?uﬂicﬂﬁr'af Shar R Eeyitfhyta
t hese. 19 54 If? n other words, It Will not be possible to get
I n contact W e i ] AN ' ot . cret
PN Code. (Whrapeyaty 1Mo vl oh Qi i AR Ao B ol foud” 0
to the vdsdeo tex system it Is secured that access cannot be obtained to
The access to mail boxes, data and applications in the videotex server is ensured by the "log-on" which
is made on the basis of the information residing in the chip card. As the exchange of identification and password
takes place in encrypted form, it will not be possible by tapping the line and the terminal to reconstruct these.
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a.basi ¢ host conputer. This is done to avoid that data hackers by an error
in the video tex system can obtain SEPo&23esB1t0 the operating system of
t he host conputer. Security when exchangi ng docunents The security system

sees to it tRaherdamy i f IF i
st andar d car:asia&-eem b&daMéﬁgﬁéﬁﬁgﬁiﬁ%¥'%€ﬁﬁ@£%%g{ti t‘%%%s acﬁ'ﬂa'd with

ensured 1. thahftdriaceeshas B&vnbobtaiicto B8 $8Em\M it SbcirbdiRalaedess ca%not bd\&Htairdeld B
docunent s cartraeit hd»ecomputereThis iBdonk Woiﬂ flhet dARGEEER b§ artétidr A MHeYidbSteX £8%m can obtain
by/ t r ansfser raschss © thelnperpibg syatentad tha Gost 2anputeand 15 4. that it is possible
to produce unanbi guous evidence in connection with a possible dispute Re 1.
The docunentSscuitywhep exshatgingdatumentsh a si gnature The transmittergoes through
the docunentor_parts thereof in orderto generate an abbrevi ated expression
20 of the docuiegecurity systemsegsto f§that nts Whick are Ryt epsstandingdothe EPIFACBstandgrdsan a
seri al nﬁﬁ’rbé’P"a sqwm'ﬁb%twe?nmne ogleénsi tive data. This expression Is

encrypted by a 1 fe ard w a which is found in the card and which
cannot be read %% ‘V'ﬂtsp?ﬂﬁ“’&r decryption in the card. The
encrypted resu i fica n Code) i s unlquetothls
docunent ,and t% ha Fm’m T u%(}' ncémg'zfd’é tho nent ,
V\/nereupon it is rea g FePVIRRNe In copne 88&%???% % St be
forged If chandfs da&,ﬁ,mg H%J Diure2f ter the transfer is considered
to be concluded, it Wle| gﬁ' epgsogk?%ﬂe to ascertal n this, as the MAC s which.

ar\e /i ncl uded |ﬁeir@ﬁnﬂ@?ﬁb@&%uﬁ%db&m\éﬁuﬂﬁﬁﬁ&eof%ﬁeﬁb’ Brafe 8 ot G resion! S
ept eda0r ofBadéclnért (b.g2& 64 Bivikdy). This éXBreshi on-EBﬁmM leB3 Qtsgﬁ%b ale, E:gf the
by r ansf er serditivedat) BhigepheesionZeehciyplod Byla Bl drd wih X8y WhisH i8otnd i 68 'ch8 and which
nmakesur e t haannbtteyead but ohljusa for &rictyplidnior ddemyplion (i the 3R, FI bnerSd 8Lk (MAC L1iesd
35 nent is Antbenfification Gode)immiyge 1o thisalobumentaiid this trarmittenand tHeWMACIPdiaEd th iheaoca.aﬁg
recei ver exwhersuppeitip readyiforidisgstchf.s ar- bitrary and only applies to this one
transfer® Re 4. Possibility of produci ng unanbi guous evi dence in connect | on
with a possiRBReThgidaqymerts caupatpe fpged This is ensured by the card issuer's
keeping the issued keys in a satisfactory way so that it can be decided at
any time whet er‘?ha'iﬁ%?’é mads in Hhe dequment gter ghedransfer dxrenaidered tebedonduded: i wil b acssitile
MAC's. EDIF FRGFean i 79 é;%frl“'&?fw""’“ afejinojugieddnthg dacwreant 9n be valisisted, whetesron Hadepympisr
Adgi/ni stratf@ﬁ“p%m%?s red A¥iEid nsport) is a standardi sed method of

el ectronic usi ness rel at ments, which have an
or gani zed SP g(r:l't% E?‘(gacug%'hgcan °'t')'¥|§° '33 "“’"’m"gﬂ" %augﬁm%ﬁ’"by | SO
(Internati OnalBotchtt@MﬁtEe‘ljan% lhat %ren;lec% eng e Of dOCHer’g%nt S
bet ween o ”ﬁlUﬁt?srenéﬂéﬁt&P&ﬁneg t@ n re ive a:Pﬂ.ﬁl is ar-
standard i spidi§akd dMypplied n ua ara c% g ik
prescribe how the actual network comrunl catlon must be carrl ed out; it 50

| s 8/t echni Ral) PossibRRACH PRI uSdndRTEs Svidefibs .Ealnﬁm WA GYERbe dikpile &meil vi ded
into certain parts or nodules, which are called segnents. Each segnent has
a speci fdoc puripis s@nsuredibithe dmkuw&keéu'ngweaﬁddmays i WatisdeRryag bd that R c4hfbe Wblied
segnent in étasy imeswnther theve [sridastity bdtwsin b dodulhent ahdthslsusébidteamadse docunent type
in question. Al segnents are identified by a 3-letter code as prescri bed
by the st anBRFACT d&fipiessage consists of many different segnents which

t oget her contain all the 55 Information which is necessary to create the
docunent® A s@&l?éﬁT (Ejggiyonic Rata Intgrshange Ras Administratipry GolnmercecandsTransport)jiene standastised
CUX neans t % ?FEIP'F"‘e e'll"f ?'@"ﬁ“ﬂ?&l‘ﬁ“ﬂf’%’ﬁ@ms- wﬂ?mmnlﬁqnmﬁk"%e The gin- 0
402 301 B1 M? ationgl 3t 'sa};gﬁ Pighaspeef documents
arbi trari| y ol hgsggdamaﬁ : %‘W ?m'q"t'w' 08 tplor gplstapangen
meani ng. 59f gf prﬁs(’j' aﬁﬂﬂ&ﬂfg P‘H‘i’f““r‘i‘ﬁ?t!?" Mutibe cargipd out; it

abbrevi ati on Q ﬁ%“ n eri t&one%fvi&b& {ngr&%&( Lb deskgnat es tge

&% %
eng of 2 56 epb i ey o docatuh e .tfﬁ W
el ements. cﬁbéﬁlb?fﬁe%ndaﬁlf 'tﬁé' ht Qm%gstla{ AI Sidén -le'%nter oge
t he above eé%%i’ﬂ%r@ed’!ytt stdnGar® AMBBLbe ts Saly d?f?é?e s W sfuh
Thi s data ahfemafmh.cﬁms&e%&ﬁyﬁfae&edﬁfdaouﬁemponent S, Vl 7 - st he
punct uat i on NAkégnefhwdyaigl 166k IkOIMRT ent dat a conponents, whereas + is the
separ at or feux+DBEM:IN'Ndi vi dual 10 data elenents in a segnment. This technique
of descri biGiK is abegmenitheat) CUX maand type birencs+ I @8t alemént furiciatibh@@drkd N al |
EDI FACT segnents. The data which foll ov\? a given segnment head, is defined
in the standard and is therefore unaltefable. It -




I's,, however, not all data which is conpul sory - quite a few can be omtted
depending on the need. To a very | ar g&EP®402A1 Btodes are used in the
i ndi vi dual segnments. By this is nmeant e.g. DEMin the above 15 exanple

whi ch means GsgNREandBelan maks DthD didd @8 bd shylhihg ey AbANARe bd r&.?&%%bm.eﬁsmmer
and recei ver)andvschivet @§8&toltid rhdafingbiithd eddsl On of these, "as these are not
covered by t hes sdatddmpéhentinctudtibmar® 1. A nethod of transferring data from
a first conpuNeyanpbrewdtiof dfioick Oalso arkittarntdetioaut er system (200) via a data
transm ssison ’Idesighated th8 endd@xegntedt ei N for said transfer a first station

(122) is used f The cooteptsibfia segmentitan be dividectintb dath elemerts. Aciaiaelemantds dividad jnto daebichore
first stati ordafsomponentdd) thejatotpmplenittebe sgmens CiXcbnlyonedats elamientigfowidt Thissiatadle-
first conput ementeonsigtppf2idamcompanentsviziEManddN.bei ng connected to said data
transni ssi on :|i thepyngtggion magksergrating egherentidats corornenis. whersgsshietie gepe@or fente individual
i nterfaci iy rf@ar%emeatsmwaeeﬂaﬁ FﬂSFF"(UEMeS?’ﬁ"“QS‘@d“#t’GF in@ doeument isgpneraliand fsiusadin
a second el ecat"rsg % sar d second statron (222) be| n connect ed
to and conmuni cald fe_unsjtgrable. It

d 8 therptandand
nermor e el 1 ‘”"t@ S T g
Second conpu e ,ﬁa@f' %@t °f‘ Ju {?orattz?w et iwe% ek the aove
transferr ed I n B&k ﬁmydlétrj'ra(trgns He?g éisr %Fverg?\uét]a gto tﬁ)ea Ircatron of ﬁ'rese.

conput er SYS-ihdssde ransterre
mte:r;f acing means of sar rst conmput er system (100) to sar d data
trans'm ssion line (128, 228) and 35 - said data being received by

sai d secoad amamist er system (200) in encrypted formvia said inter- facing
means of said second conputer system (200), characterized in that said
firstand second Ashetbddobmansfeniag datd fichdla fErbpmpRéragsténePm) tod debdhd sk §dtein@200) via
or bei ng det achalaldetaftragemidsioe lidei (128 228)whetdrefossaiitragsfat at i on (122, - 222),
respectively, 40 a first station (2] isluded fos butputithgsiatadinoh afirstelettamniccard §12d), 6aidfirst station
224) each2tonpr ibeing (122) eannecidd takrd communisating iwity said firét coraputer systetn( 190} gndi furthierinere being
conmuni cat i on wicenrecied te said dateisanemigsionding {126.i236) vialsaid fips ogmputansystem (100) and interfacing
encryption/ decr {}$8#on means as well as an internal storage and toget her
constitute a coher eﬁfe“%"ts‘%'P" 2P isupstoroutputtinpdatafmm aspopnd elegtifgnic eArh@24)said sesand
secret key(s) pr¥ '@%FW?’F?at“HémT“ﬂ‘t”é’Fm%“"@tsﬂﬂ&g@“%@%%‘?@ﬁﬁoﬁrﬁ"é fur-
cards (12% 224)‘ @f‘amrwwgw(ﬁeﬁ A it $eGR1d gereRuisssysiem (200)

keys or being ué °'" rge%“ga ldfencrti/ 90/ decr ptron
keys, said encr qu ﬁg
of said el ect ro)(e%(LI , nlu f sec?'r"gfneﬁrg)f’ k. Ef’r%p edsysmmégg-
coher ent wcryptlong EJté’MHg%be éd/by sid S6dond q P tHin .nLJiL? ted t\nalggr)“n%gr—
only being handkgglg Wedr3 loPsaid ¥ecdhl e&%umysmm% P 3’2°§ AR
transaerred t 0 SRerdbtebizddFitha! ectronic card (124) from sai d f| rst corrput er
syst'em (100) via sabdifirbtand seond ble&tidnic Q&hzﬁﬂﬂ)sahﬁemwiﬂeeﬁ%&wto 6dbfRg §tachable
sai d first el ectromttedirst andthd sedéhd stabih (MZR, 228 Wéspbdiivély, 50 and bei ng
tenmporariy stored sax firstiad sevbrer ahironic cardy(24, ed4) 8dth dorhprei central Whth ProcsssiRGink, an
(124), said dat iopitéeuing gete fopcmnfunipatios ertiosaidiebrespariding statich @22,222)5dn edlerlyptiofftiecryption
el ectroni ¢ car dmedr24% welias abiaferng! stanage@nd/togetiver canstitate o cdhierestisetaf elertronicicards( tea224)
(124) by rreans eqmpsiamjc%ﬂert t eyl ererigyslyi staredhip the dnterhal staiade éfithesslectzdninosards (124,

tronic car d 4).A1d sacet kpyisn beingysed s epasyRtian/depy yptiandeys pr beinabispdforgenersting coherent
storage of sar d °F¥P§?"'d€F’(¥E‘t°F B?YchaH&F‘HYR“TZ rypiigickeyscreing ingutinta e intgrrel atqsecerof said
said first elecP 'F (az )y pnd sai (é)d’"f' BQ‘WP'&"%Q‘P’!P“P'H YP@ﬂ!itkeYsEQS"ef'
put gate of sai 5( an 3 5 @) H B’é‘f"oﬁh °'§§rf°d'°ﬁ'3§1@

encrypted data rgf; ﬁ"% ag? IJ?I.‘ °‘°i'g 24 p°"b%tl g 'sys"em(mo)
conput er gyst errgfagtﬁt np a‘? g °§ Tifig zﬁ N #ipg ingyt into
fromsaid secon m n pigf s I':%"p': &arrddge %%J"
via sai d second, s:ar.hmffr&% émara Y [184)5 darls P4 e

21 EP 0 402 6‘2}.& ﬁ%ﬂﬁeu@?ﬁt&ﬁi{e}@@ n &ditfin %&?y

el se; arbitrari (124);&&&1; e&ﬁo&tﬂﬂﬁo@&-&%tblemmk{ﬁf in &J&f}pﬂé&f&ﬁh M§£alcﬁﬂfu9&1t-
to the memni ng mitgatéi6r saio thideldctroriic chd (924 DT B irandferstehbihfpteddatd Wok shibirscomButer
abbr evi ati on of systendi00kto said kexondxolnpiitéraystény (20ef | nabl e 5 desi gnates the

end of a segnent Thesidimnsfeared enayptesd dgie elagiransfanedi®mbiaidiselanld compaterddtéin (200) to said
el enents. A dat ecendeipcimnic ogrdd224) deshid secand stationoR22)endevikaidanpodoufpot gtk of said second
t he above exanple with the segnent CUX, op}]y one data elenent |Is found.
This data ele- nent consists of 2 data conponents, viz DEMand IN. : is the
punctuation mark separating coherent data conponents, whereas + is the
separator for the individual 10 data elenents in a segnent. This technique
of describing information in a docurment is general and Is used in all

EDI FACT segnents. The data which follows a given segnent head, is defined
|n the standard and S therefore unalterable It |s, however, not all data
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.To a,very large extent codes are used In the individual segnents. By this
Is nmeant e.g. DEMin the above 15 Exedn2i3e1Bhi ch neans German marks. Both
parties to the comunication (transmtter and receiver) nust agree to the

appl i cat i QEmheahd\Gstan Markd-IRSRIuEEd b8 AytHifd\efab:rbith¥i h&ﬁnaﬁé ragb %
1. A net hﬁdm@éive“g?é’b%ﬁéﬁh%g%@ccfd&@r#lgﬁ S e sy ?"f i
second conplldataeyhponsit pulidlationimarka data transm ssion |ine (128 228) V\/nerel n
for said tiMBasbbreviatidn of Nvoicd -aisb aitrarliy definabfe Used for outputting data froma
first el ectesignates thaend of déddmentsai d first station 25 being (122) connected to
and conmuni cBieicongents df b segeient cn beglividedinfoidtte lemyrts. Adath d18Mgnt BIARidédiRtb BAY GFRLR

bei ng condatecenthonentss lnithe atieve axamplewitivths sagmentiCUX conly baddataBeentis founs.Thid déth 616t
conput er $patcensistsiala fata panponents; VizREMepdibans, a second station (222) is used
for out put Fut'r?lg’ afjorf maslnsenargling gehgrent dataicomponents; whetegs 2 Ixithe separatdr fardipedimdividual
stati off (2'2‘2 ementy| aeeﬂmfcrwwmmd@m infosmatiomin awipqumment is génesal gustisiused in
conput er ' " nd fur- 30 thernore being connected tosaid

dat atransm s F%‘*r%g ig egment heag ig d%@t%'ﬂﬂ“é@ﬁiﬂ’c@ﬁlw reforp unalierpble it

RyRe igory Gl & fow . be qmited dapensinacng thegjen.
g ;ng Pl e T
transf er r e a ek nﬁ?bﬂi@ﬁ nﬁt@?{al e fl%ggus(gz%ah%ﬁaplggtm e%teears

system(lqgge; Fra i ss on
said data being recel ved y sai d second conputer system (200) in encrypted

fermvia said inter- facing means of said second conputer system (200),
char acseer icratlsi N that said firstand second el ectronic card (124, 224) being
tenporarily connected toor being detachable fromthe first and the second
station (122 AnEid) of trassqmingtdiate erbi a fifeomputer system (100} BbiaGedond Eompaterbystéit 064 via

el ectroni c cadala (rdr@missichdiag (128 228) whergin fossaidtransfert r al data processing unit an
i nput / out put gat ea firsirstatiom{i2#) isaiseddor oulpitiingsiatadromarfirs slpcroic Baid @R4)] daldirst station
(122, 2%2), abeingrtA2)qonredad td endcommirisatingvith saidfisst camputecsystem (100) and farermdrabeing ©
and t oget her eagpestel fqpaid data tramnmissinn line §128.228)fecseld fishiomputenrsiistent (100) af@idiprfacing
conpri sing cOf®ent secret key(s) previously stored in the internal storage
of the el ect rom%seﬁ‘(’{'F’a@t' {223) is ysod '°"§’af|t'EP‘?@épé‘task@p‘{%ectwqqgl(%bwmcond
encryption/ d )&ﬁ'"a%gﬁd t‘b%'] municgtingoyit 33@?@?09&4% BPtes |9yatann(200) gnd fur-
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10 crétes étant utilisées comme clés de chiffrage/déchiffrage ou étant utilisées pour engendrer des clés co-
hérentes de chiffrage/déchiffrage, lesdites clés de chiffrage/déchiffrage étant introdultes dans la meé-
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25. Un systéme selon la revendication 24, ladite premiére et ladite deuxidme cartes électroniques (124, 224)
étant du type DES Smart Card de la firme Philips, Super Smart Card de la firme Bull ou CP8 Smart Card
de la firme Bull.
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