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CREDIT PAYMENT METHOD AND APPARATUSBASED
ON MOBILE TERMINAL ESE

TECHNICAL FIELD

[0001] The present disclosure relates to the field of camoations technologies,
and in particular, to a credit payment method appgasatus based on a mobile

terminal eSE.

BACKGROUND

[0002] Currently, public transportation mainly includesognd transportations
and subways. When users purchase public transjportatkets, they normally use
cash or pre-paid cards. Cash payment is mainly tmethe public transportation
system, and the user can buy a ticket by inserdoigs. Users can alternatively get
pre-paid metro cards, and take a bus or subwagdynsng the card.

[0003] When a user purchases a bus ticket in cash, becaasg buses are
self-serving and provide no exchange, the usermeegrepare the exact amount of
fares in advance, which can be inconvenient touber. Moreover, after close of
business, bus system staff needs to count all nfedl dares that are put in by the
self-service bus users, bringing extra work todtadf. When a user uses a metro card
to take the public transportation, because mostntimetro cards are non-contact
radio frequency (RF) cards, user-caused damagewead, such as bending the card,
or abrasion of the card surface are easily madeetonetro card during its normal use.
When a user uses a single-ride card to take ptialitsportation, the user normally
buys the single-ride card in small fares, and tiaff also needs to count the small
fares.

[0004] When a user uses a reusable pre-paid card to taie gransportation,
because the reusable pre-paid card is unregistargdts loss cannot be reported, it
can bring the user financial loss if the card st.Id’he user also needs to purchase,
recharge, and get a refund for the prepaid caspetified locations, which makes it

inconvenient to the user.
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SUMMARY

[0005] To resolve problems in related technologies, thesqmt disclosure
provides a credit payment method and apparatusdbase a mobile terminal
embedded secure element (eSE).

[0006] According to a first aspect of the implementatiohghe present disclosure,
a credit payment method based on a mobile ternei§&l is provided, and is applied
to a mobile terminal, and the method includes: sgntransaction information to a
transaction terminal; receiving current paymentgetion deduction information that
is sent by the transaction terminal based on #nesaction information; generating a
payment authorization license based on the dedustiormation and the transaction
information by using an eSE of the mobile terminahd sending the payment
authorization license to the transaction termirsal, that the transaction terminal
completes the current payment transaction based then received payment
authorization license.

[0007] After sending transaction information to a trangacterminal, the method
further includes: receiving an application publieykcertificate reading instruction
sent by the transaction terminal; and sending quticgtion public key certificate to
the transaction terminal based on the applicatioblip key certificate reading

instruction.

[0008] Further, generating a payment authorization licdrysasing an eSE of the

mobile terminal includes: generating signature datsed on the deduction

information by using an application private keyretb on the eSE; generating a
transaction authentication code (TAC) based ondi@uction information and the

transaction information by using a TAC sub-key tisgbre-generated on the eSE; and

using the signature data and the TAC as the payaghorization license.

[0009] Further, the payment method is applied to paymenbiis traveling, and

the transaction information includes a payment camhber, an available limit, and
an entrance/exit flag.

[0010] Further, the deduction information includes a déducamount, a date and
time of the current payment transaction, an engéaxit flag of the current payment
transaction sign, and station information of theeat payment transaction.

[0011] The method further includes: subtracting the dadncamount from the
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available limit in the transaction information bdsen the deduction amount in the
current payment transaction deduction informattorgbtain a current available limit;
and using the current available limit as an avéldimit corresponding to a user in
the mobile terminal.

[0012] According to a second aspect of the implementatiohghe present
disclosure, a credit payment method based on alentdvminal eSE is provided, and
is applied to a transaction terminal, and the metimzludes: receiving transaction
information sent by a mobile terminal, generatingrrent payment transaction
deduction information based on the transactionrinédion; sending the deduction
information to the mobile terminal; and when reagjva payment authorization
license, determining, based on the payment audtariz license, that the current
payment transaction is completed.

[0013] After receiving transaction information sent by alibe terminal, the
method further includes: sending an application lipukey certificate reading
instruction to the mobile terminal; receiving arpbgation public key certificate sent
by the predetermined mobile terminal; verifying tgplication public key certificate
by using a credit authorization public key locadtpred on the transaction terminal;
and when an application public key is restored fribra application public key
certificate during verification, performing the gt®f generating current payment
transaction deduction information.

[0014] Further, the payment authorization license inclusigaature data and a
TAC, and the determining, based on the paymentoaattion license, that the
current payment transaction is completed includesifying the signature data by
using the application public key; generating adeantion log when the signature data
is verified; and sending the transaction log toraedptermined server, so that the
predetermined server deducts a corresponding anodumbney from a user account
corresponding to the mobile terminal based on ttastaction log, where the
transaction log includes a deduction amount, astretion date, a transaction time, a
transaction terminal ID, a payment card numbeg\amlable limit, and a TAC.

[0015] Further, the method is applied to payment for baweling, and the
transaction information includes at least an ab&ldimit and an entrance/exit flag,
and the method further includes: determining whetie available limit in the
transaction information is greater than or equah toredetermined threshold; and if

the available limit is greater than or equal to finedetermined threshold, checking
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whether the entrance/exit flag in the transactmdormation is an exited state; and if
the entrance/exit flag in the transaction informiatis an exited state, performing the
step of sending an application public key certiiceeading instruction to the mobile
terminal.

[0016] According to a third aspect of the implementationfs the present
disclosure, a credit payment method based on alentdvminal eSE is provided, and
is applied to a mobile terminal, and the methodukes: separately generating an
application public key and an application privagy by using an eSE of the mobile
terminal; sending the application public key to redetermined server, so that the
predetermined server signs the application pubBy ky using a locally stored
authorization private key to generate an applicapablic key certificate; obtaining
the public key certificate sent by the predetermiirserver, and saving both the
application public key certificate and the appiicatprivate key on the eSE; sending
a credit payment data obtaining request to thegbeechined server; and receiving
credit payment data sent by the predetermined seamd enabling a credit payment
function of the mobile terminal based on the crpdygment data by using the eSE.
[0017] The method further includes: obtaining device pataminformation of
the mobile terminal; sending the device parametfarination to the predetermined
server, so that the predetermined server determbveesed on the received device
parameter information, whether the mobile termima&ets a hardware condition for
enabling credit payment; checking whether the trpdyment enabling information
sent by the predetermined server is received; amehwthe credit payment enabling
information sent by the predetermined server igived, determining that the mobile
terminal meets the hardware condition for enabtredit payment, and performing
the step of separately generating an applicatidilipkey and an application private
key.

[0018] The method further includes: obtaining user idgnitiformation; sending
the user identity information to the predetermirsedver, so that the predetermined
server determines, based on the received useritidentormation, whether the
mobile terminal meets a security authenticationdatoon for enabling credit payment;
checking whether security authentication succes®rrmation sent by the
predetermined server is received; and when therisgcauthentication success
information sent by the predetermined server igived, determining that the mobile

terminal meets the security authentication condifmr enabling credit payment, and
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performing the step of separately generating anliGgon public key and an
application private key.

[0019] The method further includes: sending a request dbtaining a
predetermined installation file to the predeterrdirserver, where the predetermined
installation file includes a credit payment appiica and a registration script;
obtaining the credit payment application and thggsteation script that are sent by the
predetermined server; and separately installingctbdit payment application and the
registration script on the eSE, and performing step of separately generating an
application public key and an application privagg.k

[0020] According to a fourth aspect of the implementatiarfsthe present
disclosure, a credit payment method based on alent#dsminal eSE is provided, and
is applied to a server, and the method includesiveng an application public key
sent by a mobile terminal; signing the applicatipnblic key by using an
authorization private key locally stored on theveeito generate an application public
key certificate; sending the application public legytificate to the mobile terminal,
so that the mobile terminal saves the receivediegmn public key certificate on an
eSE; receiving a credit payment data obtaining estjgent by the mobile terminal;
generating credit payment data corresponding tontbbile terminal based on the
credit payment data obtaining request, and senthiagcredit payment data to the
mobile terminal, so that the mobile terminal enaldecredit payment function of the
mobile terminal based on the received credit payrdata.

[0021] The method further includes: receiving device pat@minformation sent
by the mobile terminal; determining, based on tleeick parameter information,
whether the mobile terminal meets a hardware cmmdfor enabling credit payment;
and when the mobile terminal meets the hardwarealiton for enabling credit
payment, sending credit payment enabling infornmatm the mobile terminal, and
performing the step of receiving an applicationlfukey sent by a mobile terminal.
[0022] The method further includes: receiving user idgntiformation sent by
the mobile terminal; determining, based on the ig@mtity information, whether the
mobile terminal meets a security authenticationdaoon for enabling credit payment;
and when the mobile terminal meets the securitlyemtication condition for enabling
credit payment, sending security authenticationces information to the mobile
terminal, and performing the step of receiving @pli@ation public key sent by a

mobile terminal.
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[0023] The method further includes: receiving a requesit d8/ the mobile
terminal for obtaining a predetermined installatifile, where the predetermined
installation file includes a credit payment apgiica and a registration script; and
separately sending the credit payment applicatimh the registration script to the
mobile terminal based on the request for obtaitivegpredetermined installation file,
and performing the step of receiving an applicatpublic key sent by a mobile
terminal.

[0024] According to a fifth aspect of the implementation§ the present
disclosure, a credit payment apparatus based onkélerterminal eSE is provided,
and the apparatus includes: a transaction infoonaénding unit, configured to send
transaction information to a transaction termiralkleduction information receiving
unit, configured to receive current payment traheacdeduction information that is
sent by the transaction terminal based on the adiosm information; a payment
authorization license generation unit, configuredyénerate a payment authorization
license based on the deduction information andrmesaction information by using
an eSE of the mobile terminal; and a payment aigaon license sending unit,
configured to send the payment authorization lieetosthe transaction terminal, so
that the transaction terminal completes the curpaytnent transaction based on the
received payment authorization license.

[0025] The apparatus further includes: an application ipukky certificate
reading instruction receiving unit, configured tceive an application public key
certificate reading instruction sent by the tratisacterminal; and an application
public key certificate sending unit, configured gend an application public key
certificate to the transaction terminal based andpplication public key certificate
reading instruction.

[0026] Further, the payment authorization license germratinit includes: a
signature data generation module, configured t@igga signature data based on the
deduction information by using an application ptév&ey stored on the eSE; a TAC
generation module, configured to generate a TA@das the deduction information
and the transaction information by using a TAC kap-that is pre-generated on the
eSE; and a payment authorization license detergnimodule, configured to use the
signature data and the TAC as a payment authaizltense.

[0027] Further, when the payment apparatus is applied agment for bus

traveling, the transaction information includesayment card number, an available
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limit, and an entrance/exit flag.

[0028] Further, the deduction information includes a déducamount, a date and
time of the current payment transaction, an eneéaxit flag of the current payment
transaction sign, and station information of theent payment transaction.

[0029] The apparatus further includes: a current availdéibié generation unit,
configured to subtract a deduction amount fromabailable limit in the transaction
information based on the deduction amount in theeot payment transaction
deduction information to obtain a current availabheit; and an available limit
determining unit, configured to use the currentilaiée limit as an available limit
corresponding to a user in the mobile terminal.

[0030] According to a sixth aspect of the implementaticofs the present
disclosure, a credit payment apparatus based onhkalerterminal eSE is provided,
and is applied to a transaction terminal, and theaeatus includes: a transaction
information receiving unit, configured to receivartsaction information sent by a
mobile terminal; a deduction information generationit, configured to generate
current payment transaction deduction informatioasda on the transaction
information; a deduction information sending uecibnfigured to send the deduction
information to the mobile terminal; and a paymeménsaction completion
determining unit, configured to: when a paymenthatkation license is received,
determine, based on the payment authorization deethat the current payment
transaction is completed.

[0031] The apparatus further includes: an application ipubky certificate
reading instruction sending unit, configured to dsean application public key
certificate reading instruction to the mobile temalj an application public key
certificate receiving unit, configured to receive application public key certificate
sent by the predetermined mobile terminal; and @pli@ation public key certificate
verification unit, configured to verify the applic@n public key certificate by using a
credit authorization public key locally stored b transaction terminal.

[0032] Further, the credit authorization license includigmature data and a TAC,
and the credit transaction completion determinimgt includes: a signature data
verification module, configured to verify the sigma data by using the application
public key; a transaction log generation modulefigored to generate a transaction
log when the signature data is verified; and asmation log sending module,

configured to send the transaction log to a predeted server, so that the
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predetermined server deducts a corresponding anodumbney from a user account
corresponding to the mobile terminal based on tamsaction log, where the
transaction log includes a deduction amount, astretion date, a transaction time, a
transaction terminal ID, a payment card numbeg\amlable limit, and a TAC.

[0033] Further, the apparatus is applied to payment fos kaveling, the
transaction information includes at least an abéldimit and an entrance/exit flag,
and the apparatus further includes a thresholdrméteng unit and an entrance/exit
flag determining unit; where the threshold deteingrunit is configured to determine
whether the available limit in the transaction mfi@ation is greater than or equal to a
predetermined threshold; the entrance/exit flagerdeinhing unit is configured to:
when the available limit is greater than or eqoahe predetermined threshold, check
whether the entrance/exit flag in the transactrdarmation is an exited state; and the
application public key certificate reading instinoatsending unit is further configured
to send the application public key certificate fagdnstruction to the mobile terminal
when the entrance/exit flag in the transactionnmfation is an exited state.

[0034] According to a seventh aspect of the implementatioh the present
disclosure, a credit payment apparatus based onkélerterminal eSE is provided,
and is applied to a mobile terminal, and the apgparacludes: a key generation unit,
configured to separately generate an applicatidnipiiey and an application private
key by using an eSE of the mobile terminal; an igppbn public key sending unit,
configured to send the application public key tpradetermined server, so that the
predetermined server signs the application pubBy ky using a locally stored
authorization private key, to generate an apphcapublic key certificate; a public
key certificate acquisition unit, configured to aiot a public key certificate sent by
the predetermined server, and save both the apiphcpublic key certificate and the
application private key on the eSE; a credit payntiatta obtaining request sending
unit, configured to send a credit payment dataioiotg request to the predetermined
server; and a credit payment data setting unitfigored to receive credit payment
data sent by the predetermined server, and enabtedit payment function of the
mobile terminal based on the credit payment data.

[0035] The apparatus further includes: a device paran@t@mation acquisition
unit, configured to obtain device parameter infaiora of the mobile terminal; a
device parameter information sending unit, coniguto send the device parameter

information to the predetermined server, so thatpgredetermined server determines,
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based on the received device parameter informatigrgther the mobile terminal
meets a hardware condition for enabling credit payna credit payment enabling
information check unit, configured to check whetheedit payment enabling
information sent by the predetermined server ieived; and a credit payment
hardware enabling condition, used to determine,rwihe credit payment enabling
information sent by the predetermined server i®iv@d, that the mobile terminal
meets the hardware condition for enabling credynpent.

[0036] The apparatus further includes: a user identitgrmftion acquisition unit,
configured to obtain user identity information; seu identity information sending
unit, configured to send the user identity inforimatto the predetermined server, so
that the predetermined server determines, basedhenreceived user identity
information, whether the mobile terminal meets @uséy authentication condition for
enabling credit payment; a security authenticasowrcess information check unit,
configured to check whether security authenticasancess information sent by the
predetermined server is received; and a hardwaaélieg condition confirm unit,
configured to determine, when the security autlsatibn success information sent by
the predetermined server is received, that the ledkerminal meets the security
authentication condition for enabling credit paymen

[0037] The apparatus further includes: a predeterminetliagon file obtaining

a request sending unit, configured to send a reédoesobtaining a predetermined
installation file to the predetermined server, vehtdre predetermined installation file
includes a credit payment application and a regjisin script; a file acquisition unit,
configured to obtain the credit payment applicatima the registration script that are
sent by the predetermined server; and a file iladtah unit, configured to separately
install the credit payment application and thestgtion script on the eSE.

[0038] According to an eighth aspect of the implementatiad the present
disclosure, a credit payment apparatus based onhl@lerterminal eSE is provided,
and is applied to a server, and the apparatus dasluan application public key
receiving unit, configured to receive an applicatipublic key sent by a mobile
terminal; an application public key certificate geation unit, configured to sign the
application public key by using an authorizationvagte key locally stored on the
server, to generate an application public key fieate; an application public key
certificate sending unit, configured to send thpliaption public key certificate to the

mobile terminal, so that the mobile terminal satresreceived application public key
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certificate on an eSE; a credit payment data oiotgimequest receiving unit,
configured to receive a credit payment data ohtgimequest sent by the mobile
terminal; and a credit payment data generation, woibfigured to generate credit
payment data corresponding to the mobile termiagktd on the credit payment data
obtaining request, and send the credit paymenttdatae mobile terminal, so that the
mobile terminal enables a credit payment functibthe mobile terminal based on the
received credit payment data.

[0039] The apparatus further includes: a device parametermation receiving
unit, configured to receive device parameter infation sent by the mobile terminal;
a credit payment enabling hardware condition det@ng unit, configured to
determine, based on the device parameter informatibether the mobile terminal
meets a hardware condition for enabling credit paymnand a credit payment
enabling information sending unit, configured tondecredit payment enabling
information to the mobile terminal when the mobi&gminal meets the hardware
condition for enabling credit payment.

[0040] The apparatus further includes: a user identitgrimftion receiving unit,
configured to receive user identity information tsleyrthe mobile terminal; a security
authentication condition determining unit, configdito determine, based on the user
identity information, whether the mobile terminaleets a security authentication
condition for enabling credit payment; and a sdégumuthentication success
information sending unit, configured to send sdgurauthentication success
information to the mobile terminal when the useentity information meets the
security authentication condition for enabling dar@adyment.

[0041] The apparatus further includes: a predeterminetliagon file obtaining
request receiving unit, configured to receive auesy sent by the mobile terminal for
obtaining a predetermined installation file, whéne predetermined installation file
includes a credit payment application and a regfisin script; and an installation file
sending unit, configured to separately send thditcayment application and the
registration script to the mobile terminal based tbe request for obtaining the
predetermined installation file.

[0042] The technical solutions provided in the implemeaote of the present
disclosure can include the following beneficialeets:

[0043] The credit payment method and apparatus basedrob#e terminal eSE

provided in the present disclosure can be appledatmobile terminal and a
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transaction terminal. After enabling a payment eagilon, a user can use the mobile
terminal to complete offline credit payment withettransaction terminal. As such, a
payment transaction can be made quickly and secuaed online payment is not
required, so that a problem in related technolothes the user needs to use cash, a
metro card, etc. to implement a payment transadtioction when taking a public
transportation vehicle can be effectively resolved.

[0044] It should be understood that the previous geneeslcription and the
following detailed description are merely exampeasd explanations, and cannot limit

the present disclosure.

BRIEF DESCRIPTION OF DRAWINGS

[0045] The accompanying drawings here are incorporatethenspecification,
constitute a part of the specification, show impamations that are in accordance
with the present disclosure, and are used withsgieeification to explain a principle
of the present disclosure.

[0046] FIG. 1 is a schematic diagram illustrating a creaithorization system,
according to an implementation of the present dsale.

[0047] FIG. 2 is a flowchart illustrating a credit paymeamethod based on a
mobile terminal eSE, according to an example impletation.

[0048] FIG. 3 is a flowchart illustrating a credit paymeamethod based on a
mobile terminal eSE, according to an example impletation.

[0049] FIG. 4 is a flowchart illustrating step S130 in FES

[0050] FIG. 5 is a flowchart illustrating a credit paymemethod based on a
mobile terminal eSE, according to an example impletation.

[0051] FIG. 6 is a flowchart illustrating a credit paymemethod based on a
mobile terminal eSE, according to another examplgementation.

[0052] FIG. 7 is a flowchart illustrating a credit paymeamethod based on a
mobile terminal eSE, according to another exampl@ementation.

[0053] FIG. 8 is a flowchart illustrating step S640 in FB5

[0054] FIG. 9 is a flowchart illustrating a credit paymemethod based on a
mobile terminal eSE, according to another examplgementation.

[0055] FIG. 10 is a flowchart illustrating a credit paymenethod based on a
mobile terminal eSE, according to another exampl@ementation.
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[0056] FIG. 11 is a flowchart illustrating a credit payrmenethod based on a
mobile terminal eSE, according to another examplgementation.
[0057] FIG. 12 is a flowchart illustrating a credit paymenethod based on a
mobile terminal eSE, according to another exampl@ementation.
[0058] FIG. 13 is a flowchart illustrating a credit paymenethod based on a
mobile terminal eSE, according to another examplgementation.
[0059] FIG. 14 is a flowchart illustrating a credit paymenethod based on a
mobile terminal eSE, according to another exampl@ementation.
[0060] FIG. 15 is a flowchart illustrating a credit payrmanethod based on a
mobile terminal eSE, according to another examplgementation.
[0061] FIG. 16 is a flowchart illustrating a credit paymenethod based on a
mobile terminal eSE, according to another exampl@ementation.
[0062] FIG. 17 is a flowchart illustrating a credit payrmheanethod based on a
mobile terminal eSE, according to another examplgementation.
[0063] FIG. 18 is a diagram illustrating signaling amongradit authorization
system application on a mobile phone, an eSE dhug, a transaction terminal,

according to an implementation of the present dsmale.

[0064] FIG. 19 is a diagram illustrating signaling betweemobile terminal and a
bus gate, according to an implementation of theeredisclosure.

[0065] FIG. 20 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to amplaimplementation.

[0066] FIG. 21 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to amplaimplementation.

[0067] FIG. 22 is a schematic diagram illustrating a paynathorization license
generation unit in FIG. 20.

[0068] FIG. 23 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to amplaimplementation.

[0069] FIG. 24 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to anetteample implementation.

[0070] FIG. 25 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to anettemple implementation.

[0071] FIG. 26 is a schematic diagram illustrating a payméansaction

completion determining unit in FIG. 24.
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[0072] FIG. 27 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to anettemple implementation.
[0073] FIG. 28 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to anetteample implementation.
[0074] FIG. 29 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to anettemple implementation.
[0075] FIG. 30 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to anetteample implementation.
[0076] FIG. 31 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to anettemple implementation.
[0077] FIG. 32 is a schematic diagram illustrating a drgiyment apparatus
based on a mobile terminal eSE, according to anetteample implementation.
[0078] FIG. 33 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to anettemple implementation.
[0079] FIG. 34 is a schematic diagram illustrating a drg@iyment apparatus
based on a mobile terminal eSE, according to anetteample implementation.
[0080] FIG. 35 is a schematic diagram illustrating a drg@iyment apparatus

based on a mobile terminal eSE, according to anettemple implementation.

DESCRIPTION OF IMPLEMENTATIONS

[0081] Example implementations are described in deta# hend examples of the
example implementations are illustrated in the agmanying drawings. When the
following description relates to the accompanyingawdngs, unless otherwise
specified, same numbers in different accompanyingwvohgs represent same or
similar elements. Implementations described in tlellowing example
implementations do not represent all implementatioconsistent with the present
disclosure. Instead, they are only examples of i@pses and methods consistent
with some aspects of the present disclosure thatdascribed in detail in the
appended claims.

[0082] Mobile payment is also referred to as mobile phpagment. A user can
use a mobile terminal to pay for a purchased produservice. The mobile terminal
can communicate with a transaction terminal througiar field communication

(NFC), to make a payment transaction. NFC, als@rrefl to as short range
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communication, is a short range high-frequencya@adimmunication technology that
allows electronic devices to exchange data throug-contact point-to-point data
transmission. The secure nature of NFC technolagws good application prospect.
[0083] In the payment technology field, many mobile teralsnwith a transaction
payment function have an embedded secure elem8H) (€hip. The eSE chip can
exist in a SIM card integrated chip, be integrated a mobile terminal, or exist in an
SD integrated chip. The eSE chip is a secured ttfaipis mainly responsible for data
security storage, data encryption, etc. of the tedbrminal. For better description, in
implementations of the present disclosure, the e8ip is illustrated as being
integrated into the mobile terminal. But it doeg hmit the present disclosure. The
eSE on the mobile terminal is equivalent to a Jeaal, and complies with the
JAVACARD specification and the GP specificationeTlava card is an open standard
formulated by Sun for a smart card developmenfqoiait

[0084] To facilitate better understanding and implemeatatof the present
disclosure by a person skilled in the art, a catr@h among a mobile terminal, a
transaction terminal, and a server involved in itm@lementations of the present
disclosure is first described briefly, such as howransmit and process data between
the terminals. Due to the wide application of tihesent disclosure, such as in mobile
payment, for better description, the present dsmale is illustrated by a scenario
where customers use mobile phone credit paymeptitchase public transportation
fares.

[0085] As shown in FIG. 1, a credit authorization systemovgled in an
implementation of the present disclosure includesaile terminal 100, a transaction
terminal 200, and a server 300. The mobile ternii@8l can be a mobile phone with a
payment transaction function. The transaction team200 can be a bus gate, and the
bus gate is a POS terminal used in a bus systenswbway system. The server 300 is
a server in a credit authorization system. Befoeking a payment transaction with
the transaction terminal 200 by using the mobilenteal 100, a user needs to first
enable a credit payment transaction function ofrtimdbile terminal 100 by using the
server 300, then can make the payment transactithntiee transaction terminal 200
by using the mobile terminal 100. In addition, th@nsaction terminal 200
periodically uploads a transaction log of the melérminal 100 to the server 300,
and the server 300 deducts a corresponding amduntooey from an account

corresponding to the mobile terminal 100, and glhgsmoney to a bus company.

14



10

15

20

25

30

[0086] In the implementation provided in the present disate, two applications
can be installed on the mobile terminal. One isealit payment application which is
installed on an eSE chip of the mobile terminal arah be a credit payment
application applet. For a Java card, Sun sets A@ddhe object for running on its
platform. The other application on the mobile teratican be a credit authorization
system application. Functions of the previous twpligations on the mobile terminal
can be implemented by using one application. In@d limited in the present
implementation.

[0087] The transaction terminal 200 uses a strict iderg#gurity authentication
mechanism, to ensure that only a user who passastidsecurity authentication and
has enough credit limit can enable a bus creditngey application.

[0088] The credit payment application applet is instalbedthe eSE chip of the
mobile terminal 100 with an NFC function. Duringrgenalization, it generates an
application public and private key pair, and sathes application private key on the
eSE chip. A security mechanism of the eSE chip ressthat data of the eSE chip is
not stolen in any circumstance. An application pukeéy is signed as an application
public key certificate by using a private key ir ttredit authorization system, and is
saved on the eSE chip. A public key in the crediharization system is provided for
the transaction terminal 200, and a storage logasadetermined by the transaction
terminal 200. Because it is a public key, no mamgatequirement is imposed on
security.

[0089] When providing a credit payment transaction, afading the application
public key certificate in the credit payment apalion, the transaction terminal 200
verifies the application public key certificate iging the public key in the credit
authorization system, to restore the applicatiomlipukey. The credit payment
application applet on the eSE chip generates a ealyauthorization license by using
the application private key. The transaction teahi200 verifies the payment
authorization license by using the application pukey, and then checks a security
factor in the authorization license after the veafion passes. After confirming
security, the transaction terminal 200 performslitraccounting, and then settles a
corresponding credit account at a specified tineeefisure payment security, when a
guantity of use times, a limit, or an interval tiragceeds a specified threshold, the
mobile terminal needs to connect to a network tafyweser identity information, and

grant authorization again.
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[0090] Data interaction between the mobile terminal 10@ #ime transaction
terminal 200 during a payment transaction is fiestcribed below.

[0091] To resolve a related technical problem, an impleatem of the present
disclosure provides a credit payment method bases mobile terminal eSE, applied
to a mobile terminal side. As shown in FIG. 2, thethod can include the following
steps:

[0092] In step S110, send transaction information to estation terminal.

[0093] For better description, the transaction terminal lgIs gate.

[0094] When a user holds a mobile terminal and approattieebus gate to make
a payment transaction, because the bus gate caragera radio frequency field,
when the mobile terminal approaches the bus dgagemobile terminal can detect the
radio frequency field generated by the bus gatd, taen can detect the bus gate.
When the mobile terminal detects the bus gatemntblile terminal sends transaction
information to the bus gate.

[0095] In step S120, receive current payment transacteduction information
that is sent by the transaction terminal basederransaction information.

[0096] After receiving an application public key certifieasent by the mobile
terminal, the bus gate verifies the application ligukey certificate, generates the
current payment transaction deduction informati@nd sends the deduction
information to the mobile terminal. The mobile temal receives the deduction
information sent by the bus gate.

[0097] In step S130, generate a payment authorizatiomdeebased on the
deduction information and the transaction inforimatby using an eSE of the mobile
terminal.

[0098] The payment authorization license generated by ntobile terminal
includes: signature data and transaction authdiaticaode (TAC).

[0099] In step S140, send the payment authorization leednsthe transaction
terminal, so that the transaction terminal compgldtee current payment transaction
based on the received payment authorization license

[0100] After receiving the payment authorization licensntsby the mobile
terminal, the bus gate verifies the payment autlation license. If the license is
verified, it is determined that the current paynteamsaction is completed.

[0101] In the credit payment method based on a mobileitedneSE provided in

the present implementation of the present discigsuhen the user makes a payment
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transaction with the transaction terminal by usihg mobile terminal, the mobile
terminal successively sends, based on the reléwsintiction information sent by the
transaction terminal, the transaction informatithie, application public key certificate,
and the generated payment authorization licengbedransaction terminal, and the
transaction terminal completes the current paymeansaction based on the
information sent by the mobile terminal. Comparedhwa problem in related
technologies, in the credit payment method based omobile terminal eSE provided
in the present implementation of the present dssok, when making a transaction
with the transaction terminal by using the mobéentinal, the user can separately
make the mobile terminal and the transaction teamle offline, so that credit
accounting is used for a user account of the mdbéitainal in a subsequent payment
transaction process. The account is settled otdy Hfe user makes purchase by using
the mobile terminal, so that the user can be pretefrom a capital loss risk caused
by using cash in a transaction.

[0102] As refinement of the method in FIG. 2, in anothaplementation of the
present disclosure, as shown in FIG. 3, after Stel®), the method can further include
the following steps:

[0103] In step S150, receive an application public keytifogate reading
instruction sent by the transaction terminal.

[0104] After the bus gate receives the transaction inftionasent by the mobile
terminal, the bus gate sends the application pwgiccertificate reading instruction
to the mobile terminal after processing and confignthe transaction information.
After the mobile terminal receives the applicatipnblic key certificate reading
instruction sent by the bus gate, a credit paymnapptication on the mobile terminal
reads an application public key certificate thgpris-generated and stored on the eSE
of the mobile terminal.

[0105] In step S160, send an application public key cedtié to the transaction
terminal based on the application public key cedit reading instruction.

[0106] The credit payment application on the mobile teahisends the read
application public key certificate to the bus ghtsed on the application public key

certificate reading instruction.

[0107] To describe in detail in the present implementatmhn the present

disclosure, how the mobile terminal generates tngment authorization license, so
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the transaction terminal can complete the curr@ynent transaction based on the
authorization license sent by the mobile terminalrefinement of the method in FIG.
2, in another implementation of the present disg®sas shown in FIG. 4, step S130
can further include the following steps:

[0108] In step S131, generate signature data based otethection information
by using an application private key stored on tBE.e

[0109] The application private key is pre-generated andedt on the eSE of the
mobile terminal. The credit payment applicationnsighe deduction information by
using the application private key, to generate signature data. The deduction
information includes a deduction amount, a date tme of the current payment
transaction, an entrance/exit flag of the curreaynpent transaction sign, and station
information of the current payment transaction.

[0110] In step S132, generate a TAC based on the dedudfiormation and the
transaction information by using a TAC sub-key tisgire-generated on the eSE.
[0111] The credit payment application on the mobile teahiencrypts the
deductible amount, the date of the current payrtransaction, the time of the current
payment transaction, the payment card number, \thigalle limit, and a credit limit
based on the deduction information and the trarsaahformation, to generate the
TAC. The credit limit is a maximum available amoustithorized by a credit
authorization system to the user in an offline mode

[0112] The deduction information includes: the deductioroant, the date of the
current payment transaction, the time of the currpayment transaction, the
entrance/exit flag of the current payment transacsign, and the station information
of the current payment transaction.

[0113] In step S133, use the signature data and the TAQGhaspayment
authorization license.

[0114] The credit payment application can send the sigaatata and the TAC to
the bus gate separately as the payment authonzatense, or can send the signature
data and the TAC together to the bus gate as & engtiorization license.

[0115] In addition, when the payment method is appliedp&yment for bus
traveling, the transaction information includesayment card number, an available

limit, and an entrance/exit flag. The payment qauchber is a unique character code
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generated by the credit authorization system foheger's credit payment application.
The available limit is an amount of money that tiser can use currently. The TAC
sub-key is obtained by a server in the credit aightion system based on a card
number hash by using a TAC parent private key.

[0116] As refinement of the method in FIG. 2, in anothaplementation of the
present disclosure, as shown in FIG. 5, the metlaodfurther include the following
steps:

[0117] In step S170, subtract the deduction amount fraerathailable limit in the
transaction information based on the deduction aron the current payment
transaction deduction information, to obtain a eatravailable limit.

[0118] In step S180, use the current available limit as asmilable limit
corresponding to a user in the mobile terminal.

[0119] To describe a transaction payment process betweembbile terminal
and the transaction terminal in detail, an impletagon of the present disclosure
provides an execution procedure of a credit paymmeathod based on mobile
terminal eSE on a transaction terminal side. Aswshi FIG. 6, the method can
include the following steps:

[0120] In step S610, receive transaction information bgra mobile terminal.
[0121] A bus gate receives the transaction information kgrthe mobile terminal.
The transaction information includes a payment camhber, an available limit, an
entrance/exit flag, and information about a presitransaction. The bus gate checks
content of the transaction information, for examgleecking information such as an
available limit of an account corresponding to thebile terminal, the entrance/exit
flag, etc. When the content is verified as qudlifithe bus gate sends an application
public key certificate reading instruction to thelrile terminal.

[0122] In step S620, generate current payment transadgdnction information
based on the transaction information.

[0123] The bus gate verifies an application public keytiteate sent by the
mobile terminal. If the verification fails, the ¢ant payment transaction ends. If an
application public key is restored from the applma public key certificate, the
verification succeeds, and the current payments&etion deduction information is
generated. Notably, the current payment transad@aiuction information can also be

referred to as a deduction instruction, so the tedlerminal can generate a payment
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authorization license after receiving the deductidaormation (deduction instruction)
sent by the bus gate.

[0124] The current payment transaction deduction inforomatincludes a
deduction amount, a date and time of the curreyingat transaction, an entrance/exit
flag of the current payment transaction sign, amdis information of the current
payment transaction. The deduction amount is caedl by the bus gate based on
information such as the entrance/exit flag of theent payment transaction.

[0125] In step S630, send the deduction information tarleile terminal.

[0126] The bus gate sends the generated deduction inform#d the mobile
terminal, so that after receiving the deductionoinfation, the mobile terminal
generates the payment authorization license basdtleodeduction information and
the transaction information by using an eSE ofrtiobile terminal.

[0127] In step S640, when the payment authorization lieers received,
determine, based on the payment authorization deethat the current payment
transaction is completed.

[0128] The payment authorization license includes: sigeatiata and TAC. The
bus gate verifies the signature data in the paynaemitorization license. If the
verification fails, the current payment transactends. If the verification succeeds, a
transaction log of the current payment transadsaecorded.

[0129] As refinement of the method in FIG. 6, as showrFiG. 7, in another
implementation of the present disclosure, aftep <5610, the method can further
include the following steps:

[0130] In step S650, send an application public key cedtié reading instruction
to the mobile terminal.

[0131] In step S660, receive an application public ketifteate sent by the
predetermined mobile terminal.

[0132] After the bus gate sends the application public keytificate reading
instruction to the mobile terminal, the mobile terad sends the application public
key certificate to the bus gate based on the iotmy, and the bus gate receives the
application public key certificate sent by the nielberminal.

[0133] In step S670, verify the application public keytdate by using a credit
authorization public key locally stored on a trastgm terminal.

[0134] To determine whether the received application puk®y certificate is

correct, and to use related information in the fgukéy certificate, the application
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public key certificate needs to be verified by gsihe credit authorization public key.
The credit authorization public key can be preesdarn the bus gate.

[0135] When the application public key is restored frore #pplication public
key certificate during verification, step S620 efprmed.

[0136] To describe in detail how the transaction termic@inpletes the current
payment transaction based on the authorizationdeeesent by the mobile terminal in
the present implementation of the present disciysas refinement of the method in
FIG. 6, in another implementation of the presestldisure, as shown in FIG. 8, step
S640 can further include the following steps:

[0137] In step S641, verify the signature data by usirgapplication public key.
[0138] The application public key is restored by the batedgrom the payment
authorization license sent by the mobile termiraadd the application public key
checks whether related information in the signatdata matches corresponding
information in the application public key. If thayatch, the verification succeeds.
[0139] In step S642, generate a transaction log whenighatsire data is verified.
[0140] After the bus gate verifies the signature data, ttaasaction log of the
current payment is generated. The transaction nofudes: a deduction amount, a
transaction date, a transaction time, a transatéioninal ID, a payment card number,
an available limit, and a TAC.

[0141] In step S643, send the transaction log to a predeted server, so that the
predetermined server deducts a corresponding anodumbney from a user account
corresponding to the mobile terminal based onrdngstction log.

[0142] As shown in FIG. 9, in another implementation of firesent disclosure,
the credit payment method based on a mobile tetm&&E provided in the
implementation of the present disclosure is apptedayment for bus traveling.
Before step S610, an execution procedure on tinedciion terminal side can further
include the following steps:

[0143] In step S691, determine whether the available limithe transaction
information is greater than or equal to a predeigeththreshold.

[0144] If the available limit is greater than or equathe predetermined threshold,
step S692 is performed.

[0145] In step S692, check whether the entrance/exit flaghe transaction
information is an exited state.

[0146] If the entrance/exit flag in the transaction infation is an exited state,
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step S610 is performed.

[0147] Step S691 is mainly to enable the bus gate to c¢chbaked on the
transaction information sent by the mobile terminethether an available limit of a
user account corresponding to the mobile termisadnough to pay for the current
payment transaction. If the available limit is ifisient, the current payment
transaction is rejected. If the available limisigficient, the bus gate checks whether
the entrance/exit flag in the transaction informatis O. If the entrance/exit flag is not
0, the current payment transaction is rejectethdfentrance/exit flag is 0, the current
payment transaction is continued. Notably, when é&mérance/exit flag is 1, it
indicates that the user who holds the mobile teamin an entered state, and then
the current payment transaction is rejected; when éntrance/exit flag is 0O, it
indicates that the user who holds the mobile teainis in an exited state, and an
account can be settled, so the current paymergacéion is made.

[0148] The transaction information includes a payment cantchber, an available
limit, an entrance/exit flag, and information abaytrevious transaction.

[0149] The previous implementation describes in detailekecution procedures
on the mobile terminal side and the transactiomiteal side in the credit payment
method based on a mobile terminal eSE providedhenprresent disclosure during a
payment transaction. Before the payment transaddiomade between the mobile
terminal and the transaction terminal, data needsetinteracted between the mobile
terminal and a server in a credit authorizationtesys so as to enable a payment
transaction function of the mobile terminal. Exéont procedures on a mobile
terminal side and a server side when a paymensaciion function of the mobile
terminal is enabled are described in detail below.

[0150] As shown in FIG. 10, when a mobile terminal enabtespayment
transaction function, an execution procedure onodbil®a terminal side in a credit
payment method based on a mobile terminal eSE gedvin an implementation of
the present disclosure can include the followirggpst

[0151] In step S710, separately generate an applicatidslicpkkey and an
application private key by using an eSE of a motateninal.

[0152] A credit authorization system application instaltad the mobile terminal
sends a request to the eSE of the mobile termimagéquest the eSE to generate a pair
of public key and private key, that is, the appglma public key and the application
private key. The eSE sends the generated applicaiitblic key to the credit
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authorization system application on the mobile teai

[0153] In step S720, send the application public key prealetermined server, so
that the predetermined server signs the applicgbiaolic key by using a locally
stored authorization private key, to generate aotigation public key certificate.

[0154] After obtaining the application public key sent the eSE, the credit
authorization system application on the mobile teaihsends the application public
key to the predetermined server, so that the peeaigted server signs the application
public key by using the locally stored authorizatiprivate key, to generate the
application public key certificate. Notably, theegetermined server here can be a
server in a credit authorization system.

[0155] In step S730, obtain the public key certificatetd®enthe predetermined
server, and save both the application public keyfoate and the application private
key on the eSE. The eSE chip is a secure chip amclywesponsible for data security
storage, data encryption, etc. of the mobile teamiand can well store the application
public key certificate and the application privaey, to avoid a property loss caused
to a user due to a data loss.

[0156] In step S740, send a credit payment data obtaimeggest to the
predetermined server.

[0157] In step S750, receive credit payment data senthdyptedetermined server,
and enable a credit payment function of the moteleninal based on the credit
payment data by using the eSE.

[0158] In another implementation provided in the presestidsure, as shown in
FIG. 11, before step S710, the method can furtiidude the following steps:

[0159] In step S701, obtain device parameter informaticth@® mobile terminal.

[0160] The device parameter information of the mobile teahcan be hardware
information of the mobile terminal. Because theddr@ayment method provided in
the present disclosure is based on the mobile tadn@SE chip, whether the mobile
terminal has a satisfactory eSE chip needs to keked first. Further, whether the
mobile terminal has another hardware condition irequby a payment transaction,
such as whether it has an NFC function, also neelie checked based on the device
parameter information. Certainly, the device pat@menformation can also be

information such as a device model, a ROM versimrsystem model (such as,
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Android), an application version, etc. of the meligrminal.
[0161] In step S702, send the device parameter informatigdghe predetermined

server, so that the predetermined server determbveesed on the received device
parameter information, whether the mobile termimalets a hardware condition for
enabling credit payment.

[0162] The mobile terminal sends the obtained device per@minformation of
the mobile terminal to the server in the credithautzation system, so that the server
determines, based on the received device paranmméemation, whether the mobile
terminal meets the hardware condition for enabtireglit payment.

[0163] In step S703, check whether credit payment enalfaymation sent by
the predetermined server is received.

[0164] If the mobile terminal meets the hardware condition enabling credit
payment, the server end sends the credit paymailieg information to the mobile
terminal. The credit payment enabling informatioancbe a credit payment
application enabling page.

[0165] If the mobile terminal does not meet the hardwameddion for enabling
credit payment, the server end does not send #dtht grayment enabling information
to the mobile terminal.

[0166] When the credit payment enabling information sgnthe predetermined
server is received, step S704 is performed.

[0167] In step S704, determine that the mobile terminaktsehe hardware
condition for enabling credit payment, and step(Biglperformed.

[0168] In addition to checking whether the mobile terminaets the hardware
condition for enabling credit payment, based on. Ai&G before step S710, as shown
in FIG. 12, whether the mobile terminal meets ausgc authentication condition
further needs to be checked. Therefore, in anotinptementation of the present
disclosure, the credit payment method based onkalenterminal eSE provided in the
present disclosure can further include the follaysteps:

[0169] In step S705, obtain user identity information.

[0170] The user identity information can be informatiorctsas an identity card
number, a name, a bank card number, a mailboxoktice user.

[0171] In step S706, send the user identity informationthe predetermined

server, so that the predetermined server determin@sed on the received user
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identity information, whether the mobile terminaleets a security authentication
condition for enabling credit payment.

[0172] The mobile terminal sends the user identity infdramato the server in the
credit authorization system, so that the serveifigerthe user identity information,
for example, verifies whether the bank card numtr@vides a service normally,
whether a user account has a bad-credit transaetomnd, etc.

[0173] In step S707, check whether security authenticagioccess information
sent by the predetermined server is received.

[0174] After receiving the user information sent by thehiteterminal, the server
end checks the user information, and if the mobdeminal meets the security
authentication condition for enabling credit payméme server end sends the security
authentication success information to the mobiimieal.

[0175] When the security authentication success informatsent by the
predetermined server is received, step S708 ispeed.

[0176] In step S708, determine that the mobile terminaktsehe security
authentication condition for enabling credit paymand step S710 is performed.
[0177] When the mobile terminal receives the security ewfilbation success
information sent by the server end, the mobile teaindetermines that the mobile
terminal meets the security authentication condifar enabling credit payment.
[0178] When the mobile terminal does not receive the sgcauthentication
success information sent by the server end, thelentdrminal determines that the
mobile terminal does not meet the security autbatiin condition for enabling
credit payment.

[0179] Based on FIG. 10, before step S710, as shown in E¥5 a related
application further needs to be installed on théifeaerminal. Therefore, the credit
payment method based on a mobile terminal eSE gedvin the present disclosure
further includes the following steps:

[0180] In step S7091, send a request for obtaining a pradeed installation file
to the predetermined server.

[0181] The predetermined installation file includes a dreayment application
and a registration script.

[0182] In step S7092, obtain the credit payment applicaiod the registration
script that are sent by the predetermined server.

[0183] In step S7093, separately install the credit paynag@plication and the
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registration script on the eSE, and step S710rieimeed.

[0184] After the credit payment application and the regign script are
separately installed on the eSE chip, user pergatian of the mobile terminal is
completed. As such, a procedure of enabling a tpagiment function on the mobile
terminal side ends. Based on the previous impleatients, an execution procedure
on a server side of the credit authorization systemvhich the mobile terminal
enables the credit payment function is describetktail below.

[0185] In another implementation provided in the presestidsure, as shown in
FIG. 14, an execution procedure of a server (aesegwd of a credit authorization
system) in the credit payment method based on alentgbminal eSE provided in the
present disclosure can include the following steps:

[0186] In step S810, receive an application public key bgra mobile terminal.
[0187] After the mobile terminal generates the applicatpublic key and an
application private key, it sends the applicatiarblr key to a server in a credit
authorization system, and the server receives pipécation public key sent by the
mobile terminal.

[0188] In step S820, sign the application public key bingsan authorization
private key locally stored on the server, to getgeran application public key
certificate.

[0189] The credit authorization private key is a privagy lpre-generated in the
credit authorization system, and the server signys,using the private key, the
application public key sent by the mobile termirtalgenerate the application public
key certificate.

[0190] In step S830, send the application public key fteate to the mobile
terminal, so that the mobile terminal saves theeived application public key
certificate on an eSE.

[0191] After generating the application public key cectfie, the server in the
credit authorization system returns the applicapohlic key certificate to the mobile
terminal, so that after receiving the applicatiamblpc key certificate sent by the
server, the mobile terminal saves the applicatiahlip key certificate on the eSE
chip.

[0192] The server in the credit authorization system noly aan return the
application public key certificate to the mobilenenal, but is also responsible for

checking, based on information sent by the moleleninal, whether the mobile
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terminal meets a condition for enabling credit papm

[0193] In step S831, receive a credit payment data oligirequest sent by the
mobile terminal.

[0194] Credit payment data can be a personalized scniyt,the personalized
script includes a payment card number, a credit,liam available limit, and a TAC
sub-key. The payment card number is a unique ctearacde generated by the credit
authorization system for a credit payment applwabdf each user. The available limit
is an amount of money that the user can use cilyrdiite TAC sub-key is obtained
by the server in the credit authorization systeseldeon a card number hash by using
a TAC parent private key.

[0195] In step S832, generate credit payment data comelepp to the mobile
terminal based on the credit payment data obtaingggest, and send the credit
payment data to the mobile terminal.

[0196] As such, the mobile terminal enables a credit paynienction of the
mobile terminal based on the received credit payrdata.

[0197] Based on FIG. 14, as shown in FIG. 15, in anotimeplementation
provided in the present disclosure, the server (deever end of the credit
authorization system) determines, based on dewdcanpeter information sent by the
mobile terminal, whether the mobile terminal meetsardware condition for enabling
credit payment. Therefore, before step S810, thditpayment method based on a
mobile terminal eSE provided in the implementat@nthe present disclosure can
further include the following steps:

[0198] In step S840, receive device parameter informasent by the mobile
terminal.

[0199] In a process of enabling the credit payment funmgttbe mobile terminal
can communicate with the server in the credit aughtion system through a network
or other similar methods, and the server in thditauthorization system can receive
the device parameter information sent by the mdbiteinal.

[0200] In step S850, determine, based on the device p&sanmgormation,
whether the mobile terminal meets a hardware cmmdibr enabling credit payment.
[0201] The parameter information sent by the mobile teanoan be information
such as a device model, a ROM version, a systemelm@dch as, Android), an
application version, etc. of the mobile terminaheTserver can check, based on the

information sent by the mobile terminal, whether thobile terminal has an eSE chip,
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whether the mobile terminal has an NFC function, et

[0202] When the mobile terminal meets the hardware candifor enabling
credit payment, step S860 is performed.

[0203] In step S860, send credit payment enabling infaonato the mobile
terminal, and then step S810 is performed.

[0204] If the server detects that the mobile terminal méee hardware condition
for enabling credit payment, the server sends teditcpayment enabling information
to the mobile terminal. The credit payment enablinfprmation can be a credit
payment application enabling page. The user cagr erser information on a credit
payment application enabling interface on the neobérminal, and upload the user
information to the server.

[0205] If the server detects that the mobile terminal doesmeet the hardware
condition for enabling credit payment, the serveesinot send the credit payment
enabling information to the mobile terminal.

[0206] In addition to check the device parameter infororagsent by the mobile
terminal, the server in the credit authorizatiosteyn further needs to check user
identity information sent by the mobile terminahdadetermine whether a user
corresponding to the mobile terminal meets a sgcuauthentication condition.
Therefore, based on FIG. 14, as shown in FIG. 1@, process of enabling the credit
payment function of the mobile terminal, beforgpsE810, the credit payment method
based on a mobile terminal eSE provided in thegortedisclosure can further include
the following steps:

[0207] In step S870, receive user identity informationt $gnthe mobile terminal.
[0208] The user identity information can be informatiorctsias an identity card
number, a name, a bank card number, a mailboxJipayfaccount, etc. of the user.
[0209] In step S880, determine, based on the user idenfiymation, whether
the mobile terminal meets a security authenticatondition for enabling credit
payment.

[0210] For example, the server can check whether the bark number in the
user identity information provides a service noidgalvhether there is a bad
transaction record, etc.

[0211] When the user identity information meets the séguauthentication
condition for enabling credit payment, step S89fedormed.

[0212] In step S890, send security authentication suca#esmation to the
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mobile terminal, and then step S810 is performed.

[0213] If the server detects that the mobile terminal me#te security
authentication condition for enabling credit paymehe server sends the security
authentication success information to the mobiimieal.

[0214] When the mobile terminal enables credit paymentgredit payment
application and a registration script further neete installed on the mobile terminal,
and these installation files need to be sent tontbbéile terminal by the server in a
credit payment system. Therefore, based on FIGad4hown in FIG. 17, in another
implementation of the present disclosure, befoep s8810, the credit payment
method based on a mobile terminal eSE providetiérptesent disclosure can further
include the following steps:

[0215] In step S801, receive a request sent by the mtbihainal for obtaining a
predetermined installation file.

[0216] The predetermined installation file includes a dreayment application
and a registration script.

[0217] In step S802, separately send the credit paymeplicapon and the
registration script to the mobile terminal based tbe request for obtaining the
predetermined installation file, and step S810eidgrmed.

[0218] After obtaining the credit payment application &hd registration script
that are sent by the server, the mobile terminpdusgely installs the credit payment
application and the registration script on the eSip.

[0219] In a process used by the mobile terminal to enalg@yment transaction
and a repayment transaction, an execution procemueemobile terminal side and an
execution procedure on a transaction terminal aideseparately described in detail in
the previous implementations. To further describeletail how the mobile terminal
enables a payment transaction, a payment tranegutacess, and how to exchange
data between the mobile terminal and the transad#gominal, a data exchange
relationship between the mobile terminal and tlamgaction terminal is described
below by using a signaling diagram. Certainly, tita@saction terminal involved in the
implementation of the present disclosure can beraes in a credit authorization
system, and details are not described subsequently.

[0220] In another implementation of the present disclaosaseshown in FIG. 18,
in an implementation of the credit payment methadelnl on a mobile terminal eSE

provided in the present disclosure, a mobile phrepeesents a mobile terminal, and a
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server in a credit authorization system represaisesrver, and when the mobile phone
enables a credit payment function, a procedure gnaooredit authorization system
application on the mobile terminal, an eSE chig artransaction terminal includes:
[0221] Step 1001: A credit authorization system applicatsends a request for
obtaining device parameter information of a mophene.

[0222] Step 1002: An eSE returns the device parametemnaton of the mobile
phone.

[0223] Step 1003: The credit authorization system apptinatiploads the device
parameter information.

[0224] Step 1004: A server in a credit authorization systietermines whether
the mobile phone meets a hardware condition foblamgacredit payment.

[0225] Step 1005: Return a determination result.

[0226] Step 1006: The credit authorization system apptinatdetermination
result is: present a credit payment applicatiorbeng interface.

[0227] Step 1007: The credit authorization system appiinatuploads user
identity information.

[0228] Step 1008: The server in the credit authorizatigetesn determines
whether the mobile phone meets a security auttedigit condition for enabling
credit payment.

[0229] Step 1009: The server in the credit authorizatigstesn returns a
determination result.

[0230] Step 1010: A user chooses to enable a credit patyapplication.

[0231] Step 1011: The credit authorization system appliinasends a credit
payment application installation file request.

[0232] Step 1012: The server in the credit authorizatigstesn returns a credit
payment installation file.

[0233] Step 1013: The credit authorization system appiinadlelivers the credit
payment installation file.

[0234] Step 1014: The eSE installs the received credingay installation file.
[0235] Step 1015: The eSE returns an installation result.

[0236] Step 1016: The credit authorization system appiinatietermines the
installation result, and if the installation resglnot a success, prompts the user.
[0237] Step 1017: The credit authorization system applinatsends an

application public and private key generation instion.
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[0238] Step 1018: The eSE generates an application pkdyi@and an application
private key, and stores the application private key

[0239] Step 1019: The eSE returns the application prikaye

[0240] Step 1020: The credit authorization system apptinatsends the
application public key and an eSE personalizatemuest.

[0241] Step 1021: The server in the credit authorizatigstesn generates an
application public key certificate and credit payrmnédata by using a private key of the
credit authorization system, and generates a TACksy through hash.

[0242] Step 1022: The server in the credit authorizatigetesn returns the
application public key certificate and the crediyment data.

[0243] Step 1023: The credit authorization system apptinatsends the
application public key and the credit payment data.

[0244] Step 1024: The eSE stores the application publig éertificate and
enables a credit payment function of the mobilmieal based on the credit payment
data.

[0245] Step 1025: The eSE returns a result of enabling ctieelit payment
function of the mobile terminal.

[0246] Step 1026: The credit authorization system appiinatietermines the
result of enabling credit payment, and if theranserror, prompts the user.

[0247] Step 1027: The credit authorization system appboasends the result of
enabling credit payment.

[0248] Step 1028: The server in the credit authorizatigstiesn records the result
of enabling credit payment.

[0249] Step 1029: The server in the credit authorizatystesn sends a processing
completion result.

[0250] Step 1030: The credit authorization system apptinaprompts the user
that the credit payment application is successttigbled.

[0251] A detailed process of mutual data exchange betwleemobile terminal
and the server during enabling of a payment trdimgaéunction is described in the
previous implementations, and details are not desgtihere again.

[0252] In another implementation provided in the presestidsure, as shown in
FIG. 19, in the credit payment method based on hilmterminal eSE provided in the
present disclosure, in a payment transaction psooésa mobile terminal, a data

exchange procedure between the mobile terminabhdng gate is as follows:
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[0253] Step 2001: The bus gate selects a credit authimtizeystem application.
[0254] Step 2002: The credit authorization system apptinateads data that
needs to be returned.

[0255] Step 2003: The credit authorization system appiinateturns a payment
card number, an available limit, an entrance/elg,f and information about a
previous transaction.

[0256] Step 2004: The bus gate checks the available amik the entrance/exit
flag, and if the check fails, prompts rejectionoimhation.

[0257] Step 2005: The bus gate calculates a deduction@mou

[0258] Step 2006: The bus gate deducts money based atethetion amount,
transaction time, the entrance/exit flag, and @atisn information.

[0259] Step 2007: The credit authorization system appiinatgenerates a
payment authorization license, including signatiata and TAC.

[0260] Step 2008: The credit authorization system apptnatreturns the
signature data and the TAC.

[0261] Step 2009: The bus gate verifies the signature ldatesing an application
public key, and if the verification succeeds, resol transaction log, or if the
verification fails, prompts rejection information.

[0262] The previous implementations of the present discksre described by
using credit payment for a bus as an example. @tlenical solutions of the present
application can also be applied to other scenasosh as subway payment and
offline business payment. In different applicatsmenarios, some procedures or some
data in the previous payment can be different,iarsdnot limited here. There can be
different implementations in specific applicatiarerarios.

[0263] By using the descriptions of the previous methoglémentations, a
person skilled in the art can clearly understarat the present disclosure can be
implemented by using software and a necessary rgailveardware platform, and can
certainly be implemented by hardware, but in maages, the former is a better
implementation. Based on such an understanding,tdblnical solutions of the
present disclosure essentially or the part continiguo the existing technology can be
implemented in a form of a software product. Thenpater software product is stored
in a storage medium, and includes several instmstifor instructing a computer
device (which can be a personal computer, a seavezfwork device, etc.) to perform

all or some steps of the methods described in rtif@eimentations of the present
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disclosure. The storage medium includes variousiantat can store program code,
such as a read-only memory (ROM), a random accessany (RAM), a magnetic
disk, an optical disc, etc.

[0264] In addition, as an implementation of the previooglementations, an
implementation of the present disclosure furth@vjates a credit payment apparatus
based on a mobile terminal eSE. The apparatusasniobile terminal. As shown in
FIG. 20, the apparatus includes a transaction nmf¢ion sending unit 10, a deduction
information receiving unit 20, a payment authoii@aticense generation unit 30, and
a payment authorization license sending unit 40.

[0265] The transaction information sending unit 10 is auned to send
transaction information to a transaction termindlew the transaction terminal is
detected.

[0266] The deduction information receiving unit 20 is dgofed to receive
current payment transaction deduction informatibat tis sent by the transaction
terminal based on the transaction information.

[0267] The payment authorization license generation ufitis3 configured to
generate a payment authorization license baseteodeaduction information and the
transaction information by using an embedded seelement (eSE) of the mobile
terminal.

[0268] The payment authorization license sending units4@anfigured to send
the payment authorization license to the transadiominal, so that the transaction
terminal completes the current payment transadb@sed on the received payment
authorization license.

[0269] In another implementation of the present disclosbased on FIG. 20, as
shown in FIG. 21, the apparatus can further incluale application public key
certificate reading instruction receiving unit s@nfigured to receive an application
public key certificate reading instruction sent the transaction terminal; and an
application public key certificate sending unit @@nfigured to send an application
public key certificate to the transaction termibaked on the application public key
certificate reading instruction.

[0270] In another implementation of the present disclosbased on FIG. 20, as
shown in FIG. 22, the payment authorization licegsaeration unit 30 includes: a
signature data generation module 31, a TAC geweratiodule 32, and a payment

authorization license determining module 33.
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[0271] The signature data generation module 31 is cord@juro generate
signature data based on the deduction informatyonsing an application private key
stored on the eSE.

[0272] The TAC generation module 32 is configured to gateeTAC based on
the deduction information and the transaction imfation by using a transaction
authentication code (TAC) sub-key that is pre-gatesl on the eSE.

[0273] The payment authorization license determining me@3 is configured to
use the signature data and the TAC as a paymdmiradtion license.

[0274] In another implementation of the present disclosbeased on FIG. 20, as
shown in FIG. 23, the apparatus further includesirment available limit generation
unit 70 and an available limit determining unit 80.

[0275] The current available limit generation unit 70 anfigured to subtract a
deduction amount from an available limit in thensaction information based on the
deduction amount in the current payment transactemuction information, to obtain
a current available limit.

[0276] The available limit determining unit 80 is configdrto use the current
available limit as an available limit correspondioga user in the mobile terminal.
[0277] An implementation of the present disclosure furtpeovides a credit
payment apparatus based on a mobile terminal eB&apparatus is in a transaction
terminal. As shown in FIG. 24, the apparatus inetu@n application public key
certificate reading instruction sending unit 110deduction information generation
unit 120, a deduction information sending unit 13dd a payment transaction
completion determining unit 140.

[0278] The transaction information receiving unit 110 @nfigured to receive
transaction information sent by a mobile terminal.

[0279] The deduction information generation unit 120 isfgured to generate
current payment transaction deduction informatioasda on the transaction
information.

[0280] The deduction information sending unit 130 is cgafed to send the
deduction information to the mobile terminal.

[0281] The payment transaction completion determining L@ is configured to:
when a payment authorization license is receiveterchine, based on the payment
authorization license, that the current paymemstaation is completed.

[0282] In another implementation of the present disclosbeased on FIG. 23, as
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shown in FIG. 25, the apparatus further includesagplication public key certificate
reading instruction sending unit 150, configuredsemd an application public key
certificate reading instruction to the mobile temalj an application public key
certificate receiving unit 160, configured to reeeian application public key
certificate sent by the predetermined mobile teahiand an application public key
certificate verification unit 170, configured to rifg the application public key
certificate by using a credit authorization puliey locally stored on the transaction
terminal.

[0283] In another implementation of the present disclosbeased on FIG. 23, as
shown in FIG. 26, the payment authorization liceims#udes signature data and a
transaction authentication code (TAC). The payméransaction completion
determining unit 140 includes a signature datafieation module 141, a transaction
log generation module 142, and a transaction logiag module 143.

[0284] The signature data verification module 141 is qunied to verify the
signature data by using the application public key.

[0285] The transaction log generation module 142 is conéig to generate a
transaction log when the signature data is verified

[0286] The transaction log sending module 143 is configute send the
transaction log to a predetermined server, sottiepredetermined server deducts a
corresponding amount of money from a user accoaresponding to the mobile
terminal based on the transaction log. The tramsadbg includes: a deduction
amount, a transaction date, a transaction timearsaction terminal ID, a payment
card number, an available limit, and a TAC.

[0287] In another implementation of the present disclosbased on FIG. 23, as
shown in FIG. 27, the apparatus is applied to paynfer bus traveling, the
transaction information includes at least an abéldimit and an entrance/exit flag,
and the apparatus further includes a threshold rdeteng unit 180 and an
entrance/exit flag determining unit 190.

[0288] The threshold determining unit 180 is configurediébermine whether the
available limit in the transaction information isregter than or equal to a
predetermined threshold.

[0289] The entrance/exit flag determining unit 190 is ogunfed to: when the
available limit is greater than or equal to thedetermined threshold, check whether

the entrance/exit flag in the transaction informmatis in an exited state.
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[0290] The application public key certificate reading rastion sending unit 110
is further configured to send the application pulkey certificate reading instruction
to the mobile terminal when the entrance/exit flaghe transaction information is in
an exited state.

[0291] An implementation of the present disclosure furtpeovides a credit
payment apparatus based on a mobile terminal eS8&.apparatus is in a mobile
terminal. As shown in FIG. 28, the apparatus inetud key generation unit 210, an
application public key sending unit 220, a pubky kcertificate acquisition unit 230, a
credit payment data obtaining request sending 24ilt, and a credit payment data
setting unit 250.

[0292] The key generation unit 210 is configured to sepéragenerate an
application public key and an application privaty by using an embedded secure
element (eSE) of the mobile terminal.

[0293] The application public key sending unit 220 is cgufed to send the
application public key to a predetermined serverttsat the predetermined server
signs the application public key by using a locallgred authorization private key, to
generate an application public key certificate.

[0294] The public key certificate acquisition unit 230adsnfigured to obtain a
public key certificate sent by the predeterminedese and save both the application
public key certificate and the application privkey on the eSE.

[0295] The credit payment data obtaining request sendiiig240 is configured
to send a credit payment data obtaining requetsiet@redetermined server.

[0296] The credit payment data setting unit 250 is com@éduto receive credit
payment data sent by the predetermined servereaable a credit payment function
of the mobile terminal based on the credit paynoleits.

[0297] In another implementation of the present disclosbesed on FIG. 27, as
shown in FIG. 29, the apparatus further includedesice parameter information
acquisition unit 260, a device parameter infornmmatgending unit 270, a credit
payment enabling information check unit 280, anccradit payment hardware
enabling condition 290.

[0298] The device parameter information acquisition ur0 2s configured to
obtain device parameter information of the moleleninal.

[0299] The device parameter information sending unit Z70anfigured to send

the device parameter information to the predetegthirserver, so that the
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predetermined server determines, based on theveecdevice parameter information,
whether the mobile terminal meets a hardware cmmdibr enabling credit payment.
[0300] The credit payment enabling information check @860 is configured to
determine whether credit payment enabling inforaratsent by the predetermined
server is received.

[0301] The credit payment hardware enabling condition i2sed to determine,
when the credit payment enabling information sentthe predetermined server is
received, that the mobile terminal meets the haredwandition for enabling credit
payment.

[0302] In another implementation of the present disclosbesed on FIG. 27, as
shown in FIG. 30, the apparatus further includesusar identity information
acquisition unit 201, a user identity informatioending unit 202, a security
authentication success information check unit 208, a hardware enabling condition
confirm unit 204.

[0303] The user identity information acquisition unit 2i31configured to obtain
user identity information.

[0304] The user identity information sending unit 202 aniigured to send the
user identity information to the predetermined serso that the predetermined server
determines, based on the received user identityrnmdtion, whether the mobile
terminal meets a security authentication condit@renabling credit payment.

[0305] The security authentication success informationckhenit 203 is
configured to check whether security authenticasancess information sent by the
predetermined server is received.

[0306] The hardware enabling condition confirm unit 204 asnfigured to
determine, when the security authentication sucdessrmation sent by the
predetermined server is received, that the molgleninal meets the security
authentication condition for enabling credit paymen

[0307] In another implementation of the present disclgshesed on FIG. 27, as
shown in FIG. 31, the apparatus further includegredetermined installation file
obtaining request sending unit 206, a file acgisiunit 207, and a file installation
unit 208.

[0308] The predetermined installation file obtaining resjugending unit 206 is
configured to send a request for obtaining a perdehed installation file to the

predetermined server.
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[0309] The predetermined installation file includes a dreayment application
and a registration script.

[0310] The file acquisition unit 207 is configured to dhbtahe credit payment
application and the registration script that arg &g the predetermined server.

[0311] The file installation unit 208 is configured to segtely install the credit
payment application and the registration scriptreneSE.

[0312] An implementation of the present disclosure furtpeovides a credit
payment apparatus based on a mobile terminal eB& apparatus is in a server. As
shown in FIG. 32, the apparatus includes an agmicgublic key receiving unit 310,
an application public key certificate generatiorit (820, an application public key
certificate sending unit 330, a credit payment daitaining request receiving unit
340, and a credit payment data generation unit 350.

[0313] The application public key receiving unit 310 imfigured to receive an
application public key sent by a mobile terminal.

[0314] The application public key certificate generationt 820 is configured to
sign the application public key by using an authation private key locally stored on
the server, to generate an application public leetifccate.

[0315] The application public key certificate sending uB®0 is configured to
send the application public key certificate to thebile terminal, so that the mobile
terminal saves the received application public éeyificate on an eSE.

[0316] The credit payment data obtaining request receiumy340 is configured
to receive a credit payment data obtaining regsest by the mobile terminal.

[0317] The credit payment data generation unit 350 isiganéd to generate
credit payment data corresponding to the mobilaiteal based on the credit payment
data obtaining request, and send the credit payuiatat to the mobile terminal, so
that the mobile terminal enables a credit paymentction of the mobile terminal
based on the received credit payment data.

[0318] In another implementation of the present disclgshesed on FIG. 31, as
shown in FIG. 33, the apparatus further includedesmice parameter information
receiving unit 360, a credit payment enabling handwvcondition determining unit
370, and a credit payment enabling information sendnit 380.

[0319] The device parameter information receiving unit 380configured to
receive device parameter information sent by thbiladerminal.

[0320] The credit payment enabling hardware condition rd@teéng unit 370 is
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configured to determine, based on the device pammeformation, whether the
mobile terminal meets a hardware condition for énglcredit payment.

[0321] The credit payment enabling information sending 88D is configured to
send credit payment enabling information to the ieoterminal when the mobile
terminal meets the hardware condition for enabdireglit payment.

[0322] In another implementation of the present disclosbesed on FIG. 31, as
shown in FIG. 34, the apparatus further includesexr identity information receiving
unit 301, a security authentication condition deieing unit 302, and a security
authentication success information sending unit 303

[0323] The user identity information receiving unit 301cisnfigured to receive
user identity information sent by the mobile teratin

[0324] The security authentication condition determinimgf 802 is configured to
determine, based on the user identity informatvamether the mobile terminal meets
a security authentication condition for enablingdit payment.

[0325] The security authentication success informationdsgn unit 303 is
configured to send security authentication sucad@ssmation to the mobile terminal
when the user identity information meets the séguauthentication condition for
enabling credit payment.

[0326] In another implementation of the present disclgshesed on FIG. 31, as
shown in FIG. 35, the apparatus further includegredetermined installation file
obtaining request receiving unit 304 and an inatialh file sending unit 305.

[0327] The predetermined installation file obtaining resfueceiving unit 304 is
configured to receive a request sent by the moleleninal for obtaining a
predetermined installation file, and the predetaediinstallation file includes a credit
payment application and a registration script.

[0328] The installation file sending unit 305 is configdr® separately send the
credit payment application and the registratiompsdo the mobile terminal based on
the request for obtaining the predetermined iresialh file.

[0329] With regard to the apparatus in the above embodsnehe specific

manner in which each module performs an operatamideen described in detail in

the embodiment related to the method, and detaglsat described here.
[0330] It can be understood that the present disclosunebeaapplied to many

general-purpose or special purpose computing systeimonments or configurations,
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for example, a personal computer, a server compaiteandheld device or a portable
device, a tablet device, a multi-processor systmicroprocessor-based system, a
set top box, a programmable consumer electronicicdgva network PC, a
minicomputer, a mainframe computer, and a distedutomputing environment
including any one of the earlier described systendgevices.

[0331] The present disclosure can be described in thergementext of an
executable computer instruction executed by a ceenpior example, a program
module. Generally, the program module includesidime, a program, an object, a
component, a data structure, etc. for executinguréicoular task or implementing a
particular abstract data type. The present disobostan also be practiced in
distributed computing environments. In the disttdslicomputing environments, tasks
are executed by remote processing devices that camenected through a
communications network. In a distributed computiegvironment, the program
module can be located in both local and remote cwenpstorage media including
storage devices.

[0332] Notably, in the present specification, relationatms such as "first",
"second”, etc. are merely used to distinguish améyeor operation from another
entity or operation, and do not necessarily reqoiremply that there is any such
actual relationship or sequence between thesdesntit operations. Moreover, the
terms “include", "comprise”, or their any other imat are intended to cover a
non-exclusive inclusion, so that a process, a niktloproduct, or a device that
includes a list of elements not only includes thekaments but also includes other
elements that are not expressly listed, or furtheludes elements inherent to such a
process, method, product, or device. An elementrited by "includes a ..." further
includes, without more constraints, another idemtedement in the process, method,
commodity, or device that includes the element.

[0333] A person skilled in the art can easily figure onbther implementation
solution of the present disclosure after considgtire specification and practicing the
present disclosure here. The present applicationténded to cover any variations,
functions, or adaptive changes of the presentasck. These variations, functions,
or adaptive changes comply with general princigéshe present disclosure and
include common knowledge or a commonly used teehmueans in the technical
field that is not disclosed in the present disctesurhe specification and the

implementations are merely considered as examples,the actual scope and the
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spirit of the present disclosure are pointed outhieyappended claims.

[0334] It should be understood that the present disclosureot limited to the
accurate structures that are described above andté shown in the accompanying
drawings, and modifications and changes can be maitut departing from the
scope of the present disclosure. The scope ofrsept disclosure is limited only by

the appended claims.
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CLAIMS

What is claimed is:

1. A credit payment method based on a mobile teah@8E, applied to a mobile
terminal, wherein the method comprises:

sending transaction information to a transactiomieal;

receiving current payment transaction deductioormftion that is sent by the
transaction terminal based on the transaction mmébion;

generating a payment authorization license baseth@meduction information
and the transaction information by using an embedzure element (eSE) of the
mobile terminal; and

sending the payment authorization license to testiction terminal, so that the
transaction terminal completes the current payrmantsaction based on the received
payment authorization license.

2. The credit payment method based on a mobileinaineSE according to
claim 1, wherein after the sending transactionrimfation to a transaction terminal,
the method further comprises:

receiving an application public key certificate deay instruction sent by the
transaction terminal; and

sending an application public key certificate te thransaction terminal based on
the application public key certificate reading rastion.

3. The credit payment method based on a mobileinaineSE according to
claim 1, wherein the generating a payment authtiozalicense by using an
embedded secure element (eSE) of the mobile telconaprises:

generating signature data based on the deductifmmation by using an
application private key stored on the eSE;

generating a transaction authentication code (TA&3ed on the deduction
information and the transaction information by gsia TAC sub-key that is
pre-generated on the eSE; and

using the signature data and the TAC as the payaghorization license.

4. The credit payment method based on a mobileitaineSE according to
claim 1, wherein the payment method is appliedaynpent for bus traveling; and

the transaction information comprises a paymerd namber, an available limit,
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and an entrance/exit flag.

5. The credit payment method based on a mobileinatreSE according to any
one of claims 1 to 4, wherein the deduction infdrora comprises a deduction
amount, a date and time of the current paymensae@ion, an entrance/exit flag of
the current payment transaction, and station in&bion of the current payment
transaction.

6. The credit payment method based on a mobileineineSE according to
claim 5, further comprising:

subtracting the deduction amount from the availdbtet in the transaction
information based on the deduction amount in theeow payment transaction
deduction information, to obtain a current avagalihit; and

using the current available limit as an availaloi@tl corresponding to a user in
the mobile terminal.

7. A credit payment method based on a mobile teameBSE, applied to a
transaction terminal, wherein the method comprises:

receiving transaction information sent by a moteleninal;

generating current payment transaction deductidornmation based on the
transaction information;

sending the deduction information to the mobilenieal; and

when receiving a payment authorization licensegrdehing, based on the
payment authorization license, that the currentygayt transaction is completed.

8. The credit payment method based on a mobileinaineSE according to
claim 7, wherein after the receiving transactidiorimation sent by a mobile terminal,
the method further comprises:

sending an application public key certificate regdinstruction to the mobile
terminal;

receiving an application public key certificate sbg the predetermined mobile
terminal,

verifying the application public key certificate lgsing a credit authorization
public key locally stored on the transaction terafjand

when an application public key is restored from #plication public key
certificate during verification, performing the gt®f generating current payment
transaction deduction information.

9. The credit payment method based on a mobileinaineSE according to
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claim 8, wherein the payment authorization licessenprises signature data and
transaction authentication code (TAC), and the rdeteng, based on the payment
authorization license, that the current paymemsaation is completed comprises:

verifying the signature data by using the applaapublic key;

generating a transaction log when the signature idaterified; and

sending the transaction log to a predeterminedeseso that the predetermined
server deducts a corresponding amount of money &arser account corresponding
to the mobile terminal based on the transaction ieerein the transaction log
comprises a deduction amount, a transaction datgnaaction time, a transaction
terminal ID, a payment card number, an availalhgt)iand a TAC.

10. The credit payment method based on a mobilaitet eSE according to
claim 8, wherein the method is applied to paymenblis traveling; and

the transaction information comprises at least a&ailable limit and an
entrance/exit flag, and the method further comprise

determining whether the available limit in the saation information is greater
than or equal to a predetermined threshold;

if the available limit is greater than or equaltte® predetermined threshold,
checking whether the entrance/exit flag in the daation information is an exited
state; and

if the entrance/exit flag in the transaction infation is an exited state,
performing the step of sending an application puldiey -certificate reading
instruction to the mobile terminal.

11. A credit payment method based on a mobile t&meSE, applied to a
mobile terminal, wherein the method comprises:

separately generating an application public keyamdpplication private key by
using an embedded secure element (eSE) of the enebihinal;

sending the application public key to a predeteeatirserver, so that the
predetermined server signs the application pubky ky using a locally stored
authorization private key, to generate an apphbcagiublic key certificate;

obtaining the public key certificate sent by thegaetermined server, and saving
both the application public key certificate and #pplication private key on the eSE;

sending a credit payment data obtaining requestat@redetermined server; and

receiving credit payment data sent by the predeteinserver, and enabling a

credit payment function of the mobile terminal whem the credit payment data by
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using the eSE.

12. The credit payment method based on a mobitaitat eSE according to
claim 11, further comprising:

obtaining device parameter information of the mel@rminal;

sending the device parameter information to thegte¥mined server, so that the
predetermined server determines, based on theveecdevice parameter information,
whether the mobile terminal meets a hardware cmmdfor enabling credit payment;

checking whether the credit payment enabling infdrom sent by the
predetermined server is received; and

when the credit payment enabling information sgnthe predetermined server
is received, determining that the mobile terminadets the hardware condition for
enabling credit payment, and performing the stepseparately generating an
application public key and an application privagg.k

13. The credit payment method based on a mobitaitat eSE according to
claim 11, further comprising:

obtaining user identity information;

sending the user identity information to the predeined server, so that the
predetermined server determines, based on theveeceiser identity information,
whether the mobile terminal meets a security adit&tion condition for enabling
credit payment;

checking whether security authentication succedsrrmmation sent by the
predetermined server is received; and

when the security authentication success informasent by the predetermined
server is received, determining that the mobilemieal meets the security
authentication condition for enabling credit paytesnd performing the step of
separately generating an application public keyamdpplication private key.

14. The credit payment method based on a mobilaitet eSE according to
claim 11, further comprising:

sending a request for obtaining a predeterminedallaion file to the
predetermined server, wherein the predetermine@liagon file comprises a credit
payment application and a registration script;

obtaining the credit payment application and tlggsteation script that are sent
by the predetermined server; and

separately installing the credit payment applicatod the registration script on
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the eSE, and performing the step of separatelyrgéng an application public key
and an application private key.

15. A credit payment method based on a mobile teah@SE, applied to a server,
wherein the method comprises:

receiving an application public key sent by a melb@rminal;

signing the application public key by using an awitation private key locally
stored on the server, to generate an applicatibhqkey certificate;

sending the application public key certificate e imobile terminal, so that the
mobile terminal saves the received application i@y certificate on an eSE;

receiving a credit payment data obtaining request by the mobile terminal;
and

generating credit payment data corresponding tontbbile terminal based on
the credit payment data obtaining request, andisgrtde credit payment data to the
mobile terminal, so that the mobile terminal enaldecredit payment function of the
mobile terminal based on the received credit payrdata.

16. The credit payment method based on a mobilaitaet eSE according to
claim 15, further comprising:

receiving device parameter information sent byniobile terminal,

determining, based on the device parameter infoomawvhether the mobile
terminal meets a hardware condition for enablirgglitppayment; and

when the mobile terminal meets the hardware candifor enabling credit
payment, sending credit payment enabling infornmatm the mobile terminal, and
performing the step of receiving an applicationlfukey sent by a mobile terminal.

17. The credit payment method based on a mobilaitet eSE according to
claim 15, further comprising:

receiving user identity information sent by the m@kerminal;

determining, based on the user identity informatishether the mobile terminal
meets a security authentication condition for eingbtredit payment; and

when the mobile terminal meets the security autbatidn condition for
enabling credit payment, sending security authatitin success information to the
mobile terminal, and performing the step of reaggvan application public key sent
by a mobile terminal.

18. The credit payment method based on a mobitaitat eSE according to

claim 15, further comprising:

46



10

15

20

25

30

receiving a request sent by the mobile terminaldbtaining a predetermined
installation file, wherein the predetermined instiabn file comprises a credit
payment application and a registration script; and

separately sending the credit payment applicatiwh the registration script to
the mobile terminal based on the request for obitgithe predetermined installation
file, and performing the step of receiving an aggtiion public key sent by a mobile
terminal.

19. A credit payment apparatus based on a mohiteirtal eSE, applied to a
mobile terminal, wherein the apparatus comprises:

a transaction information sending unit, configuréd send transaction
information to a transaction terminal;

a deduction information receiving unit, configurexdreceive current payment
transaction deduction information that is senthmy transaction terminal based on the
transaction information;

a payment authorization license generation uninifigared to generate a
payment authorization license based on the deduatiormation and the transaction
information by using an embedded secure elemeiit)(e&the mobile terminal; and

a payment authorization license sending unit, coméd to send the payment
authorization license to the transaction termirsal, that the transaction terminal
completes the current payment transaction based then received payment
authorization license.

20. The credit payment apparatus based on a miait@nal eSE according to
claim 19, wherein the apparatus further comprises:

an application public key certificate reading iostion receiving unit,
configured to receive an application public keytifeate reading instruction sent by
the transaction terminal; and

an application public key certificate sending umpnfigured to send an
application public key certificate to the transantterminal based on the application
public key certificate reading instruction.

21. The credit payment apparatus based on a miait@nal eSE according to
claim 19, wherein the payment authorization licegeeeration unit comprises:

a signature data generation module, configureceteerate signature data based
on the deduction information by using an applicapoivate key stored on the eSE;

a TAC generation module, configured to generate &Sed on the deduction
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information and the transaction information by gsintransaction authentication code
(TAC) sub-key that is pre-generated on the eSE; and

a payment authorization license determining modulmfigured to use the
signature data and the TAC as a payment authaizltense.

22. The credit payment apparatus based on the en@ihinal eSE according to
claim 19, wherein the payment apparatus is apptigghyment for bus traveling, and
the transaction information comprises a paymerd oamber, an available limit, and
an entrance/exit flag.

23. The credit payment apparatus based on a miait@nal eSE according to
any one of claims 19 to 22, wherein the deductidormation comprises a deduction
amount, a date and time of the current paymensae@ion, an entrance/exit flag of
the current payment transaction, and station in&éion of the current payment
transaction.

24. The credit payment apparatus based on a miait@nal eSE according to
claim 22, further comprising:

a current available limit generation unit, configdrto subtract a deduction
amount from the available limit in the transactioformation based on the deduction
amount in the current payment transaction dedudtitormation, to obtain a current
available limit; and

an available limit determining unit, configureduse the current available limit
as an available limit corresponding to a user @rttobile terminal.

25. A credit payment apparatus based on a mohiteinial eSE, applied to a
transaction terminal, wherein the apparatus coragris

a transaction information receiving unit, configliréo receive transaction
information sent by a mobile terminal,

a deduction information generation unit, configutedyenerate current payment
transaction deduction information based on thestration information;

a deduction information sending unit, configured ¢end the deduction
information to the mobile terminal; and

a payment transaction completion determining uodnfigured to: when a
payment authorization license is received, detegmibased on the payment
authorization license, that the current paymemsiaation is completed.

26. The credit payment apparatus based on a miait@nal eSE according to

claim 25, wherein the apparatus further comprises:
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an application public key certificate reading instion sending unit, configured
to send an application public key certificate regdnstruction to the mobile terminal;

an application public key certificate receiving turgonfigured to receive an
application public key certificate sent by the m&imined mobile terminal; and

an application public key certificate verificatiamit, configured to verify the
application public key certificate by using a cteauthorization public key locally
stored on the transaction terminal.

27. The credit payment apparatus based on a miait@nal eSE according to
claim 25, wherein the payment authorization licecgmprises signature data and a
transaction authentication code (TAC), and the pmaymtransaction completion
determining unit comprises:

a signature data verification module, configuredréoify the signature data by
using the application public key;

a transaction log generation module, configuredyeaerate a transaction log
when the signature data is verified; and

a transaction log sending module, configured todstyre transaction log to a
predetermined server, so that the predeterminedersateducts a corresponding
amount of money from a user account correspondirtbe mobile terminal based on
the transaction log, wherein the transaction loghmases a deduction amount, a
transaction date, a transaction time, a transatgioninal ID, a payment card number,
an available limit, and TAC.

28. The credit payment apparatus based on a miait@nal eSE according to
claim 25, wherein the apparatus is applied to paynfer bus traveling, the
transaction information comprises at least an aéal limit and an entrance/exit flag,
and the apparatus further comprises a threshotrdeting unit and an entrance/exit
flag determining unit; wherein

the threshold determining unit is configured toedetine whether the available
limit in the transaction information is greater rthar equal to a predetermined
threshold;

the entrance/exit flag determining unit is confegito: when the available limit
is greater than or equal to the predetermined Hiotds check whether the
entrance/exit flag in the transaction informatisran exited state; and

the application public key certificate reading rastion sending unit is further

configured to send the application public key diedie reading instruction to the
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mobile terminal when the entrance/exit flag in ttesaction information is an exited
state.

29. A credit payment apparatus based on a mohimeirtal eSE, applied to a
mobile terminal, wherein the apparatus comprises:

a key generation unit, configured to separatelyegatie an application public key
and an application private key by using an embedsemlire element (eSE) of the
mobile terminal;

an application public key sending unit, configutedsend the application public
key to a predetermined server, so that the predeted server signs the application
public key by using a locally stored authorizatipnivate key, to generate an
application public key certificate;

a public key certificate acquisition unit, configdr to obtain a public key
certificate sent by the predetermined server, @ve ®oth the application public key
certificate and the application private key on ¢iSE;

a credit payment data obtaining request sendiniy comfigured to send a credit
payment data obtaining request to the predeternsapegr; and

a credit payment data setting unit, configuredetmeive credit payment data sent
by the predetermined server, and enable a cregingat function of the mobile
terminal based on the credit payment data.

30. The credit payment apparatus based on a miitenal eSE according to
claim 29, further comprising:

a device parameter information acquisition unitpfogured to obtain device
parameter information of the mobile terminal;

a device parameter information sending unit, caméd to send the device
parameter information to the predetermined ses@rtthat the predetermined server
determines, based on the received device paranméemation, whether the mobile
terminal meets a hardware condition for enablireglitpayment;

a credit payment enabling information check unitfegured to check whether
credit payment enabling information sent by thedlptermined server is received; and

a credit payment hardware enabling condition, usedietermine, when the
credit payment enabling information sent by thedptermined server is received, that
the mobile terminal meets the hardware conditioref@abling credit payment.

31. The credit payment apparatus based on a miaitenal eSE according to

claim 29, further comprising:
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a user identity information acquisition unit, capuffed to obtain user identity
information;

a user identity information sending unit, configlir®® send the user identity
information to the predetermined server, so thatpgredetermined server determines,
based on the received user identity informationetiver the mobile terminal meets a
security authentication condition for enabling dr@ayment;

a security authentication success information chaak, configured to check
whether security authentication success informasgiemt by the predetermined server
is received; and

a hardware enabling condition confirm unit, confeglito determine, when the
security authentication success information senttly predetermined server is
received, that the mobile terminal meets the sgcwauthentication condition for
enabling credit payment.

32. The credit payment apparatus based on a miaite@nal eSE according to
claim 29, further comprising:

a predetermined installation file obtaining requeshding unit, configured to
send a request for obtaining a predetermined Iatitat file to the predetermined
server, wherein the predetermined installation filemprises a credit payment
application and a registration script;

a file acquisition unit, configured to obtain theedit payment application and
the registration script that are sent by the pexdeined server; and

a file installation unit, configured to separatahstall the credit payment
application and the registration script on the eSE.

33. A credit payment apparatus based on a mohimeirtal eSE, applied to a
server, wherein the apparatus comprises:

an application public key receiving unit, configdiréeo receive an application
public key sent by a mobile terminal;

an application public key certificate generationitugonfigured to sign the
application public key by using an authorizationvate key locally stored on the
server, to generate an application public key foeste;

an application public key certificate sending urggnfigured to send the
application public key certificate to the mobilenténal, so that the mobile terminal
saves the received application public key certiaa an eSE;

a credit payment data obtaining request receivimi¢y gonfigured to receive a
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credit payment data obtaining request sent by thigilemterminal; and

a credit payment data generation unit, configucegenerate credit payment data
corresponding to the mobile terminal based on tleglit payment data obtaining
request, and send the credit payment data to thmlenterminal, so that the mobile
terminal enables a credit payment function of thebie terminal based on the
received credit payment data.

34. The credit payment apparatus based on a miitenal eSE according to
claim 33, further comprising:

a device parameter information receiving unit, a@uried to receive device
parameter information sent by the mobile terminal,

a credit payment enabling hardware condition ddteng unit, configured to
determine, based on the device parameter informatibether the mobile terminal
meets a hardware condition for enabling credit paytnand

a credit payment enabling information sending ucitpfigured to send credit
payment enabling information to the mobile termwwaken the mobile terminal meets
the hardware condition for enabling credit payment.

35. The credit payment apparatus based on a miaitenal eSE according to
claim 33, further comprising:

a user identity information receiving unit, configd to receive user identity
information sent by the mobile terminal,

a security authentication condition determiningtuoonfigured to determine,
based on the user identity information, whetherrttubile terminal meets a security
authentication condition for enabling credit paytamd

a security authentication success information sendinit, configured to send
security authentication success information to iingbile terminal when the user
identity information meets the security authentaratcondition for enabling credit
payment.

36. The credit payment apparatus based on a miitenal eSE according to
claim 33, further comprising:

a predetermined installation file obtaining requesteiving unit, configured to
receive a request sent by the mobile terminal fbtaioing a predetermined
installation file, wherein the predetermined instian file comprises a credit
payment application and a registration script; and

an installation file sending unit, configured tgarately send the credit payment
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obtaining the predetermined installation file.
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