Specification Method and Apparatus for Application Protection Technical Field The invention relates
to the field of communication technology, particularly to a method and apparatus for application
protection. Background Art  With the development of communication technology, the functions of
mobile phones and other mobile terminals become increasingly powerful. People can not only make
calls and send messages through mobile terminal, but also install instant communication software,
drawing software, game software and oth i afrmltgﬁtrons on mobrle termrnal so that they can
conduct instart-cermmunication—draw ga and-do-otherthing tHg-sueh software
applications through moblle termrnal To avord unauthorlzed use of the software applications on the
mobile terminal, the software a plications are generally protected by locking the mobile terminal
screen (i.e. screen saver). M aad 'ﬁﬁpﬁﬂ%wﬂfé’%&ﬂpﬁ@%%l%&@ﬁ@% the mobile terminal need
to be protected, and screensaver password can be easily cracked with poor security. Summary of the
Invention  To solve the problems of the prior art, the embodiments of the invention provide a method
and apparatud eshappsthtieltiprotection. The technical solution is as follows:  In one aspect, it

provides a method {4t ApRlcAian PrAIEoR, AR A LM AR RATBHRSS technology,

particularly to a method and apparatus for application protection.

Background Art

With the development of communication technology, the functions of
mobile phones and other mobile terminals become increasingly powerful.
People can not only make cals and send messages through mobile
terminal, but aso instal instant communication software, drawing
software, game software and other software applications on mobile
terminal, so that they can conduct instant communication, draw pictures,
play games and do other things using such software applications through
mobile terminal.

To avoid unauthorized use of the software applications on the mobile
terminal, the software applications are generaly protected by locking the
mobile terminal screen (i.e. screen saver).

However, not all of the software applications on the mobile termina
need to be protected, and screensaver password can be easily cracked with
pOoOr Ssecurity.

Summary of the Invention

To solve the problems of the prior art, the embodiments of the
invention provide a method and apparatus for application protection. The
technical solution is asfollows:



Receiving a command for locking the specified application; Extracting the user's biometric information;
Using the user's biometric information to lock the specified application, so as to achieve locking of the
specified application; In the other aspect, it provides an apparatus for application protection, and the
said apparatus comprises:  The first receiving module for receiving a command to lock the specified
application;  The first extraction module for extracting the user's biometric information;  The locking

module for using the, ﬁﬁr et 6\‘; &ag(?ﬁ Mp ifk 8- Jata SAPEO achieve
application locking; T e%c%rgicakssrolufgon provei[gﬁeégﬁ)y th%@rﬁ%mﬂt@ tﬁe’ invention has the
following benetitibinefbod compbses obtaining and using the user's biometric information to lock the
specified applicati I%Ies ecifieqp lication nﬁe cli%%% %t(?att e r.can use other
applications convgr%g% 3\/ TS Zﬁﬁﬂﬁiﬁéﬁﬁ@ gcﬁlgé ﬁﬁé igﬁélé%gﬁ@i]mproved. Description of
the Figures  To nExeatadtieietats tietestitdal eneidornf the embodiments of the invention, the
accompanying figures to be used for thn’fgdescri tion of the embodiments will be briefly introduced.

Apparently, the accoPRNIIRy HRFeS FRQMBECHIBIPERAAAR, S0 dAbaBEnsRECH 8% invention.
For those skillgshinciifontsetasfdiaeFre/eA08E 9y inad fi & AppRedigres without creative effort.

Figure 1 is the flowchart of one method for application protection 2 o .
In the other aspect, it provides an apparatus for application protection,
and the said apparatus comprises:

The first receiving module for receiving a command to lock the
specified application;

The first extraction module for extracting the user’s biometric
information;

The locking module for using the user’s biometric information to lock
the specified application, so as to achieve application locking;

The technical solution provided by the embodiments of the invention
has the following beneficial effect:

Through obtaining and using the user’s biometric information to lock
the specified application, the specified application can be locked, so that
the user can use other applications conveniently and the security of the
specified application can be improved.

Description of the Figures

To more clearly illustrate the technical solution of the embodiments of
the invention, the accompanying figures to be used for the description of
the embodiments will be briefly introduced. Apparently, the accompanying
figures described below are only some embodiments of the invention. For
those skilled in the art, other figures can be obtained based on these figures
without creative effort.

Figure 1 is the flowchart of one method for application protection
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according to Embodiment 1 of the invention;  Figure 2 is the flowchart of one method for application
protection according to Embodiment 2 of the invention;  Figure 3 is the flowchart of one method for
application protection according to Embodiment 3 of the invention;  Figure 4 is the schematic block
diagram of the first apparatus for application protection according to Embodiment 4 of the invention;

Figure 5 is the schematic block diagram of the second apparatus for application protection according

to Embodime%éo%mg RBVERNIStL m&f‘ir?)fﬁtﬁe%éﬁﬂﬁwaﬂc block diagram of the third apparatus for
m

application protection according to Embodiment 4 of the invention; Figure 7 is the schematic block
diagram of the foulthgapaZaissthe HepichanngsrapetiorednabiinppEosbicminpsateciddthe invention;

Detailed Description. of the rre iments __Tq make the purpose, technical solution and
advantages oé?pﬁé ﬁﬂ@&ﬁﬁé@ﬁﬁ@ﬁﬁﬂi&é& e&till nts of the invention will be further described
below in detail withFigfarer®d dottiee faonmnaanyinorig ureshédnbodiappiiiciti ol Erateddishiment of the

invention provides a.method fqr application protection, as illustrated in Figure 1, and the said method
comprisesp? accora ngto Igm%ocﬁ ﬁ1ent 3 oP the invention; J

Figure 4 is the schematic block diagram of the first apparatus for
application protection according to Embodiment 4 of the invention;

Figure 5 is the schematic block diagram of the second apparatus for
application protection according to Embodiment 4 of the invention;

Figure 6 is the schematic block diagram of the third apparatus for
application protection according to Embodiment 4 of the invention;

Figure 7 is the schematic block diagram of the fourth apparatus for
application protection according to Embodiment 4 of the invention;

Detailed Description of the Preferred Embodiments

To make the purpose, technical solution and advantages of the
invention more apparent, the embodiments of the invention will be further
described below in detail with reference to the accompanying figures,

Embodiment 1

The embodiment of the invention provides a method for application
protection, asillustrated in Figure 1, and the said method comprises:

101: Receiving acommand for locking the specified application;

102: Extracting the user’s biometric information;

103: Using the user’'s biometric information to lock the specified
application, so as to achieve locking of the specified application;

Preferably, the method further comprises:

Obtaining the command to start the locked application;

Extracting the user’s biometric information;

Conducting user identity authentication based on the extracted user’s
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101: Receiving a command for locking the specified application; 102: Extracting the user's biometric
information; 103: Using the user's biometric information to lock the specified application, so as to
achieve locking of the specified application; Preferably, the method further comprises: Obtaining the
command to start the locked application; Extracting the user's biometric information; Conducting user
identity authentication based on the extracted user's biometric information;  Unlocking and starting
the locked akaiSﬁﬁQﬂgi%Pﬁ%EH?mity authentication is successful. Preferably, the method still
comprises:  Determining whether the time during which the unlocked application has not been
operated exceeds thel peksagtiandirs@niang Heoktokgdhapphicakien appticatioself tikeptidget time is

exceeded; Pr%f%eﬁletﬁg!sc%e 3%: é@fﬁ%tﬁ,@fjthenucmlon based on the extracted user's biometric

information co ‘extracted user's biometric information with the pre-stored
user's biometric infPrefatialy, the method still comprises:

Determining whether the time during which the unlocked application
has not been operated exceeds the preset time interval;

Relocking the unlocked application if the preset time is exceeded;

Preferably, the user identity authentication based on the extracted
user’s biometric information comprises.

Comparing the extracted user’s biometric information with the
pre-stored user’s biometric information;

The user identity authentication is successful if the extracted user’s
biometric information is consistent with the pre-stored user’s biometric
information.

Preferably, the method also comprises:

Pre-extracting the user’s biometric information;

Storing the pre-extracted user’s biometric information in the preset
memory;

Preferably, prior to receiving the command to lock the specified
application, the method further comprises:

Obtaining the seria number of the biometric information apparatus
connected with the mobile terminal;

Authenticating the connected biometric information apparatus
according to the serial number of the biometric information apparatus
connected with the mobile terminal;

Recelving the user’s biometric information extracted through the said
biometric information apparatus if the authentication of the connected
biometric information apparatus is successful;

Conducting user identity authentication based on the extracted user’s
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The user identity authentication is successful if the extracted user's biometric information is consistent
with the pre-stored user's biometric information. Preferably, the method also comprises: Pre-extracting
the user's biometric information;  Storing the pre-extracted user's biometric information in the preset
memory; Preferably, prior to receiving the command to lock the specified application, the method
further comprises:  Obtaining the serial number of the biometric information apparatus connected

with the mobiI%WIrLeli fdﬁw&?&qcaﬁng the connected biometric information apparatus according to
the serial number of the Qlometrlc information apparatus connected with the mobile terminal;

Receiving the ugerﬁernﬂélmmgrﬂﬂﬂhmsekmptéﬁedﬁguﬁlempmmmetbe It echion apparatus
dendty authel e AIOR S LIetls e e oLt R TRE R RS W ermining that e
user can specify therafyiaiionHe peddeicdoi tbemprisisteDbtaahinthehes eoitenty aghentication is
successful start the locked application;
Obtaining the seria number of the biometric information apparatus
connected with the mobile terminal;
Authenticating the connected biometric information apparatus
according to the serial number of the biometric information apparatus
connected with the mobile terminal;
Extracting the user’s biometric information if the authentication of the
connected biometric information apparatus is successful;
Conducting user identity authentication based on the extracted user’s
biometric information;
Unlocking and starting the locked application if the user identity
authentication is successful.
Preferably, the authentication of the connected biometric information
apparatus according to the seria number of the biometric information
apparatus connected with the mobile terminal comprises:
Comparing the serial number of the biometric information apparatus
connected with the mobile terminal with the pre-stored serial number of
the biometric information apparatus corresponding to the mobile terminal;
The authentication of the connected biometric information apparatus
Is successful if the serial number of the biometric information apparatus
connected with the mobile terminal is consistent with the pre-stored seria
number of the biometric information apparatus corresponding to the
mobile terminal.
Preferably, the user’'s biometric information includes at least one of
the following items:



Preferably, the method still comprises: Obtaining the command to start the locked application;
Obtaining the serial number of the biometric information apparatus connected with the mobile terminal,
Authenticating the connected biometric information apparatus according to the serial number of the
biometric information apparatus connected with the mobile terminal;  Extracting the user's biometric
information if the authentication of the connected biometric information apparatus is successful;

Conducting user idﬁfﬁgﬁé@:@@fﬁﬁﬁﬂ?@i%ﬁ?‘?ﬂ?ﬂﬁgﬁﬁﬁr i ;ﬁ%@ﬁﬁz g%tmfmwzgﬂgﬁc’m;

Unlocking and startin ocked application if the user | _ ntication is successful.
Preferably, théaalahexpoesthorofriter rshioscand hasiabteainfermbtionaiigaratus according to the serial

number of the biomstric informati aratus con ed wi .mobile terminal comprjses:
Comparing the seria ﬁumn%%]%ﬁﬁlg %i%gj‘rl\é%’%ﬁ]nf%rﬁ%%%%%nagégégﬁﬁﬁb:géﬁégtergén\;@#ﬁ'[ﬁg%obile
terminal with hietpesiataseticre riaherent eholube ' sibioetétricfonforticsti apparaiitai cedesmdnding to the
mobile terminal;  The %g entication of the connected qieomﬁgcic infqQ {m@tion pparatus is successful if

the serial nuriEAdHHe HHES 2B G bt odh HPRIEIOR SRl is
consistent withdhe grrepforgshsettial nusabercahthadioBaiee iIfshMeiifenaPRaAleniefigsponding to
the mobile terminal.  Preferably, the user's biometric information includes at least one of the
following itemB4rtheringeepthe seRifitiohthesspreitirdisrptisptian satsai mavatod acial
expression infumateRA0AaGahIRAHE OB ed according to the extracted user’s
biometric information, and the application can be used only if the user
identity authentication is successful, so that the security of the specified

application is further improved.

Embodiment 2

The embodiment of the invention provides a method for application
protection, asillustrated in Figure 2, and the said method comprises:

201: Receiving acommand for locking the specified application;

Specifically, the user accesses the application locking setting screen,
and chooses to lock some applications according to the specific
circumstances.

202: Extracting the user’s biometric information.

Wherein, the user’s biometric information includes at least one of the
following items:

Fingerprint information, irisinformation, capillary vessel information,
facial expression information and facial feature information.

203: Using the user’s biometric information to lock the specified
application, so as to achieve locking of the specified application;

Specifically, the icon of the locked application displays a locking
mark, so asto indicate that the application islocked.

204: Obtaining the command to start the locked application;
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The method for application protection according to the embodiment of the invention, wherein the user's
biometric information is obtained and used to lock the specified application, so that the specified
application can be locked and the user can use other applications conveniently; furthermore, the
security of the specified application is also improved. The user identity authentication is conducted
according to the extracted user's biometric information, and the application can be used only if the

user identty autheayielitedf pUPRERHLN St e eSSl efie e pRnlyaiRee futher

improved. Embodiment 2  The embodiment of the invention provi method

protection, asapbtcatonindFigihe PGnusee sanl detibde-chakprites:iconoof Riveeildeedcommand for

locking the specified licatiop.  Spegcifical USEr acc he application locking setting
screen, and ¢ 8&&@5@ ﬁo%ﬁé%%écgg%ﬁtbgti'&éb a%’??@r%ﬁ&%ﬁ%@ﬁé@ﬁﬁ'@%ﬁ%rﬁ%ﬁ“goz
Extracting thef pser 'theineatjsinésrtoaienal thetbeneianthi wsart stedoekad spplivation.includes at
least one of the following items;  Eingerprint information, iris information, capillary vessel information,

facial expression irf8rn %WBQ&@% ta mﬁﬁ[}mrm%@bsing the user's biometric

informgtion to Ioc_:k M;smwl@omémw &ﬁ%ﬁﬁﬁ@ﬁ{(iﬁ@ﬁtl@m qp@t_:gj@%g&jication;

Specifically, the icon of the locked application displays a locking mark, so as to indicate that the

application is Ws&ke® biopirio Hifiaraptienc odthhand kobgapxeiedktd tispkisalioslentity
authentication is successful; otherwise, 208 will be executed.

Specifically, the user identity authentication based on the extracted
user’s biometric information comprises.

Comparing the extracted user’s biometric information with the
pre-stored user’s biometric information;

The user identity authentication is successful if the extracted user’s
biometric information is consistent with the pre-stored user’s biometric
information;

The user identity authentication fails if the extracted user’s biometric
information is inconsistent with the pre-stored user’'s biometric
information.

Specifically, the user’s biometric information can be pre-extracted;
the pre-extracted user’s biometric information is stored in the preset
memory. When the user identity authentication is conducted, the pre-stored
user’s biometric information is obtained from the preset memory.

207: Unlocking and starting the unlocked application, and ending.

Specifically, after the locked application is unlocked and started, the
user can use the application normally.

And, specifically, upon the startup of the unlocked application, the
method further comprises:

Determining whether the time during which the unlocked application
has not been operated exceeds the preset time interval;
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Specifically, the mobile terminal user can click the icon of the locked application or the PC user can
double-click the icon of the locked application or right-click the icon of the locked application to select
startup from the menu, so as to send the command to start the locked application.  205: Extracting
the user's biometric information;  206: Conducting user identity authentication based on the
extracted user's biometric information; 207 will be executed if the user identity authentication is

successful, othemﬁa&%rﬁ@ﬁﬁgggﬁgﬁpﬁ%@ﬁpﬁll@hé é@@{i%}gmg%gagcation based on

the extracted user's biometr s Comparing the extracte usér's biometric
information with th@@3e Giviag asersasipnosmit Prramalaom, antirendigyg. identity authentication is

Sometc niormanohe- 10 el AUTI) OB Y A I 58 e
information is ¢anoneistast e thepbicattme dans eil'sobiogefiiemfiornattien. wayspesifttalys the user's

biometric information can be pre-extracted; the pre-extracted user's biometric information is stored in
the preset me )}.nﬂlhen the user identity authentication is conducted, the pre-stored user's biometric

information is obtaigestétsya ihe SHOER! eTSieH tRATWHBIPFHEgIRN AATENG emymeitsed

application, and ending. Specificaﬂ!ﬁ;, after the locked application is unlocked and started, the user can

use the applic@emees rEQURYr el Ng %bﬂi@m@ﬁé@m@ @@H@ﬁw t_h@ mﬂbﬂ@@w}ﬁi@étipn, the
method Tuthes GBS e G0 1HCEBEE SR RV VAo epicaton s

not been operated exceeds the preset time interva
payment application is lost, any person who gets the mobile terminal can

use the payment function, resulting in loss to the user. Thus, the NFC
payment application can be locked using the method according to the
embodiment of the invention. Under the circumstance that the NFC
payment application is locked, even if the mobile terminal with the NFC
payment application is lost, the others still can not use the NFC payment
application to make payment, thereby further ensuring the security of the
NFC payment.

The method for application protection according to the embodiment
of the invention, wherein the user’s biometric information is obtained and
used to lock the specified application, so that the specified application can
be locked and the user can use other applications conveniently;
furthermore, the security of the specified application is also improved. The
user identity authentication is conducted according to the extracted user’s
biometric information, and the application can be used only if the user
identity authentication is successful, so that the security of the specified
application is further improved.

Embodiment 3
The embodiment of the invention provides a method for application
protection, asillustrated in Figure 3, and the said method comprises:
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Relocking the unlocked application if the preset time is exceeded; 208: Giving an error prompt or an
alarm, and ending.  Specifically, in addition to error prompt and alarm, a hint that the user can not
use the application can also be given in other ways, such as flashing.  Moreover, it should be noted
that when making payment using NFC, you need to preinstall a NFC payment application on the
mobile phone or any other mobile terminal. In case that the mobile terminal with NFC payment

application is lost, gm:pmgwgggmﬁt%bpﬁmn@fcqﬂ?zﬁm ¥MER Wieﬂ, resulting in

loss to the user. Thus, the NFC ment cation can be locked using the met according to the
embodiment @jjpar iue chomectedanttie thieomobikeiasntiasthe NFC payment application is locked,

even if the mobile inal with the NEFC payment jcation is lost hers still can not use the
NFC payment app@gog%wﬁgﬁg%k@ngﬂ%&@hﬁ%rtﬁ@%ﬁ%h&iﬁg*ﬁ?ﬁé&?ﬁ@p&%%%Fc payment.
The method fecepliegfieo pheestiva ananibderg b tie ebhbowirentrfoimativentppardnesein the user's
biometric information is obtaiped and u%%ﬂto lock the specified application, so thﬁgﬁhe pecified

application ca?pﬂé‘%md‘é( tht@%sép %SI@FHHQ%p ti HH%WenW% ermore, the
security of the;5ReSHRARGRIIGIIOME alsPrdREdy eBidmetHseriiRMHIAReNeaisatiends renducted

according to the extracted user's biometric information, and the application can be used only if the

user identity sReeeEEHoBEs ke sHRI eeanbedhdf sdberiguthent cptemid$ apieeI®Hl is further
improved. EW& 331 Wﬁl qg@@%&é@&ﬁ_of the invention provides a method for application

protection, as illustrated in Figure 3, and the said method comprises: 301: Obtaining the serial
number of the bionfed intahyiativnsepi@hatmshesrofethedioimhaitcritdioitenaronnappar A0S

Authenticating the connected biometric informatign apparatys,according, to the serial number of the
Bometric mio LD P S A B U T ot B the
authentication@htivat ooarcieditemetiie isdduhatiombapashtundse utresshne 3bibmidtkie executed if

the authentication is successful; otherwise, 313 will be executed.  Specifically, the serial number of
the biometric |HFSMERNFRRFAYS can be pre-registered and pre-stored in the mobile terminal, and

one mobile terminabsan fiegipier tageSeripkALAMEEiBhMone theseonedHAREEIC INSRsMatipe apparatus.

Specifically, the authentication of the connected biometric information apparatus according to the
serial numberi Bf HAIEI BN RIS HH AVEQ Par Q1S lae nsrbek it gie Phothie Bbaimei comprises:

e S ISR SRS e moe
mobile terminal; Comparing the serial number of the biometric information apparatus

connected with the mobile termina with the pre-stored serial number of

the biometric information apparatus corresponding to the mobile terminal;

The authentication of the connected biometric information apparatus
Is successful if the serial number of the biometric information apparatus
connected with the mobile terminal is consistent with the pre-stored seria
number of the biometric information apparatus corresponding to the
mobile terminal;

The authentication of the connected biometric information apparatus
failsif the serial number of the biometric information apparatus connected
with the mobile terminal is inconsistent with the pre-stored serial number
of the biometric information apparatus corresponding to the mobile
terminal.

303: Receiving the user’s biometric information extracted through the
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The authentication of the connected biometric information apparatus is successful if the serial number
of the biometric information apparatus connected with the mobile terminal is consistent with the
pre-stored serial number of the biometric information apparatus corresponding to the mobile terminal;
The authentication of the connected biometric information apparatus fails if the serial number of the
biometric information apparatus connected with the mobile terminal is inconsistent with the pre-stored
serial numbert%mgtﬁ@m%,i&i&ﬁg@ﬁ&&agaratus corresponding to the mobile terminal.  303:
Receiving the user's biometric information extracted through the biometric information apparatus.
Wherein, the user'$\tianebiyi ¢dhefoseagdionotiided piidaastiond otlikdes bibheag ianexffiigerprint

information, iris informati apillar ssel inf tion,. facial ssion information and facial
feature inform D RIS e BB s AT LSRR of e
following appanfibreesti ing éapisit @gmsss 0rs inefasramationn canllltagi ek $eetuss doforaiatiahfacial
recognizer. 304: Conducti ser identity authentication based.on the extracted user's_ biometric
iformation, s ALNBFIE (R THEHRY) ORI 3 165 ISR 6EGbil be

execute_d_if thf’n@s%mﬁﬂﬁ% Wn 8 ) FRUbpdRRrVigs, %c%@’r'ﬂﬁ@ exasil 305!
Determining that the user can specify the application to be locked on the mobile terminal, receiving the
command to |YERSEld epRamizer AnelitagichrerruiI&RIng the specified application using the user's

biometric informati%@@%Hbﬁﬁﬁ%%@ﬂﬂﬂﬁmﬂgﬂ &p%%gpgh tl‘%oégfpﬁeﬂéﬁ if the user

identity authentication Is successfut, it is determ e user Is authorized user of the mobile
terminal and aisenisdbileeneisislentomnahlppp dnat tieterseintag acbeteththeingerQ dentligation

management center installed.on the maopile tepminal tor application locking setting, start.the FingerQ
application, s@é’&ﬂﬁ%ga;'&ﬂl(:'%léH%%gﬂgckgggoW‘e Qﬁgﬁégﬁgﬁ%ﬁﬁm{gﬁgeﬂ% g@%ﬁﬁ%f th_e
FingerQ appligatioentaradi meks baceessiliedothatiopd 313 wilebiieibeuwedhe application locking

setting screen, the icon of the locked application can be displayed as a locking icon (i.e, the icon of the
unlocked applicatiotPR dm@r%m‘@bﬂgti{é%ﬁ H)Qﬂieﬁaébﬁﬂveﬁigﬁ)t. n%@ﬁﬁ%’é?@&@eh@, the icon of

the locked appheREANGiFRE CHEBEINE ki T MRCERMHYE 1Hee KIS SBMRKOalRer the

application is locked or not), and the user knows whether the application is locked or not at the time of

operating the Spsslitasbappl i e300 Rathi agkg dbe sastf eosanplicetietked B phe-ira. S
biometric information, so as to achieve locking of the specified

application;

Specifically, if the user identity authentication is successful, it is
determined that the user is the authorized user of the mobile terminal and
can use the mobile terminal, so that the user can access the FingerQ
application management center installed on the mobile terminal for
application locking setting, start the FingerQ application, specify the
application to be locked on the application locking setting screen of the
FingerQ application, and lock the specified application.

Specifically, on the application locking setting screen, the icon of the
locked application can be displayed as a locking icon (i.e. the icon of the
unlocked application is different from that of the locked application). On
the other screens, the icon of the locked application can be displayed as a
normal icon (i.e. the icon is the same whether the application is locked or
not), and the user knows whether the application is locked or not at the

10



307: Prompting the user to insert the biometric information apparatus.  308: Obtaining the serial
number of the biometric information apparatus connected with the mobile terminal.  Specifically, to
use a locked application, the user needs to connect the biometric information apparatus with the
mobile terminal. Wherein, the biometric information apparatus is connected with the mobile terminal
through the communication interface on the mobile terminal. The biometric information apparatus is

provided with %g\éqr%\fg%gﬁﬁﬁﬁ@gﬁﬂyzg@igﬁ type of the communication interface of the mobile

terminal, so as to achi . _ectlo the communication interface of_the_mobile terminal is a Micro
USB interface, the 3ierf@tianniing thieceniaarid o stiant theplacked shplilcetiign. be a Micro USB

interface.  309: anticating the, connecied bi tric_information aratus a ing to the serial
number of the blo%gﬁ%ﬁrggﬂgﬁgep%%ﬁs} @ﬁﬁéé&'@vﬁﬁé 'rﬂ%%ﬁlﬁéaﬁé?rﬂ\ |ﬁ%%%§é%‘l etermining
whether the auther3@&tiaDisththingonthectsatiblometribénfoomatien bipractis isnfonsrtrinl; 310 will be

executed if the authentication is qapccggr%ul; ot eLWise, 313 will be executed.  Specifically, the
authenticatiorPBPRiELHS ARt oM i %ﬁr%ﬁﬁlratus according to the serial number of the

biometric informatiepaRfRENYSteARRLARSEREH ADBI TRARUR eHa sk casaRE 8 tonrfee PRI ing the serial
number of the biometric information apparatus connected with the mobile terminal with the pre-stored

serial ngmper@ﬂmgﬂﬁﬂfg@fmﬁf&mmﬂ%rﬂtﬁb ébﬁé%&hﬁlcﬁn@ﬁmmé' m\é\ﬂﬂ@f %%m; The
authentlcatlorb m&ﬁeni'?ﬁ’BWHAﬁ'BW?ﬁﬁé@ﬂ%ﬁhgﬁ%ﬁiumﬂﬂﬁeﬁ%ﬂi |‘éﬂ't‘§rﬁ'fﬁr number of

the biometric Information apparatus c e terminal is consistent with the
pre-stored setiatoughbdhef tbentivumeadti oriorinteibacapmratieconebpenderginahe mbeile terminal;

The authentication é}ithe cgﬁnecéﬁd biometricéﬂpformation Péépﬁra us faIEﬁ if the ser'k%l Fumber of the
biometric infofthath gppé QL8R e diobild YA Hal i on&l e AT tHitifre pre-stored
serial numbergfrtegpaindiatiiconflemegencipive domawirésppodinpttefisenophifetenotifial.  310:

Extracting the user's biometric information.  311: Co&?%ctin% user identity authentication based on
the extracted (REBIOFio SRR 1RfEFNLRHS CONBEEHIANL LhdBBCHTRTANSE i HHESH tication is

successful; otfiEWigEpité3 PR Esuiedicré 1 SBopkinenaad fiartingaiigcenlapkaseapplication,
and ending. biometric information apparatus should also be aMicro USB interface.

309: Authenticating the connected biometric information apparatus
according to the serial number of the biometric information apparatus
connected with the mobile terminal, and determining whether the
authentication of the connected biometric information apparatus is
successful; 310 will be executed if the authentication is successful;
otherwise, 313 will be executed.

Specifically, the authentication of the connected biometric
information apparatus according to the serial number of the biometric
information apparatus connected with the mobile terminal comprises:

Comparing the serial number of the biometric information apparatus
connected with the mobile terminal with the pre-stored serial number of
the biometric information apparatus corresponding to the mobile terminal;

The authentication of the connected biometric information apparatus
Is successful if the serial number of the biometric information apparatus
connected with the mobile terminal is consistent with the pre-stored seria
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It should be noted that with respect to the method according to the embodiment of the invention, the
locked application can be unlocked and started only when both the authentication of the connected
biometric information apparatus and the user identity authentication are successful, so as to achieve
dual protection of the locked application for higher security. Moreover, even if the mobile terminal is
connected with the PC or any other device and the data of the locked application is extracted, the

extracted dateh' 'grera;ry%db-On?éﬁtGiMﬁ%t%pprggegpgﬁg ?@fpr inrs]?al 'iSi“ﬂhe Moreover,

it should be noted that when making payment using NF ou nee NFC payment
application onniodihedisiephalne or any other mobile terminal. In case that the mobile terminal with

functon recuig (1 BRLIDH D AL o8 o R A LA R ) ARl in the

metIhOdt'aCC'OIﬁlg tbﬂmsa}%wm%ﬁwﬁfhh@b'l '-th tjh@hlgl?émmm t I'st' IS | édi[’:tcfi pa%lhment

application is locked, even if the mq IET erminal wi e paﬁﬁmen %ﬂ:%aégn IS %s, e others
[

still can not u¥¥ thd IEEREU pRlicad DRABS SR MWy e RREey M&URE the security
of the NFC paymens. biShRAmetTofdransli HspeReglsciom assorig 0 aeenpRgignen of the
e

invention, wherein the user's biometric information is obtained and used to lock the specified
application, séamatnak specified application can be locked and the user can use other applications

conveniently; furthg@o%ﬁéﬁﬁﬁ%%g §5Rﬁﬁ@?§?ﬁf5ﬁﬂ3%r‘? also improved. The user identity

authentication is conducted according to the extracted user's biometric information, and the application
can be used only i3hE USendiwiting aistre rdiealtityn athentesatian soasent e S wilyasteace specified

application is further improved. Embodiment The embodiment qf the invention provides an
apparatus for %%%%JH&%}#&S&@R@HM@U;%% [ ?ILFQB% %%Cﬁ%qaéQi’?ﬁaﬂﬁ%{rdt@@&}%prises:
The first receiginbentdalitpAls soctessivinoheanisenad Joniiththexspetdird application;  The first

extraction module 402 for extracting the user's biometric information; The locking module 403 for using
the user's biometri@%%o”ﬁiﬂ%'f@l%@a %@EH@&H@&@&Q@@HP 630, aediey I88blication locking;

Preferably, as illusyiatpmifld- i Sored haPRATRH YedpEhelr e v Rod A BETHRGg LIS HRe module 404
for obtaining the command to start the locked application;

embodiment of the invention, the locked application can be unlocked and

started only when both the authentication of the connected biometric

information apparatus and the user identity authentication are successful,

so as to achieve dua protection of the locked application for higher

security. Moreover, even if the mobile terminal is connected with the PC or

any other device and the data of the locked application is extracted, the

extracted datais still encrypted.

313: Giving an error prompt or an alarm, and ending.

Moreover, it should be noted that when making payment using NFC,
you need to preinstall a NFC payment application on the mobile phone or
any other mobile terminal. In case that the mobile termina with NFC
payment application is lost, any person who gets the mobile terminal can
use the payment function, resulting in loss to the user. Thus, the NFC
payment application can be locked using the method according to the
embodiment of the invention. Under the circumstance that the NFC
payment application is locked, even if the mobile terminal with the NFC

12



The second extraction module 405 for extracting the user's biometric information; The first
authentication module 406 for the user identity authentication based on the extracted user's biometric
information;  The first unlocking module 407 for unlocking and starting the locked application if the
user identity authentication is successful; Preferably, the first authentication module 406 comprises:
The first comparing unit for comparing the extracted user's biometric information with the pre-stored

user's biomet %tlm ion: . The: first au r}gﬁ@' TalpW eI [ I igates the user
identity if the gx racted%’%@Ené%@%’fgﬁ%mlon .%%ﬂ&&wgrﬁeﬁﬂ%@%ﬁﬁg e m%@ts biometric
information; agyecaticulyOtheake eymentntuirby R Ihetanawing d e sactiditynaidilie 405 can be
a fingerprint srﬁ@:ct?r éJj}aci%l recognizer, etc. Preferably, the first authentication module 406 further

Xt

comprises: A W urliit for pre-extracting the user's biometric information; A memory unit for
storing the pre-extrahtedetiand bivnapiléoafiompriotedt dre avesedi nietootieReefevalivieat illustrated in

Figure 6, the % F{ﬁrea}H\S/efH{ltgﬁr Sv%ngperljﬁetﬁe user’s biometric information is obtained and
used to lock the specified application, so that the specified application can
be locked and the user can use other applications conveniently;
furthermore, the security of the specified application is also improved. The
user identity authentication is conducted according to the extracted user’s
biometric information, and the application can be used only if the user
identity authentication is successful, so that the security of the specified

application is further improved.

Embodiment 4

The embodiment of the invention provides an apparatus for
application protection, as illustrated in Figure 4, and the said apparatus
comprises:

The first receiving module 401 for receiving a command to lock the
specified application;

The first extraction module 402 for extracting the user’s biometric
information;

The locking module 403 for using the user’s biometric information to
lock the specified application, so asto achieve application locking;

Preferably, asillustrated in Figure 5, the apparatus further comprises:

The first acquisition module 404 for obtaining the command to start
the locked application;

The second extraction module 405 for extracting the user’s biometric

information;
The first authentication module 406 for the wuser identity

13



The second acquisition module 408 for obtaining the serial number of the biometric information
apparatus connected with the mobile terminal;  The second authentication module 409 for
authenticating the connected biometric information apparatus according to the serial number of the
biometric information apparatus connected with the mobile terminal; The second receiving module
410 for receiving the user's biometric information extracted through the said biometric information

apparatus if t%ﬁ@ﬁﬁ%ﬁﬁ%%%@t@@gﬁﬁﬂ%@% %ﬁ.is successful; The

third authentication m r conducting user fity authentication based on the extracted

user's biometric infohadiish;unl ockengrmothieifeon upl ackiog:anthitig tiag the Ieekethn specify the

application to be locked o mabile terminal | er identity authentication is successful;
Preferably, as%ﬂﬂ[cl,ﬁétleg@iﬁ E&ulf'??@eﬁgp p@;ﬁé@@g‘ﬁ%&%&@g e third acquisition module 413
for obtaining the caPrgharathitg, st fithee dntkedtarpimatnodul el4@ofcortipasasisition module 414 for

obtaining the serial rhurgber of the biometric | formation_app%ratus connected with the mobile terminal;
The fourth authentiE3RJH Fh GRTIA BYJMAL AN RGBSkt Srﬁ’?gﬁ’%eéibﬁ%tﬁ ¥HAGon apparatus

according to tf}SerialiBunes ghét diqpieiicdefospriipRirRInRIYRAMRRected with the mobile
terminal;  The third extraction module 416 for extracting the user's biometric information if the

authentication of thEneoH iﬁm}m MB?WWW@'QS@M&Q@GS i wses
authentication) jagg kg}ei S GARTF RS B SRBHY A BRI TSR RS ENGiffRGted user's

biometric information;
pre-stored user’s biometric information;

Specifically, the first extract module 402 and the second extraction
module 405 can be afingerprint sensor, facial recognizer, etc.

Preferably, the first authenti cation module 406 further comprises:

An extraction unit for pre-extracting the user’s biometric information;

A memory unit for storing the pre-extracted user’s biometric
information in the preset memory;

Preferably, asillustrated in Figure 6, the apparatus further comprises:

The second acquisition module 408 for obtaining the serial number of
the biometric information apparatus connected with the mobile terminal;

The second authentication module 409 for authenticating the
connected biometric information apparatus according to the serial number
of the biometric information apparatus connected with the mobile terminal;

The second receiving module 410 for receiving the user’s biometric
information extracted through the said biometric information apparatus if
the authentication of the connected biometric information apparatus is
successful;

The third authentication module 411 for conducting user identity
authentication based on the extracted user’s biometric information;

A determining module 412 for determining that the user can specify
the application to be locked on the mobile termina if the user identity

14



The second unlocking module 418 for unlocking and starting the locked application if the user identity
authentication is successful; Preferably, the fourth authentication module 415 comprises: The
second comparing unit for comparing the serial number of the biometric information apparatus
connected with the mobile terminal with the pre-stored serial number of the biometric information
apparatus corresponding to the mobile terminal;  The second authentication unit which successfully

authenticatesénﬁ]gﬂﬂegﬁmigigg&g?mormation apparatus if the serial number of the biometric
information apparatus connected with the mobile terminal is consistent with the pre-stored serial

number of the bionkraieriaibyrasidlusiptacinstd gt gothurappacaks sl cosnpiiass.  Preferably, the

user's biometric inf. ion,includes.at least.one following items: Eingerprint in ation, iris
information, capilIa?yﬁ\gnszé@I .ﬁ%&%%ﬂf&’ﬁ‘ rﬁé@%@é@%&é %%@?nnglgﬂr% aé:n0 a %H;éété?réerr?nformation.
The sequencehmiivblesd apiiiecativhembodiments of the invention are just used for the convenience of
description, and da_not represent the precedence of the embodiments. The apparatus for
application protect%ﬂ%ﬂ%ﬁ?ﬁ?%tﬁﬁ gth LAY | %B'?WUFQ \%?%%Wﬂh&ﬁrgb% B'Iometric
information is platpjppseaing ivfeFhRARH AppFRRMKIIRShABRILAIATH SR ATb BN $aeaitrRg: application can
be locked and the user can use other applications convenienﬂg; furthermore, the security of the
specified applicatiohn€ afsd!ithpraksaentheatiosr ideattyl authbatidaionadtbentiGatiiladiifding to the

extracted usepshi o8] [ ?H%fl icatl {f 1 identity
authenticationalas@%%%gs&h%mm% sec@%@sﬁ?e%@p I?gaﬁg%y%'ﬁ%ﬁ:tﬁgﬁr%%ﬁoved.
Those skilled @i the brosheitild imideration teparaiusiatorechedtwitththstopebitedenivinaathe said
embodiments can ke campleted through hardwar ompleted by instructing relevant hardware
through programs,lﬁgiﬁcﬁcg%%Fgﬁiogamggj%i\tl%r&gn@rc E%%ﬁe%ab@g%égmgé&um and the
said storage rifdiumation bE theeadthahticrivpnnf niag nesimeistiedobimaletii, i eformatiznabove

description only includes some of the preferred embodiments of the invention, and is not intended to
limit the invenidRaRINSARHMEEERIM equivalent substitution and improvement made without departing

{:\?/Z‘ntt?fnfpi”t and pHaciRfes GliHIMGRIN Phed e 1aalrdes ebHRILRE F§ONSPT RIgkfgjon of the
authentication based on the extracted user’s biometric information;

The second unlocking module 418 for unlocking and starting the
locked application if the user identity authentication is successful;

Preferably, the fourth authentication module 415 comprises:

The second comparing unit for comparing the serial number of the
biometric information apparatus connected with the mobile terminal with
the pre-stored seriad number of the biometric information apparatus
corresponding to the mobile terminal;

The second authentication unit which successfully authenticates the
connected biometric information apparatus if the seriad number of the
biometric information apparatus connected with the mobile termina is
consistent with the pre-stored serial number of the biometric information
apparatus corresponding to the mobile terminal.

Preferably, the user’s biometric information includes at least one of
the following items:

Fingerprint information, irisinformation, capillary vessel information,

15



Claims 1. A method for application protection, characterized in that the said method comprises:
Receiving a command for locking the specified application; Extracting the user's biometric information;
Using the user's biometric information to lock the specified application, so as to achieve locking of the
specified application; 2. The method according to Claim 1, characterized in that the said method
further comprises: Obtaining the command to start the locked application Extracting the user's

biometric mfo;%gpgx r&QWH?HBQn"I bﬁjﬁﬁatf'af,‘l‘fipﬁéﬂﬁ?@‘? ?H the extracted user's

biometric information; = Unlocking an starting the locked app cation If the user identity authentication

is successful. 3. mwm@mmﬁ@mfammdmmmmmmemam@r @lentity
o A B, A S B e R AT e
precedence of the embodl ments.

The apparatus for application protection according to the embodiment
of the invention, wherein the user’s biometric information is obtained and
used to lock the specified application, so that the specified application can
be locked and the user can use other applications conveniently;
furthermore, the security of the specified application is also improved. The
user identity authentication is conducted according to the extracted user’s
biometric information, and the application can be used only if the user
identity authentication is successful, so that the security of the specified
application is further improved.

Those skilled in the art should understand that the whole or part of the
steps to achieve the said embodiments can be completed through hardware
or completed by instructing relevant hardware through programs, the said
programs can be stored in a computer-readable storage medium, and the
said storage medium can be a read-only memory, magnetic disk, optical
disk, etc.

The above description only includes some of the preferred
embodiments of the invention, and is not intended to limit the invention.
Any modification, equivalent substitution and improvement made without
departing from the spirit and principles of the invention shall be included
within the scope of protection of the invention.
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The user identity authentication is successful if the extracted user's biometric information is consistent
with the pre-stored user's biometric information. 4. The method according to Claim 3, characterized
in that the said method further comprises: Pre-extracting the user's biometric information;  Storing
the pre-extracted user's biometric information in the preset memory; 5. The method according to
Claim 1, characterized in that prior to receiving the command to lock the specified application, the
method further comprlses Obtalnlng the ser@lpéu Aher of the blometrlc mformatlon apparatus

connected withthe Authenrticatthethe-conrneetedbion ofation apparatus
according to the serial number of the blometrlc information apparatus connected with the mobile
terminal; Receiving the u |omet ic information extracted through he said biometric information
apparatus if the aughe@\tf@ﬂi %@EB ﬁ@gf% W@Fﬁ@“@m?bﬁ‘@ﬂ@ﬂ ORGSRk sful:

Conducting usRei§6AEYAPGRication based on the extracted user's blometrlc information;
Determining that the user can specify the application to be locked on the mobile terminal if the user
identity authenticatRecR \Gingtassimmand for locking the specified application;

Extracting the user’s biometric information;
Using the user's biometric information to lock the specified
application, so as to achieve locking of the specified application;

2. The method according to Claim 1, characterized in that the said
method further comprises:

Obtaining the command to start the locked application;

Extracting the user’s biometric information;

Conducting user identity authentication based on the extracted user’s
biometric information;

Unlocking and starting the locked application if the user identity
authentication is successful.

3. The method according to Claim 2, characterized in that the said
user identity authentication based on the extracted user’s biometric
information comprises:

Comparing the extracted user’s biometric information with the
pre-stored user’s biometric information;

The user identity authentication is successful if the extracted user’s
biometric information is consistent with the pre-stored user’s biometric
information.

4. The method according to Claim 3, characterized in that the said
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6. The method according to Claim 5, characterized in that the said method further comprises:
Obtaining the command to start the locked application;  Obtaining the serial number of the biometric
information apparatus connected with the mobile terminal;  Authenticating the connected biometric
information apparatus according to the serial number of the biometric information apparatus connected
with the mobile terminal;  Extracting the user's biometric information if the authentication of the
connected biqﬁgﬁ'&j@mm@t' ghatus is successful;  Conducting user identity authentication
based on the extracted user's biometric information;  Unlocking and starting the locked application if
the user identity authergidaacinng Bieusesis bi onTetTigs mhethuatiaccording to Claim 6, characterized in

that the said autheptication, of the con biometric informatio ratus rdin the serial
number of the biom%ﬂ@%l%f&g% E&%g%&%ug%nﬁe%é%%ﬁﬁt@@%ﬁé %H@E&%&ﬁ%ses:
Comparing thenesri@ynumber of the biometric information apparatus connected with the mobile

terminal with the pre-stored serial number of the biometric information apparatus corresponding to the
mobile terminal;  The authentication of the connected biometric information apparatus is successful if

the serial number of the,BipReetigl BEANAIIRG APRAEIMS COBRAUEMNIINA MHepilserminal is

consistent with the pre-stored serial number of the biometric information apparatus corresponding to
the mobile terfRFRAYINgs thehCRTBIMaRthdev iRk tthangrecdigthanp icatigiadheizagtioghat the said
user's biometlfiﬁrmgg%%pig&l_udes at least one of the following items:

Obtaining the seria number of the biometric information apparatus
connected with the mobile terminal;

Authenticating the connected biometric information apparatus
according to the serial number of the biometric information apparatus
connected with the mobile terminal;

Recelving the user’s biometric information extracted through the said
biometric information apparatus if the authentication of the connected
biometric information apparatus is successful;

Conducting user identity authentication based on the extracted user’s
biometric information;

Determining that the user can specify the application to be locked on
the mobile terminal if the user identity authentication is successful;

6. The method according to Claim 5, characterized in that the said
method further comprises:

Obtaining the command to start the locked application;

Obtaining the seria number of the biometric information apparatus
connected with the mobile terminal;

Authenticating the connected biometric information apparatus
according to the serial number of the biometric information apparatus
connected with the mobile terminal;
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Fingerprint information, iris information, capillary vessel information, facial expression information and

facial feature information.

9. An apparatus for application protection, characterized in that the said

apparatus comprises: The first receiving module for receiving a command to lock the specified

application;

The first extraction module for extracting the user's biometric information;

The locking

module for using the user's biometric information to lock the specified application, so as to achieve

application lockingie, Ao ABRREIUBRSTRIHEGHR FRliTLY AR aIRAGAH aL BRI

further comprises:  The

acquisition e for obtaining the comman

id apparatus

to start the locked

application; COhpested dnilasxetittionf arouatiefuaeparatim s sucosssfslbiometric information;  The first
authentication mo

information;

identity authebiicateri ds stmeastor;

Unlocking and starting the locked application if the user identity
authentication is successful.

7. The method according to Claim 6, characterized in that the said
authentication of the connected biometric information apparatus according
to the serial number of the biometric information apparatus connected with
the mobile terminal comprises:

Comparing the serial number of the biometric information apparatus
connected with the mobile terminal with the pre-stored serial number of
the biometric information apparatus corresponding to the mobile terminal;

The authentication of the connected biometric information apparatus
Is successful if the serial number of the biometric information apparatus
connected with the mobile terminal is consistent with the pre-stored seria
number of the biometric information apparatus corresponding to the
mobile terminal.

8. The method according to any of Clams 1 - 7, characterized in that
the said user’s biometric information includes at |east one of the following
items:

Fingerprint information, irisinformation, capillary vessel information,
facial expression information and facial feature information.

9. An apparatus for application protection, characterized in that the
said apparatus comprises:
The first receiving module for receiving a command to lock the
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11. The apparatus according to Claim 10, characterized in that the said first authentication module
comprises:  The first comparing unit for comparing the extracted user's biometric information with the
pre-stored user's biometric information;  The first authentication unit which successfully
authenticates the user identity if the extracted user's biometric information is consistent with the
pre-stored user's biometric information;  12. The apparatus according to Claim 11, characterized in

that the said f'@é&ﬁ@g%ﬂpﬁimdule further comprises: An extraction unit for pre-extracting the
user's biometric information; A memmory unit for storing the pre-extracted user's biometric information in

the preset memoryT he18irshespipattans awduting av GEinad] rihatheterizedsn bhamgie said
apparatus furiirr]](?r rcogi?f iﬁs_es: The second acquisition module for obtaining the serial number of the
biometric inforMation éparatus connected with the mobile terminal;  The second authentication

module for authentitladingciagenodaled driamieiyicHofosaratibioanseiains erenatidnddd dok serial
number of the biometric i formﬁtion aéjparatus connected with the ngb'le terminal,  The second
receiving modi¥e J8FY &%‘?{/ﬁﬁ) Vel QB SRS HR AR AR AEEAFLIAEK BYough the said biometric

information apparatus if the authentication of the connected biometric information apparatus is
successful;  The third authentication module for conducting user identity authentication based on the

extracted user's bid@eliieiaRPAatihacCHABE: i Iy M3 dchaiortgEesthi RitGahHiasaidser can
specify the ap&%&t&ué&ﬁ&@c&sﬁ]aﬂgg mobile terminal if the user identity authentication is

successful,
The first acquisition module for obtaining the command to start the

locked application;

The second extraction module for extracting the user’s biometric
information;

The first authentication module for the user identity authentication
based on the extracted user’s biometric information;

The first unlocking module for unlocking and starting the locked
application if the user identity authentication is successful;

11. The apparatus according to Claim 10, characterized in that the
said first authentication module comprises:

The first comparing unit for comparing the extracted user’s biometric
information with the pre-stored user’s biometric information;

The first authentication unit which successfully authenticates the user
identity if the extracted user’s biometric information is consistent with the
pre-stored user’s biometric information;

12. The apparatus according to Claim 11, characterized in that the
said first authentication module further comprises:

An extraction unit for pre-extracting the user’s biometric information;

A memory unit for storing the pre-extracted user’s biometric

20



14. The apparatus according to Claim 13, characterized in that the said apparatus further comprises:
The third acquisition module for obtaining the command to start the locked application;  The fourth
acquisition module for obtaining the serial number of the biometric information apparatus connected
with the mobile terminal;  The fourth authentication module for authenticating the connected
biometric information apparatus according to the serial number of the biometric information apparatus

connected witfﬁfgﬁﬁ%ﬂ%illﬁ F?fﬁg%?@?n@% traction module for extracting the user's biometric
the aut

information if entication of the connected biometric information apparatus is successful; The
fifth authentication module for conducting user identity authentication based on the extracted user's

biometric informatign; —, The second unlocking module for.unjocki nd starti locked
application if the ugg’r'i Qﬁt@%%?t%g%t%%ﬁ%#li&%%ggﬁdl;b’ %hwﬁ%%raﬁﬁééggo iﬁg to Claim
14, characterigggaratbsf tirthericoieyttizesithentication module further comprises:  The second
comparing unit for comparing the serial number of the biometric informatign apparatus connected with
the mobile terminal IR RETH GRS H RN EP o PIHE I SR HAGH B R
correspondingyigrifrBqRfie REf iR bppa BRISREAMEG N ARtis aHeMgHi whiemRvgeessfully
authenticates the connected biometric information apparatus if the serial number of the biometric

information apparaT@cmemﬂmi@@@Hﬁn@'{s%ﬁ@@ﬂ&@liﬂwhﬁé (ﬁ?@fﬁ@@j serial
pparatus a0t REG Anf oA R SEEORARID R EPE FURRACS U2 information
includes at ledmonrerad théoishettdryapparatus connected with the mobile terminal;
The second receiving module for receiving the user's biometric
information extracted through the said biometric information apparatus if
the authentication of the connected biometric information apparatus is
successful;
The third authentication module for conducting user identity
authentication based on the extracted user’s biometric information;
A determining module for determining that the user can specify the
application to be locked on the mobile termina if the user identity

authentication is successful;

14. The apparatus according to Claim 13, characterized in that the
said apparatus further comprises:

The third acquisition module for obtaining the command to start the
locked application;

The fourth acquisition module for obtaining the seria number of the
biometric information apparatus connected with the mobile terminal;

The fourth authentication module for authenticating the connected
biometric information apparatus according to the serial number of the
biometric information apparatus connected with the mobile terminal;

The third extraction module for extracting the user’'s biometric
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Fingerprint information, iris information, capillary vessel information, facial expression information and
facial feature information.

information if the authentication of the connected biometric information
apparatus is successful;

The fifth authentication module for conducting user identity
authentication based on the extracted user’s biometric information;

The second unlocking module for unlocking and starting the locked
application if the user identity authentication is successful;

15. The apparatus according to Clam 14, characterized in that the
said fourth authentication modul e further comprises:

The second comparing unit for comparing the serial number of the
biometric information apparatus connected with the mobile terminal with
the pre-stored seriad number of the biometric information apparatus
corresponding to the mobile terminal;

The second authentication unit which successfully authenticates the
connected biometric information apparatus if the seriad number of the
biometric information apparatus connected with the mobile termina is
consistent with the pre-stored serial number of the biometric information
apparatus corresponding to the mobile terminal.

16. The apparatus according to any of Claims 9 - 15, characterized in
that the said user’s biometric information includes at least one of the
following items:

Fingerprint information, irisinformation, capillary vessel information,
facial expression information and facial feature information.
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