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A METHOD AND SYSTEM TO ELECTRONI CALLY | DENTI Fy AND
VERI FY AN | NDI VI DUAL PRESENTI NG H MSELF FOR SUCH

woO RS5O CATI ON AND VERI FI CATI ON Fi el d of the PCwaGrM0&N00392

The invention relates to providing security using the
bi ometrics features of an individual. Mre
particularly the invention relates to a nethod and
systemto electronically identify and verify an

i ndi vi dual presenting hinmself for such identification
and verification. The various types of bionetrics

f ' r
RLAd R Pt AR eLeCTIONCRLLA ORI AND VErry
AN INDIBIDIWI BRESENHING HIMSELE FOR SE0H HbEN’EHTIGﬁ&TION AND
users. Description of Bﬁﬁﬁﬂi t A person can be
identified using his / her Iegﬁg I cs features. The

bi onetrics features are generally unique to an

n ¢ | apd presence of two persons with simlar
gﬁgggig$§§£¥£%¥ures or a conbination of bionetrics
features is rare and not unknown untiI today. One of

t he ijportant irements of the of the securit ’
syst et H¥FHgn s?lgfﬁiefq Providing YeRUALY (ysipectle darasdics Gitures of an

RS b OMohe ﬁaﬂ@ﬂlﬁﬂ:} Yihe't ﬁ@exﬁ’ioﬁ NRdIdtéC S0 f £akbihes drar system o
bi onetrics, not be capabl e of duplication by &
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ﬂ%wglcalbmdewfy ﬁﬁ%g@rﬁ/ agyrsfh‘éﬁ«sal pEsserying imgsebbor guch identification
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stored in the card and can be dupl i cate
fengsrpright idenrepina tshan erd PNA Feed énvienidan want fye tiheorporated in other

ers, a sinple search for
ﬁé%%%);ﬂ %meefauwgﬁn&a&gﬁ@%gljéar ch engi nes such as
www. googl e. con1mn|| provide many |inks and the
i ning the copier tools.Wen the data
YAbé&Bt e of duplication, the data can be
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al so over
y

A perdon can be identified using his / her biometrics features. The biometrics
features are generally unique to an individual and presence of two persons with similar

biometrics features or a combination of biometrics features is rare and not unknown until

today.

One of the important requirements of the of the security systems using biometrics

is that the data used for ensuring the identity, the biometrics features for biometrics, must

not be capable of duplication by any means.

But in present systems using card-based security, the data used to verify the
identity is stored in the card itself and can be duplicated. The duplication of the card is
made easy with the availability of the card copiers, a simple search for “Smart card

copier” in the search engines such as www.google.com will provide many links and the

resources for obtaining the copier tools.
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witten or nodified to control the access provided by
the access control systens that are based on such

W@ 20049549Ther e are many wor karounds to prevent BEF/8G2004/000392

duplication with the advancenent of technol ogies, but
at the sane tinme, advancenent is also made in

t echnol ogi es, such as card copier, risking the entire
security infrastructure. In case of bionetrics, no
special data is used or provided by the access contro
systens as conpared to card-Based systens. Instead the
avai |l abl e data of the individual in formof bionetrics

featufgs 1S ed and such feat s..are upi to.th

oo VeSS BRSO B 4 o e
Reittdnl pt incdified! teasmitiol/the ABdekd provitiéiebiethe actesy eone®b syefenishimt are
access control systens. There,are al so net hods

QVﬁEPﬁﬂf @gS-dupl i cate the bionetrics features.

However the access control systenms to shield against

such attenpts is rather inpossible in case qof card
bas edTheje tre many Seskargmds weprg\@ﬂts@fcgdwa%ﬂoaﬂ‘é%ﬁ% agyggeement of

CUiRddisadst 6 RfthdiARetifk CRivhRBALLES aRb SnadeUh t&Bhologies, such as

limted to cell sensors and heat sensors. The above
sw sepier, Aykinghe entigp pesurity ipfrastragieret he dupl i cation of

bi onetrics features such sensors cannot be used in
card based systens. In case of security systens using
bi onelnr ¢ass of bihmefriegt nor gscinlhdata isrused geprobigled by the access control

i ficati d i vt . . '

£GP ke 0L A RB L A5 B BT

Eoroli of bilumdtridsf fostuex sk indasuch fdatirest e ediquatcathe sedividual. Apart
th [ ft bi. [ f eat i S..

B U eyt etsss, Char b nghs SHPER, G, o P cettePigegs gt the

hgﬁghbﬁﬁaay&@ﬂ&of the biometrics features i s needed.

In the online nethod the bionetrics features are
stored in a server and these features are entities

that ffee 48 8o RIS LA B10R RPERRITthE BiokiétriRk fdaflfes. However the
i ndi vidudls. Wth such security sensitiveness of the

bicespeconirelsysterns torshisld againsiswphjatimpiseis rather impossible in case of card
based systems. Some of the sensors that prevent the duplication of biometrics features

are, but not limited to cell sensors and heat sensors.

The above sensors are available to prevent the duplication of biometrics features

such sensors cannot be used in card based systems.

‘In case of security systems using biometrics, the features that are used for
verification and identification must be secure enough to shield against attempts to swap

entries between the individual (for example) all the stored database.

Hence the security of the biometrics features is highly important. An online
method of verification and identification of the biometrics features is needed. In the
online method the biometrics features are stored in a server and these features are entities

that are used to decide the authenticity of the individuals.
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features need to be stored in a server conputer
| ocated in a secure environnent and to use them for

wa@ewkemorcity verification of the biometrics fREL/SGEH4/000392

of ari individual. During the authenticity

verification, the bionetrics features of the "person

to be verified" is extracted and sent to the server

and all the conparison takes place in the server only.

One of the inportant advantages of this nethod is that

the conparison takes place in a secured environnent,

as the server itself is located in a secure

envi r Bitheweh samrity samsiivehesssofthaplianetiss featugesntireasid biometric
j t I S i es . do_th .

blabiecind & HeS{oh Ok SENRLRPLEP 1obR) kel I8 emirgnment and to se

thesdbf authkotatysveRbicationiof the dfoavetrind feapuresoftaiéndiwduali t y
perimeter in the description. The processes in the

i nventi on have the follow ng conponents: > Access

Poi ntDuring the aith&Gaicityaegfidatiod, e Fiomesits Rantits &f theepdrbdnSto be

Acqui,siLtion vi ces attached or, e dded to/with the .

e spiiiprodand S i aeever Sl 4B E g0 akes place in the

S9ver 0alyEOhd10fSAE Bporfaah RivhRiges B MEhOE & tRRtNEEomparison takes

Software in Server Conmputer Client software is a_ set

PiRcsIP 3§PeaFRd enHiERDaL jag the serverdiselis decatedpp p secupgpvironment.

extracts the bionetrics features fromthe "person-to

be verified" and transmts to the server for )

bi onekhis method s ¢ampdatelyin camestovidhriheraxisting tegbhapgipsothat do the
AL f t C 0

SEERR BREyIatL Kind AR S IRUE IR A RIROR Thited BFLs e

secumity perimeserfin thgatepoription.i mage i n case fingerprint using

fingerprint scanners, retina inmage in case of retina

using retina scanners

The processes in the invention have the following components:

>)/ Access Point

> Client Software in the Access Point

> Biometrics Acquisition Devices attached or embedded to/with the Access
Point

»  Server Computer

A4

Database Server Software in Server Computer

> Biometrics Server Software in Server Computer

Client software is a set of programs that reside at the Access Point that extracts the
biometrics features from the “person to be verified” and transmits to the server for

biometrics verification.

The biometrics acquisition devices are a set of computer hardware components
that extract the biometrics raw data such as but not limited to fingerprint image in case
fingerprint using fingerprint scanners, retina image in case of retina using retina scanners

and iris image in case of iris using iris scanners.
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and iris inmage in case of iris using iris scanners. The
server conputer is the conputer hardware providing the

weopis4omy pl atform for the database server aneiCT/b@2004/000392

bi ometrics server software. The server conputer wl|

be located in the secured environnent. The dat abase

server software is a set of conputer software

conmponents that can be categorized or known as

Rel ati onal Data Base Nhnagen%nt System (RDBMS), Data

Base Managenent System (DBMS), Object Rel ational Data

Base Managenent System (ORDBMS). The exanpl es of

software systens are: Oracle(r) and Mcrosoft(r) SQ

Serve# The bionetr.ics server sgftmare.%s g}set of.

conput B SSEVT CHRPHECT IS s Famper hidtvarg Preddias theyq@puting platform

lpdraf@ tathaSe §@vdr Whe theSBBhettiE LB R QoMOAESBhePRIVEE chBputer will be

registration or enrol ment of the bionetrics features

lacated in the FRCPE EPBIOPBIENE he bi onetrics features. / The

aut hentication of the bionetrics features can be

categorized in two types, they are: > Verification

Thi s The dptabyssseryer wiPaeris k eeiof eampuieripitware compenspis dhat can be

Eﬁeé?)?iz%ﬂe&l Knb®H ad RelRIRIOHRE BadtOadipbdihe QL A6H éﬁiﬁﬂﬁ/&),%ata Base

I'dentifications such as nmanual nedns or“using an

Whinagementu ifysgfema(DRNS), eObject Rebatipwedi DatduBase Muntgdeiient System
aMf i cation..the rson i verified.to

(ofRBe0l b BRIET A0 Rmb® REEEE B QUTHE e Sonb sar

Bereeretri cs features as the known individual. >

Identification This is a type of authentication in

whi ch the person is identified using his/her

bi onetiel KismbtEiad beres - softvateis S ey RE cBinpavet BEMWAre @bdhents that

the identification of the person is not_ pre-determ ned

Biogestasdhs bametrips features sent dragy the jagoepnpint fonregisiration or enrolment

& 1REBibkRs features and authentication of the biometrics features.

/
#
The authentication of the biometrics features can be categorized in two types, they are:

» Verification

This is a type of authentication in which the person to be verified is pre- -
determined using other types of identifications such as manual means or using an
unique number allocated to the individual. In this type of authentication, the
person is only verified to ensure that the person haé the exactly the same

biometrics features as the known individual.

> Identification

This is a type of authentication in which the person is identified using his/her
biometrics features. In this type of authentication, the identification of the person
is not pre-determined and the identification is solely based on the biometrics

features.
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features. Summary of Invention A nmethod of
el ectronically identifying and verifying an individua

waietosiosiony at | east one bionetric features of PEESG2004/000392

i ndi vidual is disclosed. The nethod includes the steps
of activating an access apparatus with a neans to
capture at |east one bionetric feature of an

i ndividual in a secure manner using dynam c
encryption, capturing the bionmetric feature of an

i ndi vi dual wherein key features of bionmetric raw data
Semary sfa@veastionencrypting in a dynam c manner the
bionetric features, transmtting the encrypted data of
the bionetric feature to at |east one server; and

veri fo ol BeelbiRARMLAY Heﬁtﬁ?ﬁl? Eﬁv&ﬁ?ﬁnu b ﬂ]di\pdutahﬁllfsfng'a{ least
step with a pre-stored bionetric feattre in

@@r‘v@f*etrw@ne'%ombs Andiydeal jis dis¢lawedt The mathod nncémi@s the steps of

ééﬁ’(fétfng GAtaORs Ypabdd®s Witk Ylediiako @éfb@l.ﬁ'é At fgz?st ghy 9theelcqgature of

auxilrary neans such as but not 'imted to access

@ewewwaﬁebpssecmatrmageumga drmmreqc enevmc;mk cmmr@ﬂw@zmemc
S t 0

TS A8 Ry A BRSO e

appansg o dyiihmxcenmmgrphebﬁod:alrm feeﬁur’es’, amassmitting dhet emc@pted data of
or to

erver i.n t he access appar
thEBRneB T AGoTE e PRI o aBEDRE b BioPletrs tebtues gaptured
ia pediuit step. wikthna prefstor&d bigmhétdophaturdig theee®s appar at us
will attenpt to send the encrypted data to the
spatially separated server. Upon detecting a failure
i Nt Meheldik SporppdsBiRtidedifitatR A8 S/eﬁﬂ%iﬁ)ﬁto‘ﬁhethiwdqu #cess is
second attenpt send the encrypted data to any other
giveitg AR pwalig g meaps Jugh gs wét%ﬁwltefbwoﬁm i@ peguief doors, database,
ARphEN AR EIS BldVRFRrs2 The Sl ASE effdr s§5t§all§ ps@ﬁdrﬂleé Yrom the access
separated fromthe access apparatuS or "the servers
apPREAIAE &S sonigipral withis the Redesy apperatmyThiecmenyptied date nSdransmltted to
I

a}e/%‘rri% %{x@%}?eg?lot‘ﬂg %@%’ aabgﬂhﬁﬂ grutlg rz]la 165% I%H% & er spat%Lg{py seg?rated from
therqoodtss apgparagpui red particulars of the individual into
t he dat abase and ascertaining the existence or
ot herwi se of the particulars of the individual in the

In a first attempt the access apparatus will attempt to send the encrypted data to

the spatially separated server. Upon detecting a failure in the first attempt, the access
apparatus will in a second attempt send the encrypted data to any other designated server
in a network, and wherein the designated servers are either servers spatially separated
from the access apparatus or the servers in the access apparatus. Prior to any
identification or verification of any individual, the individual is enrolled into a database
by including the steps of imputing required particulars of the individual into the database
and ascertaining the existence or otherwise of the particulars of the individual in the
database, capturing the biometric features of the individual wherein key features of the
biometric raw data are extracted, encrypting in a dynamic manner the biometric features,
and transmitting the encrypted data of the biometric features to the server and storing the
encrypted data in relation to the particulars of the individual obtained earlier. The

particulars of the individual include alpha-numeral data, and / or images and / or binary
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dat abase, capturing the bionetric features of the
i ndi vi dual wherein key features of the bionetric raw

W@l 2108/054927 ext ract ed, encrypting in a dynam c neCTeG2008@00392

bi onetric features, and transmtting the encrypted

data of the bionetric features to the server and

storing the encrypted data in relation to the

particul ars of the individual obtained earlier. The

particul ars of the individuak include al pha-nunera

data, and / or images and / or binarydata wherein the

bi nary data includes any representation capabl e of )

Btk vdiesito thecbinay Aatsi inalugest amy rfepragentaion canshie efpbgingastpigd in a
r d : j I

B Bl SR e Pally s AR ol S dehB CORL e couniny

Furthen thersgrver ¢aplbeprovidedtinastogise imedivgnmalyiag gftolkescs oiiendevice

j i fication of the individual is executed
gﬁ&@gﬁggg?ﬂgggﬁg'bionetric features of the individual
captured with known bionetric features of the

i ndi vj,dual previ ousl capt.ur ed tored i . )
it s s BenH AP AR s REVEF s A PORE Rollladhe e biometric
febtugesUdtl 1o eingieidasinedptirete Mithf krosini Biomewichfeatufds| ¢f) the individual
allocated to,the individual and t he recards in the

Bt U PR PG A e PP o 5 Sh e b e use
¥f 4 BRigte p&SondB RleRfifidalidh ndiiser PINYRAIbEed BAth igbviddal bheE to the
individual to be identified and verified are stored in

EcQids nehe fafabase dThsmathpd:gap be pehigged iodtitre WERRPEithe use of PIN.
PRSEERSHIL RealieLSf thSRHR fHubQo bB fleMfiffbdind vifife®E spRHESfla server
bionetric features of the individual are processed by
mpied ofvit pyc storge enedwf heldrie possgspiandbytor tisseeds by ipdividual. The
' d, . 0] : ' i

LSRR et EH% e A O B QIR 15 LEBLAGER s
softwiafd Ipadtedat the serearphsieadchf Bh éhei powt rvthiepnthe brcnleéic features of an

di.sc] oses an el ectraonic nmeans.of .identifying and

Dbk gle-Ra iR oA Seior FEirtief® ©
identification and verification including a nmeans t
capture.at | east one type of bionetric _features of the

i ndi vihginyention Weherisclosyaasiecrenie ety of dept ingypad wrifving an
BRIRAL friendti BB kich ¢dehB8RaHbS BndrpitibitRE iRNidih®] medhs to capture
transm'ssi on nmeans wherein the encrypted bionetric

ftdepsionedynst ofibirmetnieifopiuasall thedndividprlng safiyere Beapsde exaypt in a
Cﬁln%mct W&rer the biometric features captured earlier, a transmission means wherein

the encrypted biometric features of the individual is transmitted to a server, a software

means to capture the encrypted biometric features presented for identification and
verification against stored encrypted biometric features of a purported individual, and a
means to give access to other database or software if a positive identification and
verification is made and to deny such access if a negative identification and verification is
made. An electronic means of identifying and verifying an individual as claimed in claim
15 wherein iderlltifying the individual comprises of a PIN number for each stored
encrypted biometric features of an individual, and a means to access the stored encrypted
biometric features of an individual by the provision of a correct PIN number by an

individual presenting for identification and verification and a means to compare the
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nmeans to capture the encrypted bionetric features
presented for identification and verification agai nst

war@sesoencr ypt ed bionetric features of a pur pPCT/862004/000392

i ndi vidual, and a neans to give access to other

dat abase or software if a positive identification and
verification is made and to deny such access if a
negative identification and verification is nade. An
el ectronic neans of identifypng and verifying an

i ndividual as clained in claim15 wherein identifying
the individual conprises of a PIN nunber for each

sanowred| biometryqpfealyras of e nfdiyiduglawith @ssiem BIN pyrehey ivdiiathe stored
?ﬂ%eﬂlcrf@aﬂ@és Bﬂh@&l&?§§eaitll?£w§$é?r ed encrypted bionetric

eatures of an I ual by the provision of a
correct PIN nunber by an individual presenting for

I dentfnf zl.n%ﬂ{ %Ebe@tn €. 1‘35%&612{? %ciu%@s ?Ht c@esgn‘?i at Owhfl rg)tﬁ{jgns to

t hecap ture i‘one ures o ern ual
aapgnra einleth bhmlnmﬂnemcww tata bicandndividdal v @ nesure roarfrerausmgei?/namic

of the pu ual

PP R Fipale it Bl of BeBBhBE o7 R ok e s o
capirt the ldmétdasdw oae, diicairpto encryphvhedaly feavbresof the blomemc raw
|ndLV|$uaI In a secure manner usin

defe A Dimamic ey WWS&HW%\'&WWﬁfgm?%%a%?f tpeiometric

BlapR&t6 hiedsB¥hetRbRr, faf 1046 bieseR AT edcivetal tskbhethé bxﬁ;rypted data of
bi onmetric raw data, circuitry to encrypt .

theahipmetsic dpatigeothihgriadividealy al Gaguitry o yer né‘?ﬁ 2“ identify the
%"ﬁ&l’ datd REHH pre LR TRAPsted Rohb@RAHalin BRGEYHL €d dat a

biometric features to at | east one server, at
| east one server to receive and store the encrypted

ﬂ%ﬁﬁb8£ﬁ g ng}ﬂnan £ feature of the individual, and
trrturrr%—go—vegsiyéa d/ or identify the encrypted
data agai nst pre-stored encrypted blonetrlc data in
B 1y B R B B POl B
Bjrs)&mdahéxsaxfdeaéﬂﬁﬁe&oho be used for verificati o/ n and
i dentification. g@re 2is. a fIOM/dlqgfan1of

Bageeéslgaapw\ﬂ&&r%m ehihe rocess of yraEiligatnmf Hieduometre aé es.

ﬁ 4138 3 bW BagkdrP¥F @l pEATbOlerdtIRatRInsTeRSbiSthetrics features.
entification of the bionetrics features.

Overview

The invention disclosed herein uses biometrics technology to verify and also to
identify an individual online using his/her physical or behavioral traits. Types of
"biometrics" methods include fingerprint scanning, iris scanning, retina scanning,
handwriting analysis, hand print recognition and voice recognition. The invention may

also use the combination of all or some "biometrics" technology.

The invention disclosed herein utilizes “biometrics” technology for identification

of individual reliably in small and large database environments consuming less amount of

time.
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behavioral traits. Types of "bionmetrics" methods

i nclude fingerprint scanning, iris scanning, retina
scanni ng, handwiting analysis, hand print recognition
and voice recognition. The invention may al so use the
conbi nation of all or sonme " onetrics" technol ogy.

The invention disclosed herein utilizes "bionetrics"

techn for identifjcation i ndi vi dual reli abl

0ot Hyghfin, psEiotd, hidbaRen drabiitee EomRTIRo sore the

| tﬁﬁﬁetﬁmﬂw’iﬁreﬁ fortveefificalibg ahd wRhHification]| '$kd Qs @@ Boftware is a
server Conponent S to store

dat abas Lge .
'd?fé?‘i“?‘&%’ SPEWRIGCAUPPRRNtS fhatican beateganzed @r known as Relational Data
lBii@@ MahigealehtOSysteh RISIBRARD A5Ra Sﬁie\qﬁﬁnagefhémy@tehﬁmmst Object

of conputer software conponents that can

Ketadigenl | Datgy Base Mengement RBysiem §ARPBMYa Tﬂaas@:amples of software
SAETE Brachd® bEIMIGORND soD’tReBase Managenent System

(DBMB), (bject Relational ta Base Managenent System
(ORDBMS) . The exanpl es of software systens are:

Oracl ﬁu{ %nv%ﬁk?’on“’h&lé?s%ﬁﬁ%é&ﬂ ?q_bl§l% t\ﬁ% feamgs fst%}[e%ln}nl 9 rgerver to’

di scl osed herein uses bl onetrics ures stored
sdentifyr and alsocke nvefifyy ama indivadusbuding lmamefr;cs featiradibai belshe currently
$S|ng bi ometrics features that he/she currently has.

A% invention disclosed herein uses a biometrics
server software in the server that processes, verifies
and identifies a ividual at the server _instead of

at t heheiaxeien dis Pted heieit vty a Rlomishicanas G BR MR edorvr that

?)f&kédé&e%rﬁieﬁfﬁﬁdlﬁéhtﬁfes e n@ivitRal at e sbiver lakteme&ffat R access point.
eatures for new and unknown users through online

nmet hods. The invention uses bionetrics acquisition

:j ﬁ\é : Sl?ﬁe iP&ntiSx blsBo5ddNRrdil facRideI B Wettod of @fﬁ‘oﬁﬁ’éﬂ@ oPthe Bdmetrics
features for new and unknown users through online methods.

The invention uses biometrics acquisition devices for extracting the biometrics

raw data of an individual.

The invention disclosed herein includes two methods of authentication of the

biometrics features, they are verification and identification,

> Verification

This is a type of authentication in which the person to be verified is pre-
determined using other types of identifications such as manual means or using an
unique number allocated to the individual. In this type of authentication, the
person is only verified to ensure that the person has the exactly the same

biometrics features as the known individual.
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The invention disclosed herein includes tw nethods of
aut hentication of the bionetrics features, they are

waeosHseati on and identification, Verificati onPdh$62004000392

a type of authentication in which the person to be
verified is pre determ ned using other types of
identifications such as nmanual neans or using an

uni que nunber allocated to the individual. In this
type of authentication, the person is only verified to
ensure that the person has the exactly the sane

bi onetrics features as the known

i ndi JientififatioBent i fi cation This is a type of

aut hentication in which the person is identified using
hi s/ her bionmetrics features. In this type of | L
aut hémisi i &t tyem of epidentigatinn mj which dhe PATSAHS igentifisd, upigg his/her

- hot %ﬁo%%e%ﬁ;sgﬂﬁﬁﬁ 9y ﬂ'ﬁggﬁag S Ll fkikdtion 2k Qntifcatih 6F the person

base onetrics features. The invention ) i
di sclivseidpiesietsrminedand ¢heuslentification i splelydased; gn theebiometrics
and Qé%hayrevent unaut hori zed entry into conputer

net wofKE r other el ectronic database systens. The -

i nvention disclosed herein includes a step for

encrypting the.bjongtri.cs raw data ext.racte rom,t he
Cne TR i PrpbinloS e e fo Else ol iAot 2 b revent
vhalith@ivee edtry info @niphRnelivaks anvthér ddeaopit daalsse ofsteats | ne
enrol I ment of bionetrics features for new and/ or

unregi stered users. These users are not known to the

syst qi #Rdndidtediscldsed Q&R ih@RdMal Stepbfor Ry it SheBiomefiics raw
t he dat abase. The process involves the follow ng
datagrtyacsert fom sheriedivided! heforrthaearapenhto the 63TV&nt  Sof t war e

in the Registration Term nal

Figure 1

#

’ . . .
Figure 1, is a flow diagram of the process of online enrollment of biometrics features for
new and/or unregistered users. These users are not known to the system and their
information will be non-existent in the database.

The process involves the following components:

> Registration Terminal

A7

Client Software in the Registration Terminal

> Biometrics Acquisition Devices attached or embedded to/with the
Registration Terminal 4

» Server Computer

Database Server Software in Server Computer

v

> Biometrics Server Software in Server Computer
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> Bionmetrics Acquisition Devices attached or enbedded

to/wth the Registration Term nal > Server Conputer
w®i0alse7 Server Software in Server Conputer >PCT/SG2004/000392

Bi onmetrics Server Software in Server ConputerThe

enrol ment process is called as registration is carried

out at the Registration Termnal that will relay the
information to the server conputer in a secured
conmuni cati on channel . The gerver conputer will be

| ocat ed i n a physically secured location and will hold

t he ase gf usetr. 6\raﬁ{ggrrmtlon along with their
bi ome ‘&’8 npeub PIoFEs s 15 apRittrafieR ist @gHqdr @4 ahitherR ¢gisgration
Tkaamaainallatlwﬂlorrﬂa)t I8 dfRmaticd 99 ihe ggp@erd@gme PO red

recei V|tn nﬁ}gel ayed information fromthe
PRV B} ™ er ni nal . The dat abase of personal

information along with the bionmetrics features will be

mai nt ai ned at the server conput er usi ng one or nore or
al | CRnIsTeREmemuer 3vill be Iaeaiefl yn apksuicaliy sioarsd Icvatidn/miderill hold

theY &A% Shder 5RO nREof & %{/)ﬁg OVWH% &%g%?njﬁ&%g{ fea Eléfgsg LI%E: Ib(l)or;r?eltncs

Dat a Base I\/Ianagerrent

e&’é‘ﬁ%g‘é‘% e &féqﬂélm @m@)q a@opteteﬂ iRehadhtabet vpah aeddasfy the
PAGS: In the dat abase
g@st emﬁﬁ{& HS%I onet rgg%%f Tﬁﬁ?’glgl w Il have to be stored

al ong wi th personal |nfor mation or they can be stored

sepapat ang |ink SI ng a,conmmn identifier. The
i dent | f(ﬁea)réas\%n C}PeﬁS“ FRALTOR ElAng et e Diematdesaitatures will be

maytsinetay reetatecbniuted Mying OB ioP lokO8r alll BSnEIMEE of commonly

er Il also hold and execute the Bionetrics
usg(g%% %gﬁ“(%sgstems that can be categorized or known as Relational Data Base
Management System (RDBMS), Data Base Management System (DBMS), Object
Relational Data Base Management System (ORDBMS).

‘ /
’
In the; database system, the biometrics features will have to be stored along with
personal information or they can be stored separately and linked using a common
identifier. The identifier will be but not limited to a constant, system generated or any

combination.

The server computer will also hold and execute the Biometrics Server Software
that processes the enrolment request sent from the Registration Terminal. The biometrics

server software is integrated with the Database System to store the biometrics features.

This process includes the enrolment of the personal information after its non-
existence in the database is confirmed. The non-existence confirmation is carried out by
searching for the identification number, personal name and other details of the personnel
in the database. During the enrolment of the personal information a PIN is also allocated

for the process mentioned in the Figure 2.



10

15

20

25

30

that processes the enrol nent request sent fromthe
Regi stration Term nal. The bionetrics server software

WO 2005/05490T at ed with the Dat abase Systemto st oPEI/$GE04/000392

bi onetrics features. This process includes the

enrol ment of the personal information after its

nonexi stence in the database is confirned. The
non- exi stence confirmation is carried out by searching
for the identification nunber;, personal nanme and ot her
details of the personnel in the database. During the
enrol ment of the personal information a PINis also

al | ockardie ¥I} allosetions afb enpsonrigietmensergs shipulches kaguip @revent using
#n EﬂEteﬁtrﬁanle%lﬁﬁ% ACAN hc?twn 3R aﬁ?@&éna&? AP B h‘&gx%phshed by

shoul be taken nt usi n n exl st ent
m&bmguthfgdambam wm@m“tmbq glocatgth PEN p\dl@b@’mand)rf mmtc!w found,

% 82?6% %%\I% gﬁrgxgan%eg rﬁ%@&aﬁn%ﬁeuﬁée”g%{.}‘ g)thef methods

ccsmg@lmvanlhlae t@&ﬂhﬁddhmdmcqjmmtleyi areH4dhpripenrtt here are
many ot her met hods commonly available to avoid the
duplication and they are all prior art. If the search

was rbtthes yewes Kfasl noarnﬂcwkbﬁﬂ nel wvhed rds reeuids texise|ralard to the
to th erso ersonal dengﬂls will- have tqQ be

EePeoiel e PR Hetals viav S ) 6 crati o] e PrASERS O Shedigtaipn of the

@rdaioaﬁlmbfmloh% Pidr QFf a8d LonRAshiE REGWIa¥hk@own et hod.
he process of online enrollnment of bionetrics

features for new and/or unregistered users starts with

the aghi Fx%t:és@nopfonflﬁke Rl slw@.e%cprﬁ%?em fF A and/or

Reglstralon Termnal 1 n ste e activation of
unnegisigrede psers A neith the Iat:tnbeora@f ahe eddightt saffwans @rogram at the

' { LRer-int ers
HAEAAGH FA et ME PSPl 3P Bl Yl 38
Iamﬂtmfukezederpﬁroacanmhﬂs/haxndtentstoremioﬂras apersod.n the step
101, the existence of the personal details is verified
and if not found, ’

The user at the Registration terminal should be an authorized personnel and is

prior art.

In the step 101, the existence of the personal details is verified and if not found,
the details are created. The method for creation and verifying the existence of the

personal details is prior art.

Upon successful verification of the personal details, the process continues from
the step 102 in which the biometrics acquisition device such as but not limited to
Fingerprint scanners in case of fingerprint, Iris scanners in case of Iris and Retina

Scanners in case of Retina, is activated from the client software.

The activation step of the biometrics acquisition devices also includes recognizing
the biometrics acquisition device, its connectivity and establishing of the communication

channel. These steps are required for acquisition of the biometrics features from the
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w@eoosos4art . Upon successful verification

the details are created. The nethod for creation and

verifying the existence of the personal details is
of t hBCT/SG2004/000392

personal details, the process continues fromthe step

102 in which the bionetrics acquisition device such as

but not limted to Fingerprint scanners in case of
fingerprint, Iris scanners in case of Iris and Retina
Scanners in case of Retina, 1% activated fromthe

client software. The activation step of the bionetrics
devipsi anil bieqodead ake ik shfif) L pzlag the .
gi%ng$rics ac uLsition,devicé,&ﬁﬁ%gﬁﬁﬁﬁgE%Y€%vaéﬁﬁP“Wmed
S5 PSRRI s pogpsitipsupplisfuni cati on channel . These steps
are required for acquisition of the bionetrics

featyres fromthedevice and are provided by the driver
sof t WePEVeT th edriser tsafivareDeane lbe patent develbpddl @ingeghe D¥echnical
SpbEafiBHiBhE bfovidad 3R 0RE S upplier. However the

driver so Imprquan %ghg%gdﬁﬁggngﬁgﬁaﬁ%ﬁﬁémimggmnmuofﬂm
HpHAFcaAquisivor idevieawitb e pfovarelgdiely abb QreSkRM €Ehnology and

tidasepiditpods are for the integration of the
bi oma?ri cs acquisition device with the software

syst Hmthesmds ar Gikireown abBeiios| FOMe ABIEmbEE DI QL. .
ingﬁltrnati!ofxal'ﬁ'i‘ega%ei s..a,failure in activati onyg?&fﬂggﬂ %ewce’ an
Ponetr] oo Seg i Uiavsh mien 192:D ard tha percessteronmtes immediately
ahsesHPeT.i s di spl ayed in step 102-D and the process
termnates imediately at step 102-T. Upon successf ul
activation of the bionetrics acquisition device in

st epUPéh suchb@siI AaRa ' the step 103 where

acqui Sition of the %?rgér@?ll? fﬁc@% Pgé\;sv%gél‘f%g?%a%‘g?eﬁ“e%epomzz the
PPRES SoBHRES g thewtemi®® whemmequititiomer i) biowenBs B data is
cat@dd dut MHeMorhQrifd FIy -y in. case of. . .
. Fingerprint, ???gsﬁgeﬁ%gdelk i %ﬁg‘gﬁ’&f’wmgi E ngydimited tp fiaggeprint
injage dngase of Frgeiprial, Ifheags diretse oF L Wetlad Bado¥ B cHR1dr 854
TIRAGiS R e@ds DL TES .55 L s used such as but not I1mted
to Fi ﬁge? print.o P§ 5?1)(%3{&???;0%%%8 types used such as but not
limited to Fingerprint, Iris, Retina and DNA.

In case of any failure in the step 103, the process displays an informational

message to the user in the step 103-D and terminates at 103-T.

Upon successful acquisition of the biometrics raw data, validation of the
biometrics raw data in the step 104 will be carried out. The validation of the biometrics
raw data includes verification of the required characteristics presence on the biometrics
raw data and the criteria for the required characteristics will vary based on the biometrics
type such as but not limited to Iris, Fingerprint, and Retina. The list are required
characteristics that should be present in the biometrics raw are commonly known and are

prior art.

If the validation fails, the process displays an information message to the user in

the step 104-D and terminates at 104-T.
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acqui sition of the biometrics raw data, validation of
the bionetrics raw data in the step 104 will be
carried out. The validation of the bionetrics raw data
i ncludes verification of the required characteristics
presence on the bionmetrics ragw data and the criteria
for the required characteristics will vary based on
the bionetrics type such as but not |limted to Iris,
Fi ngedjmwener, if dhel valislatiomwasTuscessit, the pracessuiontighes from step 105
QD}%’} n h
B TR Bl Dl RN 1 IR SRRARE chidvhBf The gugpose of the
| eciypigonyoff thel aaw dmtaflatd goure Iﬂ@ rpwaia%ﬁonil tgppaing amd eavesdropping

[ ser the ste -D and
t@e% na%éeng a{@%gwgr ;o tl\Bér]lfl eflh §P?‘&%'f4oo‘ﬁ* §el%°ted based
suchessirohmertt ndthphofoliewing fistdramakean ihtoae@inep 105 where

the bionetrics raw data obtained at the step 103, is
encrypted. The purpose of the encryption of the raw

data is )bocsmpmtmg polier sfane RiafistrafisroTernadwper i ng and
eavesdr en it is sent to the server in step

106. Th?n@?ﬁﬁ‘&‘"&fpogﬁ%‘ﬁ)ﬂiﬁ@%\‘?r GPPPUtefe sel ected based

on the eavNeRMESINdWdyT the followi ng factors taken
into account: > Conputing power of the Registration

Term nal Conputing power of the Server conputer

et Pt BRRCHE Al UBRS LR Ad IGEIR O, ABEhHIAS Bitryption

not |im Asymretri ¢ ncryp I on
ur@edt kays wad rfgrptmooyptlam cihd/or deqyptipini come dnpair aph 2y Symmetric

Pt Blon AP ik R P R St #5R80 08, ot on

|s aI so sel ected based on the operational issues.
onbi nat i of . th es of . encryption

can a‘lﬁé tty E‘g oﬁg’fé@&y pigp ! Sgagﬁ’es&le?@g @%‘%@#“v‘ﬁ? pperational 1ssues. However

the combmatlon of the two types of encryption can also be used for added security with

all the above factors taken into account.

Upon successful encryption of the biometrics raw data, in step 106, the biometrics
raw data is sent to the Biometrics Server Software running at the Server Computer. As a
requirement to this step, a communication channel will have to be established between the

Server Computer and the Registration Terminal using the encryption as mentioned above.

The method of sending the biometrics raw data is by using TCP network protocol
by connecting to a network port listening on the Server. The application protocol for the
TCP will have to be selected automatically based on the above factors for encryption. The
commonly used line-based application level protocol is recommended as used in FTP

defined in RFC 959 available at the URL http://www.ietf org/rfc/rfc0959.txt?number=959

as of now.
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information

all the above factors taken into account. Upon
successful encryption of the bionetrics raw data, in

WGEL@p/03067 the bionetrics raw data is sent to PEESG2004/000392

Bi onetrics Server Software running at the Server

Conmputer. As a requirenment to this step, a

comruni cati on channel wll have to be established

bet ween the Server. Conputer and the Registration

Term nal using the encryption4as nmentioned above. The

net hod of sending the bionetrics raw data is by using

TCP nﬁ?vvork R ﬁ’toé\éf by connecting to a network_port

i st el FAFE & 1¢iivce dwhinge pending dheyimfprmatien Eﬂwthﬁrsé‘f"écm stepy1 06, the

tphGcedGHI\Hishlay A ViffornthtiBgal HRkGEE RANSUEPTORLD GAd {eymmé?ﬁ 106-T.

on the above factors for encryption. The conmonly useg

i ne-based application | evel protocol is recommended

as Uusemroh SenftihE k

e DR b B SSRUP9k l L0E Bhor

rﬁlewhleht sofwaredp thedRegistrationtermigalge tti step 10 ewilheit ﬁa‘tthmsponse
S

5t fie Sefver g?\e k&g(zﬁasggvﬂl}%gr%t Iél?lget%ft&ctgstﬁ%}% gr cenr {rl?xnatﬁvgltll mnclude

&ut nop Bmired tgfyacesestatieagd thrdﬁt@aet ri cs data

successfully to the Bionetrics server software, the

client software in the Registration termnal in the

st ep Higdl]ly inithd stemil 08, fily stith@f the semisimeioi saby i Seevef Failure or

resp cont the status of the
SuGeSsT PRI Yothe iRl 1 e e biiiaist o4cferiofd o
Success state and Failure State. Finally in the step
108, the state of the registration sent by the Server
Fi8419%re or Success) is di spl ayed to the user and the
process termnates at step 9 Figure 2 Figure 2, is a

fl ow di agram of the process of verification of
Bigoreed, ri eflave diegiams olothe gmodesscefverifiedtiop s drigmetTibefeataias of an

t. div
GOAALTER) gl A58 1 Bk A oo
girglledensingatid process qnmxthhdtsl mhthallﬁglhe Blahdaattgue PIN tsheuld be
%?O%Fcislgglc);lg?rn{sﬁ{og em’ollecp %heegnrro Iml’ggtnlt)mg rsg ?n%%ts bengglgplekz)ted for this

user before the user gets access in this process.

This process will be carried out at the following but not limited to access points,
check points that use biometrics verification. The process can also be used in any area
that requires biometrics verification with the server. The location of usage of this process

is referred to as “Access Point” in this process.
The process involves the following components:

> Access Point

> Client Software in the Access Point

> Biometrics Acquisition Devices attached or embedded to/with the Access
Point

»  Server Computer
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user before the user gets access in this process. This
process will be carried out at the foll ow ng but not

wO 209508871 0 access poi nts, check points that UBEI/SG2004/000392

bi onetrics verification. The process can al so be used
in any area that requires bionetrics verification wth
the server. The |l ocation of usage of this process is
referred to as "Access Point'jsin this process. The
process involves the foll ow ng conponents: Access
Point Cient Software in the Access Point > Bionetrics
Acqui si tk obatBlens¢ Segserfiofiaahcid SefvecGhepdad to/with the
Access Roipt Server Comput er Dat abase Server Sof tware
in Servéf %ﬁﬁfﬁ?& m¥“é§§ﬁ%¥?w §“§éé9@?ﬁ§bftmare in
Server Conputer The server conputer will be located in

2 oSt SRR SR8 B A 4 Bon n vt

lptheOdiRibhIe@F udef aiforiGon Bibﬁ%d'ﬁh flRaYRoriitriRaEAa8s |

information along with the bionetrics features will be

mai ntai ned at the server conputer using one or nore or

al | copbiNMakOBSponsIoiTRRLYorA65E Fih IRAGEmMERLS YRRFes will be

systens that can be categorized or known as_ Rel ationa
Degindaimslsa thihspaves semputeyutingPeRIBNBY or BH camBiggions of commonly
V=Ip) @ ( RBNG) ' Rel at i

VenaaBaER otat SRR oy b} R ae K158 Base

MepagsmenetSysten  (RI2BMSE s Dadal Batzalviansgeniset Sysiemd(RBMB)Y Object
i | 4nformation or an be stored

g@%ﬁ?’%ﬁ f@?@'ﬁ%ﬁe RaAgRIEnt pYFIRH (Qk?’?:ﬁ h identifier. The
identifier will be but not limted to a constant,

system geéenerated or any .conbinations..
y l[x‘;1 tge Hatabase system, %xeyblometncs eatures will have to be stored along with

Z

personal information or they can be stored separately and linked using a common
identifier. The identifier will be but not limited to a constant, system generated or any

.. /
combinationg.

The server computer will also hold and execute the Biometrics Server Software
that processes the verification request sent from the Access Point. The biometrics server
software is integrated with the Database System to access the registered biometrics

features for verification.

The process of online verification of biometrics features starts with the activation
of the client software program at the Access Point in step 201. The activation of the client

component will be as a result of user interaction and his/her intent for verification.

Upon successful activation of the client component in the step 201, in step 202 the
PIN or a unique number allocation to the individual is accepted from the user at the
Access Point. The method of écceptance can be using a Graphical User Interface or
manual methods. The client software in the Access Point should have this functionality to

accept the number given by the user.
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bi ometrics server software is integrated with the

Dat abase Systemto access the regi stered bionetrics

features for verification. The process of online

verification of bionetrics features starts with the

activation of the client softlMare program at the

Access Poi nt in step 2 The activation of the cI i ent

conmpon res of user intera n and

hi s/ he'ftrllhlrs1¥\'l PTUSFI W% PRIV tf‘%ﬁ‘ac'ljﬁ’é’f?eéﬁ}@é% fif fe process in the

afigureat Pmmdm‘g thdrerong inemberaAlIP@AR M vdrifichdia faite® 201, in

step 202 the PIN or a unique nunber allocation to the

i ndividual is accepted fromthe user at the Access

POI nt .Widnea iBhb@ds ehieRAaSNHaNSSE, ﬂ@rbrb&sélédrﬁgué from ste 203 at
hi c User Interface or manual nethods. The cl eht

s"&tf' g?/\ﬁ? g“ﬁ“}?t’f% @oquitiansdemisEnuck it gotimitedite F@gerprlnt scanners in

fodecd i figatphihy IPscaffetPin hiCoMHIRES RO egkaﬁ}érst &ase of Retina, is

user. At this step the user nust provide the exa & .

rgHesd fam theslien seftwarpe process in the Figure .

Providing the wong nunber will result in verification

failure. When a nunber is entered by the user, the

p r ocedbe edivaiionustep dfitombismetpc2@Quiaitionidbvitestalye includes recognizing

iti.on. dewces suc s, .but Ilmte
IR ELES AR IRER 4 BABERaBIRY Py BPipeioh e opriicaion
Shzamale rRhiesenste@sare Géquired Son BeuBRionne the BMMdtEcs FeafAS Srom the
Ret i na, aé’f atedfr mthe client software. The
g&‘f‘?%ﬁ‘i. aé%Pf@Yléﬁdc HEV‘Bu v CEtdhe §eawar§.nqvaﬁpra@v iKdtepgovided
al g BiombtidescquRRRe Qbviid\@pple bi ometrics acquisition
device, its connectivity and establ i shing of the
comuni cation channel. These steps are required for
acqui ghivkwp bi B | r vi.ce .
and are pr ov?%eamil %he df{lc\%lzréegggéd\/\g?‘lgio%%n \#g:?g e téhnical
Wtﬂmms Megradasipboe tHie mpphqyr dlese emetbgdstdne @i ﬂmrenuegmson of the

BRI SLARSARAGR SHRELL A 58l WHESE B oo s
they are prior art.

If there is a failure in activation of the biometrics acquisition device, an
informational message is displayed in step 203-D and the process terminates immediately
at step 203-T.

Upon successful activation of the biometrics acquisition device in step 203, the
process continqes from step 204 where acquisition of the biometrics raw data is carried
out. The biometrics raw data is any of the following but not limited to fingerprint image
in case of Fingerprint, Iris image in case of Iris, Retina image in case’ of Retina. The
biometrics raw data type varies based on biometrics types used such as but not limited to

Fingerprint, Iris, Retina and DNA.
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technol ogy and they are prior art. If there is a
failure in activation of the bionmetrics acquisition
device, an informational nessage is displayed in step
203-D and the process terninaﬁfs i medi ately at step
203-T. Upon successful activation of the bionetrics
acqui sition device in step 203, the process conti nues

from stiepas2 Ok Wfaﬂu@cﬁ Uh§ istep 0040 thel hiRchk Qﬂggﬁz{yg G 15&)\{3%1auonal

data is carried out. The biofetrics raw dat

t FRESIAZE [OJF HEF BLiPe pem 204 Riapdiermipates #EOAFk i nt | mage i n

case of Fingerprint, Iris inage in case of Iris,

Retina image in case of Retina. The bionetrics raw

data tYpen vutcreil waguetion obthenbiomeigiss rypetaiaisied validation of the
a [ £

DR i Ry Ui 8 D [ AR e vbidsion Bt ol raw o
pishidesvegifisgtionyof therrequired chradcitanistids mmsta@ehé blotnhﬁjcklfaw data and

D20 P O IS0 e OO s

' an rd)athnmad ob Itih @lrigemﬂht, rand Retisay Thatlat b reguedd ddpacteistics that

Pmﬁe QUL .. p% val i dation of the gaonetrlcs raw dat a

| ncl uded v%‘? P é’fqn?)eﬁr 165 Fa% g CPRgieP &RoWA aRd e #FiPLATT c s
present on the bionetrics raw data and the criteria

for t requi.red characteristics will vary based on

t he b.hig Hﬁt"gré@%}’ﬁ& theriocsss ditplays @p infprmation message tasthe user in

FihB &ep POS-Dland 2rhid3RE bivs.TThe |ist of required
characteristics that should be present in the

bi ometrics raw are conmonly known and are prior art.

Tt heyodal Lol Q1id b h%ﬁg&gesgi{lf)% rﬂglesss ? é‘l@%%%pcﬁl tgﬁatep 206

i nformati on nmessage e use
t'elrené ﬂwatbgsneaimsm dﬁta deowved et thefstep 1204 vialehdapted IThe@Srpose of the

t he >ss cont i nue om the stép 206
AESERLY e R oRROC T Sl e O aeboerine B0 apyescropping
A@kn ii B semabythd saver T ﬁlem&)ms.e’l" 1 mb#A6d of encryption will be selected

based on the environment with the following factors taken into account:

» Computing power of the Registration Terminal
> Computing power of the Server computer
» Network bandwidth

The types of encryption include but not limited to 1) Asymmetric Encryption
where keys used for encryption and/or decryption come in pairs and 2) Symmetric

Encryption where the same key is used for Encryption and Decryption.

The type of encryption is also selected based on operational issues. However the
combination of the two types of encryption can also be used for added security with all

the above factors taken into account.
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encryption the raw data is to secure the raw data from
tanpering and eavesdropping when it is sent to the

W@ 00805497 t he step 207. The net hod of encrypt PONSGRUL/000392

be sel ected based on the environnment with the
followi ng factors taken into account: > Conputing
power of the Registration Term nal Conputing power of
the Server conputer > Network bandw dth The types of
encryption include but not li¥ited to ) Asynmetric
Encrypti on where keys used for encryption and/or

decryption co in irs.and. 2 metric Enc tiaon .

wher L OPRBRSEREL etprtEon SLGe piseeiet FIp pithin 8 247 the Bometics

[Pac dxptis 2ht to the BioneericsfSener §yIpldre unningadt sl Seevee Co@ffuter. As a

based on operational issues.. However, the conbj natj.on

SHPT RO A s L SPMBHEF 106 B S JPis (o cgralhedeteen the

ZEAREC & dndl thY Re3istrhfiond TeemBRDYMef tBE bRFyptiba keMehtidhed above.

account . Upon successful encryption of the bionetrics

raw data, in step 207, the biometrics raw data is sent

t o t hep BRI b€ SendREVRE bRAAIMNG! Bw AR IS B ubih® TCP network

Server Conputer. As a requirenent to this step, a.

oErieaehb Y eanneHing s adtvorki port lisiepinetas theeSerdar bl apligation protocol
t " audidheik i St k!

5, HECRCE S5 ELYRE (e ol PR 2k SBve frotors for

eedrypmnoT hesendnandy tded line-based pppiatianievkd peotedol Is rieommended as

usi,ng .TCP wor r,ot gcol cogpect in a net k

867 1Pt dniing géhgﬂe ervg§¥:Thgﬂ§pp Y%%@@onzﬁroﬁgioIURL

o/ vihey iEEBrafift/Hcbos9 exttmntber-989 ecofadwaut omat i cal | y

based on the above factors for encryption. The

commonly used |ine-based application |level protocol is

I eCONBEHYE Sf BSlubsS@dinssehdifiy GRS infRdatidh IBRke 989er in step 207, the
avai l able at the URL

Rtacess milhdlisplae an infergiationa) messegeo thestepAditie pdisaninatesst 207-T.
now. In case of failure during sending the information
to the server in step 207, the process will d'spl ay an
i nf or Wpen sending thesliometrichdath suceessiyllp Orthe Bierdetriey serveaseftware,

e c%ngt'sIﬁware in the Registration terminal in the step 208, will wait for the response

from the Server. The response will contain the status of the registration that will include
but not limited to Success state and Failure State.

If the success state in sent by the server in the step 208, the client software will display
the Personal information sent by the server in step 209. The information includes but not

limited to:

> National ID Number (IC No.)
> Name
> Photograph

But in case of failure state in the step 208, an informational message will be

displayed to the user in the step 208-D and the process will be restart from the step 201.



Upo/ sending the bionetrics data successfully to the
Bi onetrics server software, the client software in the

woe@ses9at i on termnal in the step 208, w ||l wWedT/SEm04/000392
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the response fromthe Server. The response w ||

contain the status of the registration that wll

include but not limted to Success state and Failure

State. If the success state i sent by the server in

the step 208, the client softvvare wi Il display the

Personal information sent by the server in step 209.

The i With thetsuoress state i g StH})tZO& abd hﬁ&nd‘l@&yirfg the information in the
> Phot ograph But in

oty 202 end Bt G e AT Ere e St ecest Sontrol

i acfionsrsath ovialt nowisiedao pednlittibe ad&bspb a&leldadc@urttb QAatdBAE, dcfivating

D.and the ocess e restart from
Ry Hast o bl et Pl pave Citophes 1@ thaacoagpoing) will
diedamietl @ut. di spl aying the information in the step 209,
the process will continue fromstep 210 where the
required access control actions such as but not

Lim t qde bOMMBAIIubd MEhGFEERSadiQ tﬁl‘bhﬁf AG60
dat abase, acti \Slngtl ng the d door (at tached to%h%le is by sending a

S8 Hfralphabgficrbascierseugh e “ABEDE ﬁH’d tq thetjedalgpregrh as COMI or
@UMQ Xba‘ééd on € cSﬂfgiﬁ‘aggnﬂﬁﬁtfgeﬁ—Qgteé:&m%gmy g?gal %ﬁélpgxlg o frigger

the activatin
élaetlo@f meﬂhphlatbeﬂowe‘@h suchateghods zra mmtecmmg&wmtmot he
serial port such as COM or COW2 (based on the
configuration) that generates the el ectronic signal
&malig thetpoodess vgifjeerntiduge dtdlidstgpeahani sm However such
met hods are known technol ogy and are prior art.
Finally the process will termnate at the step 2 .
Figote®e 3 Figure 3, is a flow diagram of the process of
identification of bionetrics features of an

Figure 3, is a flow diagram of the process of identification of biomet?ics features of an
individual (user). The main requirement for this process is that the individual must be
enrolled using the process mentioned in the Figure 1. If the user is not enrolled, the
enrolment process must be completed for this user before the user gets access in this

process.

This process will be carried out at the following but not limited to access points,
check points that use biometrics identification. The process can also be used in any area
that requires biometrics identification with the server. The location of usage of this

process is referred to as “Access Point” in this process.
The process involves the following components:

> Access Point

» Client Software in the Access Point



i ndi vidual (user). The main requirenent for this
process is that the individual nust be enrolled using

W@ b®s5p549¢Ess nentioned in the Figure 1. |If thePCE8G200$000392
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not enrolled, the enrol nent process nust be conpl eted

for this user before the user gets access in this

process. This process wll be carried out at the

foll owing but not limted todﬂfcess poi nts, check

poi nts that use bionetrics identification. The process

can al so be used in any area that requires bionetrics

i denti f i FaBianetitst RedutiGED¥BEes aftiched OF ahbéddePtoWRRER Access
of this pr CESS is referred to as "Access Point" in

this proceggw The process involves the follow ng

conponenps SexeCaifsifier0i Nt > Cient Software in the
Access Point> Bignetrics Acquisition Devices attached
or enbedfed?aBasgiServer feftymre EstermsiGompsteSer ver Conput er

> Dat abase Bt SSR} Waf Fark th SRV LonfTPUL €T >

Bi onetrics Server Software in Server nput er The
server conputer will be located in a physically

secur I t M t . f user, .
ot o e PaSe pAREOHINb oot GOy 3BAE BLarlth Sh it hota
dihe ddsahoee offusqyanfotmetion ialuing withtthenbiametnigs featitest he

bi onetrics features will be maintained at the server
conmput er using one or nore or all conbinations of :
commohy dasiede dApabask irfahiaied elogy HidEe bidatetfd Teddfes will be

cat%.or'z%g or known as Rel ati onal Data Base .
VRO A eSSt FORRIIST TN PAE AT BetsconvlEoqiRmsiionssyfeommony
(Mg\giabag%bﬂﬁﬁre Betéhd BRalan BataAcRREd HBRBHE TEREIaRYSE BT Base

( M5). In the database system the bionetrics
PEAageReat \wystemh RIGBMp)p Daia Bagl Manggrineant t3ystem (DBMS), Object

Relational Data Base Management System (ORDBMS).

/
In the database system, the biometrics features will have to be stored along with
personal information or they can be stored separately and linked using a common
identifier. The identifier will be but not limited to a constant, system generated or any

combinations.

The server computer will also hold and execute the Biometrics Server Software
that processes the verification request sent from the Access Point. The biometrics server
software is integrated with the Database System to access the registered biometrics

features for verification.

The process of online identification of biometrics features for starts with the
activation of the client software program at the Access Point in step 301. The activation
of the client component will be as a result of user interaction and his/her intent for

identification.



personal information or they can be stored separately
and |inked using a common identifier. The identifier

waowdos/ob®7but not limted to a constant, systenPCT/SG2004/000392
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generated or any conbi nati ons. The server conputer

will also hold and execute the Bionetrics Server

Software that processes the verification request sent
fromthe Access Point. The bionetrics server software

is integrated with the Databadk Systemto access the

regi stered bionetrics features for verification. The

pr ocesg | ' P I [ Qe ki C

f eat.ur ers)&i; %ul(rwésstk gfta‘gg%ﬁdh&; t?}gtcgc ic\g'té‘f) ?'{oeﬁpglft t ﬁt?eép AOethe process
sePENRGsETm dher dien 302 at prehichctbe bpnfeuias tacquisitidregeva@4 suchh® but not

o httE) PRp bk Fafels Y b FRARSTnl brssgfons 18 coS 5t bis and
i RetiaiScanngtsiin naselobRetinacis estivated fiwad ihe alidnd BofBfaré he

client conponent in the step 301, the process

continues fromthe step 302 at which the bionetrics

acqui shheiactivation stepef theiblon@eich iquitition deficésalsd ificludes recognizing
Ft'hggl%%mcgt cganner s. in case af fingerprint, lris -
scanners T ACEALEONSCVICR; 1 CORBechuty #d establishingsofithe eqammpunication

athaited. | Tiese isepaatel réqliRd fof ABAidiforC bf Bat bi&ﬁéﬁi\é@%&mrg;%om the

activatjon ste f the bionetrics acquisition devic
a1°¥'5° PRfERG 8{%’“{3’% 815 gﬁidiw?rgwﬁwemmr&wéiogw@ Revglopaient Kih provided
1§ \thEBiondetres S fulRfonisHpfligr and establishing of the

conmuni cati on channel.” These steps are required for
acquisition of the bionetrics features fromthe device

and a vigded. . i ver, soft e or .t he .
Sof t vvaﬁr?)g@{l}jégv'te' o(p%hr]ﬁgérétg | ag%)r%a\g/i geeaajsf?ﬁ Fdonst oHsigg jthg technical
apsgificstiensoprowidghby ¢l suppliery @hedeh@ettlodsvat 5O THWRIBraEiBN of the

BR . d.usi t he .techni cal specifications
BonfiiRa U SAROG e e SonuEE bR aat e dpun teahology and
iheyegrmdoran. of t he bionetrics acquisition device with
the software systems and are known technol ogy and they
are prior art.

If there is a failure in activation of the biometrics acquisition device, an

informational message is displayed in step 302-D and the process terminates immediately
at step 302-T.

Upon successful activation of the biometrics acquisition device in step 302, the
process continues from the step 303 where acquisition of the biometrics raw data is
carried out. The biometrics raw data is any of the following but not limited to fingerprint
image in case of Fingerprint, Iris image in case of Iris, Retina image in case of Retina.
The biometrics raw data type varies based on biometrics types used such as but not

limited to Fingerprint, Iris, Retina and DNA.

In case of any failure in the step 303, the process displays an informational

message to the user in the step 303-D and terminates at 303-T.
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acqui sition device, an informational nessage is
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i medi ately at step 302-T. Upon successful activation

of the bionetrics acquisition device in step 302, the

process continues fromthe step 303 where acqui sition

of the bionmetrics raw data is carried out. The

bionetrics raw data is any ofyst he foll ow ng but not

limted to fingerprint imge in case of Fingerprint,

Iris image in case of Iris, Retina inage in case of

Ret i nalheThecessfidmequision ofabe biamatricym/ daa fcﬂalswb a&adnamlon of the
c ut limte

FoEe fiy IR O SRR S o oo P beuneesay data inludes

feerifigationi of thé equirexbclﬁﬁa%tenbﬂms [PEsBa@SSn ﬂieﬂj@dtrﬂétﬁcsaﬂw data and the

[ I 0 the user e step.303-D

‘9{ A Q?{Ah%g “é"‘g% R i "a@'c‘é‘ﬁ‘éfi1 o H’ﬁ&tﬂﬂ%ﬁl%ﬂm fh as but

tliwehimteﬂmtlns dﬁngemlﬂnd ahdine@deﬂ DHSlist A réqlited 2hArdtleicd tlﬂgt should
ata in the step 304. The validation

eogetr|c§Fr

t & B QInGIEiGy T ize PREIGHLIOVEI RS RSRFPBHLO! t he
required characteristics presence on the bionetrics

raw d?{@ and the criteria for the required

char adl 8¢ valiqatign fils, th < arogess diselays an infernistionptesiags tot hpeser in.
Sh’éiﬁe}ﬁﬁMhyﬁnJ‘@Pmlhétgé 4t8@4 40 Iris, Fingerprint, and

Retina. The list are required characterlstlcs t hat

shoul d be present in the blOﬂEtrICS raw are commonly

known r i dation.fai
pr oceIs_IgR,gYegp é‘gg’“g’%“&{ %sr#g on” e§§%°§%s PBtipYEs frﬁg’e‘i‘e Stpp 305
thereshe pioBR%icOramdatt ebtainadihicthe @ﬁep 305&-13' endrigpA&Y Ghe bhirpbSR6of the

atl ccessful , .the ss contji nues from
g,?]‘éé e Ogé'b%r%‘i# 15,18 ée%ﬂr%ﬂlﬁtr?‘?’ Wéaa?%?ﬂ%@w pavgsdaepping
wihen gtie pen%@dﬁthel sﬁrv@ﬂﬁﬁh@kt@ﬂ 30@_ hﬂxeﬂﬂétﬁ&ﬁ@f chrfptl@n ng be selected
s?s&%xgtlon of the raw data.is to secure the raw

HinsBYoRgeahwntlsthy dellamdnpasigraipken inte apasusient t o
t he server in the step 306. The nethod of encryption
wi |l be selected based on the environment with the
fol | owi Kg GouEpg pevsk of the Regisugivo fierhinal

> Computing power of the Server computer
» Network bandwidth

The types of encryption include but not limited to 1) Asymmetric Encryption
where keys used for encryption and/or decryption come in pairs and 2) Symmetnc

Encryption where the same key is used for Encryption and Decryption.

The type of encryption is also selected based on the operational issues, however
the combination of the two types of encryption can also be used for added security with

all the above factors taken into account.

Upon successful encryption of the biometrics raw data, in the step 306, the
biometrics raw data is sent to the Biometrics Server Software running at the Server

Computer. As a requirement to this step, a communication channel will have to be
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Computi ng power of the Registration Term nal Conputing
power of the Server conputer Network bandw dth The

WO 2540977 encryption include but not limted tBCIWEG2004/000392

Asymmetric Encryption where keys used for encryption

and/ or decryption conme in pairs and 2) Symretric
Encryption where the sane key is used for Encryption

and Decryption. The type of ,gncryption is also

sel ect ed based on the operational issues, however the
conbi nation of the two types of encryption can al so be
eststdidhddo betavdele dhes Sexver tGomputen aall | the Hegsbratien fTaonioals using the
. aken ntonta}Dcc&)ugV Upon successful encryption of the
ﬁ?&ﬁ@??lgg 1A% 841’8, in the step 306, the biometrics

raw data is sent to the Bionetrics Server Software

runnj t.he. Server
t hi sjrgetgg’ﬁ hog Hotrating he i gﬁ“"é‘?ﬁn‘ﬁ%’l %1 u%r g‘gg*‘gtrépo network
phﬁ&ﬂ Bdonsditidg bed vaRbrid go lisening fon Gengumie? I T MplidaEion protocol

i on_ as

istration Term nal  using the
‘?fe ¢ e ik gve to beeselpsted oaalttmanggﬂd%a tReths; begs facts for

ehAYpidal PheMohimdd®y &3l Midle-b55Rd aﬁnmidﬁ 1veP pRAG! R¥ecommended as
connecting to a network port listening_on the Server.

usede dppl 168t i ofiefpmedt odal  RIC t h@59rcravdilpblena\as t dhhe URL

hﬁ;%l’/%‘iﬁ&f.@@x‘?%ﬁ_ﬁd%@'titygfuli}%éfa%@?s dipepabove factors for
encryptr on. € comonly use I ne- based application

| evel protocol is recommended as used in FTP defi ned

in il able at.thg U .

et prval PRt P, Phond Bodkbrpston fa e sergergn gencios, the
proQKs vdllndx@;ﬂS;eamﬁlfcfrﬁuiaﬁwaBmdssﬁg'erig tieatepi306-D el teimdigatesedt 306 T.

to the server in step 306, the process will display an
i nformati onal nessage in the step 306-D and term nates

at  30fonlsendiR® theStBOMHELREs e suebasmIly tthe BAdMetrics server software,
successfully to the Bionetrics server software, the

the|cfigsi sofbware withe Registrationpterginl imthe step 307 nvillayait for thegesponse
fr§1tnqr?e 3Q%er. hd lespiakd whiPEorktdi tHe SBRRAVT®he registration that will include

but not limited to Success state and Failure State.

If the success state in sent by the server in the step 307, the client software will
display the Personal information sent by the server in step 308. The information includes

but not limited to:

» National ID Number (IC No.)
> Name
> Photograph

But in case of failure state in the step 307, an informational message will be

displayed to the user in the step 307-D and the process will be restart from the step 301.

With the success state in the step 307 and after displaying the information in the

step 308, the process will continue from the step 309 where the required access control
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of the registration' that will include but not limted
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state in sent by the server in the step 307, the
client software will display the Personal information
sent by the server in step 308. The infornmation

i ncludes but not limted to: > National |DNunber (I1C
No.) Nane Photograph But in cd4e of failure state in
the step 307, an informational nessage will be

diastRIng s86h b9 b RotUsfiied Q% %gﬁetﬁggﬁlgts é)é; %t%gﬁje\g{s {c])ﬁth? Hi&cess point),

process will be restart 0
s QBgsthe gate (attaghed teths heg@sbintpwill Rfcheled duspl ayi ng t he
information in the step 308, the process will continue
fronwt?gnftep 309 where the required access .
contro ol suset neshold it theQictivatifg HHRAobP fAGhL i .
tggaq?qﬁ}&g%kggg%geto t ABEPER oint), o en?ﬁgktﬁgysmmnb
ggbe ath ached £6 FReUER cABCDEEGHE)to\the perisk perisnéteas COMI or
0tiOM2T(hesed omtinndopfigs@tonyRhd QehepfiesttheelaGidnial: d t he .

Qg ol a%xsan‘ﬁi e, is by se%di ngesa set g{lyﬁ%ﬁgg%otugl&to trigger
charse & hanisi Mowgpenspetmetheds artnowaitechnolpgy sndsire priciurt.
COM or COW (based on the configuration) that

nerates the el ectronic signal enough to trigger the
%ﬁ@j{yﬁé‘&i’f&ﬁ?%mu iegMeste at hestep At hods are known -

technol ogy and are prior art. Finally the process wll
termnate at the step 310. Exanple The invention as
di2amplecd can be i ncorporated in several electronic
systens where it is necessary to authenticate an

i ndi vi dual designing to gain access to an electronic

net woiTke surehticrs aATNCI0sdednk b RicBipofitedS R SvbRPRlecironic systemis
%Hl%t ﬁri§ I%Iggs securit access cont r ol SySt em
sary to authenticate an individual designing to gain access to an

electronic network such as ATM network point of sale (POS) counters and security
o

access contrdl system.

Where the system is incorporated in any ATM network the access apparatus is the
ATM itself with either an incorporated biometric sensor device or biometric sensor device
installed i:ndependently of the ATM buj: electronically / electrically linked to the ATM.
The server containing the circuity to store the encrypted biometric features can be:
[6) a server spatially distanced from the access apparatus;
()  a server spatially distanced from the access apparatus and a server installed
within the access apparatus itself: and
(iii)  a plurality of servers spatially distanced from the access apparatus with or

without servers at the access apparatus.

The provision of more than one server containing the encrypted biometric feature
1s necessary as a safety feature to ensure that if communication / transmission between a

predesignated server is not possible, authentication can still be done at the other server
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Where the systemis incorporated in any ATM network
the access apparatus is the ATMitself with either an

w0 p@soprat ed bi ometric sensor device or bi oneEPCT/EG2004/000392

sensor device installed independently of the ATM but
electronically / electrically Iinked to the ATM The
server containing the circuity to store the encrypted
bi onetric features can be: (i) a server spatially

di stanced fromthe access apparatus; (ii) a server
spatially distanced fromtheyaccess apparatus and a
server installed within the access apparatus itself;

?Bdﬁéiki%,a lurality of servers spatially di st anced
- £ PBnPACHEP aBEEaY s abnditely essential where the Systenh issiacorperatedtin a door

bdtRssRGRES Bro JRRAL RLURy ond AEIIN 5\%%) d§ {g)glgedo fullt ?}(g’ra?‘ gtaaagag %reémse

server containing the encryp I OfTe
necessary as a safety feature to ensure that if
comMmupingipbe QBidlntt gslon. be pr.edesi gnat ed
server is not élgsfg&xg esc RO § thwe&‘F gie Bgi’r taken|1§ opgéonal. The
HGPRe apnaraiprecan by eﬂlvsmd\bglthe'ﬂmyﬁlg i 8EKPIND andStHSre By ki verif cation

AASRIHES:YN 6 §§Q§Ha%? ere the systemis incorporate

in a door atcess's (to ensure that no one
individual) is Iocked out / in an enclosed premse. It
A BB 0 L LSSEe Bt (L0 25 ©f
actlvated by the keylng in of a PIN and -thereafter the

ver|§$cat|on dﬂp identification process is initiated.
UBLOFSSGS Sistadled abeve; are explainnd helrim ysing terfil”d amgaie code

sWThéﬂﬂﬁct%Q@ﬁﬁ@@&e ﬂﬂe%e ﬁxgct ngseélr § expl al ned
bel ow usi ng the "C' Language code Se€g %#?
function referred are have the functlons based on
their nanmes. Enrollnent: /* start the enroll nent
processing */ if (IPersonnel ExistsO { Create
Personnel G }

7

7



if (!Activate_Bionetrics_DeviceO {
Di splay Error_MessageQ Stop ProcessQ } if

w@ bovsqsdore_Bi onmetrics _Raw Data(3) { Display BCT/862004/000392

5

if (1 Acquire_Biometrics Raw_Data()) {

MessageO, Stop ProcessQ } if
(!'Validate_Bionetrics_Raw DataO) { D splay Error
MessageQ, Stop_ PrgcessQ }

Encrypt _Bionetrics_Raw DataQ, |f (! Send_Encry

rted Data _To_ServerO { D splay_ Error_MessageQ
StopJProcessG, } if (Response_From ServerO = "OK") {
Di spl ayJError _MessageQ Stop_ ProcessQ }

Di spl ay  OK_MessageO, Stop_ProcessQ Verification:
' 26

Enrollment:

{* start the enrollment processing */

if ("Personnel Exists() {
Create_Persomnel(); -

}

if (!Activate . Biometrics_Device()) {
Display_Error_Message();
Stop_Process();

}

Display_Error Message();
Stop_Process();

} K

p

if ({Validate Biometrics Raw_Data()) {
Display_Error Message(); '
Stop_Process();

Encrypi_Biometn'cs__Raw__Data();

If (!Send_Encrypted Data To_Server()) {
Display Error Message();
Stop_Process();

if (Response_From_Server() I=“0K”) {
Display Error_Message();
Stop_Process();

}

Display OK_Message();
Stop_Process();




int PIN=0; /* start the verification processing */
Act vate Cient _ConponentG PIN Get PINO; if

W@ bowsiosa9at e Bi onetrics _DeviceO { PCT/SG2004/000392
Di splay_Error_Mess.ageQ Stop Process(3; } if
(I Acquire BionetricsJRaw DataO) { D splay
Error JMessageQ, StopJProcessQ }
i f(!VvalidateJdBionetrics_Raw DataO
Di splay_Error_MessageO Stop_ProcessQO }
Encrypt _Bionetrics_Raw DataQ, |f
(!'Send_Encrypted Data To _ServerO { Stor_ ProcessQ
Vdentification: /* start t®E verification processing
*/ Activate Cient ConponentQ if

) | Actj vat eJBi onetri csJDevi ceO
5 V(eriﬁcatfon: ) {

int PIN = 0;

/* start the verification processing */
Activate_Client_Component();

PIN = Get_PINQ);

if ({Activate Biometrics Device()) {
Display_Error_Message();
Stop_Process(); -

13

if (1 Acquire_Biometrics_Raw_Data(}) {
Display Error Message();
Stop_Process();

} y

»

if (IValidate Biometrics Raw_Data()) {
Display_Error_Message();
Stop_Process();

}

Encrypt_Biometrics Raw_Data();

If (1Send_Encrypted_Data_To_Server() {
Display_Error_Message();
Stop_Process();

}




Di splay_Error_MessageOQ Stop ProcessO } if (
I'Acquire _Bionetrics _Raw DataO

wWoR@Bl0s4IEr r or _ MessageQ, St opJProcessQO } PCT/SG2004/000392
if(!Validate_Bionetrics_Raw DataO (
Di splay_Error_MessageO Stop ProcessQO }
Encrypt JBi onetri cs_Raw DataQ |If
(!'Send_Encrypted Data To_ServerO { Display Error_M
sage(); StopJProcessQ } if (Response From ServerO !=
"OK") { Dsplay_Error_MessageQ The functions in the
above sanpl e code segnents will have to use the gl obal
vari abl es to exchange the i n%)r mat i on bet ween t he
functions. CLAIMS 1. A nethod™of electronically
identifying and verifying an individual utilising at
T@agticagiog bi onetric features of the individual
including the steps of: (i) activating an access
apparatus with a neans to capture at |east one

D QPR thé Gerification processing */
Activate_Client_Component();

1if (!Activate_Biometn'cs~Deifice0) {
| Display_Error_Message();
Stop_Process();

}

if (Acquire_Biometrics Raw_Data()) {
Display Error_Message();
Stop_Process();

}-

if ({Validate_Biometrics_Raw_Data()) {
Display_Error Message();
Stop_Prgcess();

3

Encrypt_Biometrics_Raw_Data();
If (1Send_Encrypted Data_To_Server()) {
Display_Error_Message();
Stop: Process();
}

if (Response_From_Server() I=“OK”) {
Display Error Message();

The functions in the above sample code segments will have to use the global variables to

exchange the information between the functions.
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~apparat U

bi ometric raw data are extracted; (iii) encrypting in

a dynam c manner the bionetric features; (iv)

transmtting the encrypted data of the bionetric

feature to at | east one server; and (v) verifying the

bi ometric features captured in step (i) with a

pre-stored bionetric feature 2 the server in step

(iv). / wherein upon positive identification and

verification of the individual cess is given to an

auxi liary neans such as buﬁnﬁg@a§inited to access to

secured doors, database, conputer network and servers.

2. A nethod of electronically identjfying n% . .

var i4 yehgd 08 elestpnipallyArenidyins apuiityins P dndiyigugipgitiging at least

the Reb¥fletrcTehkdSl ths RRlViRL] McSERAMRERYs bf om t he

access apparatus or is contained wthin the access

apparatus. 3. A nethod electronically identifying and :

verifyi ng [ [ ;

(o DL e IS Wl SRl o aPhif & JHBEDAL Bomeri

| east ofeetugeeofiag individuahn zssccwrs manpRp asing dynagyic ensryption;

| east, one, server ,spat.i.al epar.ategd. - :
Par PETHE B8 BORLYE uRERE B BRI WABRE IEF Batures of

and ver bibmitnig rewn data die\exttatadd; as cl aimed in claim 3

(€

whergin i fi ttenpt the,. hpar at i ||
e e e

sepgpt @ﬁlsﬁlﬂfwﬂxefenm?pﬁﬂ tdandfafie Bbmetricatarl toyat least one server;
identlfybng and verifying an individual as clainmed in
claim an ‘

(v) verifying the biometric features captured in step (i) with a pre-stored biometric
feature in the server in step (iv). ,

g
¥

7’
wherein upon positive identification and verification of the individual access is given
to an auxiliary means such as but not limited to access to secured doors, database,

computer network and servers.
3

2. A method of electronically identifying and verifying an individual as claimed in claim
1 wherein the server is either spatially separated from the access apparatus or is

contained within the access apparatus.

3. A method electronically identifying and verifying an individual as claimed in claim 1
L ' EN .

wherein in step (iv) the encrypted data is transmitted to at least one server in the

access apparatus or to at least one server spatially separated from the access

apparatus.

4. A method of electronically identifying and verifying an individual as claimed in claim
3 wherein in a first attempt the access apparatus will attempt to send the encrypted

data to the spatially separated server.
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3 wherein upon detecting a failure in the first
attenpt claim4 the access apparatus will in a second

wa@reasopo7send the encrypted data to any ot her PCT/SG2004/000392

desi gnated server in a network. 6. A nethod of

electronically identifying and verifying an individua

as clained in claim5 wherein the designated servers

are either servers spatially separated fromthe access

apparatus or the servers in 3¥he access apparatus. 7. A

met hod of electronically identifying and verifying an

i ndividual as clained in claim1l wherein prior to and

i ndependent of step (i) of claiml1l the individual is

(sn )rm lethdd !oﬂél@ctﬂ)ni&_&ll)aigaﬁﬂ’yibg ahclneérifﬁh%l an thrhez_icaiggaméaﬁlléd in claim
i), inmputing require articulars of theindividua

! nt3o™ PHED JPa 5 Seting i falutep b FTsh gt <Ak ck B agoep apparatus

ot Keill\ih S8e€Wnd tahempravehd fél eab§pRll dhd Qo iak¢l b ¥@lonhfdd s8Ser in a

dat abase; (ii) capturing thé bionetric features of the

i ndFWHGal wherein key features of the bionmetric raw

data are extracted (iii) encrypting in a dynamc

manner the bionmetric features, and (iv) transmtting

phed meibpd pf dertioaicalyoflentifeng pshiverifyiog sretmdividusl asaldiined in claim
sers ' . -l L,an t -
e Dl R the Tk BEMID B TRELURL BV TR JeP R By By goces
abepparat8s orAheveniesdn dfe astessdppanahsal |y i denti fyi ng and
verifying an individual as clainmed in claim1 wherein
particulars in step (i) of claim7 includes
?;u mms\thnum_ aécnﬁﬁitzaggy iﬂd&ﬂiﬁﬁng)ind! %ﬁg&ﬁgl : aliedividesl Rickadyd in claim
ata wherein the binar ta ipcludes any . . . .
r eér‘@%ﬁﬂ BRI a’tda‘B%’F'é}/eB'f Shsisp ¥ o5 elainn f therindjvigpal g gprolled into
foammagmeﬁyﬁﬁhﬁg@tggﬂ@k@gtronicalIy i dentifying and
verifying an individual as clained in claim7 wherein
at least one spatially separated server is |ocated
OUl§! Agaphifify QM DYk 5 iffth Bife! Ja B! ini
o Vi n‘Sg e g Qﬁ"ﬁ?f HRGRAGLIEH 0 Rl dBBL Il genaining
cl ai m the existence or otherwise of the particulars of the individual in the database;

(i) " capturing the biometric features of the individual wherein key features of the
biometric raw data are extracted

(i) encrypting in a dynamic manner the biometric features, and

(iv) transmitting the encrypted data of the biometric features to the server and
storing the encrypted data in relation to the particulars of the individual obtained

in step (i) above. -

8. A method of electronically identifying and verifying an individual as claimed in claim

I wherein particulars in step (i) of claim 7 includes alpha-numeral data, and / or
images and / or binary data wherein the binary data includes any representation

capable of being stored in a binary form.

9. A method of electronically identifying and verifying an individual as claimed in claim

7 wherein at least one spatially separated server is located outside the country.
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1 wherein the server is provided in a storage nmedi um
i ncluding a token or other device capable of recording

wa@l2108/05497A et hod of el ectronically identifyi NBCESE2004/000392

verifying an individual a s claimed in claim1l wherein
the identification o f the individual is executed by
conparing the bionetric features o f the individua
captured in step (ii) of claiml1l with known bionetric
features o f the individual Ereviously captured and
stored in a database and pic bd out from the database
by the use o f a uni que personal identification nunber

161 Aineflol Q€ At &Fbnlcall 2)‘ ni%ntﬁi?ﬁ‘: g&j U?rifyﬁ\@ dn ind%&ﬁ?ag BEREE claim

in the dat abase. el ectroni cal
i denwherginnige eiPFdef\/érIPfP‘j/lﬂﬁblﬂan smli@gevm@mlan xaclsdlng a. tiokeh pmother

cl Qie%écé?ﬂ%l@%%f&c&'aﬁl igdgntification of the individual

i s execu by conp ring the bionetric features of the
individual captured in step (||) of claiml1l with known

t.0 t.nh

L 2CRefhof of AEARLIINY LEARTRE B! Lot Bhindivituat tosfaimg in claim
t hd wiatreih medmtnﬁhmm dfties IUSI@ldﬂﬁl 1aﬂjyecﬁlieﬂ\|byl cotnparing tﬁ@bloﬂaetnc
met:h d of ect.r o ally jdentif nd verlf in
arSiTgt ar e BabRb Bipned of e, &) B PR A iy Koo Bmenri
bI (Geapired 6f themtividval mévibdiey taptlirad Aidatoréd @ aRRitdbaRMHnd fpi&gd out

gp erlfleqﬁ éored in a server instead of in any

oy dhedaiabash REIthe juse |96 A Brigne, Rersgnal ddentication  mignbel (PIN)

I ndlwdatw%the%ﬂlwd\lawﬁmdh&fec&hseiﬁtm@d}ka%ﬁéel y identifying
and verifying a nindividual as clainmed in claiml

wherein the encrypted bionmetric features of the

i V] \V
23 tﬁvﬁ\gt?g@%;% e?%:?g@&ﬁféﬁﬁﬁ%@g@%’ %@?eﬁﬁﬁﬁgn d;h&i%/igdg%l cleumedI in claim
wh é rvéhetdire theiidamtification D€ thieindigidadl 1aexe|::uteﬂ b'y camparing the blometnc

B, P S bR YA s
v e fdafuyésngf thenindivithugl sHedibuddy efpaiitd agl S‘t@éd $IghB database without the

use of any PIN numbers.

13. A method of electronically identifying and verifying an individual as claimed in claim
1 wherein the biometric features of the individual to be identified and verified are
stored in a server instead of in any storage medium held in possession by or issued to

individual.

14. A method of electronically identifying and verifying an individual as claimed in claim
1 wherein the encrypted biometric features of the individual are processed by an
biometric server software located at the server instead of at the point where the
biometric features of an individual presenting for identification and verification are

captured.

15. An electronic means of identifying and verifying an individual presenting for such

identification and verification including:
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identification and verification including:(i) a neans
to capture at | east one type of bionetric features of

wao b@siosdrvi dual ; (ii) a software neans to encrBQI/SGIN0&000392

dynam ¢ manner the bionetric features captured in (i);
(in) a transm ssion nmeans wherein the encrypted

bi onetric features of the individual is transmtted to

a server; (Jv) a software nmeans to capture the

encrypted bionetric featureg presented for

i dentification and verificatfon agai nst stored

encrypted bionetric features of a purported

| ndy ViLietns tPdaptufe/at 18t 8RR Bipe LPbBINYRIcFEAREF o Be RliRSdual;

dat abase or software if a positive identification and
veliDf jac safiwsre imcanhde eaprapt & dedwpasisc nanewscihe Bipmetric features
negat i¥GnledeN),f i cation and verification is nade. 16.

An el ectroni c means of identifying and verifying an

i ndil iadreasmiggort nganseicherain theahwmsdg Wiemetricrfedtaen of thy ingvidual
the ingdiyi |ses of: / / a PIN nunber for each

st oreg%%{é‘%%?é‘g%%éﬁ’eui c features of an individual;
an@v)a ansdimare measc®septure thd esceypteh bioypetrd febivbesepresented for

features,.of ..an_individual b he provisjiqn.of a

cor r ecgerifigifl shdenlisatin pethet PG Bl hichg e dpatures of a
i dent ipbiposed mdividnel; yer i fi cati on and a means to conpare
th@(:aptured hi ometric features of the individual wth

a

v @rMe8PR o IibRAeessite Rthen datahags esofivarrei piposiigs tdgpidiication

of t h@ndyIREhRs kiadé ¥ddhéaeny Jubh Acd®Bd #Q%eStive identification and
el ectronically identifying and verifying an individual

as cl XPHEQUOISEade-m 1 wherein the bionetric features
include finger print, retina scan, iris scan or any

ot her
16. An electronic means of identifying and verifying an individual as claimed in claim 15

wherein identifying the individual comprises of:

, #
a PIN number for each stored encrypted biometric features of an individual; and
a méans to access the stored encrypted biometric features of an individual by the
provision of a correct PIN number by an individual presenting for identification and
verification and a means to compare the captured biometric features of the individual
with a given PIN number with the stored biometric features of the purported

individual.

'17. A method of electronically identifying and verifying an individual as claimed in claim

1 wherein the biometric features include finger print, retina scan, iris scan or any other

unique biometric features capable of being captured by sensors.

18. An electronic means of identifying and verifying an individual as claimed in claim 15
wherein the biometric features includes finger print, retina scan, iris scan or any other

unique biometric feature capable of being captured by sensors.
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uni que bionetric features capable of being captured by
sensors. 18. An el ectronic neans of identifying and

wo e00s0549my an i ndi vi dual as clainmed i n clai m 1IBCTHE€200#/000392

the bionetric features includes finger print, retina
scan, iris scan or any other unique bionetric feature
capabl e of being captured by sensors. 19. An el ectronic
nmeans of identifying and verifying an individua
presenting for such identification and verification
including: (i) access appara%hs with a nmeans to

capture at | east one bionmetric raw data of an

O bieltRdnicl Medhs TGERIRTIRN BRI va#F)iNg af ABWUGal presenting for such
enqryFthn; (II)‘CI[CQItr% to extract any features of

t hddegtificatiop ped Yeaificaiandnelpding't he neans to capture the
bionetric raw data; (iii) circuitry to encrypt the key
features of the bionetric raw data in a dynamc

maiber accgss\apparfity with acmenns b capture ot leash nswgiorr@trimymdaeb of an
data o ' ' : . one server

(v) at {nfﬁgg@? ltné %gg Jsu(;eér l?/}gén%? %&E%@él [ I\glhecaéélﬁ}dsg?dr e the

endn)y ptisditgatoaextrdactt dny feataree of e Hiemetwic eawfdatanfiom the means to .
i ndi vi l d (vi) circuitry to verify and / or

identi ﬁ%&{ tggglr?g%rb‘%rgg dé%t a agai nst pre-stored

encgiiy piireditdyi oneicryipe tibakey femtuteb &f 3By b@metridOrawAata in a dynamic
el ectroni c neans of. identifying and verifying an )

i ndi vi Ut >as claimed in claimwherein the server is

el (Werumbdishioh nkabe RAfrAlisait SdcApddRit26CME DiARAAE Raries to at
or is contained within the access apparatus. 21. An

el ect rl6#5t ene8E8E of i dentifying and verifying an

' n@gv' AU8lst 8Fe SdidrBIreblve b gﬂo}e"‘ﬂleu%@x? fli" & bf YheCSiometric
transm ssion of encrypted bionmetric da g to a

pr e- defsityief the individeal; dodi | s, the encrypted bionetric

d at‘;}) i c?rcﬁi{)ryt t%b l/&xfgr %t / lo? qggnti%p ¥he? tegcg{rptg(? Scfagn Qéa?n% pre-stored
: S

encrypted biometric data in the server.

20. An électronic means of identifying and verifying an individual as claimed in claim 19
wherein the server is either spatially separated from the access apparatus or is

contained within the access apparatus.

21. An electronic means of identifying and verifying an individual as claimed in claim 19
includes circuitry of transmission of encrypted biometric data to a pre-designated
server fails, the encrypted biometric data is routable to at least one other designated

server in an pre-designated sequence.

22. An electronic means of identifying and verifying an individual as claimed in claim 1
wherein a token encoding data unique to the individual presenting for identification
and verification has to be introduced into the access apparatus before the biometric

feature of the individual is captured.



server in an pre-designated sequence. 22. An
el ectronic neans of identifying and verifying an

w0 pabsesd0al as clained in claim1l wherein a toRENSG2004/000392
encodi ng data unique to the individual presenting for
identification and verification has to be introduced
into the access apparatus before the bionetric feature
of the individual is captured.23. An electronic means
of identifying and verifying , an individual as clained
in claim1 wherein the biomefric data of an individua
is stored in a encrypted manner in server and in any

5 3PWaNSeclbnib $REns &%dexﬁ@igg 85l Vepnjify ARMARidal h@ el Y BiGim 1
-and verifying an individual as . clainped in claiml

whatheei thﬁ@o%gwsda;aeqﬁﬁnri@gvifi% i§ fipted 1R £REyPied manner in server

persfRahy ioleftiFhdegat i on nunmber (PIN). of an individual
presenting for identification and verification into

t he access appar at us.
24. An electronic means of identifying and verifying an individual as claimed in claim 1

10 wherein the means requires the introduction of a personal identification number (PIN)
of an individual presenting for identification and verification into the access

apparatus.



