M CROBLOG BASED DOCUMENT FI LE SHARI NG METHOD AND DEVI CE FI ELD OF THE

DI SCLOSURE [ 0001] Enbodi nents of the present invention relates to the
filed of mcroblog 5technologies and in particular to a m crobl og-based
docunent file sharing method and devi ce. BACKGROUND OF THE DI SCLOSURE
[0002] A microblog is a user rel ationship-based information sharing,
propagation and 10 retrieval platform Over the mcroblog platform a user
can access web, WAP and various client conponents and update t ext

nscantl y. [ oWBGRORPUGTSEh BISURRET AL AN e RO FRpufvRE” =

hi ghl i ghted, the contents of a mcroblog are nerely consisted of several

si mply wor ds and phrases, and in view of this, 15 there is a very |low
techni cal reqUEL®OM@hTHENDESH@SURIDr a user, and its |ingual arrangenent and
organi zation are less restricted than the bI o% Vari ous, APl's enabl ed for

t he i crobl off*®habFrbedimeygef dhgripesetsf nyaeey rtlates joidbe et noaRbI98r sonal
information iwshelogibyankdhif pugbula toamiteblpboned dovetenafilnabang kueteidcnd The

m crobl og hagg.strong grass-root nature and is widely distributed on
various platforns including a desktop, a 20 browser, a nobile termnal,

etc., and there are coexi sting numerous business patterns or multiple

vertical sub-dongins ray come into bein User experience oriented
characteri stiliz“élﬁﬁ OFaTHE ASEL.O8YREr ¢ i ndi spensabl e in any of the

busi ness pat 000 I n existi.n t echnal o hani sm
has been avai E%Crgﬁgg € D¢t Iﬁ% ‘%ng tt?fe mf%tgnaiuon SHut Opngathognﬁngm to
share a d@curf@ntvaf iplagforne, @ver tRPmicroityy plRBFMRS ushdapetess Vil c¥APHad been
absent in theagxdsstiédd gofpohtRDhitipdito toxtinCdsiBiitn dfiap@sxinbte 5oL Woadsmt s, there

are sone _onll getgp%%ngguo%ps%&#:%ga&gg currently avail able on the Internet.

However, in ese exi sting online sharing applications for the docunent
file data, | toomy e oR@ssiot tﬂog €or lveidhi £y Udyeutas hihnghedd e wabRls bfhe data
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[0004] In existing microblog technologies, a mechanism has been available to share
picture and video files, but a mechanism to share a document file (e.g.. PPT, DOC, PDF

25  and other files) has been absent in the existing microblog. For document files in some

formats, there are some online sharing applications currently available on the Internet.
However, in these existing online sharing applications for the document file data, it may
be possible to retrieve the original document file data directly through a link, thus

incurring hidden insecurity of information for an enterprise.

30 [0005] Furthermore, the existing online sharing of document file data fails to be as
rapid and popular with the audience as the microblog in socialized propagation.



format - confounding the SWF file; and publishing the fornmat-confounded SW

file over a mcroblog platform [ 00101 A m crobl og-based docunent
file sharing device includes a fornmat converting 15unit, a format
confounding unit and a file publishing unit, wherein: t he fornmat

converting unit is configured to convert a docunent file into an SW file;
the format confounding unit is configured to format-confound the SW file;
and 20the file publishing unit is configured to publish the
f ormat - conf ounded SWF file over a mcroblog platform [0011] A nachine
readabl e nmedi umincludes a set of instructions stored thereon, which
enabl es upon H&YINLARX €dlitldE DIRELOSURENe t o perform the m crobl og- based
docurnent file sharing ne%hod. 50012] As can be seen frg t he fpregoing
techni cal solll¥P4ondn sbodientaofBeimaMoD RPPOSHe? MHRFRMNeS e 5%?@??&1%
docunent fi | eshimgoomiedrsb esltol impevab@Nhefprdpegativhefia ddvem8wand fhi gedugty of
f or mat - conf oypdeRbnt ARFmAEK the format-confounded SWF file is published
over a mcroblog platform As can be apparent, with an application of the
enbodi nent s @007 heAn ambmtimen of thafiroemeni forthep pepesgats mamotderdbasévedgudérgnce can
be extended andsd.hes &6RE8o LS idPoRy Wﬂ@%fo@%a@&n $HRIcHQRHIRAE thé Sechifpr oved
t hr ough sharlﬁg W t t.u(s?e %f m crobl og technol ogy. Mreover the SWF file is
f or mat - conf ofHGEF™ S "AVEI'E ' he possibility to retrieve original docunent
file data di r@ed! Ypdhh @i elufonk bitke BRELERDSEAURNEMiicH £0as BRRNCE t he
information security of the docunent. BRI EF DESCRI PTI ON OF THE DRAW NGS

10 [0009] A microblog-based document file sharing method includes:

converting a document file into an SWF file;
format-confounding the SWF file; and
publishing the format-confounded SWF file over a microblog platform.

[0010] A microblog-based document file sharing device includes a format converting

15  unit, a format confounding unit and a file publishing unit, wherein:

the format converting unit is configured to convert a document file into an

SWF file;
the format confounding unit is configured to format-confound the SWF file;
and
20 the file publishing unit is configured to publish the format-confounded SWF

file over a microblog platform.

[0011] A machine readable medium includes a set of instructions stored thercon,
which enables upon being executed the machine to perform the microblog-based

document file sharing method.

25 [0012] As can be seen from the foregoing technical solutions, in the embodiments of
the invention, firstly a document file is converted into a SWF file; then the SWF file is
format-confounded; and next the format-confounded SWF file is published over a
microblog platform. As can be apparent, with an application of the embodiments of the
invention, information propagation and the audience can be extended and therefore the

30  propagation of the document is improved through sharing with use of microblog
technology. Moreover the SWF file is format-confounded to avoid the possibility to

retrieve original document file data directly through a link and consequently also



[0013] Fig.1is a flow chart of a m crobl og-based docunent file sharing

nmet hod 5 according to an enbodi nent of the invention; [0014]. Fig.2 is a
schemati c conparative diagramof a mcroblog ID and a docunent |D according
to an enbodi nment of the invention; [0015] Fig.3 is a flow chart of an

i nstant docunent conversion task according to an enbodi ment of the
invention; 10 [0016] Fig.4 is a flow chart of a tinmed docunent conversion
task according to an enbodi nent of the invention; [0017] Fig.5is a

schenati c di aghad 0f idthghaGONSEEHE b @F dguheader of an SWF file according to
an enbodi rent of the invention; [0018] Fig.6 is a schematic flow

chart of allocating a key accordi ng to an enbodi nent 15of the invention;

and [0019] Fig. 7 is a schematic structural diagramof a m croblog-based
docunent fil el?lgqgrl?%c%@\;ngg %EEW%VY &Gh enbodi nent of the invention.

DETAI LED DES f Tl Qg 12(5’ zi %?%O%alq oqregﬁﬂcrglgogﬁ;zﬁgd H&fﬁm%m Akt ﬁ]hanﬂ%emﬂfoﬁal

sol utions and advantages tion re apparent, nventi on w | |
be further deSerdipet aBéWBWIWFlntd’éfhél”}@“%nt h reference to the draw ngs.

[0021] In enhn E’Jé”eﬂ S iof gﬁ%ﬁlaw;!&g\sa 1806 dla gmw 4 R dblE 18 AnAaRKSmLA the

prior art of (g) %aga e, Insécurity o
i nf or mat i on, l@tagcordipg aﬁ@@ﬁ%ﬁ?‘ltpﬁl’é@@@é’ﬁ be shar ed over the mcroblog

soci al p| at f gilmét OF %helg g%wfél[ ﬁ%g tl msta?lp @Jchﬂ?xﬁac'agve%h& ﬁ%lg%c%{;'l%ﬁ%r tL) 919 22]

Mor eover in t o e i nven cunen s converted
into an SWr fepibedimgppffhednsyientji | e is format-altered. When a pl ayer

requestsfor rigving such file to the
pl ayer, onI y[Ot0 ﬁﬁ) ]I? 4elr9 W th %6[ %?FUme%Idbcunf(e%yQ‘%:né/(rélmlrgg%{?glke\?g&fl ‘ﬁgq{éﬁﬁ file,
and the enti ﬁ@bweﬁtlolf@cé@ﬁn% pl ayed only after bel ng reversely altered,

t her eby I rrpr E'Ml';'g IEI % 1S a SC ?mz}tllcodl%gzzggu%lﬂtleycmst tCt Of a elfllgé% Otf an %&9? FI g 1

is a flowch m cro ocumen 1 1% “sh I ng ne accordi ng
to an enbodi @éqwdlaﬁwtahémb@fiy@mtpéﬁe invention;

[0018]  Fig.6 is a schematic flow chart of allocating a key according to an embodiment

15  ofthe invention; and

[0019] Fig.7 is a schematic structural diagram of a microblog-based document file

sharing device according to an embodiment of the invention.

DETAILED DESCRIPTION

20 [0020] In order to make the objects, technical solutions and advantages of the
invention more apparent, the invention will be further described below in details with

reference to the drawings.

[0021] In embodiments of the invention, in view of the drawbacks in the prior art of
poor propagation of a document file, insecurity of information, etc., the document file
25  can be shared over the microblog social platform to thereby extend the sharing and the

audience.

[0022] Moreover in an embodiment of the invention, the document file is converted
into an SWF file, and the SWF file is format-altered. When a plaver requests for
retrieving such an SWF file, a public key is allocated to the player, only the player with
30  the public key can retrieve the SWF file, and the entire SWF file can be played only
after being reversely altered, thereby improving the information security of the

document.



[0024] As illustrated in Fig. 1, the nethod includes the foll ow ng steps.

[ 0025] The step 101 is to convert a docunent file into an SWF file. 5 [0026]
Here the docunent file can be converted into an SWF file in nunerous ways.
[0027] Firstly the docunent file can be particularly a PDF file, a DOC fil e,
a PPT file, an XLS file, a TXT file, etc. [0028] Al though sonme particul ar
exenpl ary formats of the docunent file have been |isted above, those
skilled in the art can appreciate that a format of the docunent file 10

wi |l be neithmssliRigtied 4 Aolvh@se dfi & uedoed-bdsediiadunfedr Ak §Mafind infdtHogd to

vari ous docu | M crosoft Corp., but will be any
docunent forEfordm%k)me%%n?m%?tggglﬁt%g?@é or edition function. [0029] The

conver si on pregsSAE AfsthRdRe FioOr i thethdd iludOdtSe tVIPE e 8fep£Xi Sti Ng
application software. Wth the FLASH Paper software installed, for exanple,

a DOC 1 5fi | ¢002xi aﬁ@timrloﬂudtecrmafnrtbéoqzllmg@édm@hwe%wt}let herein to generate
an SWF file automatic i i

00f3 I n an enbodi ne %?I the invention, the
docurent fi | @926hn Here I?ri%élfn’t‘eé‘ﬂ tlgicpele qopverigd @iogh YGIP BUMGPUSFFPSL |y t he
docunent fil @ofﬁ“t Bst1G ARVREL S é%';t hfat ?Otr% n%dr&&lldﬂk‘ 2PDH Ik I HBE R § PP \%d

then the fil efnterrre can be converted into 20 an
file. [0031] rSlamdie lPfe“‘t he docunent files are a DOC file and a PPT

file, then t Ebgcﬂ?anftl}](Jugh @%96 %&t}ﬁcuﬂa -I(;x ﬂl?n %’ﬁlaﬁe @@M&%E@ﬁ{ f“f’l?@l%ealge%hy into

SW files di rres on conversjion facilities.
Al t er nat i vel yiSEf RRevey l?ﬁeskﬁi@é:nf PFé‘“a‘ﬁ’él at)%wrﬁafﬁa? ? Famatef thedesgpRntcddpver t ed
i nto PDF 10 | esll ball’ldtl’[ehbmltftd"le thase hsitd pdrtituive (R rbi limgedc@nvadblzseloconaner t ed

into the SWF i #o%nﬁ@lasmiedtbprmg)@oﬁ berpanpt kipdd 99 ROLEMREGmRAE RS Whex [ 0032]
In an enbodi nent, ce. to convert the format of the docunent file can

be perforned pfeﬁ?%ﬁﬂ Oﬁf(ﬂ"f(i“ 1983 di ng to decrease the waiting time. [0033]
For exanpl e, Obﬂ? dARUBRRLrsioh! Fro&d B %Oﬁ%ﬁfrﬂh@dj ih nstagoﬁsh%p%/\%ff Hls%né hrough N
threads. application software. With the FLASH Paper software installed, for example, a DOC

15 file or another file can be dragged directly therein to generate an SWF file

automatically.

[0030] In an embodiment of the invention, the document file can be converted directly

into an SWF file; or firstly the document file can be converted into a file in an

intermediate format, and then the file in the intermediate format can be converted into
20  an SWF file.

[0631] For example, if the document files are a DOC file and a PPT file, then the DOC

file and the PPT file can be converted separately into SWF files directly through

corresponding format conversion facilitics. Altematively firstly the DOC file and the

PPT file can be both converted into PDF files, and then the format of the PDF files can
25 be converted into the SWF file format through the application software pdf2swf.

[0032] In an embodiment, a service to convert the format of the document file can be

performed through multi-threading to decrease the waiting time.

[0033] For example, the document file can be converted into the SWF file through N
threads.
30  [0034] Where N = (X/10)>5? 5 : (X/10), and X represents the number of pages of the

document file.

[0035]  The respective threads convert the pages of the document numbered Xi, Xo, ...,
X, respectively, where Xy mod N=0, X, mod N=1, ..., X;; mod N = N-1.



30 [0034] Where N = (X/10)>5 ? 5 : (X/10), and X represents the nunber of
pages of the docunent file. [0035] The respective threads convert the pages
of the document nunbered Xi, X2, Xi, respectively, where X1 nod N = 0, X2
nmod N=1, ..., Xn nod N= N1. [0036] Thus the conversion speed can be

i nproved by a factor of N due to the multiple concurrent threads. [0037]1n
a practical application, a user can firstly click docunent file(s) in a

m crobl og publishing box and sel ect to upload the | ocal docunent file(s) to

a mcrobl og 5pbat f oRmmLAREVdHsh Fesd @RbOBRbRE HOR Mct2bf KA Rthe hin@pldocuneNt
file(s) into SW fl%ﬁ‘%%%j' [0038] After the user uploads the |ocal docunent
pl

file(s) to tHe"McP atform by publishing a nicroblog, a database of
the m crobl ogypy at flpwr%%eaopmm&r aryedatnariafly tdiek st ade@neh ki nds a

mappi ng relationship aof th ocunent file( upl.oaded he user, wth the
temorary g aﬁ:ﬁg@ Hgﬁlﬁl“&% Eg@ i s:fli% t 5] tﬁ%@(&i Y ’zﬂ%ﬁni;ﬁgg%‘gﬁgé

pl at f orm can ogn. aad thempetiobleg mMatiprohiag gopla tifcsoprmayt 1 rise can
propagat e and publish docunment files. [ 0040 ig.2. s a he i C
conparati ve é‘i“g r a‘ﬁ?t%rftg%”sﬁf 81{’]825115 (%ﬁi’ﬁl g?,cgmgltcfg%(g}{g e IPBroigogd)rlﬁfoﬁﬁ b5 an
embodi ment ofpubhsbingraveistablag, a fOgasd #shé miauehleganl et rinstamgsgemporfugrdagxdnpl e,
the val ue of RImAkdLRENE Ginfid £hEpif: RRALHERKDHYBS thbAofmeat fileGy AROLQAEI Batha tabl e
is 456, and tuhe \%‘%httﬁlé:tre] i(()jra}‘jd%{a% We rrI1i rg@r espond to an entry with an ID
field val ued q56'I'n & gécunen éa’ta t'a P%, so that a path to a docunent
file (Fili@_Pajoby) Crorcb®ly @6 aliabisHFIRESET dah by an ROpAke heobideqPatddR sbs to

format-confo the SWF file. [004 re the iginal SWF file format is a
dedi cat ed foga%fm((’)lger%see Cgtherr%zlglL‘tSr?n %)Ubll_lghscl?oﬁﬂ?l%né%gegftmre FLASH, which is an

fni {rﬁt i ]9 n }‘ ijlwam‘ or Fﬁg.tz i$ HRER IO BonyREi0s dakarhvrandichibloyap @ad segaty appl ied
0 eftTle

0 age desj.gnin animation production, etc. The SWF file
is also typi iglaﬁ?r 1’%?@%?5?1’%?%1% Igogtllﬁﬂ §§I}a ile. The SWF file can be opened
bly Adobe F;A U Lla)(ﬁfllﬁ@d‘aée@ iQ'F]%\@ ﬁar ek At l@;!tillee@qlt\/é‘ drhn f\ﬁtaé}gab@elﬂn%lég@kayer .

-in. . .
A B
an ID field valued 456 in a document data table, so that a path to a document file

(File_Path) can be located successfully.
[0042]  The step 102 is to format-confound the SWF file.

[0043] Here the original SWF file format is a dedicated format of the animation

20  designing software FLASH, which is an animation file format supporting vector graph
and bitmap and widely applied to the fields of webpage designing, animation production,
etc. The SWF file is also typically referred to as a FLLASH file. The SWF file can be
opened by Adobe FLASH Player or a browser installed with an Adobe FLASH Player
plug-in.

25 [0044] A header of the SWF file is in the format as depicted in Table 1 below:

Table 1
Field Type * Description
Signature [D UI8 ID field:

“F” represents Uncompressed

“C™ represented Compressed (Version 6 or later)

Signature ID UI8 This ID is typically “W?”

Signature 1D UI8 This ID is typically ©“S”




Signature ID U8 ID field: "F'" represents Unconpressed "C' represented
Conpressed (Version 6 or later) Signature ID U8 This IDis typically "W
Signature ID U8 This IDis typically" Version U 8 single-byte Version
nunber of the file (e.g.,0x06 represents Version 6) File |l ength U132 The
| ength in bytes of the entire file Frame size

Version UI8 single-byte Version number of the file (e.g.,0x06

represents Version 6)

File length UI32 The length in bytes of the entire file
Frame size RECT The size of a unit frame
Frame rate Ulle6 The number of frames per second, in which 16 bits

represented in the format 8.8

Number of frames Ulte6 The total number of frames of a video

[0045] In an embodiment of the invention, the SWF file is format-confounded by
firstly performing an XOR operation on the header of the SWF file and then appending
a pseudo SWF header and a random string in front of the header of the SWF file
subjected to the XOR operation.

S [0046] Fig.5 is a schematic diagram of the construct of a header of an SWF file

according to an embodiment of the invention.

[0047]  As can be apparent from Fig.5, a pscudo SWF header and a random string are
inserted to the header of the SWF file in place of the original SWF header to construct
the entire SWF file.

10 [0048] The step 103 is to publish the format-confounded SWF file over a microblog
platform.

[0049]  After the step 101 and the step 102 are performed, that is, after the document
file is successfully format-converted and format-confounded, the microblog platform
can send out a signal indicating successful background conversion, update the temporal
15  microblog data to formal data and write it into a microblog database and thereafter
upload the format-confounded SWF file formally by publishing the microblog and send

the user a message prompting the availability of online preview.

[0050] Furthermore in this method, the user downloads the format-confounded SWF
file over the microblog platform; and then reversely alters the SWF file through the
20  FLASH player in the browser and plays the reversely altered SWF file.

[0051] Moreover the user can download the format-confounded SWF file over the
microblog platform by requesting the microblog platform to allocate a public key;
receiving the public key returned from the microblog platform: sending a key generated
from a private key and the returned public key to the microblog platform jointly; and
25  receiving the format-confounded SWF file from the microblog platform after the key

6



RECT The size of a unit frame Frane rate U116 The nunber of frames per
second, in which 16 bits represented in the format 8.8 Nunber of franes

U 16 The total nunmber of frames of a video [0045] In an enbodi ment of the
invention, the SW file is format-confounded by firstly perform ng an XOR
operation on the header of the SW file and then appending a pseudo SW
header and a random string in front of the header of the SWF file subjected
to the XOR operation. 5 [0046] Fig.5 is a schematic diagram of the

construct of s beadeheticaddb M midibiBonaaidi Ng to an enbodi ment of the
invention. [0047] As can be apparent fromFig.5 a pseudo SW header and a
random stringttatle PprsdictledevosdhaidieaderSWF fihendnpude rgoving fleasaidof t he
gr0|39| na![ SV\FbngP-gﬁﬁdﬁF;oreﬁ;l@ﬂﬁé rtlibcﬁa%léld?@ s@iélé'li\'xre:ﬂl;s_\ﬂfﬁgﬁﬂ bthe JralQi_o[nObehlgé; a-ﬁhle S]E ep
is to publi the for - conf ounde F fi over..a og platform
Fo0a0] artor TeHETubeRolSh BRSSPI R ot cullr B or B AT P2 Pt er

the document fokdje wghSHACLSSEUE plodeRciBiic LIAMERLES AN otk BRE plePdpuUNnded,
the m crobl O%Wtﬁg orm can send out a signal indicating successful
background conv ion, update the tenporal 15 mcroblog data to fornal data

?nd W[i te ;t [dogll]g ﬁo\/r\’:%?&flﬁbér]slgn @@}tl?@ﬁ%ﬁn@ﬂgfikhcﬁeg%&g ﬁﬂi tﬁéPEt@@gloI h&n be |
or mat - conf oun \F file farm i shing, the mcr 0 sen
the user a né¥ 8‘§I§§plp§§?%ltyie??g&teh‘éucé%)gig¥ g{%ﬁ-‘fcrrm O S B imsd O;rjlrt(ie%\e/iné1 r_ogf&g [ 0050]
Fur t her nor e ipletforn ¢ beareHoaiedt he user downl oads the format-confounded SWF
file over, the mcroblo | at f or d then reversely alterg the SW file
through tife E{‘jﬁA %rltg%/‘g?lp?rﬁryi% %a&%lé?oglﬁﬁds 7" ‘S%‘%ffﬁ%fﬁl?}é@’é&léﬁoéo& tered
SW file. [O00htrvsresuen foimat cxeersiommeqdeshin Deahveien begkampndemfcamded SWF
file over thehddoai@abOthcRIradddQr Mt dyin iReHtESHbags ohen ibediebhvegioplsadfeor m t o
allocate a pyhl 'oﬁrsé‘%rl{e? ccnGSGELY bRg L pURlL LG alftg%(]aﬁvﬁ H e?f%gn el ?&ec'{!‘ crobl og
platform sending a key generazfe%irflroma private ke} and the returned

publ i c key t ¢MeHEOMCEIBENG §OPFALEBH Aripeymsty fr whiglyinoBpiceryeysionghag haled

f or mat - cdisf oundeainsdFhé ipkadabitignaft ihearri conalbdi@gfapingt duortnsamt enpiedietaldey

factor (¢.g., the service request timing out, an instable network, code abnormality, etc).

[0056] A status code of the document file can be preset. For example, the status code 2
of the document file indicates successful format conversion; the status code 1 of the
document file indicates no format conversion; and the status code -1 of the document

20  file indicates format conversion failing.

[0057] Fig.3 is a flow chart of an instant document conversion task according to an

embodiment of the invention.

[0058]  As illustrated in Fig.3, this method includes steps 301-305.

[0059]  The step 301 is to set the conversion status of a document file to 1.
25 [0060] The step 302 is to format-convert the document file.

[0061]  The step 303 is to determine whether format conversion of the document file
has succeeded, and if succeeded, to proceed to the step 304 and terminate the flow; if

not succeeded, to proceed to the step 305 and terminate the flow:;
[0062] The step 304 is to mark the status of the document file to 2.
30  [0063] The step 305 is to mark the status of the document file to -1.

[0064] Fig.4 is a flow chart of a timcd document conversion task according to an

embodiment of the invention.



has been authenticated by the m croblog platform [0052] Specifically
reversely altering the SWF file can include renoving the pseudo SW header;
renoving the random string by the length of the random string; and
perform ng anot her XOR operation to derive the original header of the SW
file. 5 [0053] Wth such a series of processes, the FLASH pl ayer can
process and play each SWF file. [0054] Format-conversion of the docunent
file described in the step 101 can be perfornmed instantly by the m crobl og

pl atform or gags;beThd MR Qrubhhf BherRl Qg dah 3§dverk Bidi0a BecuRAf RF WAL 10
[ 0055] After .t e.mc red successfully,

e tenpora ta of th l.og.i s st
the m crobl ogm% néf?‘%?rrsﬁogé%s %@er‘ildtoémfrg?%%lf p ré%%)\?lét? glf%lﬁcers Se@d’é“s“f”fr‘%?’ a_conversion
background sy’ . A&NMstRR ik PRVE IS RALLBRKEOHBS seyer can initiate a
process for an instant conversion service. O course, the conversion

background senvar Tanstgl 408nn@tritvieteya qrentheort Moravitidsdontapsicehasdtiletli Meda

conver si ory ang .Gy Bl st AdahkA dacypent,d or which instant conversion has
failed 1 5to elimnate the probability of instant conversion failing due to

some unpr edi ¢t eThicaddpaO2 (sao gerforinhsios@nant caversiguesticd entheidgocomtnt. an

i nstabl e network, code abnormality, etc). %0056] A status code of the
docunent fil @%Hn B fieretBtis rgstcrggnpficther fomatsdonyqiEoeoffde dogmephigle docunment
file indicat éms sucadss fod iffsoccaadted.copreesl onhe dtdpedEtatl usmoadehd flof: tthe

docunent fil e jndi e t Waleh abe status code -1 of the
docunent 20f ﬁ"teg"?%eg?%:da?e"g& F%ﬁ’mqt% & %92?“2@%‘3”‘%"‘5?‘??@’ [0057] Fig.3 is a flow

chart of 1&n ieosd anThedapuioe ixtto aarkwbe satadofltidsdocasaofitittng. t o an enbodi nent of
the invention. [0058]As illustrated in Fig.3, this nmethod includes steps
301- 305. [ 0089 heTkssigp 480 1s tp gagkghagatug ¢fdhccdoryming filsrio sk at us of a docunent

fileto 1. 2 60] . T tep 302 is tp.format:co e docupent file.
Lo061] e ST 20Af BERecpfertsE ofP bR LSRN e b1 ARRMIRTG o]
docunent fi | eniprgblos pledersd agser sadlommlogd ardebispday tha docppegt ke t o t he step 304
and term nat e flow, if. not. succeeded, to, proce o the s 305 and
term nate th@(’%}ﬁ]om{)nhm brovysyigel  dpRENDt it lﬁﬁff’blpo Iie%cgg%?)f(p?rﬁoélngci tgl?odl fi)of t he
docunent !Pi | @ Kla\SH plg@r[06B]ridver srcdptogedicstdor he mtidile iovatoad ths O¥Ft he
docunment fil &ild shd-rdversely alter the SWF file into the original file in order for successful parsing

and consequential online browsing.

[0074] In order to enhance the information security of the document file, the file is
preferably downloaded and displayed in a handshaking-like protocol and by allocating a

20  one-time key in an embodiment of the invention.

[0075]  Fig.6 is a schematic flow chart of allocating a key according to an embodiment

of the invention.
[0076]  As illustrated in Fig.6, this method includes steps 601-604.

[0077] In the step 601, a player sends a document file download request to a
25  microblog platform to request for a document file to be downloaded and requests for a

public key to be allocated.
[0078]  In the step 602, the microblog platform returns a public key to the player.

[0079] In the step 603, the player generates a key from the public key and its own
stored private key and sends the key to the microblog platform for authentication.

30 [0080] In the step 604, the microblog platform authenticates the key, sends an SWF

file to the player and invalidates the key.



[0064] Fig.4 is a flow chart of a tinmed docunent conversion task according
to an enbodi nent of the invention. [0065] The tinmed docunent conversion
task can convert again a docunent for which instant conversion has fail ed,
to inprove the probability of successful conversion. [0066]As illustrated
in Fig.4, this nmethod includes steps 401-405. [ 0067] The step 401 is to
retrieve a docunent for which conversion has failed. Here a 5docunent in a
status marked to -1 is retrieved. [0068] The step 402 is to performa

document conygggi Oﬂftéecfo\(\]nftﬁdlﬁg dichewe ggy rfﬁinf)la o 00881 ret&@cl?taﬁeﬂs ﬁQ3SWF t 0
det erm ne mhe her t conver si % (pas suceee d, and
i f succeeded, E‘)“dd?l@é Kderesey H’éte“scggﬁ%lﬁ /gﬁderfeeg% 18?8r°f?1 S FFOW not
succeeded, taelpv\omldiet!d@ ltchds rgtiogy idkOBrandvah stangyriae lsngthef b swdom Gribg070] The
Zl(:)gp 40t4 i's tp@lﬂ?ﬁiulfg ilﬂ%eﬁi(@‘l{%eﬁﬁor{ @%eﬁ%&%ﬁeaﬁdr'o@th%@\@ filcO&é Jickh e ?]t ep
isto C t he
f or mat - coﬁber gﬁmﬁﬁg'fm%ﬁ f%fﬁﬁ?%dﬁﬁég%gﬁﬁ??mvm%ﬂ1“% gﬁ%ﬁ%?gﬁggﬁgcroblog
platform a u@@mﬂ@éﬁ”ﬂ@%ﬁﬁ@d%ﬁdﬁdddﬂ§ﬁﬁéﬁ%ﬂﬁ@mﬂﬁéﬁﬁéﬁ?H%lIe [0073] Online
br owsi ng of cugen eeds to be erf 15 a
FLASH playerﬁmgﬁd gﬁ%ABW?Q%?pkggﬁ%d%%b gﬁﬁ@@?m%ane é&&gﬁh% gglgnload
the SWF file farﬁi@rp@wéﬁ%éefloyulaﬁtt@}e sharngderctile into the ori gl nal file in
order for successf par s and, consequent i ne bro 074]1n
order to enhdfte tﬁ§71ﬁ?d¥ﬁ%?¥%ﬁm¥§8ﬁﬁg??agﬁ)ﬁhmw SRk %mnhﬂe f?le is
pr ef er ablly dohmh@abedﬂanud@g§bmayéﬁmnﬁmaﬁﬁan@@h@%ing I|ke protocol and by
allocating a 20 on odi. nt of ntio

0075
oot " uiimnar K i Ein PR o e R Gs 3 o shéRle Bl iR ")
ermbodi nent offonfaecdnforeding ot 702007 6 filkpoublishigtpdt/@d in Fig. 6, this nethod
i ncl udes steps 601-604.

0077]1n the step.601 a_docunent

file downl oad*¥équ fb@%£8“§% l%P%bﬁHds%£35W85ﬁ¥?gw?éﬁ&8%?m$gblmD&ocunent
file to be doWilf blsded and requests for a public key to be allocated.
15 [0086] The format confounding unit 702 is configured to format-confound the SWF

file; and

[0087] The file publishing unit 703 is configured to publish the format-confounded
SWF file over a microblog platform.

[0088] In an embodiment, the format confounding unit 702 is configured to perform
20 an XOR operation on a header of the SWF file and to append a pseudo SWF header and
a random string in front of the header of the SWF file subjected to the XOR operation.

[0089] Morcover the format converting unit 701 is configured to convert the document
file into the SWF file through N threads, where N = (X/10)>5 7 5 : (X/10), and X

represents the number of pages of the document file.
25 [0090] Preferably the device further includes a file downloading unit 704; and

[0091] The file downloading wunit 704 is configured to download the
format-confounded SWF file over the microblog platform, to reversely alter the SWF

file and to play the reversely altered SWF file.

[0092] In an embodiment, the file downloading unit 704 is configured to request for a
30  public key to be allocated from the the microblog platform: to receive the public key
returned from the microblog platform; to send a key generated from a private key and
the returned public key collectively to the microblog platform; and to receive the
format-confounded SWF file from the microblog platform after the key has been

9



[0078]In the step 602, the mcroblog platformreturns a public key to the
pl ayer. [0079]1n the step 603, the player generates a key fromthe public
key and its own stored private key and sends the key to the m crobl og
platform for authentication. 30 [0080] In the step 604, the m crobl og

pl at f orm aut henti cates the key, sends an SW file to the player and

i nval i dates the key. [0081] After downl oading the SWF file, the player
further reversely alters the SW file and plays the reversely altered SW
file. A reverggeaidaual u@qm%gggﬁwfghrgan i ncl ude renovi ng a pseudo header;
renmoving a randomstring by the length of the random string; perforning
anot her XOR dwesat Thndscomdgrfily earaba panecuheadelDiofilet n&EWBLef b [PET fd¢.on Here a
S docunent fixes iR 4heTBRTikormat can be further converted into the SW
format based upon the ISPf NG technol ogy to achi eve the effect of aninmation
pl ayi ng. [ 008®p4|Badébougheomt hetifdaregonplgrydietnadty edthel dsamicpt filorhavaheen

gnbodl ments of stenh v aidtd aichiuh kel QhAyhdast. %ha?@%lﬂﬁf‘&f fb Idscma{ fiRY

evi ce. ruc ur.a

mi crobl 0g- bas! h%ﬁdlé{ﬂl?‘%:]fgmﬁl % tllisﬁjﬁgﬁlpﬁ%mg%r PEE “aéélmr“&ﬁg H8“ %)Cgl%%dl nent
of the i nventfiloformp@GeigAjcddyi Micastit &load tun wili e Py @qt?ém@fé\fi)f@@t Wil [agees a

f or mat COﬂVGFﬂréseﬂaﬁUﬁl&e(ﬁQénfuﬁctfoﬁl’rTB.t confounding unit 702 and a file

publ i shing unit 703. [0085] The format converting unit 701 is configured to
convert a dodWp@nt Afiiembodimers ofithe SWentidn| fgrther BravRie8® nicTyhdog-aserhdocawpiftoundi ng

unit 702 jiss cafshainpedevic fn@lwag & 0né R dedngur&@Wo fstdr€ instietidn®08x aThe file
g\‘jg'r' Z h'm”grgg;]'récezsgf’ c'glfsple%o thgé‘Tr efdtfé@jnt Q. PHD 'Rr%Qe 3€; f&%{@&ﬁ%‘ Q&%@eﬂles"\'t file
conf oundi ng UPﬁUtUCWQ stpigd @pthe mjﬁeréfoPnfléo peéfona e fQ'@g%we V@Q%%th%

header of thehéSWkcrtldgebaasidddcomapdadhainp setidd. BFcoha@atesmtadineat bﬁtmelom
string in frqmenﬁ?én ﬁlnﬁer\l}?&ﬂﬂﬁa ﬁacﬂlﬁgrc§%lefméc@unw%%%@& i Bl Es z%sl%d

operatio reo ormat convertin I's.configured to
convert ﬂﬁe dRertretich P‘}ﬂg{ef HRYG DeHE Cxpte ?F“é“’lt“r‘ﬁ‘g&ﬁll[%] tz %%’é?%ﬁ‘é‘g idre N =
(X/ 10)>5 ? 5 embpKmiexy pftamduc)@hi@baeabmcsm@hélersbmblgrmaﬂiodpages of the docunent
file. 25 [0090] Preferably the device further includes file downl cadi ng
unit 704; an&?“%‘ibOQ’ii canthe 71 o dnoEsaein frebral sepenssin iy d&%tswg

downl oad t he tficoinmaitio dindtiytndbedn G\l is kenvenel intolreSWT ¢iteo Heo ghep$WE flidrin t o

Eg\égrz]sel y al tf@ﬂfna% E\ﬂlfo%\ﬂ\ﬁ:edf 'ah@ n@{"tdthg Cfoﬁlla@}foﬂf&ﬁld&?‘ﬁe\rfs eley lsaﬂ)ﬁbﬁg}ﬁg (§¥\Faf I | e
ont.l

In.an e
o] B 4RBRRL AR ) oh be S S e oL O st R PEAE
pl atform t o imesenyeferhetipubbpasaticeyand diepudistecfoan by exendail erdbbbstprpthat f or m
to send a ke)f)rcﬂ)@g'tﬁxbﬁltcﬁdhé rd@éﬁm"énpﬁsl Mﬂﬁr@vé@eﬁhrcﬁlgﬁj shittgl REMRBEdf Puiblobleg Key

col l ectivel y & t.he crobl 1@% ? 10,18 L ve:d he i

) m% ty, t
f or mat - conf oun Cdn%o V\E)[Ofmol‘er osﬂt e 1rsn cr 0 unld“ffoorrnla é)rosstlmlvk% has
been retrieve original document file data dlrect]y througj a link and consequently also

25  enhance the information security of the document.

[0097] The foregoing description is merely illustrative of preferred embodiments of
the invention but not intended to limit the scope of the invention. Any modifications,
equivalent substitutions, adaptations, etc., made thereto without departing from the
spirit of the invention shall come into the scope of the invention.



aut henticated by the mcroblog platform [0093] The docunent file can be
particularly a PDF file, a DOC file, a PPT file, an XLS file, a TXT file,
etc. [00941 Although sone particul ar exenplary formats of the docunent file
have been 5 |isted above, those skilled in the art can appreciate that a
format of the document file will be neither limted to these |isted
particular fornms nor limted to various docunent file fonnats defined by

M crosoft Corp., but will be any docunent format with a text presentation
or edition function. [0095] An enbodi nent of the invention further provides
a m crobl og- bak8M@ocument ™ 10 file sharing device including: a menory
configured to storg instructipons; an r i t he nenory.
The processor isqﬁgﬁ“¥%ﬁ%%%5?gﬂﬁyg%ﬁﬁg%Pﬁg%?%%ﬁ@ﬂ%§ﬁgﬁé§g¥%%%ggin t he
nmenory and to pegfREfhtReoduficfant g MaWPUR; enbodi nents of the

m cr obl og- based docunent file sharing nethod. Moreover an enbodi nent of the
i nvention furt heforpaeswntbesdisg traSWfderaeddabl e mediumwith a set of

instructions stored 1 5 thereon, mhicgﬁig | es upon Peigg.executed a
machi ne to perf oPfRIFHES ths fagaisrRyfayadsd SeiatERBO8 PR ni cr obl og- based
docunent file sharing nmethod. [0096] As can be seen fromthe foregoing
techni cal solutions, in the enbodinents of the invention, firstly a
docurment file is2conyeafié6blog-bised do&Menf ifilceshating mctioe BWhrdihi|te difm I,

fornat-confpquﬁgﬁm@ggﬁ$§§£m£ngg%g&gat-confounded SWF file is published
og plattorm

over a 20 nicro can be apparent, with an application of

t he enmbodi nents @§wilbRlidgNERihMRonfbiided BB fdoRE P agabblogplamsnt el audi ence
can be extended and therefore the propagation of the docunent is inproved
t hrough sifari ng wivtiscluslécriog theiSd¥obleond plavinhdr sgyrsclvpiwel ¥V Fiile SWE file is
format - confounded to avoid the possibility to retrieve original docunent
file data directly through a |ink and consequently al so 25enhance the

i nformation secugi iy, ?Iicrgg]gg-g&g&'%aﬁnen{ gggﬁla;ﬂﬂ?e @l 9REAGindas CldiAt i on i's
merely |IIustratLv§ of pr e.r%g gw? iments of the inventron but not
i ntended to I'YEEN toRBALERBENGIE PHRVF WVSTIPSRSS Any nodi fi cati ons, equi val ent

substi tutions. afantahh RNl kraioMBIENLIGIEHR Wi hpuiadepar ting from the

spirit of the inventio come Into the scope of the invention. CLAI M
1. A m crigbl 0g- bageslitog pwyedd SWF headshardi angndset suad, in tilvet sfebdiedda ofiphei si ng:

converting aﬁﬂffgﬁﬁﬁge%%ggpk@hﬂRggﬂ &ﬁ.file; f or mat - conf oundi ng t he SWF

file; and 5p or mat -confounded SWF file over a m croblog
pl atform 2. The m crobl og- based docunent file sharing method

according to claim1, wherein the nethod further conprises: _
4. The microblog-based document file sharing method according to claim 1,

wherein converting a document file into an SWF file comprises:

20 converting the document file into the SWF file through N threads, wherein N =
(X/10)>5 ? 5 : (X/10), and X represents the number of pages of the document file.

5. The microblog-based document file sharing method according to claim 2,
wherein downloading the format-confounded SWF file over the microblog platform

25  comprises:
requesting the microblog platform to allocate a public key:
receiving the public key returned from the microblog platform;

sending a key generated from a private key and the returned public key

collectively to the microblog platform: and

11



downl oadi ng the fornmat-confounded SW file over the mcroblog platform and
10reversely altering the SWF file and playing the reversely altered SW
file. 3. The m crobl og-based docunent file sharing nethod according to
claim1l, wherein format-confounding the SW file conprises: performng an
XOR operation on a header of the SW file; and 1 5appendi ng a pseudo SW
header and a random string in front of the header of the SWF file subjected
to the XOR operation. 4. The m crobl og- based docunent file sharing

net hod accordi ngretc@w&g amermo;lmam&%@ided SWFVﬁE troMOh& mAREHISEE Ahtfdrinl el O an SWF

file conpris con t docu |le into the SWF file through N
t hr eads, wher rﬁa ecn‘ﬁ? B?%@fﬁ% e ?hland X represents the nunber of

pages of the docunent file. 5. The m crobl og- based docunent file
sharing nmethod according to claim2, wherein downl oadi ng the
f or mat - conf ounded. BwFmfdrdbéogetwerd ddvemerit diloblaoge pletiofl areprdife onpryi gesaf

requesting t he,fi @&&b'»%m% atfetmdhenRlid PPBF €122 DU Fik, K8Vt rnleaekykng the

public key re urneﬁX n1t e mcroblog platform sendi ng a key
generated fr Hf & e key and the returned public key collectively to
the m crobl og platforn1 and receiving the format-confounded SW file

fromthe mcroblog platformafter the key has been authenticated by the
m crobl og pl at f o7 M microblog-tased Ttheumiar bl shgigadede dthe ulveint cbmpesishari ng

nmet hod accor nt f|Ie is
a PDF file, %%:E ?rmfg grﬂgﬁ?_gr%n?@o?fo%dnﬁ%?[ aﬁd g‘f{gﬁﬁlghs'_lﬂ *\%hﬁltqgfé%

m cr obl og-Obased dlectumntonfvbﬂueg shiafsi dogfighead tﬁepmlehet dbewhee fitoinpr ans$WH a
f or mat conveq{éng unit, a format confounding unit and a file publishing
unit, wherein: 1 Othe fornat converting unit is configured to convert a
docurent file i Nthe f@matdhfounding unit is configured to format-confound the SWF file; and

the file publishing unit is configured to publish the format-confounded SWF file

over a microblog platform.
15
8. The microblog-based document file sharing device according to claim 7,
wherein the device further comprises a file downloading unit 704; and

the file downloading unit is configured to download the format-confounded SWF
file over the microblog platform, to reversely alter the SWF file and to play the
20 reversely altered SWF file.

9. The microblog-based document file sharing device according to claim 7,

wherein:

the format confounding unit is configured to perform an XOR operation on a
25  header of the SWF file and to append a pseudo SWF header and a random string in front
of the header of the SWF file subjected to the XOR operation.

10. The microblog-based document file sharing device according to claim 7,

wherein:

30 the format converting unit is configured to convert the document file into the SWF
file through N threads, wherein N = (X/10)>5 7 5 : (X/10), and X represents the number



file; the format confounding unit is configured to fain at-confound the SW

file; and the file publishing unit is configured to publish the

f ormat - conf ounded SWF file over a mcroblog platform 15 8. The

m cr obl og- based docunent file sharing device according to claim?7, wherein
t he device further conprises a file downl oading unit 704; and t he

file downl oading unit is configured to downl oad the format-confounded SW
file over the mcroblog platform to reversely alter the SWF file and to

pl ay the 20ray@Q§gbym@h&gﬁ@gj§MF file. 9. The m crobl og- based docunent
file sharing device according to claim?7, wherein: t he fornmat
confounding unit is configured to performan XOR operation on a 25 header
of the SWF file and_to append a pseudo S eader and a randomstrjing in
front of the headbr T mﬁ‘ﬂg’?‘ﬁ/@@@i ﬁ(é:“@ﬁ‘ﬁj %}gtsgﬂmtgodetvffé ageqsdigp dp L4418t

10. The mi cr ollicogr Bastd doalpading uhitlie ceffauiedgodegicstefoaacimbtic rkgy tto bel ai m 7,

wherei n: 30t hg o f QI Bim &R MNERIckdbhgUAorth StoGedRlvVe b BB Re\CRANRUrdnh e docunment

file into the SWF fi t hr ou N threads,. wherein N = 10)>5. 7 .5
(0 500 ™ and e EEpekelsfpe i S arkst EreRiR g bt iy Snd B hey pyede
11. The mi cr disy oglcbasbdtodocuiveablogtilatiors handite gpeelesy the oraptenndiunded YVE| ai m 8,
wher ei n the ffilé goslandihRaMJRDpIMRIth afts tRORS M bEM dicktRAWE ST tHeahic@bppbl i ¢ key
to be 5 allqﬁﬁggg fromthe the mcroblog platform to receive the public
key returnedfromthe mcroblog platform to send a key generated froma
private Key and the returned public key collectively to the m crobl og
platform and to receive the format-confounded SW file fromthe m crobl og
pl atform after th& Theynibmblopband aluturent filvashethghdevichecwidindisl oy geatff orm 10
12. The i cr ehiRgs kA edhdois wERbuhid: GlcsharDrgilde\D@E GRCE OP T RYad RLENY one
of clainms 8 t llﬁD¥p§%ein t he docunent file is a PDF file, a DOC file, a
PPT file, an XLS%ite 6r a TXT file. 1513. A machi ne readabl e medium with
a set of instructions stored thereon, the set of instructions enabling upon
bei ng executed a nmachine to performthe m crobl og-based docunent file
sharing rfét hod attdydaahgetrendalrly modiemofvitl b aétn idstri@ios stored thereon, the set

of instructions enabling upon being executed a machine to perform the microblog-based

document file sharing method according to any one of claims 1 to 6.



