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TRANSACTION SYSTEM AND METHOD

Background of the Invention

[0001] The present invention relates to a system and rddtrgperforming a transaction, and in

a particular example, performing a transactiongisinelephone.

Description of the Prior Art

[0002] The reference in this specification to any prioblpzation (or information derived from
it), or to any matter which is known, is not, arftbsld not be taken as an acknowledgment or
admission or any form of suggestion that the poidolication (or information derived from it) or
known matter forms part of the common general kedgé in the field of endeavour to which

this specification relates.

[0003] It is known for merchants to request that consundégslose payment details over the
telephone, for example, to purchase goods, payséovices, make reservations, settle bill
payments, and the like. However, there are risk®@ated with disclosing credit or debit card
details over the phone, as the details may be filantly used by merchant staff following the
conversation, or acquired and used by a third paidyrecordings of the conversation or
eavesdropping on the consumer if details are spaken public place. In some instances, a
touch tone keypad may be used by the consumertér eredit card details, however, such a

process is time-consuming and can be prone to cogrserror.

[0004] The use of payment applications, such as mobiléetgalenable payments to be made
using an account linked to the payment applicatoich as a credit card account, bank account,
or the like. In these situations, it may be pdssibr the payment application to issue a virtual
card or one-time usage card, which can decreasediience of fraud. However, the details of
the virtual card still need to be conveyed by tbasumer over the telephone, and this takes

additional time during which a consumer may unwgly introduce errors.

Summary of the Present Invention

[0005] The present invention seeks to ameliorate one aermbthe problems associated with

the prior art.
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[0006] In a first broad form the present invention seekpiovide a system for performing a
transaction between a payer and a payee, the systdunding a payee client device, a payer
client device, and one or more payment processwgds, wherein:
a) a payer payment application executed by the pdiartalevice is configured to:
i) determines virtual payment card data indicative aofvirtual payment card
indicative of a payer account;
i) determines encoded virtual payment card data bgpding the virtual payment
card data at least in part using an audio encosthgme; and,
iii) transmits an indication of the encoded virtual pagincard data to the payee
client device via an audio communications chansedt,
b) a payee payment application executed by the pdige device is configured to:
i) causes decoding of the encoded virtual payment daitr@ to determine decoded
virtual payment card data; and,
i) causes the one or more payment processing dewcssldctively perform the
transaction using the payer account at least fgrtia accordance with the

decoded virtual payment card data.

[0007] In a second broad form the present inventionséelprovide a method for performing
a transaction between a payer and a payee, thedhgtbluding in a system including a payee
client device, a payer client device and one orenparyment processing devices:
a) in a payer payment application executed by the paient device:
i) determining virtual payment card data indicative afvirtual payment card
indicative of a payer account;
i) determining encoded virtual payment card data mpeimg the virtual payment
card data at least in part using an audio encosthgme; and,
iii) transmitting an indication of the encoded virtuayment card data to the payee
client device via an audio communications chanuedt,
b) in a payee payment application executed by thegealyent device:
i) causing decoding of the encoded virtual paymerd data to determine decoded

virtual payment card data; and,
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i) causing the one or more payment processing deviceslectively perform the
transaction using the payer account at least fgrtia accordance with the
decoded virtual payment card data.

[0008] In a third broad form the present invention seeksptovide a system for use in
performing a transaction between a payee and ar,ptge system including a payer payment
application executed by a payer client device to:
a) determine virtual payment card data indicative gfraual payment card indicative of
a payer account;
b) determine encoded virtual payment card data by dingahe virtual payment card
data at least in part using an audio encoding sehand,
c) transmit an indication of the encoded virtual pagtmeard data to the payee client

device via an audio communications channel.

[0009] In a fourth broad form the present invention setkgprovide a method for use in
performing a transaction between a payee and a,pagemethod including, in a payer payment
application executed by a payer client device:
a) determining virtual payment card data indicativeaofirtual payment card indicative
of a payer account;
b) determining encoded virtual payment card data lmpeimg the virtual payment card
data at least in part using an audio encoding sehand,
c) transmitting an indication of the encoded virtuayment card data to the payee client

device via an audio communications channel.

[0010Q] In a fifth broad form, the present invention seek$rovide a non-transitory computer
readable storage medium embodying thereon a programomputer readable instructions
which, when executed by one or more processorgalar client device in communication with
at least one payee device, cause the payer devicarty out a method for performing a
transaction between a payee and a payer, the methbddying the steps of:

a) determining virtual payment card data indicativeaofirtual payment card indicative

of a payer account;
b) determining encoded virtual payment card data lwpeimg the virtual payment card

data at least in part using an audio encoding sehand,
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c) transmitting an indication of the encoded virtuayment card data to the payee client

device via an audio communications channel.

Brief Description of the Drawings

[0011] An example of the present invention will now be atésed with reference to the
accompanying drawings, in which: -

[0012] Figure 1 is a flowchart of a first example of a hwet for performing a transaction;
[0013] Figure 2 is a schematic diagram of an examplesystem for performing transactions;
[0014] Figure 3 is a schematic diagram of an examplepbaessing system;

[0015] Figure 4 is a schematic diagram of an examplepzfyeee client device;

[0016] Figure 5 is a schematic diagram of an examplepzfyeer client device;

[0017] Figure 6 is a dataflow diagram of an example ofethmod for performing transactions;
[0018] Figures 7A and 7B are a flowchart of a further egbamof a method for performing
transactions; and,

[0019] Figure 8 is a flowchart of a further example of ethod for performing transactions.

Detailed Description of the Preferred Embodiments

[0020] An example of a method for performing a transactwiti now be described with
reference to Figure 1.

[0021] For the purpose of these examples, it is assunaddhk transactions are performed in

part utilising one or more client devices that g& unteract with one or more payment processing
devices. The payment processing device(s) aredlypipart of one or more processing systems,
such as one or more servers, and may form partpafyment network backend, or similar. For

the following description, reference will generallg made to a single payment processing
device, but it will be appreciated that the funetiity performed by the payment processing

device could in practice be distributed across pleltprocessing devices and reference to a
single device is not intended to be limiting.

[0022] In a first example described with reference to Fegd, a transaction is performed
between a payee and a payer each having a respetibwnt device, hereinafter referred to as

payer and payee client devices respectively.
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[0023] The payer client device is typically a suitably gnaammed mobile communications

device, such as a mobile phone, tablet, or the kkeich can be connected to the payment
processing device(s) via a communications netwdrke payer client devices typically execute
payer payment applications, such as a mobile atatliyallet, a merchant payment application,

or the like, depending on the preferred implemeamat

[0024] The payee client device can be any form of devagable of being used in a transaction,
may or may not incorporate a telephone, and cauttude a POS (Point of Sales) terminal,
payment terminal, a suitably enabled merchant deeice, for example a tablet or mobile phone
incorporating a payee payment application. Thentépayee payment application” in the

context of this disclosure may represent any slatabftware operating on a payee client device
including but not limited to a mobile application ‘@App”, a decoding application, such as a
DTMF application, or the like. The payee clientvide can typically be connected to the

payment processing device(s) via a communicatiehsaork.

[0025] It will however be appreciated that a wide rangdifferent devices could be used and

the examples given are for the purpose of illustnadnly.

[0026] In this example, at step 100 the payer paymentiGgijmn executed by the payer client
device determines virtual payment card data indieatf a virtual payment card indicative of a
payer account. A "virtual payment card" in the texh of this disclosure may represent an
existing plastic card (e.g. debit, credit, rewacdsd) that has been digitised and tokenized by
adding it to a digital or mobile wallet. As usedrdia, “tokenization” refers to the process of
replacing sensitive information, such as a primacgount number (PAN) or other financial
account details, with a substitute value, and thiesttute value is called a “token”. Typically,
the token will be restricted to use in specific iemments (such as a specific mobile device or
for transactions with a specific merchant) or folirited time period or number of uses
(including single use). Thus, when stored in atelgwvallet, a virtual payment card may be (but

need not be) a single-use token or a persisteehtok

[0027] Alternatively, a virtual payment card may be crdatden a new payment card is issued
electronically by one or more payment processingicds to a digital wallet of the user.

Moreover, virtual payment card data may include auniable data which is indicative of the
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virtual payment card and may include an alphanwneharacter or numeric representation of
the virtual payment card, such as a virtual payneand number or string, or a reference to the
virtual payment card, or the like.

[0028] At step 110, the payer payment application detezsgncoded virtual payment card data
by encoding the virtual payment card data at leapart using an audio encoding scheme. An
“audio encoding scheme” in the context of this ldisare typically represents a method for
encoding digital data into transmittable audio dat&his may be achieved in any suitable
manner, for example, where the virtual payment cath is encoded as a sequence of tones,
and/or by associating or modulating one or moraaifrequencies and/or amplitudes in respect
the virtual payment card data. In one particubeanaple, the audio encoding scheme includes
dual tone multi-frequency signalling (DTMF), howeva other examples the audio encoding

scheme may include audio frequency shift keyingSKJ; or any other suitable scheme.

[0029] The payer payment application transmits an indicatf the encoded virtual payment
card data to the payee client device via an auglencunications channel, at step 120. This may
be achieved in any number of manners, and typicalgludes communication via a
communication network capable of audio communicasach as telephone network between
the payee and payer client devices including aliadelephone network, plain old telephone
service (POTS), mobile or cellular network, intérhased network, or the like. In other
examples, communication may include a point-to-pommmunications channel between the
payee and payer client devices, such as a Bluethidi@ (Near Field Communications) channel,
or the like. In some instances, communication majude multiple communication networks,

for example, in communications between a mobilentldevice and a landline client device.

[0030] At step 130, the method includes, in a payee payay@plication executed by the payee
client device, causing decoding of the encodediairpayment card data to determine decoded
virtual payment card data. This is achievable my guitable manner, for example, using
recognition or decoding algorithms associated wh#haudio encoding scheme, implemented in
software, firmware and/or hardware. For exampéeoding may be achieved using the Goertzel
algorithm, an analog-to-digital converter (ADC)eoor more filters, or the like, depending upon
the audio encoding scheme used. Moreover, decadeng be achieved by, for example, the

payee payment application decoding the encodedaVigayment card data, or by providing the
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encoded virtual payment card data to the one oermpayment processing devices for decoding,

as described below.

[0031] The payee payment application causes the one og peyment processing devices to
selectively perform the transaction using the pagmount at least partially in accordance with
the decoded virtual payment card data at step 14@pically, the one or more payment
processing devices includes payment servers tloatda payment processing functionality, and
in one example provide payment network functiogalitcluding communicating with acquirer

processing systems or issuer processing systemsgased in order to perform transactions.

This will be described in further detail below.

[0032] Accordingly, the above described process enableangaction to be performed whilst,
for example, a payer is on the telephone to a payeklitionally, it will be appreciated that the
payee and payer could be any form of entity anddcbe individuals, companies, corporations
or the like, allowing transactions to be performed private and/or commercial environment,

including allowing for transactions between a cosoand a merchant, or the like.

[0033] This system and method is particularly advantageasisaudio encoding provides
additional security in relation to payment detaifsl mitigates the risk that the payer, or a third
party accessing the payee’s records or overhedn@gayer, can acquire the payment details
and fraudulently access a payer’'s account. Bea#ficthe audio encoding typically provides
an easily decodable medium for safe transmissigragient details.

[0034] Additionally, as the payer payment application deiees and transmits the encoded
virtual payment card data via an audio communicatibannel, this obviates the need for the
payer to manually key in or read out payment detailhis decreases the opportunity for error,
provides a better payer experience, and decreadlesandling time as payment details do not

have to be ‘read back’ or otherwise manually conéd.
[0035] A number of further features will now be described.

[0036] In one example, determining the virtual payment aata at step 100 includes any one
of requesting the virtual payment card data froemdhe or more payment processing devices, as

discussed in further detail below, or retrieving thrtual payment card data from a store, and/or
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generating the virtual payment card data in acem@avith user input commands. Retrieving
from a store may include, for example, accessimgtabase, digital or mobile wallet, or other
memory store in order to retrieve previously getegtaor predetermined virtual payment card
data. Alternatively, a user may input paymentamoant details, for example, using a keypad or
capturing an image of a payment card, such thatitheal payment card data is generated using

the inputted details or captured image.

[0037] In some examples, the payer payment applicatioludes a digital wallet application,
also referred to as a mobile wallet applicatiorhe Tigital wallet application typically refers to
an electronic application which allows a payer @kmelectronic transactions, for example using
their computer, processing system, smartphoneeokiké. In addition to storing payment details,
the digital wallet may also include payer identityedentials, payer loyalty or rewards
accounts/cards, shipping information, or the likbjch may be available for communication to
the payee client device and/or payment processnges, as appropriate. The payment details
may be stored in a secure element of a mobile dewvicalternatively may be stored securely in
a cloud computing environment, in a system knowrHast Card Emulation (HCE). Digital
wallet applications may include MasterPd5sAndroid Pay", Apple Pay, Samsung Pay,
Microsoft Wallet, or the like. Utilising a digitalallet application is beneficial as it allows a
user to perform transactions without requiring thienmaintain one or more physical payment
cards. This ensures a user is able to perforrtréingaction quickly, easily and securely.

[0038] In one example, determining the virtual paymenti@ata includes, in the payer payment
application, generating a virtual payment card esguthe virtual payment card request
indicative of an identity of the payer and/or aentty of the payer account. Additionally, the
payer payment application provides the virtual paghtard request to the one or more payment

processing devices via a communication network.

[0039] The one or more payment processing devices is msgmoto the virtual payment card
request to generate the virtual payment card datehws indicative of the virtual payment card
in accordance with the virtual payment card requastl to provide an indication of the virtual
payment card data to the payer payment applicaiethe communication network. Generating
a virtual payment card, and accordingly virtual ipayt card data, may be achieved in any

suitable manner, and in some examples includesrgi@mg a random, or pseudo-random,



-9-

number associated with the payer’s account. Inesimistances, the virtual payment card may be
referred to as a virtual credit card, a virtual et number, or the like. In any event, as
methods for generating a virtual payment card a@nk, they will not be described in further

detail here.

[0040] In one example, the virtual payment card requestnisrypted by the payer payment
application. Encryption may be achieved in anyrappate manner but in one example includes
the payer payment application encrypting the virpgyment card request using a public key of
a public/private key pair of the payment processilgyice, thereby ensuring that only the
payment processing device is able to decrypt thwiali payment card request and thereby
recover the request details, such as payer ideotifgyayer account identity. This avoids the
content of the virtual payment card request beiregved by either the payee or any other third
party, for example in an attempt to obtain detafsthe payer's account, authentication
information or the like. It will also be appreadt however that other encryption techniques
could additionally or alternatively be used. Framaple, the virtual payment card request could
be encrypted using a symmetric one time encryen or the like. The virtual payment card
request could also be digitally signed using a gidvkey of the payer payment application,
allowing the payment processing device to validdwe source of the virtual payment card

request.

[0041] It will be appreciated that a similar process campbrformed in respect of the indication
of the virtual payment card data, for example, pagment processing device encrypts the
indication of the virtual payment card data. Agdims can be performed in a similar manner for

similar reasons, and this will not therefore becdegd in any further detail.

[0042] Additionally or alternatively, the virtual paymetard may be valid one or more of:
e asingle transaction;
» a predetermined transaction amount;
* the transaction amount;
» a predetermined number of transactions;
e apredetermined period of time; and,

e aperiod ending at a predetermined date/time.
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[0043] Constraining the validity of the virtual paymentr&canay provide additional security,

mitigating the risk that the payer account assediatith the virtual payment card is fraudulently
debited. Typically, the virtual payment card ididdor a single transaction, therefore ensuring
that in the event a third party does obtain detilthe virtual payment card, they are unable to

process any further payments.

[0044] In a further example, causing decoding of the eedodirtual payment card data
includes, in a payee payment application decodmgeincoded virtual payment card data, or,
causing the one or more payment processing detoa#scode the encoded virtual payment card
data. In this regard, it will be appreciated thatoding may be performed by either the payee
payment application, or by the one or more paymentessing devices. For example, the payee
payment application may simply forward an indicatad the encoded virtual payment card data
to the payment processing device to thereby reghegpbayment processing devices decode the
payment card and perform the transaction. Thighmadvantage that the decoded payment card
details are available only to a trusted party sa€ta token service provider or the issuer of the
card. However, in another example, the payee patyappiication decodes the card and requests
the one or more payment processing devices perfoentransaction using the decoded virtual

card.

[0045] In a further example, the payee payment applicajenerates a payment transaction
request, the payment transaction request includmgndication of the decoded virtual payment
card data, the decoded virtual payment card datey lredicative of at least the payer account, a
transaction amount and a payee identifier indieativa payee account. Additionally, the payee
payment application provides the payment transactequest to the one or more payment
processing devices via a communication networke dime or more payment processing devices
are responsive to the payment transaction reqoesause the payer account to be debited in
accordance the payment transaction request, cdwsepdyee account to be credited in

accordance the payment transaction request, generatransaction payment notification

indicative of the results of the transaction, amove the transaction payment notification to

the payer payment application and/or the payee payapplication.

[0046] In this regard, the payment processing device &fyidorms part of a payment network

utilised in order to connect acquirers and/or issu@ which case the payment processing device
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typically at least partially causes the transactmrbe performed, for example by transferring
transaction data and/or other messages betweemsgbher and acquirer in accordance with
standard transaction processes. However, it wilappreciated that the transaction process can
be implemented as part of any backend paymentmysted the example described is not

intended to be limiting.

[0047] In any event, the payee payment application maglalysan indication of the results of
the transaction via a payee display associated thighpayee client device. Additionally or
alternatively the payer payment application maypldig an indication of the results of the
transaction via a payer display associated withptnger client device. In this regard, the payee
and/or payer receive an indication of whether drthe transaction was successful, optionally
together with any other suitable information sushaa updated account balance, or the like.
This is particularly beneficial as it provides theyee and/or payer with, for example, immediate
confirmation of the success of a transaction, icig enabling them to retry an unsuccessful

transaction, if appropriate.

[0048] In a further example, the payee and payer cliemicds communicate to determine
transaction details including at least a transactimount. This can be achieved in any one of a
number of manners, for example, transaction deg¢ailsred into the payee or payer client device
could be shared with the other client device via on more communication networks, such as
the Internet. The transaction details may alstude any other additional information required
to perform the transaction, including but not lieditto information regarding the payee or payer,
such as a name or other identifier. Alternativélig imay be achieved manually, for example by
having the payee and payer manually discuss thesacéion details, such as the transaction
amount, and having the payee manually enter timsdidion details, for example, via user input

commands.

[0049] In one example, the payee payment application géeer payer transaction request, the
payer transaction request being indicative of pdyamnsaction details including a transaction
identity, a transaction reference, and/or a pagemtity. Additionally, the payee payment
application provides the payer transaction reqguesthe payer payment application via a
communication network. In some examples, the pasgrsaction details may include the

transaction amount, or any other suitable inforamati
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[0050] Accordingly, the payer payment application is respee to display a payment request
indication indicative of at least some of the payansaction details, determine user selection of
a payment request option in accordance with ugastioommands, and determine the virtual
payment card data in accordance with the paymeputest option. Thus, in some examples, a
payer is able to select from a among a number yihpat accounts and payment cards the most
appropriate payment request option. Accordindig, tirtual payment card may be determined
according to the payment request option by eiteguesting the payment network generate new
virtual payment card data, or by retrieving virtpayment card data associated with the payment

request option.

[0051] In a further example, the payee payment applicagemerates an item list, the item list

being indicative of at least one item associateith Wie payee, and provides the item list to the
payer payment device. The payer payment devicesigonsive to the item list to, in the payer
payment application, display at least some of temilist, determine user selection of an item
option in accordance with user input commands, ig¢aean item transaction request at least
partially in accordance with the item option, amdyide the item transaction request to the
payee payment device. The payee payment applicagaeives the item transaction request, and
determines the transaction details at least plyrtising the item transaction request. For the
purposes of these examples, reference to an “itemiot intended to be limiting and may

include one or more products and/or one or monrdcss. In this example, the payee provides a
list of goods or services, from which the payer magke a selection which is then conveyed to
the payee. Whilst in this example the processoisdacted by client devices, it will be

appreciated that in other examples this processhmayanual, for example via verbal exchange,
or may not be required, for example in the evept gtayer has predetermined an appropriate

item.

[0052] In a further example, a method for use in perfogrartransaction between a payee and a
payer may include, in a payer payment applicatideceted by a payer client device,
determining virtual payment card data indicativeaofirtual payment card indicative of a payer
account, determining encoded virtual payment cata ¢y encoding the virtual payment card

data at least in part using an audio encoding sehemd transmitting an indication of the
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encoded virtual payment card data to the payeeatctievice via an audio communications

channel.

[0053] In one example, the process is performed by omease processing systems operating as
part of a distributed architecture, an example biclv will now be described with reference to

Figure 2.

[0054] In this example, a number of processing systemsa&Oprovided coupled to one or
more payee client devices 220, and payer clienicds\230, via one or more communications
networks 240, such as the Internet, landline tedaphnetwork, plain old telephone service

(POTS), mobile or cellular network, and/or a numtidiocal area networks (LANS).

[0055] In some examples, the payee client device 220n@ead the payer client device 210)
includes a processing system 220.1 and one or nebephones 220.2 such as touchtone

telephones, however this is not essential as desthelow.

[0056] It will be appreciated that any number of procegssystems 210 and similarly any
number of payee client devices 220 and payer clienices 230 could be provided, and the
current representation is for the purpose of ithtgdn only. The configuration of the networks
240 is also for the purpose of example only, angractice the processing systems 210, payee
client devices 220 and payer client devices 230 cammunicate via any appropriate
mechanism, such as via wired or wireless connegtiorcluding, but not limited to mobile
networks, private networks, such as an 802.11 nmésythe Internet, LANs, WANS, or the like,

as well as via direct or point-to-point connectiosisch as Bluetooth, or the like.

[0057] In use, the processing system 210, is adapted petberm various data processing tasks
forming part of a transaction process, and theqaar functionality will vary depending on the
particular requirements. For example, the proogssiystems can be adapted to determine
transaction details, determine transaction feedope authentication, perform payments, or
cause further payment processing devices (not shamuch as servers of financial institutions,
payment gateways or the like, to perform paymeadsyill be appreciated by persons skilled in
the art.
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[0058] Whilst the processing systems 210 are shown atesemgities, it will be appreciated they
could include a number of processing systems diged over a number of geographically
separate locations, for example as part of a chasgd environment. Thus, the above described

arrangements are not essential and other suitabfegarations could be used.

[0059] An example of a suitable processing system 21@Gasve in Figure 3. In this example,

the processing system 210 includes at least onepnacessor 300, a memory 301, an optional
input/output device 302, such as a keyboard andigplay, and an external interface 303,
interconnected via a bus 304 as shown. In thismpl@the external interface 303 can be utilised
for connecting the processing system 210 to pergbtgevices, such as the communications
networks 230, databases, other storage devicélBedike. Although a single external interface
303 is shown, this is for the purpose of exampliy,cand in practice multiple interfaces using

various methods (eg. Ethernet, serial, USB, wiseteshe like) may be provided.

[0060] In use, the microprocessor 300 executes instrugtimmhe form of applications software
stored in the memory 301 to allow the required psses to be performed. The applications
software may include one or more software modutes] may be executed in a suitable

execution environment, such as an operating systainonment, or the like.

[0061] Accordingly, it will be appreciated that the prosieg system 210 may be formed from
any suitable processing system, such as a suipgbgrammed PC, web server, network server,
or the like. In one particular example, the prooessystem 210 is a standard processing system
such as an Intel Architecture based processingmsysivhich executes software applications
stored on non-volatile (e.g., hard disk) storad#oagh this is not essential. However, it will
also be understood that the processing system teuéthy electronic processing device such as
a microprocessor, microchip processor, logic gatdiguration, firmware optionally associated
with implementing logic such as an FPGA (Field Pamgmable Gate Array), or any other

electronic device, system or arrangement.

[0062] As shown in Figure 4, in one example, the payemtildevice 220 includes at least one
microprocessor 400, a memory 401, an input/outpwiceé 402, such as a keyboard and/or
display, and an external interface 403, intercotetegia a bus 404 as shown. In this example

the external interface 403 can be utilised for emting the payee client device 220 to peripheral
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devices, such as the communications networks 238bdses, other storage devices, the
telephone 220.2, or the like. Although a singléemal interface 403 is shown, this is for the

purpose of example only, and in practice multipkeifaces using various methods (eg. Ethernet,
serial, USB, wireless, telephone, POTS, or the likay be provided.

[0063] In use, the microprocessor 400 executes instrugtimmthe form of applications software

stored in the memory 401, and to allow communicatuith one of the processing systems 210.

[0064] Accordingly, it will be appreciated that the payient devices 220 may be formed from
any suitable client device, or multiple client dms, and could include suitably programmed
PCs, Internet terminal, lap-top, or hand-held POSRerminals, ATMs or the like, as well as a
tablet, or smart phone. However, it will also Imelerstood that the payee client devices 220 can
be any electronic processing device such as a prmcessor, microchip processor, logic gate
configuration, firmware optionally associated withplementing logic such as an FPGA (Field

Programmable Gate Array), or any other electroridak, system or arrangement.

[0065] As discussed above, the payee client device 220intyde, or be in communication
with, a telephone 220.2. Optionally, in some ex@@®ghe payee client device 220, 220.1
includes a decoding processing device, for examd MF processing system, which monitors
and optionally records signals to/from the telephoand automatically processes the signals.
Thus, the decoding processing device may autonigtidacode encoded data, intentionally
masking results of the decoding process from agaydence, the payer’'s payment details are
not made visible to a payee, reducing the riskrafid. Nevertheless, a decoding processing
device is not essential and similar functionalitgymbe provided in one or more other types of

payee client device 220.

[0066] In one example, the payer client devices 230 isradheld computer device such as a
smart phones or a PDA such as one manufacturedppye, LG™, HTC™, Research In
Motion™, or Motorold™. In one particular example, the payer client desi230 includes a
mobile phone or a computer such as a tablet compéte exemplary embodiment of the payer
client devices 230 is shown in Figure 5. As shotime, payer client devices 230 includes the
following components in electronic communication &ibus 506:

1. a display 502;
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non-volatile memory 504;

random access memory ("RAM") 508;

N processing components 510;

a transceiver component 512 that includes Nstiners;

user controls 514;

N o g~ WD

microphone/speaker 507.

[0067] Although the components depicted in Figure 5 reprephysical components, Figure 5
is not intended to be a hardware diagram; thus métiye components depicted in Figure 5 may
be realized by common constructs or distributed regnadditional physical components.
Moreover, it is certainly contemplated that otherseng and yet-to-be developed physical
components and architectures may be utilized tdament the functional components described

with reference to Figure 5.

[0068] The display 502 generally operates to provide @&g@ation of content to a user, and
may be realized by any of a variety of displayg.(eCRT, LCD, HDMI, micro-projector and
OLED displays). And in general, the non-volatile mey 504 functions to store (e.g.,
persistently store) data and executable code imgucbde that is associated with the functional
components of a browser component and a transaéign518. In some embodiments, for
example, the non-volatile memory 504 includes loaater code, modem software, operating
system code, file system code, and code to faeilitze implementation of one or more portions
of the transaction App 518 as well as other compt:neell known to those of ordinary skill in

the art that are not depicted for simplicity.

[0069] In many implementations, the non-volatile memoryl 58 realized by flash memory
(e.g., NAND or ONENAND memory), but it is certaintpntemplated that other memory types
may be utilized as well. Although it may be possitd execute the code from the non-volatile
memory 504, the executable code in the non-volatgenory 504 is typically loaded into RAM

508 and executed by one or more oflthprocessing components 510.

[0070] The N processing components 510 in connection with RADM Henerally operate to
execute the instructions stored in non-volatile mem504 to effectuate the functional

components. As one of ordinarily skill in the aitlvappreciate, theN processing components
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510 may include a video processor, modem proceBS#®, graphics processing unit (GPU), and

other processing components.

[0071] The transceiver component 512 includédransceiver chains, which may be used for
communicating with external devices via wirelessmoeks. Each of théN transceiver chains
may represent a transceiver associated with acpkaticommunication scheme. For example,
each transceiver may correspond to protocols tteaspecific to local area networks, cellular
networks (e.g., a CDMA network, a GPRS network, MT$ networks), and other types of

communication networks.

[0072] Accordingly, it will be appreciated that the paytient devices 230 be formed from any
suitably programmed processing system and couldidecsuitably programmed PCs, Internet
terminal, lap-top, or hand-held PC, a tablet, arsipiaone, or the like. However, it will also be
understood that the payer client devices 230 caanlyeelectronic processing device such as a
microprocessor, microchip processor, logic gatefigaration, firmware optionally associated
with implementing logic such as an FPGA (Field Pamgmable Gate Array), or any other

electronic device, system or arrangement.

[0073] Examples of the processes for performing transastwill be described in further detail
below. For the purpose of these examples it israed that the processing systems 210 are
payment servers that provide payment processingtiimality, and in one example provide
payment network functionality including communicatiwith acquirers or issuers as required in
order to perform transactions. The payment ser2éf typically execute processing device
software, allowing relevant actions to be performetth actions performed by the payment
server 210 being performed by the processor 308ctoordance with instructions stored as
applications software in the memory 301 and/or inppmmands received from a user via the
I/O device 302. It will also be assumed that actiperformed by the payee client device 220,
are performed by the processor 400 in accordantle wstructions stored as applications
software in the memory 401 and/or input commandsived from a user via the I/O device 402,
whilst actions performed by the payer client desi280 are performed by the processor 510 in
accordance with instructions stored as applicateofbvare in the memory 504 and/or input

commands received from a user via the user corfidels
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[0074] However, it will be appreciated that the above dbed configuration assumed for the
purpose of the following examples is not essenéiaj numerous other configurations may be
used. It will also be appreciated that the paritig of functionality between the different

processing systems may vary, depending on thecptiimplementation.

[0075] A specific example of a method for performing ans&ction will now be described. In
this example, dataflow between the payer clienia#e230, payee client device 220 and one or
more payment processing systems 210 is shown efigihance to Figures 6A and 6B. Reference
to the payee or payer payment devices 220, 230 calsb include reference to the payee or
payer payment applications executed on the resgedgvices, and accordingly is not intended
to be limiting. Moreover, whilst in this examplegs are referred to as being conducted by the
payee or payer client devices 220, 230, it wilbppreciated that in some examples one or more
steps may be performed manually by the payee orerpafpr example using verbal

communication, as discussed in other examplesrherei

[0076] In particular, at 601 a service or item is seleaisohg the payee client device 230, for
example, by determining user selection in accoréamith user input commands. The payee
mobile application generates an item transactiquest 602 which is communicated to the
payee payment device 220, the item transactionestq602 including an indication of the

selected item.

[0077] The payee client device 220 determines the traiosaaimount payable according the
item selection at 603, and generates a transad@inils notification 604, including the

transaction amount, which is communicated to th@pelient device 630 for display at 605.

[0078] Provided the payer indicates their acceptance usipgt commands, a transaction
amount acceptance 606 is communicated to the pdigeé device 220. The payee client device
subsequently generates a payer transaction re§08sat 607 and communicates this to the
payer client device 609. Typically the payer tet®n request 608 includes either transaction
identify or reference, or an indication of the palgeidentity, as well as other optional

information such as the transaction amount, andikbe

[0079] The payer client device 230 access a digital waljgdlication at 609, for example, to

enable to the payer to select, using user inputntamnas, an account or payment card to be
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debited. This can be achieved, for example, bplaysng a list of available accounts and
payment cards to the payer using a payer dispkgcased with the payer client device 230. At
611 the payer client device 230 uses the paymdettsm 610 to generate a virtual payment

card request at 611.

[0080] The virtual payment card request 612 is communicabethe one or more payment
processing devices 210. In this regard, the paymetessing devices 210 typically include a
payment network capable of generating a virtualnpayt card indicative of the payment
selection and providing virtual payment card datd &dicative of the virtual payment card to
the payer payment device 230. Typically the virtpayment card is valid for a single

transaction, however this is not essential.

[0081] Upon receipt of the virtual payment card data, ghger client device 230 encodes the
virtual payment card data at 615 using an audim@ng scheme, for example, DTMF and
transmits the encoded virtual payment card datat6li®e payee payment device 220 via an

audio communication channel, such as one or mtgpttene network(s).

[0082] The payee payment device 220 decodes the DTMF edoadual payment card data at
617. The payee payment device 220 generates agpayransaction request 618 including the
transaction amount, the decoded virtual paymerd data, and an indication of the payee’s

identity (or the identity of the payee’s account).

[0083] The payment network 210 performs the transactiofl8t including causing the payer
account associated with the virtual payment carteaebited by the transaction amount, and

causing the payee account to be credited by thedciion amount.

[0084] A transaction payment notification 620 which indesa whether the transaction was
ultimately successful is then generated by the maymetwork 210 and sent to the payee client
device 220 at 621, and optionally relayed to thgepaclient device 622 and/or directly
communicated 624 to the payer client device 23thftioe payment network 210.

[0085] In any event, the payee client device 220 displagsindication of the transaction
payment notification at 621, for example, usingspldy associated with the payee client device
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220. Additionally, an indication of the transactipayment notification may also be displayed at

623 by the payer client device 230.

[0086] A specific example of a method for performing ans@ction will now be described with

reference to Figures 7A and 7B.

[0087] In this example the payer includes a consumersintgi a mobile payment application
executed on a smartphone as the payer client devisdditionally, the payee includes a
merchant, and more typically, a call centre operassociated with the merchant. However, this
arrangement is not intended to be limiting, and ather suitable arrangement of payer and

payee payment applications and client devices coeldsed.

[088] In this example, at step 700, a consumer connetts a merchant’s call centre, for
example, using a mobile (also referred to a cellidad/or landline telephone. At step 705, the
consumer may select one or more items either Vgrbakr the telephone, or via the mobile
application executed on the consumer’s device. iCBYly the items are goods/services the
consumer wishes to purchase, bills to be settledkings or reservations for future services, or
the like.

[089] The consumer is then made aware, at step 710eafhthrges for the selected item(s), also
referred to as a transaction amount, either verlmler the telephone, or via communication

between a merchant client device and the consummeatsle application.

[090] At step 715, the consumer indicates their acceptamiich is communicated to the
merchant, either verbally over the telephone or wgar input commands interpreted by the

mobile application executed on their smartphone.

[09]1] In the event the consumer accepts, the consumeivescfrom the merchant a payer
payment request at step 720. Typically, this retjue received via the mobile application
operated on the consumer’s smartphone. Howeveothar instances the request may be a
manual request, for example, the merchant’'s caitreeoperator verbally requesting that the

consumer now provide payment details in respethefgreed upon transaction amount.
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[092] It will be appreciated that where steps 700 to i@@e been performed manually, namely
by verbal discussion between the consumer and raetcthese steps may have been performed

with either a landline telephone and/or mobileldall telephone.

[093] At step 725, the consumer opens a digital wallptieation on their smartphone. In some
examples, the digital wallet application is distifrom the mobile application operating on the
consumer’s smartphone, however in other exampleditital wallet application may include

the mobile application or vice versa.

[094] The digital wallet application, at step 730, getesaa virtual payment card request for a
virtual payment card data indicative of a virtualyment card. In this regard, the virtual
payment card typically includes a limited validitigr example, is only valid for a single
transaction. Using a virtual payment card in thenner decreases the risk of fraudulent activity
on the consumer’s account, as even in the eventithual payment card details are obtained by

a third party, they are unusable outside of thigainiransaction.

[095] Step 730 may be performed in response to user oumands, for example, a consumer
selecting a particular account or payment cardetaldbited in accordance with the transaction.
Alternatively, this step may be performed autonadlycin response to step 725. Moreover, the
virtual payment card request includes at leashdication of the consumer’s identity and more

typically includes an indication of the consumextsount to be debited.

[096] Typically, the request is provided to one or moagrment processing devices, which in

this example, include a payment network includsgyers and acquirers, as known in the art.

[097] At step 735, the digital wallet application receiwertual payment card data indicative of
the virtual payment card from the payment netwark] subsequently at step 740 encodes the
virtual payment card data using DTMF. The constsnemartphone then transmits an
indication of the encoded virtual payment card datdne merchant via the telephone network at
step 745.

[098] The encoded virtual payment card data may be reddiy the merchant either directly via
the payee payment application, or by monitoringemording signals received by a telephone,

such as a landline or mobile, or telephone netwdnich are then provided to the merchant’s
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computer system. The merchant decodes the DTMiuavipayment card data, typically
utilising known DTMF decoding methods, and requests payment network perform the
transaction using the decoded virtual payment datd, transaction amount, and an indicator of

the merchant’s account details.

[099] The payment network typically provides confirmatiadicating whether the transaction is
successful, and this is communicated to the conswhestep 750, either directly from the
payment network, via the merchant payment apptioadr verbally by the merchant.

[0100] Advantageously, automating the communication of #mcoded payment details
increases security, improves the consumer experiaadhe details do not have to be keyed in,

decreases call time, and decreases errors typrealiged in transcribing payment details.

[0101] A further example of a method for performing a sartion will now be described with

reference to Figure 8.

[0102] In this example the payee includes a merchantlbceatre operator, using a payee client
device, such as one or more processing systemsiassbwith a telephone. Typically, the
computer system is configured to monitor signalsiitwnicated to/from the telephone, as will
become apparent. However, this arrangement isimended to be limiting, and any other

suitable arrangement of payer and payee paymeititaippns and client devices could be used.

[0103] At step 800, the merchant receives a request regambst of a particular item, or to
provide a list of items and corresponding cost.pic¢ally, this request is received via a call

initiated between a consumer and the call centegabpr.

[0104] At step 805, the merchant provides the consumédr aviransaction amount indicative of
the cost of the item(s), either verbally over tekephone or via communication from a payee
payment application operating on the merchant’sggsing system.

[0105] The consumer may choose to accept or decline éimsdction based upon, for example,
the transaction amount. If the consumer acceptsnashes to proceed with the transaction, this
will be communicated to the merchant either vegbalt via communication to the payee

payment application.
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[0106] The merchant responds to acceptance by, at step dg&tf®erating a payer payment
request. This request may include a verbal requetite merchant for the consumer to provide,
over the telephone, their payment details. Alteviedy, the request may be generated by the
payee payment application and communicated vidritegnet to the consumer via a consumer
device, such as a smartphone. Additionally oradtively, the call centre operator toggles on a
DTMF processing system at this step, whereby thecima@t's DTMF processing system
monitors signals communicated to/from the merclsatefephone.

[0107] At step 815, the merchant receives the consumaympnt card details which are DTMF

encoded and communicated via an audio communicakiannel. In this particular example, the
DTMF encoded card data is received by the DTMF @semg system monitoring the telephone.
Moreover, the payment card data may be indicativa @irtual payment card, as discussed

above.

[0108] At step 820, the DTMF encoded card data is decdgethe DTMF system. This is
achieved in any suitable manner, and typically udes using a known DTMF decoding
algorithm, such as the Goertzel algorithm. Morepike results of this step are typically
masked from the call centre operator, such thatddwded card data is not displayed to the

operator in order to reduce the risk of fraud.

[0109] A payment transaction request is then generatetept825 by the DTMF system, which

in this example includes the decoded consumer datd, the transaction amount and an
identifier indicative of the merchant’s identity account. This is communicated to one or more
payment processing systems, such as discusseg of #me examples above, and more typically

to a payment network, which performs the transaciiccording to known methods.

[0110] At step 830, confirmation of whether the transacti@s been successful is received by
the merchant processing system from the paymentonlet The confirmation notification may
then be optionally relayed at step 835 by the naercho the consumer, for example verbally

over the telephone or communicated using the psoogsystem.

[0111] Accordingly, the above examples provide a methadpkerforming a transaction, for
example, over a telephone in which payment detailsautomatically secured using an audio

encoding scheme. Thus, payment details are peateitom third parties who may seek to
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fraudulently use them, and are automatically predjdminimising error and saving the payer

time spent keying-in details.

[0112] Throughout this specification and claims which dal] unless the context requires
otherwise, the word “comprise”, and variations sash“comprises” or “comprising”, will be
understood to imply the inclusion of a stated ietegr group of integers or steps but not the

exclusion of any other integer or group of integers

[0113] Persons skilled in the art will appreciate that pupas variations and modifications will

become apparent. All such variations and modificat which become apparent to persons
skilled in the art, should be considered to falthivi the spirit and scope that the invention
broadly appearing before described. Thus, for gtemt will be appreciated that features from

different examples above may be used interchangedi#re appropriate.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1y

2)

3)

4)

S)

6)

A system for performing a transaction between a payer and a payee, the system including a
payee client device, a payer client device, and one or more payment processing devices,
wherein

a) a payer payment application executed by the payer client device is configured to:

i) determine virtual payment card data indicative of a virtual payment card indicative of
a payer account;

ii) determine encoded virtual payment card data by encoding the virtual payment card
data at least in part using an audio encoding scheme; and,

iii) transmit an indication of the encoded virtual payment card data to the payee client
device via an audio communications channel; and,

b) a payee payment application executed by the payee client device is configured to:

i) cause decoding of the encoded virtual payment card data to determine decoded virtual
payment card data; and,

il) cause the one or more payment processing devices to selectively perform the
transaction using the payer account at least partially in accordance with the decoded
virtual payment card data.

A system according to claim 1, wherein the virtual payment card data is encoded as a
sequence of tones.

A system according to claim 2, wherein the audio encoding scheme comprises dual tone
multi-frequency signalling (DTMF), audio frequency shift keying (AFSK), or combinations
thereof.

A system according to any one of claims 1 to 3, wherein the payer payment application
includes a digital wallet application.

A system according to any one of claims 1 to 4, wherein determining virtual payment card
data includes any one of:

a) requesting the virtual payment card from the one or more payment processing devices;

b) retrieving the virtual payment card from a store; and,

c) generating the virtual payment card in accordance with user input commands.

A system according to any one of claims 1 to 4, wherein determining virtual payment card

data includes, in the payer payment application:
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generating a virtual payment card request, the virtual payment card request being

indicative of at least one of:

i) an identity of the payer; and,

ii) an identity of the payer account; and,

providing the virtual payment card request to the one or more payment processing

devices via a communication network, the one or more payment processing devices being

responsive to the virtual payment card request to:

i) generate the virtual payment card data in accordance with the virtual payment card
request; and,

il) provide an indication of the virtual payment card data to the payer payment

application via the communication network.

7) A system according to any one of claims 1 to 6, wherein the virtual payment card is valid at

8)

9)

least one of:

a)
b)
c)
d)
e)
f)

a single transaction;

a predetermined transaction amount;

the transaction amount;

a predetermined number of transactions;
a predetermined period of time; and,

a period ending at a predetermined date/time.

A system according to any one of claims 1 to 7, wherein causing decoding of the encoded

virtual payment card data includes any one of:

a)
b)

in a payee payment application, decoding the encoded virtual payment card data; and,
causing the one or more payment processing devices to decode the encoded virtual

payment card data.

A system according to any one of claims 1 to 8, wherein the payee payment application is

configured to:

a)

generate a payment transaction request, the payment transaction request including:

i) an indication of the decoded virtual payment card data, the decoded virtual payment
card data being indicative of at least the payer account;

1) a transaction amount; and,

iii) a payee identifier indicative of a payee account; and,
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provide the payment transaction request to the one or more payment processing devices

via a communication network, the one or more payment processing devices being

responsive to the payment transaction request to:

i) cause the payer account to be debited in accordance with the payment transaction
request;

ii) cause the payee account to be credited in accordance with the payment transaction
request;

iii) generate a transaction payment notification indicative of the results of the transaction;
and,

iv) provide the transaction payment notification to at least one of the payer payment

application and the payee payment application.

10) A system according to any one of claims 1 to 9, wherein the payee payment application

displays an indication of the results of the transaction via a payee display associated with the

payee client device.

11) A system according to any one of claims 1 to 10, wherein the payer payment application

displays an indication of the results of the transaction via a payer display associated with the

payer client device.

12) A system according to any one of claims 1 to 11, wherein the payee and payer client devices

communicate to determine transaction details including at least a transaction amount.

13) A system according to any one of claims 1 to 12, wherein the payee payment application is

configured to:

a)

b)

generate a payer transaction request, the payer transaction request being indicative of
payer transaction details including at least one of:

i) a transaction identity;

ii) a transaction reference; and,

iii) a payee identity;

provide the payer transaction request to the payer payment application via a
communication network, the payer payment application being responsive to:

i) display a payment request indication indicative of at least some of the payer

transaction details;
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il) determine user selection of a payment request option in accordance with user input
commands; and,
iii) determine the virtual payment card in accordance with the payment request option.
14) A system according to any one of claims 1 to 13, wherein the payee payment application is
configured to:
a) generate an item list, the item list being indicative of at least one item associated with the
payee;
b) provide the item list to the payer payment device, the payer payment device being
responsive to the item list to, in the payer payment application:
i) display at least some of the item list;
ii) determine user selection of an item option in accordance with user input commands;
iii) generate an item transaction request at least partially in accordance with the item
option; and,
iv) provide the item transaction request to the payee payment device; and,
c) receive the item transaction request; and,
d) determine the transaction details at least partially using the item transaction request.
15) A system according to claim 14, wherein the item includes at least one of goods and services.
16) A method for performing a transaction between a payer and a payee, the method including,
in a system including a payee client device, a payer client device and one or more payment
processing devices:
a) in a payer payment application executed by the payer client device:
i) determining virtual payment card data indicative of a virtual payment card indicative
of a payer account;
ii) determining encoded virtual payment card data by encoding the virtual payment card
data at least in part using an audio encoding scheme; and,
iii) transmitting an indication of the encoded virtual payment card data to the payee client
device via an audio communications channel; and,
b) in a payee payment application executed by the payee client device:
i) causing decoding of the encoded virtual payment card data to determine decoded

virtual payment card data; and,
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il) causing the one or more payment processing devices to selectively perform the
transaction using the payer account at least partially in accordance with the decoded

virtual payment card data.
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