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VERI FI ED COVPUTI NG ENVI RONMENT FOR PERSONAL | NTERNET

COVMUNI CATOR BACKGROUND OF THE | NVENTI ON Field of the
wonvEisan The present invention relates to thectiuskae/028213

of information processing syztemshagdf nor e

particularly, n_an 0 or _ensuring a
verified corrpu&%ﬁ%é% iE,)m nf’ PRsyst ens

used to conmuni cate over ?T erne 5r|pt|on of

Iated Awt Cb put er systens have attai ned
SR T ENTION Vi di ng i nformati on managenent

_@mmanmmmhmnm to many segnents of today s society. A
PeRORAby: OMRY! By 36 ALY 8@&0%%t%%lpr cstits SSCaod o5 pavtiulaly, 04

m croconput er t Includes a's
systef@ Y5 Rdihop Fd? 6B &SRR vaiidd G%?ﬂ%@tﬁl'o %@gm‘{eg f@rtclolnﬁlté E}gtegns used to communlcate
non-vol atile nenory, a dlsplay noni t or,
over fh¢ Juechetdi sk st orage devi ce, an opti onal rennvable

storage device and an optional printer. These persona
Dﬁﬂ%@%@@ﬁ@&-@&%iéﬁ% are information handling systens

whCahputr @stéﬁaﬂia%’hﬁﬁin@ﬁh&ﬁfr&ah Yse d? pg)'vMﬁg nﬁ%ﬁ%ﬂﬁ{%@ﬁement cgpablhty to

conputing power to a single user {or a group o
manypq:gnteﬁeof(j(algyés ofictp.eA panail canuptlyaes canibually QMR &S microcomputer that

uter server systens) and are inexpensively priced
m"l“q“e?)‘i‘ SYRerp E‘h‘d’é@nwyfft?ﬁ’m’rvqemfam@,aSmCIasdrmldtllebu@mqnerslstﬁs methdty, a display
ce there has been significant growh in the

moniy SR msRidarLee tukpat %ﬁ“gna! Gregkl g deYigeandrastoptnyal printer.
These%\éx@(gnalthrﬁpdteQ gﬁ{efﬂ? ;l milc-)rmd%o 1nF %r\%ezg{]wlinﬁx re énlegprlmaf’ily to give

based l'ient/server
indep@én$ {mn Wioearsm 8leflol oSt LsDSinGe EAbe feRoBES Uters which serve
pﬁ%taag?orgg on a p?ﬁra§¢t§§o I nt er net seréers g%
as conjpyteeservet syse@isyind ere frexpéhstlely $rifl @Y hideiaR b HIFHALAY or LiRalBusinesses.
user as part of a contractual relationship to provide
| rip &cenbyeass cthopg lgebeeylggngfgsztt gofvthtiige wse bthd penadal mpitéieto exchange
ernet service provid may occasionally need to
mf"fﬂBP%\PV%I et eleRea gEST e ewivp  clsnlaretrailgih b wers

pese S R SR IR0 138 BT L R Ba PGt et servers
aY
| ?é)?lglln%gz%ef %ﬁlcgﬁggﬁéﬁhﬁ&%&? \clz\g;(rﬂ)g{e{) th ll(l%p % 5%‘19 %%1 contractua‘lerelﬁl%nahlp to
providalrteempiervice. AQan bDRCBAREY, BE In&h{égsreﬁﬁ@ It)%@e@'}ngy&casmnally need to
Internet or to install prograns | ocal fy from sources
prov1dp Wamgpkqgg{ to the campoar relatinglesowirs upgarata aal softked @4t ProRides additional
or, a verification process that prevents users from
Serm‘?sn herf it 4 megf fgraatstiffetionzesahagionn taseanisorrbgontrahife aelvliatigsif yuch software
af fect the operation of the conputer and interfere
S th authorized software provi ded by the Internet

. SeSsyd &y 486 QtYeln'fB?tB download computer programs from the Internet or to install programs locally

packa

from sources that may not be secure. There is a need, therefore, for a verification process that prevents users
from installing unauthorized software that may adversely affect the operation of the computer and interfere with
authorized software provided by the Internet service provider,

In view of the foregoing, it is apparent there is a need for a method and apparatus to provide a secure
computing environment for computers, particularly those used as personal Internet communicators (PICs) over a

communication network provided by an Internet service provider.
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In view of the foregoing, it is apparent there is a
need for a nmethod and apparatus to provide a secure
woanpuisaag envi ronnment for conputers, particul BCTAS2006/028213
t hose used as personal Internet communicators (PICs)
Y, ' on network provided by an Internet
suMt&icy O p@ﬂﬁ&MNMARY OF THE | NVENTI ON The net hod
an dhemyieed and pepaftus ofitbe peses drventivipeevides Overifédrvinpl@isg ewironment for a
verified conputing environnent for a personal Internet
PersoRY TR Commppicatarn Inpagiqup erabodimeseioffsrnvantion, thetfctionelisnefisefhware files on a
functionality of software files on_a personal
P erso%aﬁ?néernhee M CH TG ewglg?ii‘}’ai?g OWBYTPISEF BLEBY - on t he
Pay et @t oRbutib GvidiGnt pb [ Lo -
envir onr?eﬁtguplr%v?’ded By tb ﬁ%dso ?hg geﬁmgfq‘;r)?\l}t?ﬁ ﬁq’éor?dl?'gompnsed ofa file
databbil‘e ﬂaCHoMaiﬁeﬂﬂ.IQf Qf'S&ﬂfie(DioftﬁarE ﬁﬂe@pg At RABE ntadt th& W YpBbitiSto Feceive requests
list of verified software files and a verf cation
to loada gefiverephritige iasl to premparb khe rdqaeste & otivate pacegel@ SieSredifRd 1i@ athildwed sofiware
sof t war e package and to conpare the requested software
packages . Rffirrribadimens of feeripvention whirein fuggtiopdlilydvsstérngiaitborad en the “pay-state” of the
user E)aacksﬁages.. In the enbodi ment of the invention wherein
FRINCE PSRBT VS e 8Pt HEE BHRBEB ot foacempghegppags of the user.
Upon%freqtng?t_o el partﬁulgr%){ﬂ@a% Iaﬁi@ge}? b %e?i%ca%(r)noM(I)d(al% %se%] glg ngcarsigxilﬁle list

operating systemwt mati on concerni

contaﬁh@ﬁép&)v&f softhie phSI8Ees ahdRD uls e ?&H’%ﬁﬁxs (tff?he!uge@ Q) d@termine which software
particul ar software package, the verification nodYJhlle

packags ean telaecnel Thé easbrabintefnid c@miniunsdatoE R BperdbRitd YGorddR Mik¥Efnctionality of
sof tware packages and al so uses the pay status of the

certaipy sofijvare packpgesdf hppad en ovfiisiiay soi ingler dfepmdiatirealitybasedlve a second pay state,
execut ed. The %ersonal I nt ernet communi cator is

such 25 (i€ SILAYOR Yhere B PS5 radI LS RiRP e cpimecsal eHEgTRR Wit anduiprnos pepvice provider.
Bmﬁ%@fﬁlﬁﬁmgﬁﬁn. f“}?ﬁ gd on a first pay state and to

0 ) ( ‘mTa*lléry—'g;'ased on a second pay state,

s uBl§ Piggent ipention may be bstier whvlersiood andste punkeasss ohijes . Fertires d@thdvantages made
. hits con .Elac.t ?]%I elationship wth an Internet service
prarefit (0, oprilleipfhe-prt pyprelerepoing hoccompanyipe ENpesNES ur e the same reference

' ' e tter .understood, and its

B b R b BBt 23R i H e s rme

apRakEnt a El@cktdﬁgﬁﬁ oﬁﬁlﬁrglﬁgofic&nﬁuté?sﬁtglks Qﬁﬁﬁgaﬁ%&gﬂ d19%r more
Th the sa

t he acconpanyi ng draw ngs. e use of
commpgdagoraamerkaunber throughout the several figures
designates a like or simlar elenment. Figure 1 is a

bl gk 2db agystemblotk dipgrainief atdnipytersfstapo solissaupersynsit et communicator, in
ormugi cating over one or nore conmuni cation networks.
accorqaqcg it vasiopsemBodiments obthypreselk inypuiigh- am of a conput er
S)ﬁgtu% such sdi%aﬁ ersonal Internet copmunicator, in

shows a blo Er_l rn% %‘ ﬁ grogeﬁigbgft% ﬁ){ use iy thet Iﬁ@orﬁ} Ié@g)ﬁttcommunicator.

accordance Wt

i @Yg%&tﬁr' sBdtws a%io%i%raﬁq 1§1ﬂ9§ﬁ@n Qfxp dglgéﬂlsgil 158y cr;{] F%{Wg% ri]nes{allation and

processor syst emtor use In the persona

executibd i YeBadaDibternbticOiibghicAtoS TNV refentihREondi 2gr am
illustration of nodul es used to control software

i nst al I ati on and exd3ERAIDED iD!ESCRH’m. Ksonal i nternet
C G mugtéti@remgédirhéﬁg opﬁu,eﬁ'gsgﬁt dv&‘ﬁ@ﬁ‘!ré Qegdribed below, it will be appreciated that

the present invention may be practiced without the specified details, and that numerous implementation-specific
decisions may be made to the invention described herein to achieve the developer’s specific goals, such as

compliance with system-related and business-related constraints, which will vary from one implementation to
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DETAI LED DESCREPTI ON While illustrative enbodi nents of
the present invention are described below, it will be
wappaesased that the present invention nmay bePCT/US2006/028213
practiced without the specified details, and that
nunger.ous. i npl ement ati on-speci fic deci si ons maybe nade
snotfl) O AR BTt PO Hep i Ve SeRmapat Ve novertelssbea
HEEMGIORE forSh PGS GO ance W
o R QB B R, SRR PR Wi e
selectt! hdpecwsaFeyshdwnQAb1OdR QiabAR |f&ﬂ§ﬂi_§1§fttﬁa9 f deRRARLRe {o-avémwsﬁu‘ing or unduly
such a devel opnent effort m ght be conpl ex and
limiting tire prewmsuvantiog, Suck deswiplicds ad v@rasdaali@s sre DR By theu IR in the art to

undertaking for those of ordinary skill .in the art
descripg gRdrgnvenibe sybsianpq of their wpikitasothirsskilleskin the art. Fhe preseatripplesion will now be
el ected aspects are shown in bl ock diagramform
descrlfbﬁé W@]’re‘g’i‘?’écﬁ ?‘1 tﬁe %‘E”f‘%g Aeserbpd bel¥er t o0 avoi d obscuring or
ungud ve | iomi L t present invention .C : . )
desc?%%%%g%%kggﬂmggggr%%%%ﬁfﬁg ?ygygmﬁéedsng?wggﬁﬁapmmhw105°f
compBiet dybi€fk 1116) 11 1) €186 hmbReall®SRF dnb & AR ERRYIEYiof RBvorks 140. As illustrated,
substance of their work to others skilled 1n the art.
each qdnutpr spgen(e.gi, NMRA hiscdafertéd th asnamilthedid es 6t idrek dM')etrJB:nal Internet
reference to the draw ngs described bel ow. Referring
comnpugicipry (FIES) 4 is operpiilxxokrled tagpr Intrme Service peov@ik(ISE) 120vatonodr knore
0 is . shown wherein a plurality 105 of conputer

10( . . : .

comnuycatigninls 1%y, Thalpterngt porvieoenidsr BAisesunsdér tholniemesrl4Qibatds further coupled
; ﬁp i on net.o 140. As i llustrated, each

toa pgugap}gh ué? eféé‘ﬁgsfg%s E e’ {flfsl 5"}- 1%)‘5“- Wishing tq aepess ‘P‘ganaf%“ opdhe nternet uses a PIC

e.g., . | 1 . Ias er.

(e.g., TH)) bl eﬁ&%aa@%(@%la Efé, MinGBRa 9f mp@]{:écgm %g@@ﬁ@@é :

conmuni cator s -1'S opera coup to an
| NTIRrAE 1 10S@ludés@emipimadti e brddrSRN sdiRRrc\haaBREhOPICTTRE B send and
communi cation links 122. The Internet service provider
receivg 2@mipunicgiipnplo eatl fram thdgteinpitsavineirovidé1 20 halke chmiinidatidde hiardware and
couPIed to a plurality of Web host servers 150, 151,
softwarg allowa the, BIG, 11(focepipbiish & compprieagian link tvésh thafnieonst service provider 120. The
ammhg&g&gﬁ%nys S a EICL%fﬁg., 110) to execute an ) _
appt I eation pregriant FHeGA PRFa MRPEngE R copgectionyg firect Link such
2ar | LGl : nicatd.an_har dwar .
o S TR (1 AR S ES AT £ 0 A 8L o i
connek 1R &la i ReIRRNFFYAEIGALRINS phdde A& HDIPLAE of NbES ®ltransport system, such as
service provider 120. The comruni cati ons hardware an
Ethergofritoken #ngaldrowwaltik@nd®ldk. 110 t 0 est ablish a
conmunj cation link wwth the Internet service provider
1 2Whenthreusionmenentircirequen fof infokmatiay byraterngycommards ipdlrei Védbyprawher, the PIC
110 cgnnecti?n.ﬁépes inﬁludinq%a w red connection, a )
ST LT R RITHRAD b 85 apRy T i dopse perpiaipg o ja frecifigskppyic, or a specific
[ Vi diagital. network (1 SDN) or .
Wb rhp PRt St b s Pt B R ey et o
serverd50 G@th€Inkekde€140 € TNAPKtKmet &m%roqﬁg'Ei% SRR ARGE B Rcinind reading
| ocal data transport system such as Ethernet or token
requests saig from @fe b whed.CBHe Id¢rfe seiide\pEdivider [T@&Bouteh £ Web&tRIBplication program
enters a request for information by entering comrands
that mppjtogsirauepFetyicepnenmests forltte iifpr@atichOn thetpesicwar ek S@8t, afidtfansmits the
) i nformati on, such as a search for documents pertaining
informagiondo e BEr§§16414 opi ¢, or a specific Web page to the
! néac rweebt hogtesgr%//ér ‘fﬁ) DI 1 ol\é? glg{h? % egne%%)g %‘8'@? adtdggerhaE t(l)lcr; ng{ sglpsplies to the

the request 0 anap
Web browser to connect to the appropriate Web host server. If the information is not available on the user’s Web
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server 150 via the Internet 140. The Internet service

provi der 120 executes software for receiving and
woeedingp4s equest s sent fromthe browser. The | RCEMUS2106/028213

service provider 120 executes a Véb server application

BT R SR B VS T P i

with Bﬁeaag ¥ossuﬁgp\qlléelrr%%mﬁgw&.o%&%ge ?ﬁlﬂ’eiv E%‘O%leﬁj} ]1%2 can contam more than
one ‘kl&%é@e a6 theosif albdpleitl B IAGEss %Hié]pﬂva'rtﬁﬁlazt\pebtpla% 6 Buts to view. The

browser to connect to the appropriate Wb host server.

addrds§, alsdlmowmnds@unipdrsabiasonse ldetor QYR ol Dhane@hpetoh @ setk& 36 a Series of numbers that
Webhost server 150, the Internet 140 serves as a

indicate P peayer 4l R lackign ofhd wmn@@bcwm@qgsusl@@pos@ﬁke addfsss. fFor simplicity, a
¢communi cat e yﬁth one another to supply the requested

dompiy a5 TS Celepst 0o e ety P gt spddorumags Capaes instead of

numbggg%ﬁ%lﬁ, rggﬁrﬁﬁﬁgﬂgea g)p a artl\c/:\gl eQn 4 % {)u?)?)a ]ll)'lageesrb%xgmﬁ to a coP]tent provider by

incluiad i dRitibR1 MioBWNtionldd Bie @rﬁ@? @&ﬁnam@xLﬁ@ known as a un ' ver sal
resource |locator (URL), of a hone page on a server is

a RekiriesoFigur 0 dIRdcR dibdtarh of PIC I 1084 sBow ThS BICVES indliids 4 $36cessor 202,
| ocati on of the page on the server, anal ogous to a

inputfpiget (KP)cputrel dericy 204 sneniopr(inglidige voliile yendom adesssamamonaRBM) memory 206
system was devel oped that allows users to specify

and ngf m}%alesmeawaf Zﬁac‘fj’f?é?'}f“%a“a%i‘eﬁ‘@e Hafud 3 oty arzslfa dﬁeﬂ%?éf*sl"he processor

202, ﬁ? con%'olpéraél 4]c uern¥oh e2r06 3 %gﬂuﬁl%mcHF%n%%w%?glﬁrag erc Vle(i fal,?g? fdore buses

212. @xggéefeétmmduﬂén@ m;olcéggbr %2 1st ﬁﬁleﬁ&%dgi anw H@ddg Gﬁ%%ﬁ x86 compatible
Referring to Figure 2, diagram of PIC 110

proceS906 M8 merhh® 268 iGinb kQetdiiGk bl mWDDR QRAGS akd KQiZsplay 214 is 1mplemented asa
i nput/output (1/0 control device 204, nenory

CRT friomito. Ud pduigion, dleaibn-Vodatiteqrethom 28T mesiscluiie arbard/ difk4ANg 2088@0s ynplemented
206 and non-vol atile nmenory 207), conmuni cation device

as an ine:gra{eg 8e FPClégar(bleﬁﬁlﬁmlthé‘ﬁﬂm@u@ pg)ﬁqltayf o4 31 0GBR @nlpaf erbeih gHthe memories
2 6

206 2 i S oo SRt oV SO OP O & s . o et

56K 1%11:1%' 92I Moﬁn%h %&%ﬂla h%&%g(brgﬁg)gg %(gtg E)]R)%&P cﬁ%e%e%[ Qe s?%i%‘ls throughout the

I npl enented as an Al

world) he8 SH& moddrit&e SBITOH Yo BH mhy‘saldom@ LRIt 6 dsecaBwll bl &PreMBred that other
DDR menory and the display 214 is inplemented as a CRT

deviceromfigupations|nnay alskohetused igr tieperce3sin 2020haiidry 16 PBNElsylay2d] 4 antiymmunication
include a hard disk drive 209 that is inplenented as

devicg 4l 1j ﬁvrégrﬂata@%fa@ oburideretpndivg it adfiog tee eleriopis mnxnngvpaherﬁlﬁ il ¥9uarp described in

t 0GB, Eith or both of th
s el a3 aff@Vé“ Bt g Heordmpatitan e H*%Ya%%afeé PR partioular
f t he c fFati.o 11
comp,ﬁtgr Jepcgr zl:r>1d %IC oépogegl?{) 0 rMoreog&r tﬁ)gf(’;fgq 1nc?ude 0 8uses 1ieV1cés and/or

an integrate mw th an ex
subsyStHN) Epbiilng BRMe RiplethSRElioh BesBddP A ekanthlel &@h@ﬁ‘io Bm&‘ﬁlde caches, modems,
systens tﬁroughout the world, though other nodens
parallle>r grial ilerfa@, tSCODigeicesywont ﬁﬁrfebekaﬁ efld ihefikecour se, it
w Il be appreciated that other device configurations
maxs @itretedyie Figare d, thedfO ¢ohnieol gevive &isoroul 8o Irgenipes/20236ch as one or more
207, display 214 and conmunicati on device 211. For
USB Bcrf‘éra]kFﬁgPO%c} meusecaudjp Snﬁﬂiﬂréfeé% B Prepntre] gevicg 294 ipglsorcpgpled to non-volatile

stora% 2?’79 l101t1 asg%%x naagnt a'p olr otger I;‘eél C 1%(%&0?{%@9% 2&{ eﬂ%grg'x %lglsk drive 209. The PIC
110 15Qfeﬁl:t511§gs %eugglﬂ:'oiu‘lectéd’}o Lgﬁgmﬁfcgtton worm al Py m@ﬁ&eﬁo Qyna cto%umcatlon

particul ar
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conmput er vendor and m croprocessor type. Mreover, the

PIC 110 may i ncl ude ot her buses, devices, and/or
weubwygsans, dependi ng on the inplenmentati on deermsenos/028213

For exanple, the PIC 110 may i ncl ude caches, nodens,

: Ilel or serial interfaces, | interfaces, o
devied 2} (PR ogs %‘e&tg‘wc‘fgﬂ"&é‘?n ShHPeeH %?fw anyesifadmefyprk gergppnication
devide Budin W &e 86 siili B O Vifpe. 204 s coupl to
o Ry e syl (L rRaRh LObrodBY 48 50k TR E R Sy o
displi@&héh&@ﬂﬂ,ﬁhe%_m@&b& fhay aﬂdé@b Qbuﬁlg@iﬁlﬁl%ﬁtﬂp to @k ﬁ:ispla-l;aﬁ tlh{o%h a display or I/O

control device 204 is also coupled to non-vol atile
contrglieodeage S20ifarly. Sheqiocessor & shdvaabibeiigEopied Giough AETO E@@6l1ePT4 Yo the non-

menory (ROM 208 and/or hard disk drive 209. The PIC
volatijeyenjosy 298 Hhopghedireet souplisigrinplse orntrawtasd t 0 conmmuni cat i on

network 122 and the Jnternet 140 by a )
C o RE T andsplwareiiagioredin &1e R assonty fior exaple, the basic

iﬂpu@%}%}ec 3?%%2%3(2 {é?tgtéllt qﬁeloﬂvl\g tﬂﬁ)gat %%%;ngg gxx%lgeesg)ke:;i l%}da I?Iﬁg ;ﬁﬁ&}( device 210 of
the néolatilk BiEHd 0%, RGen BY DERNT $10%hd BRF MeSors ) PWBR M (B A8nable ROM) such as an
coupled directly to a display device 214, the
EPRQM (r@sisof ROM)y ancdi EPROMGE @igallyektadab1 6P @MY, b Hash RAMNIRandom Access
di splay 214 through a display or 1/O controller
Memeygdr gy, oths tpe|ofimémory apppiatafosiog BIOS. $hedRinS/asotlo@iero is essentially
. _..coupled through the I/O controller 204 to the
invis g i ncin figrogmegtle beotiendetic erpirette PIEsopsttinggysies todiegpembedded
ctoseE BT r” n SRVBHR BB G Pttt igre) o drgetpd oo Gnlucing
but ndt DR tOWhdabks- ik} . |
(I 53t SRRl ol kA ST s pros e
The BIOS/Botlodden 1V B edénihlE iSilisDAg Be 2rand B30 AS 0B Read
Only Menory) or a PROM (Programmabl e ROM such as an
EPROs{vEreas & ivld @sePREMpay alan bskRIROVEHE Eré ditive 2adf k¢ non-volatile storage 207
Erasable PROM), a flash RAM § Random Access Menory) or
and exepufed gpgerprocsppsd bypprogeisaii0y- BisBHomhivaie 230y ingludsra mpgterBo@@scord (MBR)
231 Tlgeera%anS/tBog?tzl oadﬁr 210 is essentjally invisible to
P PRETUSRY ER o T HEPRIGES™ BOEERPATIOBLE: HIHre dRfaF megple 234, user data 235,

and a ﬁlﬁ@&g lirﬁagg Q@ovg# ﬁo&ﬁ’ee!?,@.t Tlﬁgd}ﬁyétl ?srﬁlet fgst %Wﬁ%@%ﬁ)ﬁé g)ré the hard drive

cl osed operating system such as a

209. DipEdeétbr cBifaitsodteap coﬁ@%glﬂa@t{bﬁ tBRETRIHobtErap Yok §Lkecuted when the PIC 110
(including but not limted to Wndows-based an
boots lip. MsderitieedatiD eisah) sagrabydueliBonfig@iblcbp&&ing pppMidaBht DY affect the
the BI OS code. The BI OS/ Boot| oader 210 is essentially
performagee ef th sestqnparg pre-copSigtredzm ppriyd it softwere 2 owlyp @ isantifiatly installed on the drive
209 @/stem P(H: software 230 and user data nmay al so be )
- SESPTREeaR” tediidredrrticgtiprrrogramssP3 thpicreisssied; 97 the PICA 10 to function as

rocessor

: . d .and d.Db
oL T e SN SR

ware
PoweﬂP@iﬁth_fhgt, éa_h@%))m&@ssi@m wtflty, OB, %fdrﬁg)cé%?‘,tsﬁmggd gt,' PDF Viewer, media player
application programpartition 233, a software upgét e
and/omipeshigepidationsU &eddditéd, the Ws3Bdata@BSkstaesal] SR st FRBE sd 1B QVLY Ms direct
nmodul e 236. The MBR 231 is the first sector (512 bytes
accesy| tyfhgyyserriatat Hlds dserrdelta éhiprofeate@ B th festaf the aemrings@sidnatio Pvent corruption of
otstrap code and a partition table. The bootstrap

b p
theda@%?ﬁlé"%""e%}@&‘ﬂ?aéﬁ when the PIC 110 boots up. As for the
confi guyrabl e

operatin te al uni quel. s ) .
ons S+ REe RAPLER I Flis ot dpanduopoioe A P liens g eonsieuing e
S a Cdtlo. | y ta eor f thiCQSe ave a
e ok 10 SUSL AR L P ARl
drive
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209. The software 230 al so includes application
prograns 233 that are needed for the PIC 110 to
woumoisac as speci fied. For exanple, the appli eariusa®e/028213
233 may include web browser, Flash player,
presentation viewer for PomerP0|nt chat
pred W%%"&%ﬁ“%‘ﬁf Fqutl‘Syy key._ %?XPmplg\berE,chﬁlb% @g%&@ ev1ce is a USB-connected flash
and/ or

et
Storaggéelgéca Sokam plfi 1mp1ela1 dl\{\%oﬂ the mtstﬂlﬁltlgn X rtlécozg«glegt;yotw%sggware update

I ons. & user
modﬁé §34Q¢hxct1 bﬁy HR&E m§alg§t¥n§lfr§lﬁ)bgoh@etncé hbi k@?tﬁatq‘la{cﬁe%ta locally stored
access to the user data. This user ata IS protecte
instaflatiofrkdy sl a8 8 tinik sdciiRy I @4 thdt BGtofel S R Hoh-DolRIEMERy 207. The unique
corruption of the data by a virus or other neans. In a
securify keyPH @ dasehrlygdierferstch PIGEORILE 112 0r hay ipstead dartdahoaghic PISS to
unaut horized installations by configuring the PIC
collegtyrly Gppiral instafiatiop aceﬁafmabmaleéawedﬁs Iég &20xdia & eelasted erphedime, the unique
e v L R
the fgﬂ%emlo%ggtﬁer ﬂ@M %8 oxl o a‘:ﬁarhﬁﬁd %@&%ﬁ tc@cqycf tﬁ? lﬂet§rte {y%gcfgratm system files
device.” I n an exanpl e inplenentati on, e ’insta A
or appR&{idnifilds b BarlsSBrr&IGHtn (R Yoseblddtvibd) Be t‘é‘ﬁ@ﬂlﬁe 13 ARt etermine that the boot
nodul e 234 which only allows installations from boot
deviqd dasiagsativawrikeygtha miehes bivsttervigicateg®nds tb thealiduy sesiriy Iegl 240. In this way,
installation ke% such as a unique security key 240
the uelﬁ%?tseqwgty é‘fydf‘%%fm' ﬁ“SFCh‘é pw@ﬁt-ﬂwm@anm oéﬂlﬁemnyg g orrrtheePIc 110 by

r|t be uni que f each PIC
restigipg ot of pperaling ygtﬁg& cq0R B LSEFSLEIF Biookshlgvieeh Lt ieg rpeshing
sec1lrg:&){(ejectlvely control installation access froma single
source (e.g., ISP 120). In a sel ected enbodi nent, the
UNREMinS B Fibide B3Ya HRY diddtin bﬁhesﬂr&és@(q 202nis {B&n. qﬁ%ﬁe@&bm&t the processor
record 231 of the hard drive 209, although it may al so
202 ipeGeloGElprbdassbieaibblagdm Areamdey Mato Ddvivey TROWb2OS: 202 inflideda processor
hardwi red integrated circuit. Thus, before any
core HlSer i prrigjertpyesing A% ¢ prephicyprocgpspt 314 .atdisplay fontradler 346,@nd a video processor
ansferred from the bootabl e device, the update

315. TheRIE024? At e e R R {0 bt e iiegor g g a disply

devicg kn%ptﬁc %‘ﬁ Ithgti.]gél ktg))e{ll %e?a?}tt)rec %ed%p gtﬁﬁe ccingol eﬁ a}M %rfa%gsrr?r]az %E mp emented

exterﬁhﬂ& BUR pREMrbdY k&Y 1llgsﬁgtecp§rﬁo@§xeﬂ4 Sﬂ%q)chgssd? het e%gctxteg Jggware stored in the
integrity of the operating systemon the PIC

memdre 3A6[ 200ttd Bgrick MSAIRtidnaF bRt sy MR8 RAS dtitgsofat 6m 5&@ &vIREs that do not
ot her software to bootabl e devices that have a

includrenn ebonigedsigeans thyt rhisles oRefreperidng theonifiegesuty Bgy 240.bl ock
di agram of the processor 202 is shown. In one

enbiger ﬁﬁmbloclf Heerggr o the Swefiong gomrorent; fsiprienediae 2 yprificd eumprting

avallanr qw1Ad anced. M cro Vi ce The
son

r ocC e SS
e R e L P Bty g e T g HRr dpsgunctona
compglﬁhtg sl%gvg in QH%DAIS%%&: RL® %qﬁﬁl&ﬁent?’a]l%mbcﬂhnge%ts& Itk%%nventlon that monitors the
control l er 316, and a video processor

paympit SRS @ us2Dahd Ao&iflesi R ERSlitR IR TRH s SBFhe R inXROBIC 110 based on
an /O controller interface 332 and a di splay device

the pgymergstitace 334, though it will be appreciated that
these controllers and interfaces may be inplenented
exTermediof grdpppatatie offhegusens prenggygran heimplerpenefl n psvigesrpuge of operating
enbodi nent, th rocessor 202 executes software stored
sy, R ) IR 6T 5P Y PR, TOHE iR} B scipace cpersing
systerg %%h@x%&eﬂtgzoﬁyrﬁgs%e 1%’31(:5i 9 Wm%!)w? meV\@[ ?ay 46)2m a meodtows@ e‘&i Y(ernel” layer

-6-
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i nclude an authorized signature that matches or
corresponds to the unique security key 240. Figure 4

wo0@/msack di agram of the functional conponenPeTfUs2006/028213
i mpl ementing a verified conputing environnment for the

personal internet conmunicator in accordance with the
406, pndes ERM Adaniatien Jagr 408T ke Intsmettsproiprirovidsiiz8 neritenstes pasifarefifes to the

e Bp e AR i S BT LS Bt e
commu chtlon networﬂ gzm ¢ Wm%? erﬁfr r% 6"1 Odn é!) MZggnhagnbr% a\{lgt k%lfhﬁzare files

based on t

that a?et AEMR to thﬁndmﬁ Barhsand oPRRAEEHEw RS apiR&ioRY. %@th 32 layer also comprises
invention can be inplenented in a wde range of

an DOfe Upilate [ief ¥ 4, @ PayeStatd th@iIF@ Nd, snd alPAy Mbnienbaitie AE8) tThoDevida @pdate
present invention, shown in Figure 4, the software

Chermﬁﬂéma*inltang ugy@itsefm therRI Brandrsteiveoiepipts io daynoh ﬂ?me%att Wsd ling parameters

! 2" layer 402, a W ndows(
ot i aarmqteavérr%@er agFeis aweemu?s&ébﬁi‘ %ﬁ%‘hscv%?g g gt et

serv1{;eno|tr seorﬂggrte p%:gaée o%él?tg rai(r)l\rcgclén agnr a; agllgrt]er(s) vail%bll’eabgﬁ &g r{_nl_%ao R;l%t%ar provisioned state
for 1SYRE A managenment server 410 that communicates to the
PIC 110 over a conmuni cation network 122. The Wn 32
| ayres pag-Sateahodsle &l 6fmonBorotad absaSRiodtstdusGadfadndht figusadf the Bder and provides
of software files that are eligible to execution as
state viehge igfgrmatidnitsthe Refy-Maiqgimodude 418 oTheRay- Moaippinbdvéeﬂil dmenagef e PIC 110
Wn 32 | ayer also conprises an Device Update Cient
basedjonhe sgbspriplionsiiaig of By Item%%ns et gieby! S%tmr“% sFiodiggtyjegrosts system

state flératest i%;)gne D}‘éé’v'f(i: gpégﬁ 3&1'@18 C g ‘Gae € Pag %45 e{rng)ld{ll ﬁg-mgu?oé module 418 is
also ‘P @%Elgo%geea s r?eg?ﬁ&%rs t xg.&eg %cﬂ{g@ Eu@&ﬁp&on QtLte in?o%ﬂgﬁ at pred%enéuned time

araneters er a user i1s currently subscri
inter@ls. WRFARSGI MR8 2¥8hh 256 SR @GErs toindAitR Melldngl bﬁrmea@a't Wk B 110 is

or software package. Scripts can contain paraneters
discofveatied Bdmh ths JSPt1PALI HlefICN &0 ia digantettal franr thqiSH or g proloegdd gdriad ef time, the

for the PIC 110. The Pay-State nodule 416 nonitors the
Pay-Yuipymeduledl § esn caypethiIC AHUO prayprrerrlimippta thy ungffongliyeot g gisrletogpigged set of
ftv‘prow des state change information to the Pay-Monitor
softmasdifte 418. The Pay- Moni tor nodul e 418 manages the PIC

11 %ﬁ? ad?é?egm? ﬁ retqtl?e§t t? %&9 Eﬁ\*'agegntaa\’ta ! & C%f Lota&§4 Mxhows CE Kernel

alns e systemg perlo |ca

406 JRAHEILSifRURL RPSAhS vdrRIALERodlie a1 ih B8 o@ﬁ\éﬁ&;ﬁmm@aﬁ R8. The
Client 414 via the Pay-State nodul e 416. The

verificaipn Mbdulet 402 mameidd i@foddaBor @n@ini@ 116 p@teabiegfichiibn i@ a@l performs state
series of tinmers to request updated subscription state

changen fngeqveieiicg withinfopnatideteesived fiene the PayeVidngieredi § glihg verifipasion file list 426
Pay- State nodul e 418 can al so use tinmers to nonitar

contai L ahigtrerefilcs harere fHErZedHey cperion 1 Bpong Iy sasAnbt tegtcation module

424 (‘thﬁc%snt}h%%??t] so%tpwarezers in éle ve dF caF on%le 9?26%0 (93 errmil%\{/he r%geéfqa ?sted application

or a prolo
is on 'J‘BQ% Q/er‘ﬁ'gcg’ &R@ar@%ﬁﬁtl&p S E’ !‘: gqt;lcgtgd Jpﬂhcgtﬁ)q WGEun8 bn the verified application
eltmnate the functionality of a predeterm ned set of

list, OB VRIS will dx@te tHopBesd@ iR CLE| HoFerar, the Epd@Sibd fil0is QEEuAll 6n tBe verified list,
sof tware package, an OS Loader 422 in the Wndows CE
the ORdomtet will not execute the requested file.
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406 generates a verification request to the

verification nodule 424 in the CEM adaptation |ayer
wa@Qso7/oThaeveri ficati on nodul e 422 mai nt ai ns i nPOTMBRG06/028213

concerning the current verification state and perforns

state changes in accordance with information received
f r GhiPRATMBRYS. Mshpsaghangais Payr§iae gapivrareatateoppreyiqusly veridied application

2 t.ai i.st of t fil t S
may ge J%gltgd? olrr]1 Zthgéifyr(]]%slreg‘ hst.I ”lsne e oplrec?l%l (‘ﬂ\tll\giglse tg)plixcgtgo%s &gg%bg{p’gcefi KR the verification file

or executi on. pon

listu ciﬁraicfléngﬁh m@ Gsemy gt%usélig écchjaﬁ&%(&ithf tﬁb%rétélc%{é o&fineﬁ 9&&1%5‘1%

les In the verification file |1st to determ ne

Wh @hdy@ésedt @entiQOibl @81 RARbtaRPAtiain dela®Anthdes Abhtidnel hsSwellQf others inherent

"verified" software applications. If the requested
there@mp\¥hileglzetprayemt ingenfigubagheerdepibted, deeribbd, el iagyfihdddatefapamcd tb sérticular

the OS Loader will execute the requested file. If,
embogigRiaty efthe ipysptiop spihacferengesido et imely mbimitation gadhegpyentigs and no such limitation
. verified l.ist, the oader. Wi l|._not execute. the )
R S IBﬁ%ﬁCawcﬂﬁtef Ronzpng frfygienty i form and
functBﬁ)é's §Ill%¥x§1r Q)rtho§eo<jr il\{@i[y%kiﬂgﬂgthgpe ehtlafty I’I(ﬁy %Hp?étex ?rrdl d.fff;ﬁgb%d embodiments

I e I'st. e

application may be plac on the expire
are eiPled &, hiidSfe n61RREaAd RS FARRIbEAile@RBntlohat can be pl aced
on the verification file |list upon a change in the
us élthagglpthg/presta inyantipnhag been ded@ib et Watdilhit thaeld pe OHO@G@Id $hat various
out|ined herei nabove. The present invention is well
changey) sibptiteiopsrng elicstiops e4nde madedaretngétboustanarties feoeh thesspifibdnd sapge of the
: t her.s. i nher ent erein. Wiile the present invention
“wmﬁggwﬂégﬁﬂg iRReBYFC BB cr i bed, and is defined by
reference to particul ar enbodi nents of the invention,
such references do not inply a limtation on the
invention, and no such limtation is to be inferred.
The invention is capable of considerable nodification,
alteration, and equivalents in formand function, as
will occur to those ordinarily skilled in the
pertinent arts. The depicted and descri bed enbodi nents
are exanples only, and are not exhaustive of the scope
of the invention. Although the present invention has
been described in detail, it should be understood that
vari ous changes, substitutions and alterations can be
made hereto w thout departing fromthe spirit and
scope of the invention as defined by the appended
claims. WHAT IS CLAIMED I'S; 1. A personal Internet
comuni cat or conprising: a data processor operable to
control the transfer of software files and data files
bet ween sai d personal Internet conmunicator and a
server; and an operating system providing a
verification process conprising: a database providing
a plurality of software files for execution by said
processor; a verification file list conprising a |ist
of authorized software files; and a verification
nodul e operable to receive a request from an operating
system | oader for execution of a software file and to
conpare said requested software file to
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aut hori zed software files on said verification file

list. 2. The personal Internet communi cator of claim
wa200tefasbn sai d verification list is updated acTtwseiong28213

to the subscription status of a user. 3. The personal

I nternet communi cator of claim2, wherein said

WHATLISCLAIMEDS: st at us of said user is updated by a

pay- st at’ @ HOUPETY SUPRIFIcAor SUPEIg; ve subscription

st at us kAdtopromésbreperitlcavaiol iptiensfeeds seoravd @ apd davaifitke between said
over & COmUgL Cal A EhiRbduordaa RBSPEE SONal | nt er net
comuni cator o alm fer conprising a pay

moni t or %@éﬁa@wlswwr@&lftgrawﬂfwwe?ﬁoeﬁSFaqom?I}SH@f sai d

software fil eﬂat@Bse%ﬂ)lvﬂmy emuxfalug attsbiowrd filGtforeRd ithn GNsasidirddessor;
iggﬁg;: (F:)talt gp St 161,' 1on file Hst cw{amué% aslpsp %lalgﬂonzc% oi%varetﬁles and

sai d subscri pwrtﬁﬂatlsle mcly@ OP%abﬁﬂ't@XPF%l‘@ amx«?Shfmﬂ an operatmg system loader for
functionality for e@c@fe@@katsmmm@ans &tcoﬂsaressaiddeqs@tea YRtk file to
files. 6. The perslr11 n% nica gﬁlOf claim

4, wherein said p& ‘3 A eé§“%aér“8“é°ﬁ%°§‘ G5Bt i on

st &t us e gorsonal ldembticommeniratorgf cleinoh arhér¢iy safdoserifgpation list is updated

accoE RefeRiTPash 28k ofusgai d software files. 7. The
per sonal Intergﬁt communi cat or . of ai.m

safd D a ?T.Rgﬁpnta teﬂgtégmlg%nlcatogﬁﬁgﬂ% ﬁ/&xﬁrgﬁsaﬁsglfswtl?rbstatus of said user is
updated by pagbtate foduistopgubéd tb tegeifsuls@aiptonstagd etfcemation &on grelntemft service

prov1§e@b@r§9ir&%§lothét\§oﬁk 8. The personal Internet
conmmuni cator of claim4, wherein said pay nonitor is

opér abl &heRSSPRSHIERP cPPBUEBIFYE it fU&Perg%fmﬂlSlﬁ%ﬁ‘- Ry fpgpitor operable to
contrblfiiretidaaiity efeaitoftivara files or sid Sﬁ“lﬁd&tlﬁﬁ)]’]ﬂﬂbk@éd(bﬁkalmﬁbsmﬁﬁtm sthtus.
9 sThe ﬁ*ﬁe;p%%&ﬁ In e%%&&%&mq%{%m}“éﬂ ngﬂ&exﬂal@a&h&ht& uses said

ereln S ay nonitor IS opera generat e
subscriplipy slatys m&lﬁ? @%amnt fnctionatity §ir 2 siedptramingdetod ﬁmﬁcseftv%ﬁles
fuscti onad ﬂefsynamﬁlteﬁetmﬁxﬂﬂﬁﬁcﬁfommﬁﬂq & Qher@h sa&qjasdm&%i VABKIs&1d
SubSCB%th%%taﬁalS t% elﬁ)ryllec n’llié?g S.lnétlo()g lﬁ' fIO nt r?re;'md!c’leﬁrl:néng Seo(h Stﬂ e warﬁ P%S a
fifst pleahsserahioimel commgniggier q’f@ldl.m 4 @hergiingaidpay mexntay uses said

subschmoﬁ t&t@tﬁs to CRHIHAL: 1%0%5&{1ty of sald Ip@hmn%me&mﬁitf eduﬂsoﬁa&réim@ﬁy

| TOor e e 0 ener nt.ro

e Gt bR G Bt S en O et Srspble o
mom@aﬂldcosnﬁmlmf gidfpeisesg! latbrne corgmingatpee sagtrainminri¢agenyetwork.

cogmuni gat @fsoﬁﬁﬁte&a%&ngamemgm wh&r@Makd Moy monitor is operable to

communi cation network for a second predetermned ti
generﬁtgfl Fesbced—functlonahty control signal to reduce the functionality of a predetermined set of said software

files after said personal Internet communicator has been disconnected from the communication network for a first
predetermined time period.

10. The personal Internet communicator of claim 9, wherein said pay monitor is operable to
generate a control signal to eliminate the functionality of a predetermined set of said software files after said
personal Internet communicator has been disconnected from the communication network for a second

predetermined time period.



