SYSTEM AND METHOD FOR AUTHENTI CATI ON, DATA TRANSFER, AND PROTECTI ON AGAI NST
PHI SHI NG ABSTRACT Met hods and systens for secure el ectronic data comruni cation
over public conmunication networks. A secure data conmmuni cation conponent nay
be utilized to inplenent a conmuni cation protocol. New versions of the data
communi cati on conponent nmay be generated, with each version containing a

di fferent caygumicaNIPMETIALOCAOR SOuEENTRACI®Y, tHXeradatreNEFRRLUNAGHL i oNn

conponent n@RATECTION AGaiNssPmgHNgol ynor ph engine to create a
functional | y-equi val ent conponent having a different code structure. An
anti - phi shi ngsgpRPPNent may intercept a link in an el ectronic conmunication
activated by a user, analyze the link and the el ectronic conmuni cati on,
det ermi ne a Nphth&Ri BEA I dyStémk Ofdr Neecierlelep@sad Mita t Bnrhimidatiornevedi p@dic t he user
to a | ocati @miiudicaadretkthyrks. esekbnng a@rcomadinicatién édagousitrmdybeartViaddtd | ocat i on.
A server autihgkinesati @mmoaripoinenirotwayl. detveedrsiamd op ity enta  ENSnaititaoks,
i nj ections, camdomaf mey hggaetated, tvith sachRiegpi@ containing a different communication
protocol. Source code of the data communication component may be modified using a
polymorph engine to create a functionally-equivalent component having a different
code structure. An anti-phishing component may intercept a link in an electronic
communication activated by a user, analyze the link and the electronic communication,
determine a phishing risk to the user posed by the link, and direct the user to a location
indicated by the link or redirect the user to a valid location. A server authentication
component may detect and prevent DNS attacks, injections, and defacing activities.
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