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After a first terminal determines a new key, an 
application layer of the first terminal sends a first 

indication to an access stratum of the first terminal

After the first terminal receives information 
encrypted by using the new key, the application 

layer of the first terminal sends a second indication 
to the access stratum of the first terminal
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A first terminal receives a first data packet from a 
second terminal

The first terminal discards the first data packet if the 
first terminal does not store a key security context 

corresponding to a key identifier
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A first terminal performs integrity protection 
verification on a received RRC message

When the integrity protection verification fails, an 
RRC layer of the first terminal sends a first 

indication and an identifier of a second terminal to 
an application layer of the first terminal
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A first terminal performs integrity protection 
verification on a received RRC message

When the integrity protection verification fails, 
the first terminal sends sidelink information to a 

network device
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