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"Met hod and system for extending the services provided
by an enterprise service bus" FIELD OF THE | NVENTI ON

wo pooBhzessT anewor k of a m ddl eware ai ned at PCT/IB2008/001118

i nterconnecting disparate software applications the
i nventi on describes a nethod and a systemfor
extendi ng the services provided by an enterprise
service bus (ESB). BACKGROUND OF THE | NVENTI ON

M ddleware is a famly of conputer software that
permts the interconnection, usually over a network,
of disparate software conponents or applications
possi bly runni ng- across het erogeneous conputi ng
platforns. A mddleware is often used to support
conpl ex distributed applications such as web servers,
application servers, content managenent systens, and
nore generally to support all the software products
and tools part of the information technology (IT)
system of any nodern | arge enterprise, conpany and
organi zation. Use of a mddleware is al so recogni zed
as a solution to the problem of |inking new
applications to ol der | egacy systens. An enterprise
service bus (ESB) is then a distributed software
architecture inplenented froma collection of

m ddl eware servi ces which provides integration
capabilities. Usually based on open standards it

del i vers foufidethodranid systeindesextendimgrthe cemices
architectures via an § ent -dri ven and .nessagi ng

m ddl eware. Hen®PEOVide \éﬁééni@tﬁ'ﬁr@eéem&? E’HF concept
than it is a product it nevertheless allows
applications to be connected to this |ogical bus

t hrough connectors whi ch encapsul ate system
functionality and provide a | ayer of abstraction

bet ween bus and applications. Through the use of open
comuni cation standards connectivity between bus and
applications can thus be granted through many

t r ans peIBLDYedH TIHE.INVENTION

In the framework of a middleware aimed at interconnecting disparate

software applications the invention describes a method and a system for
extending the services provided by an enterprise service bus (ESB).

BACKGROUND OF THE INVENTION
Middleware is a family of computer software that permits the

interconnection, usually over a network, of disparate software components or
applications possibly running across heterogeneous computing platforms. A
middleware is often used to support complex distributed applications such as
web servers, application servers, content management systems, and more
generally to support all the software products and tools part of the information
technology (IT) system of any- modern large enterprise, company and
organization. Use of a middleware is also recognized as a solution to the
problem of linking new applications to older legacy systems.
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It is then a general object of the invention to extend
the services provided by current ESB architectures. It

W0 2008/12288 parti cul ar object of the invention POI/IB2008/001118

di scl ose a replication node of operation which extends
ESB services to the domains of bring up, resource

si zi ngAnarghterpgises senviced bupd@SB) ds thew sof distribated software
appl.ications in their, actual ﬁnvj ron is al so

t, . It . .
afchitsclie Brplementof, drMoA ©CalleRtion,ob pBIdeIpWae sisdces which
@W?géss iﬁﬂ@ét@tiﬁﬁ gp#ﬂ)ﬂ}ﬁeé?()‘s%g% Haded@rH bpeh! StAAdards it delivers

raffrc integrity checking no or to I nprove response
fourelatibnal servicels fap phoreacoroplex anchitéeturesoyiacan event-driven and

o, BUASHER L AT, WL 1
??(‘)&%Ud?fht héVerfielédtcalGd ANPIEatRMSCO! B icBRAné&teti &bethRNkYical bus

he acconpanyi ng draw n%. I't is intended that an
frough maneat@vamhm%eenwsu ersysiem étmqﬁ@nalltm.artslmmmxe a layer

THE | NVENTI he [NV i . i i n.a
o AR, he e AR APUCERAS, Tyl thguse of open
cEPRudiestiomnsnaardteeonmactiditg batwééen daktavd applications can thus
applications a nmethod and a system of extendi ng

bergranted thrayughogeanyirappportmediiMg. i ncomi ng servi ce
r equest,s; ' f L . | ,
forar lols R, of Befretdl 'SR BF o ' R To 1Blofilthe services

pﬂb\lik:técﬁbyeufregCEBBrahrogit@dthresf themAI :repl i Icat ed to one

or nore secondary shadow servers. |, replies received, ..

by ESBitfisanmaere prrtigeay obiacy & thadnyensiant iee @@@@ﬁd%mphcatlon
vali Vald [ N :

IRRED o, Dpeiaton, fhfery Bel HEB iriical 181 o, b bring up.

resuucé sizirgp @ndi regression sfeupdated oe qewssoftivriecapplications in their

r edundant regl ies are discarded. In one nodeof

ge™ak eNYFPRMEMat i on of the replies consists of

uncondjiti§ ofisd lav dsjkétdet tHeginvBAtiGe I YlleRTdpEtatin® Médes such as
primary server followed, optionally, by the |oggjng,
waranue of eew servers and applications; ér@a‘mné@,grdwmecglagi mode or to

IMSrov8 F8ESGH e fifiB'or Ehitic IpPiiEStidnR.

Further objects, features and advantages of the present invention will
become apparent to the ones skilled in the art upon examination of the following
description in reference to the accompanying drawings. It is intended that any
additional advantages be incorporated herein.

SUMMARY OF THE INVENTION
The invention describes in a middleware implementing an enterprise

service bus (ESB) for interconnecting disparate software applications a method
and a system of extehding services provided by the ESB. All incoming service
requests reaching ESB from end-clients are not only forwarded to a primary
server but are all, or an adjustable fraction of all of them, replicated to one or
more secondary shadow servers. All replies received by ESB from the primary
server and from the secondary shadow servers are validated. Validation
includes the forwarding to the end-clients of a single validated reply for each
incoming service request while all redundant replies are discarded. In one mode
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the reply fromthe primary server. |In another node of
operation validating the replies consists in conparing

w@pkiosnzsBi es to each other and to consi der thakCT/1B2008/001118

validation is only successful if all replies are
i dentical. However, if not successful, the forwarding
of opesationl walidatiod aafetier repligs iconsists at adconditiorally validating the

A3 35 P 38885 Bl 8RB i 7% Bk, i

BRBP RERArt, YTl disctaphi@bs BBséMBdin e se&siarg YepIRiY dbmpared to
whi chever it is comng fromthe primary server or from

the, reply fiom the psiswary g@ryers lmaoothes meds of BReR#ion validating the

DE | PT1 CE THE DRAW £l GURE 1 depi ct h .
BRIECERRTRIS I eoEPAIL. A ThPTer: et capsi 3olaBypapsider that
validdienl i@n&vpr Ssucdesafun #dapv@pfies NBlecBemticsll However, if not
enterprise service bus (ESB) FIGURE 2 describes the
seegassh: dhe clonwarding iofpresipgle (vaidaleddseplitoise replaced by the

BRI P e BUEL BT iy, ELARBE odh Bt SPedidaicting the
repies wonsistgreflungonditicAdli vhlidatity thecfirstrstdieid reply whichever it
application of the invention which is intended to

(Fafoming-freny then PEMARY SERAN i8S EOP LA RReiof tecsarpadary shadow
§£W’?PéN servers. FIGJRE 5 descri bes yet anot her

application of the invention that guarantees the

i nt egr f + I servers and, in

a furt RIEE fioty FTHE DRA 'N%f' so- to optimze

FESPRES® depiots thEmitdrirReMESIARE RiveMioRhehichl bettgritgkes place in
detail ed description of the invention refers to, the

h
Hecthapanpring! anudilicyare Mpleaaniad aesetefrrissrsaniee bysJESB)
FISOR QBGe%E’Hegé ‘ﬁ'?é‘kémg%h@ﬁ{s Og&fﬂﬁﬁeﬁ{e%t ﬁﬁé%ﬁ%ﬁ&w mode

and changes may be nmde to the e nents descri
of operationlepthd inmgntiorom t he spirit and scope of the

FIGURE 3 shows a first application of the invention where a shadow server

must be warmed up.

FIGURE 4 describes another application of the invention which is intended to
validate software applications running in secondary shadow servers.

FIGURE 5 describes yet another application of the invention that guarantees
the integrity of operation of a cluster of servers and, in a further mode of

operation, permits also to optimize response times.

DETAILED DESCRIPTION
The following detailed description of the invention refers to the

accompanying drawings. While the description includes exemplary
embodiments, other embodiments are possible, and changes may be made to
the embodiments described without departing from the spirit and scope of the
invention.

Figure 1 describes the environment of the invention which better takes
place in the framework of a middleware as discussed in the background section;
i.e., a product allowing the connection of disparate software components or
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invention. Figure 1 describes the environnment of the
i nvention which better takes place in the framework of

wa@20vsdziisenar e as di scussed in the background SRCT/IR2A08/001118

i.e., a product allow ng the connection of disparate
sof tware conponents orapplications generally across

lapplicatipasegereralyractossgheleavgeneaus( deriputinthiptationoisutiedd). This

AR REE R AR S e AR oy sorvers
! . 5 . _ . .

dAPL! Gab! prkfofrh2 P11 Pgéqéfgfo;éﬁplrgétt%éa?ﬁoﬁomﬁﬁrﬁ oreAshinframe

all other application for e I nformation
contputersand alirpthesrapplications (180 thatdarre tipe infermatiers technology

1 dd] eware products are ai med,at enabling the .
G 1 2 PRt FUSERiSR d50R o RRCRMG R prgcts are aimed at
2faBlingdtheé avAhectdre enRadtisle agptidationd tirbagh earnl adeaption layer, a
applications. This is done over an interconnection

coanepor t (12di U creals: vierderviappligationsat Thisi vien dgRg over an

THERRANGSISIT T fifin Pt BRGrAL T Relhdil) 38, RS eVedariven and
stindatds-based mdsSBgingdysterh (4 e)so tieat to eraatei dssftware gateway

degrees of sophistication the ultimat bject of an )
refBrTed tg|a699 enyrepege rssr\é%bMStqweE%ﬁt(iﬁﬁ}- iimpﬁementedyto various

PRSI OBt DRPLELHERof VRS oyl o foceratea
thenentegprisecappicatish s tolbave thempwork i pdraidny: m (155) ,
i ncl udes . a b_raffic r chat{ion enqi

| |
dupl | it B bk, 6 ngant e poitnr tGaliEsbias0), running from
ggg%ﬁdﬁﬁ&%md}ﬁnb!ﬁatﬁﬂﬁ‘r gll%lyg,sinEfudbE%_ 4¥tiE r&pliceion engine able

I cations. ESB”indeed ws the distribution of
to duplicate compdetelycer patdjaby the cessipnp establighéd with the end-users

Bb2s BrlsTerie ARl GtdPs dF BB ndeBl Al B FPbifibn of gyfions of
8BniceSRthiests AIHR) §ed dayeforRasiBusatéaRatarblisiduely’ idéhiiffable so
replication, If not conplete, is specifiable with a
thatiihisdppssiblentoagrabletar digablecthei teflic rapligatien @y a session and
B0, 351 V! EqfE Lol TPl (R AR el
afithla defineahpercentage.

The applications targeted by the normal traffic are called the primary
applications, running from a primary server (160), whereas the applications
targeted by the replicated traffic are called the secondary applications, running
from one or more secondary servers (170).

The traffic replication, secondary applications and secondary servers
are also further referred to in the following description of the invention as the
shadow mode of operation; i.e., a mode in which ESB has the capability of
replicating, partly or totally, the regular traffic to send it to a set of secondary or
shadow servers (170). Hence, when the shadow mode is enabled, the requests
received by the enterprise services bus (150) have to be sent several times,
once to the primary server (160), and replicated as many times as there are
secondary or shadow servers (170). In term of flows of traffic, the main

processing difference is however in the handling of the replies, returned by the
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targeted by the replicated traffic are called the
secondary applications, running fromone or nore

wGeewenekssy servers (170). The traffic replicatPOnB2008/001118

secondary applications and secondary servers are al so
further referred to in the follow ng description of
skeondary rdeireers pwhidheareheitier discirded arpeseat by mnother. proeessing,

d wh ESB h th bj.lit f
SHeR i85 s validation Grechanisme et discusbed hes8tery TreftE seglication
<8h t@‘dmeg. yct%tetdwadow servers (170). Hence, when

t he shadow no I's enabl ed, the requests received by

the enceype 'zsaeéefb\éma tgmpér;'em KB4 B Pihigfitht the shadow

Severa I mes, once to rrmary server

h&pﬂé@f%@aﬂm many tinmes as there are secondary or
shadow rvers (17 . Intermof flo of traffic, the
main pf QJeeFr@ﬁeén'ﬁg" Fohes qrht\w]énﬂgngpmﬂgnents a

géﬁlfcﬁﬁ)rr@% fiﬁehégqywﬁ%eﬁaﬁﬂcf}s Bﬂaéhdsf(e/?ﬁdaﬁor (250) aimed

are e scar or u by anot
at ocoliextingdhe sepliesds ap)pi;mn thezimn the preceasingroorfespoheing to one of

i scussed hereafter ficr tion can be
TG mpoas o pReition A ASabed: | pas the
CONPONgRE Syl estethe! feplidhtd?MBNihusheo Sd?éﬂl@WaHBdﬁaﬂ’ftam as many

operation. The shadow node nechanismis based on
natabhslnﬂq)@nearpas (@3pp@isi thererare 2sepondary @ﬁmg@)o@ashdor each

sbEah (40, WA 5P; 0880 BathBlo Nl YatR) £47 0 fup, primary

eppr@mn(ﬂzsg Henesg efth ttige ralnequast205) rebchps fthé i replicator;
further descrjped. The role of the replicator_ is thus

feauestatrayinad isdenticatad andnihe appsopratesspssion inforgation related
(G380 B gl S ot AT Ko ARt TR ot
seplicatesr |t|raﬂiq amp|maradesn sedgibhs wWithc the eeenmrﬂlarm applications.
Bepicaton of higrate e birkactes ap dhe iesis: of & echon percentage
LBl Syt A Th g e esions
replicated towards the secondary applications.

The validator component (250) is in charge of receiving and handling all
the replies (260, 270) including the original one from the primary application
(260). Validator behaves differently on the received replies depending on which
running mode is set. The validator has four specific modes of operation having
in common the fact that redundant replies are discarded (252). They are as
follows:

- In traffic replication only mode, the validator discards all the replies coming
from the secondary application(s) (270), thus forwards (280) only the

primary application replies (260) to the client application.
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replicates traffic and manages sessions with the
secondary applications. Replication of the traffic can

wheoosfit288T ed on the basis of a fractional percReI/ERPE08001118

the total traffic value. This percentage refers to the
nunmber of sessions replicated towards the secondary
appln trafficonegressionvalodeattbe vatidptonecompa®s) all ssecnndary replies

702 TN e EEtoecieRDl ront e Rmenlcsdsbeal s fs1he primary
appédrgat teply Ov%ﬁf?\) is afwby éjPéthne*He@@Y)&hl fo thef éiRne Bbbh(cé?lf?on If any of

the received replies depending on ch runni ng node
i s thet secxtmiavsalrepueamdoaamd’tduatabpm primampdeplyo# corresponding

oper g tion GV n_commopn t t r.ed nda

r et Roadit] (e aedryos febark (55 A teriBe B he segondary
tr addrivers' &l discdried. only node, the validator d| scar ds

all the replies conmng fromthe secondary

apPi thatiE Wégﬁitg(&%@( mé{ﬂé‘ Shé %W@ét@? cél%ﬁg}esoé‘li Ycohfing replies to
primary applTcation repli 260 e client
appeaataoiihen (260, rQM)aWhlohevergﬂwysarerconuUQ fromhthe primary (225) or

IR SRSt PSR iR SEMraienobd ct tem is

t heel@étleﬂafoy bé erletithed bl theblight appnaéﬁmv %nﬂelhéf ofiérs discarded.
(280) to the client application. |f any

secd iseraipeiTesMeseage i ispued (P8 o tha ﬂm apebww@
corresponding entry is added into a regression report
298) respiohse thrheeeptfmaatlormemeée,otttcarvgh@owewrm ghe first reply

alfeRaran Tmpanb ot dhe pBaR R SPefniay $EVtsh Kt supseavent

( 26@pligd B theihitiahqusry drBeliscafded:om ng from the primary
(225) or fromthe seCondary server(s) (235). If they

are al éfd?@ $ aBwsCaefiref a&Bﬁé’%tlcﬁ’\ f 9% § érﬂlohewhere a shadow
returne o the cllent application and the others
desear(déd) mushdevwsemed upr e g, aftersihbasibeenssetedp (2&byluster of
to the.clie ﬁpre ation. In_res '

St 48 ERANCTeaE B PG oTOrvER BT (THE (g sabled or to

irRPbdse ﬁreebva%ufddmmmg SApddi§ dfr thBBdlYster. Béfora @y server can
server(s). Al subsequent
be actually activated server cache (374) must be populated, preferably on real

traffic, so that the performance of the newly introduced server will be
immediately at par with the active ones (360) when actually turn on. In this
application of the invention, the traffic is replicated and sent to one or several
standby applications. Hence, the standby applications are expected to use the
replicated traffic to populate their local caches. In this mode (i.e.: the traffic
replication only mode), used to warm up one or more secondary applications
running in shadow server(s) by allowing their caches to be populated on the
basis of a real traffic, all the replies returned by the secondary application(s) are
just discarded (376) by ESB. When application caches are full enough,
replication is stopped and real traffic is sent instead. Each involved shadow
server needs to signal ESB the completion of its warm-up phase so that shadow
server can start playing an active role handling its share of the regular traffic.
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replies to the initial query are discarded. Figure 3
shows a first application of the invention where a

W@ b@doesser ver (370) nust be warned up e.g., aPCEIB2008/001118

has been set up in a cluster of servers to eventually
repl ace an active server which nust be disabled or to

I ncr eafigured alescebés cangther ngpplizationt vf othet evention which is
cluster. Before new server can be actually activated

;@PO@?C’ é%cyﬁ&dqtgmw Rf$PIFRIesLSRfWRTeAPRI! |gp%ﬂ5qn§,nlag in shadow
ﬁ)eré fr‘?‘BF er’ to%%séé?[f ré%@r?&émrégﬂ '&@%Em@% oy &A%WEyarﬁ sufficient

duce Server w Iat
eog | beforedise @3&&) detiegrirar bilthiel tyortespmmimg servidel ® end clients or

licatio he inventi an, e traffic.is , ,

Befare cinasadad sobare & PohiBrorodueior oy Bivifipde (.o, the tratfic
i t

e foh fBac) EXF QurheRe R N0aPRIdrERle HeonB6ds to compare

(4& reactcedply aethemed front th&spmm\aw @pphlicationhwith thé fanes received

E’egbl cat [ on c%ﬂn?' @ on( ﬁi 5‘?‘?rn ar m %Ju 026? ,P(SSYV%ByPreVIOUS
ﬂ#dd@/\bm ehé Fétiilnés q@h’?% bec&ﬁjaw l%bﬁéaﬂibn?%} éﬂéeaIQé\%Jléi:a?(ﬁed (476)

a real traf replies returne

dutiog the yawqgiiqnqd’tasenAﬂ)obae@qd@scr@pgaaleam L(r@xapcw behavior
licat ful l h
Pk Joalei &Y %'Héﬁ%iﬁezo@‘%é@%ﬁ?e” “traffic is sent
t lved sha d
S5 ol R 5 R TSl Eid R 0.

Wpth\evieas a%bﬁééﬂo‘?n%@écﬂ%éﬁ’eﬁ@f's\éﬁné@Isq'e'ﬂﬁeﬁbb 8 onkr several
share of the regular traffic.Figure 4 describes

secandary appli¢ationis sunoing tim shadew serer(s\d ¢0). Adter lSEhbas|

bliRed EF SRR sih 44 BHBER! a7 G shEfh iy PRPRLER 8 it compares

tr@ﬁ) GBSHs If%ﬂd’eﬁﬁ’éﬁiénet |déﬁt|¢3ﬂton61oﬂhéne(566‘) istdthneidetotthe end-
before the actual deljvering of

@?rr. eiRsWiseaN §EPY Message iervardes: (&550 Mblre&uedant replies are
[(.ig%mé%d(ﬁs,@ﬁtware is put into production. In this node
. e

raffic regression node) ESB duplicates

traffi 0, 4

repl y edETRabOIE e et iy AR bl HRTHARE Sy h fRStner
muties| epticated érfdJmm’eSsécﬁttDm@sz@Wbl amllo@ﬂbﬁé in the shadow
order to validate them As with previ

server(s). However, in th|s mode the first reply to reach ESB is returned
immediately to the end-user whichever it has been issued from the primary or

from any of the secondary application(s). Subsequent replies are discarded.
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node all the replies fromthe secondary application(s)
are al so discarded (476) during the validation phase.

WOARM080L288T ved di screpanci es or unexpect ed behaR@¢DIB2a¢82001118

|l ogged in a validation repawt (454). Figure 5
illustrates an application of the traffic integrity
YWHHATR ISCIAIMED WSt h previ ous applications each request
of service is replicated to one or several secondary

108 ' 'S t'éjgrqsgﬁgaie%rerlrgaf}%&gn erver&éﬁ > L9 IC‘%%US ESB) for

ﬁﬁé&ﬁﬁﬁéd’tlr@oéisbﬁﬁﬁté oftiaré bppReaRNSS of Eﬁ@hﬂﬁ{g“%rvlcfes provided
all replies are identical, one of them (556)

bethe &8, the meshediuESB: casepriging:se an error massage is
forwarded (458). Al redundant replies are discarded

( 57@ywatding hall rircpoinge seivice opquests dtoronenddbentseto a primary
traffic ‘F as in the other nodes, replicated and
addP¥YERE8Y one or several applications in the shadow
server(@,@ However, in this node thte) first reply

r eatgpli g ally or Lﬁm@m%@aﬁa@féw 1% a!'h'QC@WQJ%FV'Ce requests

anymeﬁ'%’eie@@ﬁagﬁé‘%%p. ShaddWspRReggiimy Y or from
o S0 BT R E ER P g o

( ESB3cdrefary shad®eseaers (R70); sparate software
appl i cations, of extending services provided by the

ESByalidaing®hé psblied (266), Qmémcfanng sté;?[rwﬁidih? ¢therfrther step of:

I ncom ng Service requests fromend-clients
pr i mefoywaisting rto( theoendrabipnisc at smgl&awahdaiedafeply (280) for each

adj us; f M ng service requests
(205)"185'5&%%&& r%ggegfaégbﬁg 'shadow servers (170);
r ecei disoarding (2520 kil eeddndant réisliest | mary server (260)
and fromthe one or nore secondary shadow servers

27 t th I 25 | i dat
é{ 81e, mg a 2 gnfﬁp\zr}%gglhgﬁ’@é Eﬁa of v lda?l I t%e regphes (250)
consists of uncondltlonally validating the reply coming from the primary server
(260), the method including the further optional step of:

logging, in an error report (255), all discrepancies observed in the

secondary replies compared to the reply from the primary server.

3. The method of claim 1 wherein the step of validating the replies (250)
consists in comparing all replies to each other and wherein validation is only
successful if all replies are identical.

4. The method of claims 1 and 3 wherein the step of forwarding a single
validated reply is replaced by the step of forwarding an error message (285) if

validating step is not successful.

5. The method of claim 1 wherein the step of validating the replies (250)
consists of unconditionally validating the first received reply whichever it is
coming from the primary server or from any of the one or more secondary

shadow servers.



forwarding to the end-clients a single validated reply
(280) for each incom ng service request (205); and,
waele@sardshg (252) all redundant replies. 2. TheCrhes2aesd01118
of claim1l wherein the step of validating the replies
(250) consists of unconditionally validating the reply
6oM ngldtemmmhpamculmran semtespns(eZ&@Mce HeusTgtl 50) compnsmg a

ehisaiarafeens (258) and i3 Vel o pisrtiee 2 ao) subie fof Fadying out
8608143 o thE Phéthad SREBRIASIG iy BRc BFMY/GIHAEM 158,

primary server a|n11 rern the
step of validating the replies (250) conS|sts in
n‘gawmgU@IFI pwo@pameperUOéasibreﬂ Hay ar@mn@teeuieadable storage

at i ce es_ar

sl cPPeiBingneomBiiee de3ase o meahl foF Falbfioat feast one
abm ufdr d(\‘I 85 )\®Y sheraiterthel methodvel éxlendiflgte®lskéniises provided by an

ace t he steB of forwarding an error nessage
(ea riges sarwcedws (1§03 eegordingrioranyieiteeakthel claims 1I'ﬁé5
nmet hod of claim 1l wherein the step of validating the
replies (250) consists of unconditionally validating
the first received reply whichever it is comng from
the primary server or fromany of the one or nore
secondary shadow servers. 6. A system in particular an
enterprise service bus (150), conprising a replicator
means (210) and a validator nmeans (250) adapted for
carrying out each step of the nethod according to any
one of the clains 1 to 5. 7. A conputer program
product stored on a conputer readable storage nedi um
conpri sing conputer readabl e code neans for causing at
| east one conputer (155) to operate the nethod of
extendi ng the services provided by an enterprise
service bus (150) according to any one of the clains 1
to 5.



