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The present invention relates to an external storage apparatus incorporating a
storage means arranged to erase data in units of predetermined blocks and a data
processing method for processing data which is stored in an external storage apparatus
of the foregoing type.

Related Background Art

As external storage apparatuses of a type for use in a data processing apparatus,
such as a personal computer or a digital still camera, external storage apparatuses of
a type incorporating a so-called flash meniory are known.

The external storage apparatus incorporating the flash memory has a étructure
that a storage region of the ﬁash memory is divided into a plurality of blocks so as to
manage a data region in block units. That is, erasing of data is performed in block
units. If an unrecoverable error is made in the storage region, use of the block
including the region in which the error has been made is inhibited. A block of the
fdregoing type is hereinafter called a use-inhibited block.

The external storage apparatus of the foregoing type has a structure that boot

data containing information and so forth required to make an access to the external
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storage apparatus are previously stored in a predetermined block. When the external

storage apparatus is booted up, boot data is initially read. Then, an access is made to
the external storage apparatus in accordance with obtained boot data so that data is
written/read.

In the external storage apparatus of the foregoing type, boot data usually
contains information required to make an access to the external storage apparatus. If
boot data cannot be read, the access to the external storage apparatus cannot be made.
Therefore, boot data must have satisfactory reliability.

Hitherto, the block (hereinafter called a "boot block") in which boot data is

stored is a block formed at a predetermined position. Even if a boot block which is

" usually used is made to be the use-inhibited block, a copy of boot data is stored in

another bléck so that boot data is read. In the conventional eitemal storage apparaius,
the religﬁﬂity is furthermore improved by preparing a plurality of copies of boot data.
Moreover,:the copies are étored in different blocks. However, the method in thch the
multiplicity of the copies of boot data are prepared is an undesirable.method ina
viewpoint 'of effectively using the storage capacity.

Hitheﬁo, when boot data has been updated, whether or not all of the copies of
boot data have been updated to latest boot data has not been determined. Therefore,
if the copy of boot data is not correctly updated to latest boot data in a certain
operation, latest, that is, correct boot data cannot be read. In the foregoing case, there

is apprehension that a correct access to the external storage apparatus cannot be made.
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Hitherto, even if a copy of boof data is prepared, the copy is used only when
reading of boot data of the original fails. Therefore, if the contents of original boot
data.are made to be incorrect because, for example, bits in a portion of the boot block
in which original boot data has been stored are undesirably inverted, there arises a
problem in that the foregoing boot data is as it is used if foregoing boot data can be

read.

SUMMARY OF THE INVENTION

.In view of the foregoing, an object of the present invention is to provide an
external storage apparatus which is capable of effectively using a storage region
thereof, with which an error cannot easily be made when boot data is read and which
exhibits satisfactory reliability.

Another object of the present invention is to provide a data processing method
with which the foregomg extemal storage apparatus can be realized.

Accordmg to one aspect of the present invention, there is prov1ded an external
storage apparatus which is arranged to erase data in units of predetermined blocks and
which incorporates a block in which boot data which is first read when the external
storage apparatus is booted up is stored. Boot data is stored in each of the blocks in
which boot data has been stored. Moreover, an identification number indicating
whether boot data stored in each block in which boot data has been stored is new or

old is stored in each of the blocks.
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The external storage apparatus according to the program is booted up such that
latest boot data among boot data stored in the plurality of the different blccks is read
in accordance with the identification number. Then, latest boot data is used so that the
external storage apparatus is booted up.

The external storage apparatus according to the present invention is arranged
such that whether boot data stored in the plurality of the different blocks is new or old
is determined in accordance with the identification number when the external storage

apparatus is booted up. If old boot data exists, old boot data is rewritten to latest boot

" data.

Accofding to another aspect of the present invention, there ie provided a data
processing method with which boot data which is first read when an external storage
apparatus arranged to eraee data in units of pfedetermined blocks' is booted up is stored
in the external storage apparatus, the data processing method comprising the steps of:
storing boot data in each ofa plurahty of dlfferent blocks; and storing an identification
number which mdlcates whether boot data stored in the blocks is new or old in each
of the blocks in which boot data has been stored.

The data processing method according to the present invention has a structure
that evhen the external storage apparatus is booted up, latest boot dafa among boot data
stored in the plurality of the different blocks is read in accordance with the
identification number, and the external storage apparatus is booted up by using latest

boot data.
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The data processing meihod according to the present invention has a structure
that when the external storage épparatus is booted up, whether boot data stored in the
plurality of the different blocks is new or old is determined in accordance with the
identification number, and old boot data is rewritten to latest boot data when old boot
da.ta exists.

Other objects, features and advantages of the invention will be evident from the
followihg detailed description of the preferred embodiments described in conjunction

with the attached drawings.

BRIEF DESCRIPTION OF THE DRAWING

Fig. 1 is a diagram showing the overall structure of a system to which the
present invention is applied;

Fig. 2 is a block diagram showing the structure of a memory card to which the
present invention is applied;

| Fig. .3 is a perspective ﬁew ﬁéwing the .shap-e' of the memory czll.r.d t;) .which'the

present invention is applied;

Fig. 4 is a diagram showing the structure of a storage region of the memory card
to which the present invention is applied;

Fig. 5 is a diagram showing the structure of distributed administration
information; |

Fig. 6 is a diagram showing the structure of additional administration
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information;

Fig. 7 is a diagram sthing a state in which collective administration
information is constituted from distributed administration information of each biock;

Fig. 8 is a diagram showing a procedure for updating a boot block;

Fig. 9 is a flow chart showing a procedure for reading the boot block when the
memory card is booted up; |

o Fig. 10 is a flow chart showing a procedure for reading the boot block when the

memory card is booted up;

Fig. 11 is a flow chart showing a procedure for reéding the boot block when the
memory card is booted up; and

Fig. 12 is a flow chart showing a procedure for reading the boot block when the

memory card is booted up.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
| An embodﬁnent .of the p;ESent ixl.;rénti;)n wi'll now be deséribed with reference |
to the drawings.

Fig. 1 shows the overall structﬁre of an example of a system to which the
present invention is applied. The .system according to this embodiment incorporgtes
a data processing apparatus 1 which is a host system and a memory card 2 which is an
external storage apparatus connected to the data processing apparatus 1 through a

serial interface.
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Although the system will now be described which has a structure that data is
communicated between the data processing apparatus 1 and the memory card 2
through the serial interface, the present invention may be applied to a system of a type
in which data communication is performed through a parallel interface. |

The data processing apparatus 1 iﬁcorporates a central processing unit (CPU)
3, an internal memory 4, a sub-storage unit S and a serial interface circuit 6. The
foregoing elements are connected to one another through a bus 7. The-data processing
apparatus 1 reads a proéam stored in, for example, the sub-storage unit 5 to cause the
CPU 3 to execute the program by using the internal memory 4 as a work area. At this
time, data is communicated to the memory card 2 through the serial interface circuit
6, as necessary.

The data processing apparatus for use in the system according to the present

invention is not limited particularly if the data processing apparatus is able to

communicate data to the external storage apparatus. The present invention may be

éppli;ed to any -o.ne' of a.variety ;)f data processing apparatuses, such as personal
computers, digital still cameras and digital video cameras.

The data processing apparatus 1 and the memory card 2 are connected to each
other through the serial interface. Specifically, the connection is established through
three data lines, which are data lines SCLK, State and DIO. That is, the data
processing apparétus 1 and the memory card 2 are connected to each other through at

least the
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first data line SCLK for transferring a clock signal when data is transferred, the second
data line State for transferring a status signal which is required when the data transfer
is performed and the third data line DIO for serially transferring data which must be
written on the memory card 2 or data and s0 forth read from the memory card 2. Thus,
data is communicated between the data processing apparatus 1 and the memory card
2 through the foregoing data lines.

Data is usually communicated between the data processiﬁg apparatus 1 and the
memory cérd 2 in file units, each of which is composed of a header and actual data. -
Note_ that, for example, information for making an access to the file, information
required by the program which is executed by the data processing apparatus 1 and so
forth are stored in the header of the file.

As shown in Fig. 2, the memory card 2 incorpqra-tes a controller 11, which
comprises a so-called control IC, and a fiash memory 12 which is controlled by the
controller 11.

Thé controﬁer 11 incorporates a -ser'iaU;;ér;llel z;nd paral.lelléex.'i-al interface-
sequencer 13 (hereihafter called a S/P & P/S interface sequencer 13) for performing
serial/parallel conversion and parallel/serial conversion; a flash memory interface
sequencer 14 serving as an interface through which an access to the flash memory 12
can be made; a page buffer 15 for temporarily storing data which is communicated
between the S/P & P/S interface sequencer 13 and the flash inemory interface

sequencer 14; an error correction circuit 16 for performing an error correction process;
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a command generator 17 for performing, for example, generation of a control
command for controlling the access to the flash memory 12; a configuration ROM 18
in which version information of the memory card 2, various attribute informa.tion items
and the like are stored; and an oscillator 19 for supplying a clock signal required for
the operatfon of each of the above-mentioned circuits;.
| The S/P & P/S interface sequencer 13 is connected to the serial interface circuit
6 of the data processing apparatus 1 through the above-mentioned three data lines
SCLK, State and DIO. Thus, the S/P & P/S interface sequencer 13 communicates data |
to the data processing apparatus 1 through the foregoing data lines SCLK, State and
DIO. That is, the S/P & P/S interface sequencer 13 converts parallel data transmitted
from the page buffer 15 into serial data so as to transmit serial data above to the serial
interface circuit 6 of the data processing apparatus 1. The S/P & P/S interface
sequencer 13 converts serial data transmitted from the serial interface circuit 6 of the
data processing apparatus 1 into parallel data so as to transmit parallel data above to
the pagé buffer 15. | | o ' |
Serial communication of data between the S/i’ & P/S interface sequencer 13 and
the data processing apparatus 1 is performed through the third data line DIO while
synchronization is maintained in response to the clock signal supplied from the data
processing apparatus 1 through the first data line SCLK. The type of serial data wﬁich
is éqnununimted through the third data l_ine DIO is determined in accordance with the

status signal which is transferred through the second data line State. Serial data is
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classified into, for example, data which must be written on the flash memory 12, data
read from the flash memory 12, control data for coptrolling the operation of the
memory card 2 and the like. The status signal is also used to indicate the state of the
memory card 2. The states of the memory card 2, which can be indicated in response
to the status signal, includes a state in which data input to the memory card 2 froxﬁ the
data processing apparatus 1 is not permitted during a certain process; and a state in
which data input from the data processing apparatus 1 is waited for after the process
in the memory card 2 has been completed.

When data transmitted from the data processing apparatus 1 is control data for
controlling the operation of the memory card 2, the S/P & P/S interface sequencer 13
supplies control data above to the command generator 17.

In accordance with control data supplied from the data processing apparatus 1
through the S/P & P/S interface sequencer 13, the command generafor 17 generates
a cohtrol command for controlling the access to the ﬂ-asﬂ merriory 12 s0 as to transmit
.tile c;)ntrol command to the flash merﬁory inferfé;:e sequc;.ncer 14. As desériﬁed later,
the flash memory interface sequencer 14 writes data on the flash memory 12 and reads
data from the flash memor); 12 in accordance with the control command.

An erroneous erase preventive switch 20 is connected to the command
generator 17. When the erroneous erase preventive switch 20 has been switched on,
the command generator 17 does not generate a control command for erasing data

written on the flash memory 12 even if control data for instructing erasing of data
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written on the flash memory 12 is transferred from the data processing apparatus 1.
That is, the memory card 2 can be brought to either of a state in which data stored in
the flash memory 12 cannot be erased by dint of the erroneous erase preventive switch
20 or a state in which data stored in the flash meméry 12 can be erased.

| The page buffer 15 disposed between the S/P & P/S interface sequencer 13 and
the flash.memory interface sequencer 14 is a so-called a buffer memory so as to
temporarily store data which is ;:ommunicated between the S/P & P/S interface
sequencer 13 and the flash meﬁxory interface sequencer 14,

Data which is transmitted from the S/P & P/S interface sequencer 13 to the
flash memory interface sequencer 14 is initially transmitted from the S/P & P/S
interface sequencer 13 to the page buffer 15 so as to temporarily be stored in the page
buffer 15. Data stored in the page buffer 15 is provided with an error correction code
by an error correction circuit 16. Data provided with the error correction code is, in

a predetermined page unit (for example, one page = 512 Bytes), transmitted f:rom the
 page buffer 15 to the flash m;emory interface seciuencer 14. .

As an alternative to this, data transmitted from the flash memory inteﬁace
sequencer 14 to the S/P & P/S interface sequencer 13 is initially transmitted from the
flash memory interface sequencer 14 to the pgge buffer 15 so as to temporarily be
stored in the page buffer 15. At this time, data stored in the page buffer 15 is
subjected to an error correction process in the error correction circuit 16. Data

subjected to the error correction process is, in a predetermined page unit, transmitted
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from the page buffer 15 to the S/P & P/S interface sequencer 13.

In accordance with the control command supplied from the command generator
17, the ﬁash memory interface sequencer 14 performs writing of data on the flash
memory 12, reading of data from the ﬂash'memor); 12 and so forth. That is, the flash
memory interface sequencer 14 reads data from the flash memory 12 in accordance
with the control command supplied from command generator 17 so as to transmit data
above to the S/P & P/S interface sequencer 13 through the page buffer 15, as described
above. As an alternative to this, the command generator 17 receives data supplied.
from the S/P & P/S interface sequencer 13 through the page buffer 15 in accordance
with the control command supplied frem the command generator 17 so as to write data
above oﬁ the flash memory 12.

Version infonﬁation of the memory card 2, various attitude information items
and the like are stored in the configuration ROM 18. Information stored in the
configuration ROM 18 is, as necessary, read by the command generator 17 through the
S/P & P/S interface sequencer 13soasto be used That is, the command generator
17 reads information stored in the configuration ROM 18, as necessary. In accordance
with information, the command generator 17 performs various settings relating to the
memory card 2. |

When data in the form of serial data which must be written on the flash memory
12 has been supplied to the memory card 2 from -the data processing apparatus 1

through the three data lines SCLK, State and DIO, the S/P & P/S interface sequencer
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13 initially converts serial data into parallel data so as to transmit parallel data above
to the page buffer 15. The page buffer 15 temporarily stores data transmitted from the
S/P & P/S interface sequencer 13. At this time, data stored in the page buffer 15 is
provided with an error correction code by the erfor correction circuit 16. Data
provided with the error correction code‘ is, in a predetermined page unit, transmitted
to the flash memory interface sequencer 14. In accordance with control command
supblied from the command generator 17, the flash memory interfaé_e sequencer 14
writes data supplied from the page buffer 15 on the flash memory 12. As a result of
the above-mentioned process, data transmitted from the data processing apparatus 1
is written on the flash memory 12.

‘When data is read from the memory card 2, data is initially read from the flash
memory 12 by the flash memory interfacé sequencer 14 in accordance with the control
command supplied from the command generator 17. The flash memoﬁ ipterfacé
sequ:encer 14 transmits data read from the flash memory 12 to the page buffer 15. The
p;age l';nuf-fel; 15 temporarily Stores data supplie;i from t-he ﬂasil m'emc-nly iﬁterface
sequencer 14. At this time, data stored in the page buffer 15 is subjected to the error
correction process in the error correction circuit 16. Data subjected to the error
correction process is, in a predetermined page unit, transmitted to the S/P & P/S
interface sequencer 13. The S/P & P/S interface sequencer 13 converts data supplied

from the page buffer 15 into serial data, and then transmits serial data to the data

processing apparatus 1 through the three data lines SCLK, State and DIO. As a result |
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of the above-mentioned process, data read from the flash memory 12 is transmitted to
the data processing apparatus 1.

" When data is written or read, control data for controlling tﬁe communication of
data is transmitted to the S/P & P/S interface sequencer 13 of the memory card 2 from
the data processihg apparatus 1 as well as data which must be written on the flash
memory 12 or data read from the flash memory 12 is communicated. Control data

above is transmitted from the S/P & P/S interface sequencer 13 to the command
generator 17. In accordance with control data transmitted from the ..S/P & P/S
interface sequencer 13, the command generator 17 generates a control command for
controlling the access to the flash memory 12. The control command is supplied to
the flash memory interface sequencer 14. In accordance with the control command,
the ﬂa;h memory interface sequencer 14 makes an access to the flash memory 12 so
as to write or read data. |
In éddition to the three data lines SCLK, State and DIO, the memory card 2 may
_l;e provided wuh a pbwerlsu[;ply line and a reserve line which is not us;ed ina l-.lS‘llal
~state. For ~example, Fig. 2 and Fig. 3 to be described later show a structure in which
four power supply electric lineé VSS1, VSS2, VCC and INT and three reserve lines
RSV1, RSVZ and RSV3 are provided for the memory card 2 in addition to the three
data lines SCLK, State and DIO.
A schematic shape of the memory card 2 will now be described with reference

to Fig. 3.
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The memory card 2 comprises a card-shape case 21 made of synthetic resin or
the like and having a rectangular planar shape and a small thickness; the controller 11;
the flash memory 12; and the like accommodated in the case 21. The memory card 2
is loaded into the data processing apparatus 1 having a loading mechanism for loading
the memory card 2 so that the fnemory card 2 is used.

A diagonal cut portion 22 is formed at the front end of the case 21 of the
memory card 2. Moreover, ten recesses 23 ére formed in the cut portion 22. The
recesses 23 have external connection terminals arranged to be connected to connection
terminals of the data processing apparatus when the memory card 2 is loaded into the
loading unit of the data processing apparatus 1. That is, the memory card 2 has ten
terminals 24a, 24b, 24c, 244, 24e, 24f, 24g, 24h, 24i and 24j serving as external
connection terminals. The foregoing external connection terminals consist of three
data line terminals 24b, 24d and 24h, four power supply terminals 24a, Z4f,.24i and
24j for the power source and three reserve terminals 24c, 24¢ and 24g.

An erronéous erase preventlve member 25 is Jomed to the upper surface of the-
case 21 of the memory card 2. The erroneous erase preventive member 25 is engaged |
to the erroneous erase preventive switch 20 accommodated in the case 21. When the
erroneous erase preventive member 25 is slid, the erroneous erase preventive switch
20 can be switchéd on/off. |

The memory card 2 is provided with a first locking cut portion 26 having a

circular arc shape and provided for either side surface of the erroneous erase
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preventive switch 20 to prevent separation of the memory card 2 from the data
processing aiiparatus 1 after the memory card 2 has been loaded into the loading unit
of the data processing apparatus 1. Moreover, a second locking cut portion 27 in the
form of a rectangular shape is formed in another side surface of the erroneous erase
prevlentive switch 20. When the memory card 2 has been loaded into the loading unit
of the data processing apparatus 1, the locking cut portions 26 and 27 are engaged to
the loading unit of the data processing apparafus 1 in order to prevent separation of the
memory card 2. |

Note that the memory card 2 shown in Fig. 3 is an example of the external
storage apparatus to which the present invention is applied. That is, the present
invention does not depend on the shape of the external storage apparatus. The present
invention may be applied to any one qf external storage apparatuses regardless of the
shape of the external storage apparatus.

The structure of a storage region of the flash memory 12 which is loaded into
the melﬁory card 2 will now b.e described. Note that the structuré of the storage region
which will now_be described is an example of the structure of the storage region of the
external storage apparatus to which the present invention is applied.

The present invention may widely be applied to a variety of external storage
apparatuses of a type having a structure that the storage region is divided into a
plurality of blocks which are units for data erase and a boot block in which boot data

is stored is provided. The structure of the storage region is not limited to the following
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structure. _

As shown in Fig. 4A, the storage region of the flash memory 12 is divided into
~ aplurality of blocks which are units for erasing data. The blocks consist of the boot
block for stofing boot data which is data arranged to initially be read by the data
processing apparatus 1 when the memory card 2 has been booted up; and a data block
on which arbitrary data is written. Each block has specific pﬁysic#l address. The
blocks are units for erasing data and a minimum unit for managing a file. Thatis, a
file is stored in one or more blocks. 'I'her‘efdre, one block cannot be used by a plurality
of files. |

Each boot block is composed of a plurality of bits each of which can be brought
to either of two states which are a state "1" and a state "0". In an initial state, all bits
are in thé state of "1". Therefore, change of a bit unit is permitted from only "1" to
"Q". That is, when data composed of "1" and "0" is written, bits corresponding to "1"
are maintained and bits correisponding to "0" are changed from "1" to "0". |

When written data is erased, each block unit is collectively subjected to an
initializing process so that all of bits in the foregoing block are made to be "1". Asa
resﬁlt, data written on the block are collectively erased. Therefore, the data can again
be written on the foregoing block.

Note that the preseni invention may be applied to any one of flash memories
(so-called multi-value flash memories) of a type in which each bit can be brought to

any one of three or more states as well as the flash memories (so-called binary-type
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flash memories) in which each bit can be brought to only two states.

Each block of the flash memory 12 is, as shown in Flg 4B, composéd ofa
plurality of pages which are units for writing or reading data. That is, when data is
written on the flash memory 12, data transmitted from the page buffer 15 in page units
. is, in page units, written on the flash memory 12 by the ﬂash memory interface
sequencer 14. When data is read from the flash memory 12, the flash memory
interface sequencer 14 reads data in page units so as to transmit data to the page buffer

15.

Each page has a data area and a redundant area. The data area is a region on

which arbitrary data is written. The redundant area is a region in Whiéh information
required to manage data, which is written oi:_t the data area, is stored.

Specifically, so-called distributed administration information is stored in the
redundant area on the leading page of the block as information required to administrate

the block, as shown in Fig. 4C. Also distributed administration information which is

the same as that stored in the redundant area of the leading end page is, as spare

distributed administration information, stored in the redundant area of pages from a
second page of the block. Note that so-called additional administration information
is, in place of distributed administration infoﬁnation, stored in the redundant area of
a final page as additional information which cannot be administrated by only
distributed administration information.

As described above, distributed administration information is stored in the

Sns g

R it tat's
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redundant area of each block in the foregoing flash memory 12. Distributed
administration information is information for administrating the block in which
distributed administration information has been stored. In accordance with distributed
administration information, for example, information indicating whether or not the
foregoing block is a block which is the leading end of the file and information
indicating connection of blocks when the file is composed of lthe plural blocks can be
‘obtained. Distributed administration information will be described later. |

Distributed administration information of the blocks in the memory card 2 are
collected so that collective administration information is produced which serves as
information for administrating the overall structure of the flash memory. Then,
collective administration information is stored in the flash memory 12 as a file.

Usually, collective administration information is used to obtain information
required to make an access to each block. That is, when qata is communicated
between the data processing apparatus 1 and the memory card 2, the data processing
apparatus 1 reads collective administration information from the_ memory card 2 to
develop the same in the internal memory 4. In accordance with collective
administration fnformation, the data processing apparatus 1 makes an access to the
memory card 2. As a result, the necéssity of making an access to the 'distributed
administration information stored in each block can be eliminated. Thus, higher speed
data access is permitted.

Distributed administration information, additional administration information
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and collective administration information will now be described.

Distributed administr#tion infofmation is information for administrating the
block iﬁ which distributed administraiion information has been 'stored, the distributed
administration information being written on a 16-byte redundant area. Specifically,
the distributed administration information is, as shown in Fig. 5, composed of a 1-byte
permission/inhibition flag, a 1-byfe block ﬂaé, a 4-bit final flag, a 4-bit reference flag,
a 1-byte administration flag, a 2-byte logical address, a 2-byte connection address, a
3-byte reserve region, a 2-byte distn'buted.administration information error correction
code and a 3-byte data error correction code.

The permission/inhibition flag is a flag indicating whether the block is in a
use-permitted state or a use-inhibited state. Specifically, the permission/inhibition flag
is able to indicate either of two states which are "use permitted” and "use inhibited".
The "use permitted” indicates a state in which the block can be used, while the "use
inhibited" indicates that the block ca:nnot be uSed. If unrecoverable error is made in
the block, the permission/inhibition flag is set to be "use inhibited" so that use of the
block is inhibited.

.The block flag is a flag indicating the state of the block. Specifically, the block
flag indicates any one of four states which are "non-use”, "use ﬁt leading end", "use"
and "non-erase”. The "non-use" indicates a state in which the block is in a non-used
state or data has been erased from the block: Thus, the block in the state of "non-use" .

is in an initial state (all of bits are "1") in which data can immediately be written. The
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“use at leading end" indicates a state in which the block is used at the leading end of
the file. In a boot block having the boot data stored therein, the block flag is in the
state "use at leading end". The "use" indicates a state in wﬁich the block is used in a
portion except for the leading end. When the bl;)ck flag is in the state "use", the block
is connected to another block. The "non-erase" indicates a state in which data written
on the block becomes ﬁnnecessary. When data is, for example, erased, the block flag
is initially brought to the state "non-erase". If long processing time i§ permitted, the
blocks having the _b]ock flags each of which is in the "non-erase” state are erased. As
a result, an erasing process can effectively be performed. |

The final flag is a flag indicating whether or not the file has been ended.
Specifically, the final flag indicates either of "block oontiﬁued" or "block ended". The
"block continued” indicates a state in which the block is connected to a next block. |
That is, the "block continued" indica_tes that the file stored in the block has a fqllowing |
portion and thus the file is continued t:o. another block. The "block ended" indicates

that the Elock is the end block. That is, the "block ended" indicates that the file stored

- in the block is ended in this block.

The reference flag is a flag for instructing a reference of additional
administration ixiformation. Specifically, the reference flag indicates either of two
States which are "no reference information” and "reference information exists". '. The
"no reference information” indicates that effective additional administration

information does not exist in a redundant region on the final page of the block. The
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“reference information exists” indicates that effective additional administration
information exists in the redundant region on the final page of the block.

The administration flag is a flag indicating the attribute of the block. The
administration flag indicates, for example, whether the block is a read only block or
a block which also permits writing. ' The administration flag also indicates that the
block is a boot block or a data block.

The logical address ipdicafs the logical address of the block in its literal sense.
The value of the logical address is updated as necessary when data is rewritten. The
value of the logical address is set in such a manner that the value of the logical address
is not simultaneously possessed by a plurality of blocks.

The connection address is a logical address of a block connected to the block.
That is, the file stored in the block has a following portion. If the file is continued to
another block, a value of a logical address of a next block in which the following
portion of the file has been stored is set to the connection address. |

The distributed administration information error correction code is an error
correction code for correcting the administration flag, the logical address, the
connection address and ‘data written on the reserve region -among distributed
- administration information. Note that eéch of the permission/inhibition flag, the block
flag, the final flag and the reference ﬂag is not corrected by the distributed
administration information error correctioﬁ code. Therefore, the permission/inhibition

~ flag, the block flag, the final flag and the reference flag can be rewritten without a
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necessity of updating the distributed administration information error correction code.

The data error correction code is an error correction code for correcting data
written on a data area of a page in which the data error correction code has been
stored.

The distributed administration information error correction code and the data
error correction code are used by the error correction circuit 16 included in the
memory card 2. Therefore, error correction using the error correction code does not
depend on the data processing apparatus 1 and an arbitrary method depending on the
memory card_ 2 may be employed.

Additional administration information is information stored in the 16-byte
redundant area on the final page of the bldck and containing additional information
which cannot be administrated only by distributed administration information.

Specifically, additional administration information is, as shown m Fig. 6,
composed of a 1-byte permission/inhibition flag, a 1-byte block flag, a 4-bit final flag,
a- 4-bit reference flag, a 1-byte identification number, a 2-_byte effective data size, a
5-byte reserve region, a 2-byte additional administration information error correction
code and a 3-byte dafa error correction code.

The permission/inhibition flag, the block flag, thé, final flag, the reference flag,
the reserve region and data error correction code are arranged similarly to those of the
distributed administration infoﬁnation. The additional administration information

error correction code corresponds to the distributed administration information error
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correction code of distributed administration info_rmaﬁori. The additional
administration information error correction code is an error correction code for
correcting the identification number, the effective size and the reserve region among
additional administration information.

- The identification number and the effective data size aré included in additional
administration information as additional information which cannot be administrated
by only. distributed administration information.

The identifiéétion number is information for performing an error solving
process, the value of the identifimfion number being incremented whenever data in the
block is rewritten. If an error is made and thus a plurality of blocks having the same
logical address exist, the identification number is used to determine whether data
written on the block is new or old. A 1-byte region is used by the identification
number, the value of the identification number being "0" to "255". The initjal value
of the identification number is "0". If the identification number is made to be larger
than "255", the value is returned to."0". If a plurality of data blocks having the same
logical address exist, a data block having the identification number, the value of which
is smaller, is made to be effective. If a plurality of boot blocks having the same logical
address exist as described later, a boot block having the identificafion number, the

number of which is larger, is made to be effective.
The effective datzli size is the size of effective data ix_l the block. That is, if the

data area of the block has a blank portion, a value indicating the size of data written
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on the data area is set as the effective data size. At this time, the reference flag in

distfibuted édministration information is set to be "reference information exists". If
the data area of the block has no blank portion, "OXEEEE" is set to the effective data size
as a value indicating that the data area has no blank portion.

Distributed administration information and additional administration
information above are always updated to be latest information w'henéver data in the
block is updated. |

Collective administration information is information produced by collecting

distributed administration information. of each of_ the 'i)locks, the 'collective
| adminisfration information being stored in the flash meﬁow 12 as a file. That is, as
shown in Fig. 7, a file of collective admin.istration information, which is information
for collectively administrating all blocks, is produced from distributed administration
information of each block. Collective administration information is stored in a data
area of a predetermined block. Note that colleé:tive administration information may
be stored in one block or a plurality of blocks. The data processing apparatus 1 usually
obtains information required to make an access to each block in. accordance with
collective administration information.

When the memory card 2 is booted up, boot data is initially read from the boot
block by thel data processing apparatus 1. Boot data includes a physical address of the
bl;)ck which has been instructed and in which collective administration information iS

stored. Therefor, the data processing apparatus 1 reads collective administration
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fnformation stored in’the block corresponding to the physical address to develop
collective administration information in the internal memory 4. In accordance with
collective administration information, th_e data processing apparatus 1 makes an access
to the memory card 2. If collective adminiétration information cannot normally be
read from the flash memory 12, the data processing apparatus 1 reads distributed
administration information of all of the blocks to reconstitute éollectiv_e administration
information so as to use collective administration information.

Whenever data is remitteri, the data processing apparatus 1, as the need arjses, _
updates collective administration information developed in the internal memory 4 in
such a manner that collective adr_ninistr'ationl information is consistent with the actual
state of the flash memory 12 (that is, the co—llective a&ministration information is
consistent with the contents of distributed adminis‘fration information). On the other
hand, collective administration information stored in the flash memory 12 as a file is
not updated whenever rewriting of data or the like is performed. The contents of
collective administration information are collectively updated at appropriate timing.
The appropriate timing is, for example, a moment of time before power supply is
interrupted, a moment of time at which no access to the memory card 2 is made for a
period of time longer than a predetermined tiine or a moment at which rewriting of
data is performed not smaller than predetermined number of times.

In general, the number of times permitted for the flash memory 12 to rewrite

data has an upper limit. When rewriting of collective administration information
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stored in the flash memory 12 as a file is somewhat collectively performed, the number
of rewriting times of the block in which collective administration information has been
stored can be reduced. Thus, the lifetime of the memory card 2 can be elongated.

The process of the boot block which fs an essential portion of the present
invention will now be described.

Boot data is data which is first read by the data processing appafatus 1 when the
memory card 2 has been booted up. Boot data contains information required to make
an access to the memory card 2. Thefefore, if an error is rhade_ in the boot block in
which boot data has been stored and thus boot data cannot normally be read, the
access to the memory card 2 cannot be made. Thus, the boot block must have
satisfactory reiiability. |

Accordingly, the me.mofy card 2 according to the present invention has a
siructure that boot data is always stored in two effective blocks at the feading end of
the flash memory 12. Note that the "effective blocks" .are blocksina use-perm_itted
state. That is, the "effective blocks" are blocks having the pennission/inh'ibition'flag
set to "use permitted". That is, when .bc')'ot data is stored in the block, ineffective
blocks (that is, blocks each having the permission/inhibition flag set fo "use inhibited")n
are not used and skipped. Thus, boot data is stored in the effective blocks so that boot
blocks are generated. |

As described above, the memory card 2 according to the present invention has

the structure that a fixed and specific block is not made to be the boot block. If an
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ineffective block is made, the block for storing boot data is changed. Thus, boot data
is always stored in two effective blocks. That is, even if an efror is made in the leading
end block, boot data is always stored d_oublé in two effective blocks. Therefore, the
reliability of the memory card 2 according to the present invention can significantly
be improved.

Moreover, the memory card 2 according to the present invention has a structure
that the identification number inclﬁded in additional administration information is used
differently between a case of data block and. a case of a boot block.

In the case of the data block, if a plurality of blocks having the same logical
address exist, new or old of data stored in the blocks is identified by ﬁsing the
identification number. The reaﬁon.why a plurality of data blocks having the same
. logical address exist | mainly lies in that an error is made when the data block is
updated. At this time, data stored in the data block having the identification number,
the number of which is smaller, is data before upda@ing. Therefore, if a plurality of
data blocks having the same logical 'ad_dréss exist, the data block having the |
identification number, the number of which is smaller, is selected so that a state before
data is updated is restored. Thus, data stored in the foregoing data block is employed
as effective data. |

The identification number of the data block is initialized to "0" when a logical
address is newly assigned to the data block. The idéntification number is incremented

by one when the data block is updated. As described above, if the identification



29

number exceeds "255", the identii;ication number is returned to "0".

In the case of the boot block, the identification number is, as described above,
used to identify new or old of the boot data stored in the two effective blocks at the
leading end of the flash memory 12. Boot data is information required to make an
access to the memory card 2. Therefore, latest information must be employed. If the
identification numbers of the two boot blocks are different from each other, an error
is usually made when the boot block is updated. Boot data stored in the boot block
having an identification number, the vaiue of which is large, is boot data containing
newer information. If two boot blocks have different identification numbers, the boot
biock having the identification number, the value of which is larger, is selected so that
data stored in the foregoing boot block is employed as boot data.

The memory card 2 is formatted when it is uSed at first. When the formatting
operation is performed, the identification number of the boot block is initialize_d to "0".
The identification number is incremented by one when boot data stored in the boot
block is updated. Also in the case of the boot block, if the 'id_entificati'on number
exceeds "255", it is returned to "0", similarly to the data block.

A procedure for.making the two effective blocks at the leading end of the flash
memory 12 to be the boot blécks and administrating new or old of the boot block by
using the identification number will now be described.

(1) Procedure of Formatting Process

As described above, the memory card 2 according to the present invention is
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formatted when it is initially used. When the formatting process is performed, the boot
block is generated. Therefore, a procedure for generating the boot block when the
formatting process is performed will now be described.

When the formatting process is performed, the data processing apparatus 1
' initially reads information stored in the configuration ROM 18 of the memory card 2.
In accordance with read information and so forth, the data processing aﬁparatus 1
produces data (that is, boot data) which is stored in the boot block. To cause read data
to be recognized as boot data, information (hereinafter called a "boot identifier")
indicating that read data is boot data is included in data which must be stored in the
boot block.

Then, produced boot data is written on.each of the two leading end biocks'of
the flash memory 12 (that is, in a block having the smallest physical address value and
a block having a second physical address value) so that a boot block and a spare boot
block are generated. At this time, the ider_ltification number of additional
administration information of the block on which boot data above is written is set to
be "0". If the process is completed without any error, the process for producing the
boot block is completed.

Specifically,.the proceSs for writing boot data is performed such that the subject
block is initially sﬁbjectgd to the erasing process. Then, boot data is written on the
foregoing block. If the subject block cannot ndrmally be subjected to the erasing

process or if boot data cannot normally be written on the block subjected to the erasing
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process, the permis_sion/inhibition flag of the foregoing block is set to be "use
inhibited". Thus, use of the foregoing block is inhibited. If the permission/inhibition
flag cannot be set to be the "use inhibited", the process for setting the
permission/inhibition flag to be the "use inhibited" is retried several times. If setting
cannot be performed even after the plural retrial processes, the data processing
apparatus 1 determines that thé media is abnormal. Thus, the data processing
apparatus 1 does not receive t.he' memory card 2.

If an error is made in the block aﬁempted to be the boot block, the memory card
2 according to the present invention tries to similarly write boot data on a block which
can be used. The memory card 2 continues the foregoing process until two normal
boot block having the same contents are produced. As a result, boot data having the
same contents are respectively stored in the two leading end blocks of the flash
memory 12. Thus, the two effective blocks at the leading end are made to be'_. a boot
block and a spare boot block.

The process for writing boot data is interrupted if the physical address of the
subject biock reaches a predetermined value M even in a case where two boot blocks
having the same contents have not been produced. The predetennined value M isa
value made to be adaptable to the characteristics of the flash memoﬁ 12 and the like.
When the physical address of the subject block has reached the predetermined value .
M, the process for producing the boot block is interrupted e-ven if only one boot block

has been produced. Even if the physical address of the subject block has reached the
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predetermined value M and if no boot block is produéed, a determination is made that
the media is abnormal. Thus, the data processing apparatus 1 does not receive the
memory card 2.

In general, the flash memory 12 has a high possibility that an error is made in
a block wh'i;h is subjected to rewriting process many times. If an error is made, there
is apprehension that errors are made afterwards. Therefore, the block which has been
used as a boot block and the use of which has been inhibited because of an error, the
block is not used again even if the enof is a temporary error. -Since the
above-mentioned rule is employed, boot data which is very important information is
stored in a block having further satisfac‘tory reliability. Thus, the reliability of the boot
block can be improved. Note that the above-mentioned rule is applied to only a region
from the leading end block to the second boot block or to only a region to a block
having the physical address which reaches the above-mentioned predetermined value
M if the second boot block does not exist. That is, the above-mentioned rule is applied
to only boot blocks which must have séltisfactbry reliability and application of the same
is inhibited to the follbwing blocks (that is, the data blocks). As a result, the storage
region can furthermore effectively be used. | |

(2) ‘Procedure for Updating Boot Block

Boot data is not always the same data. When the memory card 2 is used, the
contents 6f boot data must be changed. Therefore, the boot block is sometimes

updated so as to rewrite boot data. The process for rewriting boot data is performed
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in accordance with the following rule.

When boot data .is rewritten, ihe contents of collective administration
informétion must be changed. Therefore, ooliective administration informatién stored
in the flash memory 12 as a file is made to be ineffective before boot data is rewritten.
When collective administration information is used next, reconstitution from
distributed administration information is 'perfofmed.

When the céntents of boot data are rewritten, the boot block in which boot data
has been stored is subjected to the erasing proce.ss wheréby new boot data is written
on the foregoing block. That is, when boot data is rewritten, the contents of the same
block are updated without using another block. If an error is made when the process |
for updating the boot block is performed and use of the foregoing block is inhibited,
the foregoing process is not performed.

When the process for rewriting to new boot data is performed, one _of the two
produced boot blocks that has a smaller physical address is subjected to the p:rocess.
At this time, the identification-numbet of the boot block having the contents which
have been updated is incremented by one. If the value of the identification number
before the rewriting operation is "255", the value is made to be "0".

When the spare boot block (that is, the boot block having a larger physical
address) is updated and thus the process for rewriting boot data to new boot data to
make the contents to be same as those of the other boot block has been performed, the

identification number of the spare boot block is made to be the same value as that of
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the identification number of the other boot block.

A procedure for updating the boot block in accordance with the
above-mentioned rule will now be described with reference to Fig. 8.

Inan example shown in Fig. 8, a block having the physical address “1" is a boot
block which is used usually (hereinafter called a "first boot block") and a block having
the physical address "2" is the spare boot block (hereinafter called a "second boot -
block™). In the example shown in Fig. 8, a state in which boot data has normally been
written and boot data can be read is indicated as "OK". A state in which boot data
cannot be read because, for example, the i)ro.cess for rewriting boot data is being
performed is indicated as "NG". | |

Fig. 8A shows a normal state before the process for rewriting the boot block is
performed. At this time, the identification number of the first boot block and that of
the second boot block have the same value. Specifically, in the example shown m Fig.
8A, the identification number of the first boot bloek is "10" and also the ieientification
number of the second boot block is "10".

When the boot block is updated, the boot block having a smaller thsical
address, that is, the first boot block is subjected to the process for rewriting boot data,
as shewn in Fig. 8B. Since the first boot block is in the process for rewriting boot data,
the first boot block is brought to the "NG" state in which the first boot block cannot
be used as a boot block.

If the memory card 2 is forcibly removed from the data processing apparatus
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1 or if the prbcess is interrupted in the above-mentioned state, the first boot block
~ cannot be.used as a boot block when restart is performeci. In the foregoing case, boot
data stored in the second boot block which is the spare boot block is read so that the
memory card 2 is booted up. In the foregoing case, the first boot block is reconstituted
in accordance with boot data read from the second boot block.

‘When the first boot block has been updated, the identification number of the
first boot block is incremented by one, as shown in Fig. 8C. In this embodiment, the
value of the identification number is made to be "11". In the foregoing state, new boot
data is stored in the first boot block and old boot data is stored in the second boot
block. |

When the process is interrupted in the foregoing case because of, for example,
forcible removal of the memory card 2 from the data processing apparatus 1, new boot
data stored in the first boot block (that is, boot data stored -in the boot block having the -
larger :identification number) is read when restart is performed. Thus, the memory
card 2 is booted up. At this time, boot data stored in the boot block having the
identification number, the vaiue of which is smaller (tﬁat is, the second boot block),
is updated in accordance with boot data stored in the boot block (that is, the first boot
block) having .the identification number, the value of which is larger.

When the process for updating the first boot block has been completed, the boot
block having the larger physical address, that is, the second boot block is updated, as

shown in Fig. 8D. At this time, the second boot block is brought to the "NG" state in
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which it cannot be used as the boot ble~k because bc;ot data is being rewritten.

If the process is interrupted at this time because of, for example, forcible
removable of the memory card 2 from the data processing apparatus. 1, boot data in the
first boot block is used so that the reétart is performed to boot up the memory card 2.
However, a state is realized in which no spare boot block exists. Therefore, the second
boot block, which is the spare boot block, is reconstituted at this time in accordance
with boot data read from the first boot block.

When the second boot block has been updated, the identification number of the
second boot block is incremented by one, as shown in Fig. 8E. in this embodiment the
value of the identification number is made to be "11". As a result, the identification
number of the first boot block and that of the second boot block have the same value.
As a result of the above-mentioned process, bofh of the first and second boot blocks
are brought to the state in which new boot block has been stored.

(3) Procedure for Réading Boot Block When Memory C_ard is Booted Up

Boot data stored in the boot block is first read by the data prdcessing apparatus
1 when the memory card 2 has been connected to the data procéssing apparatus 1 and
the same has been booted up. A procedure for reading the boot block by the data
processing apparatus 1 when the memory .card is booted up will now be described.

In a normal state, two boot blocks exist which having the same identification
number and the same contents. Therefore, a proéess for confirming the

above-mentioned fact is always performed when the memory card is booted up.
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Specifically, the following process is performed in the sequential order starting at the
leading end block so as to examine the boot block.

. Whether or not distn’buted.admipistration information of the leading end page
can normally be read is confirmed. |

« Whether or not the permission/inhibition flag has been brought to the "use
| permitted"” state is confirmed. |

o Whether or not the block flag has been br-oug'ht to the "use at leading enci" is

confirmed. | | .

* The boot identifier is detected so as to confirm whether or not stored data is
boot data.

'« Whether or not additional- administration information stored on the final page
can normally be read is confirmed.

« The identification number is read. In the case of the first boot block, the value
of the idéntiﬁcation number of the first boot block is stored. In the case of the second
boot block, whether or not the identification number of the second boot block
coincides with that of the first boot block is confirmed.

« Data in the boot block is read. In the case of the first boot block, read data is
stored. In the caSe of the second boot block, Whethér or niot read data and stored data
of the first boot block coincide with each other is confirmed. .

The above-mentioned process is performed such that the process starts at the

leading end block. When two boot blocks having the same identification number and
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the same contents have been confirmed, the operétion for reading the boot blocks is
completed. As described above, two boot blocks are confirmed when the memory card
2 is booted up so that the reliability of the memory card 2 is significantly improved.

If only one boot block exists after examination has been continued until the
 physical address reaches the predetermined value M, boot data stored in the boot block -
is used to boot the memory card 2 up. If a usable block exists among thé leading end
block to the M-th block, boot data ié written on the usable block. Thus, a new épare
boot block is produced. If-no usable block exists from the leading end block to the
M-th block, the meniory card 2 is 6perated in the state in which only one boot block
exists. If no boot block exist after examination has been continued to the M-th block,
the data processing apparatus 1 determines that the media is abnormal. Thus, the data
processing apparatus 1 does not receive the memory card 2.

If the identification numbers are different from each other even in a state in
which boot data has normally been written on two blocks, the block havin:g tile large
identification number is selected as a valid boot block. When the memory card 2 is
booted up, boot data store& in the block having the larger identification.-number is
used. If the identification number of either of the two blocks is "255" and that of the
other block is "0", the block having the identification number "0" is selected as a valid
boot block. Thus, boot data in the valid boot block is used. If boot data is normally

written on only one block, the foregoing block is used_as the boot block.

A further detailed procedure for reading the boot block when the memory card
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is booted up will now be described with referencé to a flow éhaft shown in Figs. 9 to
12. In this embodiment, variables I, WB, IDA and IDB are employed. The variables
I and WB are those to each of which the physical address is input, while the variables
IDA and IDB are thosé to each of which the value of the identification number is
input.

When the memory card is booted up, "0" is input to the variable I in step S1.
Moreover, "0" is input to each of the variables IDA and IDB. Then, the operation
proce'eds to stép S2.

In step S2 the block, which must be processed, is made to lbe a block having the
physical address indicated with the variable I. Then, the operation proceeds to step S3.

In step S3 whether or not distributed administration information can be read
from the block which must be processed is determined. If distributed administration
information can .be read, the operation proceeds to step S4. If distributed
administration information cannot be read, the.operation proceeds to siep S25.

In step S4 whether or not the permission/inhibition flag of the block which must
be processed is brought to the "use permitted” state is determined. If the state is the
"use permitted" state, the operation proceeds to step S5. If the state is not the "use
permitted" state, the operation proceeds to step 322.

In step S5 whether or not the block flag of the block which must be processed
-is the "use at leading end" is defermined. If the state is the "use at leading end", the

operation proceeds to step S6. If the state is not the "use at leading end", the operation
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proceeds to step S24.

In step S6 whether or not a boot identifier has been provided to data stored in
thel, block which must be processed is determined. That is, whether or not data above
is boot dz;lta- is determined. If data above is boot data, the operation proceedS to step
S7. If data above is not boot data, the operation proceeds to step S28.

In step S7 whether or not additional administration information .can be read

~ from the block which must be processed is determined. If ;additional administration
information can be read, the operation proceeds to step S8. If additional
administration information cannot be read, the operation proceeds to step 525

In step S8 the value of the identification number of the block which must be
processed is substituted for the variable IDA. Then, the operaiion proceeds to step S9.

In step SO whether or not boot data can be read from the block which must be

_ processed is determined. If boot data can be read, the opération proceeds to step S10.
If: boot data cannot be read, the operation proceeds to step S25.

In step S10 boot data is read from the block which must be processed so as to
store read boot data. Then, the operatio-n proceeds to step S11.

In step S11 the value of the variable [ is substituted for the variable WB and the
value of the variable I is incremented by one. Then, the operation proceeds to step
S12 shown in Fig. 10.

In step S12 the block which must be processéd is made to be the block having

the physical address indicated with the variable I. Then, the operation proceeds to step
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In step S13 whether or not distributed adnﬁnistration information can be read
from the block which must be processed is determined. If distributed administration
information can be read, the operation proceeds to step Sl4. If distributed
administration information cannot be read, the operation proceeds to step S32.

In step S14 whether or not the permission/inhibition flag of the block which
must be processed is in the "use permitted” state is detérmined. If the state is the "use

~ permitted” state, the ope'ration proceeds to step S15. If the state is not the "use
permitted” state, the operatibn proceeds to step S29.

In step S15 whether or not the block flag of the block which must be processed
is in the "use at leading end" is determined. If the state is the "use at leading end"
state, the operation proceeds to step S16. If the state is not the "use at leading end",
the operétion proceeds to step S31.

In step S16 whether or not a boot identifier has been provided for data stored

~ in the block which must be processed is determined. That is, whether or not data
above is boot data is determined. If data above is boot data, the operation proceeds
to step S17. If data abové is not.boot data, the operation proceeds to step S35.

In step S17 whether or not additional. administration information can be read
from the block Which must be processéd is determined. If additional administration
information can be read, the operation proce_eds to step S18. If additional

administration information cannot be read, the operation proceeds to step S32.
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In step S18 the value of the identification number of the block which must be
processed is substituted for the variable IDB. Then, the operation proceeds to step
S19.

In step $19 the values of the variable IDA and IDB are compared with each
other. If the values of the variables IDA and IDB are the same, the operation proceeds
to step S20. If the values of the variables IDA and IDB are the same, the operation
proceeds to step S32.

In step S20 whether or not boot data can be read from the block which must be
processed is determined. If boot data can be read, the operation proceeds to Step S21.
If boot data cannot be read, the operation proceeds to step S32.

In step S21 boot data is read from the block which must be processed. Then,
whether or not read boot data and boot data which has been read and stored coincide
with each other is determined. The boot data items coincide with each other when
reading of boot dat_a from the twd boot blocks has normally been performed.
Therefore, the procesé is completed here. If boot data items do not coincide with each
other, the operation proceeds to step S32. |

If the permission/inhibition flag is not the "use permitted" state in step S4 as
shown in Fig. 9, the operation proceeds to step S22, as described above.

In step S22 the value of.the variable I and the predetermined value M are
compared with each other. If the value of the variable I is s.maller than the

predetermined value M, the operation proceeds to step S23. The value of the variable
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[ is not smaller than the predetermined value M in step S22 if boot data cannot be
obtained after examination has been performed to the M-th block. In this case, a
determination as an error is made -and the process is ended. |

In step S23 the value of the variable I is incremented by one. Then, the
operation is returned to step S2 and the process is repeated.

If the block flag is not brought to the "use at leading en. " in step S5, the
operation proceeds to step S24, as described above. In step S24 whether or not the
foregoing block flag has been brought to the "non-use" state is determined. If the state
is the "non-use" state, the of:eration proceeds to step S36 shown in Fig. 11. If the state
is not the "non-use" state, the operation proceeds to step S25. |

In step S25 the block which must be processed is subjected to the erasing
process. Then, the operation proceeds to step S26. |

In step S26 whether or not the erasing process in step S25 has normally been
compléted is determined. If the erasing process has no;'mally been completed, the
opération proceeds to step S36 shown in Fig. 11. If the erasing process haﬁ normally
been completed, the operatioh proceeds to step S27.

| In step S27 the permission/inhibition flag of the block which must be processed
is set to be the "use inhibited” state. Then, the operation proceeds to step S22 so that
the foregoing process is performed.

If data is not boot data in step S6, the operation proceeds lto step S28, as

described above.
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In step S28 the block which must be processed is shifted to another block.
Then, the operation proceeds to step SQS so that the foregoing process is performed.

If distributed administration information cannot be read in step S3, if additional
administfation information cannot be read in step S7 or if boot data cannot be read in
step S9, also the operation proceeds to step S25 so that the above-mentioned process
is perfonned. |

If the permission/inhibition flag is not brought to the "use permitted” state in
step Si4 as shown in Fig. 10, the oéeration proceeds to step S29, as described above.
In step. $29 the value of the vaﬁable I and the predetermined value M are compared
with each other. If the value of the variable I is smaller than the predetermined value
M, the operatioxi proceeds to step S30. The value of the variable I is not smaller than
the predetermined value M in step S29 when second boot data cannot be obtained after
examination to the M-tli block has been performed. In this case, the process for
reading boot data is interrupfed. Boot data which has been read and stored i§ used to
boot the memory card 2 up-

In step S30 the value of the variable I is incremented by one. Then, the
operation is returned to step S12 so that the process is repeated.

If the block flag is not the "use at leading end" state in step S15, the operation
proceeds to step S31, as described above. In step S31 whether or not thé foregoing
block flag is the "non-use" state is determined. If the state is the "non-use” stéte, the

operation proceeds to step S47 shown in Fig. 12. If the state is not the " non-use" state,



the operation proceeds to step S32.

In step S32 the block which must be processed is subjected to the erasing
process. Then, the operation proceeds to step S33.

In step S33 whether or not the erasing process has normally been completed in-
step S32 is determined. If the erasihg process has normally been completed, the
operation proceeds to step S47 shown in Fig. 12. If the erasing process has not
normally beén completed, the operation proceeds fo step S34.

In step S34 the permission/inhibition flag of the block which must be processed
is set tb be the "use inhibited" state. Then, the operation proceeds to step S29 so that
the foregoing process is performed.

If data is not boot data in step S16, the operation proceeds to step S35, as
described above. In step S35 the block which mﬁst be processed is shifted to another
block. Then, fhe operation proceeds to step S32 so that the foregoing process is
performed. | -

If distributed administration information cannot be. read in stép S13, if _
additional administration informaiion cannot be read in step S17, if the value of the
variable IDA and that of the variable IDB do nof coincide with each other in step S19,
if boot data cannot be read in step S20 or if boot data items do not coincide with each
other in step S21, the o'peratioﬁ proceeds to step S32 as described above so that the
foregoing process is performed.

As shown in Fig. 11, the value of the variable I is substituted for the variable
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WB in step S36. Moreover, the value of the variable I is incremented. Then, the
operation proceeds to step S37.

In step S37 the block which must be procéssed is made to be the block having
the physical address indicated with the variable I. Then, the operation proceeds to step
S38.

In step S38 whether or not distributed administration information can be read
from the block which must be processed is determined. If distributed administration
information can be read, the 0pei'ation proceeds to step S39. If distributed
administration information camiot be read, the operation proceeds to step S45.

In step S39 whether or not the permission/inhibition flag of the block which
must be processed is in the "use permitted" state is determined. If the state is the "use
permitted" state, the operation proceeds to step S40. If the state is. not the "use
permitted” state, the operation proceeds to step S45.

In step S40 whether or not a block identifier has been provided for daté stored
in the boot block which must be processéd is détermined. That is, whether or not data
above is boot data is determined. If data above is boot data, the operation proceeds
to step S41.

In step S41 whether or not additional administration inforﬁation can be read
from the block which must be processed is determined. If additional administration
information can be read, the operation proceeds to step S42.

In step S42 whether or not boot data can be read from the block which must be
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processed is determined. If boot data can be read, the operation proceeds to step S43.

In step S43 boot data is read from the block which must be processed so that
read boot data is stored. Then, the operation proceeds to step S44.

In step S44 boot data read and stored in step S43 is written on the block having
the physical address indicated with the variable WB. At this time, the process for
reading boot data is interrupted. Then, boot data read and stored in step S43 is used
to boot the memory card 2 up.

If distributed adnﬁnistration information cannot be read in step S38 or if the
permission/inhibition flag is in the "use permitted” state in step S39, the operation
proceeds to step S45, as described above. In step S45 the value of the variable I and

- the predetermined value M are comi)ared with each other. If the value of the variable
I is smaller than the predetermine.d value .M, the operation proceeds to step S46. The
value of the variable I is made to be not smaller than the predetermined value M when
boot data cannot be obtained after examination has been performed to the M-th block.
In this case, a determiqation as an error is performed and the process is completed.

In step S46 the value of the variable I is incremented by one. Thén, the
operation is returﬁed to step S37 so that the process is répeated.

If data is not boot data in stei) S40, if additional administration information
cannot be read in step S41 or if boot data cannot be read in step S42, a determination
as an error is perfonﬁe,d and the process is completed. The foregoing case occurs

when boot data cannot be read from either of the two boot blocks.

IThis Sheet

T

THIS SHEET HAS BEEN
- REPLACED




48

As shown in Fig. 12, whether or not the value of the variable IDB is "Oiffff' is
determined in step S47. If the value of the variable IDB is not "Oxffff", the operation
proceeds to step S48. If the value of the variable IDB is "Oxffff", the operation
proceeds to step S49. |

In step S48 the value of the variable IDA and a value obtained by adding "1" to
the value of the variable IDB are compared with each other. If the two values are the
same, the operation proceeds to step S49. If the t§vo values are not the same, the
operation proceeds to step SS1.

In step S49 the value of the variable I is substituted for the variable WB. Then,
the operation proceeds to step S50.

‘In step S50 boot data which has been read and stored is written on the block
having the physical address indicated ﬁth the variable WB. At this time, the process
for reading boot data is completed and boot data which has been read and stored is
used to boot the memory card 2 up.

In step S51 the valué of the variable IDB and _.a value obtained. by adding "1" to
the value of the variable IDA are compared with each other. If the two values are the
same, the operation proceeds to step S50 so that the foregoing process is perfon‘ned;

| The value of the variable IDB and the value obtained by adding "1" to the value
of the variable IDA are not the same in step S51 when the i_dentification numbers of
the two boot blocks are not same aﬁd when the identification numbers are not

sequential numbers. Since reading of boot data can be performed, a manual restoring
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mode is employed such that the data processing apparatus 1 performs an appropriate
prbcess. |

Thus, the process for reading the boof block is performed when the memory
card is booted up. By performing the above-mentioned procesé, two boot blocks are
confirmed wheh the memory card 2 is booted up. Therefore, the reliability of the
memory card 2 can significantly be improved. |

As described above, according to the present invention, boot data_l is stored in
each of a plurality of different blocks. Therefore, even if a block in which boot data
has been stored cannot be used, boot data stored in another block can be used to boot
the exte.mal storage apparatus up.

Since the .identificatiop number indicating new or old of boot data is stored in
the block, latest boot data can always be used. That is, according to the present
inver;tion, even if a state in which new boot data and old boot data exist in a mixed
manner is realized, latest boot data can always be used. Therefore, the consisfency of
data can be maintained.

Therefore, according to the present inyention, occurrence of an error can
satisfactorily be prevented when boot data is read. Thus, a reliable external storage
apparatus can be provided.

Although the invention has been described in its preferred form with a certain
degree of particularity, it is understood fhat the present disclosure of the preferfed

form can be changed in the details of construction and in the combination and
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arrangement of parts without departing from the spirit and the scope of the invention

as hereinafter claimed.
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1. An external storage apparatus comprising blocks so that data is erased
in units of i)redetermined blocks and a block for storing boot data which is first read
when said external stora;ge apparatus is bc-)oted up, wherein

boot data is stored in a plurality of different blocks, and

an identification number indicating whether boot data stored in each of blocks

in which boot data has beén stored is new or old is stored in each of the blocks.

2. An external storage apparatus according to claim i, wherein

latest boot data among boot data stored in the plurality of the different blocks
is read in accordance with fhe identification number when said external storage
apparatus is booted up so that said external storage apparatus is booted up by using

latest boot data.

3. | An external storage apparatus according to claim 1, wherein whether
each boot data stored in the plurality of the different blocks is néw or old is determined
in accordance with the identification number when said external storage apparatus is
booted up, and boot data is rewritten to latest boot data in a case where old boot data

exists.
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4. Adata processing method with which boot data which is first read when
an external storage apparatus arrahged to erase data in units of predetermined blocks
is booted up is stored in said external storage apparatus, said data processing method
comprising the steps of:

storing boot data in each of a plurality of different blocks; and

storing an identification number which indicates whether boot data gtored in the

blocks is new or old in each of the blocks in which boot data has been stored.

5. A data processing method according to claim 4, wherein

when said external storage apparatus is booted up, latest boot data among boot
data stored in the plurality of the _different blocks is read in accordance with the
identification number, and |

said external storage apparatus is booted up by using latest boot data.

6. A data processing méthod according to claim 4, wherein

when said external storage apparatus is booted up, whether ‘boot data stored in
the plurality of the different blocks is new (')r. old is determined in accordance with the
identification number, and old boot data is rewritten to latest boot data when old boot

data exists.
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