DATA PROCESSING METHODS, APPARATUSES, AND
COMPUTER DEVICES FOR PRIVACY PROTECTION

TECHNICAL FIELD

[0001] Embodiments of this specification relate to the field of computer
technologies, and in particular, to data processing methods, apparatuses, and computer

devices for privacy protection.

BACKGROUND

[0002] In some scenarios, data of different data parties usually needs to be jointly
analyzed. In a process of jointly analyzing data of a plurality of parities, protection and
security of data privacy has become a concern.

[0003] For example, one institution has a limited amount of data. Therefore, in
many scenarios, data of a plurality of institutions needs to be jointly analyzed. However,
the data of the institution possibly involve data such as user privacy or service
information that needs to be kept secret. Therefore, in a process of jointly analyzing the
data of the plurality of institutions, security of private data of the institutions needs to

be protected.

SUMMARY

[0004] Embodiments of this specification provide data processing methods,
apparatuses, and computer devices for privacy protection to implement collaborative
data processing without leakage of data privacy. The technical solutions in the
embodiments of this specification are as follows.

[0005] According to a first aspect of the embodiments of this specification, a data

processing method for privacy protection is provided, which is applied to the field of
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secure multi-party computation and includes the following: private data is encoded to a
coefficient of a first polynomial function; and a plurality of function values of the first
polynomial function are obtained as a plurality of fragments obtained after the private
data is split, where the fragments of the private data are used for computation by using
a secret sharing algorithm to obtain fragments of target data.

[0006] According to a second aspect of the embodiments of this specification, a
data processing method for privacy protection is provided, which is applied to the field
of secure multi-party computation and includes the following: fragments of a plurality
of pieces of private data are obtained, where the fragments of the private data include
function values of a first polynomial function, and the private data is encoded to a
coefficient of the first polynomial function; and the fragments of the plurality of pieces
of private data are computed by using a secret sharing algorithm to obtain fragments of
target data.

[0007] According to a third aspect of the embodiments of this specification, a data
processing method for privacy protection is provided, which is applied to the field of
secure multi-party computation and includes the following: a plurality of fragments of
target data are obtained, where the fragments of the target data are computed based on
fragments of private data, the fragments of the private data include function values of a
first polynomial function, and the private data is encoded to a coefficient of the first
polynomial function; a coefficient of a second polynomial function is computed by
using the plurality of fragments of the target data as a plurality of function values of the
second polynomial function and based on the plurality of function values of the second
polynomial function, where the target data is encoded to the coefficient of the second
polynomial function; and the target data is recovered based on the coefficient of the
second polynomial function.

[0008] According to a fourth aspect of the embodiments of this specification, a data
processing apparatus for privacy protection is provided, which is applied to the field of
secure multi-party computation and includes the following: an encoding unit,
configured to encode private data to a coefficient of a first polynomial function; and an
acquisition unit, configured to obtain a plurality of function values of the first
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polynomial function as a plurality of fragments obtained after the private data is split,
where the fragments of the private data are used for computation by using a secret
sharing algorithm to obtain fragments of target data.

[0009] According to a fifth aspect of the embodiments of this specification, a data
processing apparatus for privacy protection is provided, which is applied to the field of
secure multi-party computation and includes the following: an acquisition unit,
configured to obtain fragments of a plurality of pieces of private data, where the
fragments of the private data include function values of a first polynomial function, and
the private data is encoded to a coefficient of the first polynomial function; and a
computation unit, configured to compute the fragments of the plurality of pieces of
private data by using a secret sharing algorithm to obtain fragments of target data.
[0010] According to a sixth aspect of the embodiments of this specification, a data
processing apparatus for privacy protection is provided, which is applied to the field of
secure multi-party computation and includes the following: an acquisition unit,
configured to obtain a plurality of fragments of target data, where the fragments of the
target data are computed based on fragments of private data, the fragments of the private
data include function values of a first polynomial function, and the private data is
encoded to a coefficient of the first polynomial function; a computation unit, configured
to compute a coefficient of a second polynomial function by using the plurality of
fragments of the target data as a plurality of function values of the second polynomial
function and based on the plurality of function values of the second polynomial function,
where the target data is encoded to the coefficient of the second polynomial function;
and a recovery unit, configured to recover the target data based on the coefficient of the
second polynomial function.

[0011] According to a seventh aspect of the embodiments of this specification, a
computer device is provided, including the following: at least one processor; and a
memory storing program instructions, where the program instructions are configured to
be applicable to be executed by the at least one processor, and the program instructions
include instructions used for performing the methods according to the first aspect, the

second aspect, or the third aspect.



[0012] According to the technical solutions provided in the embodiments of this
specification, the private data is split by using the first polynomial function. In addition,
the fragments of the plurality of pieces of private data can be further computed locally
to obtain the fragments of the target data, and there is no need for a third party, thereby
improving computing efficiency of the secret sharing algorithm. Moreover, the target

data is further recovered by using the second polynomial function.

BRIEF DESCRIPTION OF DRAWINGS

[0013] To describe the technical solutions in the embodiments of this specification
or in the existing technology more clearly, the following briefly describes the
accompanying drawings needed for describing the embodiments or the existing
technology. The accompanying drawings in the following description show merely
some embodiments recorded in this specification, and a person of ordinary skill in the
art can still derive other accompanying drawings from these accompanying drawings
without creative efforts.

[0014] FIG. 1 is a schematic diagram illustrating an operation process of a secret
sharing addition algorithm in a related technology;

[0015] FIG. 2 is a schematic diagram illustrating an operation process of a secret
sharing multiplication algorithm in a related technology;

[0016] FIG. 3 is a schematic diagram illustrating a structure of a data processing
system for privacy protection, according to one or more embodiments of this
specification;

[0017] FIG. 4 is a schematic flowchart illustrating a data processing method for
privacy protection, according to one or more embodiments of this specification;
[0018] FIG. 5 is a schematic flowchart illustrating a data processing method for
privacy protection, according to one or more embodiments of this specification;
[0019] FIG. 6 is a schematic flowchart illustrating a data processing method for
privacy protection, according to one or more embodiments of this specification;

[0020] FIG. 7 is a schematic diagram illustrating a structure of a data processing



apparatus for privacy protection, according to one or more embodiments of this
specification;

[0021] FIG. 8 is a schematic diagram illustrating a structure of a data processing
apparatus for privacy protection, according to one or more embodiments of this
specification;

[0022] FIG. 9 is a schematic diagram illustrating a structure of a data processing
apparatus for privacy protection, according to one or more embodiments of this
specification; and

[0023] FIG. 10 is a schematic diagram illustrating a structure of a computer device,

according to one or more embodiments of this specification.

DESCRIPTION OF EMBODIMENTS

[0024] The following clearly and comprehensively describes the technical solutions
in the embodiments of this specification with reference to the accompanying drawings
in the embodiments of this specification. Clearly, the described embodiments are
merely some rather than all of the embodiments of this specification. All other
embodiments obtained by a person of ordinary skill in the art based on the embodiments
of this specification without creative efforts shall fall within the protection scope of this
specification.

[0025] To facilitate understanding of the technical solutions in the embodiments of
this specification, the following describes a polynomial function.

[0026] The polynomial function can be obtained by performing an addition
operation, a multiplication operation, and an exponentiation operation a limited
quantity of times. The polynomial function can include one or more monomials
(referred to as terms below for short). Coefficients of the polynomial function can
include coefficients of terms in the polynomial function. A coefficient of a constant term
can be understood as the constant term itself. A degree of the polynomial function can
be a degree of the highest-order term. For example, the polynomial function can be

expressed as f(x) = a,x™ + a,_1x™ 1 + - + a,x% + a;x + a,. The coefficients of



the polynomial function can include a,, a,_;, a,, a4, ag, etc., and the degree of the
polynomial function can be 7.

[0027] The polynomial function can include a coefficient representation method
and a point representation method. In the coefficient representation method, the
polynomial function can be represented based on the coefficients of the polynomial
function. For example, the polynomial function f(x) = a,x™ + a,_x™ 1+ -+
a,x? + a;x + a, can be determined based on the coefficients {a,, a,_1, ..., dy, a;,
a,} of the polynomial function. In the point representation method, the polynomial
function can be represented based on sampling points of the polynomial function, and
the sampling points include an independent variable value and a function value that are
matched. For example, the polynomial function f(X) = a,x™ + ap_(x"" 1+ -+
a,x? + a;x + a, can be determined based on sampling points {(xo, yo0), (x1, y1), (x2,
¥2), «..r (Xn-1, Yn-1), (Xn, yn)}. The point representation method and the coefficient
representation method of the polynomial function are equivalent. In the point
representation method, if the degree of the polynomial function is n, at least (n+1)
sampling points are needed to determine the polynomial function.

[0028] Secure multi-party computation (MPC) is an algorithm for protecting data
privacy and security. Secure multi-party computation enables a plurality of participant
parties holding private data to perform collaborative computing without leakage of data
privacy. Secret sharing is a technology used for implementing secure multi-party
computation. The idea of secret sharing is to split a secret in a proper method to obtain
a plurality of fragments. The plurality of fragments are respectively kept by different
participant parties. A single participant party cannot recover the secret, and the secret
can be recovered only through collaboration of several participant parties. For example,
in a (¢, n)-threshold secret sharing scheme, a secret is split in a proper method to obtain
n fragments. The n fragments are kept by n participant parties. A single participant party
cannot recover the secret, and the secret can be recovered only through collaboration of
at least ¢ participant parties. If there are less than 7 participant parties, the secret cannot
be recovered, where ¢ can be understood as a threshold of the secret sharing scheme.
[0029] In a related technology, a secret sharing algorithm can include a secret
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sharing addition algorithm and a secret sharing multiplication algorithm. The secret
sharing addition algorithm and the secret sharing multiplication algorithm are
respectively described below by using two participant parties Alice and Bob as
examples.

[0030] Alice holds secret A and Bob holds secret B. Alice can split secret A to obtain
fragments al and a2, fragment al can be kept by Alice, and fragment a2 can be kept by
Bob, where al+a2=A. Bob can split secret B to obtain fragments b1 and b2, fragment
bl can be kept by Alice, and fragment b2 can be kept by Bob, where b1+b2=B.

[0031] Referring to FIG. 1, in the secret sharing addition algorithm, Alice can add
fragment al and fragment b1 to obtain fragment c1, and Bob can add fragment a2 and
fragment b2 to obtain fragment c2. Both c1 and c2 are fragments of secret C, where
cl+c2=C=A+B.

[0032] Referring to FIG. 2, in the secret sharing multiplication algorithm, a trusted
third party (TTP) is needed. Alice and Bob need to separately communicate with the
third party. Specifically, the third party can generate auxiliary data (triple). The auxiliary
data can include random numbers ul, u2, vl, v2, pl, and p2. The random numbers in
the auxiliary data satisfy specific conditions: ul+u2=U, v1+v2=V, pl+p2=P, and
UxV=P. The third party can send random numbers ul, v1, and p1 to Alice, and can send
random numbers u2, v2, and p2 to Bob. Alice can compute d1=al—-ul and el=bl1-vl,
and can send d1 and el to Bob. Bob can compute d2=a2—u2 and e2=b2-v2, and can
send d2 and e2 to Alice. Alice can compute z1=pl+Exul+Dxv1+DxE, and Bob can
compute z2=p2+Exu2+Dxv2. Both z1 and z2 are fragments of secret Z, where
z1+z2=7=AxB, and D=d1+d2, E=el+e¢2.

[0033] In the previous secret sharing algorithm, the secret is split in a form of an
addition. For example, the two fragments al and a2 obtained after secret A is split
satisfy al+a2=A, and the two fragments b1 and b2 obtained after secret B is split satisfy
b1+b2=B. Therefore, in the secret sharing multiplication algorithm, the auxiliary data
(triple) generated by the third party is needed, and the participant parties of the secret
sharing algorithm need to communicate with the third party, which reduces computing
efficiency of the secret sharing algorithm. In addition, the auxiliary data generated by
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the third party also needs to satisfy specific conditions. For example, the random
numbers ul, u2, vl, v2, pl, and p2 generated by the third party need to satisfy the
following specific conditions: ul+u2=U, v1+v2=V, p1+p2=P, UxV=P. When a quantity
of participant parties in the secret sharing algorithm is relatively small (for example,
two or three), it is relatively easy to generate auxiliary data satisfying the specific
conditions. However, when the quantity of participant parties in the secret sharing
algorithm is relatively large (for example, four or more), it is difficult to generate
auxiliary data satisfying the specific conditions. Therefore, the secret sharing algorithm
described above is applicable only to a relatively small quantity of participant parties,
and is difficult to be applicable to a relatively large quantity of participant parties.
[0034] Referring to FIG. 3, one or more embodiments of this specification provide
a data processing system for privacy protection. The data processing system can include
a plurality of data-party devices, a plurality of participant-party devices, and at least
one recovery-party device. The data-party device, the participant-party device, and the
recovery-party device can be computer devices having a data processing capability. The
computer device can be a personal computer, a laptop computer, a cellular phone, a
smart phone, a personal digital assistant, a media player, a navigation device, a game
console, a tablet computer, a wearable device, a server, or a combination of any of these
devices.

[0035] The data-party device, the participant-party device, and the recovery-party
device can be different computer devices; or more of the data-party device, the
participant-party device, and the recovery-party device can be integrated as one
computer device. For example, the data-party device and the participant-party device
can be integrated as one computer device, or the participant-party device and the
recovery-party device can be integrated as one computer device, or the data-party
device and the recovery-party device can be integrated as one computer device.

[0036] The data-party device can be set up by a data party, the participant-party
device can be set up by a participant party, and the recovery-party device can be set up
by arecovery party. The data party, the participant party, and the recovery party can be
different institutions, or more of the data party, the participant party, and the recovery
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party can be the same institution. The institution can include a financial institution, a
government institution, a big data company, an e-commerce company, a cloud
computing vendor for providing a computing service, etc.

[0037] In some embodiments, the data-party device can hold private data. For
security of the private data, the data-party device cannot send the private data in
plaintext. The data-party device can split the private data. Specifically, the data-party
device can encode the private data to a coefficient of a polynomial function (referred to
as a first polynomial function below), can obtain a plurality of function values of the
first polynomial function as a plurality of fragments obtained after the private data is
split, and can send the plurality of fragments of the private data to the plurality of
participant-party devices. As such, the private data is split by using the first polynomial
function.

[0038] The plurality of data-party devices hold a plurality of pieces of different
private data. Different data-party devices can encode the private data to coefficients of
different first polynomial functions. Degrees of the different first polynomial functions
can be the same or different.

[0039] In some embodiments, the participant-party device is configured to perform
cryptographic computing on a plurality of pieces of private data. Specifically, the
participant-party device can obtain fragments of the plurality of pieces of private data,
and can compute the fragments of the plurality of pieces of private data by using a secret
sharing algorithm to obtain fragments of target data. Therefore, the participant-party
device can compute the fragments of the plurality of pieces of private data locally
without a need for a third party, thereby improving computing efficiency of the secret
sharing algorithm. Moreover, the computation process does not need to rely on auxiliary
data satisfying specific conditions, and is applicable to secure multi-party computation
that has a relatively large quantity of participant-party devices.

[0040] In some embodiments, the recovery-party device is configured to recover
target data based on fragments of the target data. Specifically, the recovery-party device
can obtain a plurality of fragments of the target data; can use the plurality of fragments
of the target data as a plurality of function values of a polynomial function (referred to
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as a second polynomial function below); can compute a coefficient of the second
polynomial function based on the plurality of function values of the second polynomial
function, where the target data is encoded to the coefficient of the second polynomial
function; and can recover the target data based on the coefficient of the second
polynomial function. As such, the target data is recovered by using the second
polynomial function.

[0041] One or more embodiments of this specification provide a data processing
method for privacy protection. The method can be applied to the field of secure multi-
party computation. The method can be performed by any of the plurality of data-party
devices.

[0042] Referring to FIG. 4, the method can include the following steps.

[0043] Step S11: Encode private data to a coefficient of a first polynomial function.
[0044] In some embodiments, the private data includes service data used for
performing secure multi-party computation. For example, the private data can include
user data, commodity data, transaction data, behavior data, etc. The user data includes
age, gender, occupation, etc. The commodity data includes a commodity category,
evaluation data, etc. The transaction data includes a transaction amount, a transaction
method, etc. The behavior data includes transaction behavior data, payment behavior
data, purchase behavior data, etc. For another example, the private data can further
include text data, image data, audio data, etc.

[0045] In some embodiments, a degree of the first polynomial function can be set
based on at least one of the following.

[0046] (1) Quantity of participant-party devices

[0047] Fragments of private data can be understood as function values of sample
points in a point representation method. In the point representation method, if a degree
of a polynomial function is n, at least (n+1) sampling points are needed to determine
the polynomial function. Therefore, to recover the private data based on the fragments
of the private data, the degree of the first polynomial function can be smaller than a
quantity of fragments of the private data. In addition, considering that each participant-
party device can keep one fragment of the private data, the quantity of fragments of the
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private data can be equal to a quantity of participant-party devices. Therefore, the
degree of the first polynomial function can be smaller than the quantity of participant-
party devices.

[0048] (2) Quantity of times of performing a secret sharing multiplication algorithm
[0049] Fragments of target data can be understood as function values of sampling
points in a point representation method. In the point representation method, if a degree
of a polynomial function is n, at least (n+1) sampling points are needed to determine
the polynomial function. Therefore, to recover the target data based on the fragments
of the target data, a degree of a second polynomial function can be smaller than a
quantity of fragments of the target data. In addition, considering that each participant-
party device can keep one fragment of the target data, the quantity of fragments of the
target data can be equal to a quantity of participant-party devices. Therefore, the degree
of the second polynomial function can be smaller than the quantity of participant-party
devices.

[0050] Because the fragments of the target data are computed based on the
fragments of the private data, the degree of the second polynomial function is greater
than or equal to the degree of the first polynomial function. For example, the fragments
of the target data can be computed from the fragments of the private data by using a
secret sharing addition algorithm. In this case, the degree of the second polynomial
function can be equal to the degree of the first polynomial function. For another
example, the fragments of the target data can alternatively be computed from the
fragments of the private data by using the secret sharing multiplication algorithm. In
this case, the degree of the second polynomial function can be greater than the degree
of the first polynomial function. In addition, based on the degree of the first polynomial
function, the degree of the second polynomial function increases accordingly as a
quantity of times of performing the secret sharing multiplication algorithm increases.
[0051] Therefore, considering the previous factors, the degree of the first
polynomial function is further inversely correlated to the quantity of times of
performing the secret sharing multiplication algorithm. A larger quantity of times of
performing the secret sharing multiplication algorithm indicates a smaller degree of the
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first polynomial function, and a smaller quantity of times of performing the secret
sharing multiplication algorithm indicates a larger degree of the first polynomial
function.

[0052] (3) Threshold of the secret sharing algorithm

[0053] The degree of the first polynomial function is further positively correlated
to the threshold of the secret sharing algorithm. A larger degree of the first polynomial
function indicates a larger threshold of the secret sharing algorithm and a larger quantity
of fragments needed to recover the target data, and a smaller degree of the first
polynomial function indicates a smaller threshold of the secret sharing algorithm and a
larger quantity of fragments needed to recover the target data.

[0054] For example, a quantity of participant-party devices is 3, and a quantity of
times of performing the secret sharing multiplication algorithm is 1. The degree of the
first polynomial function can be set to 1, and the first polynomial function can be
expressed as f(x) = a;x + a,. Therefore, the participant-party device can perform the
secret sharing addition algorithm a plurality of times and/or perform the secret sharing
multiplication algorithm once on the fragments of the private data. For another example,
considering that the secret sharing multiplication algorithm is performed a smaller
quantity of times than the secret sharing addition algorithm, if a quantity of participant-
party devices is p, the degree of the first polynomial function can be n=[p/2], where
[p/2] represents a maximum integer not exceeding p/2.

[0055] In some embodiments, a coefficient of one or more terms in the first
polynomial functions can be the private data.

[0056] A constant term in the first polynomial function can be the private data.
Specifically, the private data can be determined as the constant term in the first
polynomial function, and a random number can be generated as a coefficient of a term
other than the constant term in the first polynomial function. For example, the degree
of the first polynomial function can be n. The private data can be determined as the
constant term in the first polynomial function, and m random numbers can be generated
as coefficients of (n—1) terms other than the constant term in the first polynomial
function, where m<n—1. For another example, the private data can be determined as the
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constant term in the first polynomial function and a coefficient of at least one term other
than the constant term, and a random number can be generated as a coefficient of the
remaining term in the first polynomial function.

[0057] Alternatively, a coefficient of at least one term other than the constant term
in the first polynomial function can be the private data. Specifically, the private data
can be determined as the coefficient of the at least one term other than the constant term
in the first polynomial function, and the random number can be generated as a
coefficient of the remaining term in the first polynomial function. For example, the
private data can be determined as a coefficient of a linear term in the first polynomial
function, and a random number can be generated as a coefficient of a term other than
the linear term in the first polynomial function.

[0058] Step S13: Obtain a plurality of function values of the first polynomial
function as a plurality of fragments obtained after the private data is split.

[0059] In some embodiments, the participant-party device corresponds to a value,
and values corresponding to different participant-party devices can be the same or
different. For example, a quantity of participant-party devices is 4, and values
corresponding to the four participant-party devices include 1, 2, 5, and 7. A plurality of
values corresponding to a plurality of participant-party devices can be obtained as a
plurality of values of an independent variable in the first polynomial function, and the
plurality of function values of the first polynomial function can be computed based on
the plurality of values of the independent variable and used as the plurality of fragments
obtained after the private data is split.

[0060] The value corresponding to the participant-party device can be a random
number, or the value corresponding to the participant-party device can be a value
satisfying a certain condition, for example, a value satisfying a mathematical
distribution such as a normal distribution. In actual applications, the value
corresponding to the participant-party device can be obtained through negotiation
between the data-party device and the participant-party device. The data-party device
can obtain the negotiated value. Alternatively, the value corresponding to the
participant-party device can alternatively be generated by the participant-party device.
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The participant-party device can send the generated value to the data-party device, and
the data-party device can receive the value sent from the participant-party device.
Certainly, the value corresponding to the participant-party device can alternatively be
generated by the data-party device or another computer device. Implementations are
not limited in the one or more embodiments of this specification.

[0061] In some embodiments, the fragments of the private data are used for
computation by using the secret sharing algorithm to obtain the fragments of the target
data. Specifically, the plurality of fragments of the private data can be sent to a plurality
of participant-party devices. Therefore, the participant-party device performs
computation based on the received fragment of the private data by using the secret
sharing algorithm to obtain the fragments of the target data. In actual applications, for
each participant-party device, a target fragment can be selected from the plurality of
fragments of the private data based on a value corresponding to the participant party
and sent to the participant-party device. The target fragment is a target function value
of the first polynomial function. The target function value matches the value
corresponding to the participant-party device (that is, the value of the independent
variable).

[0062] According to the data processing method in the one or more embodiments
of this specification, the private data can be encoded to the coefficient of the first
polynomial function, the plurality of function values of the first polynomial function
can be obtained as the plurality of fragments obtained after the private data is split, and
the fragments of the private data are used for computation by using the secret sharing
algorithm. As such, the private data is split by using the first polynomial function.
[0063] In some scenario examples, the data-party device can hold private data A. A
value corresponding to participant-party device P1 can be x1, a value corresponding to
participant-party device P2 can be x2, and a value corresponding to participant-party
device P3 can be x3.

[0064] In this scenario example, the first polynomial function can be expressed as
y=ax+b. The data-party device can determine private data A as a constant term in the
first polynomial function, and can generate random number R as a coefficient of a linear
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term in the first polynomial function, that is, a=A, and b=R. An encoded first
polynomial function can be expressed as y=Ax+R.

[0065] In this scenario example, the data-party device can substitute value x1 to the
encoded first polynomial function to obtain function value y1 as fragment [A]o obtained
after private data A is split, can substitute value x2 to the encoded first polynomial
function to obtain function value y2 as another fragment [A]; obtained after private data
A is split, and can substitute value x3 to the encoded first polynomial function to obtain
function value y3 as another fragment [A]> obtained after private data A is split.

[0066] In this scenario example, the data-party device can send fragment [A]o to
participant-party device P1, can send fragment [A]: to participant-party device P2, and
can send fragment [A]3 to participant-party device P3.

[0067] One or more embodiments of this specification further provide another data
processing method for privacy protection. The method can be applied to the field of
secure multi-party computation. The method can be performed by any of the plurality
of participant-party devices.

[0068] Referring to FIG. 5, the method can include the following steps.

[0069] Step S21: Obtain fragments of a plurality of pieces of private data.

[0070] In some embodiments, the fragments of the private data can include function
values of a first polynomial function. For a process of splitting the private data to obtain
the fragments, reference can be made to the previous embodiment. Details are omitted
here for simplicity.

[0071] In some embodiments, the participant-party device and a data-party device
can be different computer devices. As such, a plurality of data-party devices can send
the fragments of the plurality of pieces of private data to the participant-party device,
and the participant-party device can receive the fragments of the plurality of pieces of
private data, where each data-party device can send at least one fragment of the private
data to the participant-party device. Alternatively, the participant-party device and a
certain data-party device can be integrated as one computer device. As such, one or
more data-party devices can send more or more fragments the private data to the
participant-party device, and the participant-party device can receive the one or more
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fragments of the private data. In addition, the participant-party device can obtain a
fragment of the private data locally.

[0072] Step S23: compute the fragments of the plurality pieces of private data by
using a secret sharing algorithm to obtain fragments of target data.

[0073] In some embodiments, the target data can be a computation result obtained
after secure multi-party computation is performed on private data of a plurality of data-
party devices. For example, the target data can be user data, commodity data,
transaction data, behavior data, a statistical indicator, a model parameter, a model
prediction result, etc. For another example, the target data can further include text data,
image data, audio data, etc. The target data can be a final result, or the target data can
be an intermediate result. Therefore, computation can be further performed based on
the fragments of the target data by continuing using the secret sharing algorithm.
[0074] In some embodiments, the secret sharing algorithm can include a secret
sharing addition algorithm, and the target data can be the sum of the plurality of pieces
of private data. In actual applications, the fragments of the plurality of pieces of private
data can be added to obtain the fragments of the target data. Alternatively, the secret
sharing algorithm can include a secret sharing multiplication algorithm, and the target
data can be a product of the plurality of pieces of private data. In actual applications,
the fragments of the plurality of pieces of private data can be multiplied to obtain the
fragments of the target data.

[0075] In some embodiments, the fragments of the target data can be further sent to
arecovery-party device, and therefore the recovery-party device recovers the target data
based on the fragments of the target data.

[0076] According to the data processing method in the one or more embodiments
of this specification, the fragments of the plurality of pieces of private data can be
obtained, and the fragments of the plurality of pieces of private data can be computed
by using the secret sharing algorithm. As such, the participant-party device can compute
the fragments of the plurality of pieces of private data locally without a need for a third
party, thereby improving computing efficiency of the secret sharing algorithm.
Moreover, the computation process does not need to rely on auxiliary data satisfying
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specific conditions, and is applicable to secure multi-party computation that has a
relatively large quantity of participant-party devices.

[0077] One or more embodiments of this specification further provide another data
processing method for privacy protection. The method can be applied to the field of
secure multi-party computation. The method can be performed by a recovery-party
device.

[0078] Referring to FIG. 6, the method can include the following steps.

[0079] Step S31: Obtain a plurality of fragments of target data.

[0080] In some embodiments, for a process of generating the fragments of the target
data, reference can be made to the previous embodiments. Details are omitted here for
simplicity.

[0081] In some embodiments, the recovery-party device and a participant-party
device can be different computer devices. As such, a plurality of participant-party
devices can send the plurality of fragments of the target data to the recovery-party
device, and the recovery-party device can receive the plurality of fragments of the target
data, where each participant-party device can send one fragment of the target data to
the recovery-party device. Alternatively, the recovery-party device and a certain
participant-party device can be integrated as one computer device. As such, one or more
participant-party devices can send one or more fragments of the target data to the
recovery-party device, and the recovery-party device can receive the one or more
fragments of the target data. In addition, the recovery-party device can further obtain a
fragment of the target data locally.

[0082] Step S33: Compute a coefficient of a second polynomial function by using
the plurality of fragments of the target data as a plurality of function values of the
second polynomial function and based on the plurality of function values of the second
polynomial function.

[0083] In some embodiments, a plurality of values corresponding to a plurality of
participant-party devices can be obtained as a plurality of values of an independent
variable, and the coefficient of the second polynomial function can be computed based
on the plurality of values of the independent variable and the plurality of function values
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of the second polynomial function.

[0084] The data-party device, the participant-party device, or another computer
device can send a value corresponding to the participant-party device to the recovery-
party device, and the recovery-party device can receive the value corresponding to the
participant-party device.

[0085] For each participant-party device, a value corresponding to the participant-
party device and a fragment of the target data computed by the participant-party device
can be understood as a sampling point of the second polynomial function. Therefore, a
process of computing the coefficient of the second polynomial function can be
understood as a process of converting a point representation method of the second
polynomial function to a coefficient representation method. In actual applications, the
coefficient of the second polynomial function can be computed by using a Lagrange
interpolation method. Certainly, the coefficient of the second polynomial function can
be computed in other methods. For example, the coefficient of the second polynomial
function can be computed by using a system of equations.

[0086] Step S35: Recover the target data based on the coefficient of the second
polynomial function.

[0087] In some embodiments, the target data is encoded to the coefficient of the
second polynomial function.

[0088] A coefficient of one or more terms in the second polynomial function can be
the target data. Which terms' coefficients are the target data depends on an encoding
method that encodes private data to a coefficient of a first polynomial function.
Specifically, a coefficient of one or more terms in the first polynomial function can be
the private data. In this case, a coefficient of a corresponding term in the second
polynomial function can be the target data, where the corresponding term can be a term
with the same degree as the term in the first polynomial function.

[0089] For example, the private data can be determined as a constant term in the
first polynomial function, and therefore a constant term in the second polynomial
function can be the target data. For another example, the private data can be determined
as a coefficient of a linear term in the first polynomial function, and therefore a
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coefficient of a linear term in the second polynomial function can be the target data.
[0090] In some embodiments, the constant term in the second polynomial function
can be determined as the target data, or a coefficient of a term other than the constant
term in the second polynomial function can be determined as the target data.

[0091] In some embodiments, all participant-party devices can send fragments of
the target data to the recovery-party device, and the recovery-party device can recover
the target data based on all fragments of the target data. Alternatively, some participant-
party devices can send fragments of the target data to the recovery-party device, and
the recovery-party device can recover the target data based on some fragments of the
target data. For example, a degree of the second polynomial can be ¢, and a quantity of
participant-party devices can be p, where p>g+1. The (g+1) participant-party devices
can send fragments of the target data to the recovery-party device, and the recovery-
party device can recover the target data based on the (g+1) fragments of the target data.
As such, only a part of the participant-party devices may be needed to participate in
recovery of the target data.

[0092] According to the data processing method in the one or more embodiments
of this specification, the plurality of fragments of the target data can be obtained, the
coefficient of the second polynomial function can be computed by using the plurality
of fragments of the target data as the plurality of function values of the second
polynomial function and based on the plurality of function values of the second
polynomial function, and the target data can be recovered based on the coefficient of
the second polynomial function. As such, the target data is recovered by using the
second polynomial function.

[0093] Secret sharing-based secure multi-party computation can be applied to
various service scenarios, for example, a medical scenario, a model prediction scenario,
etc. A scenario example of the embodiments of this specification is described below. It
is worthwhile to note that the scenario example is merely intended to help understand
the technical solutions in the embodiments of this specification, and constitutes no
improper limitation on the technical solutions in the embodiments of this specification.
[0094] Restaurant pricing is related to customer reviews about food, decoration and
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services and traffic near the restaurant.

[0095] In this scenario example, institution A trains a price prediction model. The
price prediction model can be used to determine food price in a restaurant. The price
prediction model can be a linear regression model. For example, the price prediction
model can be expressed as z=fo+f1x1+f2x2+f3x3+f4y, where o, f1, B2, f3, and f4 are
model parameters of the price prediction model, x1 represents an evaluation score of
customers for food, x> represents an evaluation score of customers for decoration, x3
represents an evaluation score of customers for a service, and y represents traffic data
near a geographical location of a restaurant.

[0096] Institution B plans to open a new Italian restaurant at a target geographical
location of a city. To price food, institution B organizes a sampling survey in the city,
and obtains evaluation scores of customers for food, decoration, a service, etc.

[0097] Institution C holds traffic data near the target geographical location.

[0098] In this scenario example, institution B needs to price food. Because
institution B does not have the price prediction model and the traffic data near the target
geographical location, institution B can perform secret sharing-based secure multi-party
computation with institution A and institution C. During secure multi-party
computation, institution A cannot leak the price prediction model to institution B and
institution C, institution B cannot leak the evaluation scores of the customers for the
food, the decoration, the service, etc. to institution A and institution C, and institution
C cannot leak the traffic data near the target geographical location to institution A and
institution B.

[0099] In this scenario example, a data processing system can include a first device,
a second device, and a third device.

[0100] The first device is set up by institution A, and the first device has functions
of a data-party device and a participant-party device. The second device is set up by
institution B, and the second device has functions of a data-party device, a participant-
party device, and a recovery-party device. The third device is set up by institution C,
and the third device has functions of a data-party device and a participant-party device.
[0101] For the model parameter £ in the price prediction model, the first device can
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split the model parameter f; by using the method in the embodiment corresponding to
FIG. 4 to obtain three fragments [Si]o, [£i]1, and [fi]2 of the model parameter f;. The first
device can send fragment [fi]1 to the second device, and can send fragment [fi]> to the
third device. A value of i can be O, 1, 2, 3, 4, etc.

[0102] For the evaluation score x; of the customers, the second device can split the
evaluation score x; by using the method in the embodiment corresponding to FIG. 4 to
obtain three fragments [xi]o, [xi]1, and [xi]2 of the evaluation score x;. The second device
can send fragment [x;i]o to the first device, and can send fragment [x;i]» to the third device.
A value of i can be 1, 2, 3, etc.

[0103] For the traffic data y, the third device can split the traffic data y by using the
method in the embodiment corresponding to FIG. 4 to obtain three fragments [y]o, [y]1,
and [y]> of the traffic data y. The third device can send fragment [y]o to the first device,
and can send fragment [y]: to the second device.

[0104] In this scenario example, the first device can compute
[z]o=[Bolo+[B1]olx1To+[B2lolx2]o+[ 310l x3]o+[B4lo[ylo, the second device can compute
[zhi=[Poli+[f11i[x1i+[B2]1[x2]1+[B3]1[x3]1+[P4l1[y]1, and the third device can compute
[z12=[fola+[f112[x1 T2+ [ folo[x2 ]2+ B3]2[x3 )2+ [ S4)2[v]2, Where [z]o, [z]1, and [z]2 represent
fragments of the food price in the restaurant.

[0105] In this scenario example, the first device can send fragment [z]o to the second
device, the third device can send fragment [z]> to the second device, and the second
device can recover the food price z in the restaurant based on fragments [z]o, [z]1, and
[z]2 by using the method in the embodiment corresponding to FIG. 6. As such,
institution B obtains the food price in the restaurant by performing secret sharing-based
secure multi-party computation with institution A and institution C. In addition, the data
owned by institution A, institution B, and institution C is not leaked.

[0106] One or more embodiments of this specification further provide a data
processing apparatus for privacy protection. The apparatus can be applied to the field
of secure multi-party computation. The apparatus can be disposed in any of the plurality
of data-party devices.

[0107] Referring to FIG. 7, the apparatus can include the following units: an
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encoding unit 41, configured to encode private data to a coefficient of a first polynomial
function; and an acquisition unit 43, configured to obtain a plurality of function values
of the first polynomial function as a plurality of fragments obtained after the private
data is split, where the fragments of the private data are used for computation by using
a secret sharing algorithm to obtain fragments of target data.

[0108] One or more embodiments of this specification further provide another data
processing apparatus for privacy protection. The apparatus can be applied to the field
of secure multi-party computation. The apparatus can be disposed in any of the plurality
of participant-party devices.

[0109] Referring to FIG. 8, the apparatus can include the following units: an
acquisition unit 51, configured to obtain fragments of a plurality of pieces of private
data, where the fragments of the private data include function values of a first
polynomial function, and the private data is encoded to a coefficient of the first
polynomial function; and a computation unit 53, configured to compute the fragments
of the plurality of pieces of private data by using a secret sharing algorithm to obtain
fragments of target data.

[0110] One or more embodiments of this specification further provide another data
processing apparatus for privacy protection. The apparatus can be applied to the field
of secure multi-party computation. The apparatus can be disposed in a recovery-party
device.

[0111] Referring to FIG. 9, the apparatus can include the following units: an
acquisition unit 61, configured to obtain a plurality of fragments of target data, where
the fragments of the target data are computed from fragments of private data, the
fragments of the private data include function values of a first polynomial function, and
the private data is encoded to a coefficient of the first polynomial function; a
computation unit 63, configured to compute a coefficient of a second polynomial
function by using the plurality of fragments of the target data as a plurality of function
values of the second polynomial function and based on the plurality of function values
of the second polynomial function, where the target data is encoded to the coefficient
of the second polynomial function; and a recovery unit 65, configured to recover the
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target data based on the coefficient of the second polynomial function.

[0112] One or more embodiments of a computer device in this specification are
described below. FIG. 10 is a schematic diagram illustrating a hardware structure of the
computer device, according to the embodiments. As shown in FIG. 10, the computer
device can include one or more processors (only one processor is shown in the figure),
a memory, and a transmission module. Certainly, a person of ordinary skill in the art
can understand that the hardware structure shown in FIG. 10 is merely an example and
constitutes no limitation on the hardware structure of the computer device. In practice,
the computer device can alternatively include more or fewer component units than those
shown in FIG. 10, or have a configuration different from that shown in FIG. 10.
[0113] The memory can include a high-speed random access memory, or can
further include a non-volatile memory, for example, one or more magnetic storage
apparatuses, a flash memory, or another non-volatile solid state memory. Certainly, the
memory can further include a remotely disposed network memory. The memory can be
configured to store program instructions or modules of application software, for
example, program instructions or modules in the embodiment corresponding to FIG. 4,
FIG. 5, or FIG. 6 in this specification.

[0114] The processor can be implemented in any proper method. For example, the
processor can be in a form of a microprocessor or processor and a computer-readable
medium that stores computer-readable program code (for example, software or
firmware) that can be executed by the (microprocessor) processor, a logic gate, a switch,
an application specific integrated circuit (ASIC), a programmable logic controller, an
embedded microcontroller, etc. The processor can read and execute the program
instructions or modules in the memory.

[0115] The transmission module can be configured to transmit data through a
network, for example, transmit data through networks such as the Internet, the intranet,
a local area network, and a mobile communication network.

[0116] This specification further provides one or more embodiments of a computer
storage medium. The computer storage medium includes but is not limited to a random
access memory (RAM), a read-only memory (ROM), a cache, a hard disk drive (HDD),
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a memory card, etc. The computer storage medium stores computer program
instructions. When the computer program instructions are executed, program
instructions or modules in the embodiment corresponding FIG. 4, FIG. 5, or FIG. 6 in
this specification are implemented.

[0117] It is worthwhile to note that the embodiments in this specification are all
described in a progressive method. For same or similar parts of the embodiments,
references can be made to the embodiments mutually. Each embodiment focuses on a
difference from other embodiments. Particularly, the apparatus embodiments, the
computer device embodiments, and the computer storage medium embodiments are
basically similar to the method embodiments, and therefore are described briefly. For a
related part, references can be made to some descriptions in the method embodiments.
In addition, it can be understood that after reading this specification document, a person
skilled in the art can figure out any combination of some or all of the embodiments
enumerated in this specification without creative efforts. These combinations also fall
within the scope disclosed and protected by this specification.

[0118] In the 1990s, whether a technical improvement is a hardware improvement
(for example, an improvement to a circuit structure, such as a diode, a transistor, or a
switch) or a software improvement (an improvement to a method procedure) can be
clearly distinguished. However, as technologies develop, current improvements to
many method procedures can be considered as direct improvements to hardware circuit
structures. A designer usually programs an improved method procedure into a hardware
circuit, to obtain a corresponding hardware circuit structure. Therefore, a method
procedure can be improved by using a hardware entity module. For example, a
programmable logic device (PLD) (for example, a field programmable gate array
(FPGA)) is such an integrated circuit, and a logical function of the PLD is determined
by a user through device programming. The designer performs programming to
"integrate" a digital system to a PLD without requesting a chip manufacturer to design
and produce an application specific integrated circuit chip. In addition, at present,
instead of manually manufacturing an integrated circuit chip, this type of programming
is mostly implemented by using "logic compiler" software. The programming is similar
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to a software compiler used to develop and write a program. Original code needs to be
written in a particular programming language for compilation. The language is referred
to as a hardware description language (HDL). There are many HDLs, such as the
Advanced Boolean Expression Language (ABEL), the Altera Hardware Description
Language (AHDL), Confluence, the Cornell University Programming Language
(CUPL), HDCal, the Java Hardware Description Language (JHDL), Lava, Lola,
MyHDL, PALASM, and the Ruby Hardware Description Language (RHDL). The very-
high-speed integrated circuit hardware description language (VHDL) and Verilog are
most commonly used. A person skilled in the art should also understand that a hardware
circuit that implements a logical method procedure can be readily obtained once the
method procedure is logically programmed by using the several described hardware
description languages and is programmed into an integrated circuit.

[0119] The system, apparatus, module, or unit illustrated in the previous
embodiments can be implemented by using a computer chip or an entity, or can be
implemented by using a product having a certain function. A typical implementation
device is a computer. Specifically, for example, the computer can be a personal
computer, a laptop computer, a cellular phone, a camera phone, a smart phone, a
personal digital assistant, a media player, a navigation device, an email device, a game
console, a tablet computer, a wearable device, or a combination of any of these devices.
[0120] It can be seen from the descriptions of the implementations that a person
skilled in the art can clearly understand that this specification can be implemented by
using software plus a necessary general hardware platform. Based on such an
understanding, the technical solutions in this specification essentially or the part
contributing to the existing technology can be implemented in a form of a software
product. The computer software product can be stored in a storage medium, such as a
ROM/RAM, a magnetic disk, or an optical disc, and includes several instructions for
instructing a computer device (which can be a personal computer, a server, a network
device, etc.) to perform the methods described in the embodiments or in some parts of
the embodiments of this specification.

[0121] This specification can be applied to many general-purpose or dedicated

25



computer system environments or configurations, for example, a personal computer, a
server computer, a handheld device or a portable device, a tablet device, a multi-
processor system, a microprocessor-based system, a set-top box, a programmable
consumption electronic device, a network PC, a minicomputer, a mainframe computer,
and a distributed computing environment including any one of the previous systems or
devices.

[0122] This specification can be described in the general context of computer-
executable instructions executed by a computer, for example, a program module.
Generally, the program module includes a routine, a program, an object, a component,
a data structure, etc. that executes a specific task or implements a specific abstract data
type. This specification can alternatively be practiced in distributed computing
environments. In these distributed computing environments, tasks are performed by
remote processing devices that are connected through a communications network. In
the distributed computing environment, the program module can be located in both

local and remote computer storage media including storage devices.
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CLAIMS

What is claimed is:

1. A data processing method for privacy protection, applied to the field of secure
multi-party computation, comprising:

encoding private data to a coefficient of a first polynomial function; and

obtaining a plurality of function values of the first polynomial function as a
plurality of fragments obtained after the private data is split, wherein the fragments of
the private data are used for computation by using a secret sharing algorithm to obtain
fragments of target data.

2. The method according to claim 1, wherein a coefficient of one or more terms in
the first polynomial function is the private data.

3. The method according to claim 1, wherein the encoding private data to a
coefficient of a first polynomial function comprises:

determining the private data as a constant term in the first polynomial function;
and

generating a random number as a coefficient of a term other than the constant term
in the first polynomial function.

4. The method according to claim 1, wherein the obtaining a plurality of function
values of the first polynomial function comprises:

obtaining a plurality of values corresponding to a plurality of participant-party
devices as a plurality of values of an independent variable; and

computing the plurality of function values of the first polynomial function based
on the plurality of values of the independent variable.

5. The method according to claim 1, wherein the method further comprises:

sending the plurality of fragments of the private data to the plurality of participant-
party devices.

6. A data processing method for privacy protection, applied to the field of secure
multi-party computation, comprising:

obtaining fragments of a plurality of pieces of private data, wherein the fragments
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of the private data comprise function values of a first polynomial function, and the
private data is encoded to a coefficient of the first polynomial function; and

computing the fragments of the plurality of pieces of private data by using a secret
sharing algorithm to obtain fragments of target data.

7. The method according to claim 6, wherein the secret sharing algorithm
comprises a secret sharing addition algorithm; and

the computing the fragments of the plurality of pieces of private data by using a
secret sharing algorithm comprises:

adding the fragments of the plurality of pieces of private data to obtain the
fragments of the target data.

8. The method according to claim 6, wherein the secret sharing algorithm
comprises a secret sharing multiplication algorithm; and

the computing the fragments of the plurality of pieces of private data by using a
secret sharing algorithm comprises:

multiplying the fragments of the plurality of pieces of private data to obtain the
fragments of the target data.

9. The method according to claim 6, wherein the method further comprises:

sending the fragments of the target data to a recovery-party device.

10. A data processing method for privacy protection, applied to the field of secure
multi-party computation, comprising:

obtaining a plurality of fragments of target data, wherein the fragments of the
target data are computed based on fragments of private data, the fragments of the private
data comprise function values of a first polynomial function, and the private data is
encoded to a coefficient of the first polynomial function;

computing a coefficient of a second polynomial function by using the plurality of
fragments of the target data as a plurality of function values of the second polynomial
function and based on the plurality of function values of the second polynomial function,
wherein the target data is encoded to the coefficient of the second polynomial function;
and

recovering the target data based on the coefficient of the second polynomial
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function.

11. The method according to claim 10, wherein the computing a coefficient of a
second polynomial function comprises:

obtaining a plurality of values corresponding to a plurality of participant-party
devices as a plurality of values of an independent variable; and

computing the coefficient of the second polynomial function based on the plurality
of values of the independent variable and the plurality of function values of the second
polynomial function.

12. The method according to claim 10, wherein the recovering the target data
comprises:

determining a constant term in the second polynomial function as the target data.

13. A data processing apparatus for privacy protection, applied to the field of
secure multi-party computation, comprising:

an encoding unit, configured to encode private data to a coefficient of a first
polynomial function; and

an acquisition unit, configured to obtain a plurality of function values of the first
polynomial function as a plurality of fragments obtained after the private data is split,
wherein the fragments of the private data are used for computation by using a secret
sharing algorithm to obtain fragments of target data.

14. A data processing apparatus for privacy protection, applied to the field of
secure multi-party computation, comprising:

an acquisition unit, configured to obtain fragments of a plurality of pieces of
private data, wherein the fragments of the private data comprise function values of a
first polynomial function, and the private data is encoded to a coefficient of the first
polynomial function; and

a computation unit, configured to compute the fragments of the plurality of pieces
of private data by using a secret sharing algorithm to obtain fragments of target data.

15. A data processing apparatus for privacy protection, applied to the field of
secure multi-party computation, comprising:

an acquisition unit, configured to obtain a plurality of fragments of target data,
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wherein the fragments of the target data are computed based on fragments of private
data, the fragments of the private data comprise function values of a first polynomial
function, and the private data is encoded to a coefficient of the first polynomial function;

a computation unit, configured to compute a coefficient of a second polynomial
function by using the plurality of fragments of the target data as a plurality of function
values of the second polynomial function and based on the plurality of function values
of the second polynomial function, wherein the target data is encoded to the coefficient
of the second polynomial function; and

a recovery unit, configured to recover the target data based on the coefficient of
the second polynomial function.

16. A computer device, comprising:

at least one processor; and

a memory storing program instructions, wherein the program instructions are
configured to be applicable to be executed by the at least one processor, and the program
instructions comprise instructions used for performing the method according to any one

of claims 1 to 12.
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