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cause the resources of the systemare
performance is assumed to connect the server and the client. The economic

model of these systems is that of centralized management and control driving
down the incremental cost of deploying client systems.

However, this model has significant costs that must be considered. For
instance, the incremental cost of adding a new client system may be quite high.
Additional network capacity must be available, sufficient computing resources
must be available to support that client, including storage, memory and
computing cycles, and additional operational overhead is needed for each client
because of these additional resources. As the central servers become larger and
more complex they become much less reliable. Finally, a system failure of the

server results in all clients losing service.
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ser ugswawt, kdlevisldreib®ers show a high degree of interest in choice and
control over television viewing. A proper distributed database management
system is described in U.S. Patent Application Ser. No. 09/422,139 also owned
by the Applicant, and described below, that addresses the many problems with
the approaches described above. A distributed database management system
enables a client to easily maintain the data in its local database and to
synchronize its local database with the main server database. It also provides a
secure data transmission link between a server and its clients.
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invention accepts as input a prioritized list of program viewing preferences which
is compared with a database of program guide objects. The program guide
objects indicate when content of interest are actually broadcast.

A schedule of time versus available storage space is generated that is
optimal for the viewer's explicit or d erived preferred content. T he viewer may
request that certain content be captured, which results in the highest p ossible
priority for those content. The viewer may also explicitly express preferences

using appurtenances provided through the viewer interface. Preferences may
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Fig. 2 is a block schematic diagram of the structure of a viewing object in
computer storage for programmatic access according to the invention;

Fig. 3 is a block schematic diagram showing how the schema for a viewing
object i s structured in computer storage for programmatic access according to
the invention;

Fig. 4 is a block schematic diagram showing an example graph of
relationships between viewing objects which describe information about
programs according to the invention;

Fig. 5 is a block schematic diagram showing an example graph of
relationships generated when processing viewer preferences to determine
programs of interest according to the invention;
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system The invention is enbodied in a tel evision

view ng i nfDETAILLED DESCRIPTKINIOF THE INVENTION

The invention is embodied in a client-side multimedia content targeting

system. A system according to the invention provides client-based content
targeting for viewers. In addition, the invention provides a system that protects a
viewer's personal information by retaining the personal information within the
viewer's client system.

The invention is embodied in a television viewing information transmission
and collection system that improves the ability of the individual viewer to select
and automatically timeshift television programs while providing opportunities for a
service provider to enhance and direct the viewing experience. The invention
describes a system which is fully distributed, in that calculations pertaining to an

individual viewer are performed personally for that viewer within a local client
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Basic Television Viewing Object Principles

Referring to Fig. 2, television viewing objects are structured as a collection
of “attributes” 200. Each attribute has a type 201, e.g., integer, string or boolean,
and a value 202. All attribute types are drawn from a fixed pool of basic types
supported by the database.
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Schema objects are handled the same as all other viewing objects under the

methods of this invention.

Referring again to Fig. 2, each object in a database is assigned an “object
ID” 203 which must be unique within the database. This object ID may take many
forms, as long as each object ID is unique. The preferred embodiment uses a 32-
bit integer for the object ID, as it provides a useful tradeoff between processing
speed and number of unique objects allowed. Each object also includes a
“reference count” 204, which is an integer giving the number of other objects in
the database which refer to the current object. An object with a reference count
of zero will not persist in the database (see below).
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object ID may take many forns, as |ong as each object
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Theneeferasicediqust 0813, vighing ebiect wunﬁ@mmted hyr@ﬁeamr@,achcﬁlrectory
found is called a "path" to the object;
let‘ Eé% %F]d ?hus indicates a particular location w't hi n
t he h| erarchi cal namespace created anong all

d| rector Mj ects present in the database. An Obj ect
gipdgdo ora/ﬁ aindenancenf latabage nc

oﬂea@&é gﬁrﬁ@%%%%ﬂ%ﬁﬁ@?g&%mbgyﬁeHFBFFh%Wﬁ@e&%ﬁWs to insure

thdt each databasb|rephcraefanamtsonhetnallymdmtbserﬁtcat dlhtmes, and that this
Mai nt enance of Dat base Coqdestenc nd Accur acy 01

caeisteRCy BaauiPEGRI, MaRldlad it RNDETRERCedP athgr databases or
thbnY)‘éBB' 7ols 'cﬁnﬁé’?tfd?ws%ethé hedint Fa"l‘cg'it?| ‘I'?B?e?‘elsr &3B! 'a%ﬁurance that
Fenarns 1 nterna consi st ent at - a I mes

trartensissioansi Sbﬁaen:ty)n spardtiomst hambéry imee mnmly!e"dammemoutvvlth any
reference t o other, dat abases or e need f

asSL BTG s TG BERES) SRieit PYEsm Fay bonstyt gficlor many
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y nmanner or wt any assured Iclity
object:tstraustealways Iregut |rsqsoemstmy subsehaoi th@f $erver database, even if

rans si,on to t stemis finally .
it B2l BosSbiisS HarRMitel gibiBets histed & hith' Be\gdral and client
deftﬁﬁé‘éés l'nfb é‘orﬁ@fé‘ié%&ﬁéﬁroﬁ%ﬁ@h of the server dat abase,
even if iS not possible to transmt all objects

needeen dincmel srfiquse tbera cah kadocpuarntee of a stable operational
environment while the database is in use or being updated. For example,
electrical power to the device may cease. This invention treats all database
. updates as “transactions”, meaning that the entire transaction will be completed,
or none of it will be completed. The specific technique chosen is called “two-
phase commit®’, wherein all elements of the transaction are examined and
logged, followed by performing the actual update. One familiar in the art will
appreciate that a standard journaling technique, where the transaction is staged

to a separate log, combined with a roll-forward technique which uses the log to
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object; the version attrib represente

rawwesdhat@quctu her #wtanag, whueg@e objeot h?ebelng broadcast external
S a _npnoto rderln

esent ation that at
TeG TS RH0 & & RUMSERBn b CRah PR Of Hig YRigmigEon sequence,
Viehithg eBjeds imay %@eéorﬁihuéfl)% réfpaih SRl @jovél‘ébﬁfeethese problems,
ver si on” which indicates versi on of the object

meapingvihiat the ﬁameofh@emta@avm prsseated foraeplicationomuliiplatimes. It

s A8 B b3 0eke M BPESS e LR bt o be
rdphiciednig lcep@dasis, thexvesid nuindet Aliff beiitréented although no
sunspots, may destro portions of the transm ssion

Chﬁtﬂ@ehéﬁ actwlg(,\pﬁgur@g}i eé\dgltlﬁﬁgllbeﬂ: derriasingkle yo avoid lnltlatlng a

BT G, SHCEHREE S, BRORLARe, BB, ovsem

reBelitded! sretdomsamdd duriry altlema@lmn ate to sinply update
t he dat abase obj ect each tinme an object to be

r epl TWQtWrP%CW%@Wb'dittﬁ seselveitlhis piakiear. Rirst| mpsiobjects
wlllnl’?é\fe'@ya%% dgﬁﬁ&‘ﬁ% Il@do‘e{ﬁ?ﬂ%y r§b'?cé p% éaérad dime past which

occurre I Ona

thienobjeat mgodongeranalaad;tam shoululpﬂatdes@m'debj Wcliten & n éwidbject is
er abl e syst resources are

oWt Be CARIRIOR. Hien o EhPLRE TAR] siher bRiavb isarded f it has
oA EIAGE TR Bk SRR, (EhEplesi o JORGRI S some
faskiom, bat & daed ot tnanﬂlwhuwme:ieceptlons of the same unexpired object.

The source version attribute handles this problem. When a viewing object
is transmitted, this attribute is copied from the current version attribute of the
source object. When the viewing object is received, the source version of the
received object is compared with the source version of the current object. If the
new object has a higher source version attribute, it is copied over the existing
object, otherwise it is discarded.

It is assumed that a much greater number of viewing objects are
transmitted than are of interest to any particular client system. For example, a

“channel” viewing object which describes the channels on a particular cable
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transmtted than are .of i rest .t o _any particul ar
valipfiR bl Sncn i OB, finy s alefcl- PUi cui ng

obj afta phRefeRctesmbbditerit g thBaveitnO iltlear bbjedl Br defined for

cabl e WO 2004/ 063892 PCT/ US2004/ 000564 systemis

eagh abjechitypewwhich iadicaiess whet attibytes ase Heguigadl should not be
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the trabags c0Re fkillddepeiheedrt ol aehdily apbrediatet aethieTilter object
other attributes in addition to those descri bed

may ogeNtair eXasutatle ofodg dBmgPMendermhi rerbapsisahiga asequence  of
; . o ! .,
oXpepie "RamBhaTd, TORSRT HtRahEE; ylofi Bl LB Gompare

attribuites add @ttributenvaige s e objezh beirngpfitteredl, s3itting indan indication of
perhag}s15 as, a sequence of commands, which has been
whpthet the opieat gyutd Pedhe sehiest gbfusther pEpGassindbj ect

t . ar £ efrerr
enbade i BBjEcge TR dkbeeh? pF ptnerpBiells” Fe diample, a
“stieWinng:Ujem (deacﬂibin@jaeﬁpedif?]mﬁ?\mbnm tmbiﬂ@t:banmails dependent
ttribut ) I red, . t t,
orF B BRSBTS IRBFIE0Y A SRAGHS T HABrOgEA)  One Iiportant aspect
[} " . » | .
o REHMILEcdRIsIL By Ui rbebsssen Dot el ey
exidlj iacthe datpbesatosiaredrdmibdded aopertiof &smglé dramsaction before

SR 55 3BT BT % O BRI Rie e @ basic
SRS 31 1 e D Palg ) RERALenBRU BTt whin
simphy beis tbé dhjeatHBs andsesrcenersidnsvefmpjettsdbat ther rew object is
dépaern%le%t iow ggﬁﬁnﬁe\?vaeorts%%rs 8fb gﬁ%lﬁcjéctFPnrus? aengl)r%’paﬁble, in the
sense that the schema defining new versions be the same or have a strict
superset of the attributes of the original schema.

When a new viewing object is received, the database is first checked to
see if all dependencies of that object are present; if so, the object is added to the
database. Otherwise, the new object is “staged”, saving it in a holding area until
all dependent objects are also staged. Clearly, in order for a new set of viewing
objects to be added to the database, the dependency graph must be closed

between objects in the staging area and objects already existing in the database,

10



"show ng" object (describing a specific tine on a
specific channel) is dependent on a "prograni object
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in @f sih¢ %aﬂSMnd’trQ L41giopbj ect cal led the "dependency”
attrT but e, sinply lists the object |IDs and
sour ce verS| ons of objects that the new object is

dePende . Of. ﬁ:l ar L VIEWL Y Si qns of an object nust
M#&Mﬁ@—%@ﬁ@%ﬁﬁ%t he schema defi ni ng
new Dl?é&b%bjb@tstﬁkﬂ/esm @lésbﬁb@j réidugly. REFPERG &S FR. 4, the
the attributes of the original schena. len a new
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apg)%gﬁér? sb ?e ﬂggqﬂ’ dé ‘?ntbpe%tqﬁltogﬁ stgﬁg %Q? dYfvare would

0s€e Wween agl ng

hkertearefmrdo Qﬂujaﬁé dyPatkes divr mgt@iom‘gtvwhédnﬂeﬂ@d@ﬁaﬁethls &Rample,
V\D 2004/ 063892 PCT/ US2004/ 000564 based, on bot h object
the peiial abirat defaradsioomay Ghapge sty gay sWikelisigayiring changes in

ecf?ggt%}flthggg%g%pnt obj ects are present, the new

are a to the database in a single
at ordoe waanipaghichra patniongn abjbcEinmali bg ebtdigighed ds by specifying

pc'?eg%%r%g%agt%teaﬂaﬂqrtﬁétnf%yepcpqr@%gtﬁtfﬁﬁfﬂwgggg|e” eroh (b database,
Ml 'ReERIY c%]éﬁ%t §escbfh a{iﬁe d%ddﬁ rf}gntgr&phwé ?fa‘ﬁ'?dar Pycreated or

startlng at 't r oot enunerati n
uptzded o eddahkobjecty Sevh ngarmbgesltwwallwmtécbdnl& for debugging the

R MeRBaness S Prelfrabs i distodfadedl Siasesthe portions
ofAb il it S RTS8 CoABHEE E55tch il be Eerent, leading

I nst ance, app i cation software has | e | nterest
tocgaspa’milfﬂcwy in metnagihg p@thsarrta&eamon@ all deplidaseofttbe rdatabase

to opjec b t for |nstan tvsch e/t oda

| ohsletre BT rof Sfeind b obiact t dPe daltbaee figespace is
calBariRieRURyY Indélﬁref\é’rrbﬁ%bécﬁﬁiérﬂ Iohhé& fR9ESN! 8n “Fr\@léxer” object

ot her part of e system One way in which a path

is atefiniefelor aaoh @léleétstmﬂ whiehdiridicaigs vyt dtfrilvges are to be used
when indexing it into the database namespace. One skilled in the art will readily

appreciate that this indexer object may contain executable code in some form,
perhaps as a sequence of executable commands. These commands would
examine and compare attributes and attribute values of object being indexed,
resulting in an indication of where the object should be located in the
namespace.

Based on the object type, the indexer examines a specific set of attributes
attached to the object. When such attributes are discovered the indexer

automatically adds a name for the object, based on the value of the attribute,
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a "pat hname" basic attribute on the object. The object
is added to the database, and directory objects
wa@le@ansishng t he conponents of the path are crerCEUSIN4/000564
updated to add the object. Such naming is typically
used only for debugging the replication nmechanisns.
wibeint thedhiesqpthicalt ngraebpadss reﬁreswuedgadthagnap@ ofhdirectories in the

go[)tl on of .t he ceBt rFaI gat abase reg at ed, on E&h ; )
oRebass. BePaincipesinge s for aedonb ahiesh Maongre BB an “actor
affib tb G Vol * IR Oy difhed SN BRI BliriBlte wm@k/bm%sueﬁn Ford”
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4(1)11 The et alietonyamighfaineidate toal S@ml-d‘i‘rentdmwsngﬁjbyadtnr”a402 and
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ahd‘d‘yti%@ﬁréétdm%nqidrﬂ* hottae @it8bhse,bBoth éﬁ“@vhl&‘W?Bfer to the same

indeXing it into the database narrespace One skilled

object#@l.art will readily appreciate that th| S i ndexer

bj egt ut abl
por napdETted, el 33 B ERuBar BT enfo et el dpe directory

oﬁémﬁﬂmﬁcw\ﬂ‘é\‘é’r & XAl rmémdmmmas’ Qh@t i‘nﬁbkaé.t RidNPaths to the
attrlbute val ues of object &grln exed resul ting

namespacen trdhisi ahjed; it\asdsdhe rﬁlaa eaterys kool tbew@tln &ﬁtl%tlst This

b LR B LI0E0) 65! phBEF e oen found, i

refétenebedotthat BBjedjvitHin tNatshate atd hisoufRmdarihether they are
di scovered the 1 ndexer automatically a dds a n ane

paths ar depepdeneles, based on the value of the attribute,
i er S eniae and Jfdvel eibd 0F Baihg Bpidelel g Mie database has

sngnmeanbadmtages mer dtdiradzad eapgrohetias. rTEh@mdea(efr ®oftisdthe object
ram obj ect ,may have both an "
m&z ﬁh@ lsiat ager wheg it is a@@% W%ethea?rﬁﬁrﬁh 'f@'i the: pbject associated

vvgﬁtarbéjr‘ﬂ&l?la\é‘fpéﬂ} al 55% %@Hé{bf': é?arlg%tlonéqfﬂo B?&erre%ﬂ fsts, which can be

I rector P e o Te's
efflbyemd:lymnbleftﬁéhtaddby Oriy tHmitiatt with tH©O3rt. The | ndexer woul d
then add the paths "/byactor/John Wayne" and
"/ bydi rector/John Ford" to the database, both of which

DERkS bR rGATRe h65de 401. A derived attribute is
—Wm‘n%‘m—e‘a‘ﬂr—cg]’m listing the directory

obj ethileviheahlasefoe adding bdbjectsiipdhe daﬁnbas%artmlmpdrtwvteme rules
ect, it ad

o nEeTPovIEg - BbiRels di | B fathesEa kot JsPnirabpitaqt iyingintaining
oS Y ol TN CHAF s o
rerheviog odjecis, theedaliapase onigh! grvetimdountiegllyapeer time as obsolete
objects accumulate.

The cardinal rule for deleting objects from the database is based on
reference counting; an object whose reference count drops to zero is summarily
deleted. For instance, this means that an object must either be referred to by a
directory or some other object to persist in the database. This rule is applied to all
objects in the closed dependency graph based on the object being deleted.
Thus, if an object which refers to other objects (such as a directory) is deleted,
then the reference count on all objects referred to is decremented, and those

objects similarly deleted on a zero count, and so forth.
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paths or dependencies. This unique and novel method of
addi ng objects to the database has significant
w@odwantmges over standard approaches. The i ndeRET/USIHNL/800564
the object into the database when it is added. Thus,
the search for the object associated wth a
part |Td51¢Ir©rISpatSI® iaf autgalio quocess evieichi deletés @hbjects from the
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dabbdsal %\lﬁﬁsdieﬂévﬁdllrfq bhehé Wbpsct frpise, aﬂjﬁhﬁﬂ eRBinfifdsSvarbushsitributes

dat abase are | ant, the ru es for renovin
apg albituite r\@IﬂQEh‘é) dacidpat éheaobjest shollghbetratainedh in the database.
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obj ects accurrul ate. The cardinal rule for deleting
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G4 B TG S BB TR G RBR, 1 papor may

ifdtedd @Tcebs er redpet olsjethassdiatedf @ith elﬁet @bj@ft Wpe of the current
dlrectorK or sone other object to persist in the

olachulieh may soplginexecuiablp;cagerof various dipdss perhaps asequence

o?bgéﬁﬂag%oﬁsﬂﬂ sO TR J e(:?)ga %r{ﬁ%%l?ﬂr@ﬁf %rﬁ:gl;trlbute values

obﬁ]eemrser(t&lb}dsctaandt déte’ramgézr Lf%fhe &b{c&t Shg@ltd bd d&lBtddhe
rre i S
ESE? BB cihoa ot indddusbhclelion GVvary Qbiept & whist o raference
96 hES Bbon abesMehRid o Ao M0 BE] G6REHan, singe. every such

delmatloh resLiits és adigresziction vith tHeeddiatbalbeskt wallt @k a8eantageous to
Peri odi cal Léfé t he reaper exam nes all

i BB Rerformanee Tbesb Y AP oS ey (BA (OTedwsNdaperations
pkodRRd, Witk tn"?&%mﬁ%‘?‘{é’@@@& Wé'pﬁ’?]%trhe éM%BH?ﬁ%%tguﬂﬂ% is accomplished

attrlbute val ues deci de obj ec
usiega testiniquet hasedbombasenon ganrba@eamubetlon hetleogs.r at i on

ttribut. di t t he object is no | onger
val | oY derihie. Patsidh Sridetnd naohigel wiose refereighecount has

b@éﬁfcﬁ'afc?@rﬂeﬁf%oﬂj oEfRY, athé’%é‘@era RS nd! ﬁhbf“ cﬁ&n (Ieérlodlcally,

perhaps identical fo) the f| tering an
baekgretsd diaskr caltat! zib@vmrbage collquior mmlmestmﬂ:h object in the

IBRERE BLRCRBlechRleBor iRERe b oA, duBcaidas & B st of
obfedts @ MardedtedkilAdsne p&hBé@ﬁn%t?%&%nﬂ% garbage collector has
examined the entire database, it would delete all such objects in a single
transaction. One familiar in the art will appreciate that this method may also
resultin a significant p erformance p enalty, as other accesses to the database
may be delayed while the objects are being deleted. In addition, if all objects are
to be properly deleted, changes to the database may have to be delayed while
the garbage collector is active, resulting in even worse performance.

In a preferred embodiment, the garbage collector examines the database
in a series of passes. Once a specific number of objects has been collected, they
are deleted in a single transaction. Said process continues until all objects have

been examined. This technique does not guarantee that all garbage objects are
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of executabl e conmands. This code exani nes the
attributes and attribute values of the current
wWobRjeot3s9and determ nes if the object shoul d bRCT/US2004/000564
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bé qused farotrememissidre arexor talivef wHieh gaapage usetl iacky particular

. runs. The nunber of objects deleted in each pass is
INSANESt abl e to achi eve acceptabl e performance for ot her

b2 ko et st R, QT Ol por
distributiahrpankaghe, Dersin iceled slivesni AvgliGhjis at submsehlnfidiee television
viewing object database which is relevant to clients within a specific domain,
such as a geographic region, or under the footprint of a satellite transmitter.
Security of these slices is quite important. Slices are used to add objects
to the database which are used to provide valuable services to users of the
database, as well as to store information that may be considered private or
secret. Because of the broadcast-oriented nature of slice transmission, slices
may be easily copied by third parties as they are transmitted. A practical solution
to these problems is to encrypt the slice during transmission. An ideal reference

text on the techniques employed in the invention is “Applied Cryptography:
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The replication of television view ng objects anong
the instances of the distributed database necessarily
WO e@uio63892 t he transm ssion of objects over unP€l/Usim€000564
and unsecure distribution channels. For exanple, if
the objects are transmtted over a broadcast
Pretotals) digorithmsh aag BoulvenCadeadi G” dy BrlosvBshoeier, John Wiley

ns there can be no assurance that the data
an%%ﬂéniﬁégt ed accurately or conpletely. Wather, such
as I BS3rfdiRed e dﬁﬁéﬁﬁoﬂﬂ%"Wbﬁtlb & %cure, encryé)ted channel

transm ssi on. ”er sources of |nterQerence e

|soe8tebllshe§iadsmgtteshmqaes Ssimibenip msemmambedousiéﬁol%t Ser. No.
the a Wi |

Ki | [ il .
4 058 BReph sEseiane 55 ST I GL cRERENAT] G Sometimes
P@fﬁwlmet E)él?‘g}?ﬁgﬁﬁbﬂn Aobré%'hén@lv 8kill&d g tha Rl will recognize

channel i'ncl u epeate transn133|ons error
tr‘xabrpremoqlﬂg based son aasymmeatsics keywsinehy ption sevessasl o oeliable and

R T, B Ay S BN 3l BBbition of
m'f(ﬂﬂ*nétﬁﬁlt 96 Q@r\%rﬂabhﬁfeﬁﬂlchﬂ&ﬂg‘ﬁfovw’é& usMigSah 'e%héﬁ’éb of signed

packages, herein cal slices". Aslice is a subSe
messages t ketwgesi dhe olieew agdobpeisal ystenase Seouh dlstrlbutlon is

oSBT KPR AR, SO o i ey

s&ttRiringt #n butepbitatieh ph&ssurity of these slices |s
quite inportant. Slices are used to add objects

the dueeqrse mwfﬁy aequirgsethat ssqndevians mqmmlawree beforehand

o B8 g IR B S, 3 Agputon s e

weakesttlmkaamysayptogtm:beygténasdrmbte?ﬁh kleetkaHi€ dafa. U.S. Pat.
slice transm ssion easi |y copi ed _by

SehilNe- pata. 639, a@nﬂti?@y“%ﬁl%TeﬁtaﬁiqﬁtwwAsaembatan@laT est System,”
fuge' yagp% tfbggheac‘lgop{)\&ﬁwa@é'tﬁe ?\g?ﬁ&éﬁ‘tpt f]b(%%1 :%: ergechanlsm

transm $si on ence

whecdbyl btne&:heatmémsze@eneratb@ thengeyrhinwtric Rey ﬁamatﬁdnatlcally as the
r 4 WD 2004/ 063892 PCT/ USZOO4/ 000564
f'ﬁﬁ'cﬁq e ﬂPe ?éqagw UG PEREESSo P Privalekenthts ggnasatacdis stored
w§ﬁnf9n§'séfzure3 wdc%lésoragmbéaaéd withil? the Ellé’nth%‘?f %r '®8h that the
odi nent of t nventi on a secure,
keyhasmelver |psesmttadbltosé1>etdmm|dwldesc Airken pebllalknsyl thustglanerated is

h d , .
T B0 |G UAS R PSS i FRra o e 9 along with the

clﬁé?ﬂeééﬁﬁsnuﬂ%?'ﬁ/ Bréé!éuré Hﬁﬁéb%ér T?'Pé”d’éﬂéb&éb i§ later securely
practitioner ski the art recogni ze

transmitted to the central dlstnbutlon system where it is used to perform secure
communications with the client.

This unique and novel application of key generation solves the problem of
key distribution, as the private key is never presented to external components in
the client, where it might be discerned using special tools, such as a logic
analyzer. Instead, it may only be used within the security microprocessor itself to
decrypt messages originally encrypted with the public key, the results of which

are then provided to external components.
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that protocol s based on asymetric key encryption

serves as a reliable and efficient foundation for
wa@odoheedsprat i on of client devices and secure PCT/US2004/000564

di stribution of information. In general,

aut hentication is provided using an exchange of signed

messShigesrdmainden d¢fhéehisl discussiod aestimab ﬂyﬁtaﬂsconwnunmaﬁons

ecure distributio rovi ded b encry
behyeeninicignt ues @'asxﬁems AoedU }%Jc %@ endypted as
dElHinRY fHhRUt henti cation phase. Successf ul security
requires that sender and receiver agree beforehand on

the asymetric key pair to be used for encryption.

kest link in any
' AVINGY : S| | ectronic data.
U. S [ f ti

- eclt?g?rw% lZeun h?ﬁggnﬁ&ﬁ a7 ?%fe@teg né]rhﬁgg rrr%‘ﬂé df-'fﬁé inyention the
follo@thg ateps oomsédiuﬂey“ttamrrﬁwbn’baﬁtteledsm lvlwang objects from the
egﬁ m vvhereb the client device generates the
¢ Sﬂﬁ@h %3%?“%5 €Sautomatically as the final step

in the manufacturing process. The private key thus

generated is stored wthin a secure mcroprocessor
erfihedel otybe manyt meckaniems faeirapemitting slicdsato thedinivarge of

BB PRSP RA The e o g BB d B
meRef agélebhble W@d@mor\&bb@mba@ﬁf 50 tthey lﬁeay Bé AUl into
the client serial nunber in a secure database. This

déme%@éﬂwe YertigabBlasking leéute;wat (s af ms&anctaﬁd television braladcast

AP S HSR R BT o ey et 35 BSPyEeta
a@ﬁannale OrpgHillsxhin the o wlﬂ%a@ﬂ’}ﬂépﬁﬁecmm StV meGhanism

probl em of key distribution, as t rivate key is

néhigh gar rensetl digitalinfermation sipobe Hﬁ@d it)) tranﬁ@nfcshpemof the
V‘"P&E@l lotn \ﬂb&nﬁq ?@e&]c‘f’é;t éi usi ng special tools, such
F zer €ad, it may only be used
VVI t h| n the security m croprocessor itself to decrypt

nmessages originally encrypted with the public key, the
r 46 st ep ViR ipEpPariigetelavision VisWig @biasibiar drangmission is

T e

c dxmtamni:e;aancbmabag aegtice df iacsubsan df thendatabasy #igtis castomized
'Elf#l cat ed, ansﬁ enc ted as described above.
T o

tH 6“\% F&%ttbetd? abasemayfontgiaaleyision
R%f&'ﬂ félaﬁr?%gi A pljogréﬁ‘\s% RREEEHAERY ORI R Elevision

evi nvent | on
viewing objects are to be sent using VBl modulation on a local television

signal, only those television viewing objects relating to programs viewable
within the footprint of the television broadcast being used to carry them
should be contained within the relevant slice. Alternatively, if some of the
television viewing objects contain promotional material related to a particular
geographic region, those objects should not be transmitted to other
geographic regions.

In a preferred embodiment of the invention, the speed and periodicity of

traversing the database and generating slices for transmission is adjustable in
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foll owm ng steps constitute "transm ssion" of

tel evision view ng objects fromthe central database
wa@gingesht ces: 1. There may be many nmechani snmsPEDUS2004/000564

transmtting slices to the universe of client view ng

devi ces. For instance, the slices may be directly

dannarbitead faghier taall@l egbiul ceoetﬁplatﬁmmnarccmbﬂr@deuﬂbem Hdhade.

t hey ., may be nodul a into es of the Vertical
BIFSH kn%t@n%ﬂwawonﬁxg@ )”eGPS%?"'é! %ﬁé%ﬁ 8 Sﬂ'@@%fﬁrsqe&%m
by ﬂd@tﬁ | evi si on
n&@%&ﬁ%ﬁogﬁgﬁg %EVQ pri \?gte%?ddyt hggﬁel
skilled in the art will readil y appreci ate that any
hani sm whi ch can trans ital format i on nma
d REiel SteR eRRENG CRCBSTGS i fece uptdlie STGR Ui Rortived
?%P/ﬁﬁﬁeﬂ@tk"é?a@?ﬂ d f&hﬁ'e(/r%bs%rﬁ& hBve beBA duilenticated using

evi S1 on VIGMAng JeCtS or transm ssion iIs
r seoyra pnqh@cctl@ wilt havss aicopy @f tie slyamatnictkeyb makéngithieon able to

thjs rtic instance, and.creati.n .slice of a

s el e Sl bnd 20368 (oo icH SRiNG Btz With it
mechani sm For exanple, the database nmay contain

tel evision view ng objects relating to all prograns
2j Ondeca sticarisrgom \lbls ,copled ol bei rzmminat wihiehitingy transmission

¢ hEGiebigh Sebigl R ery R RGald 1 aPL i RiaPthrtepeitns, the
0@I|§§i§plb@é@bhrh9tél@plﬂirﬁg§é}'0§r ¥4 PWaHEprotidds Reld®a to each
footprint of the television broadcast being used to

c Hient anidealls o lff tglavisien hreadesst ie usads the §|I¢QelSevamd onto

SO LR b 28, Pl e R opaponce i

t @n@dtﬂatfe‘dl otbahe siggrraphése argisimilartbitos@cadtiRRinted cases, the
shoul d not be transmtted to other geographic

r SYED IS’ carWS@lqeﬁ”ef e theydatmdraanbing be slige is rereated gontinually
t%tlﬁg?)%% lggrb\ﬂgé& r%r%sga@%ﬁ%}éers' ng the database

and ‘genera i CeS Sion is adjustable
in 16 WO 2004/063892 PCT/ US2004/ 000564 an arbitrary

fashion to all ow useful cost/performance tradeoffs to
bd hismtrpetitig brogdaash etsliges Iﬁﬁ@qwrﬁdj erausectbss£gn be no

AR AR TR SR, TRV B . T
eatibnisdévies immythme powelwzt oilfh@r there mavg\vhsbmﬁ\tﬁf@’@ngé WItthQdep’uon
S trjc C en VI ces | C ave een

2 Humpical T oudent] actisira highotaer 9" wobami ahet Bepy
Oftran3hitttSy BRESS e rBPerlRédeitbd SEM AR deices, they are

continually re-broadcast until updated slices are available for transmission.

A preferred embodiment of the invention uses broadcast mechanisms such
as a television signal to transmit the slice. However, it is desirable to provide
for download over a connection-based mechanism, such as a modem or
Internet connection. Using a connection-based mechanism usually results in
time-based usage fees, making it desirable to minimize the time spent
transmitting the slice.

This is accomplished using a two-step process. When the connection is
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decrypt the slice and access the tel evision view ng
objects withinit. 2. Once a slice is conplete, it is
W@ opieasD t he point at which the transm ssi onPCT/US2004/000564
mechani sm can take and send the data 110. For
t el ephone connections, the slice is placed on a
t estbiishgd stheddient dyistedn semdsranvindentarp ef gedvdously esnglived slices

e plenianisorners 1 %“me'e%er&%'f Somatra i e pians e lst o

Wsr.&ast Mt §h§&|uggg fehEH §+&as§é@8§ "Fhéttéh%nt fs:g%gwﬁew rere not

e signal” In th ese simlar
blpumhsaed-emeltmtrlsedttedtkeﬂ']e tliept systeoe i s "carousel ed"
i.e., the data describing the slice is repeated
continually wuntil a new slice is provided for

3! TRABINCE 34 ﬁansmrtkﬁbfeﬁéékmgémebém%@atsn% .ﬁ»ﬂo' &gﬁc e%smn of
ause t

reqU|red bec ere can e no assurance that
sispodinurebergdrinta packefisaThese pasketslaralsaptured ebamhlent systems
cli The . cl.ient dev ma e, powered off, or

¢ Rofided T8 staein G Ared B PRtk PEIDREEsRUedbt i bresent. The

SipaBRéts dr8 r@ég@émbledaﬁtw A¥lide hNBlBhd@ﬂfé?ﬁd@é pted. The
probability that the transmtted slices are Fao per |
r

r éJevigiom \Aewiid okjecisrwithie he slice anedhen fiterag |anpdic&zlyhty,

[ PonSARCERRY 24k tp dRE RS eSaR vhEnGitind Uelabala. Jis
UpRScddsaaghctts BBSIHOh DthStsitral databdR] SMefdviios viddhg
to transmt the slice. However, it is desirable to

pobiaciereligbly iawiieodienbver a connecti on- based
mechani sm such as a nodem or |Internet connection.
Usi ng a connecti on-based nmechanismusually results in

t ITive-ihesrstibrlsed s fracsof timekintg at Whittsddtalaeke® afgvetbired.
the tine spent, transmtting the slice. This is

abXabmprrkeie vhish mee gldandban é@etﬁ%%% e pevéad arepurged from the

[ 5
es%’ﬁé é Eééad{)ﬁt nq [ en?géylg'fgj %Qﬁgﬁg an | ée&%)c%r@%gp
pireldfipite! perioelogih @Waﬁ'lngdeBall parts ef aplice o pertraismifidd.

The server conpares this inventory with the list of
slices that should have been processed by that client.

: rl]':‘esﬁgﬁ Y}gi\/\ﬂén"ﬁéﬁsrﬁ@ﬁngrﬁ S%v@F? Brb34s: ttrﬁ&@uho errors of

t system rce 1s ransm
bvae&is gindsemay ocyut iadhs itnanemﬁt&cbdatas EHachsidte lpacket is stamped

short nunbered data packets, se kets are

AT ALETBY OetactRb SoPe @ marbhelanE e soses Rarpagniel dhen

ughid T

a5 BREEd B ot e B R PIR CBIERE The, H8Fcast

deargysiebwill @rentually retransmit the data packet, which is likely to be
received properly. Slices of any size may thus be sent reliably; this is
achieved at the cost of staging received portions of the object on the client

until all portions are properly received.

4. There may be one or more “special” slices transmitted which communicate
service related data to the client system, particularly service authorization
information. It is important that the service provider be able to control the
client system’s access to premium services if the viewer has failed to pay his
bill or for other operational reasons.
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tel evision view ng objects within the slice are then
filtered for applicability, possibly being added to
wo b@4loaasat tel evi sion view ng obj ect database. PATUS2004/000564
process replicates a portion of the central database
of television viewing objects reliably into the
cI i ent The i nvention keeps track of the tine at which
s are recei
o1t BAReHlaE e ol S e sBM® 3R Sttty Sieste
Smﬁh&ﬂzaﬁoﬂ%b}ébtg P8 YenetAlyRamryptel Wsmg?‘é{@rﬁﬁletnc key
consum ng space for an indefinite period wh
wehengiondrased orpther pHkdic/private key pelrka@soclata;hwﬁh @dspecific

o B Al G R eebaiy LSBT By o€ SRy Py ccun

i lﬂnlbhﬁ)rbé@éis‘éﬂubh@dhéairﬁbecﬁ%‘d]pﬂ@été ctrl slice il BARAN an

an error detectln code y field or

c@@@c’ﬁﬂflﬁlc%tmﬁhlee% 0 tm@nd@ay efqrg anethertastiherigation object

o 38 PorRBet e el Bt of [ RFEEihoat e A 35} a spapt e
\Mpleﬂbdl $hé |dlemwva|@e Beusdétteraset apinggamp inShe dasalrise
size mpy thus be sent reliably; this is achieved

ﬂnd'ﬁ@'r&wheaﬂh%p@tﬁysm éY'N/é@Pp@‘PVId@?QsS@VquﬁeTb@ js¥ametric
orlkegg %5{0383 Jfrhgﬁe IbhglstleLev%‘?éﬁ VRWin Bje%'i QREHY e, tg be ysed in

recei ve € one or specl

t dessyptingadwiblicds whinmmay:béeec@eed’l ce rel ated data to
the client system particularly service authorization
information. It is inportant that the service provider

bes tﬂ@' GiehPh&9RbL Flalcfewé% a @Pdﬁfﬁalﬁ%@tﬁ:’aé}tiﬁg %%f%c? %)g;tﬁ% fime set in

premum services 1T the
bithé databiase, ibhwilecompesraia derdal ofenesiservit8s Wthe viewer (as

2004/ Q6 CT/ US2004/.000564 t I t f

Zs&epgﬁgi Yiihe Sebfica prRviIde - Alse ontaibed uitin,h aulientication
|

a?b ta?é‘bhg'?)r?ﬁd)r%%ﬁltéﬁ ﬁfeﬁﬁ%ﬁ S\Jvh%aark“ewﬁ’/@'ﬁ& %gé; ﬁ%%?ed to

tric encryption d on the
k eecpypt rth@sh;m& thatdreniramsraittege Cldarty, ifd CkBTtt systent Iseunable to

LR Gesit 1SR ol he 2 Bt A pBlRely 't e

slice will contain an object indicating the allowable
time del ay before another authorization object is
r &a@h\ﬂ;dhowtm glicads mdewdtualtm@erymbamd trakeyittedallfi bfoadcast

[ riQ a ue_is used to
r HonBriork s b P e Rlca ol s8BAY lindhesthpsiae e
C||dé?ﬂ{caﬁy€d 8MoMerlsliséLANA card Ul 8RN FgSall biHer data. If direct
symetric
){ransmlsswn is used, such as via a phone connection, only the authentication

slice for that client is transmitted.
5. Once the client device has received a complete database slice, it uses the

methods described earlier to add the new object contained within it to the

database.
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keys are stored in the local television view ng object

dat abase, to be used in decrypting new slices which
worago4loesspecei ved. |If the client has not recei vVEOI/ES2004/000564

proper authentication object by the tine set in the

dat abase, it will commence denial of nost services to

bhectmmgmﬁrrmedmn fmdhéﬁ‘é@nbﬁysﬂemserw ce provider).

oS B e AR 1 Figk 1 Mo REBBeH SiubSficgSt, B Ihé ifvention the
fd&@ear fiéblsf ‘égﬁé%ﬁg%e t“B&leﬂtlbﬁe%ftt%Péws%ﬁ \hé\ﬁl?@”bbjé%’f’s from each

: lent systemis unable to t henticate
cliandelofgbase: wi | | not be able to decrypt any objects.

Each aut horization slice is individually generated and
transmtted. If broadcast transm ssion is used for

11 e el \ﬁ@wer ﬁé\hgél‘é‘SQMéfﬂéleﬂ%Idhoéhaﬁfé@é‘ﬁal%?e td B, &He client
identically to all other slices and carousel ed along

wisyatesn recarge rntewngumfoanab@m, suchaasseharyab uned tes dione of

2 rof ool o SEE SEIRARE el P g B e g pther

5 intefetinglafoinaBioh. Tielgidea astoraE R & ﬁﬂ:a@tél@ﬁ@bﬂt\ﬁewmg object.
dat abase slice, it uses the nethods described earliér

to add the new object contained within it to the

cARRRF Ry therfprdl Mo WA H STt of Blgmotions that are
Rehgde avgilals,i o He)m%'ygndll;ate & dasips € purch@seHOite METhis
of the invention the follow na}steps constitute

" dfiorraation jp alge reenrded dntera aca Q'@/'%@P digwing obieach
client database: 1. As the viewer navigates the
tel evision channels available to,him the client

s Ydditiorratigpopisratioh ©f ¢sd thentidelivembl eesulsindmpdstant data that
ch nne tuned to, tine of tuning, duration of stay,

|dde sraarded |r(tg ytelevigion glewnég\pﬁﬂ:)ct Eorexanle, errors may
' 'E)tc%Ple Ieﬁ geé(%ﬁrf% KR! ha@&i%k deia An‘ag'@&‘?érﬁd?rl qﬁeﬁﬂteernal

| oca evl S oh view n onal
vitemperatare oftieckavice mayrea&med rmpefdt&mal pargmeters.i Oier similar

t hat h di cat desi
t Whes ehintaaon raight baTalTe 16 GroRaTAPWE ORI e object, funning
r %@bﬂ%’aéé‘?& v@rlégg ?&s&@%féﬂt ﬁbé%% |8h§"8r3'58f21bp5&ﬁér cycling.

Additionally, op ent I ce
result in inportant data that should be recorded into

23 ) e T o e 57 o085 Bt ot

Clgy6tdim cOhtakhethleieirfbite via a direct connection 104 (normally via
phone and/or an Internet connection). The client device sends a byte
sequence identifying itself which is encrypted with its secret key. The server
fetches the matching television viewing object for the client device from the
database, and uses the key stored there to decrypt the byte sequence. At the
same time, the server sends a byte sequence to the client, encrypted in its

secret key, giving the client a new one-time encryption key for the session.
Both sides must successfully decrypt their authentication message in order to
communicate. This two-way handshake is important, since it assures both

client and server that the other is valid. Such authentication is necessary to
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tenperature of the device nmay exceed operati onal

paraneters. Oher simlar types of information m ght
wheootasiser e to properly downl oad an object, ruPEli/N§2004/000564

out of space for various disk-based operations, or

rapi d power cycling. 2. At a certain tinme, which may

beavoithealialsattacksrthat meayicagucobdise slietttsystdrneRor example, if

system cont acts the central site via %Jdi l;l_ect .
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sequence to t I ent encrypt ed inits secret
k pass gicvdstya niebwarki such as tleevirdernet, wieerendatpdtaffio iskegen to

t Hsre¥lan mXal Ruip i debgs MidhoRey RGN0 PhiskimPeboliected
Thhéy ERRIMRIn O RIMAk L Is%dri%Rfé’rééWrwafé %echlstlngﬁﬁfé”tiﬁ must
both client and server that the other is vall Suc

aurenglly peetected ataliiéoessary to 20 WD 2004/ 063892
PCT/ US2004/ 000564 avoi d various attacks that may
occur on the client system For exanple, if

Cmmm@‘thﬁﬁﬁe\éﬁltl@erlmbtl@#bhggé '|§§{§<§t€ésbmlsﬂh@% partles treat the
fashion, a malicious party mght create an "alia

c dwi-dplexinhongi line as b ouwayebr@adgamhamlmdeybpms are

SRR B RSN, I LAVl Bl . The

C @IAHBCHE Iscendetl When il ideta iSddIverd® one-time session
key. Encrypted communication is necessary because the

informati on may pass across a network, such as the

a7 e B et vy B da il it cOBTEEEY By e
cqzildxcm:tb‘ml“ a netwarkgwihnas tHeolnt@rhedruriniveg sishdasd TORgIFegrotocols,
private, so this information nust be fully protected

attranspataniydo allathes WWQ‘f&tmﬂmsﬁﬁﬁﬁéntl cati on phase
I's successful, the two parties treat the full-duplex
phone line as two one-way broadcast channels. New

3slUgeaded mfomedtioreisedhrioted sienilatly dyyttheasetveri i#vé agsuiﬂédi to
to be co{{?ié:t ed i s sent ba k., The connection is end
wRERTeSBNt {glvision Virwing abiets ioee srpiqated nto the capira database.
W
S ACINeto ARRIBE A (H1BSASH v BBEEIL DT 5 bo
s traatiaclibntBf the gervicec bipinaded objects are therefore assngned a
navigable attribute containing information about their source; the object is

then indexed uniquely into the database namespace when it is added.

Uploaded viewing objects are not immediately added to the central database;
instead they are queued for later insertion into the database. This step allows
the processing of the queue to be independent of the connection pattern of
client devices. For instance, many devices may connect at once, generating a
large number of objects. If these objects were immediately added to the

central database, the performance of all connections would suffer, and the
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transparently to all other software in the system 3.
Upl oaded i nformation is handled simlarly by the
WGEeINMm63892t i s assunmed to represent tel evisi OPCTUSX0H0P0564
objects to be replicated into the central database.
However, there may be many upl oaded vi ew ng objects,
asohhectiorntignebeoulddangrease. dPhenetallhearesaiargeé by duiratiole dhus
objects are therefore assigned a navigable attrjbute
céwaﬁyﬁt% in Wi eRNNGSUGR SRS 1eEraSesAR 8 dungtiop Qfd%éfs not
Y éﬁ@g | ndexed uniquely into the database nanmespace
V\,hgﬁ It |Jés added. Upl oaded vi ewi ng obj ects are not
i mredi ately added to the central database; instead

B TP P AR R LB o
| BRI RS @ intdHRIitPN BREEPEY Q?‘&vhﬁihr\/i&fvingﬁé]tggg% are processed

devi ces. For instance, many devices nay C
oand, adytadeiostherognéral dalahese umdyebe ebntrbjlent by the setvinesprovider

a2 Sednd e cofFirersatanS ghddne  confiawafighs Bumaey cost or
sphHBfmanbe golifs. 21 WO 2004/ 063892 PCT/ US2004/ 000564

connection time would i ncrease. Phone calls are
charged by duration, thus any systemin which

JeR bl Ao a5t L ROt Rameshatiom for
t Rabarmng deita @oll8cteas ‘meﬁNelJééﬁicérd?berétﬁ%ié and data which might
tolerated. In addition, the speed at which view ng

olifestify apiedigiduabyicwer. Ihisdmppdient thattsuehddentifying data be kept

CErORRS el er e b e Y B PR B e
t genBesd. Rurdhstahce PbefrvigRivie atinBlie. asékinadNet o1 ¢fewing object
advantage of this separation is that it provides a

nEeRtaNIBenthe recayd of eatiewer s Miewing cheises Mayconiginoarly the
S ' [ [ ' identif

SR AR, AP PR U o R U ar
i densirfigti g paiht Padketokketindipiduskitientitypt h for | egal
reasons and to increase the trust individuals have in
the service. For instance, the navigable attribute

apRlrPARGasRs Ard Irﬁ/Wkgﬂ &ﬂ(k:{hs Sorvérafcali tha%k {){)}%{:{]s:ﬁ%d(hgf

a viewer's view ng es nay contain on
videtabhdse anipdispdse ofrtreem ag appaopiiatet Aer exarapkes sbjegt®hdicating
thpose qbjects can construct no path back to the

i NEWRTREIAVIQ e iaggre ?qj JHp @n; uarall yiewar hebryter srpdaleand
S fifsRhatich HtimigheRBERI SFindividiNVidWer is discarded. Objects

containing operational information are forwarded to an analysis task, which
may cause customer service personnel to be alerted to potential problems.
Objects containing transactional information are forwarded to transaction or

commerce systems for fulfillment.

Any of these activities may result in new television viewing objects being
added to the central database, or in existing objects being updated. These
objects will eventually be transmitted to client devices. Thus, the television

viewing management system is closed loop, creating a self-maintaining
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dat abase and di spose of them as appropriate. For

exanpl e, objects indicating viewer behavior are
waogrneewbed i nto an overall viewer behavi or noRElr/USzNH000564

information that mght identify an individual viewer

Is discarded. Objects containing operational

i mepliceted databasefsystam déd whichcaarsippsitsariyastimbehottient

rrao%, %{a}#se customer service personnel to be alerted to

poVE & probl ens. Objects containing transactional

information are forwarded to transaction or conmerce

systens for fulfillnment. Any of these activities may

Pracasisting of TelevisiohalipwinghObjaots hy GlienéSystees ng  added
to the central datapa or in existi obj ects bei.n .
et BV Bievi PBRERES pid cyBi fia 1 onie Binberit b ymation:
td&/iﬁbh%}b?ﬁéﬁﬂ iJeReriptidhits and g%ohﬁﬂlg?‘t’ihfés‘?%ab}é,?télﬁte or broadcast

nmanagenent systemis closed | oop, creating
sigeal -ofginatai infegnatomoso 449 6dasmePCiurusitag/ Amb 3dantification;

ViE R o RITEEPE ORI G (LN B COL Hy oo oA dimes, etc.;
soft@te) Guehi £F bRhac<d Hgfaba%sgcﬁﬁ@artéﬁbgwi@ét% ¥beNhreY operating

objects may contain the follow ng types of

sysieoy meftnatie, etef estedstinal pregeling dsdeimatidrorsuchn@s preference
i i MBS . N d . .sji gnal
VBN, SridERpia s, s e dE Rt SOTARL St i that may

bé depricsbhteat addigitavdatger pref erence information, such
as actors, genre, showing tinmes, etc.; software, such

as enhanced dat abase software, application software,

&?SIA liePSP ac‘rﬂféu LObBh statistical nodeling
MﬁMﬁﬁé— vectors, denmographic
anal Pedgranetguide dbfectaycaithier allr iifémeation MeetsBdryOfbr software
t hat na;r/] be represented as djgital data. Methods

ruRRing Bdheslippbiystamdgitaee discelves renasg am \iel esogngmscekinterest
‘o L ; _

P840 o IS TR RIS ABEART 1ot Rloni AL 40l g anc

clamthels as/desodpextiby objactd withist thetdatbbasaiser of the

bt g1 HiRGRHEP SR OFTAICIOS ORI B) P GUREDa s RYrR Service
pEABSTRTS Danlh o GO AN SEalFETIBEIR it mformation i
samesmasnerrfdt éwstanyce, Heomr @ \dodeneeialusupptigr @f agichninformation or
o ettt o Diorit soBROUgCRIATHAYIcHar i CLA 1S then Processed
using well-understood software techniques to reduce the information to a
collection of inter-related viewing objects.

Referring again to Fig. 4, a typical relationship between program guide
objects is shown. A television “network” object 407 is any entity which schedules
and broadcasts television programming, whether that broadcast occurs over the
air, cable, satellite, or other suitable medium. A television “program” object 401 is
a description of any distinct segment of a television broadcast signal, such as a
particular program, commercial advertiserhent, station promotion, opener, trailer,
or any other bounded portion of a télevision signal. A “showing” object 406 is a
portion of the broadcast schedule for a network on which a program is broadcast.

A “channel map” object maps a network broadcast onto a particular broadcast
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ot her sources of broadcast schedule information. This
data is then processed wusing well-understood software
wWo e@h63392s to reduce the information to a coPCEHUB10041000564
of inter-related view ng objects. Referring again to
Fig. 4, a typical relationship between program gui de
chaprt for ithe shedium Aeing ersed] tor ihstznoer k&' cdnmsltmap 7object for a

SBRIF Binadepstiambrig M s e A ETates aboubyes tpRbonder and
datd stré&bl Son t§ﬁ‘ﬁ§é¢ khd %r%éHcagf rl%m? Lthéj:ﬁgﬁo% 'd’é@crrﬁefi methods,

tel evi sion ] ect escrrption o
this progrem gutdesdgtmtst repficated dtamitbé @entrabaile dstthsidjeal systems,
rcia

ol BauhS SR AT R, B SRR ise: fhg 1data taymanage

t@@MS@hhﬁéwfﬁgunded portl on of a television si gnal . A
showi ng ject 406 is a portion of the broadcast

schedbeesendce pravidao mayocalsoprevida agooegation wewmg objects which

GBS E3b1 of BD b OB o G b ehonFor
inddhbe) &3 B9 rREdik’ U&é’l%ﬁbﬂ%@ﬁﬂ coﬁféﬁ'rﬁ‘ rfféferél%eé g aﬂgﬁbg'l@m guide

bei ng used; for instance, a channel map obj ect
OEJ@P’@ pssecigied it dhisserand swmeuClearkyc Ianuearbltrawy re@t iobprograms

"258’0 adgggfegtar@@ ﬁgﬂﬂg zéﬁ@&%‘f@@a@%i gﬁlegg%gfgg%|%@g to I?:llrectones

Fohinstaroeg tieersgan Trekdallactich n@ttlmﬂdfétwmhb%a%%w Trek” in
site to the client systens, Wwhere application

tfsebtﬂlﬁvﬁpalcahnam@sw%rﬁgwgammohmta are alao @rogranmgag!e objects,

o 5 NGLAEE o S Y, 06 BbilePocyeostr

objebts;ﬁannrsngfroaﬂhﬂ gui de objects that are interrelated in
ashi on. For instance, ar-Trek" collection

fn'ogﬁirt‘% &Hent systemdnay é‘é‘%hftrdeﬂnﬁ ttpﬁ sglegtioguefarogesn ebiects. In a

e
ABREALRS oMl PB4 S Bidt) Biage, g captured
pfcmmmons repgeserded |bnyna mieavteptcxgramegwdm dldect; ®ecoming available for
ditectories.,. For nce, the Star Trek collection

VigWiig: aRgregatien. eﬁtcl Eé‘ﬁ GIE Yiouer fctiongragy also residt in creation of
pRIgRARN %ﬂi’d@%%]@%%e‘?ﬁﬁcﬁstaﬁ% R/L romagu%a et dgle\?]‘érép programs

program gui d ects e mani
asd cause cf%imnom‘a newlagtglre@at@g\g:vtqgettl ng aggregation

obj e and. o fo client s may further
ot  hh%; AESCRRac Bl Bbest Of peRgTEM SRR CBIOGR, i s TeSeen o bo
indRhR; RheH Y Be ﬁ‘%)‘% | baife Rl Wskd éﬁd' fszl ﬁ‘t%epnrogram

each captured programis represented
gyidedebiesise ol hrreomidegcribed vettitle stk benefit from the fundamental

methods of the invention.
Program guide objects are used by the application software in five wéys:

1. In the simplest case, the viewer may wish to browse these objects to discern
current or soon-to-be-available programming. The application software will
map the object relationships described by the database to some form of
visual and audible interface that is convenient and useful for the viewer. The

viewer may indicate that a particular program is of interest, resulting in some
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vi ewi ng, aggregation, etc. Explicit viewer actions may

al so result in creation of program gui de objects. For
WO petasse2 t he viewer nay sel ect several progrBOBEUSENH000564

cause creation of a new aggregation object. This

description of types of program gui de objects is not

mesppiichtborbspedific bution, esuchhey cording ¢herprogrelint fodoeaitstorage

uses and ys of generating program guide objects not

hé’ﬁé‘?m‘té% Edadsast-whi ch still benefit from the

fundanental nethods of the invention. Program guide

objects are used by the application software in five
2waypplication softivares mayl ase dirastly prdeess ipeognanmmgyideiatijedts to

b th bjects to d ern, . cyrrent or_ . .

L 9RBe ESY hab i BveeRLS Wbt it poss i

b R o B B Bl LIRS D0 TR Eembined

i _rwiﬁ'r statisticai anodeds,ceavitingéme pridity sedaringf afralk pfregrams available.
oS i PR Bl 1 e F S B AT SbaiGABh spocii
2QR40 63 88en BET&6TMth Q%}éﬁfbm 30 Ridaf 8idrefe PRI if isbroadcast.
action, such as recording the programto Tocal storage
wiattions o ther prierity ordering spgdevelaped maybe waesentey tatheoviewer

di Vi o] . program gquj de objects to choose
prfégéééjﬁ)éOﬁ%'aﬁe?%‘gwbaesglgfcqsﬁﬁr est to the viewer. This
process is typically based on an anal ysis of

previ ously wat ched IFr ogr anm ng conbi ned wth

stQie skille@iin theorit will ressiily eippeediatedhpt there is/a grerirdeag of prior

or5Er IR0 e (S i SefertinbifrolnFbla Rl apby prsed on
MpreEbus Viewing histesardl aglicherefersncdd, 60y oeal Pat Serdg0.
is_broadcast. Portions of the priority

ghrﬁ(;g@é,tﬁ_éwéh@ shegedensrpaskinghissapnlisation ame_nlmuewm_d novel
e R G U A

dgabgrimmpirigonot e broadtastast teamgmitSiodoffpogre@iraily, BEd there is

programm ng for a viewer based on previous view r’1:g

hin& &pg cgﬁgtrewspnemherpﬂw@f@pemmm@ may bebradeast. Feether

Notetaif 3r?§1e%%7mefﬂ?ﬁs@?é% AEGh 'tﬁ@%és@ﬁéﬁérfi

application are unique novel ' “over ‘these

techni ques as they suggest priorities for the capture
proogr.anm n not the broadcast or transnission of

f ng, . . .
o8 GPRRHI Pl YRS aboices GfPTBSramBNG bave fte aNwpicpriority for
t RAPRIrBIAB B DY BrogPARIIRFERESEN uSHE tRE breference techniques

described herein.

3. A client system will have a small number of inputs capable of receiving
television broadcasts or accessing Web pages across a network such as an
intranet or the Internet. A scheduling method is used to choose how each

input is tuned, and what is done with the resulting captured television signal or
Web page.

Referring to Fig. 6, generally, the programs of interest to the viewer may be
broadcast at any time, on any channel, as described by the program guide
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details on these nethods are given later in this
description. In general, explicit viewer choices of
w@r@gnedsnti ng have the highest priority for capCT/Us2004/000564
foll omed by programm ng chosen using the preference
techni ques described herein. 3. Aclient systemwl|

hapedis. SKEHIthﬂHWQhe Prodrapns 6f ibENes ma9be BEd YadgWUniversal
tel evi si on broadcasts or accessi ng Web pages aCross a

n Eepoukcasyetatars AIRL) agroamatnaiworks SUchEsrareintranet or the

* INEHEe, el L paHRfcy o hsPHIC AR TR Mgy Pl O URL

t@fg\pa?tl@ﬂa(i\/\gétﬁblt@br p¥és. page. Referring to Fig. 6,
generally, the progranms of interest to the viewer may

be broadcast at any tine, on any channel, as

CETEBESaPLREE S LRGN MR BORURRRIRE e won se

ofURInte masianmey. Whéf@)/emm dhainver isaleledfed Otlh\[eQNeb site is
Logcat or s (éjnvh) across a network, such as an intranet

ord‘stglﬁy%t gb pagﬁé“@ﬁé‘l‘ﬁ‘?ebe ﬁﬁ%'aﬂﬁtﬂd 3s;a pragrang ofjndegrest and
SI t TIap: ﬁgggfeathl %e @Ipl Bﬁakeno{nda%e%Fdéin Alor é[&%lerrgmed

, can une
Wimesi t e by de3|gnat|ng the Wb site URL as a
channel . Whenever that channel is selected, the Wb
site is displayed. A Wb page may al so be desi gnat ed

agha q@augégageﬁp&ta% fplt & i édﬂﬁ&%}% Farﬁh/réVV\g&

page w aken and'rec at a term
t |pn®‘erérnoe356ﬂ&qudselblyagewatechss peptlrte sms abovd. A& scheduling

L,'gﬁ%p%@@r J8eR GormmeR dua B5ufh B Fhiabedn el oo ouice
feds 664, Whiph IRGERES ok E‘:‘rﬁgﬂah\%t oﬁ’ihfé?’eét"?regégtmg&ﬁﬁtﬁ-oadcast_

rogram gui de objects ,  Whi ch I ndlcat
pﬂfdgearwnefateatae&@aduai ef 1maelfz§l7l \yersws)auaMIe stdrage Ispace 606

SERRIS DBl EIGE Vi SATEi e fif%6d PPeRl el @hgfares. Further

extetdils dn Wes@%éﬂ'@@s@réfgﬁférﬂ%é?ﬁ@ﬂﬁ@@’éscﬁb‘ﬁdr’ﬂer
details on these nmethods are given later 1n this

description. 4. Wen a captured programis viewed, the

t,.ls rovi o C
4difieh BtaPRaEraTs 28GR teimpk3ihahfoBoRY bilfia apect s
t ieed db provide uadn@nanw@mdti@hl dbdue ee besifran iovBABRI Y the
an On Screen Displ a?/
display using any swtab e techmque preferably an On Screen Display (OSD)
of some form. Such information may include, but is not limited to: program
name; time, channel or network of original broadcast; expiration time; running

time or other information.

5. When live programming is viewed, the application uses the current time,
channel, and channel map to find the matching program guide object.
Information from this object is displayed using any suitable technique as
described above. The information may be displayed automatically when the
viewer changes channels, when a new program begins, on resumption of the
program after a commercial break, on demand by the viewer, or based on
other conditions.
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of sone form Such information may include, but is not
limted to: program nane; tinme, channel or network of
w@riogiosasb2 br oadcast; expiration time; runni ng PCT/IE2004/000564
other information. 5. Wien live progranm ng i s viewed,
the application uses the current tinme, channel, and
channel map to find the matching program gui de object.
Information fromthis object is displayed using any
ﬁsddﬁlasltech@@h% ginailagdo thiesecdesssitpedtn ase Bh@pplication software

i ol eI el RAREA AL A ol nfS1E: (e yiower

r e'BhiErmfocmaﬂ(f)n iy b besentedibh aieercdsmBhE] & it Rifake
on demand by the viewer, or based on ot her

cmpma@ﬁglly insevied Jnlodhe eutimst teleyisigp signabaiossue convenient
LKA, S5 AR, 31 Bl i BB IR o e

ma'eptaoeld bylatilffmpnbedoértisehwmwmcﬂohé@@ Ngﬁé&?ﬁrefer@hbé priority.

n?h ?n may he presented on vi ewer de

S'B@ ad PIRIBY BPPAFRIES + RPN 7 a{tﬁﬁséﬁh%m U.S. Pat. Ser.
t \/ t [ b

i 289260, e MERRTeR TR Hiping SyBtern. Bleg July 30,
m 88, litds pospﬂbte:&ﬂmbgrtarms‘tcﬁredqrmgmmmlthemﬁ;but\/tblevlslon

has a .hi gher nce i.,0ri
%\ fﬁ%&ﬁﬁt fae- E‘Hgﬁyﬁaﬁ%tvsc?é@msutb@@veﬁalg pgOgram
P
I X e e
to insert any stored programinto the output
[ Thetlrre war pi ng

HI'EMS t 0 be del ayed
e .
oft 2/3?3 The viewer

whl | gidviasr t Bm%&
wor k. I Met hgfjés?éﬁ‘f@%eqﬁg?g% %Sté;ﬁﬁ s“?da ?\% referr

nRyo tpauast \thelvsertpine peograoss beegapiaresht whichdrasalta in the highest

oRYIBEL meionl Xa, 0%, Pritins. AlerANER: « he eliRsomay explicitly
eRO®SE [Prefapehdus Hyn{g@pphh@ﬁﬁn@ééJEF&f@ed erbﬁ Rt ‘(/I%lv\)ér interface,

the vi ewer nay icitly express ere ces Uusi
PapApst @hmsﬁr@BdE@mMm@@ rspphe‘omaewertlautarepm«:am or even

SRR, LBLREEA PO oo by b rigres o

vnewixgj grattdrhsalprygrapis vestenees commeriadlNbalédidelePl viewed or
Vi ew ng{ patterns: prograns wat ched, commer ci al

skipRedt$%enent s vi ewed or  ski pped, etc.
In each case, such preferences must correspond to television viewing

objects stored in the replicated database. Program objects included a wealth of
information about each particular program, for example: title, description,
director, producer, actors, rating, etc. These elements are stored as attributes
attached to a program object.

Each individual attribute may result in the generation of a preference
object. Such objects store the following information:

1. The type of the preference item, such as actor or director preference;
2. The weight of the preference given by the viewer, which might be indicated by
multiple button presses or other means;
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In each case, such preferences nust correspond to

television viewing objects stored in the replicated
wa@ladoaloedse2 Program obj ects included a weal th oPCT/US2004/000564

i nformati on about each particular program for

exanple: title, description, director, producer,

3acTlos statically BgsigAbe &gTi’f&fa@lcelcﬁ ﬂﬁ@bﬁeféf@o‘ét iAr8Mitidh to other
attributes " attached to program obj ect. Each

i rRielerenass.det pxample. @&Prrré@tﬂrenw afehenoge sigraficas than director

obj ect. Such objects store the follow ng
irﬁ'ge?énrgﬁ:ag?f 1. The type of the preference item such

4asThe votuad valliersfthe prefeedresecitarn, fo? instafcaiedhameloftthe director.
preference given by the viewer, which mght be
indicated by nultiple button presses or other neans;

2, AT T RSB T e o

hirarhypsishitaretoc dhat ﬁescmmzdnfbe pragitamn guilﬁéeb@@ct% aﬁ@wever this
nor e S|Ig Udtcant th direc r ef erences;

higtaichy GremAtaly dischieiriEncbe Are pprasae &0k Theehierarchy
tHUAEortrddied [ B8 “didldrhicfsi g E sté’g, @ se5der|ved from viewer
preference objects are store dat'abase as
abilmamcmersedrprea‘erenme‘shat descrl bed for program gw de

b this e -
s e IeBecy lsrdovaicdd Fredsap dadiertsoreforanses pointing
tdi heakka e 6r€fé‘?eﬁél=§‘56t5 H6{se B0k S @ap%ﬂe%n |HG|F§&t references are
preferences, e.g. 3se derive romvi ewer
genetated whei plleéér@neesésr adggregatd abjebtseaw gda‘ryerated and are used

¢ RURENEEPERES fidet pifteirCos irTied eies splcdtion S6apbregated

ob}e%f@f‘Fﬁéeﬁre’iél%ncﬁeBBIe%ié?Ceré}@HcéH Q%Lf‘d??efﬁef ﬁ’lﬁlrect preference
aggregate objects are generated, are used

hieriatchyr atgeigsnerated orrtamiatpdebyermmeratmgl thesd zmallahle program

ted bj ect. ference
oBBekERbiTLeB oSy R ShurdRkcStina: P02 S5 srererine or updating
pl‘ufereatfc@rbbjaétg faeagira®ibiRk tHRSIflRfy by enunerating the
avai | abl e program objects which are part of the

aggr éhat weighit «ft a guarticelan pyefesenca H§3obegipdasti nero, and then a

SERRER 5868 ST 5750 PLhAA Ml SRk A ensld perhans
bynﬂultlbmbatto@tpm@hwsd otad Weandaradehek W%@Qtrﬁ&eﬁhﬁ dlﬁmterest has
preference expressed (perhaps by mnul

ree of
b%‘%ﬂ?te‘d@r%S@@s db P pieferescais s@resgegebased apta a@twegate viewing
obiedt, "af" GieferBASes generated by all viewing objects subordinate to the

aggregated object are similarly weighted. Therefore, a new weighting of relevant
preference elements is generated from the previous weighting. This process is
bounded by the degree of preference which is allowed to be expressed, thus all
weightings fall into a bounded range.

In a preferred embodiment of the invention, non-linear combinations may
be used for weighting a preference item. For instance, using statistical models
provided by the central site, the client may infer that a heavily weighted
preference for three attributes in conjunction indicates that a fourth attribute
should be heavily weighted as well.

The list of preferred programs is generated as follows:
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been expressed. If a preference is expressed based on
an aggregate viewng object, all preferences

w@esaedsezl by all view ng objects subordi nat e POT/UR®04/000564
aggregated object are simlarly weighted. Therefore, a
new wei ghting of relevant preference elenents is
generated fromthe previous weighting. This process is

bounded by the degree of. Rr_eference which is allowed
T oAﬂéb@mb‘}s‘@ﬂStrﬁﬁ@ which ligts @aeh possiblel prograna abject attribute,

OB S PR B A ARSI By Bleddlf e i

weeplnyi ng a preference item For instance, using

stﬁtisti cal nodels. provided by the central site, the
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£ ok . : . Con b ndi

f ouPRUEE (6 het BMhGis AIcERRb Dekiany skl SRCE 19ty And stored
Theithitise taifle jiteaf, eathed therotireestang $tsgl MHtigtafidwaSor much faster
foll ows: %@1 WO 2004/ 063892 PCT/ US2004/ 000564 1. A. .

t aBFAHL O DedghE P31 GAPRAISanstarecayoidgsh &4 thy slight risk of
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o PRk PR g &5 Rickeflyuindbe s € cerasaysr et aha

st SYefstenib %jé&@g%%ﬁ?ﬁaﬂﬁtﬁlgﬁ i% 8kialnddor atrﬂﬁtc%t\élhl?ﬁwee attribute

itself. This all or nu aster scanning o
t a®fl theairent pragreonphiect dine mateh avcurdethe weighheassddigied with

o P4 Blerelelfeidnied S 303 o Rtio BRGGrSac e Rutin homraoram
daélﬁ]é@ﬁ@,ge’l\féﬁaﬂ‘ecl:{( siﬁ@ﬁ%w_@tg‘h‘t FHthe tﬁ?@égﬂalﬂ?_t program the

attribute is |looked up in the ta present, the
4 i Binably, the pes@raghekjests aret renkardereslt based omthesoverall weighting

BT eEf pr el andllad'n fiESt Bbehptefed o (4t austgred
asprograthed with that preference object is added to

wei ghting associated with the program object to
generate a single weight for the program 4. Finally,

th ; LEGE S - r ed th .

v, S RT3 G AR FR00R R g vona v
methode Hesoriiedb igg

o1 Tl g of o

eieshtn te \deweher at ed using the

Methods applied to scheduling recording versus available storage space

As has been described previously, recorded programs will in general have
an expiration date, after which the recorded program is removed from client
storage. The viewer may at any time indicate that a program should be saved
longer, which delays expiration by a viewer-selected interval. The invention views
the available storage for recording programs as a “cache”: unviewed programs
are removed after a time, based on the assumption they will not be watched if
not watched soon after recording. Viewed programs become immediate
candidates for deletion, on the assumption they are no longer interesting.
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met hods descri bed below, resulting in a collection of
recorded prograns of nbst interest to the viewer.
Wwo/Rwho6Ms9Appl i ed to schedul ing recordi ng ver suBCT/US2004/000564

avai | abl e storage space As has been descri bed
previously, recorded programs will in general have an
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o é‘%{dgﬁ;%‘il?oﬁ)ﬁf/i%gvefﬁﬁgﬁ selé ]?ae 8&@%}1{0?@6‘%}5 I n@g at any time,
aaddheirenorsfing wmdnvmgraymonfﬁctdmm ottadrl schedtiled eovdings, or there

ihEnd B sftient BECH PbRdinalE bure therogrememust b tsorded. The
irveptiealin@dded Hﬁl%]lde ARG ﬂ@le?choc-ﬁ:1 bf resro?\ﬁh'g%ﬁcﬁ Boﬁ@c

syst em where t he program storage area IS
mﬂan@rtse fontwo esasans: im evﬁ siorrge spaqy, @@l@ck of input

%ﬁf&@% Ok Yl igh tiing. BYAEng dastabSirhérein Moludss a fixed
nﬂdﬂjefrldfﬂﬁbub’sodrﬁ@s\fbleY@forﬂiﬁb \ﬁ&é@catnda G%Q%feafum such as a

recording at any tinme, d~t he recor nay
magnetic cdisk @hflﬁttﬁelapecibsedem etd)rlngcﬂnedrewsdeabwldécer Recordmg all
t ace obt ai.nabl e when
B e B8P S B PR ba e o possie.
Theiafure, 8s0l0inyethe MRhIRES tHHt dri%é%é&aﬂge%f‘?as@ﬂ%'llhﬁfa?lons is the
Conflicts can arise for two reasons
keyta-bavipg thesrrrest pregtams eyailakie foritewing. evi si on

g A
o e S LA BT o o 5% o g, th space
3shemge6mecbnmr1@umbutaanedm@geerI CTHESSpad ééﬂédhf’e fracks all
ity for storing the recorded video. Recor Ing a
C‘t"é&étﬁf dPeer ﬁﬂo@f’%ﬁfﬁ”ﬁr Gadc thaseowdrichaniyavs dogieni eaheduled to be
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f ew
?lvbel logcurﬁed %E[ thve{t tlme) and subtracting that from the total capacity available

to store programs. Programs scheduled for recording based on inferred
preferences (“fuzzy” recordings) are not counted in this calculation; such
programs automatically lose all conflict decisions.

A program may be recorded 603 if at all times between when the
recording would be initiated and when it expires, sufficient space is available to
hold it. In addition, for the duration of the program, there must be an input
available from which to record it. The Input Schedule 602 tracks the free and

occupied time slots for each input source. In a preferred embodiment of the
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Referring again to Fig 6, the invention maintains two
schedul es, the Space Schedule 601 and the | nput
w®elemedse2 602. The Space Schedul e tracks all PUF/DS2004/§00564
recorded prograns and those which have been schedul ed
to be recorded in the future. The amunt of space
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oGl e of e, RFPEHPE" PR ipbatl FOMETIoy PRI HIH that the
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céﬁ‘fﬁcﬂs%&ur%@“ﬁ&%?lbgayaﬂ%% be aﬁ”&@omé\{ﬁm u ﬁar?o conflicts, then

services, e€.qg. I nput may
theeﬂ)rtergrasmoa sshe;p‘uiéd &mi”eaocdlhgfmﬁr om an anal og

tel eyjsion SI nal _with differen rogranm n In this
caseOIYs ferﬁfﬁ‘FP mbqqewnemﬁgog g Haveela sglects only those
r
Sﬁéﬁﬂ‘?%"%fﬁ% *&?Pﬁ WA, RV 18 1ABAEESHIER 708 Referring again to
Fxguﬁmmneemn 5&e rigatt Mrsthenffeﬂlraémf d cecosdihgdthkearaount of available

T e
tl'idt][nesﬁﬁé‘c? r @Fe?é*ra% n\p%)?/ dtﬁr Srtnhﬂ ol &F %@Qlab‘?é‘%‘ﬁgbgedmmg the

entio esesovvlns tine
lifetiete ofitbe candisiadée necardingadathes osdmngmsmpym dHosenany

t | d i ght b h h,.sh in, .
Phi s Referfihg oS’ R £ Site JRE S ERnoibls ydininigsths: Viewer is
pFé%%ﬁféd7%th Qﬁ@fbbﬁéﬁ @%Héﬁ%ngeﬁ‘ﬁ—f eliﬁﬁaﬁ&ﬁ’v@atebfoﬁ‘acrzrc])nﬂicﬁng

showing is found with no conflicts, t he prog
pragraisetQ,etDF. orT his oodefing rexugls iot ther viewer beiny pfesenéet these

odi men f the i.nventjon s cts only those
o000 iaris Yo Kass rRAPLAR o Frdied ouisix T Greate e 207 there
isPreddirepidit B8 tRIMvBniion tHatdhis®rdensy Qérhs%@evérﬁé’%ﬁﬁy &ther.
the lifetime of a recording the anmount of aval
spacehapld theayigwas rejentell pppgrianitiearte shattendexpiration times, the

flr%pétéﬁ ln\m\?eé éélgcﬁﬁg ﬁbos"& Ql%wmas with input conflicts 710, and sorting
these showings as in the first conflict resolution phase 711. The viewer is then
presented with the option to cancel each previously scheduled recording in favor
of the desired program 712, 713. Of course, the viewer may ultimately decide
that nothing new will be recorded 714.

In a preferred embodiment of the invention, all conflicts are resolved as
early as possible, giving the viewer more control over what is recorded. When

the viewer makes an explicit selection of a program to record, the algorithm
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then sorted, preferably by the m ni num anount of
avai | abl e space during the Ilifetine of the candidate
WO e@andispyy. Ot her orderings nmay be chosen. RefBCT/URLP04/000564
again to Fig. 7, for each candidate show ng, the
viewer is presented with the option of shortening the
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enbodi nent of the invention,
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SRR, RRoBraiP e HRfeTe, Phsisaintic R Jieen soheduied may be
dalleted | iter b ¥eha0eds: 0@1%89@ IP@Y]M&%O\%%O&}Q @(ﬁll%lt sglection, and

described in Fig. 7 is used to | nmedi at el
serend.df arafiangedn yiewerayeferanges: istentifies a hlglaer riorite program that

PPN B NI, 1o ccording wi T be done. it
wi || Anfirthes conmsicatdn \éirl“%BQWheﬁxlﬁ’ér'\dlin‘gaQ%egéﬁ \g@?/lﬂé"@?)ects for

V\é{ ewer. Fuzzy recordin are peri odi
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ear ack

geolasaieldi £lezaliiy o ef ebnﬁrémy eff aflidtiating’ 8xperrde fd?'ethe V|ewer in
IS exhalﬁst ed_or no further opportunity to reco

resep ‘élvﬁlthﬁtﬂ IGiS. Phles, evhen aggragedenabieats lese lﬂh@danfoan@bordmg,

t fi
Bt dre' RO RosBRR b Thieiiir e BxEtha a8 H v e
may lre a gedfetred enmbedintewt ofothd iriveRsion f tbsflicts feeuﬁtmg from the
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tHY pRIJrashsRPSIVEE i Ritiple ¥IrfidRS af & L SST b@t Ql% cular 7 program in

the aggregate object, it will only be recorded if its preference exceeds that of all
conflicting programs.

Methods Applied to Software Objects

The client system requires a complex software environment for proper

operation. An operating system manages the interaction between hardware
devices in the client and software applications which manipulate those devices.
The television viewing object database is managed by a distinct software

application. The time-warping software application is yet another application.
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A further conplication arises when handling aggregate
vi ewi ng objects for which recording is requested. If

W@ oovitlo638p2 r esol uti on was handl ed accordi ng t o PEEUS2004/000564
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st BUREHEE ¥ e eatiols’ Bhidtf bR e L1 ABUES A itSract with the
viedleh VWEligscadtiebs @péi on is yet another application. 32 WO

2004/ 063892 PCT/ US2004/ 000564 It is desirable to add

new features or correct defects in these and ot her

1500 RGeS e o S B SHS: an e

pdrsitsttap sequere sfdhstrydtionsNThese arsticiond mitilize low-level
updat ed software nodul es into the client system

d ARSI & e phieridiaviGe, nitializedthpstigk §tp§@99rswﬁée@ba§d load a
| Aoty Weer BN ARK G HemER), 109 SxeufifnS then
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a RYAEabIs MeRIAYs t hat occur when power is first
23PMd Skt $tbge BBEL [deP Rfdh BES%sthle'cfH htPsyste dh the disk

I nformat1 on I ch supports proper app
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h t
offherig Sitet Rt iRader Guishxi & 2 Sbeals aptioniin e disk so
e'a%CtbfbéJééénw (BEAREAYME!fitEREBREY, N the device hol ds

an initial

The operating system performs necessary hardware and software
initialization. It then loads the viewing object database software from the disk
drive, and begins execution of the application. Other application software, such
as the time-warping software and viewer interaction software, are also loaded
and started. This software is usually located in a separate area on the disk from
the object database or captured television programs.

Ideally, new software would be installed by simply copying it to the
appropriate place on the disk drive and rebooting the device. This operation is

fraught with danger, especially in a home environment. Power may fail while
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boot strap sequence of instructions. These instructions
initialize lowlevel paraneters of the client device,

WO pootioedspze t he di sk storage system and | oad BCT/US2004/000564
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eC|aII in a hone environment. Power
W theetsive 843candde dozate dhs sacord pgagegoodtéoader 806
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Ry %i&a@ %BO ldg Roeepy toﬁéhﬁeQnﬁfaﬁn@fSyStﬂrB HemelnBOBntwo 2)

t e in the
pgﬁiﬁ%nr eagjiéflﬁmg é)cr%g EOEF" éj% b'f\%ﬁqat'?)ﬂ 30@4{ 0 &0 B@%’t'ﬁ" to be
used as smnatyh rgemeryaBDQ For doplidated pattitivhss bANRdRation is recorded
stem, A rive, and ofher persistent storage
%ﬁg‘&‘t kot s @%l%‘é{hw it ﬁﬁthee@artlﬂeas i B‘@cﬁk@dwcm“lmary and the
séd:d?ﬂfjrssfhéﬁ(e@ BekRyp” cal l ed sectors. "Partitions" are

sequential, non- oJ%rIapplng subsets of this sequence

V\/m cPnier skillediin tihm asit wrllamdllytap;jredatmlthat BESREM ARB tpartitions
he i nventi on mai ntai ns

a[,f ggg%pec&mqrﬁ qqd(yﬁldggcg, trfg SeHURDERIG & @neateredegrees of
Al A 5| Mot 0y
i ni t VEth mespest taFign 19a andndler st dodt t90d, the initial bootstrap code
reads the boot sector 902, scans the partition table and locates the “primary”
partition for the second stage boot loader. It then attempts to load this program
into memory 903. If it fails 904, for instance, due to a failure of the disk drive, the
boot loader attempts to load the program in the “backup” partition into memory
905. Whichever attempt succeeds, the boot loader then passes control to the
newly loaded program, along with an indication of w hich p artition the p rogram
was loaded from 9086.
Similarly, the second stage boot loader reads the partition table and

locates the “primary” operating system kernel 907. If the kernel can not be
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partitioning of the drive 803, and to | ocate the
second stage boot | oader 806. The disk is partitioned
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fidra ehigkoacdestaridran It Al em%W%rkar aSfethodvAie v é ﬁgﬁtsoﬁware

succeeds, the boot |oader then passes contro
at@nyypf thrsselevplsdgrbainstalled ang nefiably brndgkrlantooopemtmn

whi it 1 h f

o s PP PSR b ORREEI 5 BoieSf afatidsas wagdl to record the

shatub i f snitvte&@ iasilldtion egehfss! h&ec@ﬁds%@staf@%\* e 'E)%rtltlons for
907. |If the kernel can not be

tem Kk |

e@@%zﬁe %@%Eeeqvl?r/ﬁﬂmbw obolsiging apdodidalhos thathzm attempt to install
lQad 09,

A aret S ElorkAy 38, A YRR P Byl ALY 45 i Siranoactonai

rmb.memflthatjamaﬁe the source partition, along with the
ass%d sour ce Eart ition fromabove 910. Finally, the
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S0 4 e B8 AT PR Se°eded o e
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m?ieferrlng again to Fig. 9b, the first task of this application is to update the
installer object. For each level 921, 922, the application checks if an installation
was in process 916, 917, and verifies that the level was loaded off of the primary
partition 918. If so, the installation at that level was successful, and the installer
object is updated to indicate success for that level 919. Otherwise, the
application copies the backup partition for that level over the primary partition and
indicates failure in the installer object for that level 920. Copying the partition
insures that a backup copy of known good software for a level is kept available at
all times.
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L o fiorts, BT MO pcteel Rieh &pof 2l g Blkehnt

aI | parts of the application environnment have been
cessfull | oaded and start ed. Th| S provides an
2 PMstigia 'QO%IS 35R89IAAME anrnding theyegaosding of laeprogram, or

aRdeo% tz?ér%g&g %H&%‘b S YR LIt pﬁé%?gﬁéé/s %L Re&rded. In

per mane ing to the new sof
addition, deletion of captured programs is recorded. Post-processing of this

object at the central site results in a complete trace of program capture
actions taken by the client system, including the programs residing in the
persistent store at any point in time.

3. Software installation actions, including reception, installation, and post-reboot
results are recorded.

36



Met hods Applied to Operations Status Objects
Qperations status objects are a class of view ng
w@bjoeo638vn whi ch i nformati on about the usage, PCT/US2004/000564
performance and behavior of the client systemis
recorded. These objects are collected by the central
A1 Hardwsreenele {gtlSﬁm%ﬁé\Bé RiAd¥ ihBlubigy lglﬁfﬁdﬁi'mlfédt% béwer

est abl i shed. | ow ng operatl ons st atus
i ntdilbasiars infemal éempaeatureoprofile efrtheslavias, ipersistenbatprage
ne sta

or eCefs prie; LT apre Bt &4 pABRyBHHIEN glwes.

recorded. Each "button press" is recorded along with
the current time, and any other contextual
i nf orSiace e, aciinns are renorded edany Witbv tinge wtaskp, itA8spossible to

PROGAT Bk Benbliol o7 ShE el Wini R & kit it ond orering.
T bites inflaridl @ a@&ﬂ’ﬁaﬁ@tﬂ&ﬁodﬁd @&&@te 8n th bpd@reddist of events
actions, such as dbﬁg’llnm ng or .ending the recordi ng of

ta oprisiAamctions aproReNawiors. fPbisanaes ifralt expesigdatitomatic action
%q@v\f({t o%ﬁ% §&§r§‘%ﬁ§r (r]éarfo%ths%’fl‘fjﬁ& sofwaRd (C]k't WM& be inferred that the

I on Or capture S recordel

mhem@l@a&s‘sdefﬁtwéhls object at the central site
results in a conplete trace of program capture actions

taken by the client system including the prograns

F‘F.@éb_@s:g_ Ng:gﬁ“ﬁELEﬁffﬁﬁéﬂl N gvm; BEEGHY B‘%Pp BN TRAL SITE

3¥REBMSON, installation, and post-reboot results are
recorded. 36 WD 2004/ 063892 PCT/ US2004/ 000564 4.
Har dwar e exceptions of various kinds, including but

Stg}rcléér B?#@QVIS%H 9&@ . @lg&éest art, internal

evi ce, persistent storage
acAesi'tenésysiem haeraosiy\gtmsbmmeeofrtelemmm vmw'nngrquects the central

tion f res. Since all actions are rec
sgt ,L.f@ev\p?rﬁtr §l %ﬁgﬁgﬁap@sq gaﬁdggpm%)qr%es ?telewsmn viewing
gstruct the behavior of the client systemusing a
I Tnear tine-based ordering. This allows manual or
aut omati c net hods to operate on the ordered Iist of
behayi ors.

£1Bifout SyBC1HBLT R ShiTR R SRR Shical Lomsessed o

ot St g e

PREDESEIKS Thanaelsl) ‘setworks Eandiciiesrelats! BjecENTIE set of

S gﬁects will have dependencies (“‘channels” depend on “networks”, “showings”
depend on “programs”) and other interrelationships. When a complete,
consistent set of objects is ready, it is added to the database as an atomic

operation.

2. New software, including new applications or revisions of existing software, are
first packaged into “software” viewing objects. As above, the software may
have interdependencies, such as an application depending on a dynamically
loaded library, which must be reflected in the interrelationships of the software
objects involved. In another example, there may be two types of client

systems in use, each of which requires different software objects; these
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SYSTEMS Sources of Television View ng Qbjects A client

system has a single source of television view ng
wobjeotis92t he central site. The central site BPOJ/E81004/000564

dat abase has many sources of television view ng

objects: 1. Program guide information obtained from

osbfiwdre sbijgctEmusshavesibsizdds poesetdadicatirg thentype tof system

” Bhoiiogr et arinar & Cons e S0 OT BRPLLE IS VeRBD iy Bde added
O 7 Satablisa 235k AomipBpBEpr |1 have dependenci es

anne depend on t wor ks "show ngs" depend on
"prograns”) and other interrel at i onshi ps. Wen a

3. Rh it itom AR Lniie, R6c #Sgte%éqéﬁqa@ﬁhingtt T public
SREg‘Pﬁétehm HhlsUHcnét Kb%méopm aelicHt” ﬁ%ﬁa@b%t ebject,

exi 5ti ng s ftware, are first packagm into "software"
viakignyitio b}tmleterastlrmjﬁfcematlhe ahoiut ae elientysucinee client type,

t d h t d '
- ST O Berpe R et ol TR el Arp BoRdl Blpdee
I@utﬂmicah@ﬁ oBlcrlts 89 PREESsAY. the software objects
i nvol ved. I n another exanple, there may be two types

of cllent systens in use, each of which requires

4-pAaaTRIRlon Booban bt PhkEts His e i Eemilzt JoSHi6R in this
a‘i:béé b eever, m‘eeag%c gdtl@@bbj&t hﬂfst rofee t@PrlﬁMﬁIeeﬂi?ogtéTﬁ)gwde

ar e tar et ed a consistent set o objects is
a@hiach® a&eady presest inethe dajabase.d¥sa Bitached tcatheaa@gﬁegatlon

o BpI R auibr s T s AN 8RR, A $fred®agid icon
s epdedtheinformationdedttiiites aOhce isecdrisistenegstrofincillary objects to
ob ect, along with other interesting infornmation

ﬁggf?@%lpﬂéﬁﬁva@ﬁﬁ ibis addeshio thegiatabasasanstomic
sto LA N the system etc. These objects are used to
generate’ authentication objects as necessary. 4.
Aggregation program gui de objects are added in a
sim | ar fashl on. &ln th|% case, however, the
Sadiptagalipeirddmrast §8%er to prinitive program
gui de objects already present in the database. Also
attached to the aggregation object are other objects,
suchltashcalld dvet dabr destcthiept innay be a0y eemlberseids owrcas of viewing

objects, and this enumeration simply shows the most basic possible sources.

Operations on Television Viewing Objects

There are a large number of possible operations on the central television
viewing object database. The following examples are meant to show the type of
processing that may be performed, however the potential operations are not

limited to these examples:

1. Using various viewing objects, a number of interesting statistical analysis
tasks may be performed:
1.1.By examining large numbers of uploaded operations status objects, it is
possible to perform extensive analysis of hardware reliability trends and
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and other informational attributes. Once a consi stent

set of ancillary objects to the aggregation is
war@dioedsbe, it is added to the database as an BECDIBZN04/000564

operation. 5. Data collected fromclient systens. It

shoul d be clear that there may be any n unber o f

SOUV Fafure rhodesFdrdnstabrecit & pesyible o cofelateirterat temperature
sinply shows the nost basic possible |§ources

QOGr avitto axpested MERF {Meanviieg Beiwasneeaibireskefclisntdgvices.

| 2 3L BRIy R4 |08 PRbiS OREL Bld-0Y i fofickiBh, itis
exanp@sitsie ¢o dednd dbmcsjnaphnt:ime ptsymogrfaphpnnfwmhng about
that may be performacfl er the potentia

oper atarieys papslations q qlﬂapﬁge\fl@eq &S £X8ie) 'E§ possible to
ot R By ke Gtk PabfncR IR pebiic 21 €6683 IAhich

statistica tassrray be performne
exam thergiehbdgdcesirdsides of upl oaded operations stat us

ol Bes iy, bEexBmi g JATor HEEberR e VNGB ISbORARRAEBIECts, Ttis
PCT/ US2004b 8983 Adrate akht" Sndvstsie” TRIoLASH G8RBUIaF brograms

poss rrel ateln ernal tenperature
ex pecwitil fuuvmtomm matleodse tuntike eksiting pesgraoi ratingemethods.

i C am ning,l ar ur.rbrs f.ulae .
bt Faererg iy Gt exetple oESABRIE anafisis BsRE it might be
dem’%é\ﬁhﬁ‘ed)bn WOI@W@BB}%’[ Hafapaest ﬂh@@e@?@%ﬁples are not meant
various popul ations I'i'ent devices. For exanple
i s padedinit the appltcabmgy af theTventigy, dut torifustratet tuhe)dample the

wthin specific zip co eS|n [ the client devices
resi dePeU OEPH?|3§PP§q @bﬁﬁerﬁ% M&dye nunbers of

2Vi S¥bAAItY aggrré@@hb%bj&@meﬁ/ bé tauto'inatmylgeh@rét@d based on one
generate "rating share" val ues for partlcu ar

pr@grmamattmbwnesfm|all;avauabiﬁafd@mmgmhj@as unl i ke
exi sting programrating nethods. 1.4. There are nmany
ot her exanples of statistical analysis tasks that

M ghi¢h BeneREibhas BRicay ;ié?ﬁarﬁie@/bmrsobm@énr@amhmlon of
these exanples are not nmeant to limt the

apipteresbireintgach viewing oRiesl sueh ap@rogigém peserintione apter,
ex t i .
<ABhc Hhe,RREEh LTl £5AABARS [ifboiA bnfrbutes. An
aupgarebbaviewirgestsieet iedhéagederate®bg choosing one or more
attributes, and adding to the aggregate those programs for which the chosen

attributes match in some way.

These objects are then included in the slices generated for transmission,
possibly based on geographic or other information. Some example

aggregates that might be created are:

2.1. Aggregates based on events, such as a major league football game in a
large city. In this case, all programs viewable by client devices in or
around that city are collected, and the program description searched for
the names of the teams playing, coaches names, major player's names,
the name of the ballpark, etc. Matching program objects are added to the
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or nore attributes of all avail abl e view ng objects.

Such generation is typically perfornmed by first
wexianacispng i nformati on of interest from eachPei/Estongooosecs

obj ect, such as program description, actor, director,

etc., and constructing a sinple table of prograns and

at t r idgiregate Avhichgs tlegratkiced fewinagsoligsian only toradient devices in

gener ated by cgooa ng.one, or nore attributes, and

addi AggieesSiman g”é?‘é@fgf’@ ¢ibse programs for which the

. . ; : ot

2 P iop DRESR oo of BRI Intohee fo 8 i@t umber of
t r anssieserisoRor instargieh lay dggseghtermighb beaomistruotedofradl‘John

i nforpatign. So X I regates that m ght be

cr eat\W@YagF eMoyIeE, 03?53?%63{3%%(2'85%%6!% WEFEnt s, “such as

a mJN%qr{egét%%afs@et&ﬁhbws haViér carrb8Prédioed. IR tidicase,

e
case, progranms vi ewable by client devices in or
ar ouruplodred vemwngokiects drecicannediar elesgnis gf gaanmon interest,

o1 ay 146 BoBrs of e e ipgEd A58 Sookfe ViAWY, etc. For
name éae‘grﬁdﬁls, Haobran Kist” red&é@?g?@gr’@hﬁégﬁéﬁ?et&rﬁéﬂ glient
are added to the 39 WO 2004/063892 PCT/ US2004/ 000564

aggr alpvices inihe lagt svaakemight ibecgeriesatedreaniaining the foliowing

ctpshces aribe et skackomlgit osgeriesstcckanabiing e foly
22" W e ot Bas b ARARsS of common i nterest to

a Jar /@%régﬁié%fbéﬁed o 8xEIck- sfsdtions WyanieRersA DIAFY BORINR of a
m ght be constructed of all "John yne" novies to be

br oadwagtam rthendewesmigiidie. presgntedgyitie gatarposkiady i@rvote” on
ot oAtE et pRorEff e2Radlt SREhaes & HTardREed atyioutes
co tdriiirRy, @sting, Giksdiings cingReRo@iaphy R WiHoR geheraes viewing
actual prograns viewed, etc. _For exanple, a "top ten

li st "otag@tsg@att rediploadrg later. Theseyokns ale thenissapned to

devi c s L oht o

the rapisineah oRgp YA, 08! oB6rAR EHENTE IEARRMEY Dinose
Aggr eghd estdekfeethainpexyshl.cit sel ections by viewers.

During view ng of program fhe viewer, might be, . .

préSethea axptmaraﬁot%\@ﬁ@%@&m?%p{ ow jiag Basisrfalies S tis

curr A -

por cal veRPRRA UREECIRE, Albrhleh (G BToRIS bre-3hited and pre

ci nensdlegiedgylps ohiatdtedegregrnes tosihewiser of the client device for
perusal and selection. These examples are not meant to limit the
applicability of the invention, but to illustrate by example the spectrum of

operations that might be performed.

3. Manual methods may also be used to generate aggregate objects, a process
sometimes called “authoring”. In this case, the person creating the aggregate
chooses programs for explicit addition to the aggregate. It is then transmitted

in the same manner as above.

Clearly, a ggregation program objects may also p ermit the expression of
preferences or recording of other information. These results may be uploaded to
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objects that are uploaded |ater. These votes are then
scanned to determ ne an overall rating of the program
wokiogloeiss2z transnmitted to those who voted for PEEUR2004/000564
perusal . 2.5. There are many ot her exanples of how the
basic facilities of this invention allow the service
thHePesrtrall site 1§ rfeMh 0f biRisks ﬁﬁrmedn@ttdo}uhd-ofsag%@geté generation or
groups of related progranms to the user of the client
sigéiotical anelysiisanslaso @nd sel ection. These exanples are
not ng_ tQ |Iint t [ e | ;
venttofeodback TBop| tisqs B cfiedt deketh qtfigs provider and the
upiversepef aliéwars Ubiay thegbliedtedgdcd.omhisdunigueMandiaiovel approach
nmet hods may al so be used tq generate aggregate .
PEwjdas 8, n%wpfpa@e@fstel@,vjﬁleﬂi\ﬁﬁ\g"r@a Y éHOVlglgﬂQw Piag ang ,gompelling
wtapé?of:ﬁ’?@?em&e E%\%?rﬁf E?ééé?ﬂ éﬂ?ﬁpﬁ&%&gﬁ{eevie HP oF Television
prograns for explrcrt addition to the aggregate. 1t is
ptdygamisr sfidniaréstdto iindivideaksanhileamedntaiingbeliable and consistent
Clearly, aggregation programobjects may al so permt
Opﬁl@t@%}fé@%%@f}%ﬁ- preferences or recording of other
i nformati on. These results may be uploaded to 40 WD

2004/ 063892 PCT/ US2004/ 000564 the central site to
Tamating didSorgehbriatPlentside Maghdnsimsaggr egat e

7 eealil, e SiveT et iRt et it v SR llent systems, i
isg,se 8¥diRt PAE rhien nl»aaré/srfﬁferﬂlfa Ad §é’%rcﬁ%él%él‘&tihgeof%drﬁ8ht to the

vice. This unique and novel approach provides a new
consumer. Teadilional conterdibnggting rpechandsmg relyiayuseradside tracking

of QEB Ao Bl B R PR o Dy grpraiveo
n@thbd‘bﬁ‘é&ﬂts ggvérréqufﬂmiémg{s whi | e mai nt aining rel | abl e
and consistent operation of the service. Targeting of

Content via dient-Side Mechanisms Wth the advent of
"f at ' deic'gslik the. i nvention's clien

cl l %ﬂt . ent
sy’st Sreanility T ARG FHETDEY (Ol CENRYTERS HBIVS: &'t g @fpount of
a ndjrffoRh&sdn Ké?tt APSR dith SdnstAREEGows) thd@enfaNSatUBFs need to
Traditional content targeting nechanisns rely on

ser véecaleiwith theagiowily. This caoraupiohibitively expengivé.ng

deci sj.ons ma b central, server. This centralized .
oot nBEVBRe calombatur Hbouf taf daiSlingt s Je 1,4 coRal location.
the MHREHeBbIS YONUTEKS tHIsOVSome' rdfliSe a0 WKe Yart, reducing the

effectiveness of the mechanism.

e Limited targeting - The constraints imposed by both scalability and privacy
means that the types of targets that can be achieved are limited. Some
systems only target based on zip code. Others based on similar products
purchased. No system can keep track of everything, because it would

either take up too much space, or consumers simply will not stand for it.

The invention’s client system offers a different approach. Instead of
keeping frack of consumers in a central location, keep the consumer's
information in the privacy of his own home via the client system. The client
system makes the decisions on how fo target the consumer. The invention’s

approach affords many benefits, converse to the central-server approach:
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i nformati on kept about each consuner grows, the
central servers need to scale with the growh. This

W@ aw410638p2 ohi bitively expensive. Privacy - | nPCI/I81000000564
about the consunmer is kept in a central |ocation.
Many people don't like this. Sone refuse to take part,
reduci ng the effectiveness of the nechanism Limted
targeting - The constraints inposed by both )
scal §§al|agth§/y andApr NOWc FONRRARES t¢RANet R Dpped dhey simply buy
targ . W=V idg . .
syst Leandsifis fodlionf seien R0 Girel SEbéie, neti¥o grow. jpce the
si mi tlantp aeel tiat"sthep wanhessilg. addeps pewedatabask eepemaaaid objects

of e%/erythin , because it would either take up too
much %ﬁ&%?ttrgwt@%it%gﬁ%ﬁ’ga%ﬁgl y will not stand for it.
T DEVAS) L B0/ R AL RE Ssgl] RS, iy o home.

centThé tliesatdevice kpap Sévad dsarkuamohgmizetf oepattingndath to the
the privacy of his own honme via the client system The
cl i etlepharyisaryerak R4t isisiatiasiesHieRentow t o t ar get

e EMBSSE Tl TYRRRL0D e QBRESOER L L8 S5cBRBfpcadat,

bene - con e centfra

VO 2004/ @&taBa8e REChienS 08Ad0 Osdtvarsc aggﬁddeist ‘they Aannewsily be
consuners cone on board, they si rrplﬁg@éu&é(_themsel ves a
. Exi

cl i efPregranuped Mot B RV LAroelng, algorH sinevia logyithges on the

th ' vfab" . o
e Sk S eren b oh VibafiER 1SS AERAhgRltl fo exstng
keepdatabake sthemBroruathating Wity yéwischeataout t he

consuner is stored locally, in their home. The client
devi ce may send back anonym zed reporting data to the

E4SBRRMHTSEENSS Rethilis this is not a requirenent.
—E—W?FI“S‘g—i&gT‘g%ﬂm—Bl e = Bec

ause the client systens can
r ecel he inendida’saglienkbasethfaiaokbtasgétingis infinitely flexible. It can be

ftware ade hey can.easily, be .reprogranmed ‘
iy T d W Re e oG Rt BERRIG bdk nehigiss to: TV
shdigs, AidvRsY, éd&ﬁirf?é’@rﬁéﬂt_spg)régm )énHDQérvaed o?f)ériﬁgé‘,dhﬂ%ic radio,
new netadata for existin at abase schema or tpdatind
awdiohetew schema. Exanpl es of Targeting Methods The

invention's client-based formof targeting is
infinitely flexible. It can be applied to al nbst any

Herd hig®slicralsdandble®n, including, but not limted to:
TV
Targeting of Advertising — Demographic Method

Referring to Figs. 11 and 12, the invention’s distribution server 1101 distribute
information on available advertising to the client systems 1103, 1104, 1105. The
targeting of advertising to consumers using a demographic method occurs as
follows:

o Client systems 1103, 1104, 1105 keep track only of the client system’s
own zip code.

o Distribution servers 1101 download/broadcast to all client systems 1103,
1104 ,1105, a mapping from zip code to PRIZM codes (see below).
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shows, novies, advertisenents, product and service

of ferings, nusic, radio, audio, etc. Here are severa
w@x@ajobiss2 Targeting of Advertising - DenographCT/US2004/000564

Met hod Referring to Figs. 11 and 12, the invention's

di stribution server 1101 distribute information on

avai IGiknt sydvemt i 0891104 t,h¢08) tiesH kewpsetckl B8 nly its relevant
1104, 1105. The _targeting of advertising to consuners

usi ng RAlZM gegdesphie chrntisyatest isuree iz discard thesrest.d i ent

syst . 4 nly.of the cliept
sygt g?rf?tsnm]g% %]rge':?oii&? %ﬁ'ﬁ?é{{ﬁﬁ%ﬁ%g t @r”saﬁg 1syspems1 103,
downl1o@d/ br 18] ciaetadana adthout! AviilabRy $deBRisbhEhts that include the
1104, 1105, a nmapping fromzip code to PRI ZM codes (see

bel owglevant RBIZYoaedes tu reobepplied tarthe broadcast

/
. .ack of only i
o eqtis oF Bug 0 enisbitehy, dRCbIABRGIELBRR o Claf B breseht the aa,
di scappropriate shiow tolprebentoitivithpetser vers 1101

downl oad/ broadcast to all client systens1103, 1104
, 110% clipnt systemn 4003t 14504 1108 theadlasidesswhishtads foatapture on its

Ly e SN prés i AemiTE AR EASTRC) B W e retadata received

?ﬁverﬁtdns éhe gervicd eig@ﬁp;ﬁor ?ﬁérﬂpté, Ft’ﬁ‘(te @‘etr\‘i#@é;‘ tt?@sﬂ{ii%sﬁ rngouseled
e ag, ropriate showto present it with, etc.

cli eﬁﬂa%gltpg?ﬁglwat'ﬂmaﬁ!ﬁ'@ge'ﬂﬁéﬁs decBdés Bhisrandi§. Client

t i t . h .

cons Sretef 101308 Pmapefin@nhl B¢ tEbidre) B3R iBeERiR. B and E in a

ser vicapustld cRannelxt203 basddhen sterPRIZM tdodBs Whils dfient system 2
channel 1202 conatini ng advertisenments A

car Ol;iaghed A

B, C4PBf Eaprlyes padvgriigsmeniykiand 1cliembasyaigmt ind20R captures
and gaptMisBnRGNe tisements B and E in a carousel ed

channel 1202 based on its PRI ZM code, while client

syst dlot@ how2the senvicer €50 hdsr b a@mm/ag dddehstemechanism, yet
syst ﬁ"bn']en 1205 capt ures édvert i sement B. Note how the
ser viGECAIIIMELGSISA GOMRISiely jarosteshadwtisementni sm

yet the consuner gets a conpletely targeted
advertisenment. The PRI ZM (Potential Rating Index for
Thied> R dPsoferdiad tRatingr lodied dfor i Mefrketg) system provides marketing

departments with a standardized set of characteristics, known as clusters, for
each zip code in the United States. In PRIZM, each zip code is assigned one or

several of sixty-two clusters, based on the shared socioeconomic characteristics
of the area.

Targeting of TV Programming — Program-data-only Method
This example shows how television programming can be targeted to a specific
viewer using data from the viewer's viewing habits and the data on upcoming

programs. Upcoming programs that match the viewer's viewing profile are
recorded - like fuzzy programs described above.
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departnments with a standardi zed set of

characteristics, known as clusters, for each zip code
WO pootloessbini t ed States. In PRIZM each zi p codeP@BHUS2004/000564

assi gned one or several of sixty-two clusters, based

on the shared soci oeconom c characteristics of the

areapistab @i Ngbrdrs TV 1010 Greadday/ downlerl afetitata otd yall client
Met hod Thi s exanpl e shows how tel evision programm ng

can sxéstemSg‘eﬂéﬂ 1194a13paciesaibing amram@(ﬁgtoa%tde\retcmﬁx genres,
t he ¥g§1§wer s view ng habits and the data on upcom ng
prog Upcom ng prograns that match the viewer's
ViewongnPepitehs #1@3, 1€0401 006 - kddK Gratk F Yoroeenamecorded and
descri bed above. 43 WD 2004/ 063892 PCT/ US2002/ 000564
Di st view@d, enddbe useEs pleferaficsdior thaseddvawsad net adat a

1104 1

| oo ThccteRl sys R s 1 Brefdimioes protte cAth JVES @ weight or

syst eahglibQhchldddr, dirbefor, §6eR, bicAChadlt KPbAG! AL,
recorded and viewed, and fhe user's preference for

t mesdhshdignt system ghoeses acyrggmm@ahatjwnb magatdher ésgyes personal
pr of | |ves a weight or rating to each

actopre%afernggtctzﬁs dg%hvlés p%qf , that it knows about.
The th@'ihatsbﬁﬁé@%g‘éhp‘%ﬁésséﬂlfé@rI@d‘EﬁNé PthiMg | df @Eeﬁsérhﬁpersonal

user's personal reference based on this pro

Not e préfarerseseAl decisionsraresvade peivaiebndyriberliagt. of t he
user's personal preferences. Al decisions are nmade
privately, by the client. Targeting of TV Progranmm ng

Targf@ﬂln‘ OT\ﬁP'rd@aPﬁﬁfh@d— @Blléb@ﬁé@i%'l\ﬁetﬂ@anmt rates how
| aborative Tnformation, i.e., information

col |l ected across a user base is used by a client

THES <Pty GoRebePhBR: MRl <BpbPER S, HioRRSEIT S, oformation

cONege axrdstornisRrthasel aslakadty 8l dieht s§¥Ehe s seﬂe%%rograms to
1104 , 1105, descrlblng pai ri ngs or groupi ngs of

rmgmm%cqmatenﬂépéheg@mrat ed based on anonynous
backhaul data (i.e., when viewi ng objects are
collected fromclient systens) or any other nethod

(per ImgiRbetis see@rd an DRl Brsddcastdonioad ﬂaeta@atran@&/cnérﬁ systems
paired with "Sesame Street" since households that

wat cANPBk &1k HEPR, desaribipgveaidngs Pkeraswingreoipiogsams that were
generated based on anonymous backhaul data (i.e., when viewing objects

are collected from client systems) or any other method (perhaps even
editorially). For example, “Barney” is paired with “Sesame Street” since
households that watch/like Barney tend to watch/like Sesame Street.

e The client system takes this “correlation table” and compares it to
programs that the viewer has selected for recording or has expressed
interest in. Other programs that correlate highly are then recommended or
recorded as fuzzy recordings.

» Note that this is similar to other “collaborative filtering” techniques used by
Amazon.com, Netflix.com, etc, the difference being that the central server
need not know anything about any specific client and that the
recommendations are made by the client.
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The client systemtakes this "correlation table" and
conpares it to prograns that the viewer has sel ected

wo 20041063802 di ng or has expressed interest in. BUTeEs2004/000564
prograns that correlate highly are then reconmended or
recorded as fuzzy recordings. Note that this is

si m Aghotigh 8hd @iventiohligkiesatiback hbrdih evitn gdfeterwaniodthe spreferred
used by Amazon.com hbtflix.coa@ketc, the difference

epwodinentaonenskibedin the geWitlreadibe dPRcIxaIfak Rieh i aRplications
P80 BRHBREEr iodd s Tor HEpeRSpmici depgrigg from the spirt and
sEERE 6DHRS2 sBATINVERHE PRE&GHNgI thedmgintidme shoukindnlpbe limited
is described herein with reference to the preferred

by i st inclydedhelow.ed in the art will readily

appreci ate that other applications may be substituted

for those set forth herein w thout departing fromthe

spirit and scope of the present invention.

Accordingly, the invention should only be limted by

the Cains included bel ow. 45 WO 2004/ 063892

PCT/ US2004/ 000564 CLAIMS 1. A process for targeting
mul ti media content to a viewer using a client system
conprising the steps of: providing a plurality of

client systens; tracking a viewer's preferences on a

client system wherein said client systemprofiles the

vi ewer using said tracked preferences; providing
information receiving nmeans on a client systemfor

receiving information froma server relating to

content to be broadcast in the future; and providing
content recording neans on a client systemfor

selecting content listed in said received information

using said viewer profile. 2. The process of Caiml,
wherein said received informati on contains: content

show tinme, content title, content targeting

i nformati on, and channel information. 3. The process

of Caim2, wherein said content recordi ng neans

sel ects
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content by conparing a content's targeting information
wth said viewer profile, and w herein if said

W@ ow®eedsYs targeting information falls w thin BCT/US2004/000564
predeterm ned range of specific information in said
viewer profile, then said content recording neans
schedul es the content for recording. 4. The process of
Claim1, wherein said contegt be broadcast
includes, but is not limt = TV shows, novi es,
adverti senents, product and service offerings, and
audi o content. 5. The process of Claim1, wherein said
1cont éntpreesssr fdmitargeting multisedia eontemeto fa vievbammeing a client
at, a specifi.ed tine to . record selected content. 6. An
sgﬁ‘r&gp, QIEPISyY flheratgpﬁﬁ)é mul ti media content to a viewer
us| N@raviEheabluralky oP BeMABIdmENa: 46 WO 2004/ 063892
PCT/ US2004/°000564 ~a plurality of client systens;
t r ackiagging a/VI@M\@rr"S@rpEifeee@m@e@ dientisysteant system

wher ej id. clhi foi | he. vi . usi

S o Ao, ERntERERER PRSIl TIsilE nis tracked
ppefeferiddsent system for receiving information froma

server relating to content to be broadcast in the

f ut uPEeviding tdermnation seegivinggmesaso® glient systesy §oreneceiving
Ao OB sERH Segh 3 Rpidh o b 586H B ne s anc

appamadvidingfconitentmeBordite iidhssen 8 diefesystém for selecting content
i nformation contains: _content show tine, content

ligted) iB saibraceiec infajeiatig using saigtviewer prefileshannel
information. 8. The apparatus of Claim?7, wherein said
content recording neans selects content by conparing

2a cofhenipracdsar gétClagni hf evheréinoBald réceived! iMiceition contains:
profile, nd wherein i.f said content's targeting

CPH?%}‘ ngiqvts?ﬂmﬁi IcoNigRthfithe,a cpntenkb ttaraatingq infe@naiiorss and channel
irBERLfig,s I nformation in said viewer profile, then said
content recording neans schedules the content for
recording. 9. The apparatus of Caim6, wherein said

content to be broadcast inclydes,  but is not limted

Ko FOCSHORESS A EEER 2 BRI i oM crsrcigiqmoans selects
cBRteHt U5 c@hp8Fing 35 corteftdUideting thfitnation with said viewer profile,

and w herein if said content’s targeting information falls within a predetermined

range of specific information in said viewer profile, then said content recording

means schedules the content for recording.

4, The process of Claim 1, wherein said content to be broadcast includes,
but is not limited to: TV shows, movies, advertisements, product and service
offerings, and audio content.

5. The process of Claim 1, wherein said content recording means tunes to a
specific channel at a specified time to record selected content.

6. An apparatus for targeting multimedia content to a viewer using a client
system, comprising:
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10. The apparatus of Claim 6, wherein said content

recordi ng neans tunes to a specific channel at a
w@p@aiobisezrl tine to record sel ected content. 11PCHEUS2004/000564

program st orage nedi um readabl e by a conputer,

tangi bly enbodying a program of instructions

exec @ ploraityof clientcystemssr to perform net hod steps for

targeting multinedia content to a‘.vi ewer u sing a

ol i ofteeg el st lnCesen Adlisnt S¥ems; ovi di ng a

pl ur ayndrgiref [ tS ; [ i . i

pref er e%]r%gg soegdj a@’é'%ri] e)r? ét?;ﬂ/?zt g%fﬁé%7m%b®é%%é%28wd tracked

PrEfBre/82304/ 000564 wherein said client systemprofiles

t he yj r..using .said tracked references; provi.din )

i nf onal N dBlebRagmialiSba dieht RuaETE or Beang ormation
fitowe @i 6ragr relating tBdon@ehtfts M8 BroBBENSTin t8é AILRY drfdl

content to be broadcast in the future; and providing

cont éRNteddeeeNding means on axclient systesy foreseléating content listed in

[ . [ .n.said received information

S%?I %@L@dﬁ@)ﬂb\%@bnpdrsﬁwqeg%b Vi%’%&‘ﬁ&% thod of Caiml1l,
wherein said received informati on contains: content
show_tine, content title content targeting

7 nf or'Migx ABR2rakY O HelAlBI 6. WhetsiResaid received Théormstiisodcontains:

vnper el 6 C r rdi ng neans

cBhiegh g SO R brC "B (BRRIRG: RodFalh. ngnd channe
infofroati@t.i on with said viewer profile, and wherein if

said content's targeting information falls within a
predeterm ned range of specific information in said

gvi e p : : .

S chedureatiyiatls BPERIRET bR T Sbid BGEA YborlEB Bgags selects
canteninbylcomperieg ra santente iarseting dnfoemationdeitts said viewer profile,

but, is . not |imted to: TV shows, novies

ahﬂ&{éﬁ?@%%ﬁ%@ﬁ%ﬁ%&iﬁfﬁﬁ%ﬂ% dforpation fialls within aspredetermined
r d@f %Bﬁbiﬁﬁtinfo}ﬁraga_ﬁ Gn "EhEO UL Ly é?o‘fl’iiép t%g p%@‘? ;clgtl%nt recording

sal d content recording neans tunes to’a
mgensrdhedules thpewintérddott feverdingr ecord sel ect ed

content. 48

9. The apparatus of Claim 6, wherein said content to be broadcast includes,
but is not limited to: TV shows, movies, advertisements, product and service
offerings, and audio content.

10.  The apparatus of Claim 6, wherein said content recording means tunes to
a specific channel at a specified time to record selected content.

11. A program storage medium readable by a computer, tangibly embodying a
program of instructions executable by the computer to perform method steps for
targeting multimedia content to a viewer using a client system, comprising the
steps of:

providing a plur'ality of client systems;

tracking a viewer’s preferences on a client system;
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wherein said client system profiles the viewer using said tracked
preferences;

providing information receiving means on a client system for receiving
information from a server relating to content to be broadcast in the future; and

providing content recording means on a client system for selecting content
listed in said received information using said viewer profile.

12. The method of Claim 11, wherein said received information contains:
content show time, content title, content targeting information, and channel

information.

13.  The method of Claim 2, wherein said content recording means selects
content by comparing a content’s targeting information with said viewer profile,
and wherein if said content’s targeting information falls within a predetermined
range of specific information in said viewer profile, then said content recording

means schedules the content for recording.
14.  The method of Claim 11, wherein said content to be broadcast includes,
but is not limited to: TV shows, movies, advertisements, product and service

offerings, and audio content.

15.  The method of Claim 11, wherein said content recording means tunes to a

specific channel at a specified time to record selected content.
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