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15  When capitalized, the term "Internet" refers to the collection of networks and gateways that use the

TCP/IP suite of protocols.

The Internet has become a cultural fixture as a source of both information and
entertainment. Many businesses are creating Internet sites as an integral part of their marketing
efforts, informing consumers of the products or services offered by the business or providing other

20  information seeking to engender brand loyalty. Many federal, state, and local government agencies
are also employing Internet sites for informational purposes, particularly agencies which must
imteract with virtually all segments of society such as the Internal Revenue Service and secretaries
of state. Providing informational guides and/or searchable databases of online public records may
reduce operating costs. Further, the Internet is becoming increasingly popular as a medium for

25  commercial transactions.

Currently, the most commonly employed method of transferring data over the Internet is to
employ the World Wide Web environment, also called simply "the Web". Other Internet resources
exist for transferring information, such as File Transfer Protocol (FTP) and Gopher, but have not
achieved the popularity of the Web. In the Web environment, servers and clients effect data

30  transaction using the Hypertext Transfer Protocol (HTTP), a known protocol for handling the
transfer of various data files (e.g., text, still graphic images, audio, motion video, etc.). The
information in various data files is formatted for presentation to a user by a standard page

description language, the Hypertext Markup Language (HTML). In addition to basic presentation
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20 example, with job seekers and employers, many job seekers only want to communicate with
employers and not other job seekers. Similarly, employers desire to communicate with job
seekers and not other employers.

Therefore, it would be advantageous to have an improved method and apparatus for

managing communications within a peer-to-peer network data processing system.



managi ng conmuni cations within a peer-to-peer network data processing
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invention; Figure 4 is a diagram of conponents used for peer-to-peer
conputing in accordance wth a preferred enbodi nent of the present
invention; 15 Figure 5is a diagramillustrating a request froma node in a
peer-to-peer network data processing systemin accordance with a preferred
enbodi mrent of the present invention; Figures 6A and 6B are diagrans
illustrating a profile and a request in accordance with a preferred

enbodi ment of the present invention;



Figure 7 is a flowhart of a process used for generating a request in a
peer-to-peer 20 network data processing systemin accordance with a

pr ef er r edwermdooiznient of the present invention; Figure 8 iPsTAISHI/@888hart of
a process used for processing a request in a peer-to-peer network data
processing systemin accordance with & preferred enbodi nrent of the present

i nvention; 25 Figure 9 J for changing
menbership in a group |W§M&® %ﬁ(ﬁ‘fﬁﬁ?ﬁﬁﬁ% ocessing systemin
accordance with a preferred enbodi nent of the present invention; and

Figure 10 is a flowhart of a process used for review ng nenbership in a
group i n acths ewet Eatiresbalicpedesharaceatistierpbthienpyantion arersst fordgn fhe apperedadi on.

WO 03/ 005271 PCT/ US0Q1/ 48 5 DETAI D DESCRI PTI T REEFERRE
EVBODY NERSYAE P EDPB g SN - huCH B PRI T oy e TS T AR SO R A

r epreseptvahiages éreds, REH WRSthe RliedRba b&g&’éﬁﬁ@é 0 YsllowBg Heraildll ddicrigion of
present invention maybe inpl enent ed. twork data 5 processing system 100

i s a neadluktrasivecorhodineens whenwrddh comjengtiansweith therapeomupanyingsdypeings, wherein:

i mpl ement ed. _Net wor k data processi.n ystem 10Q .contains a network, 1l

whtch s ¢ heFRBES Lif > Holaal BOFSOUTE S ArHEAt FORSrT e DOEmEgh P s
devi ces,andh GREMIENSy 6ORRNEHEHed;00et her  within network data processing
systeml?LOO. Net wor k- 102 nay i ncl ude connections, such as wire, wreless
conmmuni cat i oRiguire® g5 a block diagranoiblisteatinglal dag privedssing kystkan & which degiresgnsy st em

100 may, 10 support both client/server and peer-to-peer conputing systens.
I'n the H’éﬁ‘i‘t@ﬂ’éﬁayebﬁﬁﬂlwﬁ%}iﬂﬁk station 104 is connected to network 102 al ong

W th storageg oLk ; . i tion i : re
Connect ed L oFIBArS 5" Higgtiy BES blerpedt ety crk Bl fiSect i syt iPRoftec
nodes, Whkagrsterkd shbodiarat d08e pieiéht imvedtidd;2 maybe, for exanple, personal

conputers or_network conputers. In the depicted exanple, these data
processi ng skigused 115 adipmiamiod SOBPOREES UssE FOTRCRETO-PERT SOBREHG 18 2psdancEshi on.
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node | npr%cegsrsi?llé%ystem in accordance with a preferred embodiment of the present invention;

Figures 6A and 6B are diagrams illustrating a profile and a request in accordance with a
preferred embodiment of the present invention;

Figure 7 is a flowchart of a process used for generating a request in a peer-to-peer

20  network data processing system in accordance with a preferred embodiment of the present
invention;

Figure 8 is a flowchart of a process used for processing a request in a peer-to-peer
network data processing system in accordance with a preferred embodiment of the present
invention, 4

25 Figure 9 is a flowchart of a process used for changing membership in a group in a
peer-to-peer network data processing system in accordance with a preferred embodiment of the
present invention; and

Figure 10 is a flowchart of a process used for reviewing membership in a group in

accordance with a preferred embodiment of the present invention.



desires to conmunicate only with nodes outside of the group to which the
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connections. Bluetooth has a nomnal link range is up to 10 neters.
facilitate communications between two or more; groups of nodes in which a node in a group

desires to communicate only with nodes outside of the group to which the node belongs. For
example, with job seekers and employers, job seeker nodes do not communicate with them selves,
20 but only with communicate with employer nodes. The mechanism for enabling this feature is
described in more detail below.
Network data processing system 100 may include servers, clients, and other devices not
shown. In the depicted example, network data processing system 100 is the Internet with network
102 representing a worldwide collection of networks and gateways that use the TCP/IP suite of
25  protocols to communicate with one another. At the heart of the Internet is a backbone of
high-speed data communication lines between major nodes or host computers, consisting of
thousands of commercial, govelinment, educational and other computer systems that route data
and messages. Of course, network data processing system 100 also may be implemented as a
number of different types of networks, such as for example, an intranet, a local area network
30  (LAN), or a wide area network (WAN).
In an additional example, data processing system 100 may be implemented as or include a
wireless network. For example, a Bluetooth wireless network may be used in the peer-to-peer

computing system of the present invention. Bluetooth is a wireless personal area network (PAN)
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and CD-ROM drive 230. Typical PC |ocal /005271 PCT/ US01/ 48642 7 bus
i mpl Se et atino pongt Have pppotytsyndhreszasionf bwrotiRCideekgrgrgibesesiosntsr ot anydtngé.n

Co e e ey B T DR eSS B R AT e
B o g
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system geupcl;cr%e 1Sn v‘aﬁgﬁthrg%)r/esrerlftninife%tion may be implemented. Data processing system 200 is an
20  example of anode, such as, for example, work station 104 in Figure 1. Data processing system
200 employs a peripheral component interconnect (PCI) local bus architecture. Although the
depicted example employs a PCI bus, other bus architectures such as Accelerated Graphics Port
(AGP) and Industry Standard Architecture (ISA) may be used. Processor 202 and main memory
204 are connected to PCI local bus 206 through PCI bridge 208. PCI bridge 208 also may include
25  an integrated memory controller and cache memory for processor 202. Additional connections to
PCI local bus 206 may be made through direct component interconnection or through add-in
boards. In the depicted example, local area network (LAN) adapter 210, SCSI host bus adapter
212, and expansion bus interface 214 are connected to PCI local bus 206 by direct component
connection. In contrast, audio adapter 216, graphics adapter 218, and audio/video adapter 219 are
30  comnected to PCI local bus 206 by add-in boards inserted into expansion slots. Expansion bus
interface 214 provides a connection for a keyboard and mouse adapter 220, modem 222, and

additional memory 224. Small computer system interface (SCSI) host bus adapter 212 provides a
connection for hard disk drive 226, tape drive 228, and CD-ROM drive 230. Typical PCI local
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data processing system 200 comprises some type of network communication interface. As a

further example, data processing system 200 may be a Personal Digital Assistant (PDA) device,
20  which is configured with ROM and/or flash ROM in order to provide nonvolatile memory for
storing operating system files and/or user-generated data.

The depicted example in Figure 2 and above-described examples are not meant to imply
architectural limitations. For example, data processing system 200 also may be a notebook
computer or hand held computer in addition to taking the form of a PDA. Data processing

25  system 200 also may be a kiosk or a Web appliance.

With reference now to Figure 3, a diagram of a peer-to-peer network data processing
system is depicted in accordance with a preferred embodiment of the present invention.
Peer-to-peer network data processing system 300 may be implemented within network data
processing system 100 in Figure 1. In this example, two groups of nodes are illustrated, group

30 302 and group 304. Group 302 contains nodes 306, 308, 310, and 312, while group 304
contains nodes 314, 316, 318, and 320. Node 306 includes communications link 322 to node
314, communications link 324 to node 316, and communications link 326 to node 320. Node

308 has communications link 328 to node 316. Node 310 includes communications link 330 to
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sanme group. Only two groups are shown 8n this exanple for purposes of
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depicted in accordance with a preferred embodiment of the present invention. Node 400 may be
implemented using data processing system 200 in Figure 2.

20  Node 400 includes peer-to-peer processes 402, which provide the processes used to generate
requests and to handle received requests. These processes may be performed on a node in the
peer-to-peer network or may be performed on a separate central processing system associated
with the peer-to-peer network that is in communication with the nodes of the network. The
processing of requests is performed using information in profile 404 and policy 406. Profile 404

25  includes information about the user. Profile 404 may be defined as a set of user preferences.
This information may include, for example, dating/social interaction preferences, applicant vs.
employer, music or other media preferences, particular expertise, ownership characteristics,
interest, geographical location, membership in organization or affinity groups, consumption
preferences and purchasing histories, and expertise. This profile information may be used to

30  establish membership in different groups.

Policy 406 provides rules and other information used to determine whether peer-to-peer
processes 402 will respond to a request. Policy 406 forms the control information used to

determine how a request is to be handled. For example, a job seeker node may receive a request
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may confidye only for a selected period of time or as long as

Access or verification of a node may be controlled using other mechanisms, such as a
password. Membership within a group and access to nodes within the group also could be based

20  on apayment of money or services.

The duration of membership within a group may be permanent or temporary. If
temporary, the membership may continue only for a selected period of time or as long as
attributes of the user fall within certain values or ranges. These attributes may include, for
example, martial status, age, interests, geographic location, and consumption preferences.

25  Membership also may be based on contributions or usage of the peer-to-peer network data
processing system.

The interaction between different nodes may be based on services, such as a dating
service; an information sharing service; an employment service; a group buying server; and a
service for sharing music, books, articles, images, or other media. The interaction between nodes

30  may include various activities, such as, for example, chatting, instant messaging, and e-mail.
The interaction also may include an information sharing service, a group buying service, instant
messaging, electronic mail, distributing software, distributing software upgrades, or distributing

software fixes. This interaction also may include a distribution of intellectual property, such as
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506 contains information about the user at the node. This information is used by a node

receiving the request to determine whether to respond to the request.

20 Next, message S08 contains the particular request being may be the node. This request
may include, for example, requesting initiation of a chat session, requesting a resume, requesting
a video file, or requesting a document. Message 508 also may identify what groups should
respond to the request. For example, the request may ask for employers seeking employees to
respond. -

25 When request 500 is received by a node, the peer-to-peer process in the node will
determine how the request is handled. Turning now to Figures 6A and 6B, diagrams illustrating
a profile and a request are depicted in accordance with a preferred embodiment of the present
invention. Profile 600 in Figure 6A is an example of user preference information that may be
included in profile 506 in Figure 5. Profile 600 identifies the user as an employee having a

30  particular job, education level, and geographic location. In Figure 6B, request 602 is anéxample
of a request that may be found with message 508 in Figure 5. Request 602 indicates that the
user is requesting a response from an employer for a job with a particular geographic location.

The employer may be any employer or be specified as a particular type of employer depending on
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The process begins by receiving a request from a requestor (step 800). Next, the request
is compared to a policy (step 802). A determination is then made as to whether a match is
20  present (step 804). This step may include determining whether the profile information within the
request identifies that the requesting node as being a member of a group for which
communication is permitted. For example, employers are permitted to communicate with job
applicants (employees). Alternatively, the step may include determining that the profile
information within the request identifies the requesting node as being a member of a group for
25  which communication is not permitted. For example, employers may not be permitted to
communicate with other employers. Additionally, step 804 may include determining whether the
node meets the parameters of the request if the requesting node is one in which communications
is permitted. For example, the requesting node may be a job seeker seeking an employer having
amanagement job. The node receiving the request may be an employer seeking a job seeker for
30  aprogramming job. In this instance, the node sending the request is a member of a group in
which communications is allowed, but no response is made because the parameter in the request,

a management position, is not available.

If a match is present, the request is processed (step 806). A response is generated (step



generated with the input, certificate, and profile information (step 706).
This request may take the formof request 500 in Figure 5. Then, the
request iwotsaoem tted using the input and profile i nformagiusn/fstep 708)
with the process termnating thereafter. Wth reference nowto Figure 8, a
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Tur ni neprigimating the tpanest Yvill serfe esve haimt tagfroeesp respessss.uBawn fagespohsaggintagning a

member beoltg is rre]ceallved, the vote is processed (step 906). A determination is then made as to whether

more responses are expected (step 908). This may be accomplished by establishing a timeout
period for the responses. If no more responses are expected, a determination is made as to
20  whether the vote is passed (step 910). If the vote does not pass, the process terminates.
Otherwise, a message is generated indicating the membership change (step 912) and a message is
transmitted to announce the change in membership within in the group (step 914) with the
process terminating thereafter.
With reference again to step 908 if more responses are expected, a determination is made
25  asto whether a timeout has occurred (step 916). The timeout is used to end voting and is
selected as a period of time during which votes should be received. If a timeout has occurred, the
process proceeds to step 910. If no timeout has occurred, the process returns to step 904 as |
described above.
Turning now to Figure 10, a flowchart of a process used for reviewing membership in a
30  group is depicted in accordance with a preferred embodiment of the present invention. The
process illustrated in Figure 10 may be implemented in data processing system, such as node
400 in Figure 4. The process in Figure 10 is implemented when nodes track members within a

group. Nodes may track members by updating, exchanging, and storing membership lists.
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member ratings may be generated using various mechanisms. For example, the ratings may be
20  based on feedback from set members, or from members of other sets. The ratings may be
provided by a third party. Alternatively, the ratings may be based on analysis of interactions by
group members, including, for example, financial size of transactions and number of successfully
completed transactions. For example, Amazon.com assigns ratings to products based upon
reviews provided by users (members) of the Amazon.com Web site. Additionally, the reviewers
25  (members) are assigned ratings by the Web site based upon other members opinions of the
usefulness of the reviews. Such member ratings may be included in profile (preference)
information of the members.
Further, the mechanism of the present invention may be used for other purposes in which
communications between nodes are based on policies. For example, advertising, information or
30  marketing materials may be sent to different nodes based on characteristics of the group. When
payments are exchanged, a clearinghouse may be used to manage payments between members in
a group. This clearinghouse may be located in a node that is part of the group or in some other

group. Compensation may be collected for intellectual property distributed through the network.
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exchanghig ¢ AIRRIRG R chAlcula ey Agiieanse mUBASBARY LRLAGAEH ISHTEY

i nclude,” for exanple, di'stribution o software fixes,
sof t warcﬁstrihp@mmdéeamp%mfmnmem atadalple meogdia aklady mcorﬂableftgpmm,edmumuh asa

nci al , rte or. ment. i.n i P t be based on varj.ous
atﬁ e@y sky B alidrf{ @?@% sﬁﬁ’n@% %%@i‘({? |138d trafl%fﬁﬁ%l?%ﬁbf@dnechaa| ity
of 900%09 b & eﬁlesanafoéresm%n%%nﬂamé%ﬁe& 8r wﬁeﬁ sORIHRBLnit &idn8 Fidiks Fﬁﬁ‘g
menber rating nerat ed using various mechani sns. For exanple, the
rati ngstrmmdsmn%nimsm an fdreraibplekrafifooifequencynandiimhs wavs trinsorissiesbdhs  of

other sets. The ratings may be provided by a third party., Alternatively,
the ratGoRyw %?degleae@éeneﬁ takqdhsg g qﬁﬁoqkﬁﬁ/ formgte thst §retﬁ{¢°°‘qu(f9’ba Gl yas W a

i ncl udi r cial size of transactions and nunber of
sélg‘]“fuflé} da %Pgésﬁagt !

Succes ansactions. For exanpl e, Amazon. com assi gns

r atlisngs to prmue@&@ptM&ﬁ“dhmpemllt irer¢higorshasbesn pheskntyd fmspn@oémfbmw)m@ﬁ t he
Amazon.com Wb site. Additionally, the reviewers 25 (nmenbers) are assi gned
rati ng@lﬂ;ﬁeﬁwtwm ip eotblageeéewdw Fhaestiveerbwited ipths ineation iy the form

usef ul Qﬁg(ﬁo%g ﬁl%\‘i ffcifion f&ﬁ[ﬁhe AR %é;glg%te'aegéfeﬁﬁx 83 0P EHIEEH kil iR 1 drd, ©

(preference orna Ion o
Although the depicted illustrations show the mechanism of the present invention embodied on a

single server, this mechanism may be distributed through multiple data processing systems. The
20  embodiment was chosen and described in order to best explain the principles of the invention,

the practical application, and to enable others of ordinary skill in the art to understand the

invention for various embodiments with various modifications as are suited to the particular use

contemplated.



Furt her, the mechanism of the present invention nmay be used for other
purposes in which comunications between nodes are based on policies. For
exanpl e, wOwa100323i ng, information or 30 narketing materi &CT/usay4dse2 sent to
di fferent nodes based on characteristics of the group. Wen paynents are
exchanged, a cl earinghouse may be usetsto manage paynents between nenbers
in a group. This clearinghouse maybe . located in a node that is part of the
group or in sone other group. Co on nmay be collected for
intellectual property distributed through the network. WO 03/005271

PCT/ USO1/ 48642 14 For exanple, a clearinghouse may be used to coll ect

royal tiks f oA noahyd inghdadprogsising slystemnhiishin apeente;peeheetelodamanggiogse nay

al so recei ve conpensati on fqor managing collections and paynents. It is

i rrportal?"FPCffsémﬁé‘Egeqtuﬁ%% %me@wflwemﬁﬁé@gm i nvention has been described in

t he cont ext g A f L.on.ng. data processing system those of
ordisﬁary ski%Faﬁlﬁgtahrg&%e}ré%ﬁym&ﬁ[ﬂeg%sgbgbi ate that the processes of the
present i nvestneningpecfe@peds|veitloh theaeqestiios & polieyt tedoin a chpiudson wherain the
conput er . readabl e nmedi um of instructjons and a variety of fornms and that
the prcRQisy copiyRntsspanseppY thecdataproasssipg seger de Bsdegiestshenbar t i cul ar type of
signal beari i di stribution. Exanples
of conputer gr%geggg%blge%ggﬁgg#%gﬁgzgﬂle%%gg%éﬁ?%aﬁgﬁmdi a, such as a 10

fl oppy disk, a hard disk drive, a RAM CD-ROVs, DVD ROVs, and

transm ssion-type nedia, . such as digital and anal og, communi cations |i nks,
wi rkd of- wi r Bpasthed efclaine ds Whersin ﬁhﬁagtawcﬁasmg $yaFeERisadIogR 1 thepeer-lOaRasT as,
for examples radio frequency and Iight wave transm ssions. The conputer

r eadabl’e rreé:l'a may take the formof coded formats that are decoded for
actual use in a particular data processing system 15 The description of
the present invention has been presented for purposes of illustration and
descri pt-i on, Thsvacthed pbelajmd ehergin the Hata Pxorasing systest is|4 geptralpreesssing system

i nventi.on, | Qr hscl osed. Many nodifications and variations will be
appar enlgq?%g?e}%%g'ggegfn%%i hary skill in the art. Although the depicted

il lgstrations show the nmechani sm of the present invention enbodied on a
single server, this mechanism may be distributed through nultiple data
processtng syks aphod phelaim leybergimtbe prafersneeh prendepradaetssippwbichs respgase t o
best exi@'d%iinedt he principles of the invention, the practical application,
and to enable others of ordinary skill in the art to understand the

5. The method of claim 1, wherein the preferences provide parameters for which a response

20  is not desired.

6. The method of claim 1, wherein the requestor is an employee seeking to contact an
employer.
25 7. The method of claim 6, wherein the data processing system responds to the request if the

preference information for the data processing system indicates that the data processing system is

associated with an employer.

8. The method of claim 1, wherein the preferences identify a group associated with the

30  requestor and wherein the policy allows only interaction with members of a same group.

9. The method of claim 1, wherein the preferences identify a group associated with the

requestor and wherein the policy allows only interaction with members of a different group.



invention for various enbodi nents with various nodifications as are suited
to the particular use contenplated. WO 03/005271 PCT/ US01/ 48642 15 CLAI M5
1. A net wo oBfoxr7dat a processi ng systemw thin a peer-to- PeEFrUSng#8682 k
managi ng processing of requests, the nmethod conprising: 5 receiving a
request froma requestor; conparing pteferences within the request to a
policy to forma conparison, wherein the policy controls responses by the
data processing systemto the requests; and selectively responding to the
r equest 1®as ethOmethRARACI3AMN, wheresh th pecferehdee ddeaitifh giolp hssostaeadewith thee dat a
processing systemis a node in_the peer-to-peer network, 3. The net hod of
cl ai m 1requgsédreind wheeein thepqbicy eBews pply dgtetastion With mespherae! slested &EQURS %8y st em
in the,ﬁpe -to-peer network. 15 4. The nmethod of claim 1, wherein the
prefere e e]igrovide paranmeters for which a response is desired. 5. The

met lppd of claim 1, wherein the preferences provide paraneters for which a
response 20 is not desired. 6. The nmethod of claim1, wherein the

request br. | sThamethold®f ekrinsde kihargin Ge sestesior isgrinembgradperouRs 7. The net hod
of claim®6, wherein the data processing systemresponds to the request if
the preference information for the data processing systemindi cates that

the dat g pr O¢BRS fleiiddoY ela@il 111 SwhadiPGb@dbsefle Bhdel upbn BIMBARWBAE of sheial iRerd®idiod
of claim1l , wherein the preferences identify a %roup associated with the
pre‘

30 r equestasences dating prsiferendes, mpedi¢ prefegbnicgmam grewaeackillsrof gingembesnber s of

. 9. T thod of .claim1l, wherejin th f identif
ar olth. oS -amnP A OThe™. pabEstam aha stRerur PReRBRiT e R hs "onl
i nt er achiBRasMd istBRTREA sxitisd. di fferent group.

13.  The method of claim 11, wherein inembership in the group is based on payment.

15 14.  The method of claim 1 further comprising:
generating an outgoing request, wherein the outgoing request includes a request for one

of a chat session, instant messaging, or e-mail message.

15.  The method of claim 1, wherein the request is for interaction with one of a dating service,
20  aninformation sharing service, a group buying service, instant messaging, electronic mail,

distributing software, distributing software upgrades, distributing software fixes, an employment

service, a music sharing service, a book sharing service, an image sharing service, and a travel

service.

25 16.  The method of claim 15, wherein members in a group exchange compensation for the

interaction.
17.  The method of claim 15, the compensation is financial, barter, or payment in kind.
30  18. The method of claim 16, wherein the compensation is based 6n are based on attributes of the

interactions including at least one of a size of files transfer, a quality of a good, a quality of a

service, a type of good, a type of server, and a member rating.



WO 03/ 005271 PCT/ US01/ 48642 16 10. The nethod of claim 1, wherein the
preferences identify a group associated with the requestor and wherein the
policy alwowsoeniy interaction with nenbers of sel ected grPomasovisésrenbers.
5 11. The nethod of claim 1, wherein the requestor is a nenber of a group.
12. The method of claim 11, wherein grbups are based upon at |east one of
social jnteraction preferences, datin r ef er ences, si c preferences,
medi a pir ef erﬁi‘f‘c‘@%t,hog of pyagngg, ‘éiﬁ‘?’@ﬁ%&‘?? %@ﬁ{o&lég{apa%egu&@ ql%aqngﬁ%qslebn,
menber ship in an organi zati on, consunption preferences, purchasing

hi story, and expertise. 13. The nethod of claim 11, wherein nenbership in

t he grdip i sTiasmeithodof paimdfurthertbmprdsinghe net hod of claim 1 further
conprising: generating an outgQing request, wherein the outgoing request

i ncl udes a r%ﬁ@%@@aQanndH@ﬂﬁﬁg?gwgﬁgps Bssi on, instant messaging, or e-nai
message. 15. The nethod of claim 1, wherein the request is for interaction
with one of a dating service, 20 an information sharing service, a group
buyi ng Zler vi Ties methet afitlaive 26 aghergin thé wlettityif thenmibgstor di atthérnbiastedysisght war e,
di stributipg software upgrades, distributing software fixes, an enpl oynent
servi ceceiéfiGalsi ¢ sharing service, a book sharing service, an image sharing
service, and a travel service. 25 16. The nethod of claim15, wherein
menbers in a group exchange conpensation for the interaction. 17. The

met hod 2. cl @hdmithod ol elabnnpehsein @rificitdsiarcuned ad idehaftiadividoalspay gentp. i n
kind. 30 18. The method of claim 16, wherein the conpensation is based on
arelbased on attributes of the interactions includi ng at | east one of a
size of,fil A : ' : - [ 6L

vpe of Zood iSRRI S play BuhinacfediRture &AL Lkl s a8l witn
PCT/ USO4t/14e366ize oflan TRQddrEbearnteinhwthaiifaddless. m 16, wherein the conpensation is

managed using a cl eari nghouse.:
24.  The method of claim 11, wherein an existing member of the group can authorize a new

15  member to the group.

25.  The method of claim 11, wherein the member of the group can initiate a vote to exclude

another member of the group.

20 26.  The method of claim 11, wherein a duration of membership within the group is

unlimited.

27.  The method of claim 11, wherein a duration of membership within the group is based
upon receiving a payment from the member.

25
28.  The method of claim 11, wherein a duration of membership within the group is based

upon a presence of selected attributes.

29.  The method of claim 28, wherein the selected attributes include at least one of marital

30  status, age, and interests.



20. The nethod of claim 1 further conprising: authenticating an identity of
the requestor. 5 21. The nethod of claim 20, wherein the identity of the
request orwD3ame2nent i cated using a certificate. 22. The merhosdiafe4z| ai m 1,
wherein certificates are used to identify individuals in a group. 10 23.
The met hod of claim 22, wherein each tertificate within the certificates is

associ ated with t .l t e of an } P address ,and.an.e-mail address, 24.
The metifbd ofhemstin of Shipdfevirel Ry TreBerio M EibT E50p & ARl
aut hor i gRynait DAV onbDF WBALBNLLISR th AR [HelPpect @ata-&‘@cegﬁﬁ? Syrted arkd @aBe dfithe
wherei nthe nmenber of the group can initiate a vote 10 exclude another
menber pEer-tdipeqydetapro@Bsig@systdne net hod of claim 11, wherein a duration of

menbership within the group is wunlimted. 27. The nethod of claim 11,
wherein a duration of menbership within the group is based upon receiving

a paymefit from LB@olBFRRIm 12 wikSein HoGesTR ﬁh@%r&fp di§ b&hBikd, wherein a

duration of nmenbership wthin the group i s base upon a presence of
selected attributes. 29. The nmethod of claim28, wherein the sel ected

attributes includ t |east_one of rital. 30 tus, e,, and_.interests.
WO 03/ ot 271 ienribed of a6n 31, herde hereesis ol b sl o fRfai n
durati PRAEHb b GEQYRed, Snd AFBInc BN sl profAsceOne Of
contri E%S%%ﬂg? t%gbgggn%}?g?%ggﬁodata Br’ocesm n]ac systesm%nd usgge of the
peer-to-peer data processing system 5 31. The nethod of claim11l, wherein

access to the group.is controlled. 32. The nethod, of claim 31, wherein the
accdss 3% cohbs Bethed 03 slapy lawhersindhe grguesifs ap a‘{]"emsemem'

34.  The method of claim 33, wherein the advertisement is targeted based on the preferences.

35. A data processing system comprising:
15 a bus systém;
a communications unit connected to the bus system,;
a memory connected to the bus system, wherein the memory includes a set of
instructions; and
a processing unit connected to the bus system, wherein the processing unit executes the
20  set of instructions to receive a request from a requestor; compare preferences within the request a
policy to form a comparison, wherein the policy controls responses by the data processing system

to the requests; and selectively respond to the request based on comparison.

36. A data processing system within a peer-to-peer network data processing system for
25  managing processing of requests, the data processing system comprising:
receiving means for receiving a request from a requestor;
comparing means for comparing preferences within the request a policy to form a
comparison, wherein the policy controls responses by the data processing system to the requests;
and
30 selectively responding means for selectively responding to the request based on

comparison.

37.  The data processing system of claim 36, wherein the preferences provide parameters for



password, paynment of noney, paynent of services, and reference to a user
preference. 10 33. The nmethod of claim1l, wherein the request is an
adverti sewenB/00241 The net hod of claim 33, wherein the adpemtissessm i s
targeted based on the preferences. 35. A data processing system
conprising: 15 a bus system a comuni2ations unit connected to the bus

system & | ted to the bus system wherein the nenory includes a
whicHR TR & '&%Q&eg. . .
set of Instructions; and a processing unit connected to the bus system

wherein the processing unit executes the 20 set of instructions to receive

a request froma requestor; conpare preferences within the request a
pol i cy 1% f ofhs date Brasassingoswstemricdam 36, hsisin by reefpicnetsProEde BHaBstery/Of he

dat a pr‘ggi%ﬁsdi Q%oﬁé’éi%%@cdés?re&he requests; and selectively respond to the
request ased on conparison. 36. A data processing systemwthin a

peer>to-peer network data processing systemfor 25 managi ng processi ng of
requests, the data processing system conprising: receiving neans for

recei vity a FRRyAaProcesssypleaislam: 36 Hibstain th TRauSHST sei commipueeispriking to

pref er engs t§$&gbg the request a policy to forma conparison, wherein the
policy controls engnses by the data processing systemto the requests;

and 30 selectively responding neans for selectively responding to the
request based on conparison. 37. The data processing system of claim 36,
wher ei *&-he Bhedass processingrysteneofslaimmd, sherantheiglaaspessng systeaT rasponds4864 2

19 ;hi ' [ . The. d i Ng,.SYSt f .clai
LA o R LT R SR
desi r edprobessidg sydiemdaiRodihies Sathi dhkniplsyem of cl ai m 36, wherein the

requestor is an enpl oyee seeking to contact an enpl oyer.
41.  The data processing system of claim 36 , wherein the preferences identify a group
associated with the requestor and wherein the policy allows only interaction with members of a

15  same group.

42.  The data processing system of claim 36, wherein the preferences identify a group
associated with the requestor and wherein the policy allows only interaction with members of a
different group.

20
43.  The data processing system of claim 36, wherein the preferences identify a group
associated with the requestor and wherein the policy allows only interaction with members of

selected groups of members.
25 44,  The data processing system of claim 36, whereion the requestor is a member of a group.

45. The data processing system of claim 44, wherein groups are based upon at least one of
social interaction preferences, dating preferences, music preferences, media preferences, skills of
a member, interest, geographic location, membership in an organization, consumption

30 preferences, purchasing history, and expertise.

46.  The data processing system of claim 44, wherein membership in the group is based on

payment.



40. The data processing systemof claim39, wherein the data processing
systemresponds to 10 the request if the preference information of the
dat a procwesngs23yst em i ndi cates that the data processi N@CINESHEUR6HS
associated wth an enpl oyer. 41. The data processing systemof claim36 ,
wherein the preferences identify a gr2up associated with the requestor and
wherein the policy allows only interaction with nenbers of a 15 sane
group. 42. The data processing system of claim 36, wherein the preferences
identify;a QTH&@ataﬁﬁy%Qé"sh?gts%teﬁf 6%151&%61%%@1360% prsffd: Wherein the policy
allows only interaction wth nenbers of a dlfferent group. 20 43. The data
processi ng sgstemtingimahaionggseratmpareduigeing rgpuestewbercimghe detgoingyequegfr oup
associated with the reque and wherein the policy allows only

i nter aclﬁlf‘g‘ﬂe%@feﬂuﬁ%%fé%éi eﬁeésé?lbé‘lsg@(gﬁﬁs 1 ﬁ%gfaélm%a%?A The data
progessi ng system of claim 36, whereion the requestor is a nmenber of a
group. 45. The data processing system of -claim44, wherein groups are
based uqbébn athd dmis prcmming‘ systemoofadlaiinitoe mhetcirothe pegfestrie fiarasteradtion moth one of
prefer en nusi ¢ 8 er ence nmedi a gr ef erences, skill.s of a nenber,

i nt erest! aﬂ@o*ﬁ‘?"é‘i:?m ’Elé‘itioé‘r‘? WRIFEVCHABPYP R FEAPS A8S1H meé%?ﬁé‘l%’rptl on
30 pr ef&é&%‘i‘émaﬂ%&ﬁﬁgﬂuggl?sn boh ngrdifst iU thgSORGakd 1.§fgrad‘é§ -distAButfl BACESS! NI

system of clalm 44 r ers Ip I'n the group I's based on paymanf
WO 03/ omﬁaﬁmommusmmamlc darig serTive, aladok shadressviog anyshgnshafing| ai m 36
further conp generating nmeans for generating an outgoi ng request,
whehlei nsetrw Sﬁgaﬁ 8 S°Bd¢fest i ncludes a request for one of a chat session,
i nst ant rressagl ng, or e-nmail nmessage. 5 48. The data processing system of
claim 36, wherein the request is for interaction with one of a dating
servi ce49.an Thé detarptdcessirehagystiengo fodaimi 48 whareiit membbisyin b @ragr excliangei nst ant
nmessagi ng, electroni¢ nmail, distributing software, distributing software
upgr ade<OMRENSHONSaF thednisHeioRr e fi xes,

15 50.  The data processing system of claim 48, the compensation is financial, barter, or payment

in kind.

51. The data processing system of claim 49, wherein the compensation is based on are based on
attributes of the interactions including at least one of a size of files transfer, a quality of a good, a

20  quality of a service, a type of good, a type of server, and a member rating.

52.  The data processing system of claim 49, wherein the compensation is managed using a

clearinghouse.

25 53.  The data processing system of claim 36 further comprising:

authenticating means for authenticating an identity of the requestor.

54.  The data processing system of claim 53, wherein the identity of the requestor is
authenticated using a certificate.

30
55.  The data processing system of claim 36, wherein certificates are used to identify

individuals in a group.



an enpl oynment service, a nusic sharing service, a book sharing service, an
i mge sharing 10 service, and a travel service. 49. The data processing
syst em ofwoloaions248, wherein nmenbers in a group exchange @orusSaratesodNn f or
the interaction. 15 50. The data processing systemof claim48, the
conpensation is financial, barter, or2paynent in kind. 51. The data
processing Syst of i .o q j |G

Pased oftat 40t Bk BloclpeRle it AAEAR £, hErchr BRASAICAR L ByR AR TRnAaRER,

of fil egssbéialsieth at Feadil@le dNnTP addreeamhd ad e addikdst y of a service, a type
of good, a type of server, and a nenber rating. 52. The data processing

system of claim 49, wherein the conpensation is managed using a

cl eari nghous 53. The data cess) . cl ai

conpri s?ﬂg: %5711%%% REGeEEINY® acgr?fgctf’?l%rﬂat%ﬁ%\{n %Igé%?[fnn Aé%h?%cfz)gtﬂil;e?éfggﬁg%%e
request itho®A a ddWemémiber Prthe efubng system of claim 53, wherein the identity
of the requestor is authenticated using a certificate. 30 55. The data

processi ng system of claim 36, wherein certificates are used to identify

i ndi vi dyal s i . VW0 03/ 005271 LUSQ1/ 4864 6. Th
IpII:] oi:\éls s ?ggs s;g‘? g"?“ﬁg E? Ooljcg?sg?%ﬁyééfn 9&?%?’% ‘E%&lgﬁel%%‘re t%? efﬁl%%eét% é ﬂ% ¥ %‘l}i)ngdpﬁgﬁﬁte 8
certifi ¢abesetdudeamndtfel HetfbeV\bf the @toupeast one of an I'P address and an

e-mai | address. 57. The data processing system of claim44, wherein an
exi sting menber of the group can 5 authorize a new nenber to the group.

58. . Th t i ng. t | aj 4. .wherei.n t mh fo .
cantd i oot oThe S8 PEEO SPGB il ShRtDnbl iRy 1,2 O
data prer@psd Mdirtyet em of claim 44, wherein a duration of menbership within

the group is unlimted. 60. The data processing system of claim 44,
wherein a duration of nenbership within the

60.  The data processing system of claim 44, wherein a duration of membership within the
group is based upon receiving a payment from the member.

15 |
61.  The data processing system of claim 44, wherein a duration of membership within the

group is based upon a presence of selected attributes.

62.  The data processing system of claim 61, wherein the selected attributes include at least

20  one of marital status, age, and interests.

63.  The data processing system of claim 44, wherein a duration of membership within the
group is based upon at least one of contributions to the peer-to-peer data processing system and

usage of the peer-to-peer data processing system.

25
64.  The data processing system of claim 44, wherein access to the group is controlled.
65.  The data processing system of claim 64, wherein the access is controlled using at least
one of a password, payment of money, payment of services, and reference to a user preference.
30

66.  The data processing system of claim 36, wherein the request is an advertisement.

67.  The data processing system of claim 66, wherein the advertisement is targeted based on



group is based upon receiving a paynent fromthe nenber. 15 61. The data
processi ng systemof claim44, wherein a duration of nmenbership within the
group i s wavsdozpon a presence of selected attributes. 62PCThiSodatea
processi ng system of claim®6l, wherein the selected attributes include at

| east 20 one of marital status, age,22nd interests. 63. The data

processj Q% eggrs'ﬁem of claim44, wherein a duration of nenbership within the
group i Heed ‘ﬁ?ﬁ'on at | east one of contributions to the peer-to-peer data
processi ng system and usage of the peer-to-peer data processing system 25
64. The data processing systemof claim44, wherein access to the group is
control 6%d. AZonmputer geagaarp porisinrfcosyia Feasiebleimgdivp avithip a Pesrriomser access
is controlled,using at |east . one of a passwor a of e ayment
of serviguetuiibReSingSath ol iudindpBPER R ol e ARTRRL o R e

pr ocesspidaudtbei@ikiak: cl ai m 36, wherein the request is an advertisenent. 67.
The data processing systemof claim66, wherein the advertisenent is

t ar get ed basBst tetrygdicds fOOSOTNInPETEAUSE I UBB8ASqUEHRT; t he preferences. 68. A

t duct i t dab dj i t i
Soer -t o poer oRg kit o Potatts i b iR Wik SRarti AP el Seumay of
request §mpdiRok AMREER rtheo}?(gﬁ:ﬁf%ﬂhtrgls BsPELSE b BiERIatShro8essihk ls§dterh S tHeltEdiicBRS

for receiving a request froma requestor; second instructions for conparing
preferemmkes within the request a policy to forma conparison, wherein the

oljcy contrgls .respanses by the data processi ng systemto the.requests;
AndlSD thi r dHEETRERPRHET FFeNElaEtOpaIg 1 DESRSHRAsEd Op FemPRiolst based
on conparison. 69. The conputer program product of claim 68, wherein the

preferences provide parameters for which a response is desired.
69.  The computer program product of claim 68, wherein the preferences provide parameters

for which a response is desired.

15 70.  The computer program product of claim 68, wherein the preferences provide parameters

for which a response is not desired.

71.  The computer program product of claim 68, wherein the requestor is an employee seeking

to contact an employer.

20
72.  The computer program product of claim 71, wherein the data processing system responds
to the request if the preference information for the data processing system indicates that the data
processing system is associated with an employer.

25 73.  The computer program product of claim 68 , wherein the preferences identify a group

associated with the requestor and wherein the policy allows only interaction with members of a

same group.
74. The computer program product of claim 68, wherein the preferences identify a group
30  associated with the requestor and wherein the policy allows only interaction with members of a

different group.

75.  The computer program product of claim 68, wherein the preferences identify a group



15 70. The conputer program product of claim 68, wherein the preferences
provi de paranmeters for which a response is not desired. 71. The conputer
program pwodaomos2of cl ai m 68, wherein the requestor is an egplusyeesesEeki ng
to contact an enployer. 20 72. The conputer program product of claim71,
wherein the data processing systen1reggonds to, the request if the

rein the data pr _ . e reque i
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pr ogr ameicedugbugiofeh@hiber®8, wherein the preferences identify a group
associated with the requestor and wherein the policy allows only
interaction with nenbers of a sanme group. 74. The conputer program product

of cl aim 68, rein t e en ' t 0 ' ith
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of & digbfigrent group. 75. The conputer program product of claim 68,

wherein the preferences identify a group WO 03/005271 PCT/ US01/ 48642 23

associated with the requestor and wherein the policy allows only

interaction wth nmenbers of selec . u of nenbers, 76. Th opput er
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group. dfisocihNBitG it REfcRNOEY, aifiny effdnced, nfilsR) preféfoncid) BleliahrefeRinbss, Altifls
based upon at |east one of social interaction preferences, dating

pr ef er eplemembers iderpste gengeapbenslocatiodi membersbipan @ orgapidalips, copsunzptivanber ,

i ntgrest eogr aphic .l ocation, .menbership in an organi zati on, consunption
10 ref}é%eg?f]@ 5P ﬁb@ﬂﬂ%?‘ﬁ&%@fiﬁq}? %hd expertise. 78. The conputer program
product of claim 76, wherein nenbership in the group is based on paynent.
15 79. The conputer program product of claim68 further conprising: fourth

i nst r uct8. onsTheonyarermapgam pradent of olaing 76 cyersin mevhlegreliip in the goapgse baggd on

r equestpayment-

15 79.  The computer program product of claim 68 further comprising:
fourth instructions for generating an outgoing request, wherein the outgoing request

includes a request for one of a chat session, instant messaging, or e-mail message.

80.  The computer program product of claim 68, wherein the request is for interaction with

20  one of a dating service, an information sharing service, a group buying ser\}ice, instant
messaging, electronic mail, distributing software, distributing software upgrades, distributing
software fixes, an employment service, a music sharing service, a book sharing service, an image

sharing service, and a travel service.

25 81.  The computer program product of claim 80, wherein members in a group exchange

compensation for the interaction.

82. The computer program product of claim 80, the compensation is financial, barter, or
payment in kind.

30
83. The computer program product of claim 81, wherein the compensation is based on are based
on attributes of the interactions including at least one of a size of files transfer, a quality of a

good, a quality of a service, a type of good, a type of server, and a member rating.



i ncludes a request for one of a chat session, instant nessaging, or e-nai
nmessage. 80. The conputer program product of claim68, wherein the request
is for inweriawdizon with 20 one of a dating service, an i mCarusat/issm2 shari ng
service, a group buying service, instant messaging, electronic mail
distributing softmare distributing sbftware upgrades, distributing
softvvar ment serv sic sha rvi.ce,
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The coqu&gﬁnggggg{antproduct of cIa|n180 wherei n nmenbers in a group
exchange comnpensation for the interaction. 82. The conputer program
product of claim 80, the conpensation is financial, barter, or paynent in

kind. 30. 83...Th t odu of. claim.81, wherein the
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i nclsudi ng atfohﬁﬁ%ﬁshﬂ@ﬁo&ffoﬁatﬁh@lﬁlcgtfln d.ﬂﬁénﬁt&%?ﬁfc‘% uctolual ity of a good, a
quality of a service, a type of goo a type of server and a nenber

rating. WO 03/005271 PCT/ USO1/ 48642 ' 24 84. The corrputer program product of
claim8 rein t he conpensation_i.s. ed .usj ac house 85.
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i nStr“%ﬂt&'ﬂﬁc&@&uﬁﬁ%%%@&ﬂﬁ?&! ng an identity of the requestor. 86. The

conmput er program product of claim85, wherein the identity of the requestor
is aut henti cated using a certificate 10 87. The conputer program product

| ai ;m 68, mherein certificate re used to.dentjfy |nd|V|duaIs in a
o‘f? %718 BRI OFABGH A %ialért 6 rwharein gemtficatgh aieaised loddgntity
Certlflﬁalfvﬁi\ﬁll Rianrd certificates is associated with at | east one of an
| P addrless élncfl a%r 3i | address. 15 89. The conputer program product of

claim 76, wherein an exi sting nmenber of the group can authorize a new
menber to the gro
88.  The computer program product of claim 87, wherein each certificate within the
certificates is associated with at least one of an IP address and an e-mail address.
15
89.  The computer program product of claim 76, wherein an existing member of the group can

authorize a new member to the group.

90.  The computer program product of claim 76, wherein the member of the group can initiate

20  avote to exclude another member of the group.

91. The computer program product of claim 76, wherein a duration of membership within the

group is unlimited.

25 92.  The computer program product of claim 76, wherein a duration of membership within the

group is based upon receiving a payment from the member.

93.  The computer program product of claim 76, wherein a duration of membership within the
group is based upon a presence of selected attributes.

30
94.  The computer program product of claim 93, wherein the selected attributes include at

least one of marital status, age, and interests.



90. The conputer program product of claim 76, wherein the nenber of the
group can initiate 20 a vote to exclude another nenber of the group. 91.
The conpuwero3pez2gr am product of claim 76, wherein a durat ipea/usdi/mssaber shi p
within the group is unlimted. 25 92. The conmputer program product of
claim76, wherein a duration of menbe?ship within the group is based upon
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claim93, wherein the selected attributes include at |east one of narital
st at us, Ustge of thsdeproaress dafa PIROEHZIDVSIEM. PCT/ US01/ 48642 25 95. The
conput er program product of claim 76, wherein a duration of nmenbership
within the group is based upon at |east one of contributions to the

peers t o9qeer THatamPitecHs gamGprodhsdt eftiaia 76 UsBgeinGicdsh & {he groupds paetrolldd! a
processi ng system 5 96. The conputer program product of claim76, wherein
access to the group is controlled. 97. The conputer program product of
claim?9 wh j S | I d L | f.
pacswor 41 pag HERTie RS APt o8 b IB M oo B35 bR Ryng apeay
pr ef er egwgeeof alfhsSford [HBMEANPLhEHey) hAEhMoPEtided, afd reférehdd 63 uswheeRtdhct he
request is an advertisenent. 99. The conputer program product of claim 98,
wherein the advertisenment is targeted based on the preferences.

10 98.  The computer program product of claim 68, wherein the request is an advertisement.

99. The computer program product of claim 98, wherein the advertisement is targeted based

on the preferences.



