METHOD AND SYSTEM FOR ENCODI NG | MAGES USI NG ENCCODI NG
PARAMETERS FROM MULTI PLE SOURCES FI ELD OF THE

wO DMERTISAN [ 0001] The invention rel at es gener abCTUBI®04/030265
the field of counterfeit protection, and nore
particularly to the field of electronic and printed
docunent protection through the use of an encoded

o R RN Y

up-to-the-m nute busi ness docunents to custoners and
ot e .- Aut omat ed docunent generation and
FHHJQCE%%H e—H-st++ buti on, such as using enmail or web

[o001F€r VTHé%ﬁvé}ﬁﬁm FElaks géhé@zﬂlyﬁg &lfe fidll of t@utéifaaprotestiordud aore
costs associated wth preprinting forns, cunment

particaladjiite thedieldvef ¢leqtipnicrad drinkg d@p@melpttpr@qegw through the use of an
encode(;Hne of - busi ness users access to inportant data
tly and makes documents available to the
custoners at all tines, around-the-clock. However,
BACKGROAND ORTHEIR/ENEIQN esent with el ectronic
docunents, including the potential for tanpering or
[0002F" €akh @ﬁheﬁgfiné fréndci tiedinc 0 TR Blesirbhia busifesyBadrldis uﬁhg the world
aspects resenble the original. [0003] Many softwar
wide welopuyl ¢ragibtopprerids ygge-sheaginugs lz}rsaxeé%@owﬁ@n Srip @mtpmyrs &nd other end
c [
users.CRRIcHEED #o%bin%ﬁ%&%e& i6 Bﬁ@&%r rHOCHTERL Son, FIEPS s}g éinail or web
serv1c@§1ms9hﬁlgy apueagandt sflgmﬁ‘czintlglrdiilcemcctskseased)cemed wmh(preprmtmg forms,

docunent, docunent r on, as ad C%
docurefg ACRIVg GRANEA, DO G ectin TH5h RS DYF9R poegs Sctess to important
data 1§§tzgﬁ18/ e{n]‘aQHz{keg g@é’fﬁ%lfs 4vRi1iHIE 1O L RGOS aFEﬁ‘ﬁer@ Saround—the clock.
typically used to protect docunents provid
Howestie céntaim drawhacksatre psssert atitht dh@@@nmhnsumestsaneludmgéhﬁ potential for

e e Ay h T
not be available to the rec‘L i en

[000333I e CMF‘B}ﬁ pRftRge Lapbhave peen egrTirelo fg@@ﬁﬁ't}‘? W?é’rﬂéy gpd confidentiality
of elegl‘?&ﬁé Soé?ﬁl%’ish MEhsP@oRY &ich %9 bﬁlgtlﬁs they 8o Hﬂﬁﬂ CofttAab @dding or

not to the recipl ent of “an el ect’roni cal y
changlingmstes dridefdrm Gieldvemthe efticanic ylocuraéntt ddcpinegt engeyption, as well as

r |es of electronically transmtted
addlnﬁgtﬁl@js“é%ﬁw&&tgﬁ’af’ Yehfen the document creator has no
control over the printing %aocess Furt her

[0004511 sk SpEnifipagbdianbackig tReprotesi e %%ﬁ“%esémcﬂg‘?%@ﬁo Pf8¥ect
docuné{rfé?{n%vﬁﬁ& M Skl fUrantt is Qhk TheQf mRNEResCREBFEXuseless once the

roni ¢ docunents. Printed docunents are still
docurmérd éd tyansferred to a printed media. Further, typical hard copy protective measures may

not be available to the recipient of the electronic document. For example, security ink or secure
paper may be available to the document creator but not to the recipient of an electronically
transmitted document. Clearly, maintaining the security of hard copies of electronically
transmitted copies is problematic when the document creator has no control over the printing
process. Furthermore, many desktop image-editing software tools can be used to create
counterfeit print-outs of even complex electronic documents. Printed documents are still widely

used in many aspects of daily life, including business and government settings.



used in many aspects of daily life, including business

and governnent settings.[0005] Wdely used protection
woreaohosisof or deterring digital counterfeiting BEMUS2004/030265

identifying data alterations include bar codes and

digital watermarking. These are usually added as an

image file into a docunent by the originating party.

r. bar-cod i of. re j i ) o s
0005 s R R 1 e el el e sgeguin
data alkdrausid iRMidedne Uo®Rtagd digd@Dehtehgkingl Thasecarsasdallygdiaisas an image
al so been proposed as a solution, but tests have sh

own .
file intotpedochmentdy the eRginAENG RATYa HQWaver. hat-edegeperagpn software is widely
L conskstent a i ' nting

oG35 RSy U STARERA S LAy gl TR

osts far the necessary -hardware and soft
00060t atetiatire g e BELP EG e SRHACRT s hpygsnown tat
it may3h@Ctht RiHabilEKPRAUTBYALY Fbr Sbiidideiit iatd widespreadss) tFuether, implementing

information that can be protected may often be limted
such technplogy issdtearcapensivg: withgguipeentgosts forihe aeensel bagdwsgg and

a_severe const.raint i.abi:LJ .
oty SR EOBRIAN o B a0t o eenClagypns
distribefod HEhd AYEMT bOMHORRGh tHe car bE protegtedirhayr eftdnsbedimigetio just
to provide a_method of protecting documsntf i-f] d ¢
severabligats pblefterst dihaserablema PHE afsyEreQu BB Rgclighility and usage o

c ey r ument has been printed.
eb““ﬁ%?@%%?%ﬁkfh?%mﬁ%gﬁf$h§§§?%§b|e to provide a

prot ection nethodol ogy that provides |evels and
SUMMARY¥ 6F THE INVERAHODN based on a conbi nation of data

that is within the control of the docunent generator
[0007Pr  Usebrdiiidy,dhére is hated te protider mkihod ol prataming docwherthin

. docunent generator or user. [0008 illustrative .
electrop Erm Bt MHBAHVEHIRRS F%L%%étlgﬁn%fléﬁfgo&&amﬂﬁﬁﬁ §gen printed.
Furthd?! it Esrkﬁ?lﬂg HBGrB1k t%g)‘i&qgéja brRGE oA ﬁfetﬁbﬁ%ldg? that provides levels and

aut hent'i r igital

ating a printed version of a di
degreetasf poeeadtion Hasednet hozmbioatini of alstaghbatap within thg centrql @hthe document

one digitized aut.hentication i e .. recejivin I
sence o sth S B LR G TG o RGPS R e
at | east one non-user-suppl.ied encodin aranmeter, The, .
[0008 et bkt RSB Bt 1he 8 eBUPRBIoV K AR AToRRfed meshecof Rfgducing an
encodBR ARG usdGh aﬁtﬂ@ﬁtwaﬁg@aﬁﬂﬁteétveﬂs%%f aQfiSital A6EurSdHR P Th& thethod
encodi ng paraneter and the at |east one
comprises estsialishmgp ldastbrentigit zevgpugeentioatoarimag aedeiving at least one user-
encodi n araneter.set i.s. usapble to _encode one or
suppligq Sppdi AT SHLIG P T ah oAt che AT s ouR feeEipe SRR
parambRe. TRE RRthod f8hes QBRI SR T sAPEMM NOFi B0 ncddinEfacaritteri S3€including
at least one digitized authentication inmage using the
the at flgastsineaneresiippiedhencading aramester apd Biecd rast epefiopgyser-supplied

oS R AP BRGSO R o

least one digitized authentication image. The method also comprises encoding one or more of

the at least one digitized authentication image using the first encoding parameter set to produce a

final encoded image.

[0009]  Another aspect of the invention provides an automated method of producing an

encoded image for use in authenticating a printed version of a digital document. The method
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encoded image for use in authenticating a printed
version of a digital docunent. The nethodconpri ses
w@saaks4s8hi ng a first digitized authenticati onPCTEHEE®04/030265
based on first authentication indicia, establishing a
second digitized authentication i rage based on second
authentication indicia and receiving at | east one
user - lied.e ' ! . j Wdtication indici
compr 58 stBfing 3t PR REAR AR imafly bhlel on SRR icaign indica
establigiag disBenaali @iRidetutientiesiontimaghbabed Gheedond atithemtimatipm gndicia and
_ parameter set is usable to encode the first,
receivingtah a6t Qs RrSUPRRseencadiag pammclsc AdiRpensar iR Emela et
i i . A i I?Firalﬁ PP I8 db e ITRE first encodin
lncmdbngrctg?rgﬂtlg%t ?Isl,e lé%?%%qp?%ﬁgg 'll' e net hod Sfeurt her conpri ses s
parampep s44¢d ukgble tb bnmide ercimeahthentigatidnriommge.hd skeamsttengpding parameter
. second aut hentication imges using the first.an
sot incliiott 164 0 305 DaF SHRRIER COE et e EHisHRE The method
. Elﬁglﬁr' les pRGAHRR R AL Shc¥HENRBRE Frofi the MBstfabdl SécomButhentication
fulThefsec %fegﬂt heﬁ??cati on Ci rmgggd.% [80010] Yet anot her )
images agiag thedirst dnd secondrencading pavingies seih "Bl fined eaepded smagp is

fqQr incorparatin ncoded | es.ipto. a digital
dCCOdE@E EﬁT%lﬁW.e%%h%tt tbf/ %f SZ ﬁ{"g SHoPS g"gtge’ilcﬁﬁ%r} lr?z}gte%‘?f ace, a
rinter and a data pr.ocessor in, conmuni c?ti on \é_]/is%h. t he .
10001 Y4t peiher5EecA A VSRIDR PEYIOOT 4B SBGPAIoH YEgBLIgY incorporating
encod%ﬁ‘a%%gg htél d%ﬁaﬂ%hﬁﬁﬂ | P égg@ﬂnﬁcgaﬁ’lﬁgﬂéﬁa uRR ifOERA] NPrinter and a

ter no , an encodi and an enbeddi ng
data prozdssoein chinemanitdtiontwitethe oseriintefecerandihepiirier deist dagh processor

i roduce djgitized authenticati.on inmages fr .

includgs g agepicruen e el ah Uit nat IR BRI gpycppoding module

and ad Sfb&idthg hHG1E "ERIAIBRiRARSTEIhRIEe AvdUleds hdapBsiaptpestivice digitized
recei ve user-supplied encodi ng paraneters, determ ne

authentivationsmnagss frpmi user-sppbed pryl prireseesenplied awbelﬁécgé% fngicia. The
enodl 505 SRR B MRS A LR 6 Btrs, dtrmine

non—u@éﬂﬁsﬁ?ﬂ)ll& dteihg aamawtd)end aganblenhd megespplitt anénewdsargupplied
noau

| e is adapted to construct_encoded i({raggi%_ USi ng "
encodifgeDaEHRReNs A0 SRFCMHRE RATABEIPESCRgT Pifaln §nERGng digitized althentication
imageY |G R hRAd! €8 ubihie AHARICBH
1mage 'o?ﬂfgglﬁ:égﬁd% rr%«?l}d}%ﬁ%ﬁgptg%%gc ed | rrggée&leari]rtggé% hél dlggi t al ne
paran@es Yee and thBRigifzc0ESCRhTAtON Dk HT hDRAEM IS 0dole1} adapted for
) The_ inventign can be re ful under st ood by reading
incorpoggiing he @Wﬁ@d ’@&gﬁilqltgﬁeo‘gg’é‘%iidﬁﬁ“aﬁgt ogether with the

acconpanyi ng drawi ngs, in which |like reference

BRIEF TSE K@ PTSOR'GE wBEORAWRREgnat e |i ke el ements, and in
which: [0001Z2] Figure 1 is a flowhart for a nethod of

[OOOISLOdH‘Pei if¥erfidn %%?89&% ARYSniGStoBd by %Hdh%?lhé Rellcdying detailed
cument according to an”exenpl ary” enbodi nent of the
descriptivie tiigethiar with @@k8torrpaying drawmgssiniwhickslikeanefesence findigasors are used

se of a_decodi ng. devi ce to decode an encoded i mage
to deslljgnate lgke elements, a.n<§l in Wthﬁ: 9

[00012] Figure 1 is a flowchart for a method of producing an encoded image for

authenticating a document according to an exemplary embodiment of the invention;

[00013] Figure 2 is an illustration of the use of a decoding device to decode an encoded image

produced using a method according to an embodiment of the invention;
3



produced using a nmethod according to an enbodi nent of
the invention;[00014] Figure 3 is an illustration of a
w@orosioatsonf an aut henti cated docunent show ng PEEUSZE4/030265
of a decodi ng device to decode an encoded i nage
produced using a nmethod according to an enbodi nent of
the invention; [00015] Figure 4 is an illustration of
[00012] POFgh ﬁfanqg‘us%%dﬁbﬁaf 4GB ofiff iR 8 WL A ShdWhig the use
of a decoding device to decode an encoded i nmage
of a dpewlingdalicesd gcalemptehoutled dmogeiproguded wemgenhetibdaetordihg to an
b the infgﬁtion: 00016] Figure 5 is an illustration of
embodiment ot the MYentAN,| t er ed aut hent i cat ed document showi ng
[Omnéye use of a decodi.ng device to expose the alteration

ehigBiFetiis iapalissafiebof Rertion phep anthentiseiad decumant slepwisg the use

2 ' at L on: 0Q1.7]. Fi e, 6. is,.

of R R e ac ol Spo P o B ol ¥ e 2 B sk o an
embodincmrenthe shveniiong t he use of a decoding device to

expose the alteration of encoded inmages produced using
[00018] nEFiged Sis @ filtishgtidofp@HbR6f Ailterdd adthtic ¥ EBbdudibnt showing

[00018] Figure 7 is an authentication image that may
the usg of 3 depding davigeda sxpase thecalierptiontaf gncoded G028 pridygedusng a method
auxm% g?ﬂmﬁ&hﬂ&ﬂﬁkﬁﬁﬂ% @-ggﬁggfthat may be used in nethods

e I nvention; 00! Figure 9a is an illustration

.porti.on n.authentj.cat ed cunent show ng the .
G G T R R i e
the useioewdacddingSdevieith eRidse &id :DRrdtivRDE enddded didgel biduBePting a method
IS an illustration of the authenticated docunent

accordig {q @hemppodumgnfrf thysinkemsigning t he use of a decoding
device to decode the encoded inmage to view a second

[000181,t Hagete J4s o Authentisetior] DOER 2hat Fayreaised ieméthodwcdfzthe invention;
for a nethod of producing an encoded i nage for

[000191t Hégure Gds hm gutherdivatioreimhaga tle metyrtg tsed AnmetkedPdfahy invention;
enbodi ment of the invention; [00023] Figure is an

[00020] | UEigura i tarnillustration o0 d @drtioNagen PUAEHGREdRchBled showing the use
met hod accordi ng to an enpodi ment of the invention;

of a dgcgdipeAleviee @qni@og% ampnGofled yRaggtp §ie Vol fieshawhensisation inage;

roduced using_a nmethod according to an enbodi nent of

[0002f}1 e Higire Qb iivan illustorsipg jof fecauithentisatedhdoduimest pertiponf BigusnSa
: | o) he _encoded | es of

showif AR of THADIMEARNER o JesBT BGaBBREN et B #Recona

authereichidel imeage; of the invention;[00026] Figure 14 is a
flowhart for a nmethod of producing an encoded i nmage

[00022]0r P@%Lfrb 2019 £AEWEHArE ol leMRIA of PESRICHA chCodl image for

exenpl ary enbodi ment of the invention;
authenticating a document according to an exemplary embodiment of the invention;

[00023]  Figure 11 is an illustration of an encoded image produced using a method according

to an embodiment of the invention;

[00024]  Figure 12 is an illustration of an encoded image produced using a method according

to an embodiment of the invention;

[00025]  Figure 13 is an illustration of an encoded image produced from the encoded images of

Figures 11 and 12 using a method according to an embodiment of the invention;
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[00027] Figure is an illustration of an encoded i nmage
produced fromtwo authentication i mages using a nethod
w@ewsnshisng t o an enbodi nent of the invention; POD0OER)P4/030265
Figure is a schematic representation of an autonmated
system for incorporating encoded i nages into a
docunent accor di ng to an enbodi nent of the invention;
0 r ) '
002 e 35 fiohtds R ASTBRAS of HRBRIERAEHC8 R Plm BB for
authe@icd064 FEBturd&Et @&Ebrcﬂlg g toarbexeaipadienbotingdnt bhde invention;
i nvention; and [00030] Figure is a flowhart for a
[00027Ft hlqgul‘éfﬁﬂﬁ el HRist e ofencAs KR diRBEEpioaliced from two authentication
aut henticating a docunent accordi ng ?o an exenpl ary
images nisingiarmeethodaccording iovearrmbodiment pAeHIVENESER| PTI ON OF
THE | NVENTI ON [ 00031] Enbodi nents of the present
[0002i8]w efitiuer 6(is agclbenatie réppesnfation bhian mmtedismemffor incorporating
nt's Uusj ng one or nore en s.that may be
encodeﬁryeeﬁféampﬁ SR Suttess S pupedenlg i i Riutn se
i ncorporated into the docunents being protecte The
[00029), st igaredrids asehsarntic sepreseataiiny ehn %}Hmala@d S¥jiem der ipgprporating

o B DES A SIS st iRl Sl o
L T T

autheﬁtﬁtﬁtig%ﬁ avcghandesbrdiipgedan eehplay embadingsit ef ihg eld\zenuon.
scranbl ed or other manipul ated variation of one or

nor e aut henticati on i maes_ tha when enbedded in a
S ." CRIPTIQN QiLTIHE NN packground or source
e, cannot be d| scer ned fromthe base docunent

[0003ﬂdat eEmbodlmentstoﬁ die PaseRbingentipnaroYde H@Slqdﬁﬁgéhwnomﬁuﬁn of
docur}ugﬁs ﬁ's%%&(ebﬁr}n&@tehg eg %Qgeg i HQaS{VtL %‘tl ed a (?fﬁcaolga%ﬁ ound or source

€ generate man a 1'on 1 na
1magdk$11 dﬁlgerﬁrlsﬂaﬂddrp@rhad irtetheadocamanta bbmglm(btem'ed t Tlad systmistaﬂd methods

encodi ng paranmeters corr onding to rt opt
of thedRYGIHER e Te12Fa0 0% HEScHBED U Cﬁ’gpeglémgcli% Eﬂcaﬁlﬁa Nelorsar 962,
filed lg[qg 996sho4TRES: AfomEy Dbet N3l EEETRIV0093, Witleh H85Qpdgked herein by

i ce over the printed encoded image in a
referepcenidtsentirated ori entation reveal s the authentication
i mge. Wthout the decoding |lens, sone or all of the
[00032C oAl dseidgen, thy tehe “enchided magdelitrefersde airaﬁmrza&,l serambled or other

i ndi st| n ui shabl e fromthe background by naked. .
manipijaied YHEFSN OCARE HERAERUEIeNHATER ﬁ%esé]i*ﬂfo\& & ?'ﬂ%fggd nsa document,

S t
orin BRSSPl A B e

materiah onother Fckgrobed er spuloe imag@wahola thewdetof apropiicatdgcoding device. An
qt&&a 717 Ptentaagg&%od di tlzaﬁd authentlcatlﬁ 1 ¢

encodefiyREs At Pe AT Q}mraﬁﬁl POFANGD R Wikt BTG poreho

chara&6fiditRS Rk iRIREh8sdIhd pHaRRe ARG AL TR @E%ain GPEQU tREacteristics

of the decoding device. When the encoded image is printed, placement of the decoding device

over the printed encoded image in a predetermined orientation reveals the authentication image.
Without the decoding lens, some or all of the encoded image may be visible, but indecipherable

or indistinguishable from the background by the naked eye.



paraneters for this nmethod may include a line
frequency, which corresponds to the nunber and spacing
wotoosesbar | i ne segnments into which an i mage PGI/US2004/030265

di vided (rasterized). The size and nunber of divisions
determ nes the frequency (i.e., nunber of line

segnents per inch) of the encoded i nage. The encodi ng

ra 0 .
(000853 P05 BletnoRt ot ARl B A0 Bl oAl s such as

that desdrived weUtSO Pah &N o0 5] 7681711 he “T#yi R’dﬂeﬂtﬁ eMichrie iﬁd@rﬂlﬁ‘ated herein by
printed. [00034] The decodi ng device of the ' 717
referqpip HHS SRR b/ Baterdppstioqd. disitized suthgptigngion ppges|are encoded
Cohi
b T B Dl B PSR B AL EORAC Pl b TR deBaing
paranﬁatﬁq tierileiy midttadd may irchpiendmetiequéreyf whith enmryspohds toche number and

spacif i SEietat Jhe R ARB L Hoes 3 GRS (SRerieqp. The sie and

numbRf! Meﬁldngrﬁ&@rrhfneﬁﬁl%%eﬁgenc?y hes. St P Whoge ts (5 per inc 1nch of the
aut hentication i nage(s) to be viewed. [000

encoded dmpges t Ehel engodiog parantetras may alsh encliti7anRagelat om:réatlon to define how
rred .to thr hout .t C atlon .l | be
the afifieplin gt Vb B S au bk R frommitich ey plito be

printedny i mge encodi ng net hod having a set of definable
i mge characteristics relatable to a decoding device

[00034] t NTEOHL B8R aE| 28 onHe' ‘9B Paﬁ&ﬁrn"i’é%ﬁ&f g bes 1é¥ﬁ1¥uf%?leﬁ§ &ing
in conjunction wth the nmethods of the present

optical whenctam’ucs [nwfhi@ thase ofi Bcnseded imbgaeln paniiodiedihie dengieslar lens may
B e N

placed BV&Thd &tolaVRhaseaindl B&at@ﬂ’ﬂﬁ‘dl@ 'cBﬁe&fang’Lﬂ@r SfienfHoR, the encoded image
encoded i mages into i ntabl e docunments wherein the

is deopded, mebyr%bmlwthp@ﬂ ticafian iege(Y &0 beriemate t he
encoded i nages may conme from nmultiple sources. The
[00038 b edtihoughphotetssization methadsoitipd 174 7 @dtenhare weflarredeo themghout this

specifupy ¥ G B B o: i RER B 3 o B Frage encoding

meth@IRAgigEdRt 5f @ffidabR ina¥e tareristcSiedte &NEQRASHink M GRe with
may be constructed from an encodi ng paraneter set

correspaiding opieal eharpgiesticn awdliba gspshinsnpiuagiiongwite thetrmetheds of the present
1nvenﬁ81]1e0t ed by the user and one or nore additional
encodi ng paranmeters that are generated or selected by

no ser of ,are se t.ed autonmt i W t hout
100038, 1R 4R ss gl Rl i el iELe A AR 08 e ot At Ot S Bea
autheﬂtmauble irffAues LisiHg heek dfleatdding %mhaetst @B tih Featib® thviolfRE @ embedding
each havin g its own associ ated encodi ng paraneter set.

of ongon IR@EEN dinagestigto mmﬁ@l@docamentwhemn drecagiongencoding
puBBEIRLTS g3yl G Bobhd e QU DBLLLAEY RIS e
embedding bﬁ)cm@ﬁay bBeacpamiplisticé ﬂﬁroﬁghr tha umdware that produces the encoded
images for a user from selected authentication images. In some embodiments of the invention, a
single encoded image may be constructed from an encoding parameter set having one or more
encoding parameters generated or selected by the user and one or more additional encoding
parameters that are generated or selected by a non-user or are selected automatically without user

input. In some embodiments, the single encoded image may be constructed from multiple
6



aut hentication i nage may be selected or generated by a
non-user or selected automatically w thout user input.

w( 2®883450An aspect of the invention provides fRPECT/US2004/030265
establishing the characteristics of an encoded i mage
so as to be unique for a particular docunent. This may
be acconplished by selectively specifying uni que

aut henti cation j nages or_encadj aneters for
authe g RO AR G PEAE R G Ccled CREcE BB L&t o fhese
embo@fRafs2i Rtk GuUliTakd SRbEMgipaArasntdt s8Sfoya Yird auihentikatioh @hyge may be
associate themw th the generation of a new docunent

selectert omgenbratedpurthé vseir.awhiteowinie arall of thexdncadipe petagiesiry for a second
er at ed doc

T e L e e R

withoP@isefRpef s such as, for exanple, the line frequency of
a rasterized image, the angle of a particular

[0003‘7‘1‘1” h§ g‘é@ttdf‘?l‘ib InVRARHNWIEN AN BIEHBIRERY IR GhafRERBAEs 6 an encoded
ding angl e of the encoded image (i.e., the
imageasogis ¢o b tuluqu@ﬁlp a@arttculaa dg@emm i @bllsmaarm agtomplished by gelectively
spemfgl(ﬂgﬁjél}é:qg 8@{]}‘3&&8 %ﬂﬁ érgjlges-ﬂ:' Sn(%mt}%i)%rééﬂetgré g%r th%gné/od%v 11££]gee or by
having Bahahh@tlesibliGei@tted a8 @niaficdluca shfteaswiy &b &iqu‘eh&assomate them
aut henti cation 1 nage, which may, for exanple, include
with the g@negeéweroéﬁéldwt@cﬂm@ﬁtqfwthcﬂr patieluanedificationzafiapgeviepsly
nent ge
gener%tgﬁéocu%egg )S[xg Wt‘ri‘ﬁ Bg ?is?'% ggclp El?/ée L ci@ns rl%s\?tﬁ%}qh%gfg@fﬁgd include

encod@fg pitarBdiendech asregexhapkhe rlllnB”lﬂdemlq:ﬂcga ofncasttetted images the angle of
some of which may have associ ated characteri stl cs tha

a partigplar guihefication ! anagga rheg ietreddfBraysR Atleenrlsr Sbie dgeodipg wgle of the
encod%{l %1\}?%2(1?.2‘?16%9% QyitPRYSoct RGBTl 2Ahelft réfgl%nb@ é(te@&bl‘i’ 9 decoder

r iTnput” into the generation of sone
must boplacdd in ofdet heviewahaattberitsbti@sinoize). h’ﬁleemwmw&mlgmge

appljed to, a ul ar, do nent l.n_sone
chara g RESGS By 5 HIE BERORGR BRSBTS BRI Bor (THED B fo
examPMESHERAL t&yéﬁﬁf&é@@tld&ﬁfﬁsﬁaﬁl@stﬁﬁgs RQing kb @6ShmehP eneration.
ser may, for exanple, be enpowered to control the

[00035&‘11t hzgmvﬁlfgi&g&s'séﬁa%ﬁe LRBOBRINRDE Pdétm{?&fnoh ?mf?&é"ﬁﬁ the use of an
ehcodi ng ¢

aracteristics or paraneters. [0 The
encodﬁ‘&ﬁrh@giasbaséd othmultipleericoded ngeh goms ©f whichgoay lnafvctassmmted

wth t constructi on or n of ment s
charaffpialce B B \HGHE G0 PYIZHY ORISR IR PR T B ot As noted
aboveJ SR8 hféﬁlOﬁQBf M@ﬁ@enﬂ&@ﬁrom foeusemphetd e gteRatidh ¢f some but not

st andal one software programfor op eratlglg on docunents

all of g@r@m@dsms of theemcednsimages qenpb@@gsa pajtiepatdogpment. In some

embog t | veI %%ﬁav&gyﬂ%él Ot%%{)lg'lg ?agqe%%, ?l% &ggggﬁte %%e%%ét?on method

and nSted"tEér@t T@@u&[‘ a0k aiFe exﬁﬂﬁb tRempfoweretens 2optrel, thdvhwth@svhtion images
Word or Adobe Acrobat he |n?ut to the software
1

themsghves bairmod thesiigr 60eqdire characteris

Cs or parameters.

[00039] The methods of the invention may be used in conjunction with the construction or
modification of documents produced by virtually any document processing or graphics software.
They may be adapted for use in a standalone software program for operating on documents
generated by other document processing software. Alternatively, they may be adapted for use in

software subroutines that may be integrated into document generation programs, such as, for
7



may include sone or all of a docunent to be

aut henti cated and one or nore encodi ng paraneters. One
W@e00s08450Ut hent i cati on i mages nmay al so be i ncPamMEs2084030265

i nput. The output may be a file containing one or nore

digitized encoded i mages. The output file may be

stored in nmenory and a user nmay insert the file into

oSBTt LA GRS yd 8 B e Bt g st

may ifBMd @B driafied aelceded to baaehemicaradyd enbecuett dnhailﬂg parameters.
In either case, when the document is printed

One opmorienhentiseion imagepmat eléa a mshisedias inpuh eT]éFo‘é}EPﬂétﬁ{lay be a file
COHtaIEIQI%e ﬁggr ﬁg)gél &%ﬂ 23? Olr%r?'ged IH%‘gozs: 5?;&% ?gt‘ﬁﬁlgﬁi% '?ﬁaarrﬁesstgfg@ g{n memory and
a user@ha@clhﬁdimﬂhe fild inté theslocmnerer Altehatiddsgcthe beigutiitehnay imelpde all or a

sed to protect a document created el ectronica , .
POfthaﬁ’Qﬂ@diﬁ’FWﬁE@swkﬂbo?ﬁ‘gtné@P At orrmoars aélfeaﬁlx ERhedied therein In
n h tdaeflod®with th

iter R8T AE [ ol PR ORATE ol s B it
documemaiut hori zed duplication, and to other forrrs of

alteration, forgery, or fraud. [00041] Figure 1 is a
[00040] ovA £t hefdn, shoreirh Gdocntnept ’de iango @ncanpas el fd»rrmgxﬁ documents,

both maél{:ac Cqﬁicﬁdlor : Idrg:gmtprgﬁl%ﬂg; grr‘gsomd ﬁ?ﬂl neeén,ntgt % Eigct&;}ggcl lgl\é@@t Lon: use& to protect a

docun?éﬁ'i E}I%Qtteh el ﬁcﬁﬁf WHRESHRLOHOPIORE: RS c@cﬁﬁ@ﬁt%f #%as Been printed.
e set o authentication indicia is used

The pnnted doeuraers uswb&:cteddngdﬁhngﬂg dowsmemg r@smmt t@fanmnnghtn g

unaut H‘éﬁ&?@aﬁ%ﬁ}% oo pieclreme LSRR LRl OG5 7SS,

authentication indicia a

[0004£1tn @aler@éa}ﬁ PAIO Faral 4 mateod @&r@égalﬁgggqe%}\égg%# inagg according to an
emboéﬁh%ﬂf‘é)f dﬁhgﬁ%gﬁgl t]ﬁ)fﬁlstr&ﬁ{ eco C%lﬁﬁ }pﬁ@ﬁgﬁ&geﬂ%lﬁé‘s 4 &ument

enco image iIs thentication
authentn:dncm mftvea;e pmgeamiogag a mmmmam gifiglangt ofiagthahtication indicia is used
rese nanIudln t not limted to di i ed
to profhi Feangle aﬁ‘;ﬂ%ﬁ% ilm@%m% 3@ dishelieg PAIRPSLey ?SS%@P eﬂé@?m user-
supplibd ?Hi‘aﬁfé?éﬁ'%lf ndA-ReLSHIpNed 951@61%@:?@5 . ThEhH&hod B&sins at S5. At S10,
authentication indicia my be in the formof an inage
autheritidaaommdmay arotrmvedatAaltlmpamo@ ipdicigairqigprespitatsanstog the visual

s Sy b B BB 0 ks s o

autheﬂtﬁﬁh&h PhdieY ma§ bs @'d@giﬁﬁd 66 38 afyOvipad Yépiesehtation Matuddig but not
about the source of a docunent or about the user. For

limited %adqgntezed Ampges neanatTaenetater eraphissand fRt a@@géﬁon\@g@m@m
proceéjsm\%rsgeaﬁ}%r %ﬁs ltﬁegﬂlﬁc{ng%eﬁg@thqga iaqﬁ‘%‘ bd 1#%]% gﬁfﬁ & anqmage file or any
other dath qubleﬂc&’tbeﬁm rbptdsemml digyal]iyrthdituﬂay bendeniratde lfcormse in authenticating a

relating to the docunent to be authenticated.
document.

[00042] Authentication indicia may be selected so as to provide information about the source
of a document or about the user. For example, authentication indicia may include an image of a
corporate logo or textual identification of a government agency. Alternatively, or in addition,
authentication indicia may include information relating to the document to be authenticated.

This may include general information that would be applicable to any document of a particular
8



This may include general information that woul d be
applicable to any docunent of a particular 8type or
wEp03Eonr may be specific to a particul ar doRCIESL004/030265
Aut hentication indicia for a specific docunent could,
for exanple, include text fromthe docunent itself, or
text relating to the circunstances of the generation
he docunent ks c L s
t9pe of Rpete S e war T Spf DubER bt o ERcoflbd Ruiciafor  specific
docun{eﬁ{ &ulld) @oﬂ @(ahﬁfﬂe eabludenéxtdtonhevtdocahemitspif aress relbfing to the
for exa the aut hentication nmethod is carried out
circunmstangeseofit mer@fatmluqﬂ ther@%mel& patRediGaien BdiciaBAY alse fglude a
ut hent.j.cat i .0 t
textuaf ijeé%rg%t%o%[ ofgﬁe %1 gfn% ﬁcgsorlé g %'&9 h@@ﬁrrgnt agggeggll:agog rocess. If, for
examphé, tile i&l%nﬁ@@tw}ﬁrﬁéthod\istcm‘rmmuveli the tiate dfpriaddg bf mpartltlﬂer
aut henti cation indjcia {m i ncl ude a‘llnfor mat | ad
documegt, #q ghangcatiqsyipdisacopldgpeladed [k PSPt gf a time and date to
t dicia ma
be assfiGUTRIh P ARTAE" RHmREREERERERANA LY Mhen Bt thdicta may
include ﬁﬁbﬂﬂattLOnka]ahhg tcna priveesaoitqr statiah abwhivbitihd decuiment isrggnerptgd,
g{ (fe unique to a particular docunment or
P“maﬁ oEH G ype or may be generic to a partlcular user.
yet another alternative, the authentjcatio di ci

In
[00043h, Fisemae atve st il by UBAars et nogs Ol pEpAHLTlbjn thr arh tHat
t
B
generib &c eipx€idulas usenpitt ydt mnother alissrative, theawtb@ltlcew mdigid mayrbe

non- user source., Us npu e.suppliged . .
esabl{ SRR DBy TGOS Sd v ERHonar Sy wif P pithaytdpput from
theusglse by the software. In sonme enbodi ments, the user may
e offered predet erm' ned aut hentication indicia
t | i vt $font & uRYe may b d
000, RSO AT iy e b o £ B GE e i
from 4 AcHuset SBACE Us«ar mrq;ut hmydbelsepphed eatelagtivaly bnoay ba supphed and stored

for latgf vsg{oy 4050 VAT o rioHie TR URGP D O EE Ty DR e mined

authellgﬁﬁtl@ryfnh él?e"i‘ﬁdtﬁr@s rBAN whigh A 0SerisBlettitsh ik @iade ONoa-user-supplied
t1zed authentication image. |If the authentication

authemtmdtl(m adiiemay be pesddrhen statage Oemgy be detearined byjandndicia a

formother. than an imge fornmat, the data is rendered
determigafionmo lHﬁge format at S25. Rendering may be done by

the authenticatigon soft de.or. b
(00045 RV TE Tt oBigde i T LS iEog TR Patsrs Ragther the
auther&iéaﬁ%ﬂ1 RRELINAE 1P hedbaRbRY BikitiZRd taﬁﬂileh‘t%féﬁon B9Q4 GF the authentication

ng paraneters are received at S30 an assenbl ed
indicih ateer amcledeodndh (eog. patesimtitieg) in a form other than an image format, the data is

rendered into an image format at S25. Rendering may be done by the authentication software
code or by a separate module. In either case, the resulting digitized image file need not be

displayed to the user.

[00046] Encoding parameters are received at S30 and assembled into an encoding parameter
set at S40. As previously discussed, encoding parameters are applied to a digitized

authentication image to produce a digitized encoded image. The encoding parameters may be

9



set at S40. As previously discussed, encoding
paraneters are applied to a digitized authentication

WO pwg®e34501 pr oduce a digitized encoded i mage. TPET/US2004/030265
encodi ng paraneters nmay beused to determ ne the
characteristics of the encoded i mage and/or the
appearance of the authentication i nage when the

encoded | nmage i.s.dec . '
used pBTetOt S QBRI S Ehsnehesaing M by Bgag gene
authen AR @82 OWh&NEe Shglep dmageeis desodedr The hastes tiatnading
nmet hod may i nclude resolution or_ frequency, of

.he
parameters depands o g enqading sedhqdelngasesh Htarescdf eaw%(ié% Brageters fora
.l ens St; be posidti : [ . -
rasterig 45 N 2001 PG A eey op s SRy b the SHE R ER! jieihe
orientdtiof lati@BicHal dé@@diﬁ% leat bigt beopdsitionge aneveal theposhdntioaticanthage
orientation of the authenticafi ﬁ-}%ﬁb{gﬁ‘ge \i\:hen viewed
(decodittg anglshl. EReodiegpRISCICESTRBHAAY LS  telalig g thy srgmetty:
.. 1nclu [ jnt i decoder.
posii B 5ot FE LA BELEL SR A oo
Encodiil Japapeaérs padlti @iso ificloda sk vanidtiesrs ipriat iesolutiog pr# sepetition factor or
[00047] Figure 2 illustrates a %gcq%iqg:bens 0_and an
frequepgewssH 49 eSS B @ LPaRsy Batgn ffﬁm'i 8 UG HBR tRH
portion 10. The docunment portion 10 has hori zont al lied t
[00047}er Figrae 2 alfustyatps 2 doopdinglentd) MCHRTHIPIER snongler) fgage 20 apphed to
first an e : The:: 94 and th
s hoBf SRS GEI008REh X85 3gni e d Nt 24w 0
decodinEB@R 3001aP fitss and) sdcbad behogohBlepxas B2EMt Tdfe encoded image 20 was
Transportation.” The encodi ng par aneters.use tot fform
formeg fromendighizad piRgRIcEHOR HAeq FRMPHEE ST dy RRGTE S and
Trans%%@géﬁﬂ b tén‘c‘édihg?afaﬁﬁ&%s #2ak&tdim thbencdRe@dha igtiad@the

e defined as”the angl e between the horizontal i
decodthgaupient anddh¢ awsherdicasorpinagndngln 8. flihe slecobemenshyyo mayde defined as

IS 32 n the coding lens 30,hS i@t . :
e an o oA 08088 2 T D bRl i 2
when Eﬁ%eodqngﬁﬁs beisdg ki @reaspdshRnaoglieob@pweesncotied image 20. The
ori zontal docunent portion axis 22 and_the text

imageanigierft may bndéfined ag thegmelerhetwennithe horizonfab dopuragyt pagsion axis 22 and
n_vi.ewed h , ing A : .
o R G S PR 08 oo s g

lens 30N vAUHReAtEC@LE 0 thovage orfhanpykitién tHeemeabhtehevauthentication image
varyi ng degrees of clarity when the decoding |eps. 30 .

40 may e giqveiiccitny e S YRR S VhgREe géfo\amgﬂf”?? s gpented with

its hotizo ; 16 cRtl09ARH& ofling! dngl¥ d. | Tt HiB @lsBBe

1ts horlljéno garlg'?%gg%ﬁﬁl;ﬁg al%‘ﬂﬁ%ico%%ng angl eoamgndgt he image

under@oel @abthedycddingsmigteot entl tha drepgeraetet b papbe selectadindhpendently of
[00048] It wll be understood that the angul ar

one agRthSIni t j ons above are exenplary only and that the
actual encodi n% par anet er dey nitions may va
ef1

[00048E p dhsilhe Bhriersies et e ARSI RIORB BoRe GFe PRl only and that

the actual encoding parameter definitions may vary depending on the document and the needs of

the user.

[00049] Individual encoding parameters may be user-provided or non-user-provided. User-
provided encoding parameters may be supplied by the user interactively or may be supplied and

stored for later use by the software. In some embodiments, the user may be offered
10



[ 00049] I ndividual encoding paraneters may be

user - provi ded or non-user-provided. Userprovided
We@pwods43g1 par anet ers may be supplied by the useRCT/US2004/030265

interactively or may be supplied and stored for |ater

use by the software. In some enbodi nents, the user may

be offered 10predetern1ned aut henti cation encoding

ternatives fr ch a t
predetg%gé? %engig%t} npePS c?/la%aargl% Oe\gr %maté‘feg%%{ne %ﬁ H% L{sglnseﬂe%tlon 18
made. Qﬁ@n-%&%mﬂc&hﬁg pheneeld way Be Pfe- pragfmabﬂna) the saftware or
data storage. Non-user-supplied encodi ng paraneters

retrievaly feoins dathetosagiec Noatuser-siPpHed enqeringaamatere mayalspdicsaloulated or
ction of O4hd
e S R T
selectibRC AUstBeesbias cRM@me cbind indlnds, for exingle, theainsnatodtéch the encoded
i mage is generated or characteristjcs of the l_icl)zger ati.n

lmageemﬁnemﬁmrtche@%rlstl%wéFféfc‘iﬁ?ﬁt’él&eéglr%?m?lﬁ Eng+ ERAagipIIRtcS or
-z r r At 0
cenifl SRS g BRI o AR B vl ket by
predetéhiaéd eldivnphip apqiraculaxmicadmg pecdiatey spelr aatbe dccczdmgﬁngle
as the decoding Al t er nat.i vel [ nf(g{1 ; lied
Alternagyey, irfpriatiop rﬁ}a&é‘gé‘%? ﬁ@C&%S}ngy?a%?f fidontiter-supp

ik e BlehQdhiidRYndiGal Nt roduced into
1nf0rr1{5‘£16na hbgﬁﬁt?%ﬂatciegln (Ig]ndlaCI a. [01005r(1)] ﬁl nki ng encodi ng

[0005@]21 ?Jnﬁl{ngé? oger%r e[%?ﬁﬁectélg % gforcgéé %ﬁﬁﬁﬁaﬂ%‘?ﬁaﬁeﬁ it pﬁss1ble to

rmne circunstarices relating to
detemﬁih@ Gl@é‘lﬁhﬂ’ﬂ@le@s{ refuting td thg podceasin® omptmttngraf amotmmenrfown g encoded

f th t of, th
imageraNed HhiHe il e PR Bk TRger BT e A Ridnat gy o
autheft ch&%ﬂe B‘? al?cﬂmhg\éﬁﬁfv'e& Rfr td Qer¥®Tihfo¥mhiidOfolRd bR thef fAE6F a printed

ace of a printed docufent. For exanple, in an
docunmmtoﬂmobx:anm@ae irhenvenagdes idmgotavigg aldg¢<éillfgmlrgl€i fynationally related to

t.he do ument. .da e i ny |
the dogigma e thedgtasnen o o Phapls b AEehEfE T A AR biboced angle
and c 59@?1{6Qiatéshbﬁlntdﬂ%@@écﬁmﬁiﬂ9\m on the docunent . ,

[ 00051] As noted above, encoding paraneters nay be

er 9 S4PRlal 86 usdrbupplRA drinoHuRér-supplied. In
[OOOSijﬁt hﬁés:‘lftﬁlr&g%%‘?g’ﬁ %é:?&géﬁwntehe [ r211\5;entu |S gnuﬁt) e err?co | nr ;PP

a partma]aa awthenticagon inathbd 0éthednvensigs.tthe n@oénxgmﬂm@etﬁaaehmgléﬁs at least

oy SR R PHBB Sy TR PRI AP g gt

can bé b Bded ﬁarém@t%@&erﬁ@ Poti&d tb@ff‘é&e@ﬁhﬁg‘ cRsurdasikiab ﬁdso&bed( gbove.
ng ot her thing inclu an encodi ng gar anet er
Amorlgtmherlthlngfoum&mhng aﬂ msdl@gwraméerdb%rls prispnigeldable by the user

o BB DA SR TP st bang
paranRtet@) G Ibe st tSenwitharolicensing o borrl ehtityor mybetset isyean

by an admi nistrator of the user's or% |zat|on Aﬁ di
admirdgjtesterad dep usBE G BrzapRation Ay dErusssiiboredhe b icHgupplied encoding

parameter(s) may also be constructed by the software without input from the user.

[00052] At S50, a digitized encoded image is produced from the digitized authentication
image using the encoded parameter set. As discussed above, any method for creating an encoded
image from the authentication image may be used, including the method described in the *7 17

Patent. In that method, the authentication image is rasterized to produce an encoded image
11



paraneter(s) may al so be constructed by the software

W t hout input fromthe user. [00052] At S50, a
waelr@svsssed encoded i mage i s produced fromthe PECTUS102€030265

aut henti cati on i nage using the encoded paraneter set.

As di scussed above, any nethod for creating an encoded

i mage from t he authentication inmage rmy be used,

havingltqr,]élftudl nC}t ett Ig{%? %og“?etssﬁ ?oq' eB(IQWB eto a gertgﬁﬁhﬁﬁ%er 81“ Prmted lines

IOﬂ

per inch! YFGEprifleE MEOHRIddITREGe ihh!;z deivivgved digy thabuphftheagesofay optical
that may correspond, for exanple, to a certain nuynber
decodmg device peefetablysslepéqularens hayg [mei rﬂq@allcwq%reéﬁ?@é%do that of the
e may be viewed only through the use of an optica
mmo¢ﬁ@€%§?ng device, preferably a lenticular lens having a

line fre or ondi to that of the e
ol FoBesyedsicniianar B bua Rl FufE iihed as ouput
of the (ﬂnfegf i Sdt6h 88 atr $60. NRE eh&)deﬂﬁm&%@ﬂaﬁﬁe @u%)nués anflniagefﬂe and
aut hentication software at S60 encod i mage

saved foe latertipotrparstion mtm decimeng Alerngivaly the @ané@@mage may Ybe inserted

i ncor ation . do Gy r
e S BSH R g RS gl b pblfaion sofvare
The dSIQMAESntdihink AR GebdedarRge faly mﬁ@g:rea‘hﬁﬂewprbdfestddetransnutted or
docunent generation software. The docu 8 3 {%I ni.n

printed. hié wakh bo @g@erptﬁg@ glaﬁﬁxg en¢psisd praage is grphl }5 w1th11(‘1:J the
documézﬁﬁl g]at 1% Hr%ted%ﬁﬂfteﬁ%ouél* w%ltf}%ﬁ’%alﬂgﬂ? rFheR %etcfb@ﬁm&t&eis printed,

i's grap withint
the prlﬁtéaléﬁecmedamagawm bd prioduqediim tte ancvidadi Farensedbat] 1ycamnoirbet tiewed

docunment. When, t he docunent i prl rinted
excepigHidlp eorrnrgading decaing,leyise tg?cger@ﬁégg form so

that it cannot be viewed except mnth the corre nd
[00054]e c duiiam flustreti veembrdémenit the élgéfh%}‘él e&?"@ésmag‘t)’é@éa? ﬁor{i’%g"’r d

processglg:i%%fi%lt ('gfva %ggl\%g‘!r%&%ﬁw“ﬁ hgadl l}ﬂdzlﬁ’gﬁg BPé?ﬁlﬁﬂnﬂﬂgggld color

ocessin verSIO of a docunent
backg@ufd tharkitaly be ibarkorm oha géomarc shiaps suctoasrdiqugres dlhd “717 Patent

A R T AT T AN
The Vﬂﬁ)%&#d%g or BOW BB e A8 ?a‘é‘fénﬁ&?ﬁ%‘éjsélé%efré@}én@eso that the encoded

Into~a source i mage or background. The
image\hhsj e eljisteigeecondirsto Hgy wlmcandsieams'mf g vasiaus partaet theisible

se| ect ed, frequenc at th d
imageqd eGP e SEGRTHDS G PIAASE e AraP LSS Ry gk ibe visible

1mage‘f§;51’o@1&’&d9ﬁit§ Ssseibleqi & wikibl f(brffﬁ&ﬁl thd Metﬁ neeskad iis ré_ﬁgc&ied (.e.,
the visible i mge are t printed together,

invisitlbefonns Th éatentagess hq@pméwwlq WIV ﬂ§165§§§ﬁ€kﬂl%gjle(l$ C%HSU’UCted for the
select?ci fsr%quen% QAO t@%a[%%? 11%1%?6 1|s %ffaﬁ@& ﬁ%ﬁafcﬁtaignréa%bggggggd

[0005§]|9|S g@{eégglfglp &}ia 18?ag hf:%{ﬁlégl?tsl}‘l%iz)}:l rrrllja%rt eqsngnggr &&%bmed with
a backeSurld@r 888rcé ﬁﬁ&% and added to an electronic copy of the document to be
authenticated. This may be done by the software used to generate the encoded image or by a
separate software program or word processing program subroutine. When the document to be
authenticated is printed, the encoded image (and any background or source image embedded
with the encoded image) is also printed. While the background and/or source image are visible

on the printed copy, the encoded image may be viewed only through the use of a properly
12



[ 00055] The digitized encoded i nage of the present
invention may be simlarly conbined with a background
w@roososusee i nage and added to an el ectroni c copyT/U820041€30265
docunent to be authenticated. This may be done by the
software used to generate the encoded image or by a
separate software program or word processing program

. subroutine.. Wiep t d t to b t henti ' .
oiene SR b O M s PG e QLRG0 B ching
param&egr&glégﬁggedqmgg,ded with the encoded image) is also

printed. Wile the background and/or source image are
[00056] Z:AT;@% ﬁgﬁ]{h‘l&ﬁ] @ EAdYIEA iR mayt G BREPSERIAFRE S oWa¥sddRion

y through the use of a properly 12oriented |
printeid ol asthostesirmmontytfhurshininezaly homepadtoffics ssgites gFhesg nay include

correspond tq.the encodi araneters.of t n : .
laser, e B0 G50 AR DA E i e E LA erdB R O RS inch (e
has bee{l1 8 %o B0adRLAL it Brout oM drR6@dUuliage ik tat B Easil$ verificiswhen

those commonly found in many hone and office settings.
viewed he s @rintey dopehente Lioweeresolutipns ey alsqpiovide adaauatg sy

printers, for exanple. A resolution of 200 dots per
[00057]nC lOr{cd piipteliathe hethanticatiog imagefeona udiphahe enepded ddagsevasrproduced

ey ST (L L 8, S L B8 T GG i

when RieY B8% AYQAUAYR: prepet dintalifiP6%ef lan GHERIeR iinAEE20 thahigas been printed
aut henticati on 1 mage fromwhich the encoded inma

e was .

on a dpewmkat portionyl Obie apihentication imagedly is Rleady disprayed. If the lens 30 is
orrespondi ng. decodi vi.cell e 1.0 Fi

ot R BRI B 57 SRR P By B e

unread®$®y. an encoded i mage 20 that has been printed on a
docunent portion 10, the authentication imge 40 is

[ooosﬁjn?% L¥mdbsBbavests drfthd el tRBASorRorisfore Qb tuset-auppled énedling
this orientation, the authentication i mage becones

paramietecs map bewgityrnrined by thecduthanticatipe aefiire Pregugns &) parkcwairhe

ot SRR S e a5 MG BhodR e gnaion andiorpsiin
of the @8th8AHaA6S irh¥pet Reridwidngoh ideeddingofsbé txvaded pnagr dlis thodification
particular, the software program nmay, generate encodin
may bgaangdost @rsystematic. rudin @thﬁh@%&h%ﬂfﬂ%{ﬁtm 18 NSk opEIce
f the. i ' . . i n - )
vl OB B LTS R YR D 800t ghis o
autom@hedg Tt itigs ndadiisei-suilich érdidaseinférhmtion ito thet dugheniieation indicia.
vari ed tq produce an aLit hentication i rra%e that s hd ¢
The nprrusarisypRlisldudiciegnay he-nlased or QHERiEL S De AU fpr each document.
approach is to automatically add the non- user-supgl led
[00059hdi When @ atfemipsinmesdow alist e URigee @yseahingys) ayfentication image

w2 eSS R BB of BB AN e
image portions will not match up when decoded. For example, in the two documents 120, 130
with encoded images 121, 131 shown in Figures 3 and 4, the authentication indicia 110,
(“Department of Transportation™) used to produce the wallpaper authentication images 122, 132
is the same for both authentication images. However, through the use of random or systematic
modification of the authentication image angle $ from document to document, the authentication

image angle B; for the first authentication image 122 is different from the image angle B, of the
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[ 00059] When an attenpt is nmade to alter a unique (or
sem -uni que) authentication inage using a "cut and
w@a®bme34seonbi nati on with a portion of another PCT/US2004/030265
aut hentication image, the two inmage portions wll not
mat ch up when decoded. For exanple, in the two
docunents 120, 130 with encoded i mages 121, 131 shown
seconi;l %@e&'ﬂ{aﬁén ?m%@dLIS?a ntgeggvr@gétclﬂgsnﬁﬁ% &e%éhgg dle{zigé ?Jgf‘ rﬂ‘l}%’hlef an attempt is
made \t@hdp@ﬁﬂ@bse%ﬁﬂaeﬂatal poiioro1B4 Gfahj@secmﬂ&malgaz 3I2$ntbhl® ﬁmniinage 122, a
for baoth authenticatjon I% However, thr oug1 &he
clear gasmnaigh regHisnsBewa ysFighs: arigmaieh ngicaiss thag fe document has
ntication inmage angle b from docunent to
beml%%%%ﬁent t he aut hentication inmage angle b for the
[00065%3%1 sﬁﬁ%rﬁi t :dcni?etﬁlléso Isecon g’zg[ﬁ) Hglﬁ.gé I\Ig&ﬁé g%a rgﬁ)mn Lgnghanged from

docuriéit fo JoRivRe: bigithdspaeing dif Ag: ﬂlﬂlﬂnﬁéatibﬁﬁndl&"lhu&lo id §yswmat1cally or
attenpt is made to superjnpose or paste _a portion 134
randogily y#reedssodbridhg wallpapenauthitigatiqnainyage iunigugder qaeh dogument. As

o R R o S 0 001 ) RS8BT s gy porins
1120,[1a69601wd such doeuraerhg dhamesilting tidreded inveyetwill dfei distoitedadye to the

. angle b may remain unch ed from docunent to docunent
mlsm%tﬁg ?W@ tei AR the W Lmesfs ﬁgg’h&?@l cation indicia 110 is

6Ajﬁstenatlcally or randomy varied so that the
[000614 | s apethug be prepthat Ak @se of dagEnens-ugigug yarigtipns dpenpoding parameters

may b%(%%t%r?)g oga@?acf‘ g%# nfén g%é\%lt % g%%rﬁ{élnﬁ& é@éér?frggtr%nﬂ Printed, later
attempBIid cwtredd padle pdiBibnobdf theensudet irdaged fiwnd multi[ﬂkedmcmmﬁlntsi--legch having
decoded inmage Wl be distorted due to the m sy

f.
a diffgrgat quEqding RUAHEISE 3RS 1Ol 219Y nga ImAgHYE 172 idepyfabie
becaubdHR fheRfSHioh Mhgd MGl bedRMTERY aHJ}’bﬂgk‘ﬁmmatlcally garbled. If

variations in enco I ng paraneters nay be uSed
the decomehiendgie aooding palantemg aremoelscmmb@dmmnetcss, even counterfeiting

ener ted and L, nt.ed rrpts to cut and paste
by th q{sorganeﬁgﬂgﬁggalga ‘éfé om mul ti pl e documents
ach havi ng a different encod| neter,set- o
[00062] o s o AlbETpt i SR Bt CK8 18 Aeteptiatng e pRreHingRasgheers relating to
the a@ﬁ&lﬁeﬁﬁ) gﬁgé‘ tﬁ)ﬁ‘l@ M diesi of Phd iHRGRioR My szlB%vl i Eéft\pﬁre to determine

m sal | ghe or grammatically garbled
paranchtarsiredatinguo ﬂrwarleatwod ion gorp”@ummnexf sheaauélentlcatlon image. For example,

on-user-su arret unt.erfei.tin
the sof\a, BRe AP RAnG f P IEDY o1 RE e REnF &vale ey made
umquE @Q%@bth@ﬁv@é‘sﬁﬁlﬁ?ﬁd@?ﬂeﬁ% th&y B urdiquedd fiehii@e. tI@ as prev1ously
det erm ni ng the encodi ng paramsters relating to the

describad hemnﬂlmatwmwuh Kigree S soemuniastoifetiitesipts leepphyapartion of one
encocfgg?ﬁg?éé cg)vve\a/{ %Ili](% tfh% %‘hﬁ V%lﬂ b%%zﬁ rtﬁ'g ol ﬁ% ﬁ?@ Eg fin t %Oé‘lented at two

‘& ori en I'on "or “confrgu I'0h 0
differanttangt irc@tibab vieWgr enfiy avgbeatipdtdn image. Thus, even if the authentication
images of the two documents are perfectly aligned and positioned, the tampering will still be

evident.

[00063] It will be understood that the above-described orientation parameters and other

encoding parameters, as well as the authentication indicia, may be used alone or in combination
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the software may determ ne a decodi ng angle a. Thus,

t he decodi ng angle a may be made uni que so that
wW@riwenssse sim | ar docunents may be uni quely PCT/US2004/030265
identified. If, as previously described in conjunction

with Figure 5 a counterfeiter attenpts to apply a
portion of one encoded i nage over another, the result

i.1.I be that the de ' ice t [ .
o sl ot Bl i BT S H o MR a8 EH B lmpered it
and wigibh RRptalleRtthOfirduigmcesTofuruBei pehératibe tose degsriviinet iTowill also be
i mges of the two docunents are perfectly aligne

. and
underspaes i@ A R UTe EnpR TR AMPCTSSR o BRDSRYICEi indicts nay be user-

. 1 00063] | iJ.L_ e understood that the above-descri bed
mbvm%gpéﬂ?%P%%ﬁ%%é@%%Eters and ot her encodi ng paraneters,

S |1 as the aut henti.cation indici nay.
1000645 o fE seyn’ FrmbedBrina s s S e R Eap AR i e
accomgﬁ_éhéﬁfﬂﬁtou oIS {HBNAS Uf £plutdlidy opaR&iticstidienagectumihed fodorm a single
eing tanpered with and which may allow the
encoder] images The ewbersicador images LpsiaaahaverylBpls sowsese fipr §agmple. one
It wll alsg be. |. @f. t
o ol i PR ASSL Y 8  0 Bopld i e enor o
additidR] MaBERIcaNdiathges mapbe baed-oprmovideadsuppBaDindicid. PAspomee
enbodi nents of the invention, docunent authentication .
autheniggtiogeinage §1AY| Alsorhech GORMBIRATIPNIGh #SFTEUP edaméiﬂi'raélﬂinpy'“é?f‘supphed
indicifut hentication i mages conbined to forma single
eéncoded i mage. The authentication i mages used nmay have

| ti.pl e sources. F I : t .
000658 i S5 S g YR En R 5 ity of
autheritR 816 BnadBi.| EnOfL giforwud agtiath drnaldigitllheambietthoplurality of

i mages, may be based on non-user-suppl.ied kﬂchia. egy
authenication inprgas it Plagleiipagiateday thentdentins 1Rags nHicRBHE b f

authertlf%glg%él}ﬂf%ein?a thé%&ér@o?gfi i h4RéE éﬁH@&b%fﬂreMb@glﬁlid@scribed. As

Nere are seve roaches to formng a o
befores tegineoding patenheiensgefol tienavshankivatin imagesf may each be a combination of

aut hentication i ma eg. e strai %htf war d %{ﬂﬁr giach i St' "
user-pERyigiicndAons SRR e EAROIRIE AT EG S o FLOXG He NOT & Ht it entication
image'_l_ ﬁ% ie){tljéﬁ’let%rsséoﬂgi &ffefioR dhd ﬁ@he’ﬁ%&tﬁﬁtihfté%é,ltﬁ’@eﬂoﬁ&ﬁ@ .parameters
e

e Integrated authentication i mage may then be
associeted odtdthe Heawdigig af e enspdestiviagg yi-gar the lerpding angles fleqeder frequency,

As fore, the encodi ng,paraneter r e .
e it B e b B Ao LR Bk LS Al whipring, attows te
entire %ft€Frafdt QuiheREkABBAl iMR-tb Be vigeauwiitach @neesbndihg decoding device is
paraneters. However, while the authentication inmge

positienedad  Ripslsaarieniation everdhe encafed BRageor each

aut hentication inmage, the encoding paraneters
[00066] s oticthadppionth istie eaedo themjuratityt ¢feutheaticrsigniimages so that the
encodgr{g' pea'rdmétgr% ags%%%géd%that?lg Idgéo 1r?gcc())fq ¢ erflcro%@(iJ ?rﬂféé’(the decoding angle,

decoder frequency, etc.) may be different for each of the authentication images. Using this

approach, a single encoded image may be created that, when printed, allows only one

authentication image to be viewed for a given decoding device or for a given decoding angle.

[00067] Figures 7-9 illustrate an example of this approach for the case when two

authentication images are used to generate a single encoded image. Figures 7 and 8 illustrate
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etc.) would be the sane for all. The result is an
encoded i mage that, when printed, allows the entire
w0 niosgs&ded aut hentication inage to be vi ewed IEOSH04/030265
correspondi ng decodi ng device is positioned at a
single orientation over the encoded i mage. [00066]
Anot her approach is to encode the plurality of

. th t th
frst e P AR T B 20 o0 S A p i O lch of the
prev1o@§?%gﬁ§h aRg kigst attBemitation ineApPeea?0)s agbeiatbd With ddeencoding parameter
ferent for each of the authentication |inmges. %:J?ag%

set in which thp@ecoding, angleds Al geareesnngdbeisacragd éuthﬁvlcsﬁorblrf%%
asSOCihl ] tvvétht\’\ﬁeeglcgﬁmg &?E%g_mff’elr kQug \xﬁ’iﬂ!ll)’tgg H&éﬁﬂg‘%@é i€9b 'd@é}ees The

or “a gi ven vice or
encodmg@alie&ﬁbtéi@ assdciag:danigl the dEﬁﬁlﬁlfg?dev&'degue &E s@m8 foi thel sw authentlcatlon

an_exanple of this af 8hforthe %
imageg, T he AU HISAGRN IHEGEA P20 BEER R TEHBR SRRip ERARgTers to produce
an enc%ﬁg@ | BIG hich WA HEH a égﬁ'&ijtosa ddchfh%ﬁtr alf1 re964 hied 9@1‘Pl‘€istrate a

Second Ut hentication i ges 220, 0, spectivel y.
docunfyppbyritiog 216 €0 epivcholxcéncoded inegp hewbmsapphmhglnfpgure Pean

oo S5 Rt 3BT e ation e
220 toooedﬁ%&? ST}?&%&J&&@&%&@%J&Q@ b3E Al HidRae 17 3@%?&@% the

associated wth an encodi ng paraneter set in whi t he

decoditgulettice @50 mgs bewo@&ddnerg%ﬂei@greesrﬁberebm geficagng thedpettagthentication
d. f
lmage?%é A induhe reees B RleR Sl eE 2Bt MRS "

onah 83280 S S5 S5 SR, TR e
compl%%‘?} inﬁg}[)é e ¢ ‘?Sé-’ﬂ%fht of thé SHh&RicAForPdich dd tHS hiithéRication image

ocunent portion 2I0 to which the encoded inage has
anglebeen applied. In Figure 9a, an appropriate decodi ng
device 250 is oriented at O degrees, allow ng the
[0006D] r STheatihdeentcagtatvio (way's limghicﬁ 2Gintghe dreodedinenge nTayéoe generated from a

T T N T T
encod® Qa%ﬁfﬂ?&ﬁcaﬁ&ﬁ‘éﬁﬁﬁteﬁbﬁﬁl-iﬁﬂe Bfate tA8mfihioSt sielé Bedvded ahdgeNand (2)

mage 220 and ow ng the second aut hentication inmage
encodﬁiﬂﬁb awhdmacwcmmmtges[ Yoobsieondly itioalisingireengpdnddaage-ed tlow chart of a

e B2 IR0 B LN S AP SRR gom o

autheﬁiﬂafi@ﬁ‘hh%@ i OMustPdCindFig@ne 9f Mae ﬁlﬂtﬁtﬁlﬁdgﬁﬁtat S103. neE$110,
0069] There are at |east two ys in which a

authe@tnqagp@ 1@@@)&5@ firptepgéhentigation n@é&ﬁe@fﬁﬁ@f&wﬂo rhhg apibgptigetiey indicia

may bg 4 %étt&? ggolg %@ﬁrgz?% éﬁl%ggrgl QA d%?aac%g%lglg g)? B%l?% reé)resegted digitally that

may HRakbirdbld fvenkd BadutienticLing raaioeilmem:n @ 'hie atithgntidagion fveticia furdhe first
a_single encoded inmage; and &

authentication image may be either user—supphe or non-user-supplied. The authentication

indicia may include information relating to a processor or station at which the document is

generated, processed or printed or may include text or other data taken from the document itself.

[00070] At S112, a determination may be made as to whether the authentication indicia are in
the form of a digitized authentication image. If so, the authentication indicia are accepted as a

first digitized authentication image. If the authentication indicia are or include data (e.g., a text
16



encode the authentication inages simultaneously into a

single encoded image. A flow chart of a nethod that
wais@s/os45el fi rst of these approaches to provi dePEI/BE51004/€30265

encoded image fromtwo authentication inmages is

illustrated in Figure 9. The nethod begins at 105. At

10, authentication indicia for a first authentication

stringj Jﬁa atgtﬁ Ak g}eﬁﬁwla\éﬁ%a%% glupﬁecﬂﬁe{ %%ft:r{ {%'191% 1ﬁla2@¥or&%t at S113,

the ou‘éffutB@ih@ﬁlefﬁ@fzﬁﬁl@dﬂ@ﬁhcﬂﬂlgiagal 'y that may be desi rabl e
use in authenticating a docunent. The

[0007?]‘Jt f]ﬁi%aﬁgkhﬁﬁlétéig fdtihBe (vith tﬁ&ﬁrsf hftBéntRUGREMdge akd eBeived at S114
e may De either user-supplied or
and assemb]led @rto 8 iy enne@ﬂlngp@a@gﬂehsmtat § bi6. dndividiiabengogig parameters may
i ncl ude, i nf ormati on. cessor t
be usex PRI PTG RGBS C oy SeEaoRaablgin M e Wpplicd by
the us@xr 1'nféfr§:‘€ivél'y ofRay BRGuppledtad stopéd Rk Nesr abs tﬁe?é(ﬁﬂwﬁrd ONon-user-
docuneént |tself [00070] At 12, a determ nation
prowdvdwnmhmpmwagtersanmbq prerpregiammedhiatetthe safivesie phmtrefivable from data
in the f t [
soraty Rk ob BT afl Bt S B0 SR ERABined by e
softwhre s b filicBibh b & grozedshdiicaniiance értageal od 4 randem selectlon
authentication indicia are or include data (e.g., a
[00()7§E)(tAt:|-§5§1f8r h Figek di dgkliédfeﬁﬁéﬂe@tillﬁﬁge ishpasiuesd fromgae ﬁfgiﬂi@ﬁ ,authentication
data is rendered into an inmage format at 13, the
lmageamme fiesit ancadné patamster seft HemreesHAiseusses any othpgfor creating

din ar t
o enGRER EnEEt SRR S RS SRR bk 31%2’565&%%% assenb ed
to, a r st encodln nmet er et at
00073 SR SehEBarity ARt Breondy b iSkod fna etpegived
Again & dﬁﬁféﬁn@a&i@ﬁhﬁtﬁéﬁa f&I586 sdoY hﬂﬁéhtﬁ:ﬁﬁ@tﬂim@eﬁﬁi}atb@él&ﬁeﬁuser—supphed
may be supplied by the user interactivel
or nogumfsumdledn d'he putherfidagen ingici may egyy inck eslaqumaa@l relating to a

e B YO DS STl B g gy e o

or oth@AdAa &lkern a9t thildbcunsa itsalppl i ed encodi ng paraneters
may al so be cal cul ated or determ ned by the software

[00073F 2aAf S0 b QBreRhindi B MAEES fade &4 foovislict iieathientiasesh i@dicia are in
a random sel ecti on. [00072] At 18, a first digitized

the foemob ddigilizedgathestipation iwmage. {If g@nthm@tmnéchqlcg@@dlcla are accepted as a

t hent. ¢ im u

second et Rd e POioly e O B Ayttalib A Bh OEAAECORALARRLAL (o o

text sSBMgBHCOREE JtieR genfandMagd forinaf, ﬂte (Bilwt isemdefmltmmm image format at
may be used. [00073] At 120, authentication indicia

3123,ftb¢ O%P‘Sfé@é)flﬁfhﬁé@%éﬁw@ﬁwcéﬂom%@@ are received. Again,
the authentication indicia for the second

[0007511t hBreodingtriacametera der usayithahesaches autbenticatignimagg aghy received at
non- use lied. .Th [

s124 3Lt Rie AR oo Slbo Bt PRpRRYs: A L% 5 R engoding

paranfeie F@@Mhedecydt Althdnfieatttaciumgs inaly e gedregratided opn@sesssprbvided and
or printed or may .include text
may be provided by and/or received via any of the previously described methods.

[00076] At S128, a second digitized encoded image is produced from the digitized
authentication image using the second encoded parameter set. Any method for creating an

encoded image from the second authentication image may be used, but is preferably the same as
17



or other data taken fromthe docunent itself. [00074]

At 122, a determ nation may be nmade as to whether the
wa@edkestshcati on indicia are in the formof a dpQi/Us2ed030265

aut hentication inmage. If so, the authentication

indicia are accepted as a second digitized

authentication inmage. If the authentication indicia

e, or .i.nc tr
the m%ﬁ%l'lsefl ﬁ%rﬁh%ﬁrﬁt atguén gi'f,lﬁna %3\511 fbe urgl%%sédho etrﬁ%t df) ﬁcmmonal
autherf{¥aliOYPBIga b OhieResiAdd, di8ps S 10es 128t Akt bdebeded ﬁyaneeas@wyd
aut henti cation i mage. [00075] Encodi ng paraneters for
[0007’71S Agﬂ f 3ot e fﬁﬁ%ﬁ&‘ de@Hb BRHdLE BhhRR ald™ ra%é@tor;@&mc\as adingle
and assenbled into a second enco g par anet er
compasite dagltlzlez&ncmdumgm aThaemaqmsmg dganaden@ds foageray be stored or

T AR, T T e e

an 1m£%‘}ﬁé YEdsab@ f&ﬂé’te@fncbﬂﬁ@raﬁbﬁ ¥it6 dloyurtl&s C [Allt?éﬁﬂitlﬁﬁ@htﬂhd gncoded
076] At 128, a second digitized encoded image is

1magepnudbmelerfqd<§hme@tﬂﬁemm thietdogermend if the ﬁ?ﬁt‘(‘;’@lﬁlﬁawt@gﬁ*ﬁ@‘é wiithjthgydocument

sncs 5 SRR FRTRLTRRARU Y S B Y e e

proces}%ﬁkﬂ hemntmietiod Print@d g Fheeycdded ﬁﬁ@da is Qmphicsllpemﬁﬁidﬂb Isithin the
the same as 17the nethod used for the firs

docuragyt pre el i iy prived simglianqopslyjwifh the dociaReng: B theadocument is printed,
I
e QR UL DL R TRUSERAS, S iy caion s
cannol BOyietvbe efdepswithtite @eespuhdérpaiededing dagesomdeyices. The method ends
i ntegrated to produce a single conposite digitized
ats“%hcoded i mage. The conposite digitized encoded i nage
be stored or returned as output of t

[00078117 Hlmeres X116 i ustspie b Bsezn (hia GPPIYRGR Wit 66%&?4%%%(1010&1
s1m11a9 ‘ta'o BYf R, tﬂ?e%i ift Kc‘heI He9 98&3%% q:“lglﬂ'g 153l £ ﬁte%Eoded image 310

I NCOr por a into a Al'ternative
embedﬂwdﬁiedt grapigekpmynd blocks &he Eickt dncroded ingagert16 i$ hesociated with a first

d t if th ft t
A RN
encodﬁﬂ?angﬁ:c od ggmoﬁ?agg of B¢ fhﬁedﬂc&ﬁ:dflﬁfag@ 810 RREAHHRIGo show the

mtt or printed. The encod image 1s
orientgtiapdii thalihgs o mlnm@mﬁnw bagkgronnd ambwném impge afigx rapterizagion.

si mul ta eou
Figurf L Siees €hkpRpieded nbtas ol EatE HATSRtara oot wighe same
rasterﬁﬁ@&ﬂﬁ&ﬁlehéy bt EAsefeshcddinsnaget 1 Wﬁé sdcbﬁd encoded image 320 is
aut hentication i mages cannot be viewed except with the

aSSDCl@tﬂjﬂ@ﬂp@iiﬁgpmb ayfbensightigg igage feotshowply i/ BRItioné2 ek thssgcond
encod%{;l1 ufi %t 2]3 ? magg EQ(Y ?c{ %hok;\gt'ﬂg %fiel:llta&g}l bf the ﬁh%sﬁ(;fgh% &ﬁnﬁiﬁ@d background

a rasteri zation
and esdoded ﬁﬁagfe(aftbhﬁt;teﬁﬁﬁmm reghre 03 tlhBtratEiZn Radgpated erEﬂogeld @mage 330

const;utéecli%glrcg}neblsmr?g tfhle rf1sr§t a(relcrl] geoc%%g ehcg)%eg 1mages 310, 320. A portion 332 of the
integrated encoded image is magnified to illustrate the effect of combining the two rasterized
images. The integrated encoded image 330 will reveal the first authentication image when a
decoding device is oriented at the first decoding angle and will reveal the second authentication

image when rotated to the second decoding angle.
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enbedded into a gray background bl ock. The first

encoded image 310 is associated with a first
wa@edkestshcat i on i mage (not shown) and a parti CRCHUSEE1/030265

of encodi ng paraneters including a first encoding

angle. A portion 312 of the first encoded i mage 310 is

magni fied to show the orientation of the lines of the

onmbj ned backgr ound coded | e
o0urf A BB 48RS P AP 50 RSB Byt g cneoce
image!ffGR8 8w ditheMdhGéh RgesEPanpdieteyene Becvdedassbdifted bl&oﬂﬁig@arameters
rasterization fr equeng;&ébut a different encodi

is illusiratgdein Figvec éféc“éh@jméih@ g AeR053 29 §240 casasnrigatin inglicis for a firs
autherglfgt?(%}o i%g%g %%eﬁl ch:‘]’fc":h% ut ﬁ?atfoﬂg%éﬁ?%(ﬂ%b ftlpé)fg}ﬂl% an image
file ors9 Wtleh @atd Chpidleadt bé[hgo‘épﬂel;mr[éd digalbf thhﬂlﬁa;cmﬁns[rehle for use in

background and encoded |nmpge after rasterization
authergticgiinga daeument; sTheaa%@engﬁatmwg@%f%thé e ep%%l@n impge may be
either %969’ 'iléﬁ‘lgetfqgr ngé &Qél%ggh«?? O’f;]ﬂ%gaélgﬂehfﬂ:atﬁ;gq?%?fég tlﬁ&ﬁ@cgﬁ@ormatlon
relatlr@rtﬁ radmbesmge statsornzgvlii€hi thel dpourhértisgenatated, prcefsté ot puvited or may
combi ni ng theE% ras erlzed |nqg The integrated
Hmh“@ﬁ@%ﬂ%ﬁ“ﬁh@ﬂ%t o g the AGHImNt {tRell £ j r ¢ authentlcatlon

e when a decoding device is oriented at the fj
[0008@]90 o@q T 2amaeternzipaiion may bepads ag teavhethes the authentlcatlon 1nd1c1a are in

o LT AR IED. 1P RO e s

first diditdteduagentidation draaged Iﬁﬂmrwﬂrehtld:abmp fimdicid iaregorandiidegdaga (e.g., a text
. encoded image fromt aut [ catl [ ma%es .havi F@nt £S213,
string)jins 19FB ofhel BB QB AMASS EMAY reddpd AR BYAge f@mat 2

the ou;édtggﬁ%%eeﬁrst Aithdr@idltfonlifhagd Ne et hod begi ns at S205.

aut henti cati on |nd| cia for a first

[ooosli‘fﬁt rﬁ%h@g?aﬁ%&t&?gﬁ g’a‘% Gaﬁa‘%ﬁeffn‘é?%théﬁﬁa?éif %'age%bé?{ﬂed at S214

di'cia ormof an 1 nmage
and assémbled dhatd a frsteabbdingparbmcreysetepS2ke rinélduchhuabmtcading pataateters may

be useTTRo R ORCHET DRV LS PaoER B pieiarieted B B suppticd by

the usBinReRkHvER dr %hy' Uﬁgﬁ%lmyana%tcﬁ"é& 1R 1at1SRE H§ AR 'Non-user-

non- user - Suppl 'ed e authentication indicia my
prov1ded®lnmzthng pdremptets 1ozy bepratirogrammed ipodbesaforarepr @tféﬂ‘flablﬁ from data

o LS RSP EHT huESD Se SRSRR8 Rt e

softwﬁ@ %s Q%&E@H bf h bRbdsing @RABEPIanA orFhdell orba eiRidemeRatidON
be made as to whether the authentication indicia

[0008? e A{‘Sﬁ@ altREfcHiorPindict fol & §&oﬁ§ Lh@BAGGAbL ﬁﬁ%gem%celved

€ authentication indicia are accepte as a
Agairf, testitiengation éutliciaforehe sasand @mhenmg@on infageimeay be either user-supplied

aut hent i cat or _include
or nof st S0em ol Y oF A Ben G fo St pra Rt Rl dtofnfbion Bpagge o
proce§kdf 8r dtSidnSR HBi@Cthé B undht isR@Eralcdl plabesdéd &kihted fmay include text

out put being the first authentication inmage.
or other data taken from the document itself.

[00083] At S222, a determination may be made as to whether the authentication indicia are in
the form of a digitized authentication image. If so, the authentication indicia are accepted as a

second digitized authentication image. If the authentication indicia are or include data (e.g., a
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[ 00081] Encodi ng paraneters for use with the first
aut hentication inage are received at S214 and
waz@smobised into a first encodi ng paraneter setPEr/USDLE030265

I ndi vi dual encodi ng paraneters may be user-provided or

non- user - provi ded. User-provi ded encodi ng paraneters

may be supplied by the user interactively or may be

suppl i d. r
text st%ﬁ%b gg?ra} cgksf;r ot(h, %}1 1&%& e rfléél"ﬁ{agrtgé'aft l?s)’reh@&e«%ﬂlfté YWrage format at
$223, He®ulu® BéiagiRGetdidautieaticnion Waage.or retrievable from

data storage. Non-user-supplied encodi ng paraneters

[00084]33/ Eﬁl:&ﬁn%’ﬁarﬁﬁkfékkl ot 86 with BelsesdidatheRticatibe iHadd Bk eived at
function of a processing circunmstance or based on

S224 mndm&wdﬂvmcbetoeasmcmd erfcoding Prramets 3ot SAL0-hbdividual prgpding

cond..aut hentl cation
paramg 5454 B Xapd AREERRABEINER DEA BRe-pRRRBa Tt Fopupgpprovided and
may b& BfoRtidd dytaiemnt ieaive® Rial AR OE tﬂéqye\beusﬂ?y d&eribed methods. ‘It will be
user - SUF plied or non-user-supplied. The authenticatiaon
understopdi thata! addjticnghawrhentictintdmageHREEIIESH: Hesarafgp 226 Tepy be repeated
as necgr ocessor or station at which the docunent is

faner at ed, processed or printed or may include text or

[0008 ! h%‘% S?{gé,gq stéf;f1 e ol oﬁ" et h(%lsg?rﬁé%sgtgrth cgdq%?lﬁl[ﬂ%) E ﬁs?’lmdbgecond

digitizB4 biB&ticaAdH Riagefifg Medirs ahd séddad bAtdlie@ baanicdistts.2 86y method
aut hentication inmage. If so, the authentication

for creatieg encaded enages Epmabe fisst autherisadonyimageimayche used. The digitized
encode¢J Elg]agg trrlla& e s? ecji gﬁ%ﬁl(médf astot&go ‘:J‘[’g @g{&h@t‘é@éﬂ g)gn E&‘E’sk/ %.t 8240. The
encod & Meige &ﬁh@'fbeajm uragen fnangedile andheavekhfor later mecrrfieﬂaadn mmb a document

an |na§e format at S223,. the o t t he sec
Alterngiiyehwrihe encofleshinags geay bedosaag d dPWg‘hﬁg?%’i%‘?t“é jtah ?%ﬂftwafe 1s

1ntegré§?@x§%3 anc%ﬁm%ﬁtc%g?r gUﬁ Q&RHIQ aﬁ“h@@oduﬁﬁﬂ?ccﬂﬁﬁnﬁ@‘iﬁi MRbded image

asse Into a second encodi ng paraneter
may tl&ﬁtbe&furtlﬁ’i@ﬁocekqedj tvandméttedem podiedg T[ha eadreicé ngageas gtapbically
con Q8B SRRty ) 5. e
docurﬂeﬁ?ﬁ'p‘{ﬁ%dvth@ pRibed@hcdde@ ik gywALSd od@&ﬁfiﬂl Reendvabd s so that the
be understood that if additional

authematrrmmnagas ¢amnot beajemechexseplasith te ,cogﬁwpgdlsa decodimmdayige or
. _be. repeated as ssary. [00085] At S230, a single
dﬁ““%j&%?ﬁ?@ﬁ%éﬂg%@ggﬁ mage is produced fromthe first and
nd di i zed authe catlo es. usi ng.the
10008 Faisit 8 1lisE e i o ot 00 ePoukigH b i abgronch Ritn o

rasterﬁﬁtﬁﬁ&%l&ﬁo&ﬂ‘&%ﬁﬂ%@l@ﬁ dfeic@im:& BEhE K713t Pt NERS bkcdtied@iinage 410
mage may beused. The digitized encoded i mage nay

be
embedsiled irgd agrayr wickgnert bleclo uTipancoded imaga dih @rﬂS’ﬁCLCa’ctt(P(leth afirstand a

re.at. S24 ncoded i
cond St S5 D o
1nc1udﬁ%“d—iﬁ€1nﬁg first and second encodmg angles. In this method, the first and second

authentication angles are rasterized and encoded simultaneously. A portion 412 of the first
encoded image 410 is magnified to show the resulting line structure. Similar to the integrated
encoded image 330 of Figure 13, the encoded image 410 will reveal the first authentication
image when a decoding device is oriented at the first decoding angle and will reveal the second

authentication image when rotated to the second decoding angle.
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Al ternatively, the encoded i nage may be inserted
directly into the docunent if the software is
w0 niosgs&ded wi th the docunment generation sof t we€BEUS200€030265
docunent contai ning the encoded i mage may then be
further processed, transmtted or printed. The encoded
i rrage i s graphically enbedded within the docunent so

00085 BB BTHSPBB S 3 1B BRI oo

images 'BIE oMvhich BeaylinEIiEE B dimoteutREGEHEdN iLaFsS Art 1ﬂ1&§trdtive
aut henti cation i mages cannot be vi ewed excegt Wth t

embo@melnégq@mm fay throgengratign 96 e encededimagebsachrhevingt Pﬁmrate set of
charac?c 1@9 g Z%u?% ﬁc egnﬁpl]md%gﬁtﬁe bk gﬁctod@r%ﬁﬁagt%ﬁ nﬁl?f%%qﬁéjsame or
simildr @5 hﬁ ibg ahtirely dieferac oTiegsnceding bmranieferﬁ bfathe d\es tmages u:hayrbe

the ' 717 Patent. The encoded_ i nmage 4 enbedded in
differgfytag thehEhegeeied BagRNmAYThE Ceff SEEDE jffgreat pnagg and/or encodmg

c

e B S 08 00 UMD £k ion cncoting
technigne exdisad). ﬂﬁieanmbesr encbding parangtats fdr ¢l iy dnicoddd iamges may be any

second_ encodi n

combipgRomF e N 0 B 3%?'@12%@ i panesss ey Sabifthed so tha
the en%B%egﬂﬁQ o) FULbANRAN Shique AIIPaﬁf é)deﬁﬁ)leﬂf% 8asef the Barahdidilsets would be

ed”1mage 410 is magnified to s ow t he resul ting
established SQ;ﬂnatJmtl)a pae oShmriehended dmages is dacagreat-eriqenwbdethe other is only

33 ure 13, the nco . mage.410
paria T80 oS pyad® ke B PR E RS 4226 gbltrigos common
to all QS&Unfe%ts' SenBrate@Nh @Padticulaf gachlityst decodi ng angl e and
reveal the second authentication image when

[0008'8?t aiglﬁﬁéﬁ@eﬁcgﬁecﬁﬁ?&gg pRAGAAI iRthAHIVE maﬁQérQQQst?e] st1@d@®or later use or

nts of the 1 nvention provide for th
1mmegfal"ﬁéy anbaidedin asingleglosumentochst! eneniigd srnagfalzﬁmgﬁmb@ﬁd@da in

g o i T SRR B b ARy gpiop e
t wo encoded each .havin se a e

100085} S by ioely Cebusied, Rpram arede RS Phigese Bt ?fﬁﬁe inggation, i

may KSR HIPGRS S H8hd fh@l&ﬁﬂﬁ)e&‘ingﬁhmah@ﬁs ;ﬁfthéﬂﬂi)éathﬁl images for

entirely different. The encoding paraneters of the two
docummlgp@du@yl bye: singlé esexmeaysis qohmnon teen@tiplsdioduinanis edbilpragme are
for earrple |fferent

wiau s e B Pl 4y oSl TR Rl i ERTPE PR change from

one dé&mgem td th8 ﬁeitﬁﬁ&j;“l%‘&ferteﬁ t@ af Aiiabld iaaicia0 'V £16RAhAGIa may, for
technique is used). The various encodi ng paraneters

exampler be yser-supplied &rmrm%agéi@cmw@é sefr9f dedHAnineY By by derived from
the d(%érenrggf‘ g%ﬁl é%ﬁﬂ) Hg {lﬁa%}e“@ﬁfma%%@ 'séé‘dsuﬁgﬁ (I@Srtﬁe a&gm{@&’ creator

enco es” are docunent
contrdlivetig ledshsonte ¢XBEpifarmyation sieat i inelupeat mrmteabodfdtmlag@ ulndan

cxemplarPAEISE. WRIGIDGID B PIRUSCRISMIG & BR Rje of 8 vl Variable

indicia in this case might include the identity of the lien holder, the mileage of the car, or any
other piece of information that may be used in an authentication image to allow later verification
of the authenticity of the title. It should be noted that the category or type indicia may or may
not be fixed. For example, the indicia category, “name,” may be the same for every document,
but the actual indicia are variable because the name may change from document to document.
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partially unique. The partially unique docunent may,
for exanple, have characteristics comon to all
walowsessvs generated in a particular facility.P¢D08883/030265

Mul ti pl e encoded i mages produced in the above nanner

may be stored for |later use or immed ately enbedded in

a single document, each encoded inmage bei ng enbedded

j n | giad @k lien
00090} éo%?ﬁﬁ@g‘tﬁeaéf{a}hg é“@f  iEEER C‘gﬁl%gaflﬁégégg& 1[§erﬁo gf .
holder iRiEMwaysSby indlugied asm(hcm tihalx/la NI tmmnbgramtpegﬁwgmmg theymethod of

nmet hod of the inve

the inveggion| The,digigis;aep p GCngE)ee n%ltlf}hm‘.&g? 1%% (I)lge var ) Tom title
to title. amt lﬁfegkbs‘éé‘tthéjﬂse'r 92 i a@@ﬁiéﬁﬁl"ﬂo‘ﬁtr@l SRy aRAypY ofdinformation to

user e comon to nultiple docunents while
be usedsxs m&: @armblennmum avwelbas ituidpnfite. For exapwle, ithaysgry may first select
docu

ut henti cation indicia that
“mileaggn@s g’gc"@rﬁ@ £ igdicia typeang may (e 8ntregpl P@%%flggglgﬂgagg §fYidia, which
will theiHehudltl ® doHthclt ﬁn aMBEdtRBGh intte ClvRichBNL tHearbealeandzide,
e user-supplied for a particular docunent or set of

[00091 OC“#’GFJ&" ‘?ncff&a hQ& tg&rdré’ fthhh QD AR uﬂélﬁl'ﬂ fromtcﬁ)@hxfnent to

W ng varla Icila to be user-su IVGS
documdri, eTH@;e ummme set b;atlmruscxdmt mall offerebe egtalilis bﬁ@ﬁ@n@ﬁmg pethority,

i nformation_ tha
softwarg ,;mgg(sgﬁﬁq by t)l,‘.le éB%WPI@d[SFI%h ﬁettuﬁlgn% Boa@ﬁggl? gftg(?ﬂlg egg g é%l:rpe)gmple of
fixed nﬁiﬁ 4k thaPfial BE u§édt drﬁalplﬁtl@ddéﬁﬁieﬁis%ouk{afel‘@éb@rtﬂneﬁh ofiTaansportation.”
I's case"mght include the identity of the |lien

These indictheopld teansad, Ifeag@nafl g éorathe “@}lpwtmeﬁ@ﬂlegp%@ndmage

shown ;rﬁ%lﬁgwtn% Igmlﬁj%‘? c[m %{o Igffseﬁc gtl Q‘b A8 ; 1 % Eggédut?%{e)ﬁg I@.ré Iauglllentwatlon

image ﬁﬁy bOeixéd, ihefanchding @@errd:tdﬁ@ asaodisdd tmatthds helidiatray de waoable so that

type indicia may or nay not _be flxe’gl For exarrgw t he
the authengfication 1@3@@@@? Smcod%n%age 9thk;ga}t # VRSPt 8‘11%7

docunent, but the actual indicia are vari abl e because
[00092] h elmawey ofele @hbw@meﬂisaﬁﬂt?d@m?é‘ﬁﬂ soBnes @il e non-user-supplied

Contin
e ARG (BB s
the soffbal@¥feching 1he sl t@i‘pr@d"tﬂb dtiecenicbdid iimmgs efibe tesultlhg encoded image

rogram per f th thod of th
may se?mgsm aetobiry by ey aﬂgéfgﬁéaé%f)ﬂgn% Gripietyv By rptmepfigjmage. In
some I’ﬁ% ance S,elgr%ft%gé/ mfa? QlPbiish! %n—u@ext éub%ﬁed 1|rlﬁ1cpdt &%’hc&ﬁﬁ@?arameters

ven a t| onal “control over the
based &f a dwuﬁ{eﬂﬁpnoeﬁsing cheumstenbe&ssctch&d/wrth tisl @Cumﬁmdpd"hl@sthe
well as its identity. Fgr exa e us

encodafamast 4hDF e A GRS Anpesuia BrEEpsaT iy may be
any c1r%.ﬂ%§'t du gésc rlarﬁﬂ% fyl R Riditd @ﬁﬂﬁ phﬂiéhpak docuthdne N THis lnhay

e used uct an authentication i mage,
includuhe cbntent df thdndm:utmnd@md ad the] dEogslancasiaggagiatgdyite the generation,

modifigy i BRES T BS A e o Shaga ey et LETR Rt heumgpces fora
partlcdi‘érl doc@hlRImABBnS8aS b é@ﬁ@l@ﬁe&iaﬁ@ﬁﬂmxﬂ@ﬂﬁ Wob@néritywas generated or

printed, identification of the terminal and/or operator generating or processing the document, or a

document number based on a running count of similar documents or based on a number of uses

of the software. Information associated with document processing circumstances may be used to
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software licensor or by the software itself. Returning
to the vehicle title exanple, an exanple of fixed
WO p@s0840t hat may be used on all title documenpPcT/veud030265
be "Departnment of Transportation.” These indicia could
be used, for exanple, to formthe wall paper-type
aut henti cation irmge shown in Figure 7. It wll be

od { Leia,used to for
form g@? fﬂr%g Ptth 1caﬁg Hﬁ%;br %rfﬂqual’g {q %e CTIHNG ORe odn%r@%ncodmg
paran@drgnet ers associated wth the indicia may be variable
so that the authentication i mnage, the encoded i nmage or

[ooos?ﬁt hpB@ncHk bdoeith TgQS?&Hﬁﬁﬁhcéé%&}M?e a9 byl the marghsmg any

e enbodi nents o he i nvention, sone or all th

methqgdmoyen teaigp| Fadxamie tha Saﬁwmman@mﬁn mgnqmdaim isfagmation from

an int&’@ﬁ]g(flg‘?(e @3%?%2)?%0%?{ Od %H gﬁf{“’?{é 1§bﬁeé 8131 sgftware may also

obtaiPin@sHakboh HSou fEaHhedprob@ee: or hBBydrR SuinbbiaitEi GaRdethe @& rocessor
may serve as a signature to identify a particular

is congiertedre Fe fwiremanpisp readdedigisdowe d pradatgamined os smdom field of the

docurhdii@Yges. the software may establish
non-user - supplied indicia or encoding paraneters based

(00093 ST Plop B R PRSI g Rl g ptbickay o

separatd Rbitvedte riSElules & Haldtald CompbneAlQRRBINEd BRS84S pRiessor or another
ci rcumst ance"” may be any circunstance, description or

procegf@aPi soyves seprsickeddel thej dagn HOB%SQH e aptwoge uWathreferaice to Figure 16,
an aut%%tédncﬁ)l Hﬁ{gnt aﬂﬁleﬁﬁ&\ttl% tSpS tfﬁrolﬁy(gﬁ&tatlﬁé eftoded Imaglgs into a
Ircu I’TS ances assSocCli a WI t € genera

doculﬂé)ﬂi liddieies hdata PO@RSRS Suﬂ gomfectaﬂitm g mferfﬁche@z@md m8stinter 530. The
Docunent processing circunstances for a particul ar
data prRsessPEAL0 ﬁaéy be gepdigiaed fogiroesss prffveare afapiefbhos caipdng Phe methods

of theli {f&nﬁ%“ A4 il ?atﬁ@?ﬁfb@&ﬁ%n@ rthepﬁdtcrﬂfﬁl%gessbld% b} GRIUIRAn
term nal and/or operdtor geheratin
authemtmaﬂels Hnm mtbthlledﬁ)mlﬂlemcelms @ gdoyuier amhﬂum‘aMn indsoedaraly if
a nt of. simlar bhased .on a
neces it R s RERIaD o Ot P AR A BT s e R ess T
autheﬂ’f!i&a{'i01‘ii BEIE A d/ Y. éﬂ@&ﬁﬁg Pérafilefcfd iR} BORRSIvERYroRAMY 864 Vifthe user
formindicia for an authentication i mage or may be
lnterfmeSQOt dheldete priaagsop ALD mry atse énclwdeori angodiag amametes module 514 that

recelv%%?ré(? ?.és%rg@l%%gr?ct gxg g%ﬁ%i\; CI 1{1\&0 glsr%p% 8¢ % ﬁg(l\}ﬁse in encoding the

digitidcd@uebehticabioh ifBX@RP A, entdstﬁngs ﬁfoumrs%mys 8o bddodirg €rs and the
date information froman internal clock on the data

digitized suhsntgation dpeges fecenstigianencededdmage, sihich magbe stored in a data
storag%%(;dﬂ?er §19r8%3€ex"f’tlt %n g{gﬁ)g&ﬂn Bl 1@@13 O\Q @Q ﬁﬁ‘&)}:ﬁo?% fﬁte Ancoded i image

rocessor or nen
into abooe&soThe fesnmlng domenlent ahe emﬁb&\ﬁn@enmy tad ssared @athe data storage
erggloned or randomfield of the

icia froma predet
moduigoﬁgg,pé Rrinted Uging | ICt)he printer
[00095] The automated document authentication system 500 may also include an
authentication control device 540 that may be used to control the use of the authentication
process with the data processor 510. The authentication control device 540 may be a separate
processor, module or data storage device from which the authentication software may obtain

authentication indicia, encoding parameters or data relating to a processing circumstance. As
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[ 00094] Docunent processing circunstances nmay al so be

generated and/or provided by a separate software
wore@aloaison har dwar e conponent connected t o t hePCEHUS2004/030265

processor or another processor or server connected to

the data processor via a network. Wth reference to

Figure 16, an autonmated docunent authentication system

500 for incorporating encqded i es ipto a docunent
will be diseuseresheseigaftes, e 8¢ SBReR CPUGN Hetiee o q By GG BF Hoed to prevent

unautﬂéoT%gﬂl?ec etﬁggut?é}gwﬁ’tl doftsRfe.530. The data processor

con gure to process software adapted for

00095 018k RO 15 B et T By s stomac

docunieR€ hitBéntRRicHI$yRR At 600efot Mitoipaingrnchded 115131é’est1h@ta document wherein
receives or generates authentication_ indicia_and

some preadleefshe ?Ctloélﬁ m-latmg tRgensialing the eacadgd imageés)snd ﬁﬁ}beddmg them into
the dogulgéﬁtla%e gaﬁlg 1out | aﬁgﬁl{h%ﬂtléa'ﬁﬁg SSrver §R) @4 Egﬁ&i {osRe h%?’ s work station

Ici‘a ng paranmefers may be recelve
or datd pBedstes 10s@rough a netveork 660. The setivadec@Pay, Hyewajadfaexample, be a

processor 510 may also in e an _.encodi n ar a
local REARATNOB T GRADSGHo & 67 (8154 AN DU LEHEN S Ve AIareLy of data
procesgelrs%g'@t %lt%ﬁdaﬁ'ilé’lgeﬂﬂ‘é Q0B RARGR BBV & 6408hay Igéjxrenidﬁe@y 1dRated relative to

encodi ng t It1zed authentication i'mages.
the datayrockissy 610k ¢ws béing semetted oe nomwiciablepaa ﬁnﬁn@m@t gnether wide

D RS
proces¥BRUhE nalbeQUoni&Rdd o 1REr iBrEPREE 67MatiA b0, ’Miald©bument

I ncorporates the encoded inmage into a docunent.
authentisgtidrt $ystpnu6QQUmey elsa intludecs gathentigaion @aytrcﬂeieglce 6@@ aﬁtwhed to or in

t he data.stora or printed using the
COMmmype ?%}Wgééh ?Sgb?‘?gogyo?%esgau Comat ed document

nticatio ste al so i an
o009ty i ihn oA L VPR iPr o S e e grppout any of
the m&RMs' Rbcrit8 Hefegn. Ok will 8c abddR@béd St the AcisREE Hiesvirlethodh thay be
data processor 510. The authentication control device

divide§4® snﬁlyatkggmg 0g gﬂ,gf theactpnsceseasried archspart of am iteractive transaction
conduﬁjgg 5 eegg Vglgﬁeeh%aﬁ[? n}ovc\:'hsls& 6f a3t Qﬁﬁéﬂtﬁ%ﬁ&rp&ﬁé}féﬂafﬁvﬂl also be

1on 1 ndicla

underﬁbocﬂ&hﬁoﬂeﬁir&hér@ of e aat1@1{sQ£f gissieods dsibﬂhammﬂﬁ(m mAﬁbe carried out by
23wi || be discussed hereinafter, the authentic

the userdfis plocerser @10 Wil ongyPT AMase agditional ActiQns FrecARm out BY the
use of the authentication software.
authert‘tg%g@g%rr{\ﬁ'ﬁ%or efer ence to Figure 17, another aspect of

[0009%{'Jt tﬁg%\é%gérlpp dg%é%togn ﬁVergémE %gssﬂ) 9#55’31515 estabhéheél between the

i'ncorporati

user daf¥B36Gs$dR 1600 an@ﬂﬁtaﬁ'ﬂiéhtuydﬂeﬁ SériterseIe AN paal d)f thifs tltahﬁlctlon the user
actions rel ati nq%@t 0 generating the encoded imge(s)
may subreitdoriecduihegticaiomsemveiod40rne 95 aipie A thetication p4Ess giy/or one or

more ﬁ%@é—?ﬂ%ﬁ% Irgﬁ&gngﬁa]lgdg%ﬂeéﬁr “ﬁlEseG[ﬁQy 20 BE %E&fjb}t fBe tati'tflelentlcatlon server

640 to produce an encoded image that is returned to the user data processor 610, where the
encoded image is embedded into a document and stored or printed to produce an authenticated
printed document. Additional non-user-supplied authentication images and/or encoding

parameters may be incorporated into the encoded image by the authentication server 640.
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or data processor 610 through a network 660. The
network 660 nmay, by way of exanple, be a |ocal area
WO et0d08450t hat connects a co-| ocated aut henti caP€DNS2004/030265
server 640 to a plurality of data processors 610.
Alternatively, the authentication server 640 may be
rermtel y | ocated relative to the data processor 610,
onnect abl

t
10009 ¢ diBether QTR Grires ek oGy SYHbiL A e dggyment o the
autheﬁt*lﬁtlbi??e&véii%h@ Whieh 8R2RE akd OmBBK ARnEERIGMage Rkd!itRIdobyment and

user data processors and may be connectéd to a user
returni ittte teaser G2Dpaaessar @1(] fior print@g0or stiveged oklong mith the document, the

aut h ntlcatlon S i ncl ude an
wser BT Rt OSSP DI E oA PR ot o B B soppied ncoding
paranfeRAIROR keafut ALY oA sbRRr 840 W8 lPerBaRpane eficddddimage.

[ 00097] The automated document authentication system

lﬂ%%rt ft eHibo rﬁéﬁts‘:&ftﬁé’ QAN Mditibil [@Efkﬁ%écunt may be
[OOOIQQIQC“ e% I’?erelgln 't wli 1 belunderstléod that the ymay
implemehﬂed luspnaf/ertt tmecsre oﬁﬁmhmihodmythb goftivare froth usingenautwrized images or
one or aII ons are..carried out_.as

encodfyy Rapatlsiais: 4 theps SpasPens, SRife PRty AT AED] g fler are

vahda‘i:’&i &f&%‘aﬁ eacted $hAz PR dohdhRcRY! TaEel BftodRerfeid§ incdB the use of
al so be underst ood that one or nore of the

extertmbth:\mes sugh asﬁ:be awshersivatiort cantie! dewieent40dn addgn ndependenidgyer of
SCCUI‘IE)HI&/III{(X’S(% ?e E:%Ih ggl g)lf g{eglgsgrf ,Sﬁé 1@&1? igm bﬁne?l'&e ¢ mﬁ? iftlude the use

of muil& %Hdaﬁ@ﬁ te@fnigeds\ue ereafh mhRORIE] Sthl’d:tlﬁ‘a texsup thatcreating the
enbodi nment, an interactive session may be established
encodgé{megeris pwbolEss dat a processor 610 and t he
aut hentication server 640. As part of this
[000101 hnigerei18ris a flow ahgeirof rém}et iprodugingfa eagedrshifiaga a¢coFding to an
embo@ﬁéev g{)f 4?11&/%3@&1? xgvgﬁrsgll gegﬁgég‘%ﬁ%é)@rtg 'ﬁ??glr%sﬂél cf)fs vahdated

befordB¥ chfiRied DRagtsie prdbucéd) €T tﬁﬂh&tﬁﬁd befihs 5398 mue bt $311(D) ém:odmg
produce an encoded image that is returned tq tH_le use

pararr@éqr&arpiﬂ@é@bbdndlelf@re Wﬁ@?"%d bribedhtagueessiarapanipg the authentication
softw%rgg 3ﬂgs%q‘n nggltuﬁe at?d?ldof%%r sglggﬂéd fd r[Hn a E’lgwhed

ce a Cat eg printe unent . It
authefoatios Gidicia ppl/drethcadin ) eataineterd. ot $320gad Sﬁﬁﬂ/ zovenflcatlon is

cont SRS RaE TR S T 2 1O 8 0L, e vy e e

w1th11ﬁé1[egg9§21]estlaﬂhs%@@Eﬁﬁ":hae’fﬁéﬁé'cﬁ'ﬁéﬁaerﬂgp dbr B Binpld, BE edt®ished limits on

t an entire docunent to the aut hentl cation
the teHES‘ cvferse egeed vmbscﬂhle eseatfes examplarpsasmay be perodde forrhgese only a

to the docu it to the us
CeI’talB TSHUICY, or %’1@1 %ﬁnﬁpﬁﬁﬁu 10%1"8?%\ e Negﬁﬁa W%[C%lt?rhaemay also
includtOmHEB tabld Hlﬁnyéfﬁif uBEYof ShBiftiv aed) eheichimBEmber of uses being
aut hent’i cati on i nages and/or one or nore user-supplied

increraersedieach tipaer therseféwarefivysedh Anztiemehby Bigtiserio §é?3@é uspge limits or
to uset e%cggigg ng.]r LRAL Y 19dlcﬂech§[% gﬁgdé R9&ms of use results in an error message

being displayed to the user at $335. The method may include prompting the user for alternative
input or may end upon determining that the criteria for proceeding with encoding have not been
met. If the criteria are met, the authentication indicia are used to establish a digitized

authentication image (or images) at S340. If necessary, some or all of the authentication indicia
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[ 000100] In certain enbodi ments of the invention, an
additional level of security may be inplenented to
wee@sostsouser s of the nethod or the software fPONMUSH0H030265

unaut hori zed i mages or encodi ng paraneters. In these
enbodi nents, encodi ng paraneters submtted by a user

are val i dated before an encoded i mage is const ruct ed.

T .

may begafiRGeE R0 T e Pbab o HORich S RGPl Y §E50 He cnppine

parameltérs adcthssemblatiapentanbding peraneterseg whichyis tssday ededded the
the control of the user. .In certain enbodi nent i

th
authenﬁa%w HEPERER o 200 sEhegrstliing spsoded tmase Aavdie @b hr %ﬂ}'%édded into a
documéf o€ bRAIGSR diubde egﬁ& R aRIrAGE A gads0 ensure hat

creating the enco Image i s authorized. [000101]
[00010@n g%%j S(()jt'eﬁ e He&l\gdg ?g{h% ér?\{egaoﬁfﬁlt E‘E 1C I.(l)({e \%{1%%#@ I?@th%f]the request by

the usef to«eedte amemaé@inmgehmmw insexaedshg lthezmimbw of encmﬁai trivgpes allotted
met hod is valldated bef ore the encoded i nage is
the usepr 'bra Restimay e PrstiHedi toyagief wlingted nambenef @cqéed images, or the
[ e
v o AR RO TR SIS AR ok O R 0 PR ococe
1nmgx§bfawmmmnpahﬁhﬁtmmy i ncl ude any conbi nati on of
user -supplied and non-user-supplied authentication
[00010BdV erificatina hewy berondicndl iparmimtee bEways. Fos2Rarapld, m3aI€stronic
a verification is conducted tQ determnne if t

securityp kesoRR e pedaetcspatyrkey detpicallp g Piase cbhargats fhgfoﬁﬁlay?hes toa
paralleltl_(ﬂ'ng' 2 45 5013 L B ng{'ﬂep RisEdlrft ﬁ{i}y m%%%@ﬁh\'nsa&%?m%{e' Jﬁ%ﬁb@f clock

rlterla for exa e esta
and/or powdrisepple thos opératesad@gn@dytoﬁ tHeycondpaten s@ whidhahey are attached. An

ex le,. a user m permtted to choose onl
exampIg 978 BFY BTG5 O o OGNS O S FgToro (e BASE, (Hardware

Against §8@@are ﬁlﬁcy’)%{/{cé (a‘%llagfé Bdth tA%d(ﬁn R‘BMW?‘:' ?9 Sy &ght QPAﬁfhgton
accept abl e nunber of uses of the softwa t he act ual

Heights; litibeis. of uses bei ng i ncrement ed each time the
software is used. An attenpt by the user to exceed the
[000104s 2 seduiriny key may boprozeanemedth vaidpa oalyedeetnmn rangdsdienddaling

that are outside the rms of yse resul in. an error
Parmne??é%%@g‘@ %%veﬂbprapgs&ng)pi %%e‘ﬁ%ﬁ&%ferﬁcm e%@@ggmgﬂ)@rameters are
outside TRdsB O4h RV DS/ a%% ﬁ]ﬁﬁ&& Q8kh N BodiSR cohREr R hSTiRA HMRimber of

i nput or may énd upo etermning that the criteria
encodedl gmages credifoguseiin Iclocemwd progedtiane Semirithleys mast alsd e adapted to

criteria are aut.hent i atlo i ndi ci
generaif gt Sfsh By FbfrRingpiivu B O v bl 1P a Yoy Brocessing
circumdtieges) at S340. If necessary, sone or all of the

aut henti cation indicia 25my be rendered to forma

[0001051 %tah%ﬁgrnh%ﬁiilﬁéﬁvb&}fﬁaﬁoﬁhﬁ9 e @Hon@dt?za %SraEejk%rver

encodi ng paraneters are assenbl ed i n O an en
connecied rtfatmtueer sweorksiatipe hvérs: ngtearktop bgz wted eeftwire-based Verification and

. aut cation | na s) at S36 resul ti
lockmgi g;? B éhrgc(:tb{, %rg‘&‘% H’)S%Vrﬁo‘gﬁ%ét&t ion, 1 ape exemppagy em o ment in
which a server is used, the server may be centrally controlled by a party independent from the
user to monitor the security of the image creation. When the encoding parameters are received
by the server, the server may verify the identity of the user by, for example, the address of the

computer sending the request using known techniques and compare the transmitted data to data
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docunent as previously discussed. The nethod ends at

S395. [000102] As noted, the nethods of the invention
woreapsiosusbude veri fyi ng whet her the request by PECEUSRE030265

to create an encoded i mage woul d be in excess of the

nunber of encoded i mages allotted the user. The user

may be permtted to make an unlimted nunber of

stored A8 @rvercancpn’ ik aarotiE nbet Frvisied Wi lns Safel| Hom me
user tBRCRAGEHe EABERE foahe arileflh bahblished fRdhdiset.| Fehe QO B3 ithin the

Verification may be conducted in a nunber of ways. For
user’ sptlotrpend and if the ennodingiparaseaiers preyvalidy thaser veiamay eepfirm the request.

posi 4ol ARG BB S b o o

contirt@GhitH thy plR¥ssTak&MABRS, af the FeSRioA reu s AQieYativel régitt, the program
and/ or power supply that operate independently of the
may relggpear erorBesipgedh theuspr explaining daadepial af veridiGeHre of a
security key that is usable in enbodi ments of the
[000106) ek shamd be apeciatadihal tasaimethedyofavenidicatBur arody avay of example
Pi.racy) . devi ce .avall.able from A addin Know edge. .
onty B by BRI E PR LR shEEE b RePe PRGTEE in gocordance with
variods@@bddintette ¥ the.ynvestidH. OBhBsaTR@nts 9n WAldhdRé Perffialion is external to the
certain ranges of encoding paraneters and to prevent
workssatione 59Y Ry adfantageourap RppliGationhwhere dhe wsetPwRkases thg right to encode a
. tSi . . .
specil@ERTRLEE et oP 4 Gl § DR DERT ibhedlNof AcHR cme. A
clock of cantadedtaintd @asin exeaiat defict indsgendentdadn thenworkstation may prevent
rotection, Security 1l§ey$ may .al so be adapted to

| so by ,
the usgléﬁ@mat@l@p@ﬂnga%h e orkyairey 84qhrg TPIcHBIe AT YR O g WaRkgtation to
provid€addfiftfhat Gmb ?(P?s%slﬁé‘énc%dﬁ%%ﬂ%ﬁfe WHRSRRAG |

. I e enbodi nent,

Cl rcunst ance 000105] an al ternat

[000]%‘2‘[1 h@gﬁ@g&t ?%if{&%éo%@cﬁﬁé&e% rn'ri%g%eg%/s{a&‘ i ERM iR FonSFiY 8]?(6 %nrother to

ser WO on over a networ
providy/moltiply ties 061 pateetifrnsewhick miayi peathit aroraafficienc ksendf the system. For
nmet hods | gaded directly on the uaer' s workstation. |

n.,
examplg cAreAHEhERFSFIPISHEYATe fRRIoMeR mgpiibe focgteddp pa tfice qragency with many
users,!dA€n SRAY nc%dl??iﬁef?@ aﬁi E%Ja_?a{té WoRQRtbR! 1 RetBhd ¥ the invention, a

I ndepen rom-t ser to nonitor the security of
first I¢vebof veafieagoremby boappiiednt theaseneadistgopkyelnwhie g senoad level of

e RS ol B B S e B Eopanes may bo
advantd}BoSQBREBlor SEEI BEbolBEihARUeSHtioH $bitfle Kik@WWer as well as encoded
t echni ques and conpare the transmtted data to data

imagep@eatipne dt individvel werkgtatiors eregrowps. of Wosksattong, wlgich may use different
ceodAROEE T SSRETA G bu b PAEOL Bl e

[0001‘)&1]e ﬂ? \%y o% E:xatnrl]p e,raeg l\J/grsntmein aé’gnE? imrglytvgseh to purchase the right to create a
specific number of encoded images by using the described methods. However, certain people
within the agency may need to produce disparate numbers of protected documents. Multiple
verification may provide for a central processor to count the total number of encoded images
created for the agency, while software on each workstation counts the number of encoded images
created at that workstation. At any given time, authorization may thus be required from both the

local data processor and a remote central processor before an encoded image may be created.
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user's allotment and if the encoding paraneters are

valid, the server may confirmthe request. Positive
woe0s0345at i on may be transmitted back to the uBEr/US2004/030265

wor kstation permtting the programto continue with

the process. Likewise, if the verification returns a

negative result, the programmy return an error

h Fam o !
N M (P ——
unauthb®5a a6BIshOHSr Xhmp®y, ¥dnciah comnterféited wey@ablofo stewd bpibahe software for

only and_that any nmethod of verifying the encoding
creatipg fieranceded imagesyad psseenity ke EQ5raiRc WOk Xatiopahe wauld still be unable

to cregt%bag i 0% Eﬁmgées &lﬂﬁ‘?dt%ﬁ%@h%%[bphfgmmﬁ%r@ﬁﬁtescehﬂdﬁ%g%sédr.he

verifircation extern rkstati on,

t s in appli,catio ere the user rchases .
00013t T BRIE B aiufred BB I f BRFodiBES P B HE AR E R eris used
to verf GRS cRAME PPafintbtdly Bh@ a retwbikage Sef¢Lsovdd @cﬁﬁﬂi@ml?fpmvide fixed

tinme. A clock or counter contained on an externa

indicig einrlydingradwimied dentifier. o/ temnativady: las PEaviaLydepcipiedy kg entire encoded
. t he_user om t ' ' ' .
im SEu B nald RPGEPREL LT S8 ob 1 HAKE e R P Shber location
extermdl €4 the @B8&ts worlketation witRouthay atatomie pait biviiease dthetthan to provide
payi ng. [000107] Multiple verification techniques may = .
any regairgd BsprisHPRISHEPHER 2B ORFRIPIRIE MBI TPHERAmRNG. doe authentication
. Ler . . e Lt
e LA 8L bl A G ER! Epon
verifyanyg thanthe aedrisapplisf dovadieg paratetees amdeipdioim drowithaxthe predatermined

. office or ency W .pany users,. each creating. ...
crterfpdei henee: BE SaverICAERERDD idsh e R eaiat disigssemble the
encod¥g f)é}%nét@i‘see{ﬂﬁ'u@@ thefh ol ke APMRLIAT in¥:2E1 The 8hdJABd BYeeRBuld be
applied at the user workstation |evel, while a second
saved as\adile afid tremsinfiftedhbackrio theyuspioat dlppvprkebtattont he cust onmer
| evel . Such multiple verification techniques may be
[00014dY ahi segecushadimensnof the imvestial, theeatioohéidatiomsgéiciarmest inclnde unique

. for the custoner. as well as, encoded i rage creati ons at .
informgan e & SPRLPA TSI B OF BPR FEPCN Kk SRR YGe as described

aboveM¥uch iB¥ia UiEndHyich BIRNELLASAMBIoPBIIBESE 16 & dRument
produce a different nunber or type of encoded i mage.
may §eQe0s08]edBy onggnesitedhuathgiservern Doy efommeationagpyrheysterag in a database

wi.sh to purchase the right to create a eci.fi.c nunber

stong L o B PG o ol R B b OV ERE e

authe §Fra, okl IFoP 8Lk fte, Vis iphdvilodshedeaEietely a BBtnieA€ thaly Bave indicia
produce di sparate nunbers of protected docunents.

correspopding [te thedwne andzdafeorf cieafiop contaimed ipthe guienptigagipn image. In some

. 1.0,.C. I, . of i
c1rcur§1§t§1§ti%§,§8§sgrn? 1%81 I el%g)%?{p%eﬁ tg 1o a\{%)?ledegg&g gi‘g%ctl'yrfﬁﬂl? the encoded
imagaVoAk&hativedy) ticenabded ibrgs trlyde uedd ©ras adéghatui@pe she document that

. created at that workstatiaqn. At atggi g%:{ﬁ(ien tiﬁre, L
links gherdostsnity Hie infoympprmsstered i tigicerir daighasso tihemHibe prbgptication
imagéjf%‘trévegfegf:@é ah ﬁm%gtﬁgaa?orrcﬁﬂ%@it S e in®FREB BR GhroPBARSE rom the

an encoded i1 mage y be created.

database, which can then be compared to the indicia on the face of the document. In yet another

alternative, information obtained directly from the encoded image could be used in combination
with information stored in the database to determine whether the document being verified
corresponds to the one for which the encoded image was created.
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27[ 000109] A conbination of |ocal and renote

verification techni ques can be used to prevent
wa@p@sokusni zed access. For exanple, even if a PCT/US2004/030265

counterfeiter were able to steal both the software for

creating the encoded i mages and a security key for a

user work station he would still be unable to create

encod out uth Jzatjan fr he r.enot
000133, S50 TR o RS 1 R T R 5B o e
describBdt Vhﬁo@'m&ﬁbd"ﬁ[& Speydtia %yﬁ&n%ﬁfﬂbﬁﬁh&rﬁ%ﬂ 188 irS AN tetlfnology are

used to verify the encodi ng paraneters over a network,

describpdalaaiey & widloa appeegisiad thafcthe §ysirres.efdhe vretépn erdiogtions of the

systerm %i{/t di n %ﬁ;@llgg H%gl dtﬂg ?(%e en{ prréeetéﬁlég g{eaafﬁgl y’su(‘?}rc'as a general

purpo$é &ﬁhﬂnﬁ& fdilékﬁinﬁl% peruked hedinbthesarht Waoeessifg hﬁtehme is to be
aut henti cation server or another | ocation external to

undergtped {psiaelude aidedss pae PIOReSHPT thafutsehpfyleast PROMEWATY: hEheHH dqast one

memo?& s{oPe% aus%FGf 135 Iofégﬂ 2ﬂgen1 g{cﬁéiﬁgg‘ﬁ? ﬁéé e%lgé#&eélt‘?%}ersltly '91(-) tremporanly

store(fmam:)inemotm raemb@en;tof tiad provessiag\nechiney The pedcessor executes the
user - suppl i ed encodl n c?rgar aneters . and indicia fo

instrugiansthatans S9Fed pb 9F ATIRES i1 PHAT OGFocsspftf-ofihe set of
[
S50 UBPRIETELRE S MR 0 M Wiy gt e
tasks (eéstribetamyainfhe flomabarts, Hch latshecvftmsimctloms fondérforaying a particular
K as n;gl e the ncodi n @Wrreters and use t‘yhegwto
task may, ALAGleHA %FeadeP YRS RO HEG PETF- be
saved as a file andtransmtted back to .the use

[000113% %pﬂteé@%qweoﬁhe Pf‘t?@@ﬁifiglljna?lﬁn%%“@ﬁﬁ@dPﬁ’éﬁflgnSotPaft‘ﬁ% stored in
the mbY¥ é}?oﬁég% ?H)tcgs%'lfatac ale@ﬁrob&gin IR dHBYndy e i Fsponse to

uni eln ormat i on such as 1 hfornation rel tlngtoa
comniadiibeatisgpootgssoiithe piaceising madenca s wepuse bepreniony processing, in

respopsfeftgphgtflﬁlegt:p%fra@gg{oe{] \(I:Mesgpntgﬁga 31 Lﬂ@%ﬂ? G er 2t {n(f)ﬁt %r example.

transmtted to or generated by th erv Thi s ) )
[000T;1ch} o@ﬁﬁﬁ"’&%lﬂé%s%%ge@t%? BEPCriyIig 18%?%\‘!5’&15*8‘?&‘? ’Hﬁgewfttﬁhe nvention
may H%ti%ﬁf H&tdo & B6Wer thelbeedQay Hﬁ@ltun@ Hgscﬁﬁé’d BSve may
rto ve ythe auf henticity” of docunent
also uﬁhze mgaﬂrfrﬂ wide aranq:tyevﬁ pthesteghnidegies ineliding achpeuaﬁmrp(pmycomputer a
corresponding to.the tjnme and ef |
compyEE S G T I B G RPRGT PHRAHRGE Tof prample,

progrﬁﬁﬁi%d SliEOPFRERDE 8 Iniciol@nBol18d h peApHERal iREGRARMCEH efefhent, a CSIC
i nformati on derived di recthv: fromthe encoded i ma

(CustMmeﬁ‘smtfiC\letegratqc}@lr@m ot A§! ﬁaég@hq@ﬁyn Becaiisentegsaty gcarcmt) or other

SRR A B AR LBk G e v

a FPGAPIDIHINb BAL] Sithnky S8EE dbﬁcé SNzﬁ'ﬁdngélmeﬁthﬁ davices that is capable of

i nvest i gator can use it to determ ne recall the
implemenngrdicisions PF BmPresessitthyWYeNtiahhi ch can then be

conpared to the indicia on the face of the docunent. _
[000105] ykwilheuhdarstadd deniatdardes to practemihe inpthaskafdheagention as described

above g%pﬁt}.ltla{{ F%rﬁz?r?tﬁatg %eepr}ggeggo% annéﬁ Fth€ %rrgorgg of B8 pr(')cressmg machine be

physically located in the same geographical place. That is, each of the processors and the
memories used in the invention may be located in geographically distinct locations and

connected so as to communicate in any suitable manner. Additionally, It will be understood that
29



with information stored in the database to determ ne

whet her the docunent being verified corresponds to the
woep@s0a1sowhi ch the encoded i nage was creat ed. PCT/US2004/030265

28[ 000112] General aspects of possible inplenmentation

of the inventive technology will now be descri bed.

Vari ous nethod and operating system enbodi nents of the

cach QB S IO OB PR L G BRYforeod pl Bces o
equlpﬁh@ﬁtt 'A’H&%rd?ﬁgly hi@is$168 h€Bsadf thhtheprobissat beheSBpldBietdloftdy@ipment in
form of I‘fg@oces& ng machi ne such as a general

one lqg@mcpog@ thatrthe memory bg arm-'gqngfe pigce pf eduipaieat in anpthgr location. That

I

locatiGRITIHE twdistiatt piecs of eqepmentenay st hescted Heiny (Sfutable manner.
i nstructions. e instructions HH¥ be elther,

AdditipapHnriknipiposy M isdHdst VP Pr B105: RRFLIPRS @fBCTRRYGR jWe pr more physical
grﬁermrl es of the processing machine. The processor
&Xecutes the instructions that are stored in the

ooo BT SRR R SRS R Moon R

compBRintsOnd varipay inbﬁﬂdhég H@sdve)Tt WﬁEBfSunc&bKtcﬁbd&ﬁaﬂth@ Sfcessing
tasks described above in the fl owharts. Such a set of

perforimﬂsithmw chﬁz;wf enmpasenis apflesgribedyhove mayain aceMapagywigpa further
embog : rr;) ?;d‘/f he \Ag‘?@? b? é)glgf?x?%ﬁﬁrﬂgsasﬁfl%l@g&ﬁg%egg ' F‘Lﬁjthe&) lthe processing

perfopicddnsaieniistimeciinymnentes deesibtd ebdveshayiet perfosmed Y two distinct
stored in the nenory or nmenories to_process data. This

comppResEte JBja NPT HARNST, ﬁ%Fyms@owrﬁtqré%ﬁ;m@m@@ Wﬁaﬁagctapefaory

portlolﬁ§ 8¢ dQEibREIbovO Ind é/hﬁ REQESRE Wik E[Tﬁl%bln&nbdd]mﬁﬁscﬁ ‘ﬂﬁbsﬁventlon be

previ ous proce sing, In response to a request
perfommim}eaf sipgle ceswiry gortmoh iFngheantiié onenzny stordper p@rfqofmed bfy one distinct

Je. [0 d, t
memc%? BEROE 3 SRDA He G B g R R BT oy
(00014 G L e SR PP RIS Tl eaisem tp1on1ds comyl TG b ien the

V&I‘lOl)@ﬁﬁb@C% Yor® hnDNBEMbREN ROLOLER A8 tHE| bﬂﬁeéoﬁs%@]o@ khe memories of

ose conputer, a conputer systemincluding a
the inm¢ntionco nqnmnmmcam with agngharentity i.emsadsrta mbtairofur@ﬁlampﬂr@tlons or to

scoes | QAL L GE SR ECER 200 o, SyBE RO90.68] o Brovide suen
cormr(uﬁb%ﬁ@ﬂfrﬁﬁ heR&Ghdd LndiRbRIMRURE et Thtddde}, FXfirafst! ICAN, an Ethernet, or
Appl i catl on Specific | ntegrated Circuit) or ot her
any chemt egrveit ysteni thatrovides qoagm@n@ﬂtlo@um exanpip.gSuell comrgwairations
ocessor

reehnpgEs B uss TR BRR TR0 sk @R Gt S A TS, SBRE or any
other #RY4aeB$ frb@toll S capabl e of | rrpl enenting the steps of

the process of the invention. [000115] It will be

[000148HeAs baeabdd@ove éél’: Qﬁhst}&tlﬁﬁ@fétu'sécﬁmttﬁ@pf&ésﬂﬁ% d7fthd #Qention.
i nvention as descri bed

The set of instructions may be in the form of a program or software. The software may be in the

locati

form of system software or application software, for example. The software might also be in the
form of a collection of separate programs, a program module within a larger program, or a

portion of a program module, for example The software used might also include modular
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above, it is not necessary that the processors and/or
the nmenories of the processing machi ne be physically

wo omaafoi n t he sanme geographi cal place. That PET/USZ04030265
of the processors and the nmenories used in the
i nvention may be | ocated in geographically distinct
Iocations and connected so as to comuni cate in any

prosrat Ao BT R oS R e ote PR cosin
machﬁ@%ﬁﬁ%ﬁltﬁtﬂefﬁfﬁﬁnmﬁésﬁﬁi pi eces of equi pnent .
Accordingly, it is not necessary that a processor be

[000132]2 BLgbEu a&&so@ hafid 'n&ﬁ%eﬁoﬂsra)r Qn&riRERELEOR REdid hat

nmenory e anot ner S|ng e plece of equlpnent In .
implearatatien aﬂlcquratmm of Theainveérgjonimayi tse inarsngate foredsuchdhat theeprocessing

rocessof  my be.two pieces of equ t Wo :
mach{ie 05, (B RYSREUPS SOLETONLS. S FRoRh L F Arogiag may bein
the fofth o%%m%ﬁ% OB R cIRIBEES, Wl*udh"ls @6er§tb'd tRhehiARARLIage or object

Addi tionall'y, "the nmenory may include two or nore
code lpcallpwdhe prokessener rocassarawy ispd theriestyviatiense aihaf ise weittombines of

progr JQ To ex | ai n further proceSS| ng,.as..d Scr'cgr%%rtedto

©BEFTY ‘h‘é"dieb&‘}‘ ARSI PR TR B ES AR 3T

machiiB TRigu 8o ustipeythpildr asvérhBledxs inkegheéist. OTtd hiding lhﬁguage is binary
d(ﬁgoces& ng perfornmed by two distinct cor}"ponents as

code

g@nnm&tﬂm@vethﬁb@re SPWIféfbf@é‘rR?ﬁtﬁFé‘eﬂf\WRe’rP Preeestipg machine, ie., to a
partlc n‘g}g)nennsm utF: E ﬂ-:t "ﬁf@ 'CO u%?ﬁﬁ&grgﬁgdﬁg%e ﬁlaéﬂlﬂg aﬁguage.

e pr ocgsdl ng per f
[0001%9]S gagfprpgggrg%wzﬂa}ggl ho Cz{glellﬁay aes os\é? Ilrg??cyc%aﬁlﬁ eexgvl ﬁﬁhe various

emboIREMYofThOMISRidNE MMt FAEe1DYthe WeoedirSnindqbn FRED tlsed may include
portions as described above é@ﬁln accordance with

a
assenfbliy langyagedén iARaBagic, €rett ofBasseF¢rét Higrthate Jayg, Modula-2,

R e

Furthﬁbﬂ\iﬁnmycdseurp etidt arsingit ﬂype bffiastreniony ongle prtgrammlng language be
000117] Further, various_technol ogi eseg@y be used.t

Utﬂlz‘?fir ig PRSI BiaPsritise PhibesYFE 2hd M Q:frﬂawéfg!aﬂ%l Rather, any
numb@lngjcgffe bbGhmi 2 e% 1&9@112!1%?@%1 g%e%ltﬂl%’& A6 nPLRERY LIS rable.

vention to conmuni cate

[0001&‘117 TARGYng E&%c&{h‘s ahdlfor batf usedif o réér)r%ct%ébtf ?rﬁeér}g%{{tfoﬂ%ay utilize any

PUCL1ONS OF 16 access an
compfds§ioe 8r edcpyptivnasabhizue Sualgotitet)ae hmg ibeslesiseeld Aa eperypiicemodule
such comuni cation m ght_ i de. a net

i ncl rk, th ) )
might beruseeh fx encrypt datge Furthsty fﬂgﬁ et otﬁﬁlmta Ay P Fl%‘irN%th ugipg 3qyitable
decryg 16§B]Bdﬁ§§5?%xa§%piéem t hat provi des comuni cation, for

uc

ni cati ons technol ogi es may use any

[000122%&? deescPBé%f R B iR eRon’ fpﬁﬁguéﬁ%ﬁz be-bod® in the form of a

nessagl ng
processing machme 1nclud1ng a computer or computer system, for example, that includes at least

one memory. It is to be appreciated that the set of instructions, i.e., the software for example,
that enables the computer operating system to perform the operations described above may be
contained on any of a wide variety of media or medium, as desired. Further, the data that is
processed by the set of instructions might also be contained on any of a wide variety of media or

medium. That is, the particular medium, i.e., the memory in the processing machine, utilized to
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[ 000118] As described above, a set of instructions is
used in the processing of the invention. The set of
WO p@b08u50i ons may be in the formof a program BCT/US2004/030265
software. The software may be in the formof system
software or application software, for exanple. The
software mght also be in the formof a collection of
hold tQh% %«%{ ogirhgst%r ﬁgﬂsg%‘ra{olr gfhé)%a gﬁ&mrlg&%gheﬁgﬁ rﬁ{ay t oéréEH glgrrof a variety of

physﬁil@(’oi:iﬁlsc dviBanemissAs, fogitanglls O]]lluﬁt@dtisvdgf thedhddiim may be in the form of
30programm ng, in the form of object oriented

Paper,) PeR§E HARSDAEPICIPR COMRARRIES edPY R, tmmtqgrasedeizquilya Raidiite a floppy
al qﬁ@l G88S Ml t

disk, %?Pu‘%edfégd&gp&%&l T £ e Elpggtradctl oﬁgaor set”’ g%vuje a cable, a
fiber,i coginiunidationschanael, a mat&lh& tramsinéssiont at other @mbteoparsatissom, as well as

of the. invention ma e in a suifahle form such that
any oﬂwé rr&.d%% %ﬂfwerf%@ﬁ?/aﬁ@%v beergaé {J}S ghei pragesfrs Pt Invegtion.

l e, the instructions that forma program may be
[00012131 t Herthesy the siempry oF MSBIOECLYSSE i Fagi Dieccrsing tRagline st ipplements the
mvenhﬁp %%‘ﬁ%eh gfri'% égeé gg%&%ﬁ% r(g?messor Saﬂ %vQ$ée ﬁ%[‘nt ﬁf%%olc?mstmcuons
data, bnetheriaformatdon, Bl &d ddsied. V\Thntst & rhem®§ ntifhitredq ke ®f a database to
e_or saqurce.code, in_a rticular pr

‘hold 5%9'&%%%&%@%%%1%@? deqsae H}gﬁ@emafffg‘ﬁgr angléf Adlatfile
arranSHBHt L relﬂ%%ﬂ@elt%as@%rr RlRl 888k ?jge machi ne

anguage is binary co chine T nstructions that are
c I 9

[oooﬁﬂg il ¢ @18 sgs(eerﬁl @Q{Sr@rﬁ ot?ytbeeﬁég i oh%{/é}fe%? 8# “lgeﬂ;igge?fap& may be
utilizdd® anonmmsef tolinctefasd evittlshd frecessinlintehina g utagkines that are used to

[000120] Any suitabl e progranmm | anguage y be used
implgrrens HedRERER 5 LR Gl FSST eSS HICHHEIe? anp hargpiare, sottware, or
comtBUEHRLE B HELR4T N0 U RACSAETAl) BRGUTAR  ert
interaCy with %he 120BGCking diBabiag. Bo:sbhmtdiﬁtpc may be Jmthe, folvb dfih diakygue screen

Pas Pral o REXX,. Vi s Basj n
for o{gfipyr A Y7 Qe ithest et oo i oBY Okt Moy, (ouch spieBfdhey B, voice
readef %ﬁ:%sr@édgnfzeﬁfclle@og%'elﬁgﬂeén YR ok, hﬁséHeb'l%dxoﬂ)%gErswﬁﬂcH% Sushbutton
progranmm ng | anguage be utili zed in conjunction wit
or any h%leb@@n@t Yrallotvs rivserdp secsiviedniprmationoigsatlingibe operation of the
procefsg?rf‘% E:I%He %sa%?%ﬂ)% SSF%aFXet%l %?r[lct?onﬁecesSér%ofde%&glj’ogggsqng%achme

fzed as is

with i@lﬁ&hfaﬁbﬂl eAcé&@ng@l]heﬂs&Qntetfﬁ&: isnay devdtd maﬁplﬁﬂﬂégborﬁmhﬁlcatlon
used in the practice of the invention may utili ze anﬁ1
e

betwess mptsesaidarPreseseng Paskingn The everomlien provadeddni thanfer &e
s .
proceggﬂf Hl%clﬂgec‘ hrr@l%l_]ur 4 fe? fift %c'e%har‘&gyher F)Lfl a%gl;llﬁgagﬁ, 4 Qlection of
data, dlemn)epdithei it nigr ax&mple abI e decryption nodule, for
exanpl e. [000122] As descri bed above, the invention

[000128Y Ak Wisshisséd aborkya dRr Ritdrade @dutilized B tHeQsrotedbingd machine that

performs a set of instructions such that the processing machine processes data for a user. The

user interface is typically used by the processing machine for interacting with a user either to
convey information or receive information from the user. However, it should be appreciated that
in accordance with some embodiments of the system and method of the invention, it is not

necessary that a human user actually interact with a user interface used by the processing
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processi ng machi ne, including a conputer or conputer
system for exanple, that includes at |east one
woreews/$4501t is to be appreciated that the set BET/US2004/030265
instructions, i.e., the software for exanple, that
enabl es - the conputer operating systemto performthe
oper ati ons descri bed above may be contai ned on any of

A RG50S} B 2 RSB e e

might iSradidlel, @BAveY @dtredi weOinfoemaaos, avittesholtier price@ingdmidhile:, rather than
variety of nedia or nedium _ That is, the particul ar
a humpadiserim Ageodingly rbe pihebPipCesingtieachinsgeiehi brychesrskarized as a user.
Furthgrt ;itI i Ecﬁﬂfgfl atedl I?l?eltq utsQ%{n%ﬁiacé)lﬁtiﬁz{éﬁ &r{ Hl%tskfﬁgr?l a%'f] %e?ﬁodt J}'ethe invention
ata use n the invention nay take on”any of a
may ivigetace pyrtiafly plitisinothbr frocessing mdchieipasessngs mheHines, while also
) exanple. Elustratively, the mediummay be in the form
interagfing, By tplly WER@MUMAENSHar enci es, a conpact di sk, a DVD
an inteHrated.circuit, a hard disk, a floppy disk, an
[0001261 i Eavill dp seadils undespiepd by thyse persorryilled imdid arbthpirtion pregent
. 3 I . . C | .
invenffplti upétoltbledo bt ARYE, ar appllion MY U hlopHTs gng aaaptations of
the presean fivestionostheraBanhbie laseia dysdibbé,ras el a4 oy ek, Mbdifications

data that nmay be read by the processors of the
and equyalpptasRnegrarts 2491l begpparent franp ar yeasamably spegasiagiiydle present
. . . : ¢ :
e e i er W Bt PRLOBIR s fodhc o scope of the
invenibh.ow t he nenory to hold instructions, data, or other

information, as is desired. Thus, the nenory m ght be
[000127] t Wahile cienfordgongdHiaRs ent dedegibels elgingplary RenbdaindddeSe this
. m ght. use any desjred_arrangenent of files such as a_
inventipiyit isito pe léque%%@ﬂtgﬁrt the invgntien igmphlimjted) ko the geustruction disclosed

. r , . .
hereif TR 2t BE SERBMEA fr o B e AT BEARA Hom the spv
or essemiad mftalwss. may be utilized to allow a user to

interface with the processi ng nmachi ne or machi nes that

are used to inplenment the invention. As used herein, a

user interface includes any hardware, software, or

conbi nati on of hardware and software used by the

processi ng machine that allows a user to interact with

t he processing machine. A user interface nay be in the

formof a dial ogue screen for exanple. A user

interface may al so include any of a nouse, touch

screen, keyboard, voice reader, voice recogni zer,

di al ogue screen, nmenu box, |ist, checkbox, toggle

swi tch, a pushbutton or any other device that allows a

user to receive informati on regardi ng the operation of

the processing machine as it processes a set of

i nstructions and/or provide the processi ng machi ne

with information. Accordingly, the user interface is

any device that provides conmuni cati on between a user

and a processing machine. The information provided by

the user to the
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processi ng machi ne through the user interface may be
in the formof a command, a selection of data, or sone
w@rwsn3dsnput , for exanple. [000125] As di scusseOI/abmmw€030265
a user interface is utilized by the processing machine
that perfornms a set of instructions such that the
processi ng machi ne processes data for a user. The user
interface is typically used by the processing nmachi ne
CLA interacting with a user either to convey
ormati on or receive information fromthe user.
However, it should be appreciated that in accordance
What\d ¢lhingdrie enbodi nents of the system and net hod of the
invention, it is not necessary that a hunman user

act ual | interact with a user ..nterface used by the .
1. Angyserdated method| ol prodising e cHESded JIBAET o 0S¢0, ipentipgiia printed
Vers1&1fotaQﬁ§l|teﬁ‘H6é3lnﬁJiﬁtthé hrieaeompak@Ef ace of the invention
m ght Interact, i.e., convey and receive information,

vmeslhblaﬂhmgwé rleapfr (U@ehgtlﬁ@ antledmtigeionrigragesr t han a human

éecfh"é‘il%% q%q,s 2% sér—g@%ll}gae Pl%’ogﬂ{rg&%?zﬁﬁét&g Uach| ne m ght

C @Bfepiiiliat £dedshée nUSEF-supplied él&ﬁ)ﬁmgtpal‘dlﬁﬁﬁd: in the
system and net hod of the invention gﬁlnteract .
papteblighing ausheneadngPprasrst ssSPAYdingRe afdeast one user-supplied

proces %h%bgiéﬁlj @g@&% g@%gﬁ 1@{15% Bné RLENaE! trs{égglee%wﬁhg Yarameter,
under stigofirsbencoding ayaatesasst @kng usableitoetdode an¢ ot mate of the at least

t he prese iLnvention i.s susceptible to broad utility
and apﬁP?g]&ltFZ@ﬁam&?E AR FHSTE i and adapt ati ons of

t I@ﬁccﬂﬁ%ﬁ@r{g A BI’ et %&aneﬁﬁkﬁﬁzéd%%?enﬂ@iﬂ%hrima%e using the first
descri bed, as well as many variations, nodificatfions

and eq l@mmllmaramtalr@e treprodycevd fiinal bECOdpﬁb anaget from or
reasonably suggested by the present invention and

e L P S P

Wehdbeddihg tHedigendoged iﬂlag@tlﬁtattﬁesdlgna dbesmentbes
exenpl ary enbodi nents of this invention, it is to be

understood that the invention js not IJn1ted to the
3. AngHempisd mediwdhaceuriingda chup i tHrthertO@MPESS: i on can be
' ' Gk pg
£ PRAhEtheldleibh BECunRAEGih e 100 FRcdtel Mo GRRANLA e,
is clained is: 1. An automated net hod of producing an
4. Areagodedd medgnd a‘cmrdunseto chimadtwiesnein dlaet atrifgasaormusnt-eltpphed encoding

versian %I tal docunent P {1 co ng.:
parameter inc udes ond or more encoding parameters 16m A et Consiseng of ding angle

relative to a first reference frame associated with the digital document, an authentication image
angle relative to a second reference frame associated with the digital document, an authentication

image repetition frequency and a rasterization frequency.

5. An automated method according to claim 1 wherein the action of establishing at least one

digitized authentication image includes receiving authentication indicia.
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establishing at |east one digitized authentication

i mge; receiving at | east one user-supplied encoding
w@ananetser ; determ ning at | east one non- user - BUPPE10841030265

encodi ng paraneter; establishing a first encoding

paranmeter set including the at |east one user-supplied

encodi ng paraneter and the at |east one

. user - suppl | ed encog . -
6. AnghiRd Pl FyFRE Hol SR RRRE et bBe bl Tine gy oot one

digitiZ¥8rethehtidafien ahadecffherdndudisgi ti zed aut henti cation
i mge; and encodi ng one or nore of the at |east one

ddgfermizing whathes thg Auhengratiopdpdiciadnelydesiflate inagion-image format;

en r . . |, - . .
TR0 BRI BB loal BeROURRIA WARICRIFAAT : includes data
f ur t hein £aompimsdefgrmadbeadidinggutindath imea khn anegedernatrfagimcorporation
into the digital docunent. 3. An automated net hod
accor ditg thegt dqagh %eéhglwqdﬁé‘?he&%%ﬂnépﬁé?- printing the
digital document with the final encoded i mage enbedded
7. AntJMeddABd thdﬁ‘rbc?diﬁi‘ﬁ?@& Bdi 8 teeiR GERAG Mot &HRé Mitfentication
ereln the at [ east one user-supplied encodi ng
indicip snsaesupplicd altbetgisationsindiciaror e encodi ng paraneters
froma set consisting of a decoding angle relative to

a first,.reference. fr assoGi at.ed with t I i ST
5. ArpiomiRng el R PRI TS e bt eafied hPhégaon indica
compS &R A6é-degined eree frame associated with the digital

docunent, an authentication inmage repetition frequency

and a rasterizatign frequency. 5. An automated metﬂod
9. Angggsniphgethodarenring QpkdiPrvherdn gklepd s figst portion of the
i - | A& el f th

st b D o of e
autherfiivation Diabixtis eke mehveet-appliedhiutiipntioatginaindack. wher ei n t he

action of establishing at |east one digitized

aut henti catjon i mage further includes determ ni. o
10. Agafigned Reh erERERe i O | MU B et BYeUE i pogpentication
image1ABulSBOErsf AltheHkicatiRSIBABS hi®a &oad ethertBaied ir@d(}etaha'the action of

the user-supplied authentication indicia includes data
encoding iacludes i mage format, rendering such data into an

B C A T e L

apfieing@ steondlentdded gy wsing it st@ddtantheptication imade; thd
authentication indicia iIs user-supplied authentjcation
i BEduriag the final encoded image by combining the first and second encoded 1mages.

11. An automated method according to claim 10 wherein the first authentication image is based
on user-supplied indicia and the second authentication image is based on non-user-supplied

indicia.

12. An automated method according to claim 10 further comprising:
establishing a second encoding parameter set including only non-user-supplied encoding

parameters, and
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8. An automated nethod according to claim7 wherein

the user-supplied authentication indicia conprises
was®sossti ned text. 9. An automat ed nmet hod accRCTUSZP04/@30265

claim5 wherein at least a first portion of the

authentication indicia is user-supplied authentication

i ndicia and a second porti on of the authentication

i ndi cia are non-user.- Sg—ﬁ&;' ed aut henticatjon indicia.
1@herpt the fisvariaantRstipg doFfcded nang fhgif %Fﬁtf%fg% pframeter set
the at,|@as %ec%ﬂ? Qﬁidaﬁ&gnﬁ‘ég%h?@ﬁdoﬁ@d L&A e Ro {HEREENd encodmg

i ncludes a first authentication I mage and a second

aut henparamtteoseti mage and the action of encoding
i ncl udes producing a first encoded image using the

first authenticati oducj n econd eng
13. AppeEa Mo stoniinls QoL RhRErhad: Raf 568 kA Wintication
1mage?ﬁ8ﬁ1&é%'arfﬁstt fencntiblonsnaesiatd 4 sRefd Qﬁhﬁﬁi@@ﬂuﬁﬁ i gb lAgd the action of
Irst and second encoded i mages. . aut omat ed net hod

mnmdggomﬂd&ﬁg to claimwherein the first aut henti cation

ﬁ(hllpg g%atsr@g enqo&é%?r{lig%%g%rhﬁgaﬁf UL %rgcgra{h%uthg ﬁrs? gl‘fd) Aond

ind|C|guhégwaﬁm1@mg@yated nmet hod according to claim 10
further conprising: establishing a second encoding
paranet er set including only non-user-sup

14. Agmuiomains pethadraecording khelaigsivhwperein the St .allghpntlcatlon image is based
on usef: %hg@feh'lﬁcﬂ&a%d i PREorBa ﬁﬁﬁﬁ)nliﬁia istHaSed & Sdn-user-supplied
aranmeter set an e secohd authentication
indicid.mage is encoded usi ng the second encodi ng paraneter
set. 13. An autonmated method according to claim1

wher ei n e.a Iea ne di gl ed aut hentication
15. AP e PRl assor g PO ath Eh S s bl e ana a
S egMIRhRYaNeRdldcakbAng bAmAReA B ihdiediAg bhi§hoatusengpgliédencoding

i ncl udes "produci ng the final encoded inmage by
si nul t parewetsrsy aehcodi ng the first and second

wherefeg Pl iR PR infoogeRoPHE AT S TR et s ond e
secondl BREEnticatiGaERbeGlentddéd Gdippihe 8econd @hcodingpatambier se.cond

authentication i mage i s based on non-user-supplied

I ndi
16. An automated method according to claim 1 further comprising

establishing a second encoding parameter set including only non-user-supplied encoding
parameters, and
wherein the action of encoding includes:
producing a first encoded image from a single authentication image selected from the at
least one authentication image using the first encoding parameter set;
producing a second encoded image from the single authentication image using the
second encoding parameter set; and

producing the final encoded image by combining the first and second encoded images.

17. An automated method according to claim 1 further comprising
establishing a second encoding parameter set including only non-user-supplied encoding

parameters, and
36



15. An automated nmethod according to claimfurther
conprising: establishing a second encodi ng paraneter
W@ edaosiosusbudi ng only non-user-supplied encodi ngPCT/US2004/030265

paraneters, and wherein the first authentication inage

i s encoded using the first encodi ng paraneter set and

the second authentication imge is encoded using the

second. en odln er set. 16. An automated nethod
wherefy BP@Fﬁﬁ’eﬁc%ﬁ%§ ﬁﬂpérther conpri sing establishing a

S Bfoaiéin g BeFeHaNendodE @ TR C%%fdn‘éemy frogl 4/6lhg1g amhetication i 1mage selected

non-user-suppl i ed encodi ng paraneters, and wherein th

act i onfrof theatddash gn¢ m&hm@éuomedhﬁ Girsh engqding %@B%Fé’dset being

| R2, LA forl £ pRLRRSE e A S Sh A doficURoding

t he at

encodi ﬁaﬁ%ﬁﬁ@b@fng&@éd topfonm ucsemd@omaffdh@ﬁm @acbded image.
i mage fromthe single authentication image using the
second encodlng paraneter S

d_prod :
18. Asrutomsied melged BSFOEbRBIHTIAY F ety %@rag'ﬁ%lc%t&g@m&mg & encoding

ges. 17. An automated nethod according to
pMM%fég?%ne?% #Idl;é?t her conprising establishing a second

ereeivinyghpatrlazst bee usesuppied gdcaigngpdrgmeter from a user via a user
non- user - suppl i ed encodi ng paraneters, and 36wherein

t he acfr}%}'?f‘ gf encodi ng i ncludes: producing the final
encoded inmage directly froma single authentication

19. AnREnA&] R6thed atdoddiht Reclatm | edrfcipAion Wl Bsablishatg Mrencoding
i mge, the first encoding parameter set being used to
paranfemaﬁ:tan(ﬂud@t portion of the final encoded i nage and

%’Bﬁ %g%gggnﬁ%gw%ﬁ@ﬁ?‘%nal ﬁfhstﬁﬁ bei ng used to forma

encoded i mge. 18. An
a@ﬁt%‘[ﬁh aRdakiashe A€ der Aildugt dre mhaisan-dupphiet piramtieeusing the
action of establishing an encodi ng paraneter set
i ncl udéecumneag BIogessIg WEUEPaNeast one user - suppl i ed

encodi ng paraneter froma user via a user interface.

20. A%%utcﬁﬂat@t%‘&@fﬁ%& %900?@15% lc1ams 96 nbgdit Be Gbairient gh@h@incircumstance
action of establishinhg an encoding paraneter set
is onel of @l dodement processing time, a document processing date, a processing machine

identifier and an operator identifier.

21. An automated method according to claim 20 wherein the action of identifying a document
generation circumstance includes:
receiving data associated with the document generation circumstance from an

authentication control device.

22. An automated method according to claim 20 wherein the document processing circumstance
is associated with a processing of the digital document on a user data processor and wherein the
action of identifying a document generation circumstance includes:

obtaining data associated with the processing of the digital document from the user data

processor.
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identifying a docunent processing circunstance;
establishing at | east one of the at |east one
wWoews0380t suppl i ed paraneter using the docunmenPCT/US2004/030265

processing circunstance. 20. An autonated nethod

according to claimwherein the docunent generation

circunstance is one of a docunent processing tine, a
23, A QURERoERe G SRRSO BF ZhBRERR BF Dald psbgfited with the processing
of the AWi QMBS &M IRRA &AL pRcBBide®néBhMEAGnfoRRA®IN t he

action of 1dentifying a docunent generation

ci rcunst ance i ncludes: receiving data associated with )
24. Anhetogeteshmethod eensrding nclain 22 wherwinctbe tagmsspgiated with the processing

ofthe BT pong b AT B AR o 8 R BB CC oo g

circunstance is associated with a processing of the
25. Adiag@idn@dtediDethoR Atcodding taideim D@ tvaereirnihe dscumean gendraticn circumstance
) the action of identifying a document generation, )
includis A sidye aBlierssarARS VB (i m%dng%g% ap pheisin the ation of
ideniiyf PAOGEER BiboRyiry fofindahd® indRRy T arbiiRg e AR dontiir.
claim 22 wherein the data associated with the
26. Aprantassedugethbd nberding ta elhing 3% wirersin tha ehigye idegtifier is a randomly
rocessi ng environnent information. 24. An autonated
ddbnﬁ@?ﬁ&%u%ccording to claim?22 wherein the data
associated with the processing of the digital docunent
27. Annftd#HRsd SeihogAtcdrd@ike b E1aRIRS htebiint ahiqe ddenEifier is Asystematically
An aut omat ed net hod according to claim20 wherein the
compefed ypEAt generation circunstance includes a uni que
identifier associable with the printed docunent, and
28. AfGdhdled &@th%ﬁ%b&?diﬂ% t A6 ;lfv%ief@n thedRAHTB stablishing at least one
processing circunstance 1 ncludes determ ning the
digitizediagtheniichtionh ihagerinclafes: An aut omat ed et hod accor di ng
[ wherein the unique identifier is a

to . claim?2
r &}?68%1“95 %lg?%ﬁmﬁnﬁgliﬂ’c?ﬁﬁ}n@ec.m StABEP: aut omat ed met hod
AQERFHinE - bRbPphod WhBERICRi SR $Hikd: thel 86&irhér® brdcBssing

a systenmatically conputed value. 28. An autonated
met hod cacwostaticagantdo ¢l ai m 1 wherein the action of

F%@gqr%{ﬁg&g% a%)n—{lseé?-ss,ltlppq{]eg alq{h%ttiéa igrq ina(ﬁ'éilg &b 'aﬁ%%t Bhe of the at least

one digitized authentication image.

29. An automated method according to claim 28 wherein the document generation circumstance
is one of a document processing time, a document processing date, a processing machine

identifier and an operator identifier.

30. An automated method according to claim 28 wherein the action of identifying a document
generation circumstance includes:
receiving data associated with the document generation circumstance from an

authentication control device.
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identifying a docunent processing circunstance;

determ ni ng non-user-supplied authentication indicia
wWa@g008g345he docunment processi ng circunstance; aPdI/US2004/030265

i ncorporating the non-user-supplied authentication

indicia into at | east one of the at |east one

digitized authentication i mage. 29. An autonated

SR PR —
is assR{PAEERRM FPrdcdefing &F tHOGLERIMocRORETSA fkdr 8@k §rocessor and wherein the

processing machine identifier and an operator
actioniod edentifyiieg a dG@umenh generdivatcaiqumsanesdnelsdes di ng to clai m

SrU i L B BB o e e

associ ﬁb@@gsw,t h the docunent generation circunstance
from an authentication control device. 3831. An
aut omat ed net hod according to claim?28 wherejn

. ! t h, .
32. Ageeiomatnd BeiBed aeioRgng (o deifs? bweereinghs daapsectatpd il thg processing
' el : dat a
o e SIEATH P 5, bl B ipRHTEBLR AN iiflc
docunment generation circunstance includes: obtaining '
33. Adat@nassnethbé decosirding tchadaipr dk wheieinthe flata ssodiatgidt with the processing

d t f t dat 32.
of the 4 BT PSS CRTGI RG FTLPG RIS e dat o

associated with the processing of the digital docunent

34, AhRGloAES] Hethad BEQREEAS td\daieY8 (vasRBIthe dBE RN gbiRatichdircumstance
An aut omat ed net hod according to claimwherein the

includdaie anigus slehtifierchsedciable Wish frequingesd dsuprent ped whefieinghe action of
e TR S0 L R IR AL g i

28 wherein the docunent generation circunstance

35. Annatosttesl method gqewordide rd ¢1hine34 svhawein thbueique identifier is a randomly
printed docunent, and wherein the action of

determigech¥3l¥§i ng a document processing circunst ance
i ncl udes determ ning the unique identifier. 35. An

36. ARULRIREEOMEBHE QL RAERL EH1REh 8P whbRiNha AniyRE iRNnAfiEME a systematically
unique identifier is a randonmly determ ned val ue. 36.

compwied saltemat ed net hod according to claim34 wherein the
unique identifier is a systematically conputed val ue.

37. An automated method according to claim 1 wherein three or more authentication images are

encoded to produce the final encoded image

38. An automated method of producing an encoded image for use in authenticating a printed
version of a digital document, the method comprising:
establishing a first digitized authentication image based on first authentication indicia;
establishing a second digitized authentication image based on second authentication
indicia;

receiving at least one user-supplied encoding parameter;
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37. An automated nethod according to claim1 wherein

three or nore authentication i mages are encoded to
wee@dossot he final encoded i mage 38. An aut onmaPE&MUS2004/030265

nmet hod of produci ng an encoded i mage for use in

authenticating a printed version of a digital

docunent, the nethod conprising: establishing a first

di gi.tized authentj.cation jnnge ed.on, first .
SUNE RS 3 i e PornEPAreglel S FreLiathg A4 latppe vser-supplied

di gi tizpdayHheRididatht Gistieit@in DR deteNset B6i@R Gsable to encode the
authenticatron indicia; receiving at |east one

user - sfigspiitbehticaidendindgepar anet er; 39est abl i shing a

IR T —

encodi &igodak erS@ld bei ng usable to encode the

first authentication inmge; establishing a second . .
eprodutinga fiaplansedad image fir theifify and sqcepd puthepication images using
non- usgr. - [ : : .
R e R
aut hengdceaiblomn visrgash oixhafirst hed §dcosd awthehtEeianinages.
encodi ng paraneter sets, the final encoded inage being

decodabl e to view each of. the first and. second

39. AguieriedIas e accRiag o Jgm %ﬁugfﬁ}?ro%rgb*l%t hod
a ' | lcBacd ifdabt s e iRl abAfnengnbeddi ng t he
f%ﬁgﬁggﬁggggggfﬁgg% fntg t he d?%?tal doéﬁnent. 40. An
aut omat ed net hod according to claim 39 further

40. Agempmagidgethpd hevording tohdaidi 3 fusthegesprsig: wi t h t he

e e R s R R L R

user-suppl i ed encodi ng paraneter includes one or nore
41. AenRGR#iRg Rehadetceiding todhit 32whaoinsths hi Iogst ofie aser-supplied encoding

decoding angle relative to a first reference frtan(tf .
paramgist HeludE L AN/ PR ACTCIECEAIRE PARMEISE HIR f Setgonsisting of a decoding angle

relativd Lﬂé henk 'r&@#eh%‘frhﬂ@ g?so@ﬁ@dﬁwiﬁ?ﬂh@ﬁi%ﬁl dQupheRf @R RHthentication image
reference frane associated wth the digital docunent,
angle setativetid @ sédond treforencafigme nespeipietlivdth the digi@hdgcumedt, an authentication
. rasterization frequency. .42. An autonated net hod
imageeRasiign E@qi‘edw& 123 gnr%sger HLAFAUSECY- east a portion of
the first authentication indicia is user-supplied
42. AQULRRRkdCAbthed aéc_%?diﬁ%% cl4ig) 38Nhérdinaiidaeth pEtibRAS the first

according to claim wherein the user-supplied
autheigatiemindicia is gger-supplied authentication indicia.

43. An automated method according to claim 40 wherein the user-supplied authentication

indicia comprises user-defined text.

44. An automated method according to claim 38 wherein at least a portion of the second

authentication indicia is non-user-supplied authentication indicia.

45. An automated method according to claim 38 wherein the action of producing a final encoded

image includes
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i ndicia conprises user-defined text. 44. An autonmated

nmet hod according to claim38 wherein at |east a
w@esioasonf the second authentication indicia PGI/US2004/030265

non- user - supplied authentication indicia. 45. An

aut omat ed net hod according to claim38 wherein the

action of producing a final encoded inage includes

40encodi ng.the first.authenti.cation jm usin

gt sl e BGRB8 sl FROGinl bpiiheldtSe to produce
encodeglfijiBgRde et Ng the second authentication

i mage using the second encodi ng paranmeter set to

persdding the sseemhaliteenticafean impggasing e seerdasicading parameter set to

final encoded i nmage Lhing the first and second
encodelf° %%gaes PO%g?nC%ed;%%an%ngd nmet hod according to
Chratiieing thatfRiabéntoibeintepleibytonibipn®thedirngind sédondlencoded images.
encoded i mage i ncl udes sinultaneously encoding the

first and second authenti.cation inages usi the firgst
46. AR SUIOTBIEC B BRSO r ANEN 4 VEED e apfoBk Rl Eodiiing a final encoded
fld@des€nNcoded image. 47. An automated nethod according

to claim38 wherein action of establishing a second
esiomitamgupgreacetiey the dirsti and serdad authcetiviatiby imggea using the first and

docunent ocegsing circunstance; establjshing, .at

onst " BrahbcORBe G oD e preos D Hoe] SEpdHsee.

parameter using the docunment processing circumstance.
47. AGutofhitUhiBd sstofBhy aFc1AGEIE Ghargint Rti6h af sot#blishingagksond

t he docunent generation circunstance is one of a
encodihgpamemtersebiselddeésnng ti me, a docunent processing date,

a. Processi machi [ ILEi nd an operator
i ’d%ﬂ'il Vet (.El&lfgl.eng%rgg%stg %%’g{ré'ynr%?%bd according to claim
Adst¥hIRhink At lehg one bf e a0 leabtdmB nohykergsupplialpamneéter using the
generation circunstance includes: receiving data
associ 8e@Enef PIRCEHBEEHEUMEARCCyener at i on ci r cunmst ance
froman authentication control device. 50. An

48. Ag Y QIR &CmERbA chc.oﬁﬁﬁ% fAiiieh 4PwhbRinthé doMgdn® bbndritfon circumstance

ocunent processing circunstance is associated with a
is onef adeswneny pofcessiveg tiingi a ddcunientpreesssiog dateud proceksing machine

., _..processor oy g
1dentlger anﬁ an operator identifier.

image

49. An automated method according to claim 47 wherein the action of identifying a document

generation circumstance includes:

receiving data associated with the document generation circumstance from an

authentication control device.

50. An automated method according to claim 47 wherein the document processing circumstance
is associated with a processing of the digital document on a user data processor
and wherein the action of identifying a document generation circumstance

includes:

obtaining data associated with the processing of the digital document from the user data

Processor.
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and wherein the action of identifying a docunent

generation circunstance includes: obtaining data
waz®sns#aved with the processing of the digital PADUS2BH030265

fromthe user data processor. 4151. An aut omated

met hod according to claimb50 wherein the data

associated with the processing of the digital docunent

i ncl udes, dat a, processjng .environnment i.nformatiaqn...52. .
1. ARRURTEAHP BRI BT HavBO R e HRaa Rl i fig processing
of the AfHfil dsaRfehPneRa¥d ddta %ﬂb@eé@fn@%ﬁ$ﬁbﬂﬁerﬁﬁn%ﬁﬁatﬂjng| tal

docunent includes content taken fromthe digital

docunent. 53. An automated nethod according to claim .
52. Anputgmestesi methpd achording int ClgiEhd whersin the detasgtogiged with the processing

ot PSRt TR SRR By

identifying a docunent processing circunstance
53. Annatosdes dehed addoidigg thdaiund Hiwherethethe dbéuanent Sdnerdiion circumstance
) aut omat ed net hod according to, cl ai m53 wherejn tq% )
includgsp ypigue ientilier 3é$°¢ia§leaw}t%ﬂ}?&ﬁ“9ﬁ BRGRE éla& Wh?liﬁgl. g getion of
o . Lai EaLn bR
identi Y b R e A R0 LR D Bl i
56. An aut omated nethod according to claim 38 wherein
54. Anhetacttédmethbd estoatding thélaign 33 whersinthe ngique rdsgtifier is a randomly
aut@egtication i mge includes: identifying a docunent
determingd ¥lW9-ng cir cumst ance; det ermi ni ng non- user - suppl i ed
aut henti cation indicia using the docunent processing
55. AdlafoaimdEmedod adrding & 10inas3 Welelirths anique éfentifigyik hggstematically
aut hentication indicia into the second authentication
compytedivalba. 57. An automated nethod according to claim 56
wherei n the docunent generation circunstance is one of
56. Ag a?tﬁﬁ%@d e b 9&%§diﬁ%t 4198 3@WHEG BB hettirPSe3@blhing a second
ate, a processing nachine identifier and an operator
digitiZed enthiehtieation bBageAncladdsomat ed met hod according to claim
56 wherein_the action of identifying a docunent

gsaibingh dRUmERHRPSHE RS CHETHHELCS:  ecei vi ng dat a

?ggﬁﬁigglﬁ%ﬂ%&-%9119@&141@%@%%&@1& WRihChe QUM pRocessing

circumstance; and

incorporating the non-user-supplied authentication indicia into the second authentication

indicia.

57. An automated method according to claim 56 wherein the document generation circuamstance
is one of a document processing time, a document processing date, a processing machine

identifier and an operator identifier.

58. An automated method according to claim 56 wherein the action of identifying a document
generation circumstance includes:
receiving data associated with the document generation circumstance from an

authentication control device.
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aut henti cation control device. 4259. An automated

nmet hod according to claimb56 wherein the docunent
wWEe@se3sHINg circunstance i s associ ated with a PCT/US2004/030265

processing of the digital docunent on a user data

processor and wherein the action of identifying a

docunent generation circunstance includes: obtaining

50, ASohENEREE P B S 0 PR BhIRP ackffefl Phdlcg crcumstnce
is assGRAOARAEB A PrEdats 8Eme UehifAldédanthnabira B\ WAL Rbdesédi@nd wherein the
dat a associated with the processing of the digital

actiondefddensifying aclogereent ganeiatitoiEsgisHgcegludgsinent
 BAATBL o B TR T R AL o o st

pr oces?}(mgss@f, the digital docunment includes content

taken fromthe digital docunment. 62. An automated

nmet hod according to claim 56 wherein the docunent., )
60. Ageyeragtedimetiol ageridiag declaim S% derein E’Fridgﬁ‘eas?%éﬁ’ﬁ Wit the processing

i Hi.n? ' | ﬁgﬁ% Bibnt idfAmdAGT €1 n the

Ofthegﬁgi?dgrd}eo ?ngg‘%ﬁ‘%gﬁﬁgﬁg&g%g“ nt pr orcl:elssi ng '

ci rcunstance includes determ ning the unique _ '
61. Anchemdrdtedmeth®d acondiagt@ohaine 89 mietednl theciatirassovdptedwith dienprocessing

62 .wWh [ h [ ' tifi is . doni
o e At S S Pl R 1 g 1
claim 62 wherein the unique identifier is a

62. ASYak@Rmtd SRtHod a6EFBinE &6lclih 56 whefein e dabiimienttigeerbliéh circumstance
rinted docunent conprising: a base nenber havin

1 OC UIT ) : 2 g at |
includes agmiayg édeptifigr apspeabie wntaége; printeq foguapeni; apd whgredy th action of
identf}ifle b S B PRsole s Bl PG s Ak B i AR dentificr.

the printed version of the digital docunent, the
63. Amnmodnated methedheacdrdigg ¢b ellaae 62 milstdin thedmiqueedentifiomsatrandomly
| east one authentication inmage, at |east one
detenagiea-vgl&&m i ed encodi ng paraneter and at | east one
non-user - suppl i ed encodi ng paraneter, the encoded

64. AnRESnAEI RBHIE GEERBIE td BlaMh W wHaRiRthel R afik i@Rifier is a systematically
aut henti cation i mage. 4366. An automated system for

compirigd yelyer at i ng encoded i mages into a digital docunent,
the system conpri sing:

65. An authenticable printed document comprising:

a base member having at least one printable surface;

a printed version of a digital document printed on one of the at least one printable
surface; and

an encoded image embedded in the printed version of the digital document, the encoded
image having characteristics derived from at least one authentication image, at
least one user-supplied encoding parameter and at least one non-user-supplied
encoding parameter, the encoded image being decodable to view the at least one

authentication image.
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a user interface; a printer; a data processor in
comruni cation with the user interface and the printer,
w0 b@sdatsen pr ocessor i ncludi ng an aut henti cat i oOPCT/I82pe4/030265
nodul e adapted to produce digitized authentication
i mages from user-supplied and non-user-supplied
aut hentication indicia; an encodi ng paraneter nodul e
g v ) Co .
66. GEARD Bl SR Rl AL BRGLEE RERECHIOF ABASPILELRS. thesystem
compaisiagbl e the user-supplied and non-user-supplied
encodi ng paraneters into encodi ng paraneter sets for
uSISPNIEREER ng di gitized aut hentication i nmages; an
encofiig nodul e adapted to construct encoded inmages
usi‘ng the encoding paranmeter sets and the digitized
aut daenprocatordn commayaiatiom oitanhendse thdérfage andl theepratkapthe data
for i ncorcpor atqi&ﬂug,t he encoded inmage into the digital
docunemEocedsPr EHdiRg onat ed system according to claim
66 whergiafiehe 48 imhgd BbIAE Sddpteddt BRbRLe fifitifeBCHINkhAGtion
at | east one of user-supplied authentication indicia
and user - supphgesdrasmusatisnpplidraadworuser-a@pligihauthentication indicia;

aut omat ed syst em accor di t laim66 further . .

conpr 1 SO BEAER Podtie bbbk aingied encoding
comuni cat i Garatiekdis, iddRrildiehopliReLSHPlied &Bding parameters, and

aut henti cation control device being adapted to provide

dat a rel at i mgsemblethp psrresyippling andmenrmsensippliedencgdingiparameters
determ ning; -user - ] odi [ o
59, An aut op Sl BE BRI RO PR MR appentionion
t he aut hent iimagdspn control device is adapted to

control the use of authentication software by the data .
pr oces $8encofanmmodule adaniedio-qoasteeh preoded iingeh 44ing ¢he encoding

stored theregn ¢ 3Lk | NS {:] . :
est abl i shi ng) at Féggéjt%%%%ﬁ%?@z%ﬁ%ﬁ%ﬁﬁtlﬁggﬁ’%ﬁé

I mage; anendbedding naduleedspted fi ineporstingthe edcaglied ddageinto the
par anet er ;

digital document.

67. An automated system according to claim 66 wherein the user interface is adapted for
receiving at least one of user-supplied authentication indicia and user-supplied encoding

parameters.

68. An automated system according to claim 66 further comprising:
an authentication control device in communication with the data processor, the
authentication control device being adapted to provide data relating to a
processing circumstance for use in determining a non-user-supplied encoding

parameter.

69. An automated system according to claim 68 wherein the authentication control device is

adapted to control the use of authentication software by the data processor.
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determ ning at | east one non-user-supplied encoding
paraneter; establishing a first encodi ng paraneter set

w0 p@b0sdsng t he at | east one user-supplied encoPCTYS2004/030265
paranmeter and the at |east one non-user-supplied
encodi ng paraneter, the first encodi ng paraneter set
bei ng usabl e to encode one or nore of the at | east one

70. A tug%rgr%%&%ie{]r%‘r:]cﬁlgmtq} ﬁ% s(ltjglﬂg@ﬁie g ﬁj{ﬂﬁ Q«gca?a%?e {Etructions for:

lmshsh&igrtg léaeorel digitiz&hankdntigatiar iamge,er set to
produce a final encoded image, 71. A conputer-readable

né@nemm&@td@%sapwgu&ebsuﬂpélﬁérﬁwdmmqﬁ@netﬁrav| ng stored

t enbeddlng

| DTSSR R e b i gty, eroed!

A e@lﬂlilﬁxhhtg a ﬁﬁada:bﬂmgthmmeﬂmmmlgdmtgohe@t léafseommser-supphed
conput er - execut abl e ructions for: establishin

first &P@ﬁ NS RSk tﬁie at et operagsUtsasEeplise eppodipg parameter,
aut hen

ot o1 TAEfd Qbonlpal ot L ARSI 18R5A0 e or more of the at east
aut hentne digitomed iantdhegtiGtion émaéevhmg at | east one

use I|ed enc abllshln a firs .

o RS SN OF et PR G kA o g sing the firs
user- S%ﬁéﬁ&l&%‘pﬁﬂﬁ&@f Mt@ﬁbéﬁ@taeﬁnal bh®dbd ifihgeencodi ng

par anet er bei ng usable to encode the first

aut hentication image; establishing a second encoding
71. Ageorepnieraeadable medinmdiceeyding th elaim 6 Hurthas havias stoserhibpicen computer-
ter; and producing a final encoded
execu?%‘feﬁ%?&tﬁﬁ%ﬁd}efl rst and second authentication i nmages
u&nfmgdmhg tHel fiitl eradded Beapednionkodichg doanmemt er sets,
the final encoded i nage bei ng decodable to view each

of the fir and_second aut hentication i ma
72. AhmRnTe %&k@a}m@u Vi st ibgrery CP@Peﬁeap %@b{wm&m for:

h %chﬂ%hﬁ{god' ﬁgt & ?ﬁfz@@ Qutﬁ@rﬁﬁ'zlﬁ&{ RXREWashl & ﬁl‘@tse{lﬁﬂb‘hhbﬁﬂﬁl indicia;

for: enbedd he final encoded 1 mage into
|eg:ablmhmgom¢nmd digiazed authentication image based on second authentication

indicia;

receiving at least one user-supplied encoding parameter;

establishing a first encoding parameter set including the at least one user-supplied
encoding parameter, the first encoding parameter set being usable to encode the
first authentication image;

establishing a second encoding parameter set including at least one non-user-supplied
encoding parameter; and

producing a final encoded image from the first and second authentication images using
the first and second encoding parameter sets, the final encoded image being

decodable to view each of the first and second authentication images.

73. A computer-readable medium according to claim 69 further having stored thereon computer-
executable instructions for:

embedding the final encoded image into the digital document.
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