
HIGHLY SELECTIVE SEROTONIN AND NOREPINEPHRINE DUAL REUPTAKE INHIBITOR AND
USE THEREOF BACKGROUND OF THE INVENTION The market for neuroscience and
women's health drugs has been moving towards the use of dual serotonin and
norepinephrine reuptake inhibitors (SNRI) for first line treatment of
various indications, as evidenced by the recent development of SNRI' s such
as Venlafaxine and Duloxetine. This contrasts with the traditional use of
selective serotonin reuptake inhibitors (SSRI). Although the side-effect
profile of SSRI' s and SNRI' s are less severe as compared to older,
tricyclic antidepressants compounds, there are still some undesirable side
effects related to the selectivity or other neuronal receptor binding
(muscarinic, histamine and alpha-adrenergic, etc.) of these SSNFs and
SNRTs. Binding to these receptors can lead to side effects such as, dry
mouth, drowsiness, appetitite stimulation and some cardiovascular risks.
The higher norepinephrine (NE) activity of SNRI' s has also been implicated
in a number of side effects and therefore limits their application. For
example, the currently available SNRFs have limited application for the
treatment of irritable bowel syndrome (IBS) because of the constipation
side effect associated with higher NE activity. Another potential side
effect of SNRFs is that at higher dosages there is a modest increase in
diastolic blood pressure and this side effect is associated with higher NE
activity. Further, potential overdose situations have been associated with
excess adrenergic stimulation, seizures, arrhythmias, bradycardia,
hypertension, hypotension and death. What are needed are alternative
compositions for treating conditions associated with serotonin and
norepinephrine imbalances, by allowing serotonin and or norepinephrine
re-uptake inhibition for efficacy with lower post synaptic receptor binding
for reduced side-effects [(H. Hall, et al, Acta pharmacol et. toxicol.
1984, 54, 379-384)].SUMMARY OF THE INVENTION The present invention provides
a new class of compounds with dual serotonin and norepinephrine reuptake
inhibitor activity. Without wishing to be bound by theory, it is believed
that these compounds will exhibit the reduced side effects due to binding
with post synaptic neuronal receptors, for example histamine, muscarinic,
alpha-adrenergic, serotonin (various types), dopamine, opiate,
benzodiazepine, etc. This class of compounds is a more selective
dual-reuptake inhibitor that has a different ratio of
serotonin/norepinephrine reuptake inhibition activity than previous SNRTs.
In one aspect, the invention provides a compound of the structure: R2 = Cl,
F, Br, CH3, CF3, SCH3, NHCH3, NO2, CN, OH, OCi - C 6 alkyl, substituted OC1
. C6 alkyl or a prodrug or a pharmaceutically acceptable salt thereof. In
another aspect, the invention provides a pharmaceutical composition
comprising a compound of the invention and pharmaceutically acceptable
carrier. In still another aspect, the invention provides a method of using
the compound of the invention for treating major depressive disorder,
vasomotor symptoms, irritable bowel syndrome, premature ejaculation, pain
and urinary incontinence in a subject in need thereof. In a further
embodiment, the invention provides methods of preparing compounds of
formula A:where Y is C or a bond. or formula B: wherein X is C,N, or O; and
Y is a C or absent; when X is C; R2 is selected from H, halogen, CF3,
phenyl, SCH3, OH, NHCH3, OC1-C6 alkyl, and substituted OCr C6alkyl; and
when X is N, R2 is selected from H, phenyl or CF3. These methods, described
herein selectively provide compounds in the cisconfiguration. hi one
embodiment, the compound of the invention is in a configuration is greater
than 50% cis diastereomer. hi another embodiment, the compounds of the
invention are in a configuration which is greater than 95% cis
diastereomer. 



Still other aspects and advantages of the invention will be apparent from
the following detailed description. BRIEF DESCRIPTION OF THE DRAWINGS Fig.
1 provides an X-ray powder diffraction of l-[-2-dimethylamino-l-(4-
phenol)-ethyl-cis- 1,4-cyclohexandiol. Fig. 2 provides a chart of the
hygroscopicity profile of l-[-2-dimethylamino-l- (4-phenol)-ethyl-cis-
1,4-cyclohexandiol. Fig. 3 provides a chart of the DSC of
l-[-2-dimethylamino-l-(4-phenol)-ethylcis- 1,4-cyclohexandiol.Fig. 4
provides a chart of the pH - solubility profile of l-[-2-dimethylamino-l-
(4-phenol)-ethyl-cis-1,4-cyclohexandiol. Fig. 5 provides an X-ray powder
diffraction of 4-[2-dimethylamino-l-(cis-lhydroxy-
4-methoxy-cyclohexyl)-ethyl]-phenol. Fig. 6 provides a chart of the
hygroscopicity profile of 4-[2-dimethylamino-l-
(cis-1-hydroxy-4-methoxy-cyclohexyl)-ethyl]-phenol. Fig. 7 provides a chart
of the DSC of 4-[2-dimethylamino-l-(cis-l-hydroxy-4-
methoxy-cyclohexyl)-ethyl]-phenol. Fig. 8 provides a chart of the pH -
solubility profile of 4-[2-dimethylamino-l-
(cis-1-hydroxy-4-methoxy-cyclohexyl)-ethyl]-phenol. DETAILED DESCRIPTION OF
THE INVENTION The present invention provides a new class of compounds which
has the structure: R2 Cl, F, Br, CH3, CF3, SCH3, NHCH 3, NO2, CN, OH, OC1 .
C6 alkyl, substituted OC1 . C6 alkyl or a prodrug or a pharmaceutically
acceptable salt thereof. Advantageously, these compounds and formulations
of the invention reduce the undesirable side-effects associated with many
previously described SNRTs, including constipation, hypertension, and the
histamine-related side-effects. The compounds of the invention may contain
one or more asymmetric carbon atoms and some of the compounds may contain
one or more asymmetric (chiral) centers and may thus give rise to optical
isomers and diastereomers. While shownwithout respect to stereochemistry in
Formula (I), in one embodiment, carbon 1 is present as a chiral center.
However, this molecule can exist in a form of R and S isomers as well as
the racemic mixture. There are also two diastereomers. The two groups on
the cyclohexane ring could be in the cis or trans configuration, but
preferably in the cis configuration. For example, in one embodiment, the
compound of the invention is in a configuration is greater than 50% cis
diastereomer. In another embodiment, the compounds of the invention are in
a configuration which is greater than 95% cis diastereomer. Thus, the
invention includes such optical isomers and disastereomers; as well as the
racemic and resolved, enantiomerically pure stereoisomers; as well as other
mixtures of the R and S stereoisomers, and pharmaceutically acceptable
salts, hydrates, and prodrugs thereof. The term "alkyl" as a group or part
of a group, e.g. , alkoxy, is used herein to refer to both straight- and
branched-chain saturated aliphatic hydrocarbon groups, generally of 1, 2,
3, 4, 5, 6, 7 or 8 carbon atoms in length, unless otherwise specified. The
term "lower alkyl" is used to refer to alkyl chains of 1, 2, 3, or 4
carbons in length. The terms "substituted alkyl" refers to alkyl or lower
alkyl as just described having from one to three substituents selected from
the group including halogen, CN, OH, NO2, amino, aryl, heterocyclic,
substituted aryl, substituted heterocyclic, alkoxy, aryloxy, substituted
alkyloxy, alkylcarbonyl, alkylcarboxy, alkylamino, arylthio. These
substituents may be attached to any carbon of alkyl group provided that the
attachment constitutes a stable chemical moiety. The term "halogen" refers
to Cl, Br, F, or I. The term "aryl" as a group or part of a group, e.g.,
aryloxy, is used herein to refer to a carbocyclic aromatic system, e.g., of
6-20 carbon atoms, which maybe a single ring, or multiple rings fused or
linked together as such that at least one part of the fused or linked rings
forms the conjugated aromatic system. The aryl groups include, but are not
limited to, phenyl, naphthyl, biphenyl, anthryl, tetrahydronaphthyl, and
phenanthryl. 



The term "substituted aryl" refers to aryl as just defined having one, two,
three or four substituents from the group including halogen, CN, OH, NO2,
amino, alkyl,cycloalkyl, alkenyl, alkynyl, alkoxy, aryloxy, substituted
alkyloxy, alkylcarbonyl, alkylcarboxy, alkylamino, and arylthio. Alkenyl
and alkynyl groups may have for example 2-7 carbon atoms. Cycloalkyl groups
may have 3-8 carbon atoms. The term "heterocyclic" is used herein to
describe a stable 4-, 5-, 6- or 7- membered monocyclic or a stable
multicyclic heterocyclic ring which is saturated, partially unsaturated, or
unsaturated, and which consists of carbon atoms and from one to four
heteroatoms selected from the group including N, O, and S atoms. At least
one carbon atom may be C=O. The N and S atoms may be oxidized. The
heterocyclic ring also includes any multicyclic ring in which any of above
defined heterocyclic rings is fused to an aryl ring. A multicyclic ring may
be 2 or 3 monocyclic rings of 4- to 7-membered rings as described above.
The heterocyclic ring may be attached at any heteroatom or carbon atom
provided the resultant structure is chemically stable. Such heterocyclic
groups include, for example, tetrahydrofuran, piperidinyl, piperazinyl,
2-oxopiperidinyl, azepinyl, pyrrolidinyl, imidazolyl, pyridyl, pyrazinyl,
pyrimidinyl, pyridazinyl, oxazolyl, isoxazolyl, morpholinyl, indolyl,
quinolinyl, thienyl, furyl, benzofuranyl, benzothienyl, thiamorpholinyl,
thiamorpholinyl sulfoxide, and isoquinolinyl. The term "substituted
heterocyclic" is used herein to describe the heterocyclic just defined
having one to four substituents selected from the group which includes
halogen, CN, OH, NO2, amino, alkyl, substituted alkyl, cycloalkyl, alkenyl,
substituted alkenyl, alkynyl, alkoxy, aryloxy, substituted alkyloxy,
alkylcarbonyl, alkylcarboxy, alkylamino, or arylthio. The term "alkoxy" is
used herein to refer to the OR group, where R is alkyl or substituted
alkyl. The term "aryloxy" is used herein to refer to the OR group, where R
is aryl or substituted aryl. The term "alkylcarbonyl" is used herein to
refer to the RCO group, where R is alkyl or substituted alkyl. The term
"alkylcarboxy" is used herein to refer to the COOR group, where R is alkyl
or substituted alkyl. The term "aminoalkyl" refers to both secondary and
tertiary amines wherein the alkyl or substituted alkyl groups, containing
one to eight carbon atoms, which may be either same or different and the
point of attachment is on the nitrogen atom.The compounds of the present
invention can be used in the form of salts derived from pharmaceutically or
physiologically acceptable acids or bases. These salts include, but are not
limited to, the following salts with organic and inorganic acids such as
acetic, lactic, citric, tartaric, succinic, fumaric, maleic, malonic,
mandelic, mallic, hydrochloric, hydrobromic, phosphoric, nitric, sulfuric,
methanesulfonic, toluenesulfonic and similarly known acceptable acids, and
mixtures thereof. Other salts include salts with alkali metals or alkaline
earth metals, such as sodium (e.g., sodium hydroxide), potassium (e.g.,
potassium hydroxide), calcium or magnesium. These salts, as well as other
compounds of the invention may be in the form of esters, carbamates and
other conventional "pro-drug" forms, which, when administered in such form,
convert to the active moiety in vivo. In a currently preferred embodiment,
the prodrugs are esters. See, e.g., B. Testa and J . Caldwell, "Prodrugs
Revisited: The "Ad Hoc" Approach as a Complement to Ligand Design",
Medicinal Research Reviews, 16(3):233-241, ed., John Wiley & Sons (1996).
In one embodiment, the invention provides l-[2-dimethylamino-l-(4-
phenol)ethyl]-cz5 -1,4-cyclohexandiol, or a pharmaceutically acceptable
salt, or prodrug thereof. This compound is characterized by a formula
C16H25NO3 and a molecular weight of about 279.38. The free base of this
compound has the structure: In another embodiment, the invention provides
4-[2-Dimethylamino-l-(lhydroxy- 4-propoxy-cyclohexyl)-ethyl] -phenol. This
compound is characterized by a formula OfC17H27NO3 and a molecular weight
of 293.40. The free base of this compound has the
structure:4-t2-Dimethylamino-l-(l-hydroxy-4-methoxy-cyclohexyl)-ethyl]-phen
ol Other exemplary compounds of the invention include
4-[2-Dimethylamino-l-(4- ethoxy-l-hydroxy-cyclohexyl)-ethyl]-phenol, salts
and prodrugs thereof. The free base of this compound has the structure: 



442-Dimethylamino-1-(4-ethoxy-1-hydroxy<:yclohexyl)-ethyl]-phenol Still
another exemplary compounds of the invention is
4-[2-Dimethylamino-l-(lhydroxy- 4-isopropoxy-cyclohexyl)-ethyl]-phenol, and
salts and prodrugs thereof. The free base of this compound has the
structure:
4-[2-Dimethylamino-1-(1-hydroxy-4-propoxy-cyclohexyl)-ethyl]-phenol These
and the other compounds of the invention can be prepared following the
Schemes illustrated below.Synthesis The compounds of the present invention
can be prepared using the methods described below, together with synthetic
methods known in the synthetic organic arts or variations of these methods
by one skilled in the art. [See, generally, Comprehensive Organic
Synthesis, "Selectivity, Strategy & Efficiency in Modern Organic
Chemistry", ed., I. Fleming, Pergamon Press, New York (1991); Comprehensive
Organic Chemistry, "The Synthesis and Reactions of Organic Compounds", ed.
J.F. Stoddard, Pergamon Press, New York (1979)]. Suitable methods include,
but are not limited to, those outlined below. Scheme I provides one method
for the synthesis of certain compounds of the invention. A similar method
can be used for synthesis of the other derivatives of the invention using
different intermediates with the appropriate groups. These intermediates
are commercially available.R2, X and Y are as defined previously.
Alternative Synthesis In one embodiment, the invention provides a method of
preparing a compound of the structure A: where Y is C or a bond.or
structure B: wherein X is C, N, or O; and Y is a C or absent; when X is C;
R2 is selected from H, halogen, CF3, phenyl, SCH3, NHCH3, OCr C6 alkyl, and
substituted OCr C6alkyl; and when X is N, R2 is selected from H, phenyl or
CF3; This method involves the step of reacting a 2-(4-hydroxy-phenol)-
dimethylacetamide with a benzyl halide to afford a 2-(4-benzyloxy-phenyl)-
dimethylacetamide. The 2-(4-hydroxy-phenol)-dialkylacetamide may be in a
solution comprising dimethylformamide. Further, the solution can be treated
with potassium carbonate prior to reaction with the benzyl halide. To
obtain the compound of structure A, the resulting 2-(4-benzyloxy-phenyl)-
dimethylacetamide is subsequently reacted with a compound having the
structure: Y is C or a bond; in a solution with a suitable base to afford
the corresponding tertiary alcohol, ketal compound. Examples of suitable
bases include, e.g., lithium diisopropylamide and isopropyl magnesium
bromide. The solution {e.g., containing tetrahydrofuran (THF)) containing
the ketal is reacted with an acid {e.g., aqueous HCl) and quenched to
afford a ketone. The ketal hydrolysis reaction may be quenched with
potassium carbonate. The resulting product is typically then extracted,
concentrated, and crystallized from hot EtOAc/hexanes to afford the ketone.
The ketone is reduced to selectively afford the cis diol and the amide
utilizing a reducing agent selected from lithium aluminum hydride (LiAlH )
and borane, thereby providing the corresponding dialkyl amine. In order to
afford the compound of the structure A, the benzyl ether is hydrogenated to
remove the benzyl group. Of course, the benzyl ether may also beremoved by
additional methods available to one of ordinary skill such as other
reductive methods as well as acid cleavage with reagents such as HI, HBr,
TMSI, etc. To prepare the compound of structure B, the
2-(4-benzyloxy-phenyl)- dimethylacetamide is reacted with a compound having
the structure: wherein X is C, N, or O; and Y is a C or absent; when X is
C; R2 is selected from H, halogen, CF3, SCH3, NHCH3, OH, OC1-C6 alkyl,
phenyl, and substituted OC1- C6alkyl; when X is N, R2 is H, phenyl or CF3;
in a solution (e.g., containing THF) with a suitable base, such as
described above, hi one embodiment, this compound is selected from the
group consisting of pyran-4-one and phenyl-piperidine-4-one. The resulting
product is reduced (e.g., using LiAlH4) to provide the corresponding
dimethylamine and the benzyl ether is hydrogenated to remove the benzyl
group and afford a compound of structure B. The invention further provides
useful intermediates including, e.g., a 



compound having the structure: wherein R2, X and Y are as defined
previously; and a compound having the structure:wherein R2, X and Y are as
defined previously, and a compound having the structure, wherein Y is as
defined previously, and a compound having the structure, wherein Y is as
defined previously, and a compound having the structure, wherein Y is as
defined previously, and a compound having the structure, andwherein Y is as
defined previously. Advantageously, it has been found that the process is
highly selective for the cis-compounds, leading to a high yield and good
crystallinity. Without wishing to be bound by theory, it is believed that
the LAH reaction plays a significant role in this specificity. In one
embodiment, the method of synthesizing the compounds of the invention
provides a compound having a configuration is greater than 50% cis
diastereomer. hi another embodiment, the method of synthesizing the
compounds of the invention provides a compound having the configuration
which is greater than 95% cis diastereomer. In another embodiment, it may
be desirable to substitute sodium borohydride for the LAH. SCHEME 2 The
following scheme illustrates for the synthesis of an embodiment of the
invention, for compounds where R2 = OH.4-(Dimethylcarbatnoylmethyl)phenol
in dimethylformamide (DMF) is treated with K2CO3 followed by benzyl
bromide. The benzyl bromide protecting group is particularly well suited
for use in the method of synthesizing the compounds of the invention
because of its ease of removal during the final step, [hi an early
experiment, a methyl group was used to protect the oxygen in the 4-position
on the benzene ring. However, the use of L-selectride during the
deprotection was difficult, leading to poor demethylation and subsequent
difficulty in the LDA reaction, leading to many impurities.] However, other
protecting groups may be substituted. The mixture is stirred at room
temperature followed by heating at 60 C for 1 hour. The mixture is
concentrated to remove DMF, diluted with EtOAc and washed with water. Dry
MgSO4 is added, the mixture filtered and concentrated to lowvolume. Hexane
is added to precipitate the ketal intermediate product. Solids are
collected via filtration and dryed. A solution of the mono-ethylene ketal
in 100 mL THF/50 mL MeOH is treated with acid (e.g., HCl), then stirred at
room temperature. The methoxy derivative was synthesized by converting the
1,4-cyclohexanedione-mono-ethylene ketal before the LDA reaction to
4-methoxy cyclohexanone. In another embodiment, the ketal may be converted
to contain the desired substituents after the LDA reaction. The ketal
hydrolysis reaction is quenched with saturated K2CO3, extracted with EtOAc
and concentrated to an oil. Product is crystallized from hot EtOAc/hexanes
to provide the ketone intermediate. A solution of the ketone in THF was
added to a suspension of lithium aluminum hydride (LAH) pellets in THF at
-78 0C. The mixture is warmed to room temperature and stirred for at least
3 hours. The reaction is quenched with MeOH followed by 10 %NaOH and
stirred for at least 3 hours. The solids are removed by filtration,
followed by a wash (e.g., with THF), and concentrated. The resulting solid
is recrystallized from EtOAc/hexanes to provide the corresponding benzyl
ether. Advantageously, it has been found that the process is highly
selective for the cis-compounds, leading to a high yield and good
crystallinity. Without wishing to be bound by theory, it is believed that
the LAH reaction plays a significant role in this specificity. In one
embodiment, the method of synthesizing the compounds of the invention
provides a compound having a configuration is greater than 50% cis
diastereomer. In another embodiment, the method of synthesizing the
compounds of the invention provides a compound having the configuration
which is greater than 95% cis diastereomer. In another embodiment, it may
be desirable to substitute sodium borohydride for the LAH. A mixture of the
benzyl ether and Pd/C in 100 mL of ethanol are hydrogenated under pressure
overnight. The solid is purified by filtration followed by an ethanol wash.
Solid is concentrated and crystallized from EtOAc/hexane to give the final
product. Salts may be formed by contacting stoichiometric amounts of the
acid with the 



free base. Alternatively, the acid may be used in excess, usually no more
than 1.5equivalents. In one embodiment, the base or the acid are in
solution, or both are in solution. The crystalline salt may be prepared by
directly crystallizing from a solvent. Improved yield may be obtained by
evaporation of some or all of the solvent or by crystallization at elevated
temperatures followed by controlled cooling, preferably in stages. Careful
control of precipitation temperature and seeding may be used to improve the
reproducibility of the production process and the particle size
distribution and form of the product. USE OF THE COMPOUNDS OF INVENTION The
invention provides compounds with a different ratio of serotonin reuptake
inhibition to norepinephrine reuptake inhibition than the currently
available SNRI' s. This attribute is very attractive for indications like
Irritable Bowel Syndrome (IBS) where the higher NE activity of SNRI' s
limits the application because of constipation side effects. This lower NE
activity is also attractive for patients that have cardiovascular risks
related to the side effect of hypertension. It also has an application in
dealing with urinary incontinence and pain. The compositions of the present
invention can be used to treat or prevent central nervous system disorders
including, but not limited to, depression (including but not limited to,
major depressive disorder, bipolar disorder and dysthymia), anxiety,
fibromyalgia, anxiety, panic disorder, agoraphobia, post traumatic stress
disorder, premenstrual dysphoric disorder (also known as premenstrual
syndrome), attention deficit disorder (with and without hyperactivity),
obsessive compulsive disorder (including trichotillomania), social anxiety
disorder, generalized anxiety disorder, autism, schizophrenia, obesity,
anorexia nervosa, bulimia nervosa, Gilles de Ia Tourette Syndrome,
vasomotor flushing, cocaine and alcohol addiction, sexual dysfunction,
(including premature ejaculation), borderline personality disorder, chronic
fatigue syndrome, incontinence (including fecal incontinence, overflow
incontinence, passive incontinence, reflex incontinence, stress urinary
incontinence, urge incontinence, urinary exertional incontinence and
urinary incontinence), pain (including but not limited to migraine, chronic
back pain, phantom limb pain, centralpain, neuropathic pain such as
diabetic neuropathy, and postherpetic neuropathy), Shy Drager syndrome,
Raynaud's syndrome, Parkinson's Disease, epilepsy, and others. Compounds
and compositions of the present invention can also be used for preventing
relapse or recurrence of depression; to treat cognitive impairment; for the
inducement of cognitive enhancement in patient suffering from senile
dementia, Alzheimer's disease, memory loss, amnesia and amnesia syndrome;
and in regimens for cessation of smoking or other tobacco uses.
Additionally, compounds and compositions of the present invention can be
used for treating hypothalamic amenorrhea in depressed and non-depressed
human females. An effective amount of the composition of the invention is
an amount sufficient to prevent, inhibit, or alleviate one or more symptoms
of the aforementioned conditions. The dosage amount useful to treat,
prevent, inhibit or alleviate each of the aforementioned conditions will
vary with the severity of the condition to be treated and the route of
administration. The dose, and dose frequency will also vary according to
age, body weight, response and past medical history of the individual human
patient. In generally the recommended daily dose range for the conditions
described herein lie within the range of 10 mg to about 1000 mg per day, or
within the range of about 15 mg to about 350 mg/day or from about 15 mg to
about 140 mg/day. In other embodiments of the invention, the dosage will
range from about 30 mg to about 90 mg/day. Dosage is described in terms of
the free base and is adjusted accordingly for the succinate salt, hi
managing the patient, the therapy is generally initiated at a lower dose
and increased if necessary. Dosages for non-human patients can be adjusted
accordingly by one skilled in the art. A compound of the invention may also
be provided in combination with other active agents including, e.g.,
venlafaxine. The dosage of venlafaxine is about 75 mg to about 350 mg/day
or about 75 mg to about 225 mg/day. In another embodiment, the dosage of
venlafaxine is about 75 mg to about 150 mg/day. Venlafaxine or another
active agent delivered in a regimen with the composition of the invention
may 



be formulated together with the composition of the invention, or delivered
separately. Any suitable route of administration can be employed for
providing the patient with an effective amount of a compound of the
invention. For example, oral, mucosal(e.g., nasal, sublingual, buccal,
rectal or vaginal), parental (e.g. intravenous or intramuscular),
transdermal, and subcutaneous routes can be employed. Preferred routes of
administration include oral, transdermal and mucosal. A compound of the
invention can be combined with a pharmaceutical carrier or excipient (e.g.
, pharmaceutically acceptable carriers and excipients) according to
conventional pharmaceutical compounding techniques to form a pharmaceutical
composition or dosage form. Suitable pharmaceutically acceptable carriers
and excipients include, but are not limited to, those described in
Remington's, The Science and Practice of Pharmacy, (Gennaro, AR, ed., 19th
edition, 1995, Mack Pub. Co.), which is herein incorporated by reference.
The phrase "pharmaceutically acceptable" refers to additives or
compositions that are physiologically tolerable and do not typically
produce an allergic or similar untoward reaction, such as gastric upset,
dizziness and the like, when administered to an animal, such as a mammal
(e.g., a human). COMPOSITIONS In one embodiment, the composition of the
invention is an immediate release formulation, hi another embodiment, the
composition of the invention is a sustained release formulation.
Illustrative formulations are described herein. However, the invention is
not so limited. Still other suitable compositions of the invention will be
readily apparent to one of skill in the art given the information provided
herein. For example, in addition to providing dosing units suitable for
oral administration such as tablets, capsules and caplets, the invention
provides dosing units suitable for parenteral administration, transdermal
or mucosal administration. Oral solid pharmaceutical compositions may
include, but are not limited to starches, sugars, microcrystalline
cellulose, diluents, granulating agents, lubricants, binders and
disintegrating agents. In one embodiment, the pharmaceutical composition
and dosage form may also include other active components. In one
embodiment, the active component(s) are prepared in the form of a tablet or
tablet-in-capsule. For example, a compound of the invention is mixed
withsuitable excipients to form a granulation. In one embodiment, the
granulation is formed using a roller compactor. In another embodiment, the
granulation is formed using a high shear granulator. However, other methods
known to those of skill in the art, including, e.g., a low shear
granulator, a blender, etc, can be utilized to prepare suitable
granulations. The granulation is then compressed using conventional methods
to form a tablet. This tablet may be provided with additional layers,
optionally, containing additional layers with active components, or other
layers as may be desired for enteric coating, seal coating, separation
between layers, or the like. In one embodiment, the tablet core contains
one active component and a second active component is provided in a coating
layer. Optionally, a final seal coat is applied over the tablet. Suitably,
this final seal coat is composed of hydroxypropylmethylcellulose (HPMC) and
water, upon drying, is less than about 1wt% of the total, coated tablet.
Optionally, talc is utilized as a final step prior to filling the
multi-layer tablets into a suitable packaging unit. Alternatively or
additionally, the tablet may be loaded into a capsule. Li another aspect,
the invention provides a capsule containing the active component. Such
capsules are produced using techniques known to those of skill in the art.
In one embodiment, the invention provides a formulation containing a core
of one or more of the compounds of the invention and one or more
pharmaceutically acceptable excipients, e.g., diluents, binders, fillers,
glidants, anti-adherents, a pH adjuster and/or an adjuvant. The core
contains about 3% w/w to about 70% w/w active compound(s). hi other
embodiments, the compound can range from about 5% w/w to about 60% w/w,
from about 10 % w/w to about 50% w/w, from about 20% w/w to about 40% w/w,
or from about 25% w/w to about 35% w/w, about 30% w/w 



to about 45% w/w, or about 32% to about 44% w/w, based upon 100% weight of
the uncoated dosage form. The core may be in a sustained release
formulation or other suitable cores as are described in greater detail
below may be selected, hi one embodiment, a delay release coat and/or an
enteric coat are provided over the core. Suitably, the total amount of
diluent, binders, fillers, glidants, anti-adherents,and adjuvants present
in the core is an amount of about 30% w/w to about 97% w/w of the core, or
about 25 wt% to about 80 wt% of the core. For example, when present, a
binder, diluent and/or filler can each be present in an amount of about 15
% w/w to about 80 % w/w, or about 20% w/w to about 70 % w/w, or about 25%
w/w to about 45% w/w, or about 30% w/w to about 42 % w/w of the uncoated
dosage form. The total amount of a pH adjuster in the formulation can range
from about 0.1% w/w to about 10% w/w of the core, or about 1% w/w to about
8% w/w, or about 3% w/w to about 7% w/w. However, these percentages can be
adjusted as needed or desired by one of skill in the art. The binder may be
selected from among known binders, including, e.g., cellulose, and
povidone, among others. In one embodiment, the binder is selected from
among microcrystalline cellulose, crospovidone, and mixtures thereof.
Suitable pH adjusters include, e.g., sodium carbonate, sodium bicarbonate,
potassium carbonate, lithium carbonate, among others. Still other suitable
components will be readily apparent to one of skill in the art. In one
embodiment, the compound(s) of the invention is in a sustained release
formulation which contains rate-controlling components. Typically, such
rate controlling components are rate controlling polymers selected from
among hydrophilic polymers and inert plasticized polymers. Suitable rate
controlling hydrophilic polymers include, without limitation, polyvinyl
alcohol (PVA), hypomellose and mixtures thereof. Examples of suitable
insoluble or inert "plastic" polymers include, without limitation, one or
more polymethacrylates (i.e., Eudragit(r) polymer). Other suitable
rate-controlling polymer materials include, e.g., hydroxyalkyl celluloses,
poly(ethylene) oxides, alkyl celluloses, carboxymethyl celluloses,
hydrophilic cellulose derivatives, and polyethylene glycol. In one
embodiment, a formulation of the invention contains about 5% w/w to about
75% w/w microcrystalline cellulose (MCC), about 10 % w/w to about 70% w/w
MCC, about 20% w/w to about 60 % w/w, about 25 wt% to about 30 wt%, or
about 30 % w/w to about 50% w/w, based on the weight of the uncoated dosage
unit. In one embodiment, the core is uncoated. These cores can be placed
into a suitable capsule shell or compressed into tablets, using techniques
know to those ofskill in the art. Suitably, the results capsule shell or
compressed tablets contain 10 rag to 400 mg of active compound. In other
embodiments, the formulation can contain one or more coatings over the
core. In still other embodiments, the formulation consists of a pellet core
and nonfunctional seal coating and a functional second coating. In one
embodiment, an initial seal coat can be applied directly to the core.
Although the components of this seal coat can be modified by one of skill
in the art, the seal coat may be selected from among suitable polymers such
as hydroxypropyl methylcellulose (HPMC), ethylcellulose, polyvinyl alcohol,
and combinations thereof, optionally containing plasticizers and other
desirable components. A particularly suitable seal coat contains HPMC. For
example, a suitable seal coat can be applied as a HPMC solution at a
concentration of about 3% w/w to 25% w/w, and preferably 5% w/w to about
7.5% w/w. The initial seal coat can be applied on a fluid bed coater, e.g.,
by spraying. In one embodiment, an Aeromatic Strea(tm) fluid bed apparatus
can be fitted with a Wurster column and bottom spray nozzle system.
Approximately 200 grams of the dried pellet cores are charged into the
unit. The Opadry(r) Clear seal coat is applied with an inlet temperature of
approximately 5O0C to 6O0C, a coating solution spray rate of 5 to 10
grams/minute, atomization pressure of 1 to 2 bar. Upon drying, under
suitable conditions, the initial seal coat is in the range of about 1% w/w
to about 3% w/w, or about 2% w/w, of the uncoated core, hi another
embodiment, a commercially available seal coat containing HPMC, among other
inert components, is utilized. One such commercially available seal coat is
Opadry(r) Clear (Colorcon, Inc.). 



In one embodiment, the oral dosage unit contains a further release or
"delay" coating layer. This release coating layer may be applied over an
initial seal coat or directly over a core. In one embodiment, the release
coat contains an ethylcellulosebased product and hypomellose. An example of
one suitable ethylcellulose-based product is an aqueous ethylcellulose
dispersion (25% solids). One such product is commercially available as
Surelease(r) product (Colorcon, Inc.). In one embodiment, a solution of an
aqueous ethylcellulose (25% solids) dispersion of about 3% w/w to about 25%
w/w, and preferably about 3% to about 7%, or about 5% w/w, is applied tothe
core. Optionally, hypomellose, e.g., in an amount of about 5 to 15% by
weight, and preferably, about 10% by weight, is mixed with the
ethylcellulose dispersion, to form the coat solution. Thus, such the
ethylcellulose may be about 85% to about 95%, by weight, or in embodiment,
about 90% by weight, of the coat solution. Upon drying under suitable
conditions, the total release coat is in the range of about 2% to about 5%,
or about 3% to about 4% w/w of the uncoated or initially-coated core. An
enteric coat (rate-controlling film) may be applied to the
multiparticulates and may include, but is not limited to polymethacrylates,
hypomellose, and ethylcellulose, or a combination thereof. The modified
release multiparticulate formulation can contain from about 3 % w/w to
about 70% w/w of active compound or a combination thereof, and from about
5% w/w to about 75% w/w microcrystalline cellulose, based on the weight of
an uncoated dosage form. In one embodiment, the enteric coat contains a
product which is a copolymer of methacrylic acid and methacrylates, such as
the commercially available Eudragit(r) L 30 K55 (Rohm GmbH & Co. KG).
Suitably, this enteric coat is applied such that it coats the
multiparticulate in an amount of about 15 to 45% w/w, or about 20% w/w to
about 30% w/w, or about 25% w/w to 30% w/w of the uncoated or
initially-coated multiparticulate. In one embodiment, the enteric coat is
composed of a Eudragit(r) L3OD-55 copolymer (Rohm GmbH & Co. KG), talc,
triethyl citrate, and water. More particularly, the enteric coating may
contain about 30% w/w of a 30 wt% dispersion of Eudragit(r) L 30 D55
coating; about 15% w/w talc, about 3% triethyl citrate; a pH adjuster such
as sodium hydroxide and water. In another embodiment, the enteric coat
contains an ethylcellulose-based product, such as the commercially
available Surelease(r) aqueous ethylcellulose dispersion (25% solids)
product (Colorcon, Inc.). hi one embodiment, a solution of Surelease(r)
dispersion of about 3% w/w to about 25% w/w, and preferably about 3% to
about 7%, or about 5% w/w, is applied to the multiparticulate. Upon drying
under suitable conditions, the enteric coat is in the range of about 2% to
about 5%, or about 3% to about 4% w/w of the uncoated or initially-coated
core. The enteric coat can be applied directly to the uncoated core, i.e.,
the uncoated core, or may be applied over an initial seal coat. The enteric
coat, as described above,is typically applied on a fluid bed coater. In one
embodiment, Surelease(r) aqueous ethylcellulose dispersion (25% solids) is
applied in a similar fashion as the seal coat. After the ethylcellulose
coat is applied, the core is dried for an additional 5 to 10 minutes. In
one embodiment, a final seal coat is applied over the enteric coat and,
optionally, talc is utilized as a final step prior to filling the
formulations into a suitable packaging unit. Suitably, this final seal coat
is composed of HPMC and water, upon drying, is less than about 1wt% of the
total, coated oral dosage unit. III. Kits In another embodiment, the
present invention provides products containing the compounds and
compositions of the invention. In one embodiment, the compositions are
packaged for use by the patient or his caregiver. For example, the
compositions can be packaged in a foil or other suitable package and is
suitable for mixing into a food product (e.g., applesauce or the like) or
into a drink for consumption by the patient. In another embodiment, the
compositions are suspended in a physiologically compatible suspending
liquid. For oral liquid pharmaceutical compositions, pharmaceutical
carriers and excipients can include, but are not limited to water, glycols,
oils, alcohols, flavoring agents, preservatives, coloring agents, and the
like. In yet another embodiment, the compositions are filled in capsules,
caplets or 



the like for oral delivery. In another embodiment, the present invention
provides for the use of compositions of the invention in the preparation of
medicaments, including but not limited to medicaments useful in the
treatment of depression, gastrointestinal sideeffects of venlafaxine in a
subject undergoing treatment therewith, and irritable bowel syndrome. In
another embodiment, the present invention provides for the use of
multiparticulate formulations of the invention in the preparation of
medicaments for delivery to a pediatric or geriatric patient.In other
embodiments, the present invention provides for the use of multiparticulate
formulations of the invention in the preparation of dosing units, including
but not limited to dosing units for oral, transdermal, or mucosal
administration. Also encompassed by the invention are pharmaceutical packs
and kits comprising a container, such as a foil package or other suitable
container, having a formulation of the invention in unit dosage form. The
following examples are illustrative of the invention. EXAMPLE 1: PRODUCTION
OF 1-[2-DlMETHYLAM INO-1 -(4- PHENOL)ETHYL]-C/S - 1,4-CYCLOHEXANDIOL
4-(Dimethylcarbamoylmethyl)phenol (35.6 g, 198.5 mmol) in dimethylformamide
(DMF) (400 mL) was treated with K2CO3 (35.6 g, 258.0 mmol) followed by
benzyl bromide (28 mL, 238 mmol). The mixture was stirred at room
temperature for 4 days followed by heating at 60 C for 1 h. The mixture was
concentrated to remove DMF, diluted with EtOAc and washed with water 3x.
Dry MgSO4 was added, the mixture filtered and concentrated to low volume.
Hexane was added to precipitate product. Solids were collected via
filtration and dryed to give 49 g, 92% yield of a solid.A solution of 2N
lithium diisopropylamide (LDA) (48.25 niL, 96.5 mmol) was cooled to -78 C
and diluted with 25 mL of tetrahydrofuran (THF). To this was added
dropwise, a solution of 2-(4-Benzyloxy-phenyl)-N,N-dimethyl-acetamide (20
g, 74.3 mmol) in 250 mL of THF. The mixture was warmed to 0 0C, then cooled
back to -78 0C. A solution of 1,4-cyclohexanedione mono-ethylene ketal
(14.1 g) in 350 mL of THF was added. The solution was allowed to warm to
-20 C. Highthroughput liquid chromatography (HPLC) assay still showed
starting material. Another 1 g of ketal was added and the solution was
warmed to 0 C for 2 hour. The reaction was quenched with a mixture of 25 g
NH4Cl in 200 mL of water. EtOAc was added and the layers separated. The
organic layer was dried with MgSO4, filtered and concentrated. Column
chromatography (50% EtOAc/hexanes) gave 30.3 g, 96% yield of a solid.A
solution of the ketal (28 g, 65.8 mmoL) in 100 niL THF/50 niL MeOH was
treated with 40 niL of 3N HCl, then stirred at room temperature for 3 days.
The reaction was quenched with saturated K2CO3, extracted with EtOAc and
concentrated to an oil. Product was crystallized from hot EtOAc/hexanes to
provide 12.9 g, 5 1 % yield. C23H27NO4 C23H3 1NO3 MoI. Wt: 381.46 MoI. Wt:
369.50 A solution of the ketone ( 11.8 g, 31.0 mmoL) in 100 mL of THF was
added to a suspension of LAH pellets (4.7 g, 123.9 mmoL) in 100 mL of THF
at -78 0C. Themixture was warmed to room temperature and stirred overnight.
Because starting material/intermediate was still present, another 0.75 g of
lithium aluminum hydride (LAH) pellets were added and stirred for 3 h. The
reaction was quenched with MeOH followed by 50 mL of 10 % NaOH and stirred
for 3 h. Solids were filtered off through celite, washed with THF, and
concentrated. The solid was recrystallized from EtOAc/hexanes to give 8.15
g, 71% yield. C23H3 1NO3 MoI. Wt.: 369.50 A mixture of the benzyl ether
(8.1 g, 22.0 mmol) and 2.0 g of 10% Pd/C (50% wet) in 100 mL of ethanol
were hydrogenated at 100 psi overnight. The mixture is filtered through
celite, washed with ethanol, and concentrated. Solid product is
crystallized from EtOAc/hexane to give 5.1 g, 82% yield of the title
compound. 



EXAMPLE 2 - PHYSICAL-CHEMICAL PROPERTIES OF 1-[2- D1METHYLAMINO-1
-(4-PHENOL)ETHYL]-CIS - 1,4-CYCLOHEXANDIOL When prepared according to the
method of Example 1, the title compound (free base) is characterized by the
following: Purity 97.5 1% cis -isomer, 1.91% trans- isomer, 0.22%
intermediatesStructural Formula Molecular Formula C16H25NO3 Molecular
Weight 279.379 Appearance white to off-white crystalline powder Melting
point (DSC onset) ca. 193.3790 C X-ray (powder diff) One polymorph
Hygroscopicity Non-hygroscopic (Less than 2% weight gain at 26.30C/90% RH),
weight gain is lost upon reduction in % RH) Solution Stability The compound
was stable for at least 24 hours at room temperature in all of the aqueous
solutions (pH 1.4-10.0). pH-Solubility Final pH 1.4 24.2 mg/ml Final pH
3.99 24.1 mg/ml Final pH 5.79 26.7 mg/ml Final pH 8.4 22.7 mg/ml EXAMPLE 3
- SALT FORMS OF 1-[2-DIMETHYLAMINO-1-(4- PHENOL)ETHYL]-CIS -
1,4-CYCLOHEXANDIOL A. Succinate Salt 0.5008 g of l-[2-dimethylamino-l-(4-
rhenol)ethyl]-cis -1,4- cyclohexandiol was dissolved in 3ml of acetone. The
solution was heated to 60 C. 0.206 g of succinic acid (Sigma - Aldrich),
was dissolved in 7 ml of acetone with 2drops of water and heated to 70 C in
a water bath. Succinic acid solution was added drop by drop to the
l-[2-dimethylamino-l-(4-phenol)ethyl]-cis -1,4-cyclohexandiol solution at
70 C with mixing. Heating was continued with the addition of few drops of
water to give one phase solution at 650C. Mixing was continued at 60 C for
10 minutes, then cooled to room temperature overnight. The precipitate that
formed at the base of the flask was dissolved in ethanol and then the
ethanolic solution was evaporated with a rotary evaporator under reduced
pressure to give 0.4898 g of white powder. 1H-NMR confirms the structure of
the l-[2-dimethylamino-l-(4- phenol)ethyl]-cis -1,4-cyclohexandiol
succinate with a ratio of 1:1 for the 1-[2-
dimethylamino-l-(4-phenol)ethyl]-cis -1,4-cyclohexandiol to the succinate.
The succinate salt has a water solubility of more than 12 mg/ml in pH's of
1.3, 4.5 and 6.5L and is a white powder which is hygroscopic. B.
Hydrochloride Salt 0.5008 g of l-[2-dimethylamino-l-(4- rhenol)ethyl]-cis
-1,4- cyclohexandiol was dissolved in 10 mL of acetone with 10 drops of
water and heated in a water bath to 70 0C to give a clear solution. 2 g of
IN hydrochloric acid was heated to 70 0C and added drop by drop to the
l-[2-dimethylamino-l-(4- phenol)ethyl]-cis -1,4-cyclohexandiol solution.
The resulted solution was kept mix at 70 C for 30 minutes. All solvents
were evaporated with rotary evaporator under reduced pressure to give a
yellow-pink solid. The later was dissolved in ethanol and the ethanolic
solution was evaporated with rotary evaporator under reduced pressure to
give 0.4894 g of off-white solid. H-NMR confirms the structure of the l-[2-
dimethylamino-l-(4-phenol)ethyl]-cis -1,4-cyclohexandiol hydrochloride with
a ratio of 1:1 for the l-[2-dimethylamino-l-(4-phenol)ethyl]-cis
-1,4-cyclohexandiol to the hydrochloride. EXAMPLE 4 : PRODUCTION OF
4-[2-DIMETHYLAIVIINO-I-(CIS-IHYDROXY^- METHOXY-CYCLOHEXYL)-ETHYL]-PHENOL
The compound was prepared in a similar pathway as that of Example 1 with
some minor changes including the use of 4-methoxy-cyclohexanone to obtain a
4-methoxy on the cyclohexanol. The synthesis summary for
4-methoxy-cyclohexanone is described below. The remaining synthesis steps
were completed as described in 



Example 1. C8H12O3 MoI. Wt.: 156.18 EXAMPLE 5 - PHYSICAL-CHEMICAL
PROPERTIES OF 4-[2- DIMETHYLAMINO-I-(CIS-I-HYDROXY^-METHOXY-CYCLOHEXYL)-
ETHYL]-PHENOL When prepared according to the method of Example 4, the title
compound (free base) is characterized by the following: Purity 99%
Structural FormulaMolecular Formula C17H27NO3 Molecular Weight 293.40
Appearance white crystalline powder Melting point (DSC onset) 179.21 0C
X-ray (powder diff) Crystalline - one -polymorph Hygroscopicity
Non-hygroscopic (0.44% weight gain @ 60%RH, 1.2% weight gain @90%RH, weight
gain was lost when returned to 10%RH or 0%RH.) Solution Stability The
compound was stable for at least 72 hours at room temperature in all of the
aqueous solutions (pH 1.6- 10.5) pH-Solubility Final pH 1.60 >10.71 mg/ml
Final pH 7.62 >10.00 mg/ml Final pH 8.21 >10.00 mg/ml Final pH 9.00 7.65
mg/ml Final pH 10.5 7.65 mg/ml Octanol/Water Coct/Caq @pH 6 = 6.857
Partitioning Coefficient EXAMPLE 6 - PERMEABILITY ASSESSMENT OF FREE BASE
AND SALT FORMS OF 1-[2-DIMETHYLAMINO-1 -(4-PHENOL)ETHYL]-CIS - 1,4-
CYCLOHEXANDIOL - HTS-24 CACO-2 MODEL The rate of drug transport through the
CACO-2 cells was determined as the Apparent Permeability Coefficient
according to the following formula: DT 60.AC o DQ = Change in quantity DT =
Change in time (minutes) C0 = Initial concn in the donor chamber (mM.cm 3)A
= Surface area of membrane (cm2) 60 = Conversion factor to give cm.s 1 Rv =
volume of receiver compartment. Transepithelial electrical resistance (TER)
was calculated from resistance measurements according to the following
formula: TER = (R[cells + filter + medium]) - (R[filter + medium]) x cell
area. Apparent permeability rates were interpreted as follows. Apparent
permeability values which are equal to or greater than those observed for
metoprolol or propranolol during the same assay run are considered to give
a predicted fraction absorbed estimate of >90 % (high permeability
classification). Apparent permeability values less than metoprolol or
propranolol are considered to be <90 % fa (moderate permeability
classification). Apparent permeability values of <10 runs 1 are considered
to be <50 % fa (low permeability classification). TER values of <120 ohms
cm2 indicate low monolayer integrity over the assay period. A compound /
metoprolol or propranolol ratio of > 1 indicates a high permeability
compound. A compound / metoprolol or propranolol ratio of < 1 indicates a
moderate to low permeability compound. Compound / Propranolol ratio: Free
Base 2.9 HCl salt = 2.9 Succinate salt =2.9 Thus, the free base and both
tested salts of this compound are highly 



permeable. Permeability Conclusion: There was no difference in permeability
between the base and salt forms (HCl and succinate) for
l-[2-dimethylamino-l-(4-phenol)ethyl]-cis -1,4- cyclohexandiol under these
caco-2 assay test conditions. Predicted permeability in the GI tract was
higher than that observed for the propranolol reference compound,
indicating l-[2-dimethylamino-l-(4-phenol)ethyl]-cis -1,4-cyclohexandiol
ispredicted as a high permeability classified compound. In each case B to A
compound directional transport was lower and the B :A ratio was calculated
at 0.4 : 1 indicating no efflux activity. Percent compound recovery was
good to being slightly high in either flux direction assays. Filter control
compound flux was high, with good recovery of compound. This suggested
there was no evidence of degradation or metabolism in this assay system.
EXAMPLE 7 -PHARMACOLOGY FOR 1-[2-DlMETHYLAM INO-1 -(4- PHENOL)ETHYL]-CIS -
1,4-CYCLOHEXANDIOL The following table is a summary of receptor assay
binding studies conducted for l-[2-dimethylamino-l-(4-phenol)ethyl]-cis
-1,4-cyclohexandiol (Test Compound). These assays were prepared as
described in the following publications, as modified by Novascreen. The
receptor binding assays were Adrenergic -2A (human) binding assay [D.B.
Bylund et al, J Pharmacol &Exp Ther, 245(2):600-607 (1988), with
modifications; JA Totaro et al, Life Sciences, 44:459-467 ( 1989)];
dopamine transporter binding assay [Madras et al, MoI. Pharmacol,
36:518-524, with modifications, JJ Javitch et al, MoI Pharmacol, 26:35-44
(1984)]; histamine Hl binding assay [Chang, et al, JNeurochem, 32:1658-1663
(1979), with modifications, JI Martinez-Mir, et al, Brain Res, 526:322-327
(1990); EEJ Haaksma, et al, Pharmacol Ther, 47:73-104 (1990)]; imidazoline
binding assay [CM Brown et al, Brit. J Pharmacol, 99(4):803-809 (1990),
with modifications], muscarinic M5 (human recombinant) binding assay [NJ
Buckley et al, MoI Pharmacol, 35:469-476 (1989), with modifications];
norepinephrine transporter (human recombinant) binding assay [R. Raisman,
et al, Eur J Pharmacol, 78:345-351 (1982), with modification, S.Z. Raisman,
et al, Eur J Pharmacol, 72:423 (1981)]; serotonin transporter (human)
binding assay [RJ D'Amato, et al, J Pharmacol & Exp Ther, 242:364-371
(1987), with modifications; NL Brown et al, Eur J Pharmacol, 123:161-165
(1986)]. The cellular/functional assays were the norepinephrine transport
(NET-T) human [A. Galli, et al, J Exp Biol, 198:2197-2212 (1995); and the
serotonin transport (Human) assay [D'Amato et al, cited above and NL Brown
et al, Eur J Pharmacol, 123:161- 165 (1986)]. The results are shown in %
Inhibition of the receptor.PER-USER AND SYSTEM GRANULAR AUDIT POLICY
IMPLEMENTATION BACKGROUND [0001] Computer systems may implement security
policies to protect their information and service resources from
unauthorized accesses. Such systems may audit, for example, directory and
file accesses or server events and record such events in security logs. The
logs may be reviewed to help flag security breaches. Users of such systems
may configure the security audits to track certain events and may decide to
forego tracking other events. [0002] Security policies may be divided into
groups, and each group is hereinafter referred to as a "category." Each
category of security policies includes individual audit events. For
example, one. category of security policies may be an object access audit
category. The object access audit category may include individual security
audits of accesses to, for example, the file system, the registry, and the
kernel objects. In such a system, if a user wants the results of an
individual audit event, then the computer system may be directed to perform
an audit of an entire category, resulting in an audit of each security
event in the category. For example, if a user would like to audit accesses
to the file system, then the user instigates an audit of the object access
category and obtains results of accesses to the file system as well as to
the registry and the kernel. [0003] Such a system prevents users from
exercising a fine degree of control over security audits. That is, users
may be unable to instigate a security audit of only the file system even
though they may be uninterested in the results of the security audit of the
registry or kernel accesses. This extraneous noise in the form of undesired
security audits of 



the registry and kernel accesses unnecessarily consumes system resources
and inhibits optimal system performance. SUMMARY [0004] System performance
may be optimized, and extraneous audit noise reduced by providing a user
such as a system auditor with the capability of exercising a fine degree of
control over audit events. That is, art auditor may be provided the option
of executing a security audit at a category level or at an individual audit
event level. In such a system, for example, an auditor interested in an
individual audit event such as file system accesses canuouiip. uosire
aresuixs wimoui aiso ooiaining resuns oi an otner maiviaual audit events in
the category containing the file system access audit. [0005] Additionally,
audits may be obtained on either a per-user basis or on a system-wide
basis. That is, in computing environments with multiple users, an auditor
may tailor auditing events to suit the particular level of monitoring
necessary for a particular user without regard to the auditing events that
are generated for the activities of other users on the system. In such a
computing environment, there remains the capability of establishing
auditing policies for the entire system, in which case all user activities
are monitored in accordance with the system-wide audit policy. [0006] The
auditing policies may be established and implemented by a local security
authority. An auditor may set or query audit policies, for example, by
accessing a user-exposed application programming interface. This interface
may display to the user all auditing functions, such as setting and
querying, as weir as display each category, subcategory, and individual
audit event available. After the auditor selects a function and an
individual audit event, subcategory or category, a remote procedure call
may be executed, calling into the secure environment of the local security
authority. Audit functions in the local security authority may be executed,
and the results sent, for example, for display and review by the auditor. .
- ._ ... . . . . BRIEF DESCRIPTION OF THE DRAWINGS [0007] The foregoing
summary and the following detailed description are better understood when
read in conjunction with the appended drawings. Embodiments are shown in
the drawings, however, it is understood that the claims are not limited to
the specific methods and instrumentalities depicted therein. In the
drawings: [0008] FIG. 1 is a block diagram showing an example computing
environment in which aspects may be implemented; [0009] FIG. 2 is a block
diagram of a computer for implementing a granular audit policy; [0010] FIG.
3 is a block diagram of audit-related remote procedure calls that may be
included within a local security authority; [0011] FIG. 4 is a block
diagram of user-exposed audit application programming interfaces; [0012]
FIG. 5 is a block diagram of example audit categories and example audit
subcategories;10013] FIG. 6 is a block diagram ot a computer implementing
per-user audit policies. [0014] FIG. 7 depicts a flow diagram of an example
method for implementing a granular audit policy on a per-user or system
basis. [0015] FIG. 8 is an example of a structure that may be passed into
and out of application programming interfaces and that may provide audit
policy information associated with an audit subcategory or audit category.
[0016] FIG. 9 depicts an example data structure for providing audit policy
established for a user, as identified by a security identifier. [0017] .
FIGs. 10 and 1 , respectively, depict example data structures for providing
audit categories and audit subcategries available in the local security
authority. DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS Example
Computing Environment [0018] FIG. 1 and the following discussion are
intended to provide a brief general description of a suitable computing
environment 100 in which an example embodiment may be implemented. As used
herein, the terms "computing system," "computer system," and "computer"
refer to any machine, system or device that comprises a processor capable
of executing or otherwise processing program code and/or data. Examples of
computing 



systems include, without any intended limitation, personal computers (PCs),
minicomputers, mainframe computers, thin clients, network PCs, servers,
workstations, laptop computers, hand-held computers, programmable consumer
electronics, multimedia consoles, game consoles, satellite receivers,
set-top boxes, automated teller machines, arcade games, mobile telephones,
personal digital assistants (PDAs) and any other processor-based system or
machine. The term "data" refers to any information of any form, including
commands, transfers, notifications, or requests. The terms "program code"
and "code" refer to any set of instructions that are executed or otherwise
processed by a processor. A processor may include a runtime or virtual
machine such as the Java virtual machine, for example. [0019] While a
general purpose computer is described below, this is merely one example.
The present invention also may be operable on a thin client having network
server interoperability and interaction. Thus, an example embodiment may be
implemented in an environment of networked hosted services in which very
little or minimal client resources are implicated, e.g., a networked
environment in which the client device serves merely as a browser or
interface to the World Wide Web.[0020] Although not required, embodiments
can be implemented via an application programming interface (API), for use
by a developer or tester, and/or included within the network browsing
software which will be described in the general context of
computerexecutable instructions, such as program modules, being executed by
one or more computers (e.g., client workstations, servers, or other
devices). Generally, program modules include routines, programs, objects,
components, data structures and the like that perform particular tasks or
implement particular abstract data types. Typically, the functionality of
the program modules may be combined or distributed as desired in various
embodiments. An embodiment may also be practiced in distributed computing
environments where tasks are performed by remote processing devices that
are linked through a communications network or other data transmission
medium. In a distributed computing environment, program modules may be
located in both local and remote computer storage media including memory
storage devices. [0021] FIG. 1 illustrates an example of a suitable
computing system environment 100 in which an embodiment may be implemented,
although as made clear above, the computing system environment 100 is only
one example of a suitable computing environment and is not intended to
suggest any limitation as to the scope of use or functionality alternative
embodiments. Nor should the computing environment 100 be interpreted as
having any dependency or requirement relating to any one or combination of
components illustrated in the exemplary operating environment 100. [0022]
With reference to FIG. 1, an example system for implementing an embodiment
includes a general purpose computing device in the form of a computer 110.
Components of computer 110 may include, but are not limited to, a central
processing unit 120, a system memory 130, and a system bus 121 that couples
various system components including the system memory to the processing
unit 120. The system bus 121 may be any of several types of bus structures
including a memory bus or memory controller, a peripheral bus, and a local
bus using any of a variety of bus architectures. By way of example, and not
limitation, such architectures include Industry Standard Architecture (ISA)
bus, Micro Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video
Electronics Standards Association (VESA) local bus, and Peripheral
Component Interconnect (PCI) bus (also known as Mezzanine bus). [0023]
Computer 110 typically includes a variety of computer readable media.
Computer readable media can be any available media that can be accessed by
computer 110 and includes both volatile and nonvolatile, removable and
non-removable media. By way ofexample, ana not limitation, computer
reaaaoie meaia may comprise computer storage meaia and communication media.
Computer storage media includes both volatile and nonvolatile, removable
and non-removable media implemented in any method or technology for storage
of information such as computer readable instructions, data structures,
program modules or other data. Computer storage media includes, but is not
limited to, random access memory (RAM), read-only memory (ROM),
Electrically-Erasable Programmable Read-Only Memory (EEPROM), flash memory
or other memory technology, compact disc read-only memory (CDROM), digital
versatile disks (DVD) or other optical disk storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic storage devices, or
any other medium which can be used to store the desired information and
which can be accessed by computer 



110. Communication media typically embodies computer readable instructions,
data structures, program modules or other data in a modulated data signal
such as a carrier wave or other transport mechanism and includes any
information delivery media. The term "modulated data signal" means a signal
that has one or more of its characteristics set or changed in such a manner
as to encode information in the signal. By way of example, and not
limitation, communication media includes wired media such as a wired
network or directwired connection, and wireless media such as acoustic,
radio frequency (RF), infrared, and other wireless media. Combinations of
any of the above are also included within the scope of computer readable
media. [0024] The system memory 130 includes computer storage media in the
form of volatile and/or nonvolatile memory such as ROM 131 and RAM 132. A
basic input/output system 133 (BIOS) containing the basic routines that
help to transfer information between elements within computer 110, such as
during start-up, is typically stored in ROM 131. RAM 132 typically contains
data and/or program modules that are immediately accessible to and/or
presently being operated on by processing unit 120. By way of example, and
not limitation, FIG. 1 illustrates operating system 134, application
programs 135, other program modules 136, and program data 137. RAM 132 may
contain other data and/or program modules. [0025] The computer 110 may also
include other removable/non-removable, volatile/nonvolatile computer
storage media. By way of example only, FIG. 1 illustrates a hard disk drive
141 that reads from or writes to non-removable, nonvolatile magnetic media,
a magnetic disk drive 151 that reads from or writes to a removable,
nonvolatile magnetic disk 152, and an optical disk drive 155 that reads
from or writes to a removable, nonvolatile optical disk 156, such as a CD
ROM or other optical media. Other removable/nonremovable,
volatile/nonvolatile computer storage media mat can e useam me example
operating environment include, but are not limited to, magnetic tape
cassettes, flash memory cards, digital versatile disks, digital video tape,
solid state RAM, solid state ROM, and the like. The hard disk drive 141 is
typically connected to the system bus 121 through a non removable memory
interface such as interface 140, and magnetic disk drive 151 and optical
disk drive 155 are typically connected to the system bus 121 by a removable
memory interface, such as interface 150. [0026] The drives and their
associated computer storage media discussed above and illustrated in FIG. 1
provide storage of computer readable instructions, data structures, program
modules and other data for the computer 110. In FIG. 1, for example, hard
disk drive 141 is illustrated as storing operating system 144, application
programs 145, other program modules 146, and program data 147. Note that
these components can either be the same as or different from operating
system 134, application programs 135, other program modules 136, and
program data 137. Operating system 144, application programs 145, other
program modules 146, and program data 147 are given different numbers here
to illustrate that, at a minimum, they are different copies. A user may
enter commands and information into the computer 110.through input devices
such as a keyboard 162 and pointing device 161, commonly referred to as a
mouse, trackball or touch pad. Other input devices (not shown) may include
a microphone, joystick, game pad, satellite dish, scanner, or the like.
These and other input devices are often connected to the processing unit
120 through a user input interface 160 that is coupled to the system bus
121, but may be connected by other interface and bus structures, such as a
parallel port, game port or a universal serial bus (USB). [0027] A monitor
191 or other type of display device is also connected to the system bus 121
via an interface, such as a video interface 190. In addition to monitor
191, computers may also include other peripheral output devices such as
speakers 197 and printer 196, which may be connected through an output
peripheral interface 195. [0028] The computer 110 may operate in a
networked environment using logical connections to one or more remote
computers, such as a remote computer 180. The remote computer 180 may be a
personal computer, a server, a router, a network PC, a peer device or other
common network node, and typically includes many or all of the elements
described above relative to the computer 110, although only a memory
storage device 181 has been illustrated in FIG. 1. The logical connections
depicted in FIG. 1 include a local area network (LAN) 171 and a wide area
network (WAN) 173, but may also include other networks. Suchnetworking
environments are commonplace in omces, enterppse-wiae computer ne works,
intranets and the Internet. 



[0029] When used in a LAN networking environment, the computer 110 is
connected to the LAN 171 through a network interface or adapter 170. When
used in a WAN networking environment, the computer 110 typically includes a
modem 172 or other means for establishing communications over the WAN 173,
such as the Internet. The modem 172, which may be internal or external, may
be connected to the system bus 121 via the user input interface 160, or
other appropriate mechanism. In a networked environment, program modules
depicted relative to the computer 110, or portions thereof, may be stored
in the remote memory storage device. By way of example, and not limitation,
FIG. 1 illustrates remote application programs 185 as residing on memory
device 181. It will be appreciated that the network connections shown are
exemplary and other means of establishing a communications link between the
computers may be used. [0030] A computer 110 or other client device can be
deployed as part of a computer network. In this regard, the present
invention pertains to any computer system having any number of memory or
storage units, and any number of applications and processes occurring
across any number of storage units or volumes. An embodiment of the present
invention may apply to an environment with server computers and client
computers deployed in a network environment, having remote or local
storage. The present invention may also apply to a standalone computing
device, having programming language .functionality, interpretation and
execution capabilities. . .,,. , ,...""" ... . . , . . Example embodiments
[0031] FIG. 2 is a block diagram of a computer 200 for implementing a
granular audit policy. The computer 200 may be a computer 110 or a
computing environment 100 described in FIG. 1. The computer 200
additionally may include a local security authority 210. The local security
authority 210 may be any protected subsystem that performs security
functions, such as authenticating and logging users onto the computer 200.
The local security authority 210 additionally may maintain information
about all aspects of local security on the computer 200. The local security
authority 210 may include an audit policy store 215, that is, a database
containing audit categories and subcategories 300. The local security
authority 210 additionally may include application programming interfaces
(APIs) 220. The APIs 220 may be "private" in that a user of the computer
200 and applications running on the computer 200 outside of the local
security authority 210 may not have direct access to the private APIs 220.
The private APIs 220 may include audit-related remote procedure call (RPC)
interfaces225. The RPC interfaces 22 may be A'is mat expose an interlace
iu, ior example, an operating system of the computer 200; In this way, a
change, query or other function of the local security authority's audit
policy may be executed through the exposure of the auditrelated RPC
interfaces 225. [0032] In addition to the local security authority 210, the
computer 200 includes user-exposed audit APIs 250. The user-exposed audit
APIs 250 include both per-user audit APIs 260 and system audit APIs 270. An
auditor of the computer 200 may instigate the execution of functions such
as setting or querying a per-user or system audit policy within the local
security authority 210 through the user-exposed audit APIs 250.
Additionally, while the user-exposed audit APIs 250 are shown in the
computer 200 as an entity separate from the local security authority 210,
the user-exposed audit APIs may alternatively be wrappers around APIs
contained in the local security authority 210. [0033] When an auditor
calls, for example, a set system audit API from the system audit APIs 270,
an entity on the computer 200 such as an operating system may send the call
to the local security authority 210. One of the private APIs 220 and, more
specifically, one of the audit-related RPC interfaces 225, may be accessed
to implement the auditor's desired audit setting. [0034] The local security
authority 210 and the user-exposed audit APIs are described in more detail
herein. [0035] FIG. 3 is a block diagram of a local security authority 210
and of the auditrelated RPC interfaces 225 that may be included within the
private APIs 220. The auditrelated RPC interfaces 225 may include a set
security audit policy RPC interface 226. The set security audit policy RPC
interface 226 enables setting both system and per-user audit policy at the
category, subcategory, or individual audit event level, The following is an
example of a set security audit policy.RPC.interface 226: . .[0036]
NTSTATUS LsarSetAuditPolicy( 



[in, unique, string] PLSAPR_SERVER_NAME ServerName, [in, unique] PLSAPRJ3ID
PrincipalSid, [in, unique] GUID *ApplicationGuid, [in, range(0,
LSA_MAXIMUM_AUDIT_POLICY_COUNT)] ULONG PolicyCount, [in,
size_is(PolicyCount)] PCAUDIT_POLICY_INFORMATION AuditPolicy ); [0037] The
audit-related RPC interfaces 225 may include a query audit policy RPC
interface 227, which enables querying system or per-user audit policy at
the category, subcategory, or individual audit event level. An example of a
query audit policy RPC interface 227 follows: [0038] NTSTATUS
LsarQueryAuditPolicy( [in,unique,string] PLSAPR SERVER NAME ServerName,
[in,unique] PLSAPR 1SID PrincipalSid, [in,unique] const GUID
*ApplicationGuid, [in, range(0, LSA_MAXIMUM_AUDIT_POLICY_COUNT)] ULONG
PolicyCount, [in, size_is(PolicyCount)] const GUID *SubCatogiesGuidArray,
[out, size_is(, PolicyCount)] PAUDIT_POLICY_INFORMATION ^AuditPolicy ) ;
[0039] The audit-related RPC interfaces 225 may include an RPC interface
228 to enumerate users for whom per-user policy is defined, an example of
which follows: [0040] NTSTATUS . LsarQueryAuditPolicy( . . . .
[in,unique,string] PLSAPR_SERVER_NAME ServerName, [in,unique] PLSAPRJSID
PrincipalSid, [in,unique] const GUID *AprlicationGuid, [in, range(0,
LSA_MAXIMUM_AUDIT_POLICY_COUNT)] ULONG PolicyCount,[in,
size_is(iOiicyL,ouni)j const VJUIU [out, size_is(, PolicyCount)]
PAUDIT_POLICY_INFORMATION *AuditPolicy ) ; [0041] The audit-related RPC
interfaces 225 may include an enumerate categories RPC interface 229, which
enables enumerating the list of categories understood by, for example, an
operating system. An example of an enumerate categories RPC interface 229
follows: [0042] NTSTATUS LsarEnumerateAuditCategories( [in,unique,string]
PLSAPR_SERVER_NAME ServerName, [out]
PPOLICY__AUDIT_CATEGORY_ARRAY*AuditCategoriesArray ) ; [0043] The
audit-related RPC interfaces 225 may include an enumerate subcategories RPC
interface 230, which enables enumerating a list of sub categories
understood by, for example, an operating system: [0044] NTSTATUS
LsarEnumerateAuditSubCategories( [in,unique,string] PLSAPR_SERVER_NAME
ServerName, [in,unique] const GUID *AuditCategory, [in] BOOLEAN
RetrieveAllSubCategories, ." , , [out] PPOLICYjAUDIT_SUBCATEGORY_ARRAY
*AuditSubCategoriesArray . ) ; [0045] The audit-related RPC interfaces 225
may include an RPC interface 23 1 to look-up a name of an audit category,
an example of which follows: 



[0046] NTSTATUS LsarLookupAuditCategoryName( [in,unique,string]
PLSAPR_SERVER_NAME ServerName, [in] const GUID *AuditCategory, [out]
PLSAPR_UNICODE_STRING *CategoryName ) ;uut / j e auuu-icia. icu vr micu e s
may miauue n XSJTK uiieriace U look-up a name of an audit subcategory,
which may be an individual audit event. An example follows: [0048] NTSTATUS
LsarLookupAuditSubCategoryName( [in,unique,string] PLSAPR_SERVER_NAME
ServerName, [in] const GUID *AuditSubCategory, [out] PLSAPRJUNICODE_STRING
.*SubCategoryName ) ; : . [0049] It will be understood that the
audit-related RPC interfaces 225 may include additional or alternative RPC
interfaces and that those described here and depicted in FIG. 3 are merely
examples of such interfaces. For example, the audit-related RPC interfaces
225 could include an RPC interface 233 for querying effective audit policy
for a user. That is, such an interface may show, for a particular user, the
effective audit policy, taking into account the policies set per-user and
for the system. [0050] FIG. 4 is a block diagram of user-exposed audit APIs
250. As previously described, such APIs may include per-user audit APIs 260
as well as system audit APIs 270. Per-user audit APIs 260 are audit APIs
that enable auditors of a system such as the computer 200, for example, to
set an audit policy desired for a specific user without having the audit
policy set for the system. Such APIs enable different users of the same
computer, such as the computer 200, to have different audit policies of the
auditor's choosing, regardless of the audit policies applied to other
users. [0051] One of the per-user audit APIs 260 may be a set per-user
audit policy 261, which sets audit policy for one or more categories,
subcategories or individual audit events for the specified security
principal. The caller or user of such API, referred to in this document as
an "auditor", .may be required to have heightened access privileges to set
audit policy. The following is an example of a set per-user audit policy
261 : [0052] BOOLEAN AuditSetPerUserPolicy( __in PCSID pSid,
_in_ecount(PolicyCount) PCAUDIT_POLICY_INFORMATION pAuditPolicy, _Jn ULONG
PolicyCount [0053] Parameters for this API include:[0054] pSid: [in]
Pointer to a SiU (.security laenuiyjoi me principal u wmwi uus functions
sets audit policy. . [0055] pAuditPolicy: [in] Pointer to an array of
AUDIT_POLICY_INFORMATION structure. The AuditCategoryGuid member of this
structure may be ignored. Per-user Audit policy may be set for all
subcategories or individual audit events specified via this parameter.
[0056] PolicyCount: [in] Denotes the number of elements in the pAuditPolicy
array. [0057] Return values for this API may include TRUE on success and
FALSE on failure. Additionally, a GetLastError() function may be used to
obtain a more specific status code. The following status codes may be
returned: [0058] ERROR_NO_SUCH_USER: No user exists with the specific SID.
[0059] ERROR_INVALID_P ARAMETER: The parameters are incorrectly formed. No
audit policy is set if any one of the elements in the
pAuditPolicylnformation structure is invalid. [0060] ERROR_ACCESS_DENIED:
Privilege or access necessary to perform this operation does not exist.
[0061] Another per-user audit API 260 may be a query per-user audit policy
262, which queries audit policy for one or more categories, subcategories
or individual audit events for the specified security principal. The caller
or user of such API may be required to have heightened access privileges to
set audit policy. The following is an example of a query 



per-user audit policy 262: [0062] BOOLEAN AuditQueryPerUserPolicy( ___in
PCSID pSid, __in_ecount(PolicyGount) PCGUID pSubCategoryGuids, __in ULONG
PolicyCount, __deref_out_ecount(PolicyCount) PAUDIT_POLICY_rNFORMATION*
ppAuditPolicy ) ; . . . . ... [0063] ,,,,The parameters for the
.query,peruser audit policy 262 may include: [0064] pSid: [in] Pointer to a
SID (security identity) of the principal to which this function queries
audit policy.[0U65J pSubCategoriesUuias: [inj roinier TO an array oi
auo^acegory uui as LOT which per-user audit policy has to be retrieved. The
total number of GUIDS pointed to is PolicyCount. [0066] PolicyCount: [in] A
ULONG that consists of the count of GUID elements pointed to by
pSubCategoriesGuids. This is also the number of AUDIT_POLICY_INFORMATION
elements returned from ppAuditPolicy. [0067] ppAuditPolicy: [out] Pointer
to a single allocated block buffer to return an array of
AUDIT_POLICY_INFORMATION. structure. The total number of elements is
PolicyCount. Per-user audit policy is retrieved for all subcategories
specified via pSubCategoryGuids. The category associated with each
subcategory is also retrieved and passed out via AuditCategoryGuid.
Pointers within the buffer are pointers to locations within a single
allocated block. The single returned buffer may be freed by calling
AuditFree. [0068] The return values for this API may include TRUE on
success and FALSE on failure. The GetLastError() function can be used to
get a more specific status code. The following status codes can be
returned. [0069] ERROR_ACCESS_DENIED: Privilege or access necessary to
perform this operation does not exist. [0070] ERROR_ GNVALID_PARAMETER: The
parameters are incorrectly formed. [0071] ERROR_FILE_NOT_FOUND: No per-user
policy exists for the user specified by pSid. [0072] Another per-user audit
API 260 may be a compute effective policy 263, which computes effective
audit policy for one or more categories, subcategories, or individual audit
events for a security principal by combining system audit policy with per
user policy. The caller or user of such API may be required to have
heightened access privileges. The following is an example of a compute
effective audit policy 263: [0073] BOOLEAN AuditCom
ruteEffectivePolicyBySid( _in PCSID pSid, in_ecount(PolicyCount) PCGUID
pSubCategoryGuids, __in ULONG PolicyCount, _deref_out_ecount(PolicyCount)
PAUDIT_POLICY_INFORMATION* ppAuditPolicy ) ; [0074] The parameters for this
API may include:[0075] pSid: [inj Pointer to a SiD oi me principal iu wmwi
uu. JLUIIUUUU u i effective audit policy. [0076] pSubCategoriesGuids: [in]
Pointer to an array of SubCategory Guids for which effective audit policy
has to be retrieved. The total number of GUIDS pointed to is PolicyCount.
[0077] PolicyCount: [in] A ULONG that consists of the count of GUID
elements pointed to by pSubCategoriesGuids. This is also the number of
AUDIT_POLICY_INFORMATION elements returned from ppAuditPolicy. [0078]
ppAuditPolicy: [out] Pointer to a single allocated block buffer to return
an array of AUDIT_POLICY_INFORMATION structure. The total number of
elements is PolicyCount. Effective audit policy is retrieved for all
subcategories, or individual audit events, specified via pSubCategoryGuids.
The category associated with each subcategory is also retrieved and passed
out via AuditCategoryGuid. Pointers within the buffer are pointers to
locations within a single allocated block. The single returned buffer may
be freed by 



calling AuditFree. [0079] The return values for this API may include TRUE
on success and FALSE on failure. The GetLastErrorQ function can be used to
get a more specific status code. The following status codes can be
returned: [0080] ERROR_ACCESS_DENIED: Privilege or accesses necessary to
perform this operation does not exist. [0081] ERROR_INVALID_PARAMETER: The
parameters are incorrectly formed. [0082] ERROR_FILE_NOT_FOUND: No per-user
policy exists for the user specified by pSid [0083] Another per-user audit
API 260 may be an API for enumerating users for whom per-user auditing has
been specified 264. The caller or user of such API may be required to have
heightened.access rrivileges. The following is an example: [0084] BOOLEAN
AuditEnumeratePerUserPolicy( _out PPOLICY_AUDIT_SID_ARRAY* ppAuditSidArray
); [0085] The parameters for the API 264 may include: [0086]
ppAuditSidArray: [out] Pointer to a single allocated block buffer to return
the array of sids. Pointers within the buffer are pointers to locations
within a single allocatedblock. The single returned butter must be treeaDy
calling Auaitrree. ine userscouni member of this structure contains the
number of sids pointed to by UserSidArray. [0087] typedef struct
_POLICY_AUDIT_SID_ARRAY { ULONG UsersCount; #ifdefMIDL_PASS
[size_is(UsersCount)] PAUDIT_SID_RPC* UserSidArray; #else PSID*
UserSidArray; #endif ' } POLICY_AUDIT_SID_ARRAY, *PPOLICY_AUDIT_SID_ARRAY;
[0088] Return values for this API include TRUE on success and FALSE on
failure. The GetLastError() function can be used to get a more specific
status code. The following status codes can be returned. [0089] .
ERROR_HSfVALID_PARAMETER: The parameters are incorrectly formed. [0090]
ERROR_ACCESS_DENIED: Privilege or accesses necessary to perform this
operation does not exist. [0091] The user-exposed audit APIs 250 include
system audit APIs 270, or APIs that enable performing audit functions
applicable to the system, such as the computer 200. The system audit APIs
270 may include an API to set system audit policy 271. The caller or user
of a set system audit policy 271 may be required to have heightened
authority to set system audit policy. An example of such an API follows:
[0092] BOOLEAN AuditSetSystemPolicy( __in_ecount(PolicyCount)
PCAUDIT_POLICY_INFORMATION pAudtPolicy, in ULONG PoHcyCount ) ; [0093] The
parameters for the set system audit policy API 271 may include: [0094]
pAuditPolicy: [in] Pointer to an array of AUDIT_POLICY_INFORMATION
structure. System audit policy may be set for all subcategories specified
via this parameter. [0095] PolicyC unt:. [in] Efenotes the number of
elements in the pAuditPolicy array.[0096] The return values tor this AFI
may include i KUJI on success ana Jt A on failure. The GetLastError()
function can be used to get a more specific status code. The following
status codes can be returned. [0097] ERROR_INVALID_PABAMETER: The
parameters are incorrectly formed. No audit policy is set if any one of the
elements in the pAuditPolicylnformation struct is invalid. . [0098]
ERROR_ACCESS_DENIED: Privilege or access necessary to perform this
operation does not exist. 



[0099] The system audit APIs 270 may include an API to query system audit
policy 272. The caller or user of the API to query system audit policy 272
may be required to have heightened authority to query system audit policy.
An example of such an API follows: [0100] BOOLEAN AuditQuerySystemPolicy(
_in_ecount(PolicyCount) PCGUID pSubCategoryGuids, _in ULON PolicyCount.
_deref_out_ecount(PolicyCount) PAUDIT_POLICY_INFORMATION* ppAuditPolicy ) ;
[0101] The parameters for this API include: [0102] pSubCategoriesGuids:
[in] Pointer to an array of SubCategory Guids for which system audit policy
has to be retrieved. The total number of GUIDS pointed to is PolicyCount.
[0103] PolicyCount: [in] A ULONG that consists of the count of GUID
elements pointed to by pSubCategoriesGuids. This is also the number of
AUDIT_POLICY_INFORMATION elements returned from ppAuditPolicy. [0104]
ppAuditPolicy: [out] Pointer to a single allocated block buffer to return
an array of AUDIT_POLICY_INFORMATION structure. The total number of
elements is PolicyCount. System audit policy is retrieved for all
subcategories specified via pSubCategoryGuids. The category associated with
each subcategory is also retrieved and passed out via AuditCategoryGuid.
Pointers within the buffer are pointers to locations within a single
allocated block. The single returned buffer may be freed by calling
AuditFree. [0105] The return values for the API may include TRUE on success
and FALSE on failure. The GetLastError() function can be used to get a more
specific status code. The following status codes can be returned.[0106]
ERROR_ACC SS>_JJJtiJNlJtilJ: jfpviiege or access necessary io perioral un
operation. does not exist. [0107] ERROR_INVALID_PARAMETER: The parameters
are incorrectly formed. [0108] Two of the system audit APIs 270 may be APIs
to enumerate categories 273 and to enumerate subcategor es 274. An example
of an audit API to enumerate categories 273 follows: [0109] BOOLEAN
AuditEnumerateCategories( deref_out_ecount(*pCountReturned) GUID**
ppAuditCategoriesArray, __out PULONG pCountReturned . ) ; . [0110]
Parameters for this API may include: [0111] ppAuditCategoriesArray: [out]
Pointer to a single allocated block buffer to return the array of
categories understood by the OS. Pointers within the buffer are pointers to
locations within a single allocated block. The single returned buffer must
be freed by calling AuditFree. [0112] pCountReturned: [out] Pointer to a
variable that contains the number of elements in the ppAuditCategoriesArray
array. [0113] Return Values for this API to enumerate categories may be
TRUE on success and FALSE on failure. The GetLastError() function can be
used to get a more specific status code. The following status codes can be
returned. [0114] ERROR_INVALID PARAMETER: The parameters are incorrectly
formed. [0115] An example of an API to enumerate subcategories 274 follows:
[0116] BOOLEAN AuditEnumerateSubCategories( __in PCGUID pAuditCategory,
__in BOOLEAN bRetrieveAllSubCategories, deref_out_ecount(*pCountReturned)
PGUID* ppAuditSubCategoriesArray, __out PULONG pCountReturned ); [0117]
Parameters for this API may include: [0118] pAuditCategory: [in] Audit
category for which a list of all subcategories should be enumerated [0119]
bRetrieveAllSubCategories: [in] IfTRUE, the pAuditCategory parameter is 



ignored and all subcategories understood by the system is returned via
theppAuditSubCategoriesArray parameter, it this parameter is J , men me
pAuditCategory parameter is used to retrieve all the audit subcategories
associated with pAuditCategory. [0120] ppAuditSubCategoriesArray: [out]
Pointer to a single allocated block buffer to return the array of
subcategories understood by the OS. Pointers within the buffer are pointers
to locations within a single allocated block. The single returned buffer
may be freed by calling AuditFree. [0121] pCountReturned: [out] Pointer to
a variable that contains the number of elements in the
ppAuditSubCategoriesArray array. [0122] Return values for the API to
enumerate subcategories 274 may include TRUE on success and FALSE on
failure. The GetLastError() function can be used to get a more specific
status code. The following status codes can be returned. [0123]
ERROR_INVALID_P ARAMETER: The parameters are incorrectly formed. . . [0124]
Two of the .system audit ARIs 270 may be APIs to look-up a category name
275 and to look-up a subcategory name 276. An example of an API to look-up
a category name 275 follows: [0125] BOOLEAN AuditLookupCategoryName( _in
PCGUID pAuditCategory, _deref_out PTSTR* ppszCategoryName ) ; [0126]
Parameters for the API to look-up category name 275 include: [0127]
pAuditCategory: [in] The auditing category for which the display name
should be retrieved. [0128] ppszCategoryName: [out] Receives the name of
the. category. This should be freed by calling AuditFree. , . . . [0129]
The return values for this API may include TRUE on success and FALSE on
failure. GetLastErrorQ function can be used to get a more specific status
code. The following status codes can be returned. [0130]
ERROR_INVALID_PARAMETER: The parameters are incorrectly formed. [0131] An
example of the API to look-up a subcategory name 276 follows: [0132]
BOOLEAN AuditLookupSubCategoryName( __in PCGUID pAuditCategory,deret_out l
K ppszsuDuategoryJName [01331 Parameters for this API include: [0134]
pAuditCategory: [in] Pointer to a GUID that identifies the Subcategory.
[0135] ppszSubCategoryName: [out] Receives the name of the Subcategory.
This may be freed by calling AuditFree. [0136] The return values for the
API to look-up a subcategory name 276 includes TRUE on success and FALSE on
failure. The GetLastErrorO function can be used to get a more specific
status code. The following status codes can be returned. [0137]
ERROR_INVALID_PARAMETER: The parameters are incorrectly formed. [0138] FIG.
5 is a block diagram of example audit categories and example audit
subcategories 300 that may be contained within the audit policy store 215
of the local security authority 210. The example audit categories and
example audit subcategories 300 are the types of audit categories and
subcategories that may be accessed on a per-user and system basis, at a
granular level, using the foregoing user-exposed and private APIs. The
subcategories provided for example in FIG. 5 may be individual audit
events, though it should be recognized that, in alternative embodiments,
the subcategories may also be groupings of individual audit events. ... .
,. .,. . . [0139] An audit category for account management 301 may include
audit subcategories 302. Some subcategories 302 may be a user account
creation and deletion subcategory, a group creation and deletion
subcategory, a password management subcategory, an account changes
subcategory and a trust management subcategory. [0140] An audit category
for authentication 311 may include audit subcategories 312. Some
subcategories 312 may be a credential validation subcategory, a Kerberos 



subcategory, and other authentication activity subcategory. [0141] An audit
category for logon/logoff 32 may include audit subcategories 322. Some
subcategories 322 may include a logon subcategory, a logoff subcategory, an
account logout, an EPSec subcategory, a special logon identification
subcategory, and other logon activity subcategory. [0142] An audit category
for policy change 331 may include audit subcategories 332. Some
subcategories 332 may include an audit policy change subcategory, account
policy change subcategory, password policy change subcategory, and other
policy change subcategory.[0143] An audit category for object access 341
may mciuae auaitsuocaicgunca . Such subcategories 342 may include a file
system subcategory, a registry subcategory, a kernel subcategory, a SAM
subcategory, other object access subcategory, certification services
subcategory, application-generated audit subcategory, and a softpatching
subcategory. [0144] An audit category for privilege use 351 may include
audit subcategories 352. Such subcategories 352 may include a sensitive
privileges subcategory, a non-sensitive privileges subcategory, and other
privilege use activity subcategory. [0145] An audit category for process
tracking 361 may include audit subcategories 362. Such subcategories 362
may include a process creation subcategory, process termination
subcategory, DPAPI activity subcategory, and other process activity
subcategory. [0146] An audit category for DS object access 371 may include
an audit subcategory 371 for DS object access. [0147] An audit category for
system 381 may include audit subcategories 382. Such subcategories 382 may
include a security system state subcategory, a security module load
subcategory, and other security system activity subcategory. [0148] FIG. 6
is a block diagram of computer 400, which may be a computer 110 or a
computing environment 100 described in FIG. 1. The computer 400 may include
a local security authority and user-exposed audit APIs as described with
regard to FIGs. 2-5. The computer 400 may be accessible by a first user 411
and by a second user 431. A first user 411 and a second user 431 may have
access to the computer 400. For example, the first user 411 may log onto
the computer 400 in a manner different from the manner in which the second
user 431 logs onto the computer 400. In this way, the computer 400, and
thus an auditor of the computer 400, may discern which of the first and
second users 411, 431 is using it. [0149] In addition to providing granular
auditing by allowing execution of individual subcategory amdits within
an.&udit. category, as.described herein, the computer 400 or the local
security authority may enable each user, such as the first user 411 and the
second user 431, to implement per-user auditing. That is, audit categories
or subcategories may be enabled or disabled for the first user 411 may
enable and disable regardless the audit categories and subcategories
enabled or disabled for the second user 431. The per user audit policy may
be relative to system audit policy. An example system audit policy may be a
subcategory that may be set s that it may be enabled or disabled. The per
user audit policy for the same subcategory may be established per-user such
that it is enabled or disabled. Ifthe system has disabled the audit, then
tne user may sex an inclusion io enaoie uic auun. the system has enabled
the audit, then the user may be precluded from disabling the audit. In
alternative embodiments, even if the system has enabled the audit, the
audit may be disabled on a per-user basis. [0150] The computer, for
example, may include first and second audit categories 412, 422, each of
which may be a category described in FIG. 5. Each of the first and second
audit categories 412, 422 may include first, second, and third audit
subcategories 414-416, 424-426. The subcategories 414-416, 424-426 may be
individual audit events such as those described in FIG. 5 or may be
groupings of individual audit events within each of the categories 412,
422. [0151] An auditor may enable the first and third audit subcategories
414, 416 of the first audit category 412, and may disable or not enable or
select the second audit subcategory 415 associated with the first user 411.
If a subcategory is a grouping of individual audit events, then enabling or
disabling the subcategory results in, respectively, enabling or disabling
all of the individual audit events within the subcategory. [0152]
Regardless of those categories 412, 422 or subcategories 414-416, 424-426 



enabled for the first user, the auditor may enable the first audit
subcategory 414 of the first audit category 412 and not enable the second
and third audit subcategories 415, 416 of the first audit category 412
associated with the second user 431. The auditor additionally may enable
all of the subcategories 424-426 of the second audit category 422
associated with the second user 431. Thus, the auditor may enable
individual audit events or subcategories within audit categories associated
with one user without regard to the events enabled for other user. [0153]
FIG. 7 depicts a flow diagram of an example method 500 for implementing a
granular audit policy on a per-user or system basis. The method 500
commences at step 510 with a call to an applicable user-exposed API, such
as those APIs described for example purposes in FIG. 4. Such a call may be
by an. auditor.. At step 515, a remote procedure call may be made into the
local security authority or other appropriate entity on the computer. Such
a call may be performed, for example, by an operating system of the
computer and may expose to the user audit functions for selection. For
example, the call may enable the user to select a "set audit" or a "query
audit" function. Example functions are described in FIG. 3, though the user
may be provided with other such functions. [0154] The auditor may select a
function at step 520. At step 525, the auditor may be select an audit
category or subcategory against which to execute the function.
Thesubcategory may be an individual audit event, example categories apu suu
aie upo & e described in FIG. 5, though other categories, subcategories, or
individual audit events may be available in alternative embodiments. The
function may be invoked through the private API remote procedure call
interface at step 530. Example private API remote procedure call interfaces
are described in FIG. 3, though other such interfaces may be provided in
alternative embodiments. At step 535, the function may be completed and an
appropriate response provided to the user. [0155] FIG. 8 is an example of a
structure 600 that may be passed into and out of APIs and that may provide
audit policy information associated with an audit subcategory or audit
category. Each audit category, subcategory, and individual audit event may
be uniquely identified by a globally unique identifier (GUID). Thus, for
example, each audit subcategory may be referred to as an
AuditSubCategoryGuid, as shown in line 605 of the structure 600. Use of a
GUID for the subcategories may allow future addition of application
specific extensions to audit policies. Auditing information may be
specified in a Auditinglnformation member, line 610 of the structure 600.
When a policy is queried, an AuditCategoryGuid, line 615, may represent the
category that AuditSubCategoryGuid 605 belongs to. This may enable an
application to associate the audit subcategories, identified with the GUID,
with categories. [0156] Using subcategories to specify an audit policy in
this way may allow the breaking up a subcategory into two or more
subcategories in the future. For example, if an . older application sets
audit policy for a subcategory that is later divided into two
subcategories, all of the subcategories into which the subcategory is
broken up may also be changed. Moreover, allowing policy to be established
at the subcategory level may allow moving a subcategory into another
subcategory in the future. [0157] FIG. 9 depicts an example data structure
700 for providing audit policy established for a user, as identified by a
SID, or security identifier. FIG. 10 and FIG. 11, respectively, depict
example data structures 800, 900 for providing audit categories and audit
subcategories available in the policy store of the available local security
authority. [0158] The methods of the present invention may be implemented
in hardware, software or, where appropriate, a combination of both, Thus,
the methods and apparatus of the present invention, or,certain aspects .or
portions thereof, may take the form of program code (i.e., instructions)
embodied in computer readable medium. A processor that executes program
code for performing the steps of the methods of embodiments, as described
in FIGs. 2-1 1 and as claimed, constitute a computing environment that
embodies the presentinvention. . In the case of program code execuuon on
programmaoie computers, e computing environment will generally include a
processor, a storage medium readable by the processor (including volatile
and non-volatile memory and/or storage elements), at least one input
device, and at least one output device. One or more programs are preferably
implemented in a high level procedural or object oriented programming
language to communicate with a computing environment. However, the
program(s) can be implemented in assembly or machine language, if desired,
n any case, the language may be a compiled or 



interpreted language, and combined with hardware implementations. [0159]
While the present invention has been described in connection with the
specific examples in conjunction with the various figures, it is to be
understood that other embodiments may be used or modifications and
additions may be made to the described embodiments for performing the same
function of the present invention without deviating therefrom. The examples
are offered in explanation and are in no way intended to limit the scope of
the invention as defined in the claims. In summary, in no way is the
present invention limited to the examples provided and described herein.
Therefore, the present invention should not be limited to any single
embodiment, but rather should be construed in breadth and scope in
accordance with the appended claims.What is Claimed: 1. A computer-readable
medium having program code stored thereon that, when executed by a
computing environment, causes the computing environment to: receive a
remote procedure call for execution of an audit function associated with a
first audit event, the first audit event being selected from a plurality of
audit events, the remote procedure call being executed by an entity of the
computing environment as a result of the first audit event being selected;
and execute the audit function whereby the audit function is applied to a
first audit subcategory of an audit category, the audit category comprising
a plurality of audit subcategories. 2. The computer-readable medium of
claim 1, having further program code stored thereon that, when executed by
the computing environment, causes the computing environment to: return a
result of executing the audit function to the entity. 3. The
computer-readable medium of claim 1, wherein the first audit subcategory is
an individual audit event. 4. The computer-readable medium of claim 1,
wherein the audit function sets audit policy, and wherein executing the
audit function results in auditing the first audit subcategory. 5. The
computer-readable medium of claim 1, wherein the audit function queries
audit policy, and wherein executing the audit function results in obtaining
results of an audit of the first audit subcategory. 6. The
computer-readable medium of claim 1, wherein executing the audit function
results in obtaining a name of the first audit subcategory. 7. The
computer-readable medium of claim 1, having further program code stored
thereon that, when executed by the computing environment, causes the
computing environment to:receive a second remote proce aure can ior
execution ui an auun iuutuuu CH with a second audit event, the second audit
event being selected from the plurality of audit events, the second remote
procedure call being executed by the entity as a result of the second audit
event being selected; and execute the audit function associated with the
second audit event whereby the audit function associated with the second
audit event is applied to each audit subcategory of the plurality of audit
subcategories of the audit category. 8. The computer-readable medium of
claim 7, wherein executing the audit function associated with the second
audit event results in obtaining a list of the audit subcategories of the
audit category. 9. A computer-readable medium having program code stored
thereon that, when executed by a computing environment, causes the
computing environment to: receive a remote procedure call for execution of
an audit function associated with a first audit event, the first audit
event being selected from a plurality of audit events; and execute the
audit function, wherein the plurality of audit events comprises a per-user
audit event associated with only a first user of the computing environment
and a system audit event associated with the first user as well as with
each other user, if any, of the computing environment, and wherein the
remote procedure, call js, executed .as a result of the first audit event
being selected. 10. The computer-readable medium of claim 9, having further
program code stored thereon that, when executed by the computing
environment, causes the computing 



environment to: return a result of executing the audit function. 11. The
computer-readable medium of claim 9, wherein executing the audit function
causes the audit function to be applied to a first audit subcategory of an
audit category, the audit category comprising a plurality of audit
subcategories. 12. The computer-readable medium of claim 11, wherein trie
first audit subcategory is an individual audit event.13. Tne computer-rea
aaDie meuium u uuuui J., wn auun. u uuu auuu. policy, and wherein executing
the audit function results in auditing the first audit subcategory on a
per-user basis. 14. The computer-readable medium of claim 11 wherein the
audit function sets audit policy, and wherein executing the audit function
results in auditing the first audit subcategory on a system basis. 15. The
computer-readable medium of claim 11, wherein the audit function queries
audit policy, and wherein executing the audit function results in obtaining
results of an audit of the first audit subcategory on a per-user basis. 16.
The computer-readable medium of claim 11, wherein the audit function
queries audit policy, and wherein executing the audit function results in
obtaining results of an audit of the first audit subcategory on a system
basis. 17. The computer-readable medium of claim 11, wherein executing the
audit function results in obtaining a name of the first audit subcategory.
18. The computer-readable medium of claim 9, wherein executing the audit
function results in an enumeration of each user of the computing
environment for whom per-user policy has been defined. 19. A method,
comprising: exposing a plurality of audit events to a first user of a
computing environment, the plurality of audit events comprising a per-user
audit event associated with only the first user and a system audit event
associated with the first user and with each other user, if any, of the
computing environment; receiving a selection of a first audit event from
the plurality of audit events; executing a remote procedure call for the
execution of an audit function associated with the first audit event; and
receiving a result of the execution of the audit function in response to
executing the remote procedure call.20. The method of claim iy, wherein
executing me auau iunuuun uses e uun. function to be applied to a first
audit subcategory of an audit category, the audit category comprising a
plurality of audit subcategories. 


