H GHLY SELECTI VE SEROTONI N AND NOREPI NEPHRI NE DUAL REUPTAKE | NHI BI TOR AND
USE THEREOF BACKGROUND OF THE | NVENTI ON The market for neuroscience and
wonen' s hwelbdr/gasgs has been noving towards the use of pdwals2@snotoesii n and
nor epi nephrine reuptake inhibitors (SNRI) for first line treatnent of
various indications, as evidenced by the recent devel opnment of SNRI' s such
as Venl af axi ne and Dul oxetine. This contrasts with the traditional use of
sel ective serotonin reuptake inhibitors (SSRI). Although the side-effect
profile of SSRI' s and SNRI' s are |ess severe as conpared to ol der,

tricyclic BT ANDFYSTEMGBANILAR ALRITRQLIGY ) IEMENTAIION b e si de

effects related to the selectivity or other neuronal receptor binding
(rmuscari i (gk i ne and al pha-adrenergic, etc.) of these SSNFs and
SNRTS. Bﬁﬁ@% @mese receptors can lead to side effects such as, dry
nmout h, dr owsi[ne(sls} C&p@ﬁte’rsjstmsshéymnip&tﬁenmeamdy paii&esctapdit@vmemul ar risks.
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di astolic blood pressure and this si-de effect is associated with higher NE
activity®vem§rt her, potential overdose situations have been associated wth

excess adrenegp@iy Hebdll) policaR: ma%r%ezcwlé‘eﬁ int® gkt QHB €a°oh g@é@qyﬁé&ﬁhﬁ’er
hypertensi on,  hypot ension and d VWhat are needed are alternative
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ser ot oni Wsﬁgf@mem%lﬁﬂhe%gﬁs@{yahah@ Keftgi bi tion activity than previous SNRTs
I n one aspec the i nvention provides a conpound %‘ the structure: R2

da,
F, Br, (1803] 5 Sch @ Rystenmprexgns usem fromy xergising a fincalogrog oF configh¥et t ut ed OC1

Cs al kyécm% aﬁdl%r Q@lﬁﬂig wR&rs fhal) B@nm@&uaﬁsﬁgAté ¥ sRGRE AR beortR e tfidier eof . In
anot her aspect, the invention provides a pharmaceatical conposition

conpri si ﬁgtem eenthougltthey mey be miglerested in thetpsylisat ﬁlﬁcﬁéﬁﬁrltﬁQWQISDféJ%ecept abl e
carrier ﬁgﬂ)#ﬁé ARL0EE RO anec;ug‘ﬁoi's@fﬁqﬂéfoﬁﬂ o?gﬁd@sﬁj&sse@ur Pad off using
t he conpo§ e Y v ert 1 on treating maj or depressive dlsor8

vasonot othessgigbtycurd kemclrapceasﬂsenmarllsymﬂmnesys@mmumeeal@] iabibitat i on, pai n
and urlnar |nc ntinence in a subject in need thereof. In a further

enbodi meﬂ‘f |“h3%§lr‘ir‘%‘hceprOV| des methods of preparing conpounds of

formul a A.vvhere Yis Cor a bond. or forrmula B: wherein X is C N, or O and
Yis a CSUMMARé(nt when Xis C R2 is selected fromH, hal ogen,

mgﬂylx is N, @]s g%&e%%?a%g%%ﬁ#&%p ?e or %ra&fﬁgau%’no%g%c#ﬁ% degtr:"rjl bed

herein sby ﬁ@bﬂﬂ@lawsmswh aben systepaudits wmn theh@pa:lilh@mﬁ Exagcisiag i dine dégreeanfe
enbodi nment , }he (]0) 'Ph the i %Hentl ﬁt%: i S..n tﬁ confi gur atJHon is greater
than 5096%1e! effenay 1S, oGy My %k the pprion of EXEHIE? of t he

i nvent i Oecatit§ ahdﬁtﬁaQﬁféEd)lg%v@t b1 al\i\'tﬂdﬁllidﬂasal.@ﬁe%rﬁ [evElhaﬁl sh% sgbtem, for

di ast er eoner .
example, an auditor interested in an individual audit event such as file system accesses can




Still other aspects and advantages of the invention wll be apparent from
the followi ng detail ed description. BRI EF DESCRI PTI ON OF THE DRAW NGS Fi g.
1 provi desoanonbosmwy powder diffraction of |-[-2-di met hylpamiusesdsths
phenol )-ethyl -cis- 1,4-cyclohexandiol. Fig. 2 provides a chart of the
hygroscopicity profile of |-[-2-dinmethylamno-I- (4-phenol)-ethyl-cis-

1, 4- cycl GREXATGITESURP YIS FSE PP HEDELCUIHAPY 21 TN HRA I DSBI @Rt events 1n the

| -[-2-di m&ébﬁ@dﬂtaﬁn%t&%@&ﬁ&ﬁl doo&@b Bydici s- 1, 4-cyclohexandiol . Fig. 4
provides a chart of the pH™ solubility profile of |-[-2-dinethylam no-I-
(4- phenol ) - et i9§P3]c Additionally.auditsanamks ebtainediog eitherprperriste basdrornray powder
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sol ubi li ty;: i - [ 2-di hyl am. no- | - . .
(cis-1- h%ﬁ”@‘{ Ay Lfr@}‘fé frgiéye{“é?g’%yo ﬁéxﬁél ik A 4L S RATHY e MopisebiEscrl PTI ON OF
THE | NVEASoancewitipthe sestetm-widesnndlit policgr ovi des a new cl ass of conpounds whi ch

has the struc : d,.. F, Bt , S - CH 3, NO2, CN, CH OC1 .
C6 al kyl sub@w(feiutﬁ]cz? agflifing bﬁ%clééln%ﬁ’ef}gélsb‘?%ﬁL‘J‘@B‘gme’&te%%?FPéEé]euti cal ly
accept abkeusiglauthboligt eaf audAchiad! ROGQuSTyudit PoffsCRIBRAMMIS bARctedsalm!! at i ons
of the invention, reduce the undesirahle side-effects associated W th many

pr evi ousPSPrERAST] IBHCARRPLOSTIHRING disi&ice o Hais ingafaremay Hisplay tosthe penall and t he
hi st am neudiglgatRdiont, dechek kebhSandReryERIMRAKIOS d%fp%agtggcﬂ dgyeg ion may contain
)

one or nore asymetric carbon atons and somne he conpou 6§ may contain
one or niibeatesaryn3ad pdpviduakaydificyent apailabls. Afigr thaguditen selesisecfunétivs andawpt i cal

i somers  aafidha PRiIR PR Beatddbiy & cHBOMIVY b % emstry in
Formula (1), in oné3 errboqci;arféeéﬁ{}{ gar%%\ﬂ’ fllhagéé F‘ﬁ’gi‘ﬁ?g%éﬁ‘g‘/% F‘gﬁ&gent er.
However , calliigsintedhesegure eavirpnmenisaf thenlogal SesurityafithRrin d\itifstiensindlss wel | as
the racepiq <8y Th ' S, 1 e .t roups on

t he cycl ohpfar@%@bﬁl&)ﬁlﬁgbgé&fﬁ%%&& @gggg&s{eﬁ{éﬁ%gg%%lf’gﬁ? %%fﬁeona%dbut

pr ef er abteyiewrbyttheawditer. conf.i gur at.i.on...For exanple, in one enbodi ment, the
conpound of the invention is in a configuration is greater than 50%cis

di astereg ﬁﬁﬁ ﬁlfdﬁﬁi conpounds of the invention are in
a confi guir{gf‘till?oDrh;js IC flﬁg greater ngrlﬁ(gﬁ% cis diastereonmer. Thus, the

i nvention i ndP0Tes The déregping smimdry amkthe falowingi detaiibd desorition;ardlsetteel | as t he

racemc ntiopericall ure stereoiSoners; as |1 as ot her
m xt ur esagijmh??é wlﬂ\éggeé d %p‘éaqniurnésg(?ns%@}e{hg ,¥‘p ‘%ﬁﬁedp‘ﬁ%‘?‘ﬁﬁ% e%f‘]i’%ié{}“i’lﬁ}s e SWPYabl e

sal ts, hipdhedrewinggmdwpvendt isgmddritesdthit thaldisinisaremnot Hkyd fo tAsspRciicoup or part
of a grou Qg al K i,S_.Us herein to refer to both straight- and
branchedm%ﬁ%‘?sr?%gﬁswlg?%@%gfFﬁméﬁﬁ?g‘eﬁ%%@?r@%ﬂn@oups, generally of 1, 2,
3, 4, 5, 6, 70a08]8 Fi@r bisna bidokWagham sHeRdichn edathS1s SoRp iRl whFifonsR@E#f | €d. The

term"| ower, al k%ll" iﬁ usrgd to refer to alkyl chains of 1, 2, 3, or 4
carbons VHCh aRgetHma R RlFREnteds hst it uted al kyl " refers to al kyl or | ower

al kyl as j ustjos®$crFiderishd¥dcR Aidsf-21d QN @ndpbtet foF §pISM B inl iected from
the group i nc[l ud?ng hal ogen, CNfg aO—L NOrZntp gn‘i ngﬁp aryl ,nlgh:ag(%ehtrl%égﬂlfc,

substi tbﬁ%‘ﬂﬂaryl , Substituted heterocyclic, alkoxy, aryloxy, substituted

al kyl'oxy, al kyd1@pr BREY is aBidtk iGRFRPIhudiR cf{z}n' ' by tha

substi tu,entslfrra.yfbe ‘attlggh_e to%gny. cagr%%)&né% a%%ﬁrg%eﬁg%%hlgsr%a\?%%}et hat the
at t achneineludesryeithin glosal sacwsitnmiteortyieni cal noiety. The tefrm "hal ogen" refers

to d, Br, F’Lg%(fe)lg] | FI&.%S%%H& F%?%kﬂ'of%%r?exg&s%'gﬁlﬁtg apﬁﬁé i 1(&1) %an roig €8,

aryl oxy, is herein to re 0 a carbocycli e.g., of
6- 20 cariberfags,ons, which nmaybe a single ring, or nultiple rings fused or

| i nked toget S that. at | ea on art of the fused or ]inked rings
forns the conﬁﬁgt g@ﬁ.ﬁﬁsﬁgﬁcgﬁmﬁe@“@e g‘?‘{}‘i Cagﬁg%‘?fsanfl Frapleaudfyt are not
i mted subcatgpbsiery! , napht hyl, bi phenyl, anthryl, tetrahydronaphthyl, and
phenant hryl . '



The term "substituted aryl"” refers to aryl as just defined having one, two,
three or four substituents fromthe group including halogen, CN, OH N2,
am no, alkpl2eyokwal kyl , al kenyl, al kynyl, al koxy, aryl exyussaastiobsit ed

al kyl oxy, al kyl carbonyl, al kyl carboxy, al kyl am no, and arylthio. Al kenyl
and al kynyl groups nmay have for exanple 2-7 carbon atons. Cycloal kyl groups
may have 3-8 [0813pokF1Gt oiss. blotielidgeantd! Samprist e racnting parsesgr fiwitei n t o

descri be &ics stable 4-, 5-, 6- or 7- nmenbered nonocyclic or a stable

mul ti CyCPI " Ret erocycl icring which is saturated, partially unsaturated, or
unsat ur at ed, [am:u] WHIGHT depicss & flow diagear ¢fan czampte mathad Fordmplsmenting & our

het er oat ons .se d fromthe gr oup Iud| ng N, -O and S atons. At |east
one car b&f® 'é{?oal’fgﬁﬁél%eoné—-%r'uﬁeﬁ rﬁs oba§ ‘atons may be oxidi zed. The

het erocyclic pors) #Icos ismﬁleuﬂeﬂeaﬂg/sﬂmmtemytohaydaerpasagdmOMd@hoﬁny of above
defined heterocyclic rjn to a ng may
be 2 or %pﬂi’ﬁﬁl%%c?gr%mm“ﬁ3@“5‘1‘%ﬁgn‘ﬁgat'fnz‘l%ﬁ%’éc;eya&ldp Pﬁ&g 1@@“}}%%08“ OCI(ﬁ{‘\’above
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provi ded the result ructure | hem cal | y stabl e. ch. heterocyclic
groups i ncl ud[é’(8 Ghj ﬁ@x%aﬁﬂlgs an PRI GRCHHF T fxﬁﬁrﬁﬂawaiaﬂih?omﬁyper azinyl,

2- OXOpld p@itdiltﬂlﬂslﬁb\dlforda?\zsephf]wbmum lebdm@ylhentiﬁla flazol yl, onri dyl, pylraZI nyl,
pyrim di ny ridazinyl, oxazo soxazol y ol i i ngo

qui nol i nyl , tﬁi{bﬂylﬂc}ﬁ Jynd 1béﬁ§P6?tlYPI§ %Pm Freaatle @ﬁf%ﬁmct“f%#%emwgﬂ& inyl,
thi anor pQﬁHn‘. Meboriddlah@ % diub @chotiSOAUINR! ih M local BRufifTalithofitypst i t ut ed

het erocyclic" T's used herein to describe the heterocyclic just defined
having one to four substituents selected fromthel% Whl ch includes

hal ogen, DETATEED BESCRIFTION OF JJyUSIRALIVE EMBOD cycl oal kyl, al kenyl,

subst i tuEﬁ ?1 tmglmébhmeﬁ{ koxy, aryl oxy, substi tuted al kyl oxy,
al kyl car bon al l1 rboxy, alkylam no, or arylthio. The term "al koxy" is

used herein t[90183f Gt b andhine Grlagting giscugginayase midndedyiolpyqvidsya riph genefalt ed

al kyl . Tlagscl:lﬁi%d}]?af LA i%ycon}pﬁuf:ﬁ&gqrgﬁﬁﬁit 'T?([(ﬂ vﬂﬁélﬂfn éx@mbfé%n‘@gdﬁ{eﬁﬂﬁa where R
is aryl or s trtute term yl car bon i s used herelnto
refer t 0 bt heplR@Diegk (Aqa;sed/\}mm, the fesma fdegipuidng sysfomt’] ‘éalpé'éfe%ﬁ}’kt?mz afe term

"al kyl cagboxy’ Jis e ?%g? is alkyl
or substi %‘1?%1%‘6“ Weﬁeli!%o M&? engméygtgﬁrﬁofrrl%é‘fliq}iat ers a% E&E%P ﬁ%gggﬁgar y and
tertiary emrm@or\m&mmpmbﬁsmg plgdgranr cala bmct/vrtdataedixammcb Oﬁwmmgng cont ai ni ng

poi nt of B “eSBany MR PRpRE Bk Seo R bod b flheeR0C ot

inventi Oimaﬁirﬁ‘fani@%ompﬁérsl thirt dlients ofepwvak Pé:alséxsrexd,amrkﬁahcfns,daptmlmlmwsutl cally or
physi ol O?)@l'(l: 4% accept abl e am@s or bas These ltsa ts include, but are not
linited CHAUSHPHRELHPEEC WHLSWWE‘*&H? CSaiy ln?ﬁﬁlr‘agcé’ﬁf’o S8t such as

acetic, |c§1§sBle§,sat€11irtJ febeivdrelsétabp BoxeS GG fohated telfetABeHies, dfaddelgﬁmesmiiobm c,
mandelic, malli hydr ochl orj c, robr om c, é}hos hor n| tric, sul fur| c,

net hanes lﬁ@lfmbﬁll% PW&?P@M‘\%@MS\SEWP@( ﬁs)sqnﬁi‘"%ﬁ’th PRGN %SE EE¥SIEN & aci ds, and
m xtures n’ia]QﬁiElsofhe tg?i»fh‘i‘dataﬁ%ﬂel% tb%llﬁfiﬁma%to?aﬁy fohnaqb&a&mg aahﬁh&isor al kal i ne
earth met such as sodium (e.d., sodium hydrOX| pot assi um (e,

pot assi urtiahsfets.awtifiestions at tequesiso T heigyme Srogram TAGE e"mé Qd§ refer touaipy sehaf ot her
conpound tes and

ot her Coar\nlsgr(ﬁ Iogggxlapéfg Q}Eécg @ti%derbr&cgﬁeigfé\m Ees@&lm%]?j‘g%éé?cgdwl N euch Torm
convert tichidee ramimw vnlm:clémywhlm sucky as the hvavmﬂhemhw for étammed enbodi nent ,

t he prodrugs t s rodrugs
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I n one enbodi nen the invention ovi des net

phenol ) etl?fwofefe‘%@ty ayd W"?f?‘éloBhLe(B‘é%g? wemp enb""h’l’i‘ber“ 8%8%’%“&92%‘1‘%/““%%‘{& glrl)t abl e
salt, or epyiRshiiest dfhefmidlted hbktes s&ﬁﬁ@ﬂ%wh&e@hﬁﬂl@@trﬁmhﬂz&dhm ragofirossnad a
C16H25NCB and a nol ecul ar wei ght of .abou 27 .38, The free hase of this
conmpound iRgkicaiedes. &1 3 BRiYORked e‘F‘ﬂ“’&WB’PtH’éW igphlevice pREVESTALEHY AR provi des
4-[2-Di ( PPOXY- cycl ohexyl)-ethyl] -phenol. This
corrpounﬁ@égﬁgﬂlg@{fgﬁég&%gﬁ%wlgerVrzu%l a O CL7H27NC3 and a nol ecul ar wei ght
of 293.40. The free base of this conpound has the

structure: 4-t2-Di met hyl am no-1 - (| - hydr oxy- 4- met hoxy- cycl ohexyl ) - et hyl ] - phen
ol Qther exenplary conpounds of the invention include

4-[2-Di met hyl ami no-1 - (4- et hoxy-1 - hydroxy-cycl ohexyl )-ethyl]-phenol, salts
and prodrugs thereof. The free base of this conpound has the structure:




442- Di net hyl am no- 1- (4- et hoxy- 1- hydr oxy<: ycl ohexyl ) - et hyl ] - phenol Still

anot her exenpl ary conpounds of the invention is

4-[ 2- Di mewbybemiogsse| - (1 hydr oxy- 4-i sopropoxy-cycl ohexyl peetdsydosropivesnol , and
salts and prodrugs thereof. The free base of this conpound has the
structure:

4- [ 2- Di met hy| Bf2¢o-Altioughyeirequjred, -eprhopiments sy botmeepioniast heydr apphemuoh  These

Schemos. PIEaerFAFRAMAED (R Ak BY EU I sl MR HRBARGEIIT, Lot on

can be pnetparkduonsingspitvage W‘bmhwbbﬁ@mhebeﬂthbgéml cbmgymoﬁemmputérh synt hetic

t hod t t f th t hod
by one: s kRl b IO o ARloneE bR Bcol B R Him & gififiers ™ "0
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J.F. St odﬁmcd1mﬁbm§ﬁfpaﬂlcﬁraeslﬁstrad‘ﬂGWamfek T}ﬂp&%ﬁ)@]the ﬁﬂbﬂi(ﬁﬁh@ oTefeyélsrarh ncl ude
but are not Ilmtg tﬂ@@ thoae g}u l.in g ‘$ Sch Prow des one net hod
for the SPAPIRYRRYdGFontingd gr qistr H{?S&ﬁ eSirgq 1 gHoy i‘%‘? A% ni | ar met hod
can be ussbodi@entsydytadeHepraficddie dﬁ’érﬂﬁfed@@rﬁ{)ﬁiﬁatg'eﬁﬁ%nﬁfenis%eké‘t\éﬁﬁTafeon usi ng
different i ntergEdl ates wth the a roprl ate groups hese i nternedi at es

are commBFETEeE Py pagts prsessipp devices Higt are Lipkeddlropgly 2 ¢rapmigtieaiiopg retyork

Al t er nat oyehSWalaRaksistioh ABEuANEOS HRBsed E&ﬁpdti'ﬁ%%ﬁ'&doﬂﬂleﬂ{ geeg%? a met hod of
preparing a corrpound of the structure A where

st r uct ur Eopulesymay kg lecateq iy both Inpal apd Eemotgrgmputessterags mﬁdlab@b}dm,gmmwx is G
R2 is sekgfbedeide@m H hal ogen, CF3, phenyl, SCH3, NHCH3, OCr C6 al kyl, and
substituted OCr Cbal kyl; and when X is N, R2 is selected fromH, phenyl or
CF3; This neti882]i M6} | dbistraies apteapmple of e siteblegompatingysigrd covisonpteanol ) -

di et hyl gg¢ 0 enz oxy phenyl) -
di met hyl ac e@g&rﬁl%%n%%d%iﬁF&%hr @@létg%éetﬁib?@ gﬁ{%jslgﬁaf ac e? °§%¥ rFay be in a
sol ution C@nmbmg Systegn chvrmenmyﬂtfwﬁ isecilydene eEamplh ef a smﬂabale smhpmtmgrenmmnntm t reat ed

i th t L t th
obt ai n ¢ A R ACASFEIF Gl aBlybRuloRaRly Feadtbe PSS CROE TR ey ) -

di met hy| anbddinende Nsr mnlﬂa emmmphung@ammbnmmdbean@m@dui%ahﬁglaﬂg t he
structur in a solution with a suitable baseto afford

the corr g@’ﬁf}#&%&r rF‘éur“EeP’&P e@f‘%ﬁ‘?cﬁny ORee?raﬂom@BﬁarB%?lfcfomER’éWbﬁl wstigteddyi t abl e

bases i niewsénplery®p erahmgénvumrﬂd:ntwmmpyl am de and isopropyl nmagnesium
cont ai ning tetrahydrofuran (THF)) contai ni ng

brom de. The @&ﬁ ‘g b\} ‘
the ketal is it eth’fe%Fﬁ tQRIG 1f an gramplg sudesd doriimplemepingavenched t o
af ford aekBidansnt uiUllﬁiei(QE@ieralWﬁl?@Je%‘éin%uﬁr%%Wcé’ﬁm tﬂ@YorﬁQ)fqlésﬁﬁﬁ%@pl 10 th

pot assi um carbonate. The resulting product is typically then extracted,
concent r &PBEONeAKAT eerysiten) 110 may inolusie bis premoiipitetkinamessirplpredesirginihe ket one.

The ket ong) bgy &&gﬁgﬁg&gosﬁ{(ﬁ%bﬁéﬁ ?‘ilftﬂft obf1&s ki usdéygl!e at{(}g}g lt;l'igsam de

ut|I|Z|ngaredUC|ng agent sel cte rom uma um’num e (LIATH)
and bor ameluding éreetystemagniady fethe processing Gmpbm:h"ﬂ!g sphiteth kyd IZirma)ebe angiobr der to

A ore { PEeRORBa Ol SAANBALE Spfory IS oBRAANY ShEG(r el €0 1 0
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al cohol h d e
i nsol ubI{é) %AI)""ar%e“?"? P{g;ealhl ? 15210 S{He )rég?ls?’?i?’léct%lﬂ)gsqz\?\nat 21%& %ﬁlﬁ{cgltl g%@Mone or
mor e pol ghaaudimra;ddmmﬂrfaees ZZE,mja:}al@ ac¢asyedgo inypign?nt tiex qugitorsy desizast e

rate-controlli.ng polymer materials include, e.g., hydroxyal kyl cellul oses,
pol y(et h%‘détr?g gm des; al kyl cellul oses, car boxynet hyl cel |l ul oses,
hydrophi l'ic ceb34yl dae later sevirity wethoritp 20 pul thetseybymeeddudt AFIs drp one
enbodi nent, .a f.ormul n of the invention contains about 5% ww to about
75% w w Sﬁrr“?férnﬂ/@f’?lqafaﬂ 81 ul ose (MCC), about 10 % w.w to about 70% w w
MCC, about 2083 WHQ. RROUWIoRUidram vt a db0scudty autl%lt}cjzmtandbffhe audi®q or

about 30 % w w to about 50% w/ w, base 0 uncoat ed dosage
uni t. | nY%@%@éﬁrﬁ*ﬁﬁZ%ﬁi’%“@B}’%‘qCE‘ Eu‘h‘é’ﬁhalf‘g?f p“f’ﬁ ﬁI%%% hﬁ’f‘&H&g’e pl aced

into a sphlairec ?e?ﬁeés%zs *ﬁ?a!yhna&decmpsre&&&yr&mnrﬁoqxcy RbUeiterfaddI0AgTheeChNi ques
know to those of s hé art. Suitably, the results capsul e shell or

conpr esséed sw&bt}’@véﬁ p@lmy :RRC intpringg 226 nales Sﬁﬁm&boﬁéﬁ’ st 2RLRPFISHANYF 0 ot her
enbodlrre r wihass aver the
core. fcl'y| Fﬁ@c{;c@éo?}’ngﬁ dgﬁgeﬁ?g} 19?2139#13}1&#3&5?{18‘&@%2%6;%%Sﬁ%f a pellet core
and nonf axuniplmfalsemalrltxa@@dﬂp@lcﬁBBCantﬁllﬁa?éW@nal second coating. In one
enbodi nent, an initial seal coat can be applied directly to the core.

Al t hough the conponents of this seal coat can be nodified by one of skill
inthe art, the seal coat may be selected from anong suitable polynmers such
as hydroxypropyl nethylcellul ose (HPMC), ethyl cellul ose, polyvinyl alcohol,
and conbi nations thereof, optionally containing plasticizers and ot her
desirabl e conponents. A particularly suitable seal coat contains HPMC. For
exanpl e, a suitable seal coat can be applied as a HPMC solution at a
concentration of about 3% wwto 25% w w, and preferably 5% w w to about
7.5% w w. The initial seal coat..can be applied on a fluid bed coater, e.g.,
by spraying. In one enbodi ment, an Aeromatic Strea(tn) fluid bed apparatus
can be fitted with a Wirster coI um and bottom spray nozzle system

Approxi mately 200 grans of the dried pellet cores are charged into the
unit. The Opadry(r) Cl ear seal coat is applied with an inlet tenperature of
approximately 500C to 600C, a coating solution spray rate of 5 to 10
grans/ mnute, atom zation pressure of 1 to 2 bar. Upon drying, under
suitable conditions, the initial seal coat is in the range of about 1% w w
to about 3% ww, or about 2% ww, of the uncoated core, hi another

enbodi nent, a commercially avail abl 68seal coat containi ng HPMC, anong ot her
i nert conponents, is utilized. One such commercially available seal coat is
Qpadry(r) Cear (Colorcon, Inc.).



I n one enbodi nent, the oral dosage unit contains a further rel ease or

"del ay" coating layer. This release coating |ayer nmay be applied over an
initial swelzocmmiieor directly over a core. |n one enbodipggnis2odsheronel ease
coat contains an ethylcellul osebased product and hyponel | ose. An exanpl e of
one suitable ethylcellul ose-based product is an aqueous ethyl cel |l ul ose

di spersi on (46808630 INTEATWhe such.product i's comercially avail abl.e as

Sur el ease(r) produgt L ar6an.c I nc.). I n one enbodi nent, a solution of an
aqueous et hyl cel | uﬁgg@%@@f&%ﬁ ds) dispersion of about 3% w w to about 25%

w w, and preferably abfintun8iesstring) BLEATB, SERVER NAMESefyaiiName appl i ed t ot he
core. Optionally, hypopello } . nt of about 5 to 15% by

wei ght, and pref erabl y,flrg’al%lbqiu?] E%%-g\}\glpgﬁ?‘w?@’ m xed with the

et hyl cel | ul ose di sper s{iannique] GOIN*AbplicatiertGued| uti on. Thus, such the

et hyl cel l ul ose may be about 9 WOQW | WA enbodi nent
about 90% by weight, o m’trﬁ‘égeg&oﬁ. on, ~6pon dr yllglgt-&ngerhiui tabl e

conditions, the total rel eabBEOBGHEPolicgCount,t he range of about 2% to about 5%

or about 3% to about 4% w.w of_ t.he un T R core. An
enteric coat (rate- con(‘Poﬁ”fei—ﬁé)oﬁlﬂ%unﬁgeé%@m%gﬁw%@%ﬁ%

mul tiparticul ates and may i AGditRdBicy but is not limted to pol ynethacryl at es,
hyponel | ose, and ethyl cellul ose, or a conbination thereof. The nodified

rel ease nmultiparticul ate formulation can contain fromabout 3 %ww to
about 70% w woﬁégaeﬁﬂe\éﬁdi@wmwmb gﬁereac@sminsa@tih@ﬁuetahgregcﬁudit@anbyfm about
5% w w to about 75% w w-mcrocrystalline cellulose, based on the weight of
an uncoainietfage g whichrengblesuenyigsysen orpeituser aydit pplicyaf ﬁ’?@ﬁtﬁgc’r}f’o ntains a

pr oduct i .S a: : _ i i duaebhasrpcat es, such as
Fhe. commeer i, & e R R B e . KO

Sui t abl yjnterface 228hfolows coat is applied such that it coats the

mul ti particul i nt of about 15 to 45% ww, or about 20% w w to
about 30% \N/V\r,%gsr] gﬂo@éﬁ% wwto 30%w w of the uncoated or
initially-coated milsar@ertAwlitPaliey( | n one enbodi nent, the enteric coat is
conposed of a Eudragit(r

). L30D-5 0 KG, talc,
triethyl citrate, and u@fq.ue’l%lpjg %%%%ﬁéugﬁgyﬂ;lwgﬁvé}%%oat i ng may
contai n about 30% W w ¢in,uaiqa6] PESARR SR Peincipal®id, Eudragi t-(r) L 30 D55
coating; about 15% w w fal ¢, about 39 iethyl citrate; a pH adjuster such
as sodi um hydr oxi de an(ﬁlnv}d&faé‘ﬁcqnﬁ%ﬁ]ﬁ %1&91’?18%8 Went, the enteric coat
contai ns an et hyl cel | uljpsRnBA6.aHA NAHINTUM WUDIISPOLECY alENt)]al | y
avai |l abl e Surel ease(r) aquegus_et hyl cel | ul ose di spersion (25% solids)
product (Colorcon, Inc.). h-Pl&%\éGgﬁlwﬁp%m, a solution of Surel ease(r)

di spersion of about 3%y ¥d %(PJIRPCOL&@)‘}’%MSVGU@Ddsw&i@i@t}hw&h@ut 3%to
about 7% or about 5% ww, i's applied to the nultiparticul at é{gon drying
under suitable conditi dew; Sliéehé(’éjz’!l@qu}m UD&EPP%‘AM@’@W@%U out 2%to
about 5% or about 3%t o abeul o w of the uncoated or initially-coated
core. The enteric coat can be applied directly to the uncoated core, i.e.,
t he uncoated core, or pay be applied over an initial seal coat. The enteric
coat, as descyihed above.i ' ' pA ; r. In one
enbodi ment , smﬂgﬁeaﬁée(ar“?itﬁéﬁtté%g‘geg’{‘% &8 éu‘ﬁ%s‘gaﬂﬁ%lelgg(?gﬁ SEIH B ds) is
appl i ed iefurBerste Midrafor fxhsiniperiuses polivy isdefined eaexantfle of whible falowyil cel | ul ose
coat is applied,.t LS dried for an additional 5 to 10 mnutes. In
one enbodi rrenfﬂf%"‘g] ﬁ%ﬁgﬂ@g | coat is applied over the enteric coat and,
optionally, talc isLiQhdrzgaditPeliey(fi nal. step prior to filling the

formul ations into-a suifabl.e packagqi i [N thi.s final seal coat
i s conposed of HPMC andIW@szﬂ‘ﬁzﬁtW;@RY@&@bﬁqgﬁﬁg%%t 1wt % of t he
total, coated oral dosa[qg,dqdiuegpLgApR HDtRginkpai8int her enbodi ment, the
present invention provides products T:ogt ai_ni ng th conpounds and
conpositions of the i niERi@e] Cqmtgﬂpeﬁ%@ﬁ%‘ﬂ@u} st he conpositions are
packaged for use by theg; i et bbﬂé?( TRNE A : xaopheE)] t he
conpositions can be paggggatengs@thATm Ior o%%?rg'g?%g%‘lgé packe)a]ge and is
suitable for mxing into a HANGPolepstoutte. g, "appl esauce or the like) or
into a drink for consunption by the patiént. |In another enbodinent, the
conpositions are suspended in a physiologically conpatible suspendi ng
liquid. For oral |iquid pharmaceutical conpositions, pharnmaceutical
carriers and excipients can include,~%ut are not limted to water, glycols,
oils, alcohols, flavoring agents, preservatives, coloring agents, and the
like. In yet another enbodiment, the conpositions are filled in capsules,
caplets or



the like for oral delivery. In another enbodi nent, the present invention
provides for the use of conpositions of the invention in the preparation of
medi camenwe,200mokasdi ng but not linmted to nedi canents ugefruis2e0a/07ves
treatment of depression, gastrointestinal sideeffects of venlafaxine in a
subj ect undergoing treatnment therewith, and irritable bowel syndrome. In
anot her enbodi ment, thbBnAaesEHOUEYNAEAY] GHSIFON TRYSVRIGBICH REA S ® > of

mul tiparticulate for ”Uto%'s%sisgi’%ﬁgéoilﬂiﬁ%m@ POLIARE IREORAEALTON Of

medi caments for delivety to a pediatric or geriatric patient.In other

enbodi ments, the present i ntAudifPolicypr ovi des for the use of multiparticulate
formul ati ons of the i ny,enti on in the preparation of dosing units, including
but not limted to dosi’ng units for oral, transdernmal, or nucosal

adni ni strati gA04IN StheendibraiaetREC byerfabes 226 naptihdudeanenyhereiewetegariesal packs
and kits ) i.Si a.contajner. suech I r suitable
cont ai neﬁﬁeﬁg?ﬁfaﬁ& 329, W&P%\ﬁnﬁ%lfso?\ﬂug}e H\tﬁﬁ%ﬁ%r@tegnf??égﬁ&?e% Iﬁﬁ%ﬁt&gfobg}ég)g form The

f ol | owi nexagphsymh eserating sydtdmis Anakamde of anténememnteaatepaies RECARRLEC1229PRODUCTI ON
OF 1-[2-DIVETHYLAM INO-1 -(4- PHENQOL) ETHYL]-C'S - 1, 4- CYCLOHEXANDI OL

4- (Di et %]P?Yé'r baroyl met hyl ) phenol (35.6 g, 198.5 mmol) in di net hyl f or mani de
(DWVF) (400 0¥Hs NTSRAEIS W th K2CO8 (35.6 g, 258.0 mmol ) followed by
benzyl brom de (28 . 238 m‘ml% The, m xture was stirred at room
tenperature for 4 %@WWT"‘&M@W%’&?' ng at 60 C for 1 h. The m xture was

concentrated to renpy@nighsirifi] RISBPRISERVER CRaMENServaBiagg, wi th vater 3x.
Dry MgSO4 was added, the m xture filtered and, conc g{&é{g{qed to | ow vol une.

Hexane was added t olGHERQNIEY A PBHESATECQRY,. 2AEPRFARY
filtration and dryeg¢ to give 49 g, 92%yield of a solid. A solution of 2N

l'i t hi um dii sopropyl ani de (LDA(?)[B§48. 25 niL, 96.5 mvl) was cooled to -78 C
and di | ut ed wiop#3125Thetaudit-related BRG dpterfagesd2 S masncludeanieip@esgies added

dropwi se RBE iftfrfae &y dasids BlGRvshe Nidk st igoriacet ami de (20
g, 74.3 %@&rﬁﬂ}?@& rfig)cfez%qém‘]‘%e m]¥§<ture wa%’ v&ar mgd toéo 0C, then cool ed
back to uidrded b, Hokxanpde apbparatingsysemhexanedi one nono- et hyl ene ket al
(14.1 9) in~3a§4‘ngﬁi.SfKJFU§\as added. The solution was allowed to warmto
-20 C. Hi ght h¥oughpu iquid chromatography (HPLC) assay still showed
starting material. WadiduaterateAndiSuli@ttagoriosts added and the sol uti on was
warnmed to O C for 2 hour. The re i Lt h 1 xture of 25 g
NHAC in 200 nL of wat iPe““ﬂ@%‘ﬁ@%ﬁ%%wm%@@ﬁ%r ated. The
organic layer was dri egqinunidueMpos¥GUID tAwtidtegngt, concentrat ed. Col um

chr omat ogr aphy (50% Et?& g)e ave 30 96% yield of a solid. A

sol ution of the ket al ‘Z‘ig ,O%ﬁi‘ﬁ%ﬁﬁ“lﬁﬁbéﬁg@ﬁ‘iefz THF/ 50 ni L MeOH was
treated with 40 niL of, (g PROLIGhUDIT SUBCATEGOROMARIWEr at ure for 3 days.
The reaction was quenched with saturated K2CO8, extracted w th Et OAc and
concentrated to an oil. ProddefitsyhEategsrissAIY zed from hot Et OAc/ hexanes to
provide 12.9 g, 5 1 % wi eld. C23H27NO4 C23H3 1INOG3 Mol. W: 381.46 Mol. W:
369. 50 A solution of thé' ket one &.11.8 g, 31.0 nmL) in 100 nL_of THF was
added to a sub9éFisi Tare anflitirglated RPCdnterfycas 22 maylinglude #RLG interfappd3 hic of THE
at -78 0G . Them xt & LSRBrRimab ik € and stirred overnight.
Because g?ogr%anmﬁﬁjﬁ;&[fg?lﬁ%iﬁ%gg&g%%%gtg was still present, another 0.75 g of
l'ithium al um [046]hyNTSTSTUBAH) pellets were added and stirred for 3 h. The
reaction was quenched wi th £ ol by 50 nL of 10 % NaCH and stirred
for 3 h. Solids wergs %’?&?&b‘éﬂo@}e@?‘{){%g% celite, washed with THF, and
concentrated. The sol i dinmtquegaingtPB$APR SERVERNNANMBSEHvedames t o gi ve 8. 15
g, 71%yield. C23H3 1 Mol . A 0O A mxture of the benzyl ether
(8.1 g, 22.0 mvl) anm]ﬁoﬁtﬁgg%u%%%% wet) in 100 nL of et hanol
were hydrogenated at 10QuipplSAPRIUNIIODE BIRINGQakegofyNafriel t ered t hr ough
celite, washed with ethanol, and concentrated. Solid product is

crystallized from Et OAJ} hexane to give 5:1 g, 82%yield of the title
conpound. . :
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EXAMPLE 2 - PHYSI CAL- CHEM CAL PROPERTIES OF 1-[2- D1METHYLAM NO-1

-(4- PHENOL) ETHYL]-CI' S - 1, 4- CYCLOHEXANDI OL When prepared according to the
met hod ofwBxasmlososd, the title conpound (free base) is ebanmessnrmesl by the
following: Purity 97.5 1%cis -isoner, 1.91%trans- isoner, 0.22%

i ntermedi atesStructural Formul a Ml ecul ar Fornmul a CL6H25NCG3 Ml ecul ar

Vi ght 279. 379VKDpedf HEE T Bt S OFPeswier e ¢rysttat Y el Fokfero <Ml t i ng

poi nt  ( DRGk-AP 8 Bbmhe 6Fan a8 sdtilg &Klﬁmﬁ@%ﬁdﬁldﬁww@@@v&w xdror ph
Hygroscopi ci ty Non-hygroscopic (Less than 2% wei ght -.gain at 26.30C 90% RH),
wei ght gefempiesfollods: upon reduction in %.RH). Sol ution Stability The compound
was stable f 0 - hegstaRf hours at roomtenperature inall of the aqueous
solutions (p -10.0). pHSolubility Final pH 1.4 24.2 ng/m Final pH
3.99 24.1 rrg/m Fi daprlepkupApditiepCataggryiemet nal pH 8.4 22.7 ng/ Ml EXAMPLE 3

- SALT FORMB OF 1-[2-
1, 4- CYCLOHEXANDI OL A. D@uccﬁ‘gﬁﬂlgﬁ%‘%ﬁﬁg@ﬁ !Eﬁﬁ[ %Jré%}]g?lﬁyl ami no- | - (4-
rhenol )ethyl]-cis -1, 4Elnh§mstdﬁélihmtldmﬁumeg¢r§ssol ved in 3m of acetone. The

solution was heated to I - Aldrich),
was dissolved in 7 m [)Ogl ace&ré%lggﬁﬁjd%%@%fgﬂg%e% Ié’ﬂtﬁglheat ed to 70 Cin

a water bath. Succinic)acid solution was added drop by .drop to the

o2 TR TSR e b O B 0P R Lo

wat er toacgfntuﬁammt@'haﬁel@ﬂhuteﬂ@(ﬁbsahd ﬂa&ﬁﬁ.‘oselﬂewrlbgi N@sammapicwdeldf«‘m 360 C for

10 m nut es, en co ratyre ov rec tate that
forned aff ef‘?ffée %fs gﬂﬁgf aé’%‘ﬂ? \ﬂiﬁz"‘o‘1 %]gtﬁétﬁgE IHA2CHErP t he
et hanol i coumhund@ah mm\tﬁ@@z% ﬁeiqwlhg @ffécﬁ{(@éddlt \éﬁ@})foah Qéer UDBIR s, r educed

pressuretoﬁ]glve04898 %g powder confirms, the structure of
the | - [ 25Wh AR iRsfassmAv showy a;m&wma; %‘«ﬁ;ﬂvq effspeve aildlapew wkisg el ol

succi nat goWd I'theebohéﬁs! 8t ﬁgr-ul}er]anﬁ @r thd\§stdml 2- _
di et hyl am n&- gé{q(] Fﬁ‘ﬁeno yl]-cis -1, 4- cycl ohexandi oI to the succinate.

The succi nat s41aa\héf108rdlagtﬂnm‘¢i ysprrgrpefed #adibAPH2301 As pgvieuslyn pH s of

1.3, 4.554 ] I
Hydr ochl or Figoggssg{:}tl gf‘ﬂf#(l) éﬂd&m’l ISefl? uFéMg(ﬁ Aﬁﬁzﬁgﬁé ﬁg??(%%ﬁ%ﬁgﬁéfgﬁﬁw ]-cis
-1, 4- cyBerokeneadidp8ls Zﬁﬁgrmhudgdwssﬂian emablle ayditorsfof a spdterm euakias khel:@muu‘rops of

vt or anguneglehit Bl Bl AR IPDCARAING Auhealaglallgn 2 0 o

I N hydrochforic c,1 ate rop to the
| - [ 2- di npedlivy ketifortbe $ys(em~ Spble ABIs)eattly Hifferns usets, of theysaine hempurteli aich aothat i on.

The resulted,s i m_nu sol vent s
wer e evapog}pg{eégb%tt?ﬁ %W?ﬁ%&ﬁﬁ?ﬁ?gﬁﬁﬁ'@m %%ﬁP@@lBg’ﬂF%%lﬁﬁsé’f 8 give a
yel | ow paudit pahitieschpplidieto lotlieetisevias di ssol ved in ethanol and the ethanolic
sol uti on was orated with rot orator under redyced,pressure to
g ve 0 ag0a. JOURT o Rhie ebuer st AREERY by hiet prieiset FAPONS B the || 2-
di met hyl am;meté addftpphiefet ot divdre Edtdyorids, Qu&%@é&fé@%ﬂﬂdlv(&uam&ﬁft efdpkoride with

aratio of 1:1 for the | -[2-di net hy | -am no- | -(4- henoI)ethyI -Cis

-1, 4- cycfobﬁ’éﬁa‘??éﬁeélse‘t“&tﬁ macigh r%wpgerloagser @Wé@lﬁe err ON OF
4-[2-Di “@Ehﬁﬂﬁﬁlayhﬁ Maadort %:% BRSNS, hav@lﬁ&?\%%dgggs%ﬁ%@?és 6 L&Yy PHENOL

The conpound was prepared i'n a simlar Exanple 1 with
some m nMicEhBky@dowing i ati axampleéer a e perusgr auditipoligi 29l¢1 ohexanone to obtain a

4- et hoxy onclpgﬁé)e?ﬁj(%@@gg&hnsé[p US g&,}g@l s summary for:

4- met hoxy- cy escri w. The remai ni ng synthesis steps
wer e conpl et ed_aPCEHEReSided in

__in_ecount(PolicyCount) PCAUDIT_POLICY INFORMATION pAuditPolicy,
__in ULONG PolicyCount .
% B
[0053] Parameters for this API include:
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Exanple 1. C8H12G3 Mol. W.: 156.18 EXAMPLE 5 - PHYSI CAL- CHEM CAL

PROPERTI ES OF 4-[2- DI METHYLAM NO- | - (Cl S- | - HYDROXY” - METHOXY- CYCLOHEXYL) -
ETHYL] - PHREDGhoMbsss9opr epar ed according to the nethod of Branshech270bhe title
conpound (free base) is characterized by the followi ng: Purity 99%
Structural Fornul aMbl ecul ar Formula C1l7H27NC3 Mol ecul ar Wei ght 293. 40
Appear ance wjda5d] cp¥yigt fih] Poigtepiowddy ($asiity padpnpRiRtnq mucipgnsetyeirmg 21 0C
X-ray (powder diff). Crystalline - one -polynorph Hygroscopicity

Non- hygr{ﬁé\‘glé’ﬂ? %"ts("(b‘?"ﬁli?o%i ght- gain @60%RH, 1. 2% wei ght gai n @0%RH, wei ght
gai n was | ostj00ss5gnpaaditPolied [ind PodIaRE ayar@YRE. ) Sol ution Stability The

conpound t S ' : isn all of the
aqueous é@ﬁﬁ?j’m&?ﬁfh&?@m?m%ﬁ%ﬁ%%& ﬁtgé@%%ﬁiﬂ%ﬁrn?eg%ﬁg%o 71 ng/ m

Fi nal pHtrhcta: mdyObeQ@ndred. iter-hien @ludip olcy2fay-tGeOlr alysubtategonias onipdigided 7. 65
mg/ M Final pH 10.5_.7. 65 no/ni tanol / Water Coct/Caq @H 6 = 6.857

Partiti &Hdﬁﬁeﬁé%ﬁpﬁ“é?‘bﬁ?“gwﬂ 6 - PERMEABI LI TY ASSESSMENT OF FREE BASE
AND SALT FCRX?OS@]: PolidJouMzTidy DAt 84Ehd nunflsbr BFERiGEYtERihE pAEitBolicyl, 4-
CYCLOHEXANDI - HIS-24 CACO- 2 MODEL.- The rate of drug transport through the
CACO 2 c®®s was deternined as the Apparent Perneability Coefficient

according t o [pfer) f Reh@ialGes o tigl AR nldY iIRRARUDR suctiaageF ADSEjoant i ty DT =
Change in time (m nut esé} Q0 = Initial con\c})n in the donor charxecertt mv cm 3) A
= Sur f achilaiee Additionallyp? Sad-agiBrey) pctiondy\ PSR PRI HPORSPHING N s 1 RV =

vol une of d%e(fgé ﬁ[)wﬁl%%stcmtmay'@’eq&ﬁﬁg&t helial electrical resistance (TER)
was cal cuq ate romresi stance neasurenents according to t#@ fol |l ow ng
d

formul a: TER [0038R FRRQR NG JUYGH_USERs Y uepy existy ywith the sgeilic iun]) x cell
area. Appare o' bk | TV AT3DHEPARRMETHI: ShopahRsteArd iAbdrR08y foRpar ent
al ues

perneability Ich are equal to or greater than those observed for
et opr ol Bb aodit prliop issabif ey cherdf thy elamesntsdnthepdadifPelighinfpraatih¥iugeFred to gi ve
a predicte .Jracti on absorbed estimate of >90 % (high perneability
classifi 84%n). Apparent permeability val ues | ess than netoprol ol or

propr anol ol aj0e60]orERRIGR AICEBSH DENIBDYPfivilogerotiancess acqsssameiaipel fpry this
classification). Sé%[t)ar.etnt perneability values of <10 runs 1 are consi dered
to be <58PUFHR IPPHR FFteabi | ity classification). TER val ues of <120 ohns

cn? indicate joogt]moniy per-isait agitiARY 260 may bhe qesy psr-yseraudd policydApound /
met oprol ol , or propranolol .ratio of > i ndi cates a hi gh.. jlity
conpound Whigh Ggess ahdt polick {50 P‘b‘inoﬁrca%gmﬁs’asﬁg(fagelgopa?rgndéﬁg{éarf%?@ndi cates a
moder at e o} Hitd 1BINhE §eIBRA sédutily FROPAN Mthe c&lpAPOUsRLT subli APY mapbolequiatiito: Free
Base 2.9 HO salt = 2.9 Succinate salt =2. 9r T?th .the free l?asfe and both
t est ed shdedeightened access ,pﬁwﬁgas torsgt arﬁ’gtj ﬁplysy. he following is an example 0f a query
per-user audit policy 262:
[0062] BOOLEAN AuditQueryPerUserPolicy(
__in PCSID pSid, | 4
__in’_ecount(PolicyCount) PCGUID pSubCategoryGuids,
__in ULONG PolicyCount,
__deref_out_ecount(PolicyCount) PAUDIT POLICY INFORMATION*
ppAuditPolicy
) o i (
[0063] ... The parameters for the.query. per-user audit policy 262 may include:
[0064] pSid: [in] Pointer to a SID (security identity) of the principal to which this

function queries audit policy.
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per neabl e. Perneability Conclusion: There was no difference in perneability
bet ween the base and salt fornms (HC and succinate) for

| - [ 2- di mewbybh@miosmo! - (4- phenol )ethyl]-cis -1, 4- cycl ohepamdisodociormies t hese
caco-2 assay test conditions. Predicted perneability in the G tract was

hi gher than that observed for the propranol ol reference conpound,

i ndi cating | {0UdSHi pestblhipfegamiesoupds] InpHHBHET PER RYRY VlcUeLAEgery ¢yidSdtexandi ol

' Spredi lath 9.8 el &Egﬁﬁ&% beirdikoVe AThL folat hfRARP NS bBinAGH;Case B Lo A
corrpound ctional ¥t sport was | ower and the A ratio was cal cul ated
at 0.4 :PdlicyCmintati ng no efflux activity. Percent. conpound recovery was
good to bein g h i @gﬁ@ er control
conpound . f | ug(m\/%i/g E? g(ﬁ/da \%{m&t Ivngoo (?&S{g(gl{/aé%nsg% Ogg%pcggrggﬁ seléétela{gsest ed

t her e wasined tmbbrqbémln(éatejorid@d@déiﬂlisdmalmthﬁremabtrldfsm in this assay system

1 4 ovo RO TR g gion st e e b dwatdelr L0 ey

bi ndi ng st udl[mm7]:opﬂ4u¢zizt@dlzé)or[mht] Pa@nwt wetsingleaationased bl@elelplﬁ@ntwl et ] -ci s

-1, 4-cycl ohe hese a d as

descri bed@ r?)f(?‘ﬂ]g)lfeq é@ﬁ%@gﬁﬁ%ﬂﬂbﬁoﬁﬁgﬂ% ﬁ%g&?ﬁ ngﬁl% cr ten. The
recept OFPdlic?Oédi\g Pe-193f Suthie pstichds tetﬂtlvgi for alPsubCdtegories sﬂ&mtﬁldd mg assay [D. B.

Byl und et J Pharmacol &Exp Ther ﬁﬁ%z%b%‘go 607lg lf} . vvith

modi 11 cRSBRueETYORER afhs saieecty aseppled BRERCLbCaicED Uieved e

dopam nepdsia @ﬁpﬁé 18ISy Ehi@ SEStefs Maghirde Bhff@lare ;Mﬂlters Wﬁbzﬁ%ﬁ@bvlthm

36: 518- SPZ nmodi fications, JJ Javitch et al Phar naco 26: 35-44
(1984)]: aﬁngl@@l%ﬁwédhlocl&mﬁwlea@w [beﬁfarr@ay‘&fr%?ﬂbymélﬂgée@ ©32: 1658- 1663
(1979), with Agmlf *I‘B@?éu%svaluéé foi\/ﬁﬁstAﬂt%ﬁa;J\{héludeeTR'@t on SRk aE@FAL§E@n322 327
(1990); EEJ , Pharmacol Ther, 47:73-104 ( 198@2 i m dazol i ne
bi ndi ng ’?agmyT[l@‘w@ijmorélﬁxmtwan be usgd forgef AoBs speaifie atptug 686 ¢ (1990) ,

wi th nod i M6 (human reconbi nant) binding assay [NJ
Buckl ey {g{llb‘gﬁf& %%Ig]c?’ ar rraco]{ mn%g 469-476 (1989), with nodifications];

nor epi nephr i {8069 aﬂE&RﬂR ACQERSRENIEDO Rl Mega 0] adsessdieprysans toaeriomn tidi sman,

et al, Eur ajx Hoe aC 1st 78:345-351 (1982), with nodification, S Z Raisman,
et al, ERTYPRAFIEC )i 72: 423 (1981)]; serotonin transporter (human)

bi ndi ng assay0§7] BRRGR _ANVALIB| PABAPHAER: e pérabetersdre mcoekfly364- 371
(1987), }z\nthd nodi fications; NL Brown et al, Eur J Pharnmacol, 123:161-165
(1986)] . &% cel | ul ar/functl onal assays were the norepi nephr| ne transport
(NET-T) hurmanodA] GRROR_RLE aNOT JFGRDBiNol per-h&8 palicg oxRB1ar thd 8@5) ; and t he
serotonin transport (Human) assay [D Amato et al, cited above and NL Brown
et al, EShecifiephuplidcol | 123:161- 165 (1986)]. The results are shown in %

| nhi bi tion ofg Mli r,ag@gm'}\g A RERuNSERI 2O SelEddnigaiN bR o MLy 26301 | CY
II\/PLEI\/ENTATI 0001] Conputer systens npl enent security
pol i ci esWhish semplé@%efﬁﬁf@rerauﬁ%%lﬂ%ftﬁi ‘B‘ﬁ Oh FQTes@egries g@%ﬁﬁ"&‘@% % rom

unaut hor j,zee: ACARR Shshts BHE ecBM S RIBipATY c@ﬁlginlng sh@bm Q¥ADPIRY wiihfpeet ory and
file accesses or server events and record such events in security |logs. The
| ogs nayumwlecm ShpenlienotiserpispeigA Blapayrbergauiied smys heighteped ag¢essuch syst ens
may conf FH\HLgest z(ﬂfo%ﬁ i aﬁl%[nggega Joﬁ@ﬁi@ e%étﬁv%'aﬂd@ﬂﬁf&%@@*”d may decide to
forego trackrng o other events urity policies fray be divided into
groups, and e[aﬁTS]grBQ@LEANh%IdGCanﬂfeEffWélehhe ¥9d@s a "category." Each

cat egory of securg&g é cies includes individual audit events. For

exanpl e, one -cat ofi security policies may be an object access audit
category. The themunQBmi&womm)jP@GUm@M}yteguyGurd&I ude i ndividual security
audits of access anple, the file system the.registry, and the
ker nel obj ects——l]le[ﬁl’éﬁ?hg gw% %ucné if a user wants the results of an

i ndi vi dual audi Herel 61l ecoufigPolichCoORNITRIT BORICYN INFPRMATIONCt ed to perform
an audit of an entire category, resulting in an audit of each security
event i nPeAiEaEYgory. For exanple, if a user would like to audit accesses
to the file s)ystem then the user insti gates an audit of the object access
cat egory and Obtains results of accesses to the file systemas well as to
the registry BA#: Relperamsters footispPIsadhingudsist em prevents users from
exercising a fine degree of control over security audits. That is, users
may be unable to instigate a security audit of only the file system even

t hough they may be uninterested in the results of the security audit of the
regi stry or kernel accesses. This ekttaneous noise in the formof undesired
security audits of K I '
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the registry and kernel accesses unnecessarily consunes system resources
and inhibits optinmal system perfornmance. SUMVARY [ 0004] System performance
may be opwbdrv@mdgscand extraneous audit noi se reduced by pprastelcngroas user
such as a systemauditor with the capability of exercising a fine degree of
control over audit events. That is, art auditor may be provided the option
of executi ng[078cafid:t hinjctediter tg e Si O@RWE FHRGPYL 8y Wiuvh pgttgiidi'?i dual audi t
event le lt‘ I n i?ucﬁﬂ a system for exanple, an auditor interested in an

i ndi vi dif °1¥8&P? Vet such as file system accesses_ canuouijp, uosire
aresui xs W n76Rpi pSubCoicgonidstgidse FulRpiwer taan araeef S¥RCdeers Cugidet events in
t he cat eqgqr opt ai ni.ng.the_fi 2 UIb@(}Q jtionally,
audi t s ﬁévc%%fge{iﬁ eaﬁ“ﬁ'éaglbcﬁ{qleals {%Agﬁetg%%%gfmgggﬁﬁglgg?gwgﬁ on. a gt%dt&g?% wi de
basis. TfibyGdunt.i N conmputing environnments with nultiple users, an auditor

may tailor ayditing events t.o. guit .t 1 | DR 1 Ng
necessary foﬁogﬂnagf’&é’ﬁgﬂﬂ' E‘&L?‘L{%r@ﬁgu aQ?(Eanéla?{r%g’lf% c{)ﬁr’é‘[%lgu Iting events that
ar e genegioalt@rkoit9pStibateetiestuidse Thisfis aitdibe nusbersfon the system In such a

conputi ng_environment r ins the capability.9f. establishing
auditin F?MCYQWF%%Q&#I?E’WW@ i nﬁﬁﬁipgﬁ{%gg)gmgl | user activities
are noni toreqo(y;ts] aAGHPUNROREY: %ﬁtppéiher@mgﬁ@mmodaechbldmb\ﬁf@k tcoypturd §006] The
auditing policies nay be establ]sh and i e ted.b | ocal. security
aut hor i tarray af ARRY; L@Llﬁ%{y-@%?)wsﬂﬁg?wgﬂ{ﬁn&hﬁg‘%ﬁr‘]&u@g?’y(f%}e e)‘%grlrsbl e, by
accessi ”]]Q)li%y(‘i'&ﬁx‘f.'Eff&ﬁ@@%c@t%ﬁibf@%tﬂé‘veﬁrf@@'ll%ﬁﬁﬂamoiim ef ihdigiiual Bhdis i nt er f ace
may display to the user all auditi nghfuncti ons, ., such, as ettgt?%o&and

quer yi ngevents, smedifiedda pSubblapgoyGkls c AbesRETY astisialadaitt speh S 1 i dual

audi t cvaw reﬁ‘}/@%d Al Bssefbliea ARGiaUbl0Hid Toed:s withfURChifRR a@pdingss

i ndi vi dual® audit ev nt, subcategory or category, a Ienot rocedure call
may be eboécaatienmk,widémaBin@e'amqateﬂ%@cgeérm gngley{atyrBethistiter @F‘YST'] ®§%¥al security
aut horit%/. .Augidt,t functions in the local security authority may be execut ed,
and the aélé‘lﬁ ‘%lgreeﬁt, for exanple, for display and review by the auditor.

- .. . . [0079] BRIWEFetDESEREPHI Gl API MayEincIRde/ TRICE onGow?ys anAEALSESGoi ng

su.mTra.ry nd t fol |l ow ng detailed, descripti : defat ood when
read in %ﬂ)‘Hj’eu &g‘ﬁ p(?ﬁ%fﬁdfrﬂg} ﬁ‘gaé%lpcélﬂg%aseg rt%gn ﬁgr&rgé%%?g}s{ﬁlﬁe%tcg&gr eh§ shown in
the dr awgdlg&inghei@\Bdes chi bé fetutnelier st ood that the clains are not linmited to

th i fi t hod ' i tj depi_ct |

dr aui ngs: | [ 00BB10lFIRRRARACGE S TRED: SR SR iR RS A ol ng
envi ronnﬁﬂgoﬂe&ﬁmagggna@m,ts may be inplenented; [0009] FIG 2 is a block
di f t f i mpl [ | ar dit.policy: [0010] FIG
3 19 a bl ock QRAGT dHRPR ANYALIPO ARAN Hhit: e Bttt v BRIt “rmy b

i ncl uded gy LRI n ‘a local 'security authority; [0011] FIG 4 is a block

di agram of user-exposed audit a&pl ication pro rarT'P’i n%.i n%)eé{?aces; [ 0012]
FIG 5 is a bl068Y FRRPRIFGE NQAnPPENR:dYQ PEAPEFOHFESISHIT ERETSI e audi t
subcat egcs)rej gfé' Jbgg’%%] FIG 6 is a block diagramot a conputer inplenenting
per - user Nt P Icies. [0014] FIG 7 depicts a flow diagram of, an exanpl e
met hod for i nNio83fenAiatier peryusenanditrARL 260 map bp pepPhfer snypRgratifgapsers forsy st em
basis. [0Q15] FIG 8.is .an,ex : a HAPI A8 mAassed into
and out é’g‘oﬁ#ﬁf?‘%eétaﬁl%ﬁﬁngp}?aéBfg%ﬁ”ﬁ?éﬁgm?irﬁﬂ‘é;FP éug:éei%{' g{l‘gselt ﬁg’%c nmay p?yovi de audit
pol i cy i Réquirsdid Hane Ragnaicd cemsyprivilegas. Abafollowingdaregempleor audit category.

[0016] FIG 9 _depic ' dat for providing audit policy
est abl i shed fﬂﬁﬁgl éé@iﬁéi\f?ﬁ%@“ erea%P%li/‘ngﬂs)g%ri ty identifier. [0017] .
FIGs. 10 and 1 , ohEesogqCiyVvaluDITASID aRRewengAdididarsy r uct ures for providi ng

audit categories and audit subcategries available in the |local security
authority. DERAI LED DESCRI PTI ON OF | LLUSTRATI VE EMBCDI MENTS Exanpl e

Comput i ng E”V:[(f()@?]”re*ﬁﬁe s RirGhe APEIS nidyendlmdet owi ng di scussion are
intended to p [

ovide a brief general description of g sujtable conputing
envi ronment  10886h mtudiiSiddrraxatpgtld BBt E‘Eﬂ? amtegé?%k{*}?gﬁg%fegu. As used
herein, i oS o Rids COUTRMS WifhiPiE bEtRr are (TR locdivd Rthih a30ld dliooed o1 |
refer to ahy chine, systemor device that conprises a processor capable
of executing or otherw se processing program code and/or data. Exanples of
conputing
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systens include, w thout any intended Iimtation, personal conputers (PCs),
m ni conputers, nmai nframe conputers, thin clients, network PCs, servers,

wor kst at iwopoAmpdeop conput ers, hand-hel d conputers, pregrasowslogroe®nsuner
el ectronics, nmultimedia consol es, gane consoles, satellite receivers,
set-top boxes, automated teller nachines, arcade ganmes, nobile tel ephones,
per sonalblatkg Thakingls sétehedbuief PDAIE 1ead DY eAH IR Ml pico S $5¢rSb¥ed syst em or
machi ne. The tetm ' data" X j £ : orm including
comandd e} eéﬂgff['grsg?&%’tcf’ tlg%gghl%ghlgl}gagarfs{rd ghﬁ{el%tagd QE}H%%@?#% ™ program code”
and "code" r §F08r] t typedef stmet _BPOLICHS AN 8R% ARRAY {re executed or ot herw se
processed by sor .processor may include a runtinme or virtual
machi ne such ggf{)ﬁ]g}e@%e&sgo ﬁ’tual machi ne, for exanple. [0019] Wile a
gener al pur p@ggefaamIuPasSi s descri bed below, this is nerely one exanple.
The present invention. also nma r o] hi .i ent having network
server interoperat?ﬁei— Sﬁﬁgo\“ﬁ}]g&@ﬁﬁeﬁﬂ—%&,L%gllnsmaa%zria | e enbodi nent may be
i npl enent ed iBls@n environment of networked hosted services in which very
little or mnimal client resources are inplicated, e.g., a networked

envi ronnent i nPWR ASEEHSAER: ent device serves nerely as a browser or .
interface tougharVWrld Wde Wb.[0020] Al though not required, enbodinents

can be inplenented via an applicatiaon programm i nt e (APl), for use
by a devel op8rPAACNe BN _%\[%ﬁ&mi éfﬁ@éﬂgmﬁ%ﬂgﬁk@ Pk browsing
sof tware whi 3{?08& | lReben (88GHABH APD ifciRle TRVAT & sucRs FAILSE on failure.

conput er execut abl e 1 nstructions, such as program nodul es, bei ng executed by
one or rbreeGatbasiirtast) gurction can kel usechio agbt Meteapecfifsstatissagler She Bflowinge,

devi ces) am nodul es i nclude routines, progranms, objects,
comonen%t%%%ggﬁgéaé#tﬂ%@%s and the like that ‘performparticul ar tasks or
i npl ement  par[0089i]. FRROR; INNALIBRARAYFIER: TEhgipgrameters argincengedlyi onal ity of
t he prog amc{mdul es may be conbined or distributed as desired in various
embodi nef™8°“ An enbodi nent may al so be practiced in distributed conputing
envi ronment s [0dg] e ARROR; ACEESS DENIRBd Priyilege wpteesseonasessimido pfar@es t hat
are |i nk%d thrplé?& a cormgni cations network or other data transm ssion
medi um 1 R QF 0P Sk onput i ng envi ronment, program modul es may be

| ocated i n bqyhwil) oghk uardxpeedhelitcARTIp S Eincintiosagm aediARld 27, adhRly nenmory

storage devices. [0021] FIG -1 illustrates an example of a sui |l e
comput i ntiakspable pex “F&)%’HE%“"TW apﬁ%ﬁ@&@ﬁﬁ%%&ﬁﬁwﬁ e??égp“geéE?@pl enent ed,
al t houghgssyaRMGuaH ARls BIANA: indli® MMIUG bed Sysss i polivy 2TUNMbekalldOr i s onl y
one exanple’of a suitable conputin envi_ré)nrrent aq%ﬁi?fsi nﬁt Jntended to

heig Ry

suggest wseyofd sef systemondig poliy 7 anay s peauged ipdeve QS| t er nat i ve
enbodi meg};st% Natf: §ﬁ@pl&gﬁﬁpgmﬁ&iaﬂ%ﬁwimnmnt 100 be interpreted as
y ae den y or i

havi ng a epen requi renent relating to any one or conbination of
conmponent s i | 10092]r BRALEANtAmlitSstSygieraPalicsper at i ng envi ronment 100. [ 0022]
Wth reference {0 &uffpdiicy@ FERUBIS YO $V T RFARMASIER bhRgit@lcgTbodi ment
i ncl udes a ger'reTa-F purposg conputing device n the form of a conputer 110.
Conponents of _conpPLONG Polioy@eunt i ncl ude, but-are not Iimted to, a central
processi ng uglmt 120, a systemnenory 130, and a system bus 121 that coupl es
vari ous syst conponents including the systemnenory to the processing
unit 120. The[0e93]t eMelpamnitits fomthelset sgstym afidispnliey AlP1 2Ybway Bkludess struct ures
including a ne y bus _or. me .controller,.a peripheral bus, and a | ocal
bus usi ng any[‘)g?‘{]aRﬁ%ﬁi’g‘ﬂfﬁyoﬁ%mﬁﬁ@ﬁpf‘gﬂ?ﬁ es. By way of exanple, and not
li mitati QupIPUSHLRIC INFORMAEON dekiuee Sysmshdy pSicymtartd sérfohalt ect ure (1 SA)
bus, Mcro Channel Architecture (MCA) bus, Enhanced | SA (El SA) bus, Video
El ect r onsebsategesies spegficdyiadhis RAPBRIY-VESA) | ocal ‘bus, and Peri pher al
Conponent | nt @h@ﬁﬂ NEfleyE ) [1D1Fenb@b 8@ nkMOW bfafen¥RE 2tk DAUbElicy [ 0023]
Comput er 110 typically rncludés a variety of conputer readabl e nedia.
Comput er arggadabl e nmedi a can be any avail able nedia that can be accessed by
conputer 110 and includes both volatile and nonvolatile, renovabl e and
non-renovabl e nmedi a. By way of exanple, ana not limtation, conputer

reaaaoi e neai a nmay conprise conputer storage neaia and communi cation nedi a.
Conmput er storage nedia includes both volatile and nonvol atil e, renovabl e
and non-renovabl e nedia i npl.enented in any nethod or technol ogy for storage
of information such as conputer readable instructions, data structures,
program nodul es or ot her ‘data. ACoreri%'r -storage nedi a includes, but is not
limted to, random access nenory (RAM, read-only nenory (ROM,

El ectrical |l y- Erasabl e Programmbl e Read-Only Menory (EEPROV), flash nenory
or other menory technol ogy, conpact disc read-only nmenory (CDROM), digital
versatile disks (DVD) or other optical disk storage, nmagnetic cassettes,

. o, o o




110. Communi cation nedia typically enbodi es conputer readable instructions,
data structures, program nodules or other data in a nodul ated data signal
such as awoavsimsswave or ot her transport nechani sm andpicmalsoehes2any
information delivery nmedia. The term "nodul ated data signal” neans a signal
that has one or nore of its characteristics set or changed in such a manner
as to encode [0096pr Th¢ retumn valugster hisgiddimayByciygeyl Fgft 8% Bueeese anGrl-popr

limtati ce i cati o j a ] | i ) is i red
netvor k 0 TRLUO P TR skl oL HAE, af§ BOBAfe SUGTNRE Tl ot e,

radi o frfegoweing ytauREddes carf beaemehedand ot her wirel ess nmedi a. Conbi nati ons of

any of the a a i | A-Bg. r readabl e
modi a. [ oozaoubie ERRDHS UALIY et 288 pRERRE e BT P2 T e
f orm of fghat Noeudingtiey ixwenifahpbre of temiomentssio tie pa:dREMicY BiforamatioRAM 132. A
basi ¢ i nput/ out uq& system 133 (BI GS) containing the basic routines that

hel p to THEHEM¥PIG nf or mati on between el enents within conputer 110, such as
during start -[p@8] i SRROR Qat¢BSSSDENGED] Prifi@yk bBdccedAbbekSRy toyeifomh thys cont ai ns
data and/ or praogram nmpdul es that are imedi ately accessible to and/or

pr esent | PEHEPRGOBPI S¥d on by processing unit 120. By way of exanple, and
not |initati qoe9of! @he dysidm bt IS S700REY MbIubGarsXBL AT Systap phditglicpn

progranms 135, ot her program nodul es 136, -apd pro m data 137. M 132 may
cont ai n B2hdihe gelles onysgy erth?)ﬁgbﬁomrﬂﬁlﬁﬁ?"éé‘?‘ﬂﬁ%‘%%ﬁﬂéy SHAMIE° BE nay al so

i ncl ude of: 5 icvV hingle P Bvalaa tART €l ut er
ﬁ’éx%‘?%ge& %@YH&\{@? ltcgédé?}nsfsféﬁpéﬁﬁﬁ P?l?cyF%!aaéxblhﬁ e a RARP

storage ne exanpl e on .G 1l illustrates a hard disk drive
141 that read8160) oBQAPLEANAaitQuenidysiondiobodbl e, nonvol atile magnetic nedi a,
a magnetic disk; drj T @D SuBeLR iies to a renovabl e,

nonvol atil e mgﬁe%‘lio}:ﬂﬁtgﬁoz%yéi@b%nd anﬁgopt@?c cfry)gliilsk’ drive 155 that reads
fromor wites IndlEON&Potiedmuat. nonvol atile optical disk 156, such as a CD
ROM or ot her optigcal. nedi 0] reley HRFRRARA *

vol atil e/ nonveﬁgf’ﬁpgt—ﬁ%o% Oehrcyésﬂ&gl})a%e &bgim@?—can e ugle%l\rln me exanpl e
oper at i ngpAaRrNtPekivyENt i nclude, but are not limted to, magnetic tape
cassettes, flash nenory cards, digital versatile disks, digital video tape,
solid state IQAM solid state ROM and the |ike. The hard disk drive 141 is
typi cal |y conpeet)ednt @atahirtesyfot this ARISndl@dk: t hr ough a non renovabl e nenory
interface such as interface, 140, magnetic di s rive 151 .and opti cal

di sk drive 15@19%]9H%@ﬁ‘lf%ﬁﬂ’&?sé’ﬁﬁﬁgﬂﬁgﬂm?%%{ ﬂ)eargayé){fgﬁl?fb%%go%éma@%é renovabl e
menmory i QhehkRSEs akitGd1idPhdsé BE fedieved. Sthe thidDabel BEGUIDY psintad tb i hei r

associ ated conputer storage nedia di scussed above and illustrated in FIG 1
provi de Belsyggentof conputer readabl e instructions, data structures, program
modul es and o EAbt 38 AOTONEthatkbRsists 8f thé Gunlef $UID easms e, hard
di sk drive 14@@% iq[?)?’?/‘strgt e[gﬂas s}pri'n% opserati ng system 144, application
pr ogr ars pdiatd tobheiubfetogeriestwide uTkis isplse theahnbgt ofgr am data 147. Note t hat
these co 37 IREOREAA @%ﬁxﬂﬁ b A REPOikc f rom operating -
system 1wg%ﬂcahn§iﬁbprogﬁgﬁsa%§ , ot erdq%ro ram m)dcall es 136, and

progr am dat a [D304] QpdudtRaligy:sfost]Pointet4q a sipgle alderated hlosk byiferte refwrs an ot her

pr ogr am nodul 14 r i i nbers here
to illusff&% f@@ﬁ@?@ﬁ?\ﬁ?ff@@?mwﬁ@égdﬁ%ﬁn nq%g%féglﬁénﬁgser may
ent er copgRiytBuRNSlstenf Arditgolionis rartievet] i atl animategorick bpedifimdoigh i nput devi ces
such as a_ke boar%ﬂlGZ E\nd oi nti ng device éG‘QIH tconnonll%rrg{eg g4 to as a
mouse, t P8 ePryGuids o TR SRRy BEPRe] Wiftigach ateatgeory fist sﬁown% ey i ncl ude
a micr ophReRIBY odt MHidateB@BuIAPoingRd withih tie thiffNare poiateretd locatiorstvaithini ke.
These and other input devices are. of(iserir co’nn%c%ed to‘@hhqegofrdﬁgessi ng unit
120 t hr oaghicls allsetediblosky Thepiagle setwmegsbuifon may Pg figed B @i MES YHE Sy st em bus
121, but may RRe§ORGEEFh WuREhiehe APL ALY RERIGTRIUBWS sBdceitGhFAS.SESHCh as a
paral l el port, game port or a universal serial bus (USB). [0027] A nonitor
191 or offiikwe. t ThedSethastireop) Aynctiensandeugeddp 8¢ adpora seactlly stadisiqde-siie em bus 121
via an interfac S j interface 190. In addition to nonitor
191, cong?}ﬁ’gfl%g&n%t‘yfs%ﬁgso&?r?gféé%@g%t her peripheral output devices such as
speakers 197 and printer 196, which may be connected through an out put
peripheral interface 195.. [0028] The conputer 110 nay operate in a

net wor ked envi ronrent' “05i ng | ogi“cal 'Connéctions to one or nore renote
conputers, such as a renote conputer 180. The renote conputer 180 nmay be a
personal conputer, a server, a rout eté-a network PC, a peer device or other
common network node, and typically includes many or all of the el enents
descri bed above relative to the conputer 110, although only a nmenory
storage device 181 has been illustrated in FIG 1. The |ogical connections
depicted in FIG 1 include a | ocal area network (LAN) 171 and a wi de area
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[ 0029] When used in a LAN networking environnent, the conputer 110 is
connected to the LAN 171 through a network interface or adapter 170. Wen
used i n avéabbmeswor ki ng envi ronnment, the conputer 110 tygpivsaddsip2ione! udes a
nodem 172 or other means for establishing conmunicati ons over the WAN 173,
such as the Internet. The nodem 172, which may be internal or external, may
be connect ed [0196] hERRCGR hihd WRNIGP g FIIFCER SBACCPITPAECSTaR BricaeB! 160, or

ot her appr.opr.i nism In a networked environnment, program nodul es
depicte eﬁ%g{l'lg%’/egntggé{iﬁ'e conmputer 110, or portions thereof, may be stored
in the renpt d0HFioBRRORINYALIRVEARAMBT ERayIhe arasngiers ase ingpraeclst | i mi tati on,
FIG 1 i)llusirates renpote application prograns 185 as residing on nenory
devi ce 1819t will be appreci ated that the network connections shown are
exenpl ary andoposheTwoasise syfteasitidib APEH70 gnax be dviiaitoicopmereresategeries Béd ween. t he

b . -1 00301, A conpi ' | [ b
Gop! oy o rprertt SebeusRTT 674 /6t Raee ooyt onfea PLg S Eluchie e can Be

i nvent i op73peIéved: NS t o any conputer system havi ng any number of nmenory or

storage units nd er,.aof appljcati.ons and processes occurring
across any nd%@ﬂ &ﬁé%dﬁﬁﬁ%é%g@%%go s. An enbodi nent of the present

invention may apgby olitfecdintEPlogRERAedVGUD FeipyanitCasguiessisayand cl i ent
conput ers deployed_in_a network enyironnent., having renote or | ocal

storage. The pr@&dHLONGehevHReHESd al so apply to-a standal one conputing
devi ce, having programm ng | anguage .functionality, interpretation and
execution capabilities. . .,, . Lottt oo . ., .. Exanpl e enbodi nents
[0031] FIG 201K0], Her refon risdPloneninglydssut er 200 for i npl ementing a
granul ar audi i j j AN Q shhefTBEET blddkbudfer @

conputi ng env@%gﬂné%%ﬁwfg%&%gggﬁ*ﬁ%d [i n F@r.?. S'?Ii}he. conput er 200

addi t i oneatury themyray nf¢atageries understood by: theiQSy Painterswithin the bufferpe potsss osecuri ty
aut NOrT ¢yl Wi A aIREALPObAC AHRRURLE O BhiraRHPbI e Wallihy
functions, such as ‘autthenticating an ggi ng users onto the Conputer 200.
The | ocalAuditdites.i ty authority 210 additionally may maintain information
about all asp of .o secur i .qn .t he Tl I | security
authority 210&2@ ipr?cﬂ”ﬁtgagllugff%;ﬁ%tﬁy%@fﬂi tgﬁ%gﬁ%gﬁéq%?%%gfe 1?‘gj,bm(a;((}f(ajlat abase
cont ai ni Blgmantelir the ppogiCargordndrrayeat egori es 300. The | ocal security

authority 210 additi onal i.n de appljcation progr ! interfaces
(API's) 220. T[tqé%ﬁPl et‘f?é) aﬁ’ﬁg?%éhm %1‘) r'i?aelnglggrﬁ cfl{?g?mgntf‘gefa[gm?%’e conput er
200 and gppédsaad FADSE balfiluftg The GefiesBaor) fumttictfan buusidde getfa rhdre | ocal

security authority 210 m%\y nqQt gave dj rectb access to the private APls 220.

y :
The pri vaResilgpatissode. e Dlyingsiatys endes ¢a b5 a8 Pt e procedure cal | (RPQO)
interf aC95225q01ﬂ]e FOOR MxarA1ape pA RA MEBDEIR Th8 phiamdREs £ HO6ecHn forpedr | ace
iu, ior exanple, "an operating systemof the conputer 200; In this way, a
change, quer yl0815]ot Aeexamplrefiap Al fo eyaerasembcategories £1# IRUEWSrity' s audit
policy may be c ﬁgﬂ@ LGB RRstRoREs(t he auditrel ated RPC
i nterfaces ZZE):Q*?OB%g?LF%Ng_di ti oneto t he e'I%Scasl( security authority 210, the
conput er 200 indid ReSUIRpAuditatesery, audit API's 250. The user-exposed audit
APl s 250 i ncl udg &b : 260 and system audit APlIs 270. An
audi tor of the—g%%éa@érﬁg%%&%y%ﬁgsﬁcgg@m%he execution of functions such
as setting or guereyiont) ecoupttplosetRetmrnesly BGEUHED hipphudifSubCaggoniesArtay, t he | ocal

security authorit , hrough.t he user-exposed audit APlIs 250.
Addi tional |y, MPV%&‘&@EL@P%&%‘&% audit API's 250 are shown in the
conputer 200 ps an entity separate fromthe |local security authority 210,

t he user-exposed_audit API ternatively be wappers around APIs

cont ai ned in {8&7) T‘m%térég‘?"ir{ﬁ‘g@hmﬁmci‘ve‘21o. [ 0033] When an auditor

calls, for exmi;]e, p,ﬁm@@tnegw.t £R) Auidli datepBly thr ®Rich B 8stofall edbeatsgortes APl s 270,

an entity on the conputer 200 such as an operating systemmay send the call

to the | chenld besnymieraledaut hority 210. One of the private APl's 220 and, nore

specifically, (@35 © O{iéfﬁé‘veﬁyﬂlbt'afeg; %s?gi_n U‘B,%{eflﬂ!ﬁﬁﬁc&géor?;%ﬁméer gccessed
I esired a “The |

to i npl enent e auditor's , [ udi't setting. [0034] ocal security
aut hori t jg@idd aad dll sitsategeies urgesgeat buthe sysiam ig refyracdida $1€i bed in nore detail
herein. [0035] FIG 3 is a block diagramof a |local security authority 210
and of the auditrelated RPC interfaces 225 that may be included within the
private APIs 220. The auditrelated RPC interfaces 225 may include a set
security audit policy RPC int erface~226. The set securi ty audit policy RPC
interface 226 enables setting both system and per-user audit policy at the
category, subcategory, aor individual audit-.event level, The following is an
exanple of a set security audit policy.RPC interface 226: . .[0036]

NTSTATUS Lsar Set Audi t Pol i cy(



[in, unique, string] PLSAPR SERVER NAME Server Nanme, [in, unique] PLSAPRIJ3ID
Principal Sid, [in, unique] GUJ D *ApplicationGiid, [in, range(O,

LSA NMAXI My 288A@0896°OL1 CY_COUNT) ] ULONG Pol i cyCount, [i npPCT/US2006/027028
size_is(PolicyCount)] PCAUDI T_POLI CY_I NFORMATI ON AuditPolicy ); [0037] The
audit-related RPC interfaces 225 may include a query audit policy RPC

i nt er f acgpA2@ifSubategdriesAaby paraqeier. \ii iigp pHAMCENIDY ApBlE, IRRIEAC qudit pol i cy at

th t bcaj i ndi-Vi i | ] | f
o5 R MAREE sl ULt A S i By e carpl  of o
Lsar QuerpysudttCa®gdry.cy( [in, uni que, string] PLSAPR SERVER NAME Server Nane,

N s e T

Pol i cy Comnéturn[thdarrayiof suticategarles aydSesiond)by thonSt PGuteB wisib GatbufferesGui dAr r ay,
t, si is(,,Pali unt PAUDI T. ,POL | N I 2\ [ I X
o R nk b b Y TR P S8, S SR M leaey, )

228 to empmmatanduBees for whom per-user policy is defined, an exanple of

whi ch foll - 10040 STATUS . ; Audi t Pal i cy.

[ . uni gue?ﬁﬁplﬁé] Pée%%ﬁ%%v@ﬂ@%r@ 3 §¥%£§ °It"i?%‘,§‘ﬁnmed‘hl‘é‘i’erﬂfSAPRJ SI D
Princi pabighéhts inithb gﬁAﬁm@Shb@ﬁ ieEAfdy aidpr | i cation@uid, [in, range(O,
LSA_MAXI MUM_AUDI T_POLI CY_COUN 11] ULONG Pol | CéCount 4;04)/4 .

si ze i s(i O i d9122bumeiyn ydmesionihe Bl osnpmeraje sibgategorigs ] 74 QaBdRAde)

PAUDI T—Pﬁtbgggls%%bgﬂSE%H%ihﬁél THG XL astHr PG Binclibiecalidivsed Blgat£d RPC

interfaces _may include an enunerate categories RPC interface 229, which
enabl es mnespecifi sigfus ¢nde) Thetfollrwing steiypeqdescanigdstgdd by, for exanple, an

operating sy rfﬁk@ QR B HTRRAL | 88 ilBGedpt er face 229
fol | ows: [003@%%‘ sarLEfr?U?fer at eAudi'tﬁcgﬁjgggg%ésféfﬁ, un?que, string]
PLSAPR SERwE&R NAME Server Nane, [out] -

PPCLI CY__AUDI T, LATECORY: 4 * ' t i ; T

audit-rel at eoﬁt@i int eﬁf@?xﬁgﬁay‘ I%%@?%ﬂl%&%ﬁgggﬁ%&%on es RPC
i nt er f ac27523d to bk-uip aenidategsryeamediéit Amgramplé sftangfPlse lokapagaictes

under st ood b%_/lﬁ?r exanpl e, an operating system [0044] NTSTATUS

Lsar EnunB?at 221" Subcat egori es( [i n, uni que, string] PLSAPR SERVER NAME

Ser ver Nane, [L'gms]niR{D(BlEANnﬁdithblﬁ)pCﬁHgﬁryN‘am{gor y, [in] BOOLEAN

Retri eveAl | SubCat eg%r' N 4 gout] PPOLI CY] AUDI T_SUBCATEGORY_ARRAY

* Audi t SubCat egoti es A@Dpf}“. }tCla@ A¥] The audit-related RPC interfaces 225
may include an RR&F bagwgmq,pgﬁ:aiegbgma@@hup a nanme of an audit category,
an exanpl e of "Wwhich follows: oL ' :

H

[0126] Parameters for the API to look-up category name 275 include:
[0127] pAuditCategory: [in] The auditing catégory for which the display name

should be retrieved.
[0128] ppszCategoryName: [out] Receives the name of the.category. This should be

freed by calling AuditFree. { o . ,
[0129] The return values for this AP may include TRUE on success and FALSE on

failure. GetLastError() function can be used to get a more specific status code. The
following status codes can be returned.
[0130] ERROR_INVALID PARAMETER: The parameters are incorrectly
formed. ' - " '
[0131] An example of the API to look-up a subcategory name 276 follows:
[0132] BOOLEAN AuditLookupSubCategoryName(
__in PCGUID pAuditCategory,
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[ 0046] NTSTATUS Lsar LookupAudi t Cat egor yName( [in, uni que, stri ng]
PLSAPR_SERVER NAME ServerNane, [in] const GU D *AuditCategory, [out]

PLSAPR_ UNvOQDET/0830b NG * Cat egoryName ) ;uut / | e auuu-i @Ca/uszend/oxTo28ni cu e S
may mauue n XSJTK uiieriace Ul ook-up a name of an audit subcategory,

whi ch may be an individual audit event. An exanple follows: [0048] NTSTATUS
Lsar LookupAudi_t ®udiCeitt &d 51 ENRRZSUPGAREARINGDE, st ring] PLSAPR_SERVER NAME
Server Narme, [yin] const GUI D *Audit SubCat egory, [out] PLSAPRIUNI CODE_STRI NG
. * SubCat egor))Narre ), o, [0049] tt wi'll- be understood that the

audi t -rel at ed0RBT Patamefeaciosthis25Plipgludencl ude additional or alternative RPC

interfaces a at_t | o 1 are nerely
exanpl es of g%:%ﬁll H#Zérl@ceg(sg%ﬁgg)ﬂr]ggglgegg{%g@?ﬁéﬁg@gﬁ&gﬁﬁ@s&%g@i nt erfaces
225 coul d i nqb18%¢ apsRACdtagreNaree [@8R4ceivesthe nytheof thé Belmpiegayallds t pol i cy
for a user., T aty iscal.su Gd reei}nterface may show, for a particular user, the
ef fect i vVE®APHT T 6’& i éxgg axi ng i nto account the policies set per-user and

for the syst q0136] 00hO}ethrh@aluds fosthe AR aclooklup gsebvaeiory neme 8Xpmsmdesaudi t APl s

250. As i ously descrihed, .such AP -1 n¢l.ud er-user. audit APls 260
2o wel 1 LROE BB FAksF on S5 ol et etRBr RS B A A

t hat enafbe spewliid Qitss @de aATHy/ BII6WIng Wtatus@6des hen Boreputiedr 200, for exanple, to
set an audit polic esired f ecific yser wthout.havi the audit
policy set fdﬁt¥%e¥§§§§%ﬂwvﬁﬁgh~§$§gkgh%§FJ%BPW?EP ARLEPLCSLY the sane
conput er gorgéieh as the conputer 200, to have different audit policies of the
auditor's choosing, regardless of the audjt golicies applied to, other

I

users. [0051][08% " dHGhis ahdock diagramypfxpmplopudiberteserics id exaaple ajdit _ yser

audi t  pokineMesfits 30Mtha a3 tetoftiflbd wRBhtYauliR holRIBtRE 2 PEMhEREATON i €5,
subcat egories or i1-:ndividual audit events for theée specified security

pri nci pagecurity @utbatity@d 0.0 Fhaexemplstaudit eaiegarips anderample gudibsubgategeries Wcunent  as
an "audi i . I ivil.l.eges to set
%lrg the typlf{%g¥ ?Lgll?tl cgﬁg%és &fld EL%CQ?(%’{) ﬁg?@%ﬁgpﬁmﬁc@s@&?ﬁa Priu¥dr gﬁ@

audit polrcy. is an e a set per-user audit policy
261 : [ 095 RS FEARraaukli Bl Wingthe foregoingyiser-cxpese @Bl priyasi 4Pls. The

i n_ecount (Pol icyCount).PCAUDI T, ROLI I I iy, Jn ULONG
Pol i cyCo atf‘%?ﬁlggﬁ’m g?%%? wplg glr_ h?éﬂ%ﬂ?%ﬂg@dpgggﬁ, ﬁg&?@}{ [in]
Poi nt er §oul BBirkdognizelthati inyaltemetine epmbodinmatspthe sdicptagories wrawialsals f uncti ons

sets audit policgy.....[ 005 uditPolicy: [in] Pointer to an array of

AUDI T_PCEP Eﬁﬁ%&ﬁ}%‘ﬁla&]“g{?’gﬂ ur e. - Fhie " Audi t Cat egor yQui d nmember of this
structure may[oi39]i guosdil caegsry ir@tcobitibinaparhént $0 ayy beheletudior al |

subcat egories or individu audi,t ents specified via thi ranmeter.

[ 0056] P&W@W%lﬁﬁ%& [Sore S%%Eﬁg%%estf?é Wi?ﬁéﬂ‘s%@“éﬂ“%%?ﬁ%@n ia?f? ?ﬂﬁ 9B Audi t Pol i cy
array. [a@;‘é&lago?gtatg;&%hg\@éa%ﬁaﬁcpdelétﬂahgub%abgdfyya palsivdid tanddedmenn success and

FALSE on failure. itionally, a GetLastError() functjon may be used to
obt ai n asybstiegosyapiagqopnicshanges suhsategonyard 4 Byt BiRndggmentubeiceslies nay be

returned: [ O%WAE%N%@&&\@M%%@M%W% By idiadMdah sﬁﬁlﬁte?cﬂ%i fic SID.
[ 0059] ERROR LI'D P ARAMETER. The paraneters are incorrectly fornmed. No
audi t poBl%Some sybategbriesr) 2 amy befa cradential watidatien suhcategery, a Kerberos

pA t POl e b0 T8 bln@ldehhidh fotdyy bbb dly. [ 00601 ERROR ACCESS_DEN ED
Privil ege or access necessary to performthi'sS operation does not exist.

[ 0061] Anot hej014Kr -Arsaditaadzdry AR logalogrdl/3 2 enay igcladeaudésubeseoriagd22. pol i cy

262, whigh i ' | f ' i
or 1 nd v P g Re ol wfide f Meof Aot adP Sdaff kiR, S HRSHE 0T
or user WgomlHIPARY subBatedoey, hapeial ugoh dichtifieatibresubbitegoey] aad othsslogan vi | eges to

set audit ligy. The following is an exanple of a quer
act v?ty subcategory. ‘ 9 V anmp query

[0142] An audit category for policy change 331 may include audit subcategories
332. Some subcategories 332 may include an audit policy change subcategory, account
policy change subcategory, password policy change subcategory, and other policy change

subcategory.
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per-user audit policy 262: [0062] BOOLEAN Audit QueryPerUserPolicy( __ in
PCSID pSid, _ in_ecount(PolicyGount) PCGU D pSubCat egoryCGuids, _ in ULONG
Pol i cyCouwwD,2007/008968f out ecount ( Pol i cyCount) PAUDI T_PCOLpCY/ushiecisbiis ON*
ppAuditPolicy ) ; . . . ... [0063] ,,,,The paraneters for the

.query, peruser audit policy 262 may include: [0064] pSid: [in] Pointer to a
SI D (securi tpidzjem audit cafegdri dorpbjenicacpess 34 bmah INENAE AFAT UAFETEVER Yder i es

audit policy, [ 0USRJ ubCat ri Lase vl Q1P R 'pay oi
auo” ace§piysubateegdes 14 ;! ﬁg%grfﬁgggke%gﬁlgﬁté%g{’?5%@?382 Q@gg@: etrieved. The
tU Etoa\tllG Pﬁé’??ﬁrsuwﬁe@?ﬂwasmﬂ.' mbeﬂego?/, b’?leﬂd::jéod:y@oursubca[@wﬁ?emﬁqa%%@unt: [in] A
at_consists o e.count .0 e o by
pSubCat eeywierscbgategsry, spplicatian-geperied ﬁ@ﬂnsﬁbn%aee%@LWE@f’ Y | NFORMATI ON
teI enent §u|{c§ttegk|;r?.ed IrgmepAEdibt ]I:’]?I i c‘%/. [0067] ppAuditPolicy: [out] Pointer
o a single allocated bl oc er.to return an array. .
AUDI T_POLI CYBIMGQMW@\W%PW&B%Rﬂ"é‘?gﬁ”r‘ﬁaggg{’%}’ thefidg Aaifubogtegorics 352,
Pol i cy HSE850aHE tclB@ 4 fMsiiive pritileges waistafegoryad horssebsiiveegor i es
speci ficg’g%?uggﬁiggbcm egofyyleJi ds.. The c%t etgort}/ associated with each
subcat egorijeges subbaeearbans ehePriyHaec e e sYOF 8O Kudi t Cat egor yGui d.

Pointers w tﬂhﬂsf ?ﬁngﬁﬁi{ e oBFyEroPRbBs @ frckin 60 GiayiifuNsiewintiinbuboategirieg|
al | ocat ed bl OCK. e singl e returned buffer may be freed by calling
Audi t Fr 862. pabe8hcakgeriessitamay rdligded mrepess fadioppiocaiggory PEie TRUE on

success ,and FALSE g FE Y faba &t dcBvityCsaB ed to
get a norEUaseR Islﬁcgt@érg,t%g&?g 3%@8115%&#%?{}%%{ Cﬁgﬁasrtpat Us © odgg@c%dg@ggs
returned. [OQ6Q}] ERRORIACEESS POENSPhieciicPsss pegmaninchide aadifocessar y to

performthis o ti exi st. [0070] ERROR_GNVALI D PARAMETER The
par anet épﬁca%gggﬁrﬁié?fﬁﬁ%%aﬁg‘%%d. [0071] ERROR FI LE_NOT_FOUND. No per-user

pol i cy exi st §0f49] Wheudis estegopefor Siseth 381 i idcludoomitsubaaiseerss 38&r - user audi t

APl 260 may he a cp e effective | j : ctive
audit potyc 3?“‘%"6"1%‘3}%8%# mﬁ%%ﬁggﬁéﬁ’gﬁ%ﬁ&x@é%@gy egoéf\g:agg,gg%lr‘ﬁlmﬁliiﬁual audi t
events figid dibsfEory, ild Sherneiuhy systencatibitysuhcptegost.em audi t policy with per
et ght ened’ adBtgh §HGvA s aguek dngan Giepopir T VAT g W Blph [
effective, kihe BRliloAMeR60 dbRAFR] in BROLEANeAomipit&io#i0 may include a local

pSubCat cyonymattiv abd weoea bRl At fese Bl ol Sttt R IR B Cy Count
PAUDI T_P | BTkt £ ahd by hGELOAY usdh@3 pas dimigrs for this
APl may %A&ggﬁéw%&%?% [ njutSPoi nt er toya 6 gi me prjngipal iu wmu
uu.  JLUI 410Uiod asedond ifas dB 1 ey awiasceﬁbﬁthontméi? -g‘%ﬁﬁ&?@g’&b‘? ?&ﬁeﬁs: [in]
Pol nt er %ﬁr@%‘yr PR of tf ontl h?‘@ﬂfaxnéﬂﬂkpﬁfféﬁﬁtﬂmgﬁnﬁnﬁaqh whizhakedi t pol i cy

has to b e ‘total nunber of GUI DS pointed to is PolicyCount.
[0077] Psdobmed/iSerral: logs anto the thrameet4Rfs Inctbissyay: the sempyer 40806 s 3y D

elements pointed to by nS | {96 frThind shond@hisds 4hednugber of
AUDI T_POR{EHQT p RO AL SR ARG el opAudi t Pol i ¢y. [0078]

ppAudi t Pgﬁﬁg:i: [out] Pointer to a single allocated block buffer to return

o AR e I A T o

elements is Is rétrieved for all
subcat eg@{jiagual QbcitBchiry hishie ithlictintandiy eaégory, spdusciibeddereina theSemprieedtr y cui ds.

The category associ ated with each.subgcat eqory i ] assed
DL i o Soib decak egry aHhery Pep aEeNCSR oty s st el A8 YA D

| ocati o ”%u%éi"% DiyBirRp1Sh O per-et AAIngd Thatas kudifdaegsiengir ubcetegonipsanay bk f er  may
be freed ena%led or disabled for the first user 411 may enable and disable regardless the audit

categories and subcategories enabled or disabled for the second user 431. The per user audit

policy may be relative to system audit policy. An gxample system audit policy may be a

subcategory that may be set so that it may be enabled or disabled. The per user audit policy

for the same subcategory may be established per-user such that it is enabled or disabled. If
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calling AuditFree. [0079] The return values for this APl may include TRUE
on success and FALSE on failure. The GetLastErrorQ function can be used to
get a norwopemiofics st atus code. The foll owi ng status cedeaseas/obm2s
returned: [0080] ERROR _ACCESS DEN ED:. Privilege or accesses necessary to
performthis operation does not exist. [0081] ERROR | NVALI D PARAMETER: The
par anet ehssyatem handisatrledihl pudio ihed ghe YSQUER| SCERRERUPI P KW MOUNB!- *No  per - user

pol i cy exists for | i Shitch0BRlmARab B PARUSEr audi t
APl 260 tﬁ%?'s%@ﬁa%‘ﬁe%ﬁedﬁgeregugﬁgﬁg#g%?%é%ggrg for whom per ?%rser ‘audi ting has
been spedtiefriatick fbbdinidnts, canlitthe systeasies engblesi ththayslis) thegydibmay krdisablsd t o have
hei ght ened. acces& rrivileges. The following is an exanple: [0084] BOOLEAN

Audi t Enutfet BY 8B PE8%r Pol i cy( _out PPOLI CY_AUDI T_SI D_ARRAY* ppAudi t Si dArray
); [0085] Thqo1se] amhé esspitay for kAR, n2 dnchsly firsiehdisteond OB Gptegories

PPAL o] AL en o o S B Sl ARl TG 0 o POFH Bl et 0 return

the arra er are pointers to |ocations
Wit hin aawlitRetkgorl h OF; a2 thay drkide Tine, sséond] and thetd audi dutivategaies dildtt 1be t r eeaDy

calling Auaitrree. ine user i er of. this str e cont.ains the
nunber of?%4%4s TE%FW%th‘Fi‘}?@ﬁ%té;fl -Gk ' e T%@Tl “‘y‘%§$ é%s Sélgl} %éﬁ,ssg
POLI CY_Addb¥ibkd §l BGARBAMaY bb) nklSENisdbadind] audit évdats Milbin FRAISES the

[size_is(UsersCount)] PAUDI T _SID RPC* UserSi dArray; #else PSID*
User Si dApategprieyAd gt Z2-© 1 POLT CY_AUDI T_SI D_ARRAY, *PPOLI CY_AUDI T_SI D_ARRAY;

[0088] Ret ur noyélh Ussh dullfior fkyerABle tlensliudleTiBaonibeaeaRs 424141 FLGE on
failure. The ‘GetLastError() function can be used to get, a rmreng%(,:lflc

stat us chstauditisategasy #bhiang may disgle e%%@naéhfrprﬁf%le@éqetﬁe?@&aufﬁ@@@@ t
ERR@_%L@@%%@@%&% ﬁ&? 4PRIRAElRAS R & d g?&ﬂﬁﬁge&tigd’wiﬁ@él mede [ 0090]

ERROR_A _ rivilege or accesses’ necessary performthis
oper at i oevedtsethemanbling artdisapldeahg subpasegoneresisip sespeeiyalys enaphing ¥50 i ncl ude

system a déhilig@?lb]éf‘té%quixﬁéuawdﬂﬁt é&%ﬁ% Wﬁﬁiﬁtﬁ{e%u[?@d@gg%g ng audit functions

appl i cab 8 em suc e conputer - The system audit APIs
270 may i ncl udes2n Reghrdliess sfthossyategmiesdtd, #2250l subgatezpties 4iHet16a424e260r  user

of a set system audi ol,ic 71 M e.r i i d

aut hori tﬁn%gdg‘&tﬁ%{;’f{ ‘és%’ Mﬁﬁp%%ﬁqyc%gbq%%eg%gﬁ%ﬁgw%? at%}é?%d%ﬁ?t& | ows:
[0092] B@RiFANgAwdil2 Set Gyt shabiPhk begfd andithirdaslitst§damEgdiss@d Grilp of the

PCAUDI T_PCLI CY | NF | ON .pAudt Palicy, .in Po i ; 093] The
par anet efiEst pEiTCRigEORY & %?Fgflgtf#g&fg;ﬁ?e § %qnflt‘:'f/ergg ‘ au%%;r%%ﬁg'loﬂ%}l :mé{y8094}
pAudi t Pokjdp¥s alll dfMle sTBéaRdgBFies 4242426 BF the Yecdhid AR ChieBEly I4CY adshFEIRINTEL G
structure. %stem audit policy may be set ,(igo @I‘il- sybcat ﬁga?ri es specified
vi a thissysanéwet 411 Thopdis augips regacengblp indiv “r’i‘fa IENERR Y PRENEIHBer  of

el ement SvJétgin;[alil it gﬁ%&l PRk bGP iR Ynd RAOHE holih@%mwfhe eVt a@ble@forbities AF

may inclu on success ana Jt A on failure. The GetlLastError()
functi onugain be used to get a nore specific status code. The foll ow ng

par amst or s ar B oqr Coa T et a e R TP of the
el ement s granulahaidjiAaticst dPod perypiserfoo systeni asiss Theimethiod SPGhgammences at[stsp 99
EE eRrOa?t_iAo i %@?ﬁ%&%%&gﬁéa;bi@ ds%g&p%ed%lﬁ,esﬁ& DEHGS SHTY ddsSriRA b OKAMpIRI S

purposes in FIG. 4. Such a call may be by an auditor.. At step 515_, a remote procedure call

may be made into the local security'authority or other appropriate entity on the computer.

Such a call may be performed, for example, by an operating system of the computer and may

expose to the user audit functions for selection. For example, the call may enable the user to

select a “set audit” or a “query audit” function. Example functions are described in FIG. 3,

though the user may be provided with other such functions. '

[0154] The auditor may select a function at step 520. At step 525, the auditor may

be select an audit category or subcategory against which to execute the function. The
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[ 0099] The systemaudit APIs 270 may include an APl to query system audit
policy 272. The caller or user of the APl to query systemaudit policy 272
may be rewoioewhosmohave hei ghtened authority to query systraseadariozpol i cy.
An exanpl e of such an APl follows: [0100] BOOLEAN Audit QuerySystenPol i cy(
_in_ecount (PolicyCount) PCGU D pSubCat egoryGuids, _in ULON PolicyCount.
der ef _qubicategay ntay Belai mﬂlﬁ@cum audnmwmwummwwgquwwzﬁbm tPolicy )

0101] “Th eGR AR d ’
%I n] Lmdﬁstecﬂgad{%%g%ea °§§ﬁ %Qg% bdég%eesg%ﬁéﬁ%ﬁnﬁi ggﬂahﬁlgpc%@gi?st err][}l audi ![ ;ol icy
has to heaikbkfih am@huva'aebacmnmts rlheifanctioh mawbp@vpksdthoygh deipgvis APEy Count .

L0a03] S ot oMbt T B fPRBHOYS AR iy BRURABICLD.
AUDI g P%I&;@égé MNE VAT GhFEG Syeotugh othmucienuerﬁamnwhgmrwdﬂdu ig glterpayiye 4]

A P P
B 1 PR TABEER . PRECRURT TR et rr e B e PloBfifie RApbEE 10 Tt

el ement $révidedd@b ileyGaunt . System audl t policy is retrieved for all

subcat e orlesseC|f| dV|a iated with
each sugcat etﬂHﬁg 1 B1Gy éba‘f?‘tagfpm sﬁﬁ%"‘%?@@g’ﬂt% §e?a%§e§9§&%£§&§gr yQui d.

Poi nt er syt L0 tﬁattrﬁ@ ﬂ?b'\flii@a{udﬁrp@h@ﬁhf&‘lﬁﬁt&mta@sobﬁﬁeatvhm andlit kitnatagsy ngl e

al | ocat ed bl ock. single returned buff Eﬂ-&?freeq&i‘é calllqg

Audi t Fr eadit paagysy. Elfﬁb apdit W%Ov’af‘l?é%m%o@f’ ap Bld}ﬁ( uap I eX e success
and F?Lsfge%%ﬁ?(i ﬁ'ﬂ/égfoﬁallym?qu@%elnﬁﬁérMX )THus Yo &x@mplaeachaudisabbcitépopet a nor e
specific status c

OW Nng st at us codes g return g [0106]
ERROR A@@ﬂ@xefwgd topslag AudisSubCeiegery Sy drshawe gglgner@gg gﬁrsii“f e 3 ®ioral un
operati g, o‘fi g'sﬁ_{cstf%&fegy\% ERRPRch DAL S¥NpAIdaliBRspelifie par anet er s
or e

are |ncorrec of the system audit APlIs 270 mah/ be API s
to enurreaxadnsionxatbegdlt pdisics.78uditing indormmtioranax spatitied Wgouditngdnfarmagign ey anp| e

of an audit, API t
Suart Endiipdtas 30 SPHESRLE, B FRbLERIET B, fo%%ff’%étuﬂf‘%%ﬁi ST
;F))pAudl :@fs;el%g@y re%afeéesma;e cat_g@wthapwua@bﬁ@t@m@emﬂﬁé@longS)to This pXrIm] out]
ar amet er s, f or ay: [ou

Poi nt er §'gbl§aQ PP@‘IC%ﬁOé’ItP 8%§8¥%t8r}belagg§ S‘bdc%% %Ojﬂlef gﬁ)ér%gﬁ h‘? %ﬁ{l ectgﬂrnf%;y ith

cat egor i @gegbier st ood by the OS. Pointers within the buffer are p0| nters to
| ocati ons W|th|na in alocted | ock. ... Th uf f er nust
be freed by d&36 néf“' CQ}’PlfcfgfegﬁrleS Biﬁ?y%‘ﬁlﬁtpﬁ?? rneagva{' ]aﬂéglﬁr%ter to a
vari abl epthiade sIu%bdi omt&wbbemoeé subtaggppritsinitine fistuge. rﬂn&t@dathl‘égbrl esArray
array.

[0113] turn Values for this API % Ea§e§"5 45 ctate ories may be
TRUE on @@@@@Elscaamsmé@%w gy 3 gibeateeprptheids H??t‘f’ nction can be
used to %F égl { Q11 oPRE 'S&Bcﬁte?&% o GARE the HiBcatdpblyodbivies tipindg alsobes can be
ret ur ned % PIF D PARAMETER: The paraneters gre | correctly

formed. §lengds) Mwe@wamﬁo\@msnoow tabp e?tt@’hélfﬁ‘i‘r?éfhﬁtsb cairgerleshmpsal 02‘?4 fol | ows:
0116 N PCGUI D pAudi t Cat :

[ in ]ij%’@gﬁﬁ%&r Fé@ﬁ@%@t egor | esliﬂtg%?%tf@bzt ecount? oG unt Rg'?lcj%ed)

PGUI D* ppAudi 0851 CRIGgDdépistsan expmple d detatstrreueE) Frpmmdng ﬁu‘f‘ﬁtétﬂ’ ligy [0117]

Par amet er%ﬁ qutfgrﬁslgé{’ as {1 ﬂeﬂ%&%{%‘ﬁg drQdchitly B@ﬁfﬁ‘f ucffgaeg%a{d FIG. 1], Audit

cat egory cat egori es sh be enuner at ed [0119]
bRet ri evafpdchudialepignixample datarsirudtirtRRMR), 9®(hﬁ>r pm@nmgg@tpgorpaa@w@ér is

subcategories available in the policy store of the available local security authority.

[0158] The methods of the present invention may be implemented in hardware,
software or, where appropriate, a combination of both., Thus, the methods and apparatus of
. the present inventioh, or, certafn aspects or portions thereof, may take the form of program
code (i.e., instructions) embodied in computer readable medium. A processor that executes
program code for performing the steps of the methods of embodiments, as described in FIGs.

2-11 and as claimed, constitute a computing environment that embodies the present
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ignored and all subcategories understood by the systemis returned via

t heppAudi t SubCat egori esArray paraneter, it this paraneter is J , nen ne
pAudi t Catwganyr/psdeaneter is used to retrieve all the augct/Selearmgeri es
associated wth pAuditCategory. [0120] ppAudit SubCat egoriesArray: [out]
Pointer to a single allocated block buffer to return the array of

subcat egovdngsn. Lindey GsooiPrpgramiged R UGN AR BFOSTAMBIHINCAHELYYy M er are poi nters

cat egavanber. ot chraginn - i . ff
L e e M

pCount Returned: [out] Pointer to
a vari abjrecesdoatindodib@iolatile bed muipdati et Radpsstorage ¢lements), at least one

ppAudi t SubCat egor i esALT 1 r e APl to
enuner at IBP@B%%% S&cg? ilee'asS %“73’1’“{@#%‘1?"%% %ﬁoﬁg%ﬁ pgorgé %E%%gg Fse?{a{%%y FALSE on
f ai | ur e. imphegneet] s high level Proéadniet oravhjectorientsd peegianmingdangaagede e speci fic

status code. The fallow ng statu d

ERROR | I\R?AL"F‘BE@%M“%’P% 8“‘6‘%?5’3%% glﬁ’gggé}éﬂigﬁ‘g’g‘&ar é@fﬁqﬁ}'b% g‘?‘ﬁné%ie.m‘?d . [0124]
Two of tinessemyBt@mMashide lanpiigs, iRd&iradyinley Adk,gh¢ ngimgkmap baa cangitpdroy nane
275 and to | ook- ug@a su catg.%o(w{. n 276. @neﬁétarﬁgl e of an APl to | ook-up
a cat egolipriieipe lapgunge.Gnd GRRbme 5%?” P EARCREF S0k upCat egor yNane( i n
ECGUI D pAudic L6 goyg\hlglle m&lp{eﬁnjﬁmwntﬁ[ﬁa'ﬁeemﬂ&zﬁb&dgggﬁmm I Wit thé (i %% ]6]
arameters for the APl to | ook- cat.egory name i pcl ude:

pAudi t CatPegje gxanles]in sppdunction Wﬂtﬁgf‘ec‘%’f‘@%&r@reﬁﬂ lsmg%W‘{éWéoogﬁlé%F " hame
shoul d bgniRiihdRyVasy bd Q81 mBHFEARhEMHAMNEDES miyobt haddas eievdescribbe nane of
the. category. This should be freed by calling AuditFree. ... . [0129]
The r et upmbodimenssfor perfarming thgsameefyngtign pfjhe pl'FF&DE“’(Yﬁnté‘{‘i‘c"&'g‘é’gf deYWHRR SE on
failure. thgggrh%z b %Qafnglés%%ff%@d HARpRGdR B8k 4:0 iR vy BRAGeH ggdifthe St at us

code. The wi ng status codes can be returned. [013
ERROR | Ni¢Ab¢ oF tRRARMVEIDERS dafinsd rathe aleines: dn aynemanyicig mp &y |19/ the gFs8d. [ 0131] An

exanple of the APl .t0O - . 2 I . 132]

oot ean RuatiOf STes Kk SRR Rl BB B e out |
K ppszsubvaitizgehouldaotie [li6iiea 1o Parsigletesrbodiinent, bhg rethaimhopld be goestrugdini 4]
pAudi t Cat e -, [in]. Pointer t I . j.dentifies the Subcategory.

[ 0135] pﬁ@%@ﬁ%&&%8§%?fﬂﬁﬁ@¥wT8@??w§§§§F%QQ&PEE-nane of the Subcategory.
This may be freed by calling AuditFree. [0136] The return values for the
APl to | ook-up a subcategory nanme 276 i ncludes TRUE on success and FALSE on
failure. The GetlLastErrorO function can be used to get a nore specific
status code. The foll ow ng status codes can be returned. [0137]

ERROR | NVALI D_PARAVETER:© The paraneters are incorrectly forned. [0138] FIG
5 is a block diagram of exanple audit categories and exanpl e audit

subcat egories 300 that may be contained within the audit policy store 215
of the local security authority 210. The exanple audit categories and
exanpl e audit subcategories ‘300 are the types of audit categories and
subcat egories that nmay be:accessed qn.a.per-user. and systembasis, at a
granul ar | evel, using the foregoing user-exposed and private APls. The
subcat egories provided for exanple in FIG 5 nay be individual audit
events, though it should be recognized that, in alternative enbodi nents,

t he subcategories may al so be groupings of individual audit events. .
v [0139] An audit category for account managenent 301 may i ncl ude
audit subcat egories 302. Sone subcategories 302 may be a user account
creation and del etion subcategory, a group creation .and del etion

subcat egory, a password nanagenent subcategory, an account changes
subcategory and a trust maenagenent- subcategory: [0140] An audit category
for authentication 311 may i nclude audit subcategories 312. Sone

subcat egories 312 may be a credential validation subcategory, a Kerberos
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subcat egory, and other authentication activity subcategory. [0141] An audit
category for |ogon/logoff 32 may include audit subcategories 322. Sone
subcat egowpeso7ddfeay i ncl ude a | ogon subcategory, a | ogefrfussssoaioegory, an
account |ogout, an EPSec subcategory, a special |logon identification

subcat egory, and other |ogon activity subcategory. [0142] An audit category
for pol i ¥Whats«lgmed31 nay i ncl ude audit subcategories 332. Sone

subcat egories 332 may include an audit policy change subcategory, account
policy changey syhmatiaefaYie n%ﬁﬁ%@éﬁhg%ggr&ﬁ c6iPdeed HeReAtRYHEn and ot her
pol i cy change subcategory.[0143] An audit category for object access 341
may nti ugecHehbx %mma%égem@mﬁleguww&mn@gmg @yirgmpentigi i ncl ude a file

syst em subcat,goafey refofeGbcailrd cAHRE LAV af aliBi MBticRUBGRLRAWitha @ SAM
subcat egory, other object access subcategory, certification services

subcat egbrsyaudiispent.che fishaugireaens being selentad fraube atuediby 9f avdit@vents B8Rt pat chi ng

subcat eg L ; JRva l,facl ude
audi T soplye it ALAHEHEh ERR SbPlr B L ol i R Ve
privi | egelthsfitst adsguent beiag sddectegkensd ti ve privil eges subcategory, and ot her
privilege use Y . 0 2 audi t. ., O process
tracking 361 er’r%%}&% t\r{{SF%‘ﬁiﬂgﬁgﬁg’?‘g’%ﬁe\é’Xé’{e@é@ﬂ“@%@ggb@ﬁgﬁé %ggsgg%d&gori es 362
may i ncl subeategqpy eftzasedit caedary nhesandis attegpoy gompisogegdurkiyrf aedii on

subcat egor, it DPAPI activity subcategory, and ot her process activity

subcat egff}}%.e%oé'fﬁﬂ An audit category for DS object access 371 may include
an audit subcategory 371 for DS object access. [0147] An audit category for
system 381 ey, JGhHULAld meHRG B CAR | S8viRE uenSHERoAHAGAL eaRAI o5 382 may
i nclude & security sys{em state subcat egory,-a sec rfgty nodul e | oad

subcat egthesepn that] whtherecsted by ibeyompstingrenzicanment, gaisedibacegorting [ 0148] FIG 6
is a block.dia L m of conputer 400, which may be a conputer 110 or a

conput i nawérﬁwgb%??ent 100 described in FIG 1. The conputer 400 nmay i ncl ude
a | ocal securietuyh tebiioof éxycrting thesiedit Axpitmed tiewdtity. APl s ‘as described with
regard to FIGs. 2-5. The conputer 400 nmay be accessible by a first user 411
and by a second user 431. ‘A first user. 411 and a second user 431 may have
access td theTleoomptter-reAddble Fediumod piping ], vitivesid the Sirst asdit subddegrayislang ont o

t he conput.er 4g0 in_a manner different fromthe manner in which the second
user 4317 0EFYAEREEYHE conputer 400. In this way, the computer 400, and
thus an auditor of the conputer 400, may discern which of the first and
second ugers fhlkombibrtaatti Abailih-of LA Plylchi2 il obli Rk RoleQulit no. gr anul ar
audi ting by allow ng execution of in |V|cma subcategory andits within

an. &udi t poleat angovhyreimsxedeingrthdmdit ianctomresultsén ewtiting the fis0@udilr t he | ocal
security ug}ugthority may enabl e each user, such as the first user 411 and the
second u%er ﬁ%’ﬂ" to inpl enent per-user auditing. That is, audit categories
or subcategories may be enabled or disabled for the first user 411 nmay
enabl e apd di I . ' i ; : i es

enabl ed g'r di %&o@aﬁ@%@aﬁ%@@@g@@ﬁg@ﬁ@@ l’éﬁ%?&@ﬁﬂgﬁggﬁﬂﬁggr u ?S%ngf(t)l icy may
be rel at polieyt mdsyistemex@odting thodudgfunchion rxeisph ebtsipiigeesuis of an quditotthe may be a
subcat egfrsyéhtast n?% be set s that it may be enabl ed or disabl ed. The per
user audff %)(Sllll 3‘§/°a Pt he same subcat-egory may be established per-user such
that it is enabled or disabled. Ifthe system has disabled the audit, then

t ne user cmay .1 ' b ' ' : : as enabl ed
the audi £t o cofBueBER Rl RARRIE L ferdt Uoud Bn AR ARR, £ 0

al t er nat resaltsenobtdiningratmmeed éhe firt andiesubpgegomy.has enabl ed the audit, the
audit may be disabled on a per-user basis. [0150] The conputer, for

exanpl e, may include first and second audit categories 412, 422, each of

whi ch may. be Bhecampyisr-ieadedempdivg of alam & haging fythier progtapecode stetedand second

Cubcat ogureas U] yhi ey Bt el obimert ARG PRI 226 mmy be

i ndi vi duedvirandert tevent s such as those described in FIG 5 or may be

groupi ngs of individual audit events within each of the categories 412,
422. [0151] An auditor nmay enable the first and third audit subcategories
414, 416 of the first audit category 412, and .may di sable or not enable or
sel ect the second audit subcategory 415 associated with the first user 411.
I f a subcategory is a grouping of individual audit events, then enabling or
di sabling the subcategory results i‘r?,4'respecti vely, enabling or disabling
all of the individual audit events within the subcategory. [0152]

Regar dl ess of those categories 412, 422 or subcategories 414-416, 424-426



enabled for the first user, the auditor may enable the first audit
subcategory 414 of the first audit category 412 and not enable the second
and t hi r dverdetoosasbcat egori es 415, 416 of the first audirtTast@goprin2gl?
associated with the second user 431. The auditor additionally may enabl e
all of the subcategories 424-426 of the second audit category 422

associ at ed wreckive deccopt HIMPLAFRFCAUIT Pal T, GECCURPHEVIFU AP Ot HEY Bhrabte

i ndi vi dua i . Las LR ithe SlataB8UTIagEt associ at ed
w th ond B e B B B g Y ear [ 053]
FIG 7 degitste secont oemate arpeedwrafalldaing exeryted byrdierratin@ e oS! enent i ng a
granul ar_audi t ..pol i Gy. r-gser or system basis. The nethod 500
com‘rencégcogga 41:2%%%11%%?%9@&33 1 to an applicabl e user-exposed APlI, such
as those API sxadetecid heit firetiomasaoidted with thosesond pudty agentvhegthythepud| | nay be
by an. ditor.. .At . st 51 . : Jragle into the
| ocal seBRfHFR ﬁssg?}@ﬁ%wtg&eos? éd&d%lé(?&%{ﬁﬁ%gép?%?%% ?‘tﬁi}}d Sgﬁ&}t(eﬁg%corrput er. Such
a cal | myalie opeuditaubmtkgofiarof theampit egtegoyy.an oper ating system of the

conput er and nmay expose to the user audit functions for selection. For
exanple, the call may enable the user to select a "set audit" or a "query
audi t" flunct Tha coripuenzeadablemeadivanef daim T whereinsxecyting the@udg fungighugh t he user

may be provided . ot h Ded il OBSing : ' ofsel ect a
Funct o gy s A bR 4oty kB OBRinine R REbe dp BB anTBOE,

cat egor yhesudiithregérggor y agai nst which to execute the function.

Thesubcat egory nmay be an individual audit event, exanple categories apu suu
aie upo & e described in FIG 5, though other categories, subcategories, or
i ndi vi dual  audéampnezmeasiabla yedimmahaging psrgsam ﬁofiﬁlsf%?%’gﬁrﬁ%théw(%‘? nments. The
function_na i a 1 t [V .ocedur e cal l

i nt erfaceé(e%%feﬁ%'eap 530" %é‘@?%%@gag’rJﬁ@%ﬁ%“@ﬁ?@%&“gﬁgﬁgﬁgjr_e call interfaces
are descri bededeiveRlrénot® pracedue talbfoherecutiontof amaustit fecsion ggspcipied BB ded i n

oo opr 1 e RSO IE bt sl B Sk DL ey SRTRIE 28 B0 s

structure 60Qxtdved themyditfangimased into and out of APIs and that may provide

audit policy infqornation,associated wth an audit r-audi t

cat egory. Eac"}‘l"‘eé‘?h‘ag’? pbﬁ%%Bf%}{dl@ﬁ % 5’5‘1595,2‘195#3865 ﬁ'?ﬁﬂgﬁ%%h%%%ﬁa i tw@{jent may
be uni qugly a ireke Biek bf BE chMp@inglef¥itdnmentemid gugstém endit dviesrasfo@ididwiththeis, f or
exanpl e, each audit subcat egory maf/ be rglfgerredt.to as_an

Audi t Subfizst esgoasyeall ag wiieagh ST user ifane o§ B8 COPYLRE Sy FtHh 87600, Use of a

GUID for the GhRGRNRGNRLE rovilird bAIMe{usiia & adslit otan Hist aklchenbiog

specific extensions to audit policies. Auditing information nmay be
speci fi estlicteda Audi ti ngl nformati on menber, line 610 of the structure 600.

When a policy is queried, an AuditCategoryGuid, |line 615, may represent the
category that Audit SubCat egoryCui d_605 | on 0. This enabl e an
appl i cat 1&n Fﬂieé‘é’g’@léﬁe&feédi‘b%em‘é H‘F‘t"fglﬁ%g’tﬁ'@&’t‘}g?%@“ Pgenth #@é&wlﬁgt h the GUID,
Wi th cat ggubh ﬁﬁt, Wi B8leutds b the RS AEROAN ir@findng caResiht yoputigdi t policy in
this way may all'ow t he breaking up a subcategory into two or nore
subcat egomiiresmem tethe - f ut ure. For exanple, if an . ol der application sets
audit policy : ekt kshcligt er divided into two
subcat egori es{e%?r%#l??ﬁ%@%ﬁ%%ﬂ egolri egli nto which the subcategory is
broken up may al so be changed. Mreover, allowi ng policy to be established
at the sypcat anp!y‘c‘éY—?éadHﬁé/n@!iihﬁ%f%ﬁh D OwlRer&ibl BERUBGOmhY abdit fanaioat her

e

subcategory in the future. [015_;15 FIG 9 ,de‘ﬁi cts an_ exanpl e data structure
700 for pauses thHe mitfurktion fobg appliedto adfirstapditisubgategery efan augll CUIgRRRY. M9 g py a

SID, or ggcﬁggage ¥ cg&?;igikggglurg 5 f ahit@datbhddes 11, respectively, depict

exanpl e ractures for providing audit categories and audit
subcategories available in the policy store of the available |ocal security
aut hori tyo [ 03R8lonTitGer FoidHNE She@fund JTR1aRN & $ SMlerdif R Hrét@uditBibclregaryrslaenent ed
in hardware, software or, where appropriate, a conbination of both, Thus,

t he net hadviduedawddizyeatt us of the present invention, or,certain aspects .or
portions thereof, may take the formof programcode (i.e., instructions)
enbodi ed i n conputer readable nedium A processor that executes program
code for performng the steps of the nmethods of enbodi nents, as descri bed
in FIG. 2-1 1 and as cl ai ned, constiiute‘a conputing environnment that
enbodi es the presentinvention. . In"the case of program code execuuon on
progranmaoi e conputers, .e conputing environment- wll generally include a
processor, a storagetredi unm reddabl € 'By"t'he processor (including volatile
and non-vol atile nmenory and/or storage elenents), at |east one input

device, and at | east one output device. One or nore prograns are preferably

oy - o - .




interpreted | anguage, and conbined with hardware inplenmentations. [0159]
Wil e the present invention has been described in connection with the

speci fi c weanpl®@sssdn conjunction with the various figuresr/ustodc®21008 be
under stood t hat other enbodi nents may be used or nodifications and
additions may be made to the described enbodi nents for performng the sane
functi onldof tlHe CYRRBATEAGARPERRUIEH VP gUt W aRe VP &LS Tg t et et P OTi" " The exanpl es
are of f o?gy lafd %ﬁ%ki?ﬁ%&duﬁﬂg HRAuSE AinktibnSulein duditiap drRdirktaubiic Bbcatbduey scope of
the inventi’dn as defined in the clains. In.summary, in no way is the
present dnaenusephadis.nited to the exanpl es provided and described herein.
Therefore, the present invention should not be [imted to any single

enmbodi nent, but rather should be constryed;in breadth and scope..in

accor dantle wiTha cemputgrsatallisdned "RWaltLi’ Wéefang‘i* It fynetign Eegsn%“gfter -readabl e
medi um havkNAn@ RS ABxEQRRg Blehal filbiRdnaedlts iduditin et Prsenidit eebchxygay
conputing environment, causes the conputing environment to: receive a
renote pelorwdemdagial | for execution of an audit function associated with a
first audit event, the first audit event being selected froma plurality of

audit events, the renmote procedure.call. beihg. execut an ity of the
comput i ni- envibe 6%%‘??’?“@%“@?8%‘&“? Of)‘fqunhlel’ W#‘?‘%W%g%%%{t%g'i’,cglé{‘ q%eéll%g émﬁstel ect ed:;
and execpiRy,t-0g whbidin exbetiit iR hudh Gmetiph refuits anichtdinihy rstitosf ansudipplithed to a
first audit” subcategory of an audit category, the audit category conprising
a pl ur al fitsiaudit suhsdicBory OB @REEBSF PBE. 2. The conput er - r eadabl e nedi um of
claim1, having further program code stored thereon that, when executed by
t he conputing_ environnen causes e C ting, envi.ron t : urn a
Fosul  ofb-cxREEPHEPRERAI DGRl HBR (o NHE aRy 1y (B bt addi

conput er pdiRA0RAR Wi OIRE tid Aldfikctir@sutis tn dligining reultvoftintauditbithe egory i s
an individual audit event. 4. The conputer-readabl e nmediumof claim1l,

wher ei n fifsaudiiguicategoyonGyEend2dtidi t pol i cy, and wherein executing the
audit function results in auditing the first audit subcategory. 5. The

conput er - readabl e nmedi um claim wherein the it, f i ueries
audi t po”-cy,ﬂ@ﬁﬁ%@?’@aﬂﬁ’g@ﬁ%‘t@ﬁéélﬁmﬁalﬂv&eﬁe%euxﬁg:{#ll% %heraglgﬁ&lfngﬁ?lﬂ obt ai ni ng
resul ts pfui@nin abtgining@fnatdeaf fHerfiit aaditiubcaedoeat egory. 6. The

conput er -r eadabl e nmedi um of claim 1, wherein executing the audit function
results in obtaining a nane of the first audit subcategory. 7. The

conput er 1§.eadetel empedi-teaidfle mediimof claina®,i wigrdinexeautingghogrdatfunatide st or ed

th t hat,, wh ted th t ' th
Comput | niFaINR FOFRETRAER o CER8 S ECRBR G SALRE Ve RUREE, (e

execut i opolwyhapbﬁyugﬁﬁddutuuu CH with a second audit event, the second audit
event being selected fromthe plurality of audit events, the second renote
procedure call being executed by the entity as a result of the second audit
event beilng sghegioddconspridingxecute the audit: - function associated with the

second audit event wher he. audit function.associ. M t second
audit event i|SPEPPE ?B@“ﬁ@%ﬁf@ﬁﬂ SYP&iSttC’%El‘SSE 3?658%? (f/on%f%luﬁ %glg‘ﬁ%%ng?ti g of audit
subcat egQfurity S aullit eveatiiotnpeising 8 Peryuseauditbeent asspeisted witk adiyiheefinbgerum of
claim7, wherein executing the augit fjuncti on a,tgso%it adt%ed wi.gh tggt gecond
audi t evarta systeny auditieyens gasiaied yith thefist usqr ang with gagh; ol ety iany, PLLE of i e
audi t Catcﬁﬂ@ltbﬁgex?virdﬁnféﬁﬁpm er -readabl e medi um havi ng program code stored

t hat ,

t her eon when executed by a computing env{}‘réagnma t,.causes the
oy o et

conput i ng enviepavingAsclegionofa dirsy audi Vst e § FY¥%¥ execution of
an audi t funcg e&ﬂin%%sr?ﬁbétp?&em& Baifrof ihe SkecBtiSH &f 28\40dk funkiiéh dsbdcstedaudi t
event being select roma plurality of audit events; and execute the
audi t f umdthitienfirstduditeventitand plural ity of audit events conprises a per-user

audi t event associ Eé?gsuw&“&e%%%{i&l & tflé%]udﬂﬁﬁl{c iB irf ljaﬁvsoﬁ% WddgnSmyi r onment

and a system Sudi PeEVENT "associated with the first user as well-as with
each ot hegmats procedufe aatly, of the conputing environnent, and wherein the
renote procedure, call js, executed .as a result of the first audit event
bei ng selected. 10. The conputer-readabl e nedium of claim9, having further
program code stored thereon that, when ‘executed by the conputing

envi ronnent, causes the conputing :
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environment to: return a result of executing the audit function. 11. The
conput er -readabl e nedi um of claim9, wherein executing the audit function
causes t hgoauehdosdeuncti on to be applied to a first audi pcyuse@begmey of an
audit category, the audit category conprising a plurality of audit

subcat egories. 12. The conputer-readabl e nedium of claim1l, wherein trie
first agdit Fhbmethedyolf ofaiinslYawherauki cHeQULIBE 0G AUHE LUBVERVAYES> WPREYtonput er - r ea
aaDi e ui uuu of} N executing
he auatiel iy eaRPlcads p A ot el b BB ol R T “on &
per - usercofpsditg a Aldralifitved agdipbtgegariendabl e medi um of clai m 11 wherein the
audit function sets audit policy, and wherein executing the audit function
results in auditing the first audit subcategory on a system basis. 15. The
conput er -r eadabl e medi um of claim 11, wherein the audit function queries
audit policy, and wherein executing the audit function results in obtaining
results of an audit of the first audit subcategory on a per-user basis. 16.
The conput er-readabl e medi um of claim 11, wherein the audit function
gqueries audit policy, and wherein executing the audit function results in
obtaining results of an audit of the first audit subcategory on a system
basis. 17. The conputer-readabl e nmedium of claim 11, wherein executing the
audit function results in obtaining a nanme of the first audit subcategory.
18. The conputer-readabl e nedi um of claim9, wherein executing the audit
function results in an enuneration of each user of the conputing

envi ronnment for whom per-user policy has been defined. 19. A nethod,
conprising: exposing a plurality of audit events to a first user of a
conputing environnment, the plurality of audit events conprising a per-user
audit event associated with only the first user and a systemaudit event
associated with the first user and with each other user, if any, of the
conputing environment; receiving a selection of a first audit event from
the plurality of audit events; executing a renote procedure call for the
execution of an audit function associated wth the first audit event; and
receiving a result of the execution of the audit function in response to
executing the renote procedure call.20. The nmethod of claimiy, wherein
executing ne auau iunuuun uses e uun. function to be applied to a first
audit subcategory of an audit category, the audit category conprising a
plurality of audit subcategories.
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