system i ncl udes a proving nechani sm (100) for proving equal L
inequality of two discrete logarithnms and a verifying mecha

verifying said equality or inequality. The proving mechani sm stof'¢S” public
i nformation including a designated opefation scheme, two in

[err] and [err], and two predeterm ned bases g and h, priva’ﬂm m""mmm n X
which is a discrete | ogarithmof a to the base g. Aft er convertl Lerr
[err] and h. to produce [err] , [err] and y' as follows:[err]. [e ) [err]
- [err]; and y' - h[eerd.xidve.sega bRV @zdm[gﬁb]mmbﬂog[err]and the
equality of log[err] and log[err] are proved The verifying nmechani sm (150)
verities the equality of a log[err] and log[err] and the equality of
log[err] and log[err] . Then, the received [err] and y' are checked to
determ ne the equality or inequalit3BETRA@EDf and it is determ ned whet her
the proof is acceptable, depending on the verification and the check
results. Fib. 2
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A zero-knowledge proving system includes a proving
mechanism (100) for proving equality or inequality of two
discrete logarithmz and a verifying mechanism (150) for
verifying said equality or inequality. The proving mechanism
stores public information including a designated operation
scheme, two input numbers « and p, and two predetermined bases
g and h, private information x which is a discrete logarithm of
« to the base g. After converting «, 8 and h to produce «', B’
and y’ as followa: «' = o; B’ = B°; and y* = K™, the equality
of a loga’and loggh’ and the equality of logg’ and logny! are
proved. The verifying mechanism (150) verifies the equality of
a logw' and loggp’ and the equality of logge’ and logny’.

Then, the received B’ and y' are checked to determine the
equality or inequality thereof, and it is determined whether
the proof is acceptable, depending on the verification and the

check results.
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