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1 METHOD FOR CONTROLLI NG ACCESS TO ENCRYPTED DATA
TECHNI CAL FIELD The present ijnvention relates to a
nmet hod for controlling access to data encrypted by
control words CW these control words being received

by SMETHIE HORCORTROLLING ACCESSTROENCRYRYED DATA
returned to a processing unit for encrypted data. The

present method applies in particular to the case of
TEGHNICALPRIEL® ART In a wel | -known net hod, in
particular in the aforenentioned field of Pay-N, 10

ata is_enc . t -
& pSe i EReH s L8, FgtRbA for Berfefing Bboess to data
éri(g?ﬁt@dtbbﬁctdrm'dmdllcfﬁdlawm Lhﬁsbsculfﬂtrmlswosjslobeing received by a
subscri bers. Para to this, the, control wor a .
sequityrineduleip ganted megsageseand reHPEd;i ?Hﬁ"g%?%lf‘@f””“ for
&ﬁé@‘%ﬁ'ﬂfﬁg control nessages. The nultinedia units are
gener a 1

'y 'made up of a processing unit that, in the
15 case of Pay-N, is a decoder receiving the
e peesant method spphesvirapartiotlas to teccasea §f Rayhl Ve
responsi bl e for the cryptographi c operations rel ated
éﬁﬁég? se of these streans. As is well known to
ARTIed in the art, this type of security nodul e
can essentially be produced according to four

i 8 WdIEkndvar Rethere i baktitesar insthe afdfermentianed fieklsof Pay-TV,
card, a smart card, or nore generallé %? el ectronic

dajauisee(ryptask byorrdatn BURRNET BY ™ T enciyRYgr, keypcalled

of d | S neral . a e neClirers or
Rt Wafis, GTFR SRR i LEMPYRESE toTHRIGREIRCRRD Yo
dUbscribers. Phatkliey tosdils, teseomntrdl hwordse avé transmitted to these
contact| ess connection is, not xcl ﬁed for exanple
mltiredia soits Aa the fofpeof 2 streameeiAtioh MEFSPIRH i s t hat

of an integrated circuit box placed, generally in an

L inimeid Ofitd {%@'Eé%?éiﬁ( ¥Rle i of ReprdRessing Urtrengin the
case of Pay-TV, is a decoder receiving the aforementioned stream and of a
security module responsible for the cryptographic operations related to the

use of these streams.

As is well known to those skilled in the art, this type of security module can
essentially be produced according to four distinct forms. One of these is a
microprocessor card, a smart card, or more generally an electronic module (in
the form of a key, of badge,...). This type of module is generally removable
and can be connected to the decoder. The form with electrical contacts is the
most widely used, however the use of a contactless connection is not

excluded, for example of the ISO 14443 type.

A second known form is that of an integrated circuit box placed, generally in
an definitive and irremovable way, in the decoder box one variant is made up

of a circuit mounted on a base or connector such as a SIM module connector.
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of a circuit nounted on a base or connector such as a
SI M nodul e connector. 2 In a third form the security
nodule is integrated into an integrated circuit box

al so having anot her function, for exanple in a

1§ &5 fHiri ok thaTBgelrity @hodule de irtdgrated irtbe@n mtegrated mrcu:t box
m croprocessor of a decoder. In a fourth e

alse having inpthasdianetion, fRst examele ] |85/dﬁﬁ%f&5tlﬁ'a'9 Bldute of a
ted in the f f
APREE oL i iR bRt Y fo e es,  al though ¢ _hS

security level differs, the function is identical, it
lnsa fourits lebil:mdlmentalthemrlt)ans:@d;lﬂ is yotseatedally produced, but

ardl t he, wa n vvh

BT G 44 PR R e LSRR, S, et
thgff?ure&é.e\éeQlthaﬁgﬁtﬁeegemﬂm@en idffters Nbecfanttion lsmﬂedhcal it is

I'rst I's verified if the user dlsposes of

pasgitie todatkeebgpt at secusite anedwerggardless of ihe W@Vt'HeWh'Ch it
case

d d
faGeans g 10l Rrat FRIARIAC TR LN 701 Noras are. i n

turn used to decrypt the data. As is al so known, each
WaBh r0mutiphédia einiiriedd tecelvedvihestroan bopmmlngﬂhe heniak words,

f}xétﬁglsé;n\retrgi;g .é&%&%%y&idqgﬁé?.gﬁé %;Oygﬁttﬁogprgglﬂc data. If
8B ik Bl P M e o o

dorteb Werd$ Theseintiobwoays are irtuoy used tssdecwptathﬂ%iﬁ
data wi thout being authorised consists in using a

oiF #IR0 KW 1 “M&%%&rﬁ%'@% b dpfa[pé; the data
tRRHAHRES 10 B?ew mﬁi&ﬁllﬁyoﬁ@é@ﬁtr&%@fd alloveg 10rsezonds of

separati ng litter Ther ef or e,
a hanuTMnﬂentr dad)abed deorypted.aciftersithisoding dutation, called a

qr'Plil%P é‘?éﬁgcﬁ%‘%ﬂﬁwpé {%@a@wgpggéuﬁxgéém ‘e from

several multinmedia units. The invention described in

Ré PoEsiBRPIAG a6 iePfoyicckididdo bdiduta lwithow beltfy authorised
prevent a security nodul e from being sha\r tlg_'¥ S%deli
aoneists in usipgdegerwine multimedia unit witha real security module and in
distributing the control words to a set of decoders. This can be done by means
of a server or separating device known as a "splitter”. Therefore, the amounts
related to the acquisition of access rights to encrypted data are paid by a
single multimedia unit while the events are accessible from several multimedia

units.

The invention described in patent application US 2004/0215691 intends to
prevent a security module from being shared by several users. In order to
realise this aim, each time a control message is received by a multimedia unit,
this unit or the security module that is associated to it determines the channel
to which this control message is related. The channel identifiers are
memorised with a time information. The messages are compared in order to
determine if they are related to different channels or the same channel. If they

are related to different channels, a counter is incremented by a certain value.
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realise this aim each tine a control nessage is
received by a multinedia unig, this unit or the
security nodule that is associated to it determ nes
the channel to which this control nessage is rel ated.

If MBe CEsHR | med8addd iapé Srefiited tOEERY issatk Whahnal, tﬂhﬁecounter is
i nformati on. The nessages are conpared in order to

dﬁﬁxr@mnte@l i fIf tth@;pow@err eeanhes o eftablishes: thfﬁalmlsvé,a'ks? this
s 878 aRY anobl eholfdes Bale oBLRSEH dd fHe beBling of the

cbntriol wiokds iBastbppéd.nessages are rel at ed to the sane
channel, the counter is decremented. |If the counter

reaches an established threshol d va

RavdbisrRipgeshitin apcesraryds h heXs et ot ia Shalnel Soncerned
f?ﬁ&ééﬁ’&bﬁ@ol%e%&‘a‘%e EPgédr‘HlsWa‘iisl | rédi? BBRfguratifng, this is not

'S process | essary to ave an 1dentifier of
thbecaémnlyelumnguctaenedntrcblommagesoa& deffinadsivagartiqular in the

Bacerh B 1R sogb stERast G e IR s sBtig S tonty o

d{@gst bﬁéﬂaﬁfnéwréthsr 1 egéweﬁaMéiNrﬁ@ﬁ@&agé an Féalmbd%fsmle with

It I's possible to identify a class of
tbeanvmitmnr desm‘lbetdﬁahowcﬂm blogkthe . usenof peverahseultimedias units

sible, wth 10 th |nv escri bed above, to
fﬁﬁwyvﬁs%@e’*%ﬁ"@ |§R§§?g units that only
use one security nodul e and a splitter. The

'ITHét i?nté}ﬁbh@ﬁ‘ﬁl' paéhﬁabpmbncmblgne@ with thHeedumbeh WOe01/15448
unbe 5448 descri bes a_ Pay-TV system and, nore

q@SGUbe%B;Pay-Woﬁ;{stQm anshmaEe pregisaly ajvideq apdesand system. In

AR b SREL A e Bl OBDARY Ve TR niro

worge efre ity *senﬁop@seredmﬂﬂm Im@'edbf néd tivee peded dmung wh:ch the
acquire themif s/he w shes tog alﬂi) Eoto ac:c:ﬁ!ﬁ?J Th
USER MRt acrmire thsfrblf@é@e wishasst he able fo aposss fhe eamtent: This
pi@%éesss; (ffife }'IL@ Ask B ﬁ?é“d}ﬂént"ﬁgeqsrebélbrl‘ﬁg%byc Aol WoMS illegally

I'ng e con I'S pProcess not OV\BVGI‘

amdithuis akbessing the oomient.i onal Pay-N systemin 20 which
a user can change channel. In fact, in the case of a

cha | ch
This rﬁ?oeces% %nrcf]ot however applicable to a conventional Pay-TV system in
which a user can change channel. In fact, in the case of a channel change,
this user would be obliged to wait to receive a control message corresponding

to the new channel before being able access the content.

The publication WO 2004/071091 describes an invention whose aim is to
maximise the scrolling speed authorised in “fast forward" or "fast rewind"
mode. This aim is thus completely different from the aim of the invention that
is the object of the present application. In the publication WO 2004/071091,
the optimisation of the scrolling speed is obtained by shifting the changing of
the control word in relation to the data stream of a value corresponding to

~ approximately half a cryptoperiod. This value of half the cryptoperiod is the

ideal value to allow the aim of the invention to be achieved, since it allows the
optimisation of the speed both at the time of scrolling forwards as well as
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this user would be obliged to wait to receive a

control nessage corresponding to the new channel

bef ore bei ng abl e access the content. The publication

WD 2004/ 071091 describes an invention whose aimis to
sasiling tackivards: ke gre;tem&eddlatmneﬁrmndhiSnvaiﬂa.s'the less useful

B ENENAGE of $REIGL e el 68T WIS ST BR arbft ord wil

at is the object of the present application. In the
publ i cati on WD 2004/ 071091, the optim sation of the

scrolling speed is obtained by shifti ng t he chan rY%
A is well-knomr, he \mntrOI mesenges are repeaied @ecarding &g Yepy short

l l
@Fé;’i‘%ﬁ‘@ﬁ? Jbr e 'Iglgptpgs Oﬁ%ﬁéﬁﬁ 0 elg és}/ ;/cgfﬂo%kgratlhg dcontrol word
hét@s38ny fralccusd tt?tﬁepc@htbﬂt& fapédipiavaitble vehemzappingnWhen a
to be achieved, since it allows the optipsation of.
mbdimesiadupibt hastrecaved; ﬁecsntrgbm¢$$ fBraﬁ?f&sﬂb‘é identical
rgpg%%@eis ‘h ﬁﬁfﬁ %Wg%}l&?ﬁg@@%@él %r-SEgSﬂfgetfﬁrlﬁﬁﬁlttqqegeto the security

medak! agige.ofn Stheffdlﬁwlrtgh eledaltlpt;cs't rle am impliedt thatcwheagecontrol
of control word w |

HEASIGRS ﬁ@%ag%gn%nt@negpwataéa Siedia .tﬂf#%evtmf%ﬁg?% since
,ée},{, %S%lgégla?e nfo?[j gqampl e 50 ms. The aimof this

contro word necessary for access to
the contents rapidly avail abl e when zappi ng. Wen a
mdufﬂculm aasem whemather eontralaiessagas: eotamenosg éhan fone control
filt

Aok 5ok 58t RGP RG8 ch BBt B8Y s sace.

%dvéﬁ‘t IrE;Beoff Hlid ABE N tHEFat Mot Whild bné ofi thp! d:cﬂﬂrctl edrds is
n cont 0 nessages ECM are nentioned we

usefde rthengthes idi ﬂGGlypt&d @Bdls mpsrorissidy cEhisi g@,ls)ppga?nt makes it

R0 e ol aedhitind bbb B Rnaef 8 ok bt

In practice, it |s normal to send two control words

IRSSucHP Bt e, ﬂ?$§9@§3|bEeThﬂ' adianiuigsd udert toi asé |<miy me control
the fact that while one of the control words i

messaga abtvweaHbenite teansnyibthajuaveedBiassRgR 40 ang ér°decoder or
prggggsqu 'Hevf&%lfeiﬁ this way, each decoder receives all the control words

that it requires. Therefore, several processing units can allow access to
encrypted content while in theory only one subscriber has the rights.

This type of fraud is particularly difficult to detect since it is impossible, without
using a channel identifier, to distinguish a normal use of all control messages
by only one decoder and fraudulent use by two different decoders of one

control message of two.
DESCRIPTION OF THE INVENTION

This invention proposes to solve this problem and thus to prevent access to
an encrypted content during the fraudulent use of two decoders with only one

security module.
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possi bl e to use safer decrypting algorithnms, which are
| onger to decrypt. In such agase, it is possible for
a fraudul ent user to use only one control nessage of
two, then to transmt the unused nessage to anot her

HRE OSGLIGN of PTHRC GR@ntiBndabCmakes HHDGBSIWE toeqm:éwent at least
decoder receives all the control words

per@auy.eaccesnsetpemer@crg@eercaantwtoraéé@uﬁgF P 4sers. ghly using one
SHAP 583 o S Bt b kot t

hgother teepdet |y difficult to det ect since it is
i mpossi bl e, without wusing a channel | dent ifier,

di sti_.ngui sh a nor mal f t

Bhe ainat e dEntands AUNACRY S48 tf'éﬁs%ﬂ?ff’ﬂ'.ﬂgﬁ coess o
e I

i B T v s

secLFity \modilhiesmpcmlltrcﬂmmaslagemgndorq@u@ﬂﬂnto acpwesessipg unit for

%,g%e‘a Bt ed co ter}tEmgHr%%n%ﬁs tﬁ@ﬁﬂj‘éﬂ%s’t‘%q’@{ cbitPol word

804 4 's%?:oﬁ& {:dﬂgrdl V8, 't‘h@sé' é&ltfﬁlk\ﬁérdst eRoh sailowing caccess to

prevent, st part i al ,, aCCess to the enc
encrypted 5§ttaf duing kedetervines tmeydyrating called %sﬁsfp?{gpe"od this

messa and whgese ot her control message is
i'?%cﬁi”lcf g\é\ﬂ"e 1§85 decoder. 5 The ai m o? t he
| nvesdhdifg isaicehtrgpRd détaao it \dest oherprooessing Linitgand

access to data encrypted control words, ese
cont sending the Gbetfﬂlgﬂﬁﬁéﬁgﬁﬁeé $3)d Procassing 't"}'t rFEEﬁ}VBe iof control

t rol
cncipRsal FRSARCE'S EEst IF Yeldningd GoREB] Mré beidSent to
| eaghle BrddesSingCarit Gfter Whe Gending of e dath eontypdﬂd \n'yrsald first

these control words each all ow Ss to

o ceomia ovardandibeion the aapdngialdns Oats SatRIsLRY said second
cal ptoperiod, this nethod including the

st e%)‘g'ﬂf)?q"%%%ndl ng said encrypted data to at | east

DI MiutRee Beimp chiaracterised in that the time shifting between the sending
to the processing unit of data encrypted by said first control word and the
sending of the control message containing said first control word and said

second control word is greater than 75% of the cryptoperiod.

Generally, the method according to this invention uses control messages
containing two control words. However, the user only using one control
message of two will not be able to access the entirety of the encrypted
content. Two users sharing a splitter and one security module will each be
able to access only a part of the audio/video content.

BRIEF DESCRIPTION OF THE DRAWINGS

This invention and its advantages will be better understood with reference to
the enclosed Figures and to the detailed description of a particular

embodiment given as a non-limitative example, in which:
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- sending the control nessages to said processing
unit, this type of control ssage containing at
| east two determ ned control "words being sent to 15
the processi ng unit after the sending of the data
L&d ' r I ¢ Wihich a data
SoRiatRS e Acerhbblimg  AKBIUHGS 1RIPrF oh T Wl
\/\loéﬁeaﬁﬁhr&i Feiohaol helssage sireant anenmdi ¢conventionalhe tine

S ars i A e EFAGATE B
11 1 B fipssasfe SO 2o B84 MGG, P M ord i s
S S s L, i
nedeéagstseamcancb%m RgtiohEIesSAP Streagt e usahagrentionaly
'be égﬁglt%/ 8#@@%2@%@&% en%m of AR 8CirPvhichthel ddta Ream and

irety of the encrypted 25

CO!H@BéntrJVmewaijesmﬁéﬁmlang used ftaududantiynd one security
nmodule will each be able to access only a part of the

audi o/ vi deo_cont en ESCR OF THE DRAW NGS
MEiTH(?ﬂsé:rﬁ)Roqu Négﬁg 1 dﬁ\té)&njrﬁhbe bet t er
understood with reference to the enclosed Fi gures and

F‘QHFJ‘? s@ﬁbmdti%QII;%ﬁSWé it étﬂa%rﬁfof auliideolcanter8CT as well as a
grven as a non- imtative exanp

soarn ofazontrangeesages &%ccaﬁa@iﬁgaépﬂ%tw‘a@@&w pepying to

gs%lggéi(n?égﬁ] g‘l,eep[]g ﬂa@ﬁ? aI {,ntﬁﬂ @dl%ﬁ/‘i%éd’ content is

'éﬁ FRAtHbWoFdd Wltﬁltﬁérréfe]:enmés @W thCW . .dshese control
Str am and the control nessage str ama used

woedsdoaeing | g limdted "thfegﬂm Tallf \,%cafp fetpely each control
acc tﬁlé’ ;é)?‘%ﬂ %né‘g gf!}t @ib %%d%ﬁuﬁéﬂth%unﬁét@ Yinh& aduration

66%@:18 dRtd tis cryptaperibdt Thedattet ban émrbmcam@mbeaﬂo seconds.
Figure 3, Tn which the data stream and eE(Sﬁlqt E:8J1ta|ns Wo
ne $hven caxasepleailiairateds dher fish Randtal | r}l;lessage

control words CW1 and CW2. At the same time as the diffusion of this first
message, the content CT is encrypted with the first control word CW1. As
soon as the control message ECM1 is decrypted and the control word CW1 is
retumed to the security module of the decoder, the content can be decrypted
and used. During this time, the second control word CW2 is memorised. It can
be used as soon as necessary, that is to say when the data to be decrypted is
that which has been encrypted by this control word CW2.

Figure 2 illustrates a fraudulent use of the process represented in Figure 1. In
this use, the first user receives the first control message ECM1 and extracts
the control words CW1 and CW2 from it. Before receiving the second control
message ECM2, the latter is filtered so it cannot be used. When the content
must be decrypted with the control word CW2, the latter is available since it

has been sent in the first control message ECM1.
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schematical ly shows a stream-f audio/video content CT
as well as a streamof control messages ECM

contai ning control words CW according to tine,

‘gﬁg %Bﬂtrﬁgmbgséékg ERNI? cafe uded tosupgly aweeond ldecoder. In order

video content is encrypted with control
w detddiea fefusiulendeysavit is essible tonsawy Qi g&al%?ag of the
i n "
RGBS o ol osse & Aa P ahndd dakARagh@borod. Ti

g{)}‘r}\&% gg@% I&?Bé?@lﬁef-rﬂ%bﬁga Auinbee oﬂgomltmlanessages that is too large
ng to is crypt rio T | att fo
mdeqawBtadeforceantb@wa@perm t"FFéN%‘%nﬂT B‘? Pgﬁ%,t%{f an”"e'{m" a

st c o} I
a5 o (6 eyt TRPABRIncerbe ﬁ%""gﬁﬁ’t‘%"é%‘?ﬂf?ﬂl.’?n‘ allow
%uﬁbltleﬁte U]lgaéstbt béfm?ﬂeiﬁ artdlgresmltmtsmné itkis emembek earresponds
irst control wor
exaaiiyoho 150 SUETRST BN TSEA0BE SRS IER Y (Y il PRESTLY, Fodule
to the security nodule of th

%glolzsreor'?% ﬁtent can be decrypted and usgd

During this time, the second control wor

FRjupE iSschenhatically represestsithesmetind @fsthﬁéﬁlé%@m?" thiggmethod,

o bl 45 1€ Bl M oo
fnddsh éts r@% 'Pr]:elf f&%ﬂh@@es@ﬁ?tl@ﬁ doheepsothes aormal use of one

repre ent gure 1 his use, the first user
single n‘mttlmédlafumiswnbonmwe seeuritynedwe. and extract s
the control words CWM and CA2 fromit. Before

ﬁmfsc% ?/ell 2 tggwséf}fﬂlngwﬁsg@éf @ ggém%IWusépﬁch\?étéyhlslher

en the content
leﬁftm%ﬁladﬁﬁl’tm Bits W @bterminexd chaohelvatr theCtithe iridicated by t1 in

[atter 1s available si t
Figuwe BoAt Fis mementchecsantont CFanisbbe: GeoryBlad, By the contro

o r; Alsq S, omyeil b PSeCaRoIRE e ECUPIStroadosst

gﬂcﬁ ggﬁt?élgrbgéa EgM1 fwt?tmnﬁhbe cohtrobwords C# EW2. The
ypted during each cr
monian ca thies baidaeTyited (hanks BB SNTBh R TV, noos

that is too |large
If the user activates his/her multimedia unit or hits a determined channel at the

time indicated by t2, the control word CW2 will also be necessary to decode
the content. At this moment, the second control message ECM2 is broadcast.
This contains the control words CW2 and CW3. The content CT can thus be
decrypted thanks to the control word CW2.

If the user activates hisfher multimedia unit or hits a determined channel at the
time indicated by t3, the development of the process will be similar to the
development explained for the case where the activation time is t1. The
control word CW2 originating from the control message ECM2 can be used to

access the content.




10

15

20

25

30

5 is decrypted for each cryptoperiod. However, in the
case of the invention, a tegt on the nunber of

control nmessages per cryptoperiod will not allow a
fraudul ent use to be | ocated and prevented, since this

ASNER 10 'deRnP AR dsonertivhal usage, rthebencrgptercbscmmem can be
decrypted by only one security nodul e Dbei

aenesaee yegqrdlqasgqfrtaesn@memaa H5er apNELER gl multmedia

ntion. In this nethod, the
lg'ﬁy?j{/)%?%{g @gn“%éfeamCT is shifted in relation to the
stream of control nessages ECM The follow ng
Figans 4 fikistratexoa draudslarteseaf fab nugltimediueits withghe method of

5 i b T o3 SR AT SR8 conc
‘éE§ g?nla( oF tWoS/ 188, |né151thJ|dh'eanj'tﬁe \Hddoders hises the first control

eter ned chann at the tinme indicated by t1 in
ﬁegm@ EChd, tonnamngeme congolcwardm CWt andCWe. If the user

SREHR. RhDBrSBh s on e s Wend) Brbbyich 8 e wme o,
Mr?thﬁ'gj‘fa"k@s ;ﬂﬁéé %emE(FMleﬁémbm mastraedcianFigare \Bomely the
CW. The content can thus be decrypted t a\ EF
r?ntﬂwomﬂwalnamsaamr thepdegryplien QEH‘re @w{ ﬁOfa'tS&Va able as it
di |
e’ {orpléel TR ifa) Bahydl Dossade R, THE, GORR e thus

Adeksiples0 be necessary to decode the content At this
nonment, the second control nessage ECM2 i s broadcast.
This contains the contro

1 e aiver @Ptivales, RshaiamulsEeg Wit h R 4T 128 wil need the
ntor Po 42 \ﬁdrﬂéztacre I% 1:totat?: é@ﬂ{e 26hien®iCS Bivehnakt the latter

t| ne term ned channel at the
nasnbeendsmtt iedtHey first, cmntmldmesisagmdiﬁMdf itt ise ayatallesand the
will be sim|lar %ﬁ the devel opnent explained for the
content gasy ke dReYRI®d - vation tine is t1. The control

word CA2 originating fromthe control nessage ECM2 can

WheHSRE user a@ﬁ%}% h‘isﬂﬁeﬁ RitiRREdiatunitat e mbmeie B, it will need
conventi onal usage e encrypted content can be

the control word CW3 to be able to access the content. This control word is
sent once in the second control message ECM2 and once in the third control
message ECM3. In the hypothesis of a fraudulent use as described
previously, the second control message ECM2 has not been used by this
decoder, but has been transmitted to another decoder. The control words that
it contains are thus not available for the decoder concerned. Since there is a
shift between the stream of data and of control messages, the third control
message ECM3 is not available at the moment t3. As a result, the content
cannot be decrypted during the entire period between the moment where the
third control word CW3 is necessary and the sending of the third control

message ECM3,

In practice, for a honest user to have access to the totality of the content, it is
necessary for the shift between the data stream CT and the stream of control
messages ECM to be lower than a cryptoperiod. For a fraudulent user to be



10

accessed regardl ess of the nonent when a user
activates his/her nmultinmediagunit or changes channel
Figure 4 illustrates a fraudul ent use of two
multimedia units with the nmethod of 5 the invention.

pEkalisedn® tHe hithémuAt, theashiftdeaetee asllargesas muble A shift
control nessage of t'wo. | magi ne that one of th

slighdiy dewer than aneryplaperioddstgaseralhpskegan. Merably, a shift will

68 R lsPh R, 5h, & Wl a5 o o7 el oy, BocgRSing saie

corites mestatje by ehd seeurity, mo@Merattmforgetmhm@ Weamtaﬂ word to
in the exanple illustrated in Figure 3, namely the 10

'@&rﬂf%ﬁsw devige ME@%@W@M@*WB‘@@% ion of the
content is available as it was integrated into the

age; h tg S
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user activates his/’her multinedia unit at the nonent
have accessito theedcrypted comtenbl word CWB to be able to
access the content. This control word is sent once in
the second control nessage ECM2 and once in the third
control 20 nmessage ECMB. In the hypothesis of a
fraudul ent use as described previously, the second
control nessage ECM2 has not been used by this
decoder, but has been transmtted to anot her decoder.
The control words that it contains are thus not
avai l abl e for the decoder concerned. Since there is a
shift between the stream of data and of contro
nessages, the third control 25 nessage ECM3 is not
avail able at the nonent t3. As a result, the content
cannot be decrypted during the entire period between
the noment where the third control word CWB is
necessary and the sending of the third contro

message ECMB,



In practice, for a honest user to have access to the
totality of the content, it i 30 necessary for the
shift between the data stream CT and the stream of
control nessages ECMto be | ower than a cryptoperiod.
For a fraudul ent user to heLAimMsenalised to the

maxi mum the shift must be as large as possible. A
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(@W1) adricersaid sesondi contedl woed (CW2) is greater than 75% of the
cryptoperiod.

2. Method for controlling access according to claim 1, characterised in that the
time shifting between the sending to the processing unit of data encrypted by
said first control word (CW1) and the sending of the control message (ECM)
containing said first control word (CW1) and said second control word (CW2)

is lower than 100% of the cryptoperiod.

3. Method for controlling access according to claim 1 or 2, characterised in
that the time shifting between the sending to the processing unit of data
encrypted by said first control word (CW1) and the sending of the control
message (ECM) containing said first control word (CW1) and said second
control word (CW2) is lower than 100% of the cryptoperiod minus the time for
processing said control message by the security module and for retuming the

control word to the processing device.



data encrypted by said first control word (CW1) and
before the sending of the daja encrypted by said
second control word (CW2); this nethod being
characterised in that the tinme shifting between the

S emetre for @ohﬁ@llin](; eeeess agcomdirlg of cldiat 4, enamagterisedoy that the
said first control word (CWM) and the sending of the

dalarstimanisselige MBER tYP8nt ai ni ng said first control
word (CW1) and said second control word (CW2) is
greater than 75% of the cryptoperiod. 2. Method for
controlling access according to claim1, characterised
inthat the tinme shifting between the sending to the
processing unit of data encrypted by said first
control word (CW) and the sending of the contro
nmessage (ECM containing said first control word
(CW) and said second control word (CA2) is |ower
than 100% of the cryptoperiod. 3. Method for

control ling access according to claiml or 2,
characterised in that the tine shifting between the
sending to the processing unit of data encrypted by
said first control word (CW) and the sending of the
control nmessage (ECM containing said first contro
word (CWL) and said second control word (CW2) is

| oner than 100% of the cryptoperiod mnus the tine for
processi ng said control nessage by the security nodul e
and for returning the control word to the processing
device. 11 4. Method for controlling access accordi ng
to claim1, characterised in that the data streamis
of the MPEG type.



