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(57) Abstract: Disclosed herein are methods, systems, and apparatus, including computer programs encoded on computer storage me-
dia, for securely executing smart contract operations in a trusted execution environment (TEE). One of the methods includes receiving,
by a blockchain node participating in a blockchain network, a request to execute one or more software instructions in a service TEE
hosted by the blockchain node, wherein the request is encrypted by a public key associated with the service TEE; decrypting the request
with a first private key associated with the service TEE, wherein the first private key is paired with the public key; in response to
decrypting the request, executing the one or more software instructions to produce an execution result; encrypting the execution result
with a client encryption key associated with the service TEE to produce an encrypted result, and signing the encrypted result using a
second private key associated with the TEE to produce a signed encrypted result.

[Continued on next page]



WO 2019/137564 A3 | 1000000000000 00

AO, AT, AU, AZ, BA, BB, BG, B, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FL, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, I, IN, IR, IS, JO, JP, KE, KG, K11, KN, KP,
KR,KW,KZ, LA, LC,LK, LR, LS, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, T, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL, SK, SM,
TR), OAPI (BF, BJ, CF. CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

—  with international search report (Art. 21(3))

—  before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

—  upon request of the applicant, before the expiration of the
time limit referred to in Article 21(2)(a)

(88) Date of publication of the international search report:
12 March 2020 (12.03.2020)




