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SUMMARY OF THE INVENTION

[0004] Various embodiments of the present invention relate to systems and methods for

passenger identity verification and tracking using biometric technology. The
embodiments are illustrative, not restrictive, and are intended to provide further

explanation of the invention as claimed.
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[0007] The accompanying drawings illustrate embodiments of the invention and together

with the description serve to explain the principles of at least one embodiment of the

invention.



[0009] Where illustrations refer to specific
manuf acturer and nodel nunbers for hardware el enents
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references are intended to be illustrative, not

restrictive. It will be obvious to those skilled in

the art that a variety of equi pnent supporting

simlar functions may be substituted for the

conmponents actually shown in the illustrations.
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[0015] FIG. 6 is a flowchart illustrating one embodiment of the workflow associated with

check in of a single passenger by a check in agent.
[0016] FIG. 7 is a conceptual illustration of one embodiment a Verifier system.

[0017] FIG. 8 is a flowchart illustrating of one embodiment of the workflow associated

with the verification of a single passenger boarding an airplane by a airline agent.

[0018] FIG. 9 illustrates one embodiment of a report of passengers that have checked-in
but not reported to the gate.

[0019] FIG. 10 illustrates one embodiment of a report of scheduled passengers who have

not checked in.



Verifier system DETAI LED DESCRI PTI ON OF THE PREFERRED
EVMBODI MENT [ 0022] Enbodi nents of the present invention
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[0025] In some alternate implementations, a token may be generated and provided to the
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traveler that contains some, or all of the data that has been captured at check in, and may

be used in tandem or as an alternative to the barcode and/or server stored data.

[0026] The embodiments discussed below relate to systems and methods for passenger
identity verification and tracking implemented in an airport setting. It will be readily

apparent, however, to those skilled in the art, that the systems and methods discussed



[00271 The term "server"” should be understood to refer
to a service point which provides processing,
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[0030] For example, the capture of face or fingerprint biometrics may enable an Airline
or Airport Authority to confirm that there is no accidental or intentional swapping of

boarding passes after issuance either before boarding or while on the airplane.
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overrides so that it may be reviewed by Security when
wo zgssasi. An audit trail of security checks, PCT/US2007/083060

di spositions and overrides émay be maintained for

analysis by the Airline or Airport Authority Security

personnel . [0031] In one enbodi nent, the system nay be

i mpl enented using five types of conponents: Check In
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massi ve del ays. Such an embodi ment sinplifies such
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connected airports. The Central Server 100 may be

(0084t @tk dfmhesbeaeMi odmbdimenB O s@dtdnh tel@nOprindipahost wireless

TROIARCRUTET AT A AR A—

ste gitforttwhidhairave toba 1ae \Aalnuest healodf nE@y k@S inktaktdtioal ﬂhg require

S AR5 e Bt S

ugd aftsednm/ma'rﬁiéted ad bapklagld/pﬁhlll}l tane gréRfarhnfodfidimiagsivet daRYs.
ge i nes e ; ssengers t hat has nmade a
‘écgleap\?'g%’? ’i’?e’? <§’rmplll Fsgsl’fﬁ% S“¢he i nfornmation rmy be

fi dul e.f h f
RS0 AR RE TRt ¥ B B0 e R el B e

amydimbe,mmda:bntl'nltpsm @ﬁnﬁﬁhdéﬁheﬂc@ecnmmh rﬁeﬁ()ﬂ&MODOﬁd ERport
ddi t || d i t
S5O o Pt O so et IR @USRKY 3] cenlifitor

setr ditline dmtaapdnaaethcﬁmy fa;hlity (s Sengar Sricha00 omsa aﬁemonally

uer.i ed b ed air or. airport a
B R, DO R S e ot RSl e heluding
withauit istlatfony thmI}JIotFﬂ)leet @@ay & wpelate €T £ dalbfythe Selectee List (SL

ST A3 LR TS SR ST SRR 0. or

0 Passditzers st t@rmddas rdsMatmﬁlfd\iﬁhgﬁs SEkVﬁbmaﬁ&DmGﬁmﬁdd

e S e el g 5 35 oo e ARG 59 o e

sdviee of ety\doeadal hitsich that if one cluster server fails,
the other cluster server can provide the sane
ﬂ@ﬁ@]i’ﬁesCenﬂfhleSamrvl@ﬁ mayea:ddmokalljzaﬁo‘hée owpuig dhadatlingowput of
e e l.nternet, .thro

r & \nga%L nliil\é[r)esu grrl] arédo ra_]rh e&s%orlgzir%ssei\% data baseggr all

pmangasralthzy canwoe duérfeérlanuuthasrtzed riine ®o Aot Ia(llt]norlty security
rov far hanc d redundanc 08/ 05518
20077 G300 e s S AR or SRS Jsty Al pauired by

&rg‘mlenbnmmssmat@l p@hmm@hreﬁiemmer 100. The server is
configured as a set of mrrored cluster servers 110
WosH Fledundarthoendnensmbodinedt eftacesigpé serdari10@s Thostienbas two
Elﬂ&etqggyeﬁtflﬂgzo@e%eg% a ser%ersneeccv\v/(gf(SB& ﬁgoﬁwm%gnnte%ns 120.

SS conn
The cluster servers 110 are redundant, and provide the same services, such that if one

cluster server fails, the other cluster server can provide the same services. The server
network 130 is connected to an external network, for example, the Internet, through
firewalls 140 and redundant connections 150 using, optionally, two different Internet

connection providers for enhanced redundancy.



controllers connected to twn channels on a Storage
Array Network (SAN) 112 which contains a bank of hot
weappsse storage drives. If any of these driReEBUS$2DT/083060
the others may function ass a seam ess redundant
backup wi t hout operational downtine. A failed drive
may be renoved and replaced while the systemis
runni ng. External connections to the Airport Servers
may be handl ed by redundant comuni cati ons devi ces
that 140 may provide firewall, VPN and encryption
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PCT/ US2007/ 083060 9 UPS (Uni nterrupted Power Supply)
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through use of an autoloader 116 with multi-tape capacity so that tapes can be changed

on a daily or weekly basis for off-site disaster recovery. Data may be maintained in
encrypted form in the central server system, on all components of the system, on
communications between computers and on the back-up electronic media, or any

combination thereof. The power to the central server system may be backed up with a



| ockabl e service doors. [0041] The Central Server 100

may additionally provide tools allowng airline or
W@200p/051181 aut hority personnel to manage aspectBCTUS20hE083060

system In one enbodi ment, % supervisor nmay open a

flight when the staff and equi pnment are ready to start

checking in passengers, setting up all of the data

required for the flight including PAX, NFL and SL

data. A supervisor may close a flight when the

passengers are on board. On closing, the passenger
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data to the Central Server 100, such as such as
P4 3lcNgetirminieddvar may store data including passenger check in data received

from Check In Recorder systems 500 and external security data, such as No Fly Lists
received from the Central Server 100. The Airport Server 300 provides data to Check In
Recorder Systems 500 including, without limitation, security data from external sources.
The Airport Server 300 may also provide data to Verifier Systems 600, such as passenger
check in data received from Check In Recorder Systems 500. The Airport Server 300



data received from Check In Recorder Systens 500.
[0044] FIG 4 shows anot her enbodi nent of an Airport
wE2e/es551800. The Airport Server 300 nmay be eneiTES208T1083060
with a high availability, hoghly redundant and robust
sub-system architecture. In the enbodi nent shown in
FIG 4, the Airport Server 300 conprises two cluster
servers 310 in tandem which are running a cl ustered
Operating system In case of failure of any one
server the other will take over the operation of the
Aay fothtr Sewaré dat3 QOthe dokrd SarvkieHW| yuch antich ue psadingarcheck in
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6antivedrigeditt 0 t he airport network thr ough a wirel ess
connection 480. [0046] The controllers 310 in the
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one embodiment, there may be multiple levels of access security so that an airline or
airport authority can limit the access of its personnel to system functions on a need to
know basis. The system may additionally include fingerprint readers 314 for verifying
operator identity. Log-in may be by password and fingerprint to ensure that there is no

sharing of passwords and that the transaction records are clearly attributable to one user



an audit trail available for review [0047] In the

enbodi nents shown in FIG 1-4, under nor nal
wopesasitenal conditions, Check I n Recorder SyRCEUS208083060

and the Verifier Systens 6@0 are in conmunication with

the Airport Server 300 for their respective data,

oper ati onal and nai ntenance needs. There is nothing,

however, in this disclosure to preclude the Central

Server from assumng sonme, or all, of the functions

of the Airport Server 300 in the event the Airport
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P@a’dd@g@@bﬂ [fo88@6Mle, 20 of FIG. 5. The agent next scans the passenger’s
boarding pass and tickets 1020 using a document reader, for example, 510 of FIG. 5. The
check in agent then acquires biometric data from the passenger 1030 which may include a
acquiring a biometric using a camera, for example, 530 of FIG. 5, or a fingerprint using a
fingerprint capture device, for example, 540 of FIG. 5. Biometrics acquired using a

camera include, e.g., face scans and iris scans. Finally the agent scans and verifies the



passenger's passport 1040, visas 1050, entry permts
and other travel docunents 1060, and baggage claim
webmwekss18070 usi ng a docunent reader, for exanp@tBUSZHA0083060

of FIG 5. The acquired data may then be stored on a

| ocal storage device, for exanple, 558 of FIG 5, and

may al so be forwarded to and stored on an Airport

Server and/or a Central Server. |n one enbodi nent,

the data captured by the Check In Recorder |ocations

Is consolidated in real-time at an Airport server and
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information from the ticket, for example, the ticket number.

[0052] In one embodiment of the biometric data acquisition step 1030 of FIG. 5, the

agent first asks a passenger checking in to look at the biometric camera of the Check In



13 Recorder, for exanple, 530 of FIG 5 (with lighting
534). Both the canera and the |ighting associated

wowrdkoshel canera may be intelligent or self adp@UBUS200¢7/083060
to insure the best possibh#& inmage is acquired. For
exanple, the lighting 534 of FIG 5 nmay automatically
adjust the intensity of the |ighting based on anbient
conditions to ensures that there is proper bionetric,
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[0055] For example, the Check In Recorder may verify conformance to document

security features and absence of alterations or fraud using visible, ultraviolet A and B,

and near infrared images using an extensive library of validity checks that may include

most countries and most passport types. The Check In Recorder may additionally

determine whether the MRZ and printed data are consistent. The Check In Recorder may

optionally compare the captured image of the passenger with image of passport photo and



WO 2008/ 055181 PCT/ US2007/ 083060 14 advi se the check
in agent if there is match. \Were the passport photo

WO 200805518ui t abl e for face recognition, the ageti/usag7/083060
be pronpted to check the fa¢ce i nage manually to
determne if this is the rightful holder of the
passport. The Check In Recorder may also performa No
Fl'y List and Sel ectee List for check United States
bound passengers based on the acquired passport
information. [0056] In one enbodi nent of the visa
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[0059] In the remaining steps of the workflow, entry permit, travel documents, and
baggage claim check scanning steps 1060 and 1070 of FIG. 6, images of the passenger’s
ECNR stamps (passport), additional travel documents or ID’s, and baggage claim checks



ECNR stanps (passport), additional travel docunments or

IDs, and baggage cl ai m checks WO 2008/ 055181
wOeDIBABI07/ 083060 15 are scanned into the ChBCRU$2007/083060
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o Fingerprint Data of the passenger, if necessary.
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¢ Nationality of the passenger (as in the passport)

e Passenger Passport number (as in the passport)

e Passenger Passport date of issue (as in the passport)

e Passenger Passport date of Expiry (as in the passport)
o Flight number and date (as on the boarding pass)

¢ Boarding Sequence number (as on the boarding pass)



Fl i ght nunber and date (as on the boardi ng pass)

Boar di ng Sequence nunber (as on the boardi ng pass) WO
wQ28hEs181 PCT/ US2007/ 083060 16 Luggage t aRCT/US2007/083060

nunbers, if applicable Tiaket Type (TAT, OPTAT, ET

etc.) Ti cket nunmber Destination (as on the boarding

pass) [0062] At any tine during the check in process,

an event occurs that raises a security concern, for

exanpl e, a passport appears to be fraudulent or a

passenger appears on a No Fly list, the Passenger
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name and when the passport is read, there may be other names as well. The operator may

be permitted to accept this depending on the airline policy. If there is a serious
discrepancy, then the operator will be given the level of information needed to direct the
passenger to do what is required by airline procedures. If for instance there is a switch of
documents identified, then the operator will be advised to ask the person to step aside and

speak with security.



speak with security. WO 2008/ 055181 PCT/ US2007/ 083060
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[0068] FIG. 8 shows a flowchart 1200 of one embodiment of the workflow associated
with the verification of a single passenger boarding an airplane by a airline agent. The
scans the barcode on the passenger’s boarding pass 1210 using a barcode reader, for
example, 620 of FIG. 7. T he agent then acquires biometric data from the passenger 1220

which may include a acquiring a biometric using a camera, for example, 630 of FIG. 7, or



exanple, 620 of FIG 7. The agent then acquires
bi onetric data fromthe passenger 1220 which may
WO poBOsks8a acquiring a bionetric using a canereCT/T82007/083060

exanple, 630 of FIG 7, or 150 2008/ 055181

PCT/ US2007/ 083060 18 a fingerprint using a

fingerprint capture device, for exanple, 640 of FIG

7. The acquired data may then be stored on a | ocal

storage device, for exanple, 658 of FIG 7, and may
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may additionally provide a report of scheduled passengers who have not checked in. FIG.

10 shows one embodiment of such a report. On completion of the boarding process, the
Airport Server may then confirm to the Verifier system that all the passengers for a given
flight have boarded the aircraft. A ‘Passenger Information Record’ File for the flight

may then be automatically created by, for example, an Airport Server, The Passenger



Airport Server may then confirmto the Verifier system
that all the passengers for a given flight have
whoms/dssdst he aircraft. A "~ Passenger | nfornati oPCTRES0TIO83060
File for the flight mnay then be automatically created
by, for exanple, an Airport Server. The Passenger WO
2008/ 055181 PCT/ US2007/ 083060 19 Informati on Record
file for the flight may be inmediately transmtted via
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[0073] FIG. 12 illustrates one embodiment of a Combo Recorder / Verifier system 800.
The embodiment includes: a full page A3 travel document reader and authenticator 810; a

bar code reader 820; a biometric camera 830 with lighting 834; and a fingerprint capture



other airlines. [0073] FIG 12 illustrates one

enbodi nrent of a Conbo Recorder / Verifier system 800.
wabmsestedi ment i ncludes: a full page A3 travebCT/US2007/083060

docunent reader and authentécator 810; a bar code

reader 820; a bionetric canmera 830 with |ighting 834,

and a fingerprint capture WO 2008/ 055181

PCT/ US2007/ 083060 20 device 840. Al conponents may
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nonitor 854 for an operator interface and a | ocal
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authentic and valid for the period required. Copies of the passenger’s passport, visa,



mgration / political asylum In one enbodi nent of the
system each passenger's travel docunent is checked
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[0079] Another transportation security issue that embodiments of the system may help to
resolve is the case of inadmissible passengers who travel as domestic passengers and
swap their boarding passes with international passengers who act as agents/facilitators.

The opportunity for this is when an airline is flying the first leg of an international flight



the flight that is departing fromthat gate, the
anomaly will be flagged and the attendant w | direct
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transportation security isgue that enbodi nents of the
systemmay help to resolve is the case of
i nadm ssi bl e passengers who travel as donestic
passengers and swap their boarding passes with
i nternational passengers who act as
agents/facilitators. The opportunity for this is when
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W claim 1 A system for passenger identity
verification, conprising: at |east one check in system
wezoposasng a first bar code reader and a fi rBCT/US2007/083060
bi onetric data coll ection dgvice, configured such that

when a passenger checks in, a barcode is placed on

t he passenger's boardi ng docunents, a first set of
bar code data is collected fromthe barcode by the
first barcode reader and a first set of bionetric
data is collected fromthe passenger by the first
bionetric data collectioCldMEe; a server operatively
connected to the at | east one check in system the
server having a database for storing passenger data,

t he server being configured to receive the first set
&fc drimcode data and the first set of bionetric data
and store the first set of barcode data and the first
set of bionetric data in the database such that the

fii r atsyseh @f aé%@i{gepﬁgfﬁltﬁ@etrﬁcétl%n &%@Qﬁhgﬁt ed with the
first set o#)blonetrlc data; at | east one verification

syst em HpeasheneBpsk 1B oHyE FUEPTSHStanEsisher gede readsmndiasi ng

a SERPRGmBAE dae @meet?@l%mo@raén%u%e%amh&zlms ﬁjh&en%@lt a
collection device, configured such that when th

pasgsrgdn adiardoges plced %@h%PaSFe@a@ ts beprding dagients o ﬁr@h

SYStee BT b cSRWARs 8&lectPd BRMMLRARINBY Be irFst GRLORGLRE,
fromthe barcode by the second barcode reader and a

sectulp Hist sehpf b‘P@ﬁ‘é‘F dpta igeallgctpds from dhe pasteager oy dla finste

PasEBRBEE dRY cdiREiczge@Rd bionetric data collection
device, the first set of bionetric data is retrieved

from t hit SH¥ AP elysioprscieh & te gblaept orsegheqkin tsmteneél@e

dat %rve"f‘rlﬁvfngea fdhtra%e Sf@lt s@flng'ﬁagﬁgﬁgef GadaliR k&v&
with the sécond set of bionetric data, WD 2008/ 0 181

PCTruS2wed 083080 thofirg sciripb basgedeefatofand |tk Hst sehhef ei n
i ibhstic S8t Qb RIrOMR! filsCsH Rk @aﬂa@&e%%as aﬁ'cmﬁe fﬁ&%@(‘gf set

of bionetric data, the passenger 1s al
pr obiemelric A4t infthy detabase et thesrihe fiss selr <Pft *gﬂr cch@ec fada &y e

per { QbR with thd Bt SYStRRc &Gl M 2 wherein the
addi t 1 onal securlay checks are’selected fromthe
fcp

group: #elftshlons Epriffepiéoat Sysiemofperatiecly semnerieb o the tserreie|

doCLYFRALSg a second bar code reader and a second biometric data collection
device, configured such that when the passenger arrives at the at least one
verification system, a second set of bar code data is collected from the
barcode by the second barcode reader and a second set of biometric data is
collected from the passenger by the second biometric data collection device,
the first set of biometric data is retrieved from the database using the second
set of bar code data, and the ﬁrst\ set of biometric data is compared with the

second set of biometric data.



interrogation of the passenger by security personnel.
4. The systemof claiml wherein the at | east one
w@bmweksiign system additionally conprises a docREEn$2007/083060
reader and verifier wherei n4awhen a passenger checks
i n, passenger data is collected fromthe passenger's
travel docunents and the travel docunents are
verified using the docunent reader and verifier. 5.
The system of claim4 wherein the passenger's travel
docunents are selected fromthe group: passports,
Qi sd%s systamk of shhinbaggagn o fastec heblometrio . datBheatshes ttem of
claim rein.th ssenger data stored on th
cer va Rl D AR TR DS S e meifotar o
andaddhendlisecstityshéckobrelperdoreed.i ¢ data 7. The system of
claim3 wherein at | east one check in system
additionall'y conprises security data stored on the at
Beadthe eyrenchiedikim I whysinethe whitticabinsetiizy cprEsangeecteint a

IS £o red to the securit ta. 8. The system of

o ol P0G RSP oAl VR §f B PassEeso PRt SECH1SBR t he
gr omptrogdtion b&itle Stssengs by sanaRetsatncbn Security

Adm nistration No Fly List, Selectee List. 9. The
systemof claim1l wherein the server and/or the at
HeaThe gRenMEIclaimh @ whegitsthe it lesst eapdibiein Gfstgnti adllittinglly a

t . di th . hedul ed t
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verifying passengers have exited a transportation

ehicl e C rising:.a server having a database
85 orfhgsimcd i S Wi hoRare S e et R AR SR 4
manirére se godup apapdpurtg hishsy tickkets PRggRB RIS chskia. have boar ded
the transportation vehicle; at |east one verification
system operatively connected to the server conprising
a. neaasystear otdhilnes tvhagini tHe pisséngemndptaladrad bh @ Rrver in
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identified and the manifest is updated to note the at

ea on . . . "
l7. %‘Le sys?em of claim 3 wherein at least one check in system additionally
comprises security data stored on the at least one check in system wherein the

passenger data is compared to the security data.

8.  The system of claim 7 wherein the security data is selected from the group:
United States Transportation Security Administration No Fly List, Selectee
List.

9. The system of claim 1 wherein the server and/or the at least one verifier

system is capable of producing a report regarding the passengers scheduled to



passenger has exited the transportation vehicle. It.

The system of claim 10 wherein the server and/or the
wW@eooB/esd81 one verifier systemis capable of pr@IUSIONT083060
a report show ng all passengers scheduled to exit the

transportation vehicle. 12. A nethod for passenger
identity verification, conprising the steps: placing a
bar code on a passenger's boardi ng docunents upon check
in; reading a first set of bar code data fromthe bar
code with a first bar code reader; collecting a first
set baafd gileasbonei tmnstmtatidnr\@lncteh the pasasteha'g]grsewted] framftha st

bi o g sto et of
ey DAL bEesGll BRI Y bERingBh SR L1 A BERa®t OF
server such that the first set of bar code data is

S CI e set o bi onetri
?@ %T g%géj gégc%é?nlg);lg tp‘fisls«%n%%arhag% §& al 9 ?slportagxtoxﬁ veglcle
codeomwirising:la second bar code reader; V\D 2008/ 055181

PCT/ US2007 trievin theflrs

bi onetr |Qlc 48(9%8‘?“%?“ 2?;F]beagesSé[(rmv r PSS %er dfl tﬁ W esr%%tghedéaéaet

of bamprisede nohatfest oﬁracblumlitparﬂ nagsengw Whe Sbvesigtardefl the

b| o] r th the second set of bionmetric data.
{}e gor%ng ee?hl ‘({)mf claim1l2 wherein if first set of

bi omet I iat ledatcme rvanﬁdaesn fisem Wdy&eﬁneoﬁcd (0] rhesbtvmc

oceed, and ot ,
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syst em whercitadasn cb8 owﬁkher plmmhtyhﬂ paﬂehgbrswmd ths echucle, tthye

checks are e from.
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15. The system of claim 12 conprising the additional
step of collecting passenger data froma passenger's
ilt.avbt spheauofeadin Hnehevan i thy sarger tah@ort thaweleast one verifier

system is capable of producing a report showing all passengers scheduled to

exit the transportation vehicle.

12. A method for passenger identity verification, comprising the steps:

placing a barcode on a passenger’s boarding documents upon check
in;

reading a first set of bar code data from the bar code with a first bar
code reader;

collecting a first éet of biometric data from the passenger with a first
biometric collection device;

storing the first set of barcode data and the first set of biometric data
on a server such that the first set of bar code data is associated with the first
set of biometric data;
| reading a second set of bar code data from the bar code with a second

bar code reader;



docunents. 16. The system of claim 15 wherein the

passenger's travel docunents are selected fromthe
w@em@epssipassports, visas, tickets, baggage cl ap@m/US2007/083060

checks. 17. The system of ebaim 15 conprising the

addi tional step of conparing the passenger data to

security data. 18. The systemof claim 17 wherein the

security data is selected fromthe group: United

States Transportation Security Admi nistration No Fly

Li st, Selectee List.

retrieving the first set of biometric data from the server using the

second set of bar code data; and
comparing the first set of biometric data with the second set of

biometric data.

13. The system of claim 12 wherein if first set of biometric data matches the
second set of biometric data, the passenger is allowed to proceed, and if not,

additional security checks are performed.

14. The system of claim 13 wherein the additional security checks are selected
from the group: manual verification of the passenger’s travel documents,

interrogation of the passenger by security personnel.

15. The system of claim 12 comprising the additional step of collecting
passenger data from a passenger’s travel documents and verifying the travel

documents.

16. The system of claim 15 wherein the passenger’s travel documents are

selected from the group: passports, visas, tickets, baggage claim checks.

17. The system of claim 15 comprising the additional step of comparing the

passenger data to security data.

18. The system of claim 17 wherein the security data is selected from the group:
United States Transportation Security Administration No Fly List, Selectee
List.



