SYSTEM AND METHOD FOR REMOTE DEVI CE REG STRATION 2 3 4 FIELD OF THE

| NVENTI ON: 5 6[ 0001] The present invention relates generally to the

manuf acture of devices having 7sensitive data therein, and particularly to
remotely controlling and nonitoring the injection of 8such sensitive data
into such devices. 9 10 DESCRI PTION OF THE PRI OR ART 11 12[ 0002] A devi ce
that participates in a cryptographically secure conmuni cation system
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13 will typically have some type of unique and immutable information that was injected into the
14 device at the time of manufacturing. This information could be a cryptographic key, a shared
15 secret or some other data that may be cryptographically bound to an inherently unique
16  attribute of the device. Such information may be generally referred to as a “key”, and the
17 injection of information may be generally referred to as “keying” the device or “key

18  injection”.

19  [0003] The purpose of injecting the keys is to ensure that the device is accepted as an

20 authentic participant of a secured communication system at some point in the future, after the
21 device has been distributed. However, the producer of the device will often wish to ensure
22 that devices are manufactured legitimately and thus wishes to protect the keys that are

23 injected into the devices. The producer will typically aim to protect the keys in order to

24 protect future revenue, since authentication of the keys may be used to provide conditional
25 access to the secure system and its content etc. The injected key is also important as it

26 enables a customer or user of the device to avoid tedious procedures required to register the
27  device.

28  [0004] The device may be granted such conditional access to the system based on

29 cryptographic authentication that the key is trusted. This trust is based on the fact that it is
30 exceptionally difficult to reproduce the trusted data outside of the manufacturing process.
31  Systems that provide conditional access include, e g, satellite television and radio, those

32 systems that continuously broadcast information but wish to control access to their content
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28[ 0004] The devi ce may be granted such conditional access to the system
based on 29crypt ographi c authentication that the key is trusted. This trust
is based on the fact that it is 30exceptionally difficult to reproduce the
trusted data outside of the manufacturing process. 31Systens that provide
conditional access include, e.g., satellite television and radio, those
32systens that continuously broadcast information but wish to control
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17  [0006] In a modern business climate comprising ever-increasing device complexity and
18  sophistication, it is common for individual parts to be manufactured and keyed by one

19  manufacturer for later assembly by another manufacturer. In such a situation there exists

20  certain security implications when the producer of the device or the owner of the

21  communication system is not the device manufacturer. It can therefore be paramount for a
22 device producer to ensure the integrity of the manufacturing systems that are responsible for

23 the integrity of the producer's device.

24 [0007] When considering the integrity of the manufacturing process, of particular

25  ‘concern are issues related to the confidentiality of secret information that is used to

26  manufacture the device, as well as ensuring that the manufacturer correctly reports the

27  identities and the number of units manufactured to the producer. Ideally, the producer of the
28  device should try to obtain assurances that a manufacturer is not creating and distributing

29 “grey” or “black” market parts or devices. For example, a manufacturer that ships a certain
30  number of keyed products back to the producer, but still has leftover keys, may then

31  manufacture and sell devices with those extra keys. The producer has thus lost revenue since
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22devi ce producer to ensure the integrity of the manufacturing systens that
are responsible for 23the integrity of the producer's device. 24[0007] When
considering the integrity of the manufacturing process, of particular
25concern are issues related to the confidentiality of secret information
that is used to 26manufacture the device, as well as ensuring that the
manuf acturer correctly reports the 27identities and the nunber of units
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ot ypj Callluﬁ? btu%}f() encrypted and sent to the manufacturer, where, upon
arrival 4t ¢ OPTEHE keyi ng 10i nformation is decrypted at once, and the

manuf acturer is then trusted not to conprom se the 11bul k of information.
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16  [0010] There are a number of problems with implementing a manufacturing system that

17 relies on an off-site, remotely networked server, that provides keying information on such a
18  just-in-time basis. The foremost problem is that an off-site server can not guarantee a

19 minimal service level or response time to the manufacturing line if it uses a public shared
20  packet-switched network. To prevent problems in the manufacturing line, a certain level of
21  service in terms of latency and through-put is optimal. Given modern manufacturing

22 realities, where production lines exist in remote jurisdictions relative to the producer, such

23 guaranteed network availability can be prohibitively expensive.

24 [0011] A manufacturing facility will typically not begin a production run without all of
25 the necessary materials on hand, including data materials. Otherwise, the risk to production
26  line delays would be too high. Any keying system used by a manufacturer, should be able to
27  substantially guarantee service availability and provide a suitable response. This requires

28  local availability of all data resources and keying information before commencement of a

29  production run.
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16 manufacturing process. For example, a fabless design house (e.g. a producer) may wish to

17 contract overseas manufacturing facilities to build chips that they have designed. Such
18  overseas manufacturing facilities are often chosen as they are able to produce electronic

19 components relatively inexpensively.

20 [0015] However, outsourcing generally increases the risk that a particular contractor fnay
21 overproduce product, that they have been contracted to build, in order to supply a grey

22 market. For example, if the contracted manufacturer acts in bad faith and over produces ICs
23 from the design provided by the producer, but does not inform the producer that such

24 overproduction occurs, the extra product is available to be sold in a grey market channel as
25 “counterfeit” or “cloned” ICs. This allows the third party manufacturers to realize extra

26  revenues and earnings at the expense of future product demand and revenues for their

27 customer, namely the producer/designer.

28  [0016] The above may occur because, in such scenarios, often the producer does not ever
29  handle the product aside from receiving engineering samples at the beginning of the

30 production phase. Accordingly, at each stage of the manufacturing process, subsequent to
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15 [0020] In one aspect, the present invention provides a method for remotely controlling

16 the injection of sensitive data into a device during production thereof. The method comprises
17 the steps of a controller preparing and cryptographically protecting the sensitive data in a data
18 transmission; the controller sending the data transmission to a server, the server having a

19 secure module for performing cryptographic operations; the secure module extracting the

20  sensitive data from the data transmission; and the server providing the sensitive data to

21 equipment for injection into the device; wherein the controller is located remote from the

22 server.

23 [0021] In another aspect, the present invention provides a system for remotely controlling
24 the injection of sensitive data into a device during production thereof. The system comprises
25 acontroller having a first secure module for performing cryptographic operations; a server

26  located remote from the controller and connected thereto by a forward channel and a back

27 channel, the forward channel used by the controller for providing a data transmission to a

28  second secure module of the server, the data transmission cryptographically protecting the

29  sensitive data, the second secure module extracting the data from the transmission; and an

5.
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16  sensitive data.

17 BRIEF DESCRIPTION OF THE DRAWINGS

18  [0024] An embodiment of the invention will now be described by way of example only

19 with reference to the appended drawings wherein:
20  [0025] Figure 1 is a schematic block diagram of a remote device registration system;

21 [0026] Figure 2 is a schematic representation of the graphical user interface (GUI)
22 1llustrated in Figure 1;

23 [0027] Figure 3 is a schematic representation of a distribution image;
24 [0028] Figure 4 is a flow chart illustrating a key injection and reporting procedure;
25 [0029] Figure 5 is a flow chart illustrating a provisioning procedure;

26  [0030] Figure 6 is a flow chart depicting a credit instruction procedure;
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regi strati.on syst 2110026] Figure 2 is a schematic representation of the
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2510029] Fi.gure 5 i.s _a fl illustrating a provisioning procedure;
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| 100311Figure 7 illustrates a mapping schene for another enbodi nent
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10 is a schematic bl ock di agram of an enbodi nent for key injection using
10  [0036] Figure 12 is a schematic representation of a stage shown in the émbodiment of

11 Figure 10.

12 [0037] Figure 13 is a flowchart showing steps taken in producing a device using the
13 embodiment of Figure 10.

14 [0038] Figure 14 is a schematic block diagram of an example product produced from the

15  mask shown in Figure 11.
16 DETAILED DESCRIPTION OF THE INVENTION

17 [0039] Referring to Figure 1, a remote device registration or trusted key injection system
18 is generally denoted by numeral 10. A producer 12 of a device 22 utilizes the services of a
19  separate entity, in this case an outside manufacturer 14, for the injection of unique and

20  immutable information into the devices 22. The information may be a cryptographic key, a
21  shared secret, or some other data that may be cryptographically bound to an inherently unique
22 attribute of the device 22 and will hereinafter be referred to as a “key”. The step of injecting

23 the key into a device 22 will hereinafter be referred to as “keying” or “key injection”.

24 [0040] The producer 12 utilizes a controller 16, which is a computer system that 1s

25  remote to the manufacturer’s facility. The controller 16 includes a hardware security module
26  (HSM) 11. The HSM 11 is a protected device used by the controller 16 to perform

27  cryptographically secure operations, such as encryption, decryption and signing. The HSM

7 -



7mul tiple stages in a manufacturing process 8[0035]Figure 11 is a schematic
representation of a mask incorporating a registration 9nodule for
separating key injection stages using the enbodi ment of Figure 10.

10[ 0036] Figure 12 is a schematic representation of a stage shown in the
enbodi ment of 11Figure 10. 12[00371Figure 13 is a flowhart show ng steps
taken in producing a device using the 13enbodi nent of Figure 10.

14[ 0Q38],Fi gur, j j [ I ct

pr bauood TSR pod BB TR S{E%MF?S{E}P f tq%@%&fﬁé AIeEE Dlrz%(c:%‘feg‘gr ON OF THE
| NVERITI @Nsds7{a008 8hfRefed withi gTheccoRirgller é6 i, responsebie fas pdekapiop andeepngeyingt i on or
trusted key i.nj.ecti-o I er,al - 10. A

pr odtacerke- %ngfolt }5391 é%?lgggrg#?%ﬁ@t %?rllugaecgﬁ hlé"aag g&ré eggg)gtﬂgogl t§r¥%§{;§%§g%%&enti ty, in
t hi s 4cased asage uf i Heysromnhuf rmatufircenerll4, Theprotiher i hjyprhllyorbtahs btk que and

20i tabl e.informati intp the devices 22.. The infornation my be a
cryp ogﬁﬁﬁﬁﬂﬁsR@V?SQm§§£ﬂﬁiﬁam§88P%P?S%F“E%ﬁ%%ﬁﬁﬁgﬁnagtgd%ﬁé% may be

cr yptsogrpaghicealf IHDdrokesl Tie kans irakwednh h datdsiogpge d@2at tsninkilihey ot td bee devi ce
22 and vyvill hereinafter be _referred.to as,.a "key". The.step.of injecting
23t he keUsUitgl 1§ 2paticllar manufacfyrerd, g}hﬁ Sefierye arngft% PPEFPHARLS keyi ng” or
"key g njesditora. medifOPAQ] TR ol SId 0@ fan dperttb hsingeSeraphidantiseintegfacel@UINNI ch 1S
a conputer systemthat is 25rennte to . the manufacturer's facility. The

cont Pol 1'ér T GUdp sisricdlyisofiaresraiiatien thyt hfigelpwdad megupetadVitbigfing g 11 i s

a priet ectRekod]\hbmPuteS@6k Aywhne controller 16 to perform 27cryptographically
secure operations, such as encryption, decryption and signing. The HSM 111

Y 57 RHBTT AR e e P T RSO T T 28
r espensitioggl #pipPlaekadiTREpipicheQAMNEYd el gva3koeydd andmokhibaionichimaclsmt i on to the
T kbl 3 e el et UL L0, 30 e a0e o
Squant i tdoRBolQharlt@Y s ik DRI b HIRRL @ b 2NmEH! Hé BENSRUF ks BatthedS @ governi ng
bOdyl,S e rgénufacturer 14 may use by sending credit instructions. The distribution channel 25 is used
16 by the controller 16 to distribute protected blocks of keys to the manufacturer 14. The back
17  channel 24 is used by the system 10 to make the controller 16 aware of key usage for

18  reporting and auditing purposes. The channels 24, 25 and 26 may be arbitrary commumnication
19  channels and are not required to be either reliable or secure. Reliability and security over the
20  channels 24, 25 and 26 are provided using a combination of technical mechanisms and

21 processes/procedures. For example, if a message sent over the forward channel 26 to the

22 module 18 does not decrypt because it is corrupt, a user may phone an operator of the system

23 controller module 16, and have them send the message again.

24 [0042] The manufacturer 14 utilizes one or more server 18, which is a computer system
25  thatis local to the manufacturer’s facility and whose activities are monitored and metered

26  through messages sent by the controller 16. The server 18 also reports back to the controller
27 16 over the back channel 24. The server 18 includes an HSM 28 that is similar to the HSM
28 11 utilized by the controller 16. The HSM 28 stores a protected credit pool 30 which dictates
29  how many keys the manufacturer 14 may use. Use of the keys is metered by the controller 16
30 by monitoring data reported by the server 18, and adding or subtracting from the credit pool

31 30 accordingly. The credit pool 30 is an abstract concept representing the number of keys
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6 producer of HDCP keys. The keys are stored in a data storage device 15
until they are to be 7distributed to a particular manufacturer 14. The
controller 12 and its operations can be 8nonitored, nodified and thus
controlled by an operator using a graphical user interface (GJ ) 913. The
QU 13 is typically a software application that is displayed and interacted
with using 10a personal conputer (not shown). 11100411The controller 16 is

conngct ghy Loy Ae SEEVRE] thBhE ﬁ%ivaiﬂef%% tﬁ&@wggm%a& Tééalhart andlobtah fopuigh a

pi pel i ne 23. Tﬁe pi pel i'ne 23 includes two forward conmuni cati on channel s,
13nadel ykegs leonthesonietign hel Thrgoawelles 161dstribpisskeys to Bnasinal18238¢er thhd a backwar d

chanpel d%%ribum&@agma%@r&nqkh&mmé }ngstéﬂ% HSE 1&&%5@5{5{3@& %&qce%é to meter

t he nunber o that the 15manufacturer 14 may use by sénding credit
i nst Auctas e be Mpdaimbdsnare budlyibelewchannel 25 is used 16by the controller 16 to
distribute protected bl ocks of keys to the manufacturer 14. The back 17

chanrgel Jrgﬁhflés uﬁﬁ%ﬁﬁfaEtﬁ?er%Xﬁg% gnQe $r9ndR Sxﬁrﬁ;&}xﬁg@g eﬁ% In cthé avare of key

usage f reporting and auditing purpos hannel's 24, 25 and 26
may e aritegraphic kepsimimthe deviess 22 9€ rrieatle ksyinmeaccarsaluping a festéfigi ihes afthebe ei t her
reliabl e_or : I i abi ] i i I ~ 24,25 and
2 are GPRVTBEEE Broct hd Mkl BRheRERHE bioh NkRhg HiAD o APANGN

21pr Gcedses/The epiouane?( inFlodesexdamebant 21 vhah netspiagly sseftvampeograther f or war d

channel 286, . h 2, le 18 d n r. ecause it i Frupt, a
user @rra)}ocghlg ﬁlg{ léﬁoaéf)de@gﬂ g? “BiP eﬁlggi ‘iss?? éomg(%gg%%{ ke Ilﬁggﬁ%r%mala%lf 33p£%j9tl°§ nd have
t hemos ensitlet Mae kesaaye? lagminunic2#d 00U 2 Eaeenno rambau ned otfidin keyslas heg one or

nor e server 18 ich i.s a computer system.25that.,is |ocal,.to the
o ndnacia et DRy e RSO R e e I IUERL PR b Ret 8RS8t et e
26t hinoudlisrimsisagaiag sehe pduétiod peasaisl dlowererlthe sehe 18 evilv est pt@vidd 0 reports
back to the controller. 2716 over the, back ?(Eé ng%I Z{i}' The server 18

1 ke

i nclliddemasreian mabenafikeyssogs it Tesrict e pjige VP 8P R Bhe

contysol | R6viddd by thecdibMie?d 6 it flerRsedahpugi e tedit psrdot pool 30 which dictates
29 how many keys the manufacturer 14 may use. Use of the keys is netered by

=ddi 1 dPPAdior iy e B e 20 PP 2 Bt apBrRETU arkd cr e ¢
pool1630 Hasch@f keksitd ededynbf phrticalpr @@phichiy, sd& to uotaksrumfprddaytson.

17  Since the controller 16 is typically not in constant communication with the server 18, the

18  controller 16 may adjust its parameters to ensure that enough keying material 1s made

19 available to the equipment 20 through the server 18, while ensuring that not too much key

20  datais released by the server 18, before the controller 16 can obtain key usage reports from

21  the server 18 as will be explained in greater detail below.

22 [0045] The key agent 21 will preferably include an application program interface (API)
23 that runs on the equipment 20 to enable an operator of the equipment itself to request keys,
24 either manually or in an automated fashion. The key agent 21 is used to provide a level of

25  protection for data passing between the server 18 and the equipment, and may be thought of
26 as asimplified secure sockets layer (SSL) connection between the server 18 and equipment
27  20. It will be appreciated that resources permitting, the key agent 21 may also be

28  implemented using an SSL connection between itself and the server 18. The key agent 21 is
29  also responsible for generating report records as keys are used, that are sent back to the server

30 18 for reporting purposes.



Ithat nmay be decrypted by the HSM 28 before the server 18 nust request and
obtain nore 2keys fromthe controller 16. The controller 16 distributes
keys to the server 18 over the 3distribution channel 25, and the server 18
will store the keys in a local data storage device 17 4as will be explained
nore fully below 5[0043] The manufacturer 14 utilizes one or nore equi pnent
20 used to inject the 6¢cryptographic keys into the devices 22. Typically

keyi ng opgayls o aagualey %Es R RNASR Bhtel BEMAARIHA %%ﬁ& Hilee RE,0Cess, and

t hus t he eqU|pnent Is often a testing nmachine on an asséenbly 8I|ne The
equi pentyegtion h?/dhmmé@f@tlkelyl%g@ atdeptd oppird leying frmiagemdty lacagwf thad il pr ogr am

o, SLPELIS L o Sy LB 15 L BT LB Bt o

injection at commuhi cates with

t he sbrwammn&ntbnhaqumskrmadmﬂbﬂafmeMam®Ha§6thbyxmﬁﬂﬁéﬂﬂdédedmwﬁmplcalIy,

t he r eng h ke S. t.0 ent 21 to not
12d|§fud$g?'g ﬁ%%#%g of ‘EI%“§P§ h“%?%ées@co 53“m°Wﬁ§2§@f@br 18 will
not giowmd$namtwﬂdmwecBSEmmgnhuwhﬂﬁwaﬂokeMﬂasdmasfmenmﬁmﬁmmeﬁlmh&iusage of

et erod PN B Ehe Bp Rt Rl Sone B REE At e betfr g HETkE]S Agent 21
wi | | ghaviadithiedmhied cnirene |vx8ndoh&a.’104i. Mk 6pdr@otdaa Relact ﬁ@%&ﬁlﬁﬁﬁl@tﬁxf&fm&ey s are

needed by that arti pen so as to not disrupt production.
17Si nice € ‘BF“&PS Wf‘é Fsgbie 1%"8“}?0@61“51’?1‘3&%95‘{‘3&#&35&% APEHN? on wi t h

the mer Vﬁﬁnufa%tur&rh@dlgiﬂﬁi}@ﬂﬁﬁﬁh%le@\iipx%@nﬂmﬁ(doﬁdldﬁt its parameters to ensure that
enough keying material is made 19available to the equi pnent 20 through the

serv gnsur i t hat much ke Odata is rel eased by the
sorvr T0eH: o B ind S 2 e S 2t B R R PRt L T om 21t he
servey |winasw oitbdindigfoensgtl oaira@edingsegvee f efvetE bt derdéek OEach%&ilz%lThe key

agent_ 21 will preferably include an lication programinterface (API)
23t hix ri§Hang ﬁf%tafﬁé?méﬁgi“éﬁéhtﬂoﬁﬁls%c f‘ﬁ'g‘%m e '8yé FatiohR SEYerinedidsyti prent

i tseld tpzogregwaséhokmgahel%aﬂm@gmwa Mvadlhble Bred amikl iRt 8kel@shi on. The
keymggent 21 is used_to prOV|d evel of 25protection for data passing
e

bet welen 3vRigablestor gach pBkeyhipe ! ad S&YRsme tach teafgr yingowalse dsnigrtloss 26as a
si npig f 1 i@RrARCHA! Qich A &R onVANE! privesitore %Féﬂr@&sgﬁtﬁ@ﬁ&sfmlgoﬁﬁﬁver 18 and

equi prent 2720. It will be appreciated that resources permtting, the key
agen ) 1cr%typr§|v)§55 &1l amount, and data regarding m1551ng log records. The server windows
18  also provide the operator with options 214 and 216 for remotely configuring and disabling

19  the server 18 from the controller 16.

20  [o048] The controller 16 has the capability of remotely configuring the servers 18. This
21 allows the controller 16 to change key types, add or delete key types and control other

22 configuration options. This is preferably accomplished by sending configuration messages,
23 along the control channel 26, to the server HSM 28. The HSM 28 may evaluate the

24 configuration messages, whereby some configuration messages alter the behaviour of the

25  HSM 28, and other configuration messages are sent to the server 18. Configuration messages
26  sent to the server 18 via the HSM 28, using this method, can help to ensure that the server 18
27  attains configuration instructions that are trusted and known to originate from the controller

28 l6.

29  [0049] The controller 16 may remotely configure the system 10 at the server level or the
30 equipment level through the key agent 21. The controller 16 can also force polls of the

31  servers 18 and can adjust the intervals for regular polling. Typically, the servers 18 are
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28i npl enent ed usi ng an SSL connection between itself and the server 18. The
key agent 21 is 29al so responsible for generating report records as keys
are used, that are sent back to the server 3018 for reporting purposes.
110046] The controller 16 is the comand center for nonitoring and netering
key 2injection by the manufacturer 14. In order to control keying froma
renote |location, the GU 313 is used by an operator to nonitor and-

configyre eac nuf acturer 14, server 18, and 4egui i s under
RIS (gt R R R o g T e e e S s
The QU 13eivietlin¢ivtatali B weededs Goy exampid) 6oty a0 dayaineevt iied doatrollsr Melaiay 204 and
an 6equi pnent . wi ndow The. server %$nd 200 tnclud %¥|Ist of the

manuf acu§t ur“é‘?‘édai%mé?ﬂﬂ’”?? AR adrpiRisragy sy t4Rre &GVBY he

cont r oyl erobibh sulln@atP ariid GUI B meE#ltd ki a dfatroBer&iniad ioﬁ@érﬁﬂllokv[hgttﬁke controller
wi ndow 204. The qgerator can sel ect a particular manufacturer

e g.
manuf act u rcemrqdleak rigtamatifallvicgipg ap pdmgraoRw FYENH ﬁlwn%cqswaf 5

associ gt ecieyp %ttbntd?@15&@uﬂ@rﬂﬁflﬁ‘&taﬂ€rﬁfcal|p?odiicﬁ&{ Ayed in the equi pnent w ndow
202. 11100471l n the exanple shomn in Figure 2, the server at manuf acturer A

conpri ses dow of ferin ion r din erver erver 2 and
ser ver% %?f@ &raﬁlé’t‘eyﬁ g ‘Sl@gté‘*’ $an%ie§ eéégg'&‘{‘é&eé ‘H“ﬁ"f‘em %@’rm(? nst ance,
as shown idavikd SR ecds cQRAGNOE BICYRE al RehiHEesR THARGIOWBSEn Balised APWatE, t hei r
avai |l abl e storage space, available credit. and nunber of keys 15avail abl e

for eah &P kC@m}%n 1anglyae e Jqeeords angig Few aSpapmgr sardFrdieyt Hi085| ays | og

16i nf qpmath @ inFt&he 8S 108k @Rarfle Wir€ fre %@é’ﬂnﬁﬁéy [REd & tlﬂ\ﬁra?e RhasREsRd,
previously reported 17credit, previous refill amount, and data regarding

m ssifd | 3y iesenrtios 4R ssaergied Wirmalkids disaibuied By digivirdusid 6 dparearasd Sui t h
optiong 23a4<e &P'a &tﬁoél%zt i5 géﬁé}%l fHR@ﬁSMS ﬁ%éﬁ%ﬂu%@ébﬂ eRGed PkBEo SRy ver 18

fromthe con he controller has the capability of
r enot dBy d@ﬁﬁge@m”i e tlh@’ igieetiarieg 48 wilthegenerated bWéle kpyeagenitlrusbher 16 to

Changq4kexwgé{gﬁ§,ﬂh@@ v, E ﬂ%g?%ﬁogﬁpﬂ?ﬁﬂ%ﬂ@% Sen}ﬁ%ﬂof faLxmﬂ*# H% Inferf@RG,1 gur ation

optl ons IS 1S pre ng con urati on nessages,
23al ong t hechedsrg iotypeshame sthmpg manufatther, %ulpmpntmw 12 §ie eXiraplpiBivb2 8havay

eval ua1t6e tlpﬁlgure 8 the report 400 illustrates a key to server log 402, key to agent log 404 and key

17  1injection log 406 for a key having a sequence ID = 001. These records may then be used to
18  track the life cycle of the key having such a sequence ID number. It will be appreciated that
19  the report 400 may include any number of records and may be filtered based on any suitable
20  field. For example, a report 400 showing all keys injected on May 3™ by tester 2 at

21  manufacturer A could be compiled by filtering accordingly, a date field and a location field.

22 [0051] Referring now to Figure 3, the producer 16 may package a bulk set of keys in a

23 secure data transmission using a distribution image 40 that is to be sent to the server 18,

24  preferably using encryption. The distribution image 40 enables the producer to include keys
25  for multiple products destined for multiple servers 18 in one transmission. Each server 18 is
26  then able to decrypt and obtain a certain number of keys, but only after authorization has

27  beenreceived by the HSM 28, from the controller 16 via the control channel 26. The image
28 40 1is a collection of data records, each record contains a type 58, ID 60, size 54 and data 56
29  field. Where data 56 will typically contain the key data of an arbitrary size identified by size
30 54. Type 58 and ID 60 fields are used by the HSM 28 to identify the key data, possibly being

31  used to filter certain keys, depending on the HSM’s 28 configuration, as previously instructed
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24configurati on nessages, whereby sone configuration nessages alter the
behavi our of the 25HSM 28 and ot her configuration nessages are sent to the
server 18. Configuration nessages 26sent to the server 18 via the HSM 28,
using this nethod, can help to ensure that the server 18 27attains
configuration instructions that are trusted and known to originate fromthe
controller 2816. 29100491The controller 16 may renDter configure the

system 10 .at, t ver he 30e evel thro h.the key
cyent b1 W ihe DR EEPE T €5 R O AR B et Fpiegh Bt R Y o
can adj uséaré hBatlaIkbﬁ‘fe\aHﬂz Bokolikerte gidltapet pOhi$ m@@s lt'lﬂelilbd:@dnld)éxtehd‘ﬂlﬁe s@hyars 18 are
IpoIIed at a fixed int rvah and t he ontro ﬁ@@é6 can use a forced poll to

obt ai r° i nfBYHRE f BRCSHLOMEEH "ENESY P(P"er aMSerRE” SONVREGIRESIAAE, with a

one day i Migievd, thetbb@y i€ @hdtael MBE wiHpBBayNeedntit cderiddtste P@pbrt ran
adnlnlstrator |ntrada and thu%H@an force a poll of all servers to 4obtain

such dat a2dvepfe &rurefél kRIQBEHISLE Vi l%?a%glan%m Ge pRstraglFimaept | on al | owi ng
the 5controller 16 to automatically contact an adm nistrator in extrene
ci rcunst aposs, sSUkdinAge SOBCHYHPHEDWItREN Thapt kepad. i THe ithaded Hé @2 atused byt | cal

production runs. 7 5 stributed to the s rver 18 and
i nj ect bd B ST S ﬁ%g% Bﬁ%%@ﬁ%ﬁ%{?@&?e@awhﬁlfqygg&esm@&fflfeaﬁ& §#§r ecords at
certai g eMmpAlpSed fzrmcﬂélrvelss aRNstéred BSL@riePh&aarah.A &%edtlon 46QMRIHe and

anal yze the Iog$records and to view a custom or standard regort 400 as

10showh i hrafergdf aregioredin g masn heresipb e To dprayRt therimaget baadobiatehg keveght ecor ds
that age %H&ré@tlﬁéirose‘h %th@e%r\te91§%d/@aedrﬁﬂed¢e%2mé BSOERah abamh tﬁ\@i%ﬁfg@- &ey is

distributed by the p ucer 16 to a server 12 a key to agent log 404 is
generb%ed4%ynﬁh@%ﬁngég“ﬁ@m%ﬁﬁdﬁb#ﬁﬁWMﬁ@ﬂ@%ﬁﬁoreIeases a key to the 13key
agent 21, and a key injection log 406 will be generated by the key agent 21

upon iz nmssll 0nAShotkieark@Yihe E@@llaudl&gnrag@qrodnm uké&b's‘%oﬁ%lt[ﬂl’émer of
identifying information, 15including pes, tine nP manuf act ur er,

equi phent PRdcts. | ReferFag diosipgigirg Eﬁmat)m%emow WP 3 udétaé; ockids B t 400
i1l ustsat p§ Rakfl¥, tﬁ@[f)@@l[c\éle% ﬂa@@ué@;?rodd%?s}’ ne{n%lya‘%%a btﬂ&m%%&y anehvikMilter

17injection |l og 4 havi ng a sequence These records nmay
then be ubﬁéd) petangliring kevihibaying Blteryag 2 apd an moma,nmawmf@usqﬁl@h bleckequence | D

nunbeg alsWhHmQﬁlté’R@ ﬁ?éxﬂta(ﬁglatuﬁﬁztmg key 1, key 2 and the configuration block. The
17 image 40 may include bulk quantities of keytype 1 and keytype 2, and the gamma and beta

18 products may be less sophisticated than the alpha product. Producer 16 can package a single
19 1mage 40 with data for, e.g fifty (50) of each block, whereby a certain tester (e.g. tester 1)
20  has permission to manufacture, and thus may obtain fifty (50) of filter tags 1 and 2 for

21  producing fifty of product alpha. Another tester (e.g. tester 2) may at the same time have

22 permission to manufacture and thus obtain fifty (50) of filter tag 1 from the image 40, to

23 produce fifty of product beta, and fifty (50) of filter tag 2 to produce product gamma. An

24 image 40 may contain all of the keying data, possibly including multiple type of keys, to

25 produce a single product of any product type. A tester identifies to the server 18 the type of
26 product, or product model, that it is being programmed. This model information is sent to the
27  HSM 28 with the encrypted image 40, so that when the HSM 28 decrypts the image 40, the
28  key data 50, can be filtered and only the key data needed to program the identified product
29  model is ever release by the HSM 28 to the tester. Therefore, the producer 12 can support
30 multiple products with a single image 40 whilst taking steps to ensure that the manufacturer

31 14 can only manufacture the products that they are supposed to be manufacturing.
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19 the report 400 may include any nunber of records and may be filtered
based on any suitable 20field. For exanple, a report 400 show ng all keys
injected on May 3rd by tester 2 at 2lmanufacturer A could be conpiled by
filtering accordingly, a date field and a location field. 22100511Referring
now to Figure 3, the producer 16 nmay package a bul k set of keys in a
23secure data transmi ssion using a distribution inage 40 that is to be sent

to the servepsd8. 4L ghanaR! ecuﬁge\{})gogg@gqp%r%a ,Ttgx% égo.g&{rh@éf& (0« fpge 40

enabl es the producer to inclu I'tip “oducts destined for
mul ti pl e2 sethgeetgal k8y Injestien perfommnd sighotesterEabich swll by explaigmprs 2y bedow.aBle to

decrypt and i riai , rization
has 27bé§n ?%%%%G@%%ﬁ§§Ph§”ﬁ§@ﬁ§§?ﬁ%%%ﬁﬁ%ﬁ@t%@%%???%ér9&%89?§ﬁ%ﬂ§‘contro

c hann_el £6. refiras 501@@@0@18@@ iastead| df 66 of podwat alghd aylﬂcénberydsi,ve bexolpardacor d_
R AL Lo Rt e A s
3054. Type S8chandiscidpatdy rhdyedrdsayabebarseittidiy btihie aliSdds® Eantte reademiblyfiyertified key
data, possibly being 3lused to filter certain keys, depending on the KS Ms

28 configuration, as.previ-ously - n ted. . |Vi. h -0l .cha | .26.
Keys mygbeﬂ}gﬁglaps% P 1gng1§euc ﬁietqrggtk%# ﬁglgi“r%r(pafsglr%l IHE%{’Y% %ﬁ %ééonnco rfggéra‘éml&m at
key real 8y thedi&M R kepottototthecdnablipetl 6 oVéritacinetamse] 24, if thewinlh Bigaredt. hkensi bl e

w t hout 3regujrin redesi gn ,for each new key,.t . The wr er shoul d
tontaim 2 ¢ Bt o bt 408 B ork Sp o B Fale Mo RBS bR ey
al so comt ai HS® Eh®@idttke IHS)Mszr?pmhté)toﬂmﬂler Bafitviaobeaih of ledld guassty lof Kendaaligyng or
vari abl e, assi gnnment . jnto . t abstract i mage. 6 .(0052] T i e 40 is
encrypt ib rP‘g‘ agpufs é\épﬂyéﬂre%.co °f ﬁ‘gﬁ‘@n R%?FS&}? ée s [‘i’§£?iﬂ§’§f 1;[?%&1 Berver 18
t8 o decr ypg He®1 ilmﬁ@péﬁolc&ﬂtﬂ itsnlwy@igac}i m@ckl;@mimnghan&mgﬁ q@ﬁty‘kﬁgic&'&diﬁ sel f
encrypte or each server n tored as.a_seryver header ) ,
col | ect 1on L%ftme- étevrlf) e agprﬁ%%fafgﬁlgt tﬁ%k% &agelsp by %}1 eaCriRiPhintReiaes hawng 1o

decrypt 14 hemor@@m ¢ kePepebad sbntbRerieYisen stdd HbuleardBpiclitel SinGROSARLY t he
server 18 and.is decrypted by the HSM 28 to obtain the imge key 1142. The

Ty oL al I

i mge kéy 49eviee ISHeH! i ssevesqingader ppothenfemmend andisgtingthatadak d kewstielg be
earlier gt hgis@ibatehi buti on i mages 40 may be used to support nultiple
13products. Referring also to Figure 7 a mappi ng of product types and data
bl ocks i s shown. . . :

17 [0056] When the producer 16 distributes a block of keys, it first obtains a bulk encrypted

18  block and passes this block to the HSM 11. The HSM 11 decrypts the block and re-encrypts

19  the block of keys for transmission with the image key 42. The image key 42 is then itself

20  encrypted for each server 18 to producer the individual headers 48. These headers 48 are

21  stored in the group 44 of the main header 46. At this point, the HSM 11 generates a key to

22 server log 402 for the keys that have been re-encrypted for distribution. The log 402 is stored

23 locally at the producer 12 for later analysis. The re-encrypted block of keys is then

24 distributed over the distribution channel 25 1o the server 18.

25 [0057] The server 18 passes the encrypted block of keys that are included in the image 40
26  tothe HSM 28, and the HSM 28 then decrypts the image 40. The HSM 28 first selects its

27  particular header 48 from the group 44 and decrypts the image key 42. The image key 42 is
28  then decrypted to obtain the keys from the image 40. The image 40 is then preferably

29  validated, e.g., using a secure hashing algorithm, MAC, or digital signature, and filtered. The
30 HSM 28 also then re-encrypts each key that is obtained from the image 40 for storage. The
31  server 18 then stores the re-encrypted keys locally for later use by the equipment 20. Tt will

13 -



14For exanple, the producer 16 has three products, nanely gamra utili zing
key 1 (having filter 15tag 1), beta utilizing key 2 (having filter tag 2)
and an acconpanyi ng configuration block 16(also having filter tag 2), and
al pha utilizing key 1, key 2 and the configuration block. The 17 inmage 40
may include bul k quantities of key-type | and keytype 2, and the gama and
bet a 18products may be | ess sophisticated than the al pha product. Producer

16 can C k g%%)p?ecﬂt&ﬂhﬁ aﬂr&brﬁﬁgf f’ﬁ’le \Mlﬁg{% Q@Isaasgfg{eg 8%69 on ftﬂeflfn ug %m&ilc each

bl ock, ere a certaln teste ester as perms ron to
manuf act &r e disapdtiorhkeys kayndlot dlanedfbremeyn seyntofllef 14 andrsetvagss. IThamebsgésor

2lpr Odu% ngsﬁa'r dttXer \%egdééﬁtbe%!)r% red’%ﬂ%‘é ?cr Eg 3 El%rce gf% lgtegh Cthg{kl ) may at
2 sasrhusesh:

the sane tie per m ssi O nanuf act ur e an arn fifty (50)
of filte# tagfe‘rmfed@rg hfmararshagdlgéﬁ,compalﬂspr oduce fifty of product beta and
fifty (50) of fiIter tag 2 to produce product ganrra An 24i mage 40 may

contain “h% YPE keys,
to 25produce i ngle pro ﬂ@{)l?er g%?/l%%r%gg ype Q\HP 2%f5rda° f&}’l es to
t he server mr&nbehefquypée ofN R§p), debutIM 28ns g)mldﬂrkeysmm)dwry,ptt Adey to agest lbmr ng
programed. Thi.s f I to the 27 3

Cnorypt ed i Fegs R R (lsRRl AR e R T SRR Sl R i e, e
28key dasa Bé)ys aoa:msieé t¢ the tquipdera2d f@rihjyctiohe Ak éys gharitathe kedack tiothprlegi’am t he

identifigd pr t ever release by the HSM 28 to the tester.
5 BACos s fody R it

Ther ef or g, ‘support 30nultiple products with a single
i mge 40 whil st takl ng steps to ensure that the manufacturer 3114 can only
manuf acttire [QOISE] pr dte cQLsTpmehlatZO trineets cacteofsbipls dewschntl thebey peamti? hgdnaraten g key

1[ 0054] t t he I recqrds
are useii Egrcglg 10%? R} aEHE&Py tﬁ&éc%“?e&{ﬁﬁpg‘r‘%‘sﬁj&iﬁ‘t%‘%‘ coﬁtm"ta bt?m a’v\,hr ch
w il be léxpkar L4 agaﬁdbg‘mztdrdfs @elm&\keyame&nd‘rﬂog'rengdk e dnd grefaaidy denca@ngdesoducer

or oduct bamibs ierdan ot o o Rt B Rt e or kU IO e o 1o

5pr oduce; V\/deined-jwt hey coul d al so have sold 50 of product beta on a grey or
bl ack market. 6Such a discrepancy may or may not be mal i cious but in any

From i ¢4 ar LOBREC TR eabERMiot §F pafora RiiniesBo ginaf B¥bSudin B
reportsléo tHeelateohm thel ﬂleWas'l.lﬁodnbed. Diaciepartsernme pre2ably sncefpdsthbyi the HSpILIZE 4.
The 17 with encryption key k; and returned to an application running on the server 18 to be sent
18  over the back channel 24. The controller 16 may then decrypt the report R and validate the
19 individual logs (e.g. 402, 404, 406). Each log may be tagged with a monotonically

20 synchronous number. If all the record ID values, put together, are not a contiguous set, then

21 the operator of the controller 16 will know where to track the missing logs in the sequence.

22 [0061] As explained above, the controller 16 had previously stored a number of key to

23 server log records 402 for the N keys when they were distributed. Therefore, the controller
24 16 expects at some time in the future to receive the report R that completes the lifecycle for
25  eachkey to indicate that the keys that were originally distributed have been decrypted and

26 injected into the correct device, by the correct server 18. The controller 16 is thus able to

27  evaluate log reports as they are provided. The controller 16 can then determine if any action
28  should be taken, such as intervening in the manufacturing operation (e.g. stop distribution), or
29  providing more keys. The controller 16 may also require further information before

30  distributing a further block of keys. In this way, the controller 16 can meter the distribution

14 -



9hi ghl i ghted bl ocks in Figure 4 represent those steps perforned by secure
nodul es, nanely the 10HSM 11 and the HSM 28. The controller 16 first
obtains a bul k quantity of standard keys 11from an outsi de supplier. The
controller 16 then passes the keys to the HSM 11. and the 12 HSM 11
encrypts bl ocks of keys, each bl ock containing a nmeasured quantity of a
certain 13keytype. It wll be appreciated that the keys may al so be bul k
encrypted i | - j 74 Ty04 - roller 16
Thon ot of e a T Lo nar oy eyl & ol W e O 0 T ¢

r ecei ves2 ancasidenthoprowt prbacceigtertemiepomitrdi cat i ng that a bl ock of keys is to be
16di stributed. 17[0056] When the producer 16 distributes a bl ock of keys, it
first objainpes buhﬁe%Q@&%R&?Qg%ﬁ%%@&%wﬁﬂ¢i%@§§ﬁ§a&@b?nﬁh&£Kn%9tthe HSM 1] .
The HSM 11 decrypts the bl ock and re-encr &ns 19t he bl ock of keys for

t ransni s$i ofisggintipuitgsan thememieresyof 4D numhers hergestanes: ipnynsber pikeys hayelbeen

20encr ed, f0 t i.adi-vi 4 These
roader o 4o ArbyFaGh IBET 4R korbed OLRUBIHATr 1ch %o Ithikh BliBhe REAHRS Fofiley

poi nt, the kSwidstthgekesr dhissould kushcategrPadiack marksyacdti@ity.f branvther seenpsiot thait
have be re- r . o) i i i ; i : ally at
the. pr odnce B KRR bbb Uy 106 LRI 5o ML ARES | ¥
24di st ridut kgy. dhermiyhiedidats thai the problemcdragmagdd a2 Betpartichier s@ipnent rk§uesting the

25100571Jhe seryer . 18, pass the. encrypted. bl gck of .keys.that are ipcluded
“n the iimosSaongnnP RARAEaE FRRY RhE g As i Phii iR b Iy o fe Pimge
40. ThelMHSMog8eforts &t fosaldam puipbses 2idd padénti€inernah eatdaousdBtifityonat ke gr oup 44
and decrypts the ina key 42. The .ina ey. 42 s 28then decrypted to
obtain I he Rapl i oRATRERp g BoRF R E ot RS ER R B

29val i daz edrecerd@t each stiti@l Gageacherethb ashis operatk@ on.i THemfolY G2 pduddt U1 kalthe
signature, and filtered. The 30 HSM 28 al sq then re-encrypts each key that
520t ol e P HETT AR & M D GHUTS PGSBS i B rY AN OBk o 1 he
re-encrypt gébrlr?e&@ mﬁmlidayng Qich b}gtbee{]msu _wef&ybly,%e R WdarE mtcé&% -infbxténa)ﬁbﬂl I ] be
appreciated that authenticity of the inmages is assuned based on the

uni que ?@ BN DIgingt ¢l y,R $ealncR ayabsr dpr tg‘h’éFY} E@zﬂg Misrkey List Tstbis mamaer.
control igr &6 padadcs @b V& aldfietcHitie TEARRGRSINSE RRFED RSl GRE YL EAmE A DE

1
consi dered authentic once a successful integrity check is
17  beta products may have been produced.

18  [0063] The log reports provide the information to both deter malicious or unethical acts
19 by the manufacturer 14 and provide the means to evaluate the integrity of the existing

20 manufacturers 14 and tools to provide evidence of any undesirable activity. The use of

21  tangible evidence in detecting undesirable activity allows the producer 12 to confront the

22 manufacturer 14 with something more than a suspicion, which, in a case where the illicit

23 activity is occurring at the tester level (e.g. by an employee and not the company itself), may

24 salvage an important relationship between the producer 12 and the manufacturer 14.

25  [0064] In addition to distribution, the controller 16 uses the control channel 26 to control
26 the credit pool 30 and thus meter the key injection stage. A credit instruction procedure is
27  shown in Figure 6. The HSM 28 must consume credit from the credit pool 30 when

28  decrypting a distribution image 40 and obtaining keys. Over time, the credit pool 30 will

29  diminish and need to be replenished with a credit instruction file sent by the controller 16.

-15 -



dperformed, e.g. after a sha-2 digest conpare. 5100581When the controller
16 receives a request fromthe equipnent 20 for a certain 6 nunber of keys
(e.g. N keys), the HSM 28 is given N keys to decrypt. A key to agent log 7
record 404 is then generated for each of the N keys that is decrypted by
the HSM 28 and the 8keys are passed to the equi prment 20 for injection. At
this point, the keys are "in the clear"” 9and are thus ready for injection.

10 [ 00591] Thﬁ?g@ﬂu' pﬁdﬂ'éonggllér %ﬁl&%e&@%ge Q%éﬁrﬁeyaé% ﬁ) tﬁéi'grr\%]ep% E@&’mﬁ@&%} 21

generates a 11injection og recor or eac key t I's 1njected.
The 1-1SM 2@nipl dhawehé. nOrd ¢fitheretaiablyt rhguirk? files wontainedyianhis megsageis actdit404
and key jnjecti e 6 r rahl hese
records %nt%ﬁuucmnt TF ﬁ%(ggb 8lﬁgﬁﬁﬁﬂs%§%§§%$&b gE&$é§¥ﬁ%?§6nf%oller 16
over thet bad:d(:ryj)ﬂsdhﬁmhnﬂHSMQS fb5{@ﬁﬁ’lﬂ]ls'ﬁlmetlomdﬂmc(hd&lmstro@smabﬂalp‘s efeertiabl vy
concatenated .into.a bi I t hat ate that, the file
s pr oduc et PeiRs Y 8 ot SPte UBGE TS a8 SRR &gk T 7w ¢
encrypti®n keycrkdit anslint, @hdi eargidutatodatg phpk hasadlibeen dighedibn gheaontréier $@r ver 18
to be sent 18over the back charnel 24. The controller 16 may then decrypt

the repost ﬁa @g d (%Igr%tccgv}thg}e contro ?Ilte\s/slagegsl the El%i/l ﬁi?de% tsqgé crélc? 1’rlst}’l1ci5 %)IheEaCh

| og may onica ynchronous néroer
record | ED védialsm tlmﬁontrdgﬁésk@é C, aridevahGitesth€ Siphangre 0 TBe HEM, 28t dwervaRdatdsehe

operator_of the cagn IIer 6 wl re,t trac he mssing logs in
Che sequbncE s RALR P s et AU T b et Rovs
stored ® numibreperm‘rmk@yrltede&&aeermmbet Q@ullrdlee(graeerﬁﬁatﬁedéq\teh& iNekaN$ smmn t hey
were distribu er ef or C 0 416 e ts at so

the t ut b . pans S e s vaidaliite bRPRhGR wiapiae ds MREA brogiss ErEoPOR Seach
key to indi matgué bethe thegit b&xsotch@t cloBit €al0¢ inghd\@bdiyinsthitisd but ed have been
decrypted and 26i nj ected into the correct device, by the correct server 18.

T ¥ ol OleBbut o, s M S bk SRy Pt 0p MERPE: 30 8 cODE iR e

t aken, saic hca@upd‘ateefs\iﬁemalgronﬁgttrm)nmmﬂdeaed ¢habla GheCjogtralter 06 tdfisly. St op

distribu 29 ovrdln The controller 16 may al so require
further! %nf g 4 SSBiaT Lt oh “H@f‘t%t Tpriepie ryis tﬁrzmerm%éwonr n this

way, thes coptdiPhldletcl s Gﬁﬂ'mﬁ&ta%l‘)vet iR@elgtiontth HRWWION. Configuration data can be
17  intended for the HSM 28, an application running on the server 18 or even the key agent 21.
18  The HSM 28 looks for configuration messages of a defined type to process them.
19 Configuration messages can be marked as private or public, and access thereto would then be

20  controlled by the HSM 28.

21 [0068] A credit report Cr is the server’s response to processing a credit instruction in a
22 control message C. The credit report Cr may contain the serial number and token ID of the
23 HSM 28, the current sequence value, the current value of the credit pool 30, number of refills
24  todate, and an error code that is set to zero if no errors occurred during credit instruction

25  processing.

26  [0069] The credit report Cr is preferably signed by the HSM 28 using its signing key k».
27  The report Cr is then encrypted for the controller 16 using the controller’s public encryption
28  key ks. The report Cr is then sent to the controller 16 and stored with the log reports R for the

29  above described auditing purposes.
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land only provide nore keys if the manufacturer is operating in good faith
and has 2consistently provided accurate | og reports. 3[0062] The | og records
(e.g. those shown in Figure 8) enable a producer to spot 4discontinuities
in the sequence of ID nunbers. For instance, if a nunber of keys have been
5di stributed but have not reported a key to agent or key to injection |og,
the manufacturer nmay 6have |ost that key. This could indicate grey or bl ack

mar ket gctigpday. 8% - hQ, Y/ ' to
ngent 1 ag 488, ERRENIELURERER W pridiEer f53APLL Bl EE) HEIP yUSSR L0
may i ndiZcatpotiherting precesiucab emiaize gierdtiNdargtthe seevep 48.t Theuiravisienjug pioessdure
requesti,ng . . rat t e t he
manuf act3ur eI% B-%X‘% ﬁgylgg?es%eﬁhg e eZ% ?quggeg %Ié(gge}l? {sgkog“ glro h%lg g‘liqtfules-rll_gr1 %;E)Su%ésggdes and
t o i dentdi f ythé anephall6nfhiscieosage Betrdfarably cavaiasthe serbl nnbrer af the HSH 28 being

rel ationshi i th the produc The li.fe cycle of each key requires a
eport *Bor el b e StSee SO oS A Aueelgiien s hu S RaBeByF REORERKy 45 Th

Ther ef oree, RS$vek@r ity oeprefeZabhasirghlliplid vene ssatography (EG®), ioae1(K; ofor theeiving y

wher e pgpblens have ariseg ang to girect efforts towar sﬁ14ﬁpgﬁecting or

el i mi nat’i ngSOBKY BIESBEEALY ARY LRA R iR 8 U1eB S MsEBEEs FIHREYNE™E nf or mat i on
15pert aigni rr]lﬁaxhﬂacﬂl@ér mrﬂdl%y;aﬁgegﬂ&tg%o&mglz &d i&x@r%hpheaél&eymrdmua exaiciﬁ»ﬁrlnblﬂe key
type. In thjs manner e producer can also determne if al pha
producté)méL@nn§H%?§§?6ﬁ8%¥W§@FsEdWﬁéland 17beta products may have been
produced. 18[0063] The | og reports provide the information to both deter

mal i ci os qooTrjet hvaead thacssrollSons reteevesaieiiranddiotiggd reddesaliien Hegwivetel & he nmeans

o out act e eSSy s sl PERREUBEHTr FYR ARSI s Rl 85 ° ©°
evi Slencltez |t Rhﬁ%gﬁﬁ'ﬁdu]lcﬂgr tﬁkd‘&&ﬁdlillbl’.?'{ﬁ6ké}kéj %rﬁfeadbl}osmﬁe{&% Ry ORY R k1@ o O i oh
conrtron nur acourer SO I N r n a suspl Ccl on, I Chn,
in a case %Vﬁe@@cwml%?@m%?a@{ﬁs\)#@g? eee gsagaet ﬁgesa?exs fes tp BEpesd by e
(e.9. by ancodiipiledy 6 andddehen 08 td fi6teQ BN bItoR Ghnbdes 40BY thlASADGAGE clifinel
important relationship between the producer 12 and the manufacturer 14.

25[ 0064471 n Zcfir thedne oot B op thserigyird ehpandd gA et Beptgned ghojges the contr ol
channel 26 to control 26the credit pool 30 and thus neter the key injection

stage. ¥ Crigoi] i MBie'HSNII10Mhdalgef@ated £proGisioning response message P’ that, for example,
17  contains the assigned token ID, public keys of the HSM’s encryption and signing key pairs kz
18  and k4 respectively, the distribution and backward channel symmetric keys k,; and k;,, some
19  1nitial configuration data, and a hash digest for integrity. Similar to the provisioning request
20  message P, it is assumed that the provisioning response message P’ is handled within a

21  physically controlled environment (e.g. using HSM protection).

22 [0073]) The provisioning response message P’ may then be sent to the server 18, and the
23 server 18 may then perform initialization operations upon receiving its first provisioning

24 request. The structure of the provisioning response may contain a member that decrypts to a
25  separate structure that contains symmetric keys for the forward and backward channel

26 communications between the controller 16 and server 18. It shall be noted that these keys are
27  distinct for each HSM 28 (and thus each server 18), and are not shared amongst a group of
28  HSMs. Once the provisioning procedure is complete, a normal exchange of distribution

29  1mages 40 and control messages C may commence.
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27shown in Figure 6, The 1-1SM 28 nust consune credit fromthe credit pool
30 when 28decrypting a distribution i mage 40 and obtai ni ng keys. Over tine,
the credit pool 30 will 29dim nish and need to be replenished with a credit
instruction file sent by the controller 16. 1100651The controller 16 only
sends one control nmessage Cto the server 18 at a tine over 2control

channel 26. One of the preferably required files contained in this nessage

i it 3inst i £ : fi ta f
S 3ot 9 AT g Chbg A PANRE oA R BhE T Rl it 2 Tor
i nstruct 2on .exiftree ohagng thatteve beehimoplememtdbyte nengfactuteh&d b5 erotatingitheber  of

the 1-1SM 28 and/ of oS SR et AP sRGnYS i%retsﬁ‘ﬁgé‘ e Pard EUS RS, Auber
enew credi t "4hount cand cor?hgura Pon dat & hat® HESCE] T BEEh S Y& by the
control | @r Y6th thd QO6G6TdIpdor exaeeleya ngnifheureont, el haesgagmefd, 20k ieat Arda®M 28

decrypts_.the credit instruction 8data fromfhe control nessage. C__and

val | ot od t TG ASFHRT! hiar FERFDRE AP VBFAGI GBC hahgedn A ichaRer and
tokeﬂ I D6asfv&ite8 tﬂme;;]tiAB(a@iﬂlé ﬁ@d@teahl%ﬁ mahiisdlagh@nf ok kta&l%6ﬁﬁl$&ﬂﬁ% giunber is
10 then perfar . T seqguence n er_shou e greater than the sequence
i nt ernal I'y SR VY Ton S ORRr %38@&@#&?@&%‘?@&?@ wehapIgcHel: updat e
its integnalTheRWMEAFE alptoRelingd @y Sithoddt A, tbampPRn@iht, 4B & pedaBfhdivdaal to
the credit val ue i ngt ﬁe credr}t i %strﬁ%gtzli oﬁ% 13F0067 _IEthpHS 281VV\/i I Imfyﬁen
process &dny "EbRiPYIgei? sittabls Ietskefayeection. Braccosmedgingfasaisharofestion. dhayetate it s

i nt er naljoconbingyfimdnl RRetrd Rie@iFHBE edBpRERBO L ithifi GRIBtH:Qh |e§i"stiri’g$ohﬁ’ioﬁ Whhas

15confiquration data to the server 18, such as updates for Tiltering rules,

keyi ng ilif ordteady deen impéqnesatied. Pgrasdinglyc addibenabsqst @imrabfasiyesyd4 o7 rel ation to
the GU ;33. i&ﬁl@&b&ﬂfg@%t&ﬁ 1930 CABIRE e deHbH fiplelBited I 28 ompfdte

application running onh the server 18 or even th Igey'agent 21. 18 The HSM
28 | ookd 3f orredegian jsgvarentedrat b digredhodrrangeradrit sleadvtip fiegureo!l mapbevsdt hem
19Confi gurati on nmessages can be marked as private or public, and access

t her et o (youligo7shen 1R8rdRPioCRMIMRb a8 xYing E@ut@ﬂ%&ys@ﬂah@q{iﬁ% et (ﬁQigtéleJ eport

Cr is the server's response to processing a credit instruction ina
22cont r dP ne8isalgd2 @ thapraves d8gyhich &p @ collachomeliexeaiably fles thet asesssegiatedumier and

token | Qgof praHFu%lg&ﬁwn?&t 284 d&%é‘?{frﬁr}ée SEHE RN MEquili® BY KRN sVl ue of

the credit pool unber o ,
17  releasing a key, and prior to key injection. In this way, the key is altered to accommodate the

18 existing solution without the equipment 20a being aware. As shown in Figure 9, the

19 controller 16a would first need access to the executable file (exe) 70 that is used by the

20 equipment 20a to provide the existing solution. The controller 16a would then pass the exe
21 70 to the HSM 11a. The HSM 11a would then sign the exe 70 and pass the signed exe 70 to
22 the HSM 28a, and the HSM 28a may then store the signed exe 70 as a signed object 72. In
23 operation, when the equipment 20a requests a new batch of keys, the server 18a will validate
24 the exe against the exe’s signature, that is stored in the HSM 28a. Once the server 18a has

25  verified the exe 72, it will send the exe keys to be scrambled.

26  [0076] For example, equipment 20a requires a key BCA to feed to scrambler 76 in device
27  22aso that the key ABC is injected to product alpha. The HSM 28a determines that product
28  alpha has a signed object exe A, for modifying key ABC. The signed object exe A is

29  verified, and applied to key ABC resulting in scrambled key BCA. The scrambled key BCA
30 s then sent to equipment 20a, and the scrambler 76 modifies key BCA so that it injects key
31 ABC. The equipment 20a does not realize that the key BCA (that it received) was stored by

18 -



24to date, and an error code that is set to zero if no errors occurred
during credit instruction 25processing. 26[0069] The credit report C is
preferably signed by the HSM 28 using its signing key k2. 27The report Cr
is then encrypted for the controller 16 using the controller's public
encryption 28key k3. The report C is then sent to the controller 16 and
stored with the log reports R for the 29above descri bed auditing purposes

| [00701Pr iyor sesg Péa%s:ppo%c&eaqomss &hﬁyaﬁggg@ &M@%é%&g&&ﬁﬁ%wer

may underg provi sioning procedure to 1l ze e server
18. The pmavaﬁ%amhmghpb@medbnas@ﬂsmshﬁhnwmmdqumnndﬁmdTh@mﬂBCSNbQB produces

and sends V|s|on|n yest sage the controll 6. T IS
messagg pSpF g \[3 gatBIthen(PSn révleﬁsf thé]ggiorrl1 f‘cnon ef ot he Hem™ %ﬁn% i ng 5used
by t he4ser19/tﬁé stiﬁdard’fmanlaﬁl\/lnﬂﬁ bganﬁrfmﬂe@smm eang:srojaptoﬁgvhaqcer(MB kevidpai rs kb

(2003 ot eteipd pbfhe i gl ShedrifaicBiumRag wil Butdin 0 S Bk B of
si gni ng ou&@mimtgiaf&&scs@@e(ag sdtuidnamplénentetl e e@uiipnetit 304, undthe kdanise

crypt ogr aphi baot d in a physically control | ed environnent
9durin3 tﬁﬁsmgﬁéﬁﬁﬁd%“i E’ ‘ﬁﬁﬂP@pN%’g fd k2. 10[0071] When the controll er

16 receives the provisionlng request fromthe server 18, it 1lpasses the
requess t goattg HIMe lsignsvhebjaemakasotihigbit ﬂiab@bdstcysd@ﬁomfbeinma&giﬁtoam t hen

assign 12t he ufacturer 14 a "taoken |.D'. r ef er abl tric
oy k3 antlvBsDa A oS A s e, VO S S e s Ay R e
gener aved.verlfiaisfer {ﬁeysysads Be felbatdd tol ﬂfédnabbﬁné Peorltd 6aing bisplie@ o dieyamtle seteer 18
to pratect the dlstrlbutlone%ag 40 on tg» dis%%%gution channe| 15 25 and
the 1d¢ r PGSt LuRPigHde ARINGL | %fﬁa‘iﬂﬁ‘&i WISt 3o B cXgREes O ution.

16[ 0072] The HSM 11 then generates a provi sioning response nessage P that,
for exarrplmm;?cdmm'fms btvhla'liaﬁgh eemede $yoteaicohityliep Wb bdparakeefy@an ak séie ISM s

i d k3 18and k4 re ectl the distribution
e blckodiePrec © Sy ftPior e S s i REEh Y el gt

conf i gur atiwotightkaé HSMVBIY] 'Hlelibﬁﬁilﬂca|lge§ﬂlu§c e ﬂo@be@ﬁ uieyn]e&omok Rdyirig0 t he
provi si_oni.ng request 20nmessage med that the provisioning

res por}ée ggaé ngn tl}eéiewaﬁcpeﬂx (W’iqrilﬁ ﬁ{sare that Hle manufacturer 14 correctly reports

16  the identities and the number of units manufactured for the producer 12. This enables the
17  producer 12 to have assurances that a manufacturer 14 is not creating and distributing grey or

18  black market products or devices 22.

19 [0079]  With the above procedures and system 10 in place, a producer 12 can monitor
20  production at a manufacturer 14. The producer 12, using the credit instructions in the control
21  messages C, can meter the production of devices 22 by adding or removing available credit

22 for use by the manufacturer 14.

23 [0080] It will be appreciated that the system 10 is not limited to one manufacturer 14 as
24 shown in Figure 1, nor is each manufacturer 14 limited to one set of equipment 20. The

25  system 10 is also not to be limited to the use of a single controller 16. The HSM 28 is most
26  preferably trusted hardware in order to protect key values and the integrity of the credit pool
27  30. Moreover, keying information contained in the distribution image 40 does not

28  necessarily have to be keying information, but can also be any data element that requires

29  confidentiality and authenticity. A requirement for keying data is typical of a system 10

30  which wishes to enforce granularity of device activation.
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21physically controlled environnent (e.g. using HSM protection).
22[ 0073] The provi sioning response nessage P may then be sent to the server
18, and the 23server 18 nay then performinitialization operations upon
receiving its first provisioning 24request. The structure of the
provi si oni ng response nmay contain a nenber that decrypts to a 25separate
structure that contains symetric keys for the forward and backward channeg
26co0 ni ns r.al r | be note
that Thosd e Ngh S5 BRI, Moo bl AL B dbkerBOh 0° 5"
and ar € nafreatdided benongstpradugtioupapbe 2BHEMbY i@nedictrige sppapatiosiof ditrey |
rocedur e C ete no I xchan e ofdistribution es 40 an
bontrol® s BeRMEL Lo RuRe R SUGE09%:T Rl e Pk T R st
Fi gure 49, thdhrearwysitens d0mamyfadneingad moftiple cmdtricmoraem @heraigs@aiaumn @ﬂ‘cﬁnésh at have

been i Iene nmanuf act ur 14 for ctl t he, key 3injection
oo T n TR S R SRR R T Ry e S@bes Do PR G s LS Rk T ko
nuner ales 4haitlident peodattf disk hava'beerFasuckENp! €ch ammmafc@etmxbﬁér fbAthe By have

equi prent  20a t hat r ncludes scranmbl er 74 for conv rt|n

S P oo baih FiAGRE. SHEe HEY Fatkelrs B ptsaly P by ARUIe BRS¢ he
inj ectad k@yureiod atsfﬂ%l% bﬁ@-ﬂﬁiﬁhkonﬂrsfctdr'ﬂethgﬁiénﬁ@@&r'ing &adil wr@ﬁ'%]@é'et gm spl aced, it
will not work for the device 22a because the scranmblin as not occurred 8

These &t t BT toAPETalso sefyenrep@plies hal RGPS SYPcPRITacHRp MR felludgr e
typicald y fainehpedurey1 R id@tierls Qppiler @esmhikadlieh Illo%vc%ippraﬁ si-QrffohbR. By
acconnndatlng for such protection, the system 1010 then be retrofitted
to t hellequirgReers: Fbachf RIAGISE At SisHyCUPPaBRtst shﬁgld§@me fecil manytactygisg

11al repdy PeeNoIVIMISTERLRH! fﬁpgf,%&n el 1Yok o@%ck 14% @ttlﬁq;%duké} mgwf acturer 14
for 12 inplenmentin stem 10 can be avoid e retrofit may be

i npl enent efha%ﬁ‘tliYIfegl é‘iv)wb?%@tlmlﬁ SP‘@E@%ﬁa@ﬁfslaée igauiredrie ealludgin apfer éhstedlne t he
arrangenment shown in Figure 1 may be used. 14[0075]In order to acconmodate

exi stimg 008 ONS thd f16dueist 6BilkBn HafFE Sevlrab Qhoe@ypidafP 6ckul PERGHS 72 at
the server 18, which are a collection of exec %able files that are

associ At edividedrmaney spveral thisdpagy apwiartreso A pRAuGsES Brifesines ashins tithg
sol utign Sdﬂ%eelﬂé' 8QiontiRa tds'ﬁ ﬁ'l'ﬁM r&ﬁfi’pl; A48 SRAYMA rderk&Mo a@g' dnepLét@ M ek €Y

injection. In this Wy, is altered to acconmodat e
17  list contains descnptlon Ianguage in the form of computer code for instructing a third party

18  how to produce a mask for in turn producing a wafer of silicon, from which an IC is

19 packaged and distributed.

20 [0083] For example, in an illustrative manufacturing process, the mask may be sent by
21  the producer 12 to a silicon fabricator who manufactures the silicon wafers from the masks.
22 The wafers may then be sent to a wafer testing facility where individual chips are tested

23 directly on the wafer, and electronically marked so that, when cut, only the individual chips
24 that passed will be forwarded to the packaging facility. The packaging facility will bond and
25 package the silicon into a chip package, and again test the final packaged chip. The finished
26 chips are then typically sent to an OEM, where the chips are mounted on a printed circuit

27  board, which is part of a finished device product, and the finished device product is sent to

28  the distribution channel, and eventually a customer.

29  [0084] The above illustrative manufacturing process generally comprises multiple stages
30  that occur between design and integration of silicon chips into devices, namely fabrication,

31  testing, packaging and installation. It will be appreciated that all of these stages may
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18exi sting solution w thout the equi pnment 20a being aware. As shown in
Figure 9, the 19controller 16a would first need access to the executable
file (exe) 70 that is used by the 20equi pnent 20a to provide the existing
solution. The controller 1 6a would then pass the exe 2170 to the HSM I | a.
The HSM Il a woul d then sign the exe 70 and pass the signed exe 70 to 22 the
HSM 28a, and the HSM 28a may then store the signed exe 70 as a signed

obj ect; 7 %lteﬂnﬂti\%gp&@ﬁlafﬁ :Lcl?i:ﬁgle\’f“iﬁ‘?lﬂy Taﬁ?th@ﬂﬁér@ %gtdlsg %Q n{aﬁﬂ{ﬁﬁgetﬁaﬁgs GS Y4 Qlat ch of

keys, the server 18a w val i date 24the exe agal nst exe’s" sl gnature,
that i2s Sfyfray N mntieeof#Gies 8At eacheftheshstagesr there exBts ahasp@Bmay fofi ed t he exe

72, it ‘MJvlargﬁﬁﬁ&ioﬁ%‘?ggﬁgshbglga%g%ﬁo&ﬁr.Scranbl ed. 26[0076] For exanpl e,

equi pnent 20a requir to feed to scranbler 76 in device 27 22a
so that the key ABCis injected to product al pha. The HSM 28a determ nes

t hat prod0%5] 28 Refesring prys taaFigirg AR dhoroduser Bxdesigns imaslqﬁﬁ)dgﬂiymmgk K@i ABC. The
si gned ohj J - . - e 0 ABC.r.esulting in
sc?an%l egi Sﬁfe:%r %%ngu &l'lgnazre%gtre %ﬁﬁileggg%éilr?@%&%%gpg’ a?‘ﬁgh Tlégﬁ%wieo 2e"tlfu'i1 Sfrent  20a,
and t ke semantime s@Gitivpdi regatdeinf@@Atigothtiato betindujed i s deeign,_aamgc. The
equi n ' . CA (that it recejv was

s'? or gge b r@f%% lgggglro 5 rere{iggldll(ﬁl?zsa&cg?% S%ang/ én§§ Oag%l 'a{s-he ?fucf’rtlzvﬁoflﬁracgse?n

appr e8i attiuslexammle, theokmyre shio rady imantfaguZngsenivies thdtGarfomy spatisio stagesiin @ f or m

such @s i ks, th modified to.read for 3scrambling to then be
conver@t eﬁfé?%veﬁég B{Faétlufﬁ cg‘(:flite‘(%eng' Sﬁ%‘ﬁe io chod %%Wg&t%ﬁag?&%&B 4 is the
st anddr d stondrandacrusig dreeTozlivpitea ibitani Nthananeficstihfigageoloat i on where CAB
woul d not 5be accepted as the key. Therefore, the signed objects 72 will

ont gin ro i CCO date the existin ol ytion
iCrrpI grlrentqg% GEy g{glg porrcrlgﬁe? lgggfr}bgunegﬂ}%peasg% pié %‘ﬁfﬁ\fﬁ%ﬁ%‘nﬁgfﬁa&n#@sol ely for
i |l udér aﬂihvelagiuﬁ’(bhsseﬁéo ﬁiﬁ&?ﬁ%ﬂfgctmm;eogq),@?ie& ﬂ}ﬂ)ﬁn&ﬁthm[’llhgl Le;rgl :o(r:: glrjs
d j .| oaded,into the erver.|l.8a fo i fyi
Lo i ecrata b AR Pl A hRBRER seRGe a8fy Picadls Ao P For t ne
keys 1o lsemplelecths efultant pareallyefodisheé pdiu@ts deft tbﬂlerl»@ccﬁhﬂmwl@ﬁcthﬂnvis_tzlﬁ‘sé%’- The
i

syst 1 can thus provide an.increased.|l eve| of security ilst
agcoﬁngr:)déé ? A CUR l%%iaé‘%)cloﬂ p@ﬁ?ﬁ?gt}iﬁmaﬁ@i‘é‘i@ﬁ% Aelegingod thepalers.i Thigisng a
renptié syepessd &0 BidhGldge tp dbthe eBaraat Rihfst@e) Wiieh @mYRly shs a completely

17 functional, registered device 22 to a distribution entity 106.

18  [0087] In order to prevent an incomplete product or sub-components from being diverted
19 to agrey market 110 at one of the manufacturing entities 100-104, a “separation of duties” is
20  applied. The separation of duties is a division of manufacturing and data programming duties
21 of each manufacturing stage, such that all duties must be performed by the intended

22 contractor in the intended order, necessary to complete production of an un-crippled device.
23 Inthis example, a sensitive task such as the injection of cryptographic data is injected in

24 multiple stages, each of which is carried out by a distinct manufacturing entity, during a

25  distinct manufacturing stage. In order to separate the sensitive task(s), the producer 12

26  incorporates a registration module 92 into the design defined in the mask 90. The module 92
27 is used such that when the mask 90 is compiled to produce the device 22, a mathematical

28  transformation intercepts critical signals and data flows within the silicon chip, such as a boot
29  signal, and if the mathematical transformation cannot operate, the device 22 is crippled. The
30 mathematical transformation is preferably a cryptographic transformation that makes

31  extensive use of Exclusive-OR (XOR) operations, for performance reasons, however this is
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13t he producer 12 is able to nonitor the activities of the manufacturer 14,
and neter credit 14through the HSM 28. The producer 16 is thus able to
govern the injection of keying 15infornmation on the devices 22, in order to
ensure that the manufacturer 14 correctly reports 16the identities and the
nunber of units manufactured for the producer 12. This enables the
17producer 12 to have assurances that a manufacturer 14 is not creating and

di strijbutiond r@iBYmaf. kBhtack: tﬁ@frmt:mmaaﬂwzﬁisﬁm%n&m bﬁ&ﬁe 38is rébHQQ9IW t h
t he above procedures and system 10 in ace producer 12 can nonijtor
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14 e

manuf act urer Imt 0 one set systen1 0 is also
not t @ beth¢ reqhiresocrypsographicidasa bt laregumgﬂtepmmly o;belreéq: 16. The HSM 28 is nost
26preferably trusted hardware in order to protect key values and the

I nt egrq t yjog4s)t heperpiyl aPARLnd{3Ry o%’{ Y&E,Fléﬁ‘é’ld’%e‘k@ Hj&RbA %teﬁpm ai ned

in the dlstrlbutlon I mage 40 does’ not necessarily have'to be keying
i nf or rfat | dacribigdabavamn Bigwiss beé rambed@ﬂhwélmm meteaend sedjeif reparting of the

29confyg dg%&g&ladtig%{ émgél A cg%%hﬁh&lx feff. qg‘t'l'u% BB Werd 1951 F&Xie@&e ta is

typi cal S 'es 'to enforce granularity of device
act i vHt i mllusxqmtoomllbuﬁe amy alatket praducy dbeprodusgeli?emill bealle tpiétéat dak dcnvili gur es

10- 14 nd ri i aL er.

Lo ) Pod S SRRl AALSELLARLEU BRLEH: LRGSO e

devi cB nmelhwilhbd fmp'mw'gttqdrthm eBgnatifylpi walety! Oanpzrbmduccben afignybdr o€ gages amt  out

4t he ri t r i trac ener al ,

e 1 R SRIRS REa IO AGLAT 9 49 ST DA CRLLAOY o L o0

st agebt ftbe sysiehi bobut @bi qog other mgee Hodxeve:rcam;e ps«sfexﬁblh abchtrheuénathripg stdgact nmust
S0 order f r the 7pr oduct

to belt ol 1y R oo &lad RESRHE AR Al i earimidBafita by
si ngl B posudh te@tfng8f’[?ihb Iptodacerae uﬁthﬁ;lsﬁcgllaﬂo badidfafichdd et dadcdudihg tHe skdvd
manuf ﬁ:t usrtzllgtc]g It w1ﬁlago b]:e (e)qucr!acrllzgecf1 that t;\e module 92 may be used without relying on the

18  system 10 and may rely on each manufacturing stage to implement a portion of the keying

19 process. In any of these situations, by splitting responsibilities, no one entity has the

20 necessary information, on their own, to successfully supply grey markets with product or sub-

21 components.

22 [0089] The mask 90 is shown in greater detail in Figure 11. As discussed above, the

23 registration module 92 may be incorporated into any mask design, and the mask 90 is then
24  programmed to implement a set of instructions or lines of code etc., that will, in part, insert
25  the contents defined in module 92 within a path (preferably one that is critical to the device’s
26  operation) between one portion of the customer code 120 and another portion of the

27  customer’s code 122. Data that enters the module 92 along path 124 is applied to a

28  cryptographic transform 128 and is output to the portion 122 along path 126. The output

29  present at path 126 will preferably only be usable if the cryptographic transform 128 is

30 successfully applied to the data mput at path 124. The cryptographic transform 128

31  preferably works with a memory 130, processor 132 and cryptographic key 134 in order to

20



9contractors to operate in sequence inplies that two or nore subcontractors
must col | ude 10agai nst the producer 12, in order to supply a grey narket

wi th non-crippl ed sub-conponents 1lor devices. The end product, and it's
sub- conponents, should conplete all nmanufacturing 12stages to be fully
functional. In general, the risk of attack agai nst the producer 12 is
13drastically reduced when nultiple sub-contractors are required to collude

in order ﬁeefoﬁﬁ ﬁ%peramm@ﬁ@é&zﬂo@heo Predset | Dn@lndidatpRid kepier e several
stages typi cal ﬂ¥ occur, that are often 15divi ded anpbngst several third
2

par t y ZmarfQniagured: greferably wiinghe key mipciqu sy steras | Qpreseat & KaGh, mapfaruliBe r eat e the

desi gn lrstaged@ﬁanémbx? 196 allazylnuueésean%%@crmbgapm&&ryqa1rm&rr nb@ @S a "net
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t he misk inmastiopéimedn endyye thattthremperrd beiag adcRmulated it ineinoont 3P &b ednamsothe who
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faci I?ty f%ﬁ%&ﬁac |n6lEl %%f’ evmntPP“H%'ﬁm ac (age the silicon into a

chi p package, and again tesLAthe final packaged chyp. The finished 26chips
are tien 0989 callhgenpeattthe sensinveaiENg usaf by sotitie 92 b Spkst intogortvon teedh portica pri nt ed

dth
{1 oo SAgAIG WRLED 2 R for s et BRICLES o8 Bltples o5 4"
evenU@aIHymamgmsbdﬂépKHQBWODQﬁqEBEmabDwehnk%mgneaWBmeuaahaﬁgsmuhang process
|1 i | tipl 30t
generg Vm&ﬁﬁp{u@g ﬁ%)g%n%s.z?;llri)e l§e %%Q 453 be usela%o veﬁ%ate the cg%g? mgna?uergl Iggg,uﬁ esting,

|ntegrat|on Yi'at 68V I Ees”
pac kadgi ngoathelvilidated ldigibli s&gmatutapmddcles zbmemgmhm maﬁldzﬂe tidedin akdy defivdtieese st ages

IaIt rnatlv I ccC at a si %? |I|t qg g here. may al so be
nany Ifor & tE éﬁ"@&ﬂg'“§§WBPi ¢ ééﬁ %Poﬁﬂbh of these
st ages, tdﬁﬁﬁﬁe evxmﬁd Be BRIPRYAKey @liletdwan(gftecB@Mﬁé mh@télp@écbm 8 cryptedraptsd1r i nkage
to OCClur ‘key 131 are added to memory 130 at various manufacturing stages. When the final
18 manufacturing stage has been completed, the memory 130 contains enough data, so that the

19 key shadow technique can be used to re-compose the cryptographic key 131.

20 {0091} An example of the first manufacturing stage 100 is schematically shown in Figure
21 12, Asnoted above, the producer 12 preferably utilizes system 10 for distributing keying

22 data and for monitoring reports generated when keying occurs. Key injection into a silicon
23 chap typically occurs at wafer test, or during a post packaging test. In this example, stage 100
24 includes a server 18 and key agent 21 operating with testing equipment 20. The stage 100

25 also includes production equipment 139 to, e.g., produce a silicon wafer. The production

26 equipment 139 uses the mask 90 distributed over channel 80 to produce a partially

27  manufactured Device; 140. The subscript 1 in this example is used to represent the first

28  portion of sensitive data that is applied to the device 22, where, preferably, the first portion of
29  the sensitive data 1s injected using the key agent 21 of equipment 20. Preferably at this point,

30  the Device, 1s not yet fully operational, for the reason that the transform 128 does not have all
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4[ 0085] Referring now to Figure 10, the producer 12 designs a mask 90. The
mask 90 is 5used for producing a registered device 22, in this exanple, an
| C. The device 22 includes 6sone formof sensitive or inmmutable information
that is to be included in its design, and 7preferably cannot operate

Wi t hout such sensitive information. The producer 12 contracts, in 8this
exanple, two or nore third party manufacturing entities that perform

speci fic St?@lge%gssgxﬂ ix%%ﬁﬁatﬁﬂ?%@ér#ogﬂ%%&&&ﬁo‘ﬂf %Qbe?i@éﬁiigﬁe@gvailgﬁlgw e 10 shows a

first manutfacturing stage . econd manufacturing stage 102, up to
an ar bi r ahigminiéd ipdraseeadumannfpcwtingigage042. 11100861The producer 12
distributes the mask 90 over a product distribution channel 80. 12The nmask

90 is %ent[obs_sa]th%g&rasﬁpfmmz 28K chA9sh3 haden tmpi A gfiaftmwn&rb @k the

;
13manufacturing takes place, suchcas oroduction o Icon wafer. Once
the firdst igtladps tQAdisiinet Mowppiatgsiagene erdsi) taptep P, theairédpcérildi shed pr oduct
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ant oy 10g R BTou R 10 HR e bR L SR B EF o hRahafl sl

sub- corfponzntss discossedahovg with vefertera td Bigoreal , dregyodumaerki@tmal e atinglae of t he

manuf agf urin ntities 100-104, a ‘"separatign of. duties” is 20app|ied. The
separ at) ortoBfole b b Eruteitn BreEE AR Scltbi Ry hdafER0R b ng
dut i esi@1okoudddibiribae ihetitor abdigestedgerecsmds Frotnhab salvdrs d8it i es nust be
performed by the intended 22contractor in the intended order, necessary to

conpl et.e cti of c;@n, un- ar i ed device. 23ln this.e l.e, ,a
sensi tellt 1vep'tbg§sgﬂ su/g'lqm ssotahtggprnj %%e??%ﬁlc%?or@l?eg/%tr %S?‘éi‘g%‘} r(r:lo%é gﬁlrr{g) Il?snc}efalé?’ed in
24mul ti2pl edefihaiyeshe mak 900 Thavnagd D0 is theadisirdbdted wd thb irsa ndhsfadtmet 100eforif act ur i ng

entity,, duri a.2bdi stinct manufacturing stage..In . order.to s rate the
Sonst 110 e eyt eR o e BB EbE ol 3L 500! 3P L it SeRB o o o2
into the depi YR Hefdxamgdle] the five mamghct®Or will@odued dwafed Zréhting chipiSist such t hat
when t q%%f 90 i.s cong'léd,to ﬁfoduc§ t he device,%ég a nathenaticgl

28t r an’st or FPRIOFBA° 15 rrk %t uring walgrdpstIpgmardaciyrgr Wl henmroRiam Sppa Pt he
silicors chieping sniedtiaPiitcdmBa6ry 1280STHPbriioRBIthé fenbiflCe deA ReM¥BddCAktep 510,
transformati on canngt Oﬁ’;‘{ a%eb the device 22 is crippled. The .

30mat hEmat 378 41e seYeR 8 FomidRreigrbly censridp dhespdpeer %thbéﬁ%fsaﬁﬁb%m?%ﬁé%r mat i on
t hat nBEKeSoutlined above. Alternatively, stage 1 may not handle the injection of any sensitive data, and

19  this operation may then be solely executed during stage 2.

20  [0094] Once the first portion of the keying data is programmed to the chip or device, the
21  product contains only partial keying information, not sufficient to operate properly. Figure
22 13 isrepresented by Device;, wherein the subscript 1 represents the first portion as described
23  above. The partially produced, partially programmed Device, is then distributed to stage 2 at
24 step 514, for execution at step 516. The manufacturer 102, at step 518 will then inject a

25  second portion of key data. For example, at step 518, the second manufacturer 102 may

26  program additional keying information, or may derive cryptographic keying information

27  using partial key data stored mn memory 130 during step 510 and new key data from the

28  system 10 used at step 518. This derivation step could be based on a hash, or possibly a more
29  sophisticated key shadowing technique. Preferably, at step 520, the second manufacturer 102

30 reports back to the producer 12, indicating that the second key portion was successfully
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3lextensi ve use of Exclusive-OR (XOR) operations, for performance reasons,
however this is 1not a requirenent, In order for the nathemati cal
transformation to operate, it is registered 2through increnmental injections
or additions of critical data, such as portions of cryptographic 3keying
data, at each stage of the manufacturing process. In this way, if a wafer
produced at 4the first stage 100, is overproduced and supplied to grey

mar ket st agggdt 'hﬁe%‘}gclmcu 510, v&%@%@twcﬂog kYIS 1ﬁ%tiﬁ%ﬁatgﬁ@@§%ta]lég

crippled, typically because |t has not recerved al he require
cr ypt ogrlaphbegn M%ﬁsﬁlﬂmmﬁ@dt anfludan ggp this Ifpopsien (o Bptoaiterecqd9088] Pr ef er abl vy,
as shown by way of exanple in Figure 10, the key injection system 10

8descri bed pbeyje i Ondel tH@Je@&ld]po%dW tﬂ%&e&'ﬁﬁ? dath & iHicskd iHdRice BBLiR EHi@nd
solicit reportlng of th injection stages at each manufacturing step.
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to i nconplete reports, I'f neceéssary i nhi stri n of
further eryaeh@f l@aﬂata,l@melmaltd poseonglpmdeleiapoapnizh dihe Hlevieen then veltyuesgg st em 10

may be_useckigfin@lbh SHIREL @) 581 3688 &Jﬁg%@@g&%@&% fadlwGRAD OF any

stage at aI exanp e secon sta ut| system
10 but rfot wn&mothPSQ&age. However, since preferably each manufacturing
stage 15wi |l include sone form of testing procedure, it is beneficial to

I ncor porqt oyt e”}\}Qsé f‘lh&ra%&%i{‘f«" uP tlf“f%r e)ém% Eh%%&%fan&f%ct}:{brﬁw r%?e”a” 0

woul d at Ieast expect data durin e secon st age al so be

appr eci Ht edentfeitee theeeoftienpts gzdlﬁmyutberem seekepproduditat stey JZ6ndramgh b elteII&th;y;s1 tem

10 d [ ' t he
anad @y &&hb’utfb'ﬁ R JI@:?HE%%%EEQ gr‘bﬁ&? “%ng;y@g%q%?}tongw RN QEp

keyi ng 19process. I'n an trons
res po ns] i |1 330i gsce thfoDcm®1 enlyicbgtaingthe tfing p2@ion eﬁéls kasr gatd, ahdthomthe cansfam t hei r

own, UC&%S %{n(r%g bgﬁcﬁﬁpﬁoo&nrg s %Fe{fore Sag‘l%%tﬁ the tes Jlé(g:;pu (rjﬁ g%%t%:tc %ljag%npo nents.

2210089 he nas is's rea e ’&cussed
above, I4qe mfonegi & fgregtmapket sagh?, ehegamdmyalﬂxeymgldm powapredded)tnd toythaask
design hen 24 nt a set, qQf

i nst ruct n%mdLFCt S?Offé glﬁfé)/fm%l&}f P np q’@%‘%}’ I egfsﬁer Fe?lﬁerf%%ﬂpp E’gt He

cont ent B6 deWillnedppreciard tHaethd Zhodiile 192 s ;&eﬂaﬁbb 1(npreﬁ1‘eﬁﬂ’ea§hlcyi tigd @ntl-tiddpetinfe
critica+7to t he device's

means are consu?ered and implemented.
18 [0097] Referring now to Figure 14, a schematic example of a finished customer product
19 22a, incorporating a module 92a is shown, wherein module 92a is a logical manifestation of
20  the physical layout for module 92 shown in Figure 11. In Figure 14, like numerals may be
21  given the suffix “a” for clarity. The product 22a, using the implementation of module 92
22 (e.g. 92a) is able to apply the cryptographic transform 128a, being part of an enforcement
23 block 150, to the product’s critical data path between code 120a and 122a. The path is
24 decoded through the transform 128a so that the customer’s logic 122a can properly function.
25  Inthis example, a verification 132a, which is an implementation of processor 132, is
26  performed. The verification 132a uses a one-time programmable (OTP) memory 130a and an
27  identity portion 134a, which is an implementation of the key 134 of Figure 11. The key 134a
28  and memory 130a are injected with sensitive data using, e.g. the procedure outlined in Figure
29 13, It will be appreciated that the product 22a is only one implementation incorporating the
30 logic provided by module 92 (e.g. as module 92a), and that the example shown in Figure 14

31  1s for illustrative purposes only.
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260per ati on) between one portion of the custoner code 120 and anot her
portion of the 27custoner's code 122. Data that enters the nodule 92 al ong
path 124 is applied to a 28cryptographic transform 128 and is output to the
portion 122 along path 126. The output 29present at path 126 w ||
preferably only be usable if the cryptographic transform 128 is
30successfully applied to the data input at path 124. The cryptographic
transform 138093} pr efigfonbh ﬁﬁe‘ﬁ@&x}ésﬁaé’\béeﬁ d@scﬁﬁé@&% peigeQenCQE O&P[%ﬁ%;le {2 and
cryptographlc key 134 in order to Iperformits operation nennr 130,
processor 13?ﬂﬁﬁﬁﬁﬁﬁyﬁ¥@g$@Qﬁﬁﬁﬂweymﬁgmﬁwﬂ@ezpmn@ngumadskmﬂémghammy u3|ng
the key injection systens 10 present at each manufacturing 3stage. The
menory 130 al so includes anot her cryptographic key 131, which, in general,
4conpri ses keying material that is accunul ated at each stage, preferably

t hrough injection 5using a key injection system 10 as shown in Figure 10.
Preferably, the key 134 is used at 6injection tine to ensure that the

mat eri al being accumul ated in nmenory 130 to conpose the 7 key 131 is

aut hentic. The key 134 nmay be a public key, and may or may not be needed.
For 8exanple, the nodule 92 may work without the key 134, at the potential
ri sk of sone classes 9of attack that nay or may not be relevant to the
particul ar producer 12. 10100901l n general, the sensitive data used by
nmodul e 92 is split into portions, each portion 1llbeing added to key 131 at
each stage of the manufacturing process. For exanple, one 12techni que woul d
be to inject digital signatures with nessage recovery at each stage in the
13manuf acturing process. The key 134 nay be used to validate the digital
signature, in doing 14so; the validated digital signature produces a
message that could be used in a key derivation 15schene, with existing data
in menory 130, to derive a cryptographic key 131. Another 16 exanple, would
be to enploy a key shadow ng techni que, where pieces of the cryptographic
17 key 131 are added to nenory 130 at various nmanufacturing stages. Wen
the final 18 manufacturing stage has been conpl eted, the nenory 130
contai ns enough data, so that the 19 key shadow techni que can be used to
re-conpose the cryptographic key 131. 20100911An exanple of the first

manuf acturing stage TOO is schematically shown in Figure

.26 -



2112. As noted above, the producer 12 preferably utilizes system 10 for
distributing keying 22data and for nonitoring reports generated when keying
occurs Key injection into a silicon 23chip typically occurs at wafer test,
or during a post packaging test. In this exanple, stage 100 24includes a
server 18 and key agent 21 operating with testing equi pnent 20. The stage
100 25&Vh=bisioiimeddés production equi pnent 139 to, e.g., produce a silicon
waf er. The production 26equi prrent 139 uses the mask 90 distributed over
channel 80 to produce a partially 27manufactured Devicei 140. The subscri pt
1in this eRangthed fes digtuiting ane prosdening ingrstion efstensiym datadio geviseh said ve

dat a tﬁ?eﬁhddsc ’slnﬁd to the device 22, where, preferably, the first portion
of 29t he senS| data is injected using the key agent 21 of equi pnment 20.
Preferably atramgmg; apoinito)ler3®t be cpwmtumablyscwctpéte fouh |seresheieing togaled f or
the re e S e

i nf orma &e tF &Iefréﬁ gtra,%alg%{/&r 5’8n1‘|§§ re@ot% q%%raehﬁlﬁggﬁiyl %ontnhgtﬁblgsl‘gl ablrge?to be
2di str retapbesjbIEOfdr hiesetio® miandrmamfsam utiatalglntpt g tgyicesy 189 2aFitigliere beBg
provid &£

i el ugoy el RRELRE SN BndihPARR, SaIRAGRE gt sRueRRat d Boligs
pr oduc eaid 1&:r5iiee edata rteseatld]@qulmnmt edfid groatyeler comaprisings at $REUrRY lepfor
portio be 6injected, in this exanple, N-2. At
step SBgﬁ&hﬁgeg&@tgﬂ %‘1% gértlg €rably establishes a key 7injection system 10
that |inks ealdrcamtmlie‘ra(singrsa@ seturgemodulé ta etyptagianhiaale perestragic senpitives  and

826. f
2o nonetoSa PRIy EP @it B RLFAERy bRieidifta bonkiBebh RGHHREIng Salfly uoe
exanpl eenditive datathussid sekPeriowoabld sdidsterie ta @(traﬁbmld sensitive dade tieleirdntg

records fro b el r%v&iﬁ‘ng %dc’lrggpgb t?ﬁ WQver liRGicRy \l%db'lcﬁreté'gber of

|ncorporate a regis t1on~no s desi gn, defin In the
mask 96enshive dats knmnars thbbaredp@tmttd@bb@dret tequhstlngl mete afagaid sensitiver dal@o f or

R e A e A A e e e i s

pr oduceaid saaélmre,daiaeactwdeg tekaidsquipatent,5conform t o t he mask 90 During wafer

t he

test, the man al
nto menor y S196or S Fesdirie RETeRoR AR o PR RANARIC D
510, |nsert|on of an amount of said sensitive data into respective devices by sald equipment upon

said equipment obtaining said amount of sensitive data from said server upon request, said
log report having been generated from at least one log record obtained by said server from
said equipment; and

said controller enabling said log report to be compared to a record generated by said
controller indicative of distribution of said sensitive data to said server to monitor said

insertion of said sensitive data.

2. The method according to claim 1, further comprising receiving a request from said
server for additional sensitive data, and providing said additional sensitive data and a new

credit value to said server.

3. The method according to claim 1, wherein said log report further comprises a log
record indicative of the distribution of said amount of sensitive data by said server to said

equipment.

4. The method according to claim 1 wherein said secure module encrypts a header
included in said data transmission to protect a key, said key enabling said server to decrypt

said transmission and extract said sensitive data therefrom.

27



17and the sever 18 would preferably report to the producer at step 512

usi ng the nechani sns 18outlined above. Alternatively, stage | may not

handl e the injection of any sensitive data, and 19this operation may then
be sol ely executed during stage 2. 20[ 009410nce the first portion of the
keying data is progranmed to the chip or device, the 2lproduct contains
only partial keying information, not sufficient to operate properly. Figure
2213 g reprRgeRl db)é,c%?éﬁhgefo’ cHRT 81 Ruriae édhb&%mgp‘iniﬁatihgpéeél%OiFs%nFnBe
first portion as described 23above. The partially produced, partially

pr ogr aRfAs@dmevexesutedsprididn sgndingi snift sensittyesdalgdo sajt seruah SgidsRVisonng
execut ng&eeﬁre%e‘ﬁ% %E@-toﬂi”t%li?@%ﬁﬁ%@?:vw ghd 4814 se@lre HiRMRIe>18 Wi I then inject a
25seco portion of key data. For exanple, at step 518, the second

manuf acturer 102 may 26program additional keying information, or may derive
crypt ogr aphi i | i L&W o PArdd i i nory
130 durgi ng g@%gﬁ%ﬂfgaé"'ﬁg&g@ e(jc/'é‘ggt?a frolrsnﬁ)i h%ng@ggﬁ%%aﬁgiiﬂﬁlgﬁoghg%w.
Thi s delralit ofmererep coul d be based on a hash, or possibly a nore

29sophi sti cated key shadowi ng techni que. Preferably, at step 520, the
second manufacturer 102 30reports back to the producer 12, indicating that
t he sedond Hbg mehed eecaigisg s ctads St furthgr campijsinet sadd cameoligy sRneitg @ £Pedtay now

POSSeShelridiAd BRI idicdiiigahiBabiBdl: difcrbay valaga has 2been successful |y

i nserte and can use this Infor ion to nobnitor Its records. 31009510Once
the second portion of the keying data is inserted, the device 22, in this

dexanpke, i : A : t ed
and padkaged T QB g e o LB b e B T e
subscr spiven 2 &gt Semimplanention |l editingsieta pseriep saltian, saithexigtingasdutipsr t i on
1 and Ror.Li : Dawv ; I i i ! annel
at "ot e YNg saloCi sald BHER s DoTGRY L eFBickBed 14l Sle dolie o5

8pr oduseidaenst ép sBPa said 10MBE1g¥e ] wiify baid siangdedpiach andgnedify1said sengitgre
exanpl t i ; : ; I thereof, attenpts to
distrigaaéng?%ybﬁgfggﬁgﬁﬁggEé@ﬁgﬂpg?g%kg%gP£F%?§J§ﬁﬁ§k alternate

11di stribution channel at step 528, a crippled product would be provided to

the custonegydhsbaddrdfl 16 bARE 11Herd Lafdatd HaMs RBbAIRNdE% ilfatly
portion of the key data, and thus the transform
of types of sensitive data, said method further comprising said secure module sending

certain ones of said types according to permissions established by said controller.

10. The method according to claim 9 wherein said log report includes an indication of
which one of said types has been provided by said secure module to said equipment.

11. The method according to claim 1 further comprising said controller sending a
configuration message to said server for use in modifying settings in a secure module at said

server.

12. The method according to claim 1, wherein said log report is received by said

controller in response to a poll initiated by one of said server and said controller.

13. The method according to claim 1, wherein said log report is received by said
controller for obtaining additional sensitive data, wherein a further data transmission is sent
to said server if comparison of said log report to said record generated by said controller
indicative of distribution of said sensitive data to said server is favourable, and additional

sensitive data is required; and wherein said controller sends to said server an instruction to
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13128 cannot performits operation. Therefore, although the testing,
packagi ng etc. may be l4perfornmed at grey market stage 2, the additional
keying data is not provided, and thus the 15product 530 is fully
manuf act ured, but not conpletely registered, rendering it crippled. It
16wi || be appreciated that the nodule 92 is preferably inplenented such
that aifhibitt gantb@rr iextjactien nefa paid asensitiye sdate e AW PreyicsRernsgission if said
1810094 JRediRbR i8R0t 1AW tsbid i gure 14, a schematic exanple of a finished

cust omer product 19 22a, incorporating a nodule 92a is shown, wherein
nmodul e 92a is a |logical manifestation of 20 the physical |ayout for nodule
92 shoyw inTfké Mr?odlakcouloﬁThhde:ﬂo%iﬁ Mher'eid@aidﬂyéi%it@lﬁ%a&myorhﬁis%},w ety

suffix "a" for clarity. product 22a, using npl enent ati on of nodul e

t he i

92 22(keyg, soPayatpdramsimessian WpWApdthauBRfhbFREPKIXE EHARIEDON SEEBESCUEI ng
part of.alieq8tR41IE TER S eRRP PG Bne ToPn{oFl;-eofpsfaQﬂH%%'a% ifdi¢dted BY ird@tictiopat h

bet ween code 120a and 122a. The path is 24decoded through the transform
128a sbrovidad byseidgstrelfRs@rgoli.ogi ¢ 122a can properly function. 25In this
exanple, a verification 132a, which is an inplenentati on of processor 132,
is 26 perforned. The verification 132a uses a one-tinme programabl e (OTP)
menor y 19:30aThametodzrcaing toylais it wierais said sREVEHMedulgang Péﬁ'ﬂrﬁ“&f‘ﬁ'%n of
the keys %@gﬁl {8 erfabRUE£d %eéfergﬁquﬁﬁdhah%@e%é@{sfem_yy wh3fan RBRaihbrReted Wwith

sensitiv ata using, e.g. procedure outlined i'n Fi 9&” e 2913. It wll
be appsaidkeysaretdeatyPtaddopyssdricaid eauipBepiiiRPN eI UeR) Made iy SeicheAuiPment.
i ncorporating the 30logic provided by nodule 92 (e.g. as nodul e 92a), and

that the exanple shown in Figure 14 31lis for illustrative purposes only.
11009814 t hdbgmetirs agsoiding sclaigeh Wiesin spdPEegiienMpdsle cap@istHsERPeirn

iy TR TRy o6 B0 95 by ket s

those s _ is clained is: :
di st ri berverandssdid eantioller i ng i nsertion of sensitive data into devices, said
met hod conpri si ng: arranging a controller to be comuni cably

connectable to a server being |ocated renote therefrom said server
confi glifed Tbe eetoeshaosnrdiadity dadnnbovihgseia ineering) FRifeIPNSKILR Sates PYUTRIISES
insertj

Configd%%ﬁﬁggﬁx§EM§hE%ﬁ@mG@Eﬁc&p o said devices, said controller being

Istributing said sensitive data to said server to enable
said server to provide said sensitive data to said equi pnent, said

controhger %ﬂmétﬁ&ggf%r@@g Y5 %I;{F@?H' ndroh RSy BhiaSsersiitd Qaf-ABdhErises

operations; _ trol usi ng sald secure nodule to
crypt ogeyaphsaidldeyices: ot ect said sensitive data; said controller sending a
cryptographically protected data transm ssion conprising said sensitive

data to said server to enable said server to extract said sensitive data
t her ef 1®m A system for distributing and monitoring insertion of sensitive data into devices, said

system comprising:

a controller device communicably connectable to a server being located remote
therefrom, said server configured to be communicably connectable to equipment responsible
for inserting said sensitive data into said devices, said controller device being configured for
distributing said sensitive data to said server to enable said server to provide said sensitive
data to said equipment, said controller device comprising a secure module for performing
cryptographic operations;

said controller device being configured for:

using said secure module to cryptographically protect said sensitive data;

sending a cryptographically protected data transmission comprising said sensitive
data to said server to enable said server to extract said sensitive data therefrom;

providing a credit value to said server indicative of a number of sensitive data

insertions that are permitted before requesting more of said sensitive data from said
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said controller providing a credit value to said server indicative of a
nunber of sensitive data insertions that are permtted before requesting
nore of said sensitive data fromsaid controller to enable said server to
update said credit value according to anounts of said sensitive data

provi ded to said equi pnent; said controller receiving a | og report
f r om sapriradler gevice tagrpbiengpid sporet tpepdaie sPNEredt Yae paeasding g?. agfouts nount

of sai gaiﬁ%@@éifi\}ev@atégiﬁFcﬁlidgattQséi@%ﬁ%@me\’lﬁ devi ces by said equi pnent upon said

equi pment obtal ni ng sal d anount sensitive data from sai d server upon
request, salereiviy 7 BgdpRorhEUM Rgidassrer gwitklogirerpr PIARIRG [aths tNSEHION BENr ecor d
obt ai nggh oyt g'f"s%ios%éﬁﬁﬁvef rd‘éfab%?tb dreRPeLtNEBMvicedNBy said equitihdht GRS Shijer
enabling sald log report to be conpared to a record generated by said

cont r opfldpmeRdeBaningesaist agountr of renpitiye datadeany saidrienar poadearash seid W9ser ver
1O Mokt r?af%g tir]e%ﬁ‘agrehér%rfbooﬁrorﬁ%'t oSO lbb YEcH@bBtained by iRl S&&atbrRsgar di ng
to claim1, further "conprising receiving a request fromsaid server for
addi t i eadpmseihendi ve data and providing said additional sensitive data and
a new credi bniahy&aid |atdbort 8b RS dNe JTRIRA gar&ared B shi &nftbfierl,

wher ei n .sai_gn%{%wﬁgp%rot%afeﬁft her__cg%rgra?rges- a |l og rgcord indicative of the

di stri ndicative of distabuticanisaid ssnsiive dptei to saigateavasyio sxINdoeRY settion £ isaid

equi pneMsitivedatal N€ Met hod according to claim 1 wherein said secure nodul e
encrypts a heao?e'r included in said data transm ssion to protect a key, said
key enabling said server to decrypt said transn ssion and extract said
sensithye d%ésgé%%eafcgamn'g tBCRFRYY! FhEXRAELELROIN ddvRe SERFHBIcSRbGred
sensitive data to sald server, said provisioning procedure being used to

i ni ti afdrzeceiving aseaquest Herd ssid @es/@blfnreadﬁhtmabsensailvema,r@mdw@wvagmmsalﬂng to
claim : LSl ' [ t I$sipn to a plurality of

ser ver%‘(.j((ﬁﬁ)éﬁyI %‘ﬁﬁesr&gr{g'?ﬁg%é@g%gr %ﬁ%ﬁt\%ldg{tg?%ml urther conprising said
controller sending a credit instruction to said server indicating an update
for sahbd crefi u 0 - My téhort! BHARLcdHidas a |

conpri g?’ng Zgl?éyéétghwt ?%ﬁofﬁ?g g‘gﬁ'ﬁﬁggt g’hggﬁﬁgger%eréboan oﬁjére_%trhlé osr 2 0_9

i npl emeavorchindimativeesi thei digfribldtion ofrasid amenntsef| senBive datgi ly 8aif servey ta spidt i on
nodi fy'bgr% r%?htd data; said object having been signed to be provided to a
secure BUFE for said server to store said si gned object, verify said

si gned object, and nodify said sensitive data according to said existing
sol uti if [ ' ' [ hd bRdsai SEhded 04 #bRget O
claim Q’mheﬁglélr?ggt%!nggﬁg{ﬁ% ?%%Isaklﬁs@?‘gh&%ﬁcfﬂ%ggcgggpur a%]‘i tf/@g% types rof
sensi t ingluddatmsaid alath tnartsimiesidruiot pretect a kpy i ssiichkeysenapling said Semsd o deduptdi ng
certaip.; SAai RCndiks 1SSl ons established by said
contro ?'g?‘%ﬁsﬁ%?'r%?ﬁgd%{?ﬁ%&aaccgrgfg?%agttgén%‘rﬁg?ﬁi 9 wherein said | og report
includes an indication which one of said types has been provided by said
secur e, godulg, & stéﬁ'a@c@‘amgqgﬁ%}i 191 dher Iﬁ%aﬁﬁ%&ﬁr@#l@t"&é@fe@!i@%r@h@r &;rﬁ‘igmea .
further conprising saird controller’ sending a configuration nessagé to said
ser ver fdranitiatig a pravisihining prpcseure iexgsutee paos teceanglingosald eepgitiveadata desaidr

12. Th £ di. i reei:nesald. d: LS4 'LEGVed by
sai d Pl T BRARIGEhelR! Bhidy JRDETHS; RiiBRlybadbehEp Uy 4ig SBER 2
said comdulel [ er. 13. The nethod according to claim11, wherein said | og
report is received by said controller for obtaining additional sensitive
data, wherein a further data transmssion is sent to said server if

conpar R4on dhe systemlasgondagdo clairo 19awbencncsnidicerdroder-dayiteliy fusthieticardiguiedl | er

i ndi cat| LSty ' | [t data to said server is
favour?idnr;ég?&)'é gélgé%ll%)t:"%ﬂﬁgﬂssgénn%ﬁ ﬂegaﬂ{(}zi({ftgb%@rsf equi red; and wherein said
controller sends to said server an instruction to inhibit further
extraction .d s AR fr - ' Y ' ai d
conpar ?é'on iﬂge %gﬁftg?qf\?:gﬁﬂp L Itg_c%?r[ﬁ_g ' Wﬁgeﬁer%%%é&ggggfﬁ%%q%gurgggggrhfign%%er ein
sai d sémsending adatdit icstryotions tssaid pérverahditgtingfarkeposte foapaid deadit viatugnsmi ssi on
including a quantity of said keys encrypted by said secure nodule to enabl e
said server to decrypt one or nore of said keys as indicated by

i nst ru@6i onFhesystemedchyingad dlaiorOr whéren sgiat cantioller deyjceTh &irtiet badigarscior di ng
to cl aj 4 . rei. i r . i | - S to
enabl o' oBRR S0 o8P an SR eEl T e AP Suhf ugheBliph tolo 8D 7
ones obxistinglsiets enodifyieg syigtdada;f svid wbEcbiiadag teensignrdrico heppnvided éo@est
made by said equipnent. 16. The nethod according to claim1l wherein said
secure nodul e contains a symretric ke300 for comruni cating over forward and
backward conmmuni cati on channel s between said server and said controller.

17. The met hod according to claim1, wherein inserting said sensitive data
conprises injecting information into said devices. 18. The nethod



sending a cryptographically protected data transm ssion conprising said
sensitive data to said server to enable said server to extract said
sensitive data therefrom providing a credit value to said server

i ndi cative of a nunber of sensitive data insertions that are permtted
before requesting nore of said sensitive data fromsaid controller device
t o enapraure magiuisefor sric servgidiat stoenpaid Bigngdt ohjegtureriy ealddsignea sbigfp@Afls of
sai d Sﬁ#&aff)t L& sOdiReRIRY Aot ﬁé)tosﬂldje)ﬁﬁh'fg@mﬁ%n if said SIQnerdedb‘f‘éc‘t’is%nﬁedi 0og
report Fom sai d server, sald og report "pertaining to the insertion of an
amount of said sensitive data into respective devices by said equi pnent
upon Sé’r d eqpl E{}ﬁ&% aﬁbéralna'taglaﬁﬁ'1@ m&nfsafafda‘fﬁnéhémngﬁoﬁ#rcmdteé grau&«antgi
server upon reques said’log report having been generate fromat |east
one | ogf twa@ea@tlm drta, enyi mﬁr@n%wtrﬁﬂ%rﬁeﬂ@w Bgheefigured fry sending

enabl i NiEu 8idnt RsBhfisteaby sARNHAbRY shitesal d
contro ea'r?ﬁllbndg @%ta["e‘zﬂésta Brol?r?%@ ti or? oP Sg.l d sens?tsl ve data tsg sai d server
to monitor said insertion of said sensitive data. 20. The system according
to clapgm 19Th¥"@8§t§r‘nn?c%3h% fanaé.m hﬁ'wng?ém G 'I§g rw&mﬁaue@@fahgm.@éi.owf
receiving a request ron1 server for ad |t|ona sensitive data, and
provi divhigh oae ¢f aaldtynes hap bgemumqwd@d byl seid seqdreaMadule & wald eawiamgat- t o sai d
server. 21. The system according to claim 19, wherein said | og report
further conprises a log record indicative of the distribution of said
anount 29f s&hesysters agaerdingyto skird 19eyhessin saidsagntioltss diepise it furtherconfigigredy st em
accor df 3ehding Lo r#&atme&sg 23b daRiaer ol IR KRB R g8ngeEcirgc! uded
in sal ata ransni ssion to rotect a key, said key enabling said server

t o decmppuleshisaidtseasesni ssi on and extract said sensitive data therefrom

23. The system according to claim219, wherein said controller device is
further configured for initiating a provisioningafrocedure executed prior
to sendd.ng $he dystensiaceardindapaciain Qi avheegiv eajd tenertoii siceivPAdPYpFaiEedur e
bei ng ' - It daiB@eef aR@EMl Rontrdldy. The

syst emgéﬁf:é)cl)lép érfg}!et"a%%p%ﬁ?né%'9%1"%@@5{63%%”36"(:0%% r OW e? devi anlrs frurt her
configured for sending said data transmssion to a plurality of servers.

25. Thg,sys I 1 [ SRR [OdcBivedY) §&idi S
furt herg conﬁl gure E%&H %’F&gdﬁgltﬁ aglmcﬁgdlv%mﬁﬁt%bogﬁggﬁ to ssal 3 %/gr\el’de@)

i ndi caténicpllenfon pbitairind eddltmausensdnretdat@w@rem 2efurtiTeredaly masmigeleBriuPey t o
clal M LPsa¥ehel f o b;sianggw ggdd%? LR Lo reé&ragcens@fé By'ssH doRrofendi ng
to sai d server, nting an exi ata I nsertion

sol ut i owicatied df dbetrrkrutmgOfsealdtaeoaltlvmdaﬁayﬁowl%éewed@t @Vowam 6§ edditinadli ng
been Sg%ﬁﬂeto%téjﬁ r@{qﬁ’}’éod%gd We?elﬁg&uré%n{mﬁ&” %n&@ﬁ; ?a?d ger%@F ¥r‘?'fnsir90t?&n°tf)e sai d
si gned 0Dbj ect ghed obj ect, I said sensitive data
accor dlnihgpltt turtbar dBXEa(FtE)m ofy Saldl snnsawel dats afi'Qi’n siﬁfg’n@tﬁvtﬂéljsetf@nﬁn@isﬁl@i iiff said. 27,
The sy aim 19 wherein said data transm ssion includes a
pIural?é ﬁng&ﬂgvﬁggﬁéltlve data, and wherein said controller device is
further conflgured for sending certain ones of said types accordlng to
per m sgions i E
Bocor difig t SEParpn AN 15 e 1§}rishih SEiUEALER dajZ combhFessy BhpaRy o
whi ch beys, shidsdatd transesssimasinblidingpa @Maracm;m d&wa@hkw%ewv@ewuwd tSGClﬂf&l d
equi prgRty tg%Hag_@%ai%ys%kfém@&?cq)(ﬂ'oﬂg FrPno?éﬂHHu%?e rifiBatS @b irfsROEidNs! er
devi ce' 18 fu configured con uration nessage to said
ser ver pfoyided$y siail cmdbliqnapgom;et tings in a secure nodul e at said server.

30. The system according to claim 19, wherein said |og report is received
by said controller device in response to a poll initiated by one of said
server 3and Fhe dystemtacobriding.to cBim ﬂwmasglietsem secuter pdige eocryptaisaidi@iantier ei n
said | repart | A d onal
sensi tgeée”a% @aé,na\ﬁﬁ éaﬁese ?urt d?\ﬁ&gallg ner)(t)?%gésr?g ?’g@és@h{&tdgﬁ%s&g?éé (ger ver
i f corrpaudlkssmamefdecwptbd fogusaalp)psald equlamedt upEecs ogestenactedey $ajd satipment.
controller indicative of distribution of said sensitive data to said server
is favourable, and additional sensitive data is required; and wherein said
controBler Fbhadgstem sabdirgeiowataimat® wingreinusstid secure modkiebdontaing a Rgnmetric

compar KbRorertied faTa, 1 erdd bARVER B RARol LA ERRe) ol T

sai d seavet arvksalditentmilepri ses a plurallty of keys, said data transm ssion
including a quantity of said keys encrypted by said secure nodule to enable
said server to decrypt one or nore of3kaid keys as indicated by
instructions provided by said controller apriori. 33. The system accordi ng
to claim32 wherein said secure nodul e encrypts said quantity of keys to
enabl e said server to individually re encrypt each key; wherein certain



35. The system according to claim 19, wherein inserting said sensitive data comprises
injecting information into said devices.

36. The system according to claim 19, inserting said sensitive data comprises keying
said devices.
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