
SPECIFICATION  GROUP SIGNATURE SYSTEM, MEMBER STATUS JUDGING DEVICE, GROUP
SIGNATURE METHOD AND MEMBER STATUS JUDGING  PROGRAM  TECHNICAL FIELD [00011
The present invention relates to a group signature system, a  member status
judging device, a group signature method, and a member  status judging
program capable of confirming member validity. In  particular, the present
invention relates to a group signature system, a  member status judging
device, a group signature method, and a member  status judging program that
inquire a member status and judge whether  a user having generated the
group signature data is a valid member or  an invalid member when group
signature data is verified. RELATED ART  [00021 Non-patent article 1 and
Non-patent article 2 describe a group  signature system which is a
signature system and in which a user in a  group can generate a signature
(group signature data), which indicates  that the user belongs to the
group, while anonymity is preserved. Also,  the group signature system
includes, if necessary, a function to identify  an actual signer by use of
anonymous group signature data. [0003) As shown in non-patent document 1
and non-patent document 2,  the group signature system generally includes
public information  opening means to store and to open various public
information, member  registration means to register a user to a group,
group signature 2  generating or creating means to generate group signature
data, group  signature verification means to verify integrity of the group
signature  data, and signer tracing means to identify an actual signer
using the  



group signature data. [00041 In the group signature systems described in
non-patent document  1 and non-patent document 2, a terminal (group
signature generating  means) of a user, a group member, attaches signature
data to the  message at transmission of a message or the like. In this
case, the  generating means does not generate signature data indicating
that the  message has been generated by a particular user, but generates
group  signature data indicating that the message has been generated by one
of  the members of the group. Also, an authentication terminal (group
signature authentication means) having received the message  authenticates
the message according to the group signature data  attached thereto. In
this case, the group signature authentication  means does not authenticate
that the message has been generated by a  particular user, but
authenticates that the message has been generated  by one of the members of
the group. [00051 In the group signature system, it is desired to prevent a
user  having withdrawn from the group from generating the signature even
after the withdrawal by use of information acquired before the  withdrawal.
However, when the group signature data generated in the  group signature
system is used, information regarding the user having  generated the group
signature data cannot be known by use of the group  signature data.
Therefore, in the group signature system, it is not  possible to employ a
member revocation method using a Certificate  Revocation List (CRL), which
is adopted in the digital signature system.  In this situation, in the
group signature system, to prevent the user 3  having withdrawn from the
system from generating the signature, it is  considered to use, as the
group signature data, data certifying that a  value representing the signer
is contained in the member list. 



[00061 For example, non-patent article 3 describes a member revocation
method of a group signature system. In the member revocation method
described in non-patent article 3, group signature generating means
outputs, for a member list including values corresponding valid members,
data as group signature data certifying that a value representing the
signer is contained in the member list. References  Non-patent article 1:
J. Camenisch and M. Stadler, Efficient Group  Signature Schemes for Large
Groups, "In Advances in Cryptology - CRYPTO '97", LNCS 1294, p. 410-424,
Springer-Verlag, 1997.  Non-patent article 2: G. Ateniese, J. Camenisch, M.
Joye and G. Tsudik,  A Practical and Provable Secure Coalition-Resistant
Group Signature  Scheme, "In Advances in Cryptology - CRYPTO 2000", LNCS
1880,  p.255-270, Springer-Verlag, 2000. Non-patent article 3: J. Camenisch
and A. Lysyanskaya, Dynamic  Accumulators and Application to Efficient
Revocation of Anonymous  Credentials, "In Advances in Cryptology - CRYPTO
2002", LNCS 2442,  p.61-76, Springer-Verlag, 2002. DISCLOSURE OF THE
INVENTION PROBLEMS TO BE SOLVED BY THE INVENTION  [00071 In the
conventional group signature systems described in  non-patent articles 1
and 2, each time a member withdraws from the  group, it is required to
update all parameters including a public key and 4  a private key.
Furthermore, in the conventional group signature system  described in
non-patent article 3, each member of the group is required  to update a
private key each time a member of the group withdraws  therefrom and a
group member qualification is revoked. For example,  each member of the
group must rewrite a private key stored in an  



Integrated Circuit (IC) card or the like every time someone's membership
is revoked or becomes invalid. Therefore, in the conventional group
signature systems, the processing for member revocation is burdensome.
[00081 Also, in the conventional group signature system described in
non-patent article 3, data indicating that the user is a member of the
group can be generated by use of a member list when the user generates  the
group signature data. However, in the system described in  non-patent
article 3, it is not possible to confirm validity of the group  member at
the time of verification of the signature, but only at the time  of
generation of the signature. Therefore, it is likely to accept a  message
generated by a user whose membership was valid when he/she  signed the
message but whose membership has been revoked before the  verification of
the signature. [00091 It is therefore an objective of the present invention
to provide a  group signature system, a member status judging device, a
group  signature method, and a member status judging program capable of
efficiently executing processing for member revocation. In addition,
another objective of the present invention is to provide a group signature
system, a member status judging device, a group signature method, and  a
member status judging program capable of confirming validity of a  group
member at the time of verifying group signature data. MEANS FOR SOLVING THE
PROBLEMS 5  [0010] The group signature system in accordance with the
present  invention is a group signature system for creating signature data
for a  message and for authenticating whether the signature data has been
created by a device of one of members of a group, comprising a member
status judging apparatus (implemented by, for example, a member status  



response unit 4) for judging, in response to a request, a member status
indicating whether a user of the device having created the signature data
is qualified as a valid member of the group at a present point of time.
[0011] Moreover, the group signature system may comprise a group
management unit for managing the group by executing member  registration
processing to register a new member to the group and  member revocation
processing to revoke qualification as a member of the  group member, a
signature unit for creating, for the message, group  signature data, the
group signature data as signature data indicating  that the message has
been created by a device of either one of the  members of the group, and an
authentication unit (implemented, for  example, by a verification unit 3)
for receiving the message and the  group signature data from the signature
unit and for authenticating the  group signature data thus received. [0012]
Furthermore, the authentication unit may transmit, if the  authentication
unit determines that the group signature data has been  created by a
signature unit of either one of the members of the group, a  judge request
of a member status to a member status judge unit and the  member status
judge unit judges, at reception of the judge request of a  member status
from the authentication unit, a member status of the user  of the signature
unit having created the group signature data and  transmits a judge result
of the member status to the authentication unit. 6  [00131 Additionally,
the group management unit may issue, to the  signature unit of the user who
becomes a new member of the group, a  member registration certificate
indicating that the user is a member of  the group, stores, as member
information, the member registration  certificate and ID information
corresponding to the signature unit, and  



transmits, to the member status judge unit, ID information of a  signature
unit of an invalid member as a user whose qualification as a  member of the
group has been revoked; the signature unit creates, at  subscription of a
user to the group, a group signature key as a encryption  key to create
group signature data, and creates group signature data  according to a
message, a random number, the member registration  certificate issued from
the group management unit, and the group  signature key; the authentication
unit receives the message and the  group signature data from the signature
unit and transmits the message  and the group signature data to the member
status judge unit to thereby  inquire, of the member status judge unit,
whether the user of the  signature unit having created the group signature
data has been  qualified as a valid member of the group at a present point
of time, and  the member status judge unit stores a list of ID information
corresponding to the signature unit of the invalid member as a member
revocation list which is a list of invalid members, receives the message
and the group signature data from the authentication unit, authenticates
the group signature data, identifies, by use of opening information as  an
encryption key to open the group signature data, the ID information  of the
signature unit having created the group signature data, judges,  according
to the member revocation list and the ID information thus  identified, the
member status of the user of the signature unit having  created the group
signature data, and transmits the judge result of the  member status to the
authentication unit. 7  [0014] In addition, the group management unit may
transmit the  member registration certificate corresponding to the
signature unit of  the invalid member to the member status judge unit; and
the member  status judge unit stores a list of member registration
certificates  corresponding to the signature units of the invalid members
as a member  



revocation list, receives the message and the group signature data from
the authentication unit; authenticates the group signature data, creates
signer identifying information as information capable of identifying  which
one of the users possesses the signature unit having created the  group
signature data, judges, according to the member revocation list  and the
signer identifying information thus created, the member status  of the user
of the signature unit having created the group signature data,  and
transmits the judge result of the member status to the  authentication
unit. In such configuration, the group management unit  does not transmit
the ID information of the signature unit of the invalid  member to the
member status judge unit. Therefore, even if the  message and the group
signature data are received, the member status  judge unit cannot identify
the ID information of the signature unit  having created the group
signature data. Therefore, the ID information  of each signature unit may
be kept secret from the member status judge  unit. [0015] Moreover, the
signature unit may create group signature data by  use of a hash value of
the message; and the authentication unit conducts  authentication of the
group signature data using the hash value of the  message, and transmits,
if the authentication unit determines that the  group signature data has
been created by a device of one of the members  of the group, the hash
value of the message and the group signature data  to the member status
judge unit. In such configuration, the data to be 8  sent to the member
status judge unit can be replaced by the hash value  of the message, not
the message itself. Therefore, the authentication  unit can keep the
message secret from the member status judge unit.  [00161 Furthermore, the
signature unit may create a group signature key  at subscription of the new
user to the group, and creates, according to  



the message, the random number, the member registration certificate  issued
from the group management unit, and the group signature key,  group
signature data including conversion data as data by use of which  the group
management unit or the member status judge unit can restore  the member
registration certificate through a predetermined conversion;  the
authentication unit receives the message and the group signature  data from
the signature unit and transmits the conversion data included  in the group
signature data to the member status judge unit to thereby  inquire, of the
member status judge unit, whether the user of the  signature unit having
created the group signature data has been  qualified as a valid member of
the group at a present point of time, and  the member status judge unit
stores a list of ID information  corresponding to the signature unit of the
invalid member as a member  revocation list, restores, if the member status
judge unit receives the  conversion data from the authentication unit, the
member registration  certificate according to the conversion data, and then
identifies the ID  information of the signature unit, judges whether the
member revocation  list includes the ID information, determines, if the
member status judge  unit determines that the member revocation list
includes the ID  information, that the member status of the user of the
signature unit  having created the group signature data is invalid at a
present point of  time, determines, if the member status judge unit
determines that the  member revocation list does not include the ID
information, that the  member status of the user of the signature unit
having created the group 9  signature data is valid at a present point of
time, and transmits the  judge result of the member status to the
authentication unit. In such  configuration, the signature unit produces
the group signature data  including the conversion data of the member
registration certificate.  Also, the authentication unit having received
the message and the group  signature data transmits only the conversion
data to the member status  



judge unit. Therefore, the authentication unit can keep the received
message secret from the member status judge unit. [00171 Furthermore, the
group management unit may issue, to a  signature unit of the user who
becomes a new member of the group, a  member registration certificate
indicating that the user is a member of  the group, stores, as member
information, the member registration  certificate and ID information
corresponding to the signature unit, and  transmits, to the member status
judge unit, a member registration  certificate corresponding to a signature
unit of a valid member of the  group and information indicating that the
member status is a valid  status, and transmits, to the member status judge
unit, a member  registration certificate corresponding to a signature unit
of an invalid  member as a user whose qualification as a member of the
group has been  revoked and information indicating that the member status
is an invalid  status; the signature unit creates, at subscription of the
user to the  group, a group signature key as a encryption key to create
group  signature data, and creates, according to the message, the random
number, the member registration certificate issued from the group
management unit, and the group signature key, group signature data
including conversion data as data by use of which the group management
unit or the member status judge unit can restore the member  registration
certificate through a predetermined conversion; the  authentication unit
receives the message and the group signature data 10  from the signature
unit and transmits the conversion data included in  the group signature
data to the member status judge unit to thereby  inquire, of the member
status judge unit, whether the user of the  signature unit having created
the group signature data has been  qualified as a valid member of the group
at a present point of time; and  the member status judge unit stores a list
of pairs each including a  



member registration certificate and status information (for example, the
member status stored in the member revocation list storage section 402A
shown in FIG. 10) indicating that the member status is a valid status or
an invalid status with a correspondence established therebetween, as a
member revocation list which is a list of invalid members, receives the
conversion data from the authentication unit and then restores the  member
registration certificate according to the conversion data, judges,
according to status information included in the member revocation list
corresponding to the member registration certificate thus restored, the
member status of the user of the signature unit having created the group
signature data, and transmits the judge result of the member status to  the
authentication unit. In such configuration, the authentication unit  sends
only the conversion data to the member status judge unit.  Therefore, the
authentication unit can keep the received message from  the member status
judge unit. Additionally, the group management  unit does not transmit the
ID information of the signature unit of the  invalid member to the member
status judge unit. Consequently, the ID  information of each signature unit
can be kept secret from the member  status judge unit. [00181 Moreover, the
signature unit may create a group signature key at  subscription of the
user to the group, and creates, according to the  message, the random
number, the member registration certificate issued  from the group
management unit, and the group signature key, group 11  signature data
including conversion data as data by use of which the  group management
unit or the member status judge unit can restore the  member registration
certificate through a predetermined conversion and  proof data indicating
that the conversion data has been created by the  signature unit; the
authentication unit receives the message and the  group signature data from
the signature unit and transmits the  



conversion data and the proof data included in the group signature data  to
the member status judge unit to thereby inquire, of the member status
judge unit, whether the user of the signature unit having created the
group signature data has been qualified as a valid member of the group  at
a present point of time; and the member status judge unit receives  the
conversion data and the proof data from the authentication unit,
authenticates the proof data and then restores the member registration
certificate according to the conversion data, identifies ID information
corresponding to the member registration certificate thus restored,  judges
the member status of the user of the signature unit having  created the
group signature data according to the member revocation list  and the ID
information thus identified, and transmits the judge result of  the member
status to the authentication unit. In such configuration,  the
authentication unit sends only the conversion data and the proof  data to
the member status judge unit. Therefore, the authentication  unit can keep
the received message secret from the member status judge  unit. In
addition, the member status judge unit can confirm, by  confirming the
proof data, whether the data sent from the authentication  unit is part of
the group signature data. [0019] Furthermore, the member status judge unit
may receive the  conversion data and the proof data from the authentication
unit,  authenticates the proof data and then restores the member
registration  certificate according to the conversion data, judges the
member status of 12  the user of the signature unit having created the
group signature data  according to the member revocation list and the
member registration  certificate thus restored, and transmits the judge
result of the member  status to the authentication unit. In such
configuration, since the  member status can be determined without using the
ID information of  the signature unit of the invalid member, the ID
information of each  



signature unit can be kept secret from the member status judge unit.
[00201 Additionally, the signature unit may create a group signature key
at subscription of the user to the group, and creates, according to the
message, the random number, the member registration certificate issued
from the group management unit, and the group signature key, group
signature data including first conversion data as data by use of which  the
group management unit can restore the member registration  certificate
through a predetermined conversion, second conversion data  as data by use
of which the member status judge unit can restore the  member registration
certificate through a predetermined conversion,  first proof data
indicating that the second conversion data has been  created by the
signature unit, and second proof data indicating that the  first conversion
data and the second conversion data have been created  by converting one
and the same member registration certificate; the  authentication unit
receives the message and the group signature data  from the signature unit
and transmits the second conversion data and  the first proof data included
in the group signature data to the member  status judge unit to thereby
inquire, of the member status judge unit,  whether the user of the
signature unit having created the group  signature data has been qualified
as a valid member of the group at a  present point of time, and the member
status judge unit receives the  second conversion data and the first proof
data from the authentication  unit, authenticates the first proof data and
then restores the member 13  registration certificate according to the
second conversion data, identifies  an ID information corresponding to the
member registration certificate  thus restored, judges the member status of
the user of the signature unit  having created the group signature data
according to the member  revocation list and the ID information thus
identified, and transmits the  judge result of the member status to the
authentication unit. In such  



configuration, the signature unit produces the group signature data
including the first conversion data capable of restoring the member
registration certificate by use of the opening information of the group
management unit and the second conversion data capable of restoring  the
member registration certificate by use of the opening information of  the
member status judge unit. Therefore, the group management unit  and the
member status judge unit can possess mutually different  opening
information items. [00211 In addition, the member status judge unit may
receive the second  conversion data and the first proof data from the
authentication unit,  authenticates the first proof data and then restores
the member  registration certificate according to the second conversion
data, judges  the member status of the user of the signature unit having
created the  group signature data according to the member revocation list
and the  member registration certificate thus restored, and transmits the
judge  result of the member status to the authentication unit. In such
configuration, since the member status can be determined without using  the
ID information of the signature unit of the invalid member, the ID
information of each signature unit can be kept secret from the member
status judge unit. [00221 Furthermore, the group management unit may issue,
to a  signature unit of the user who becomes a new member of the group, a
14  member registration certificate indicating that the user is a member of
the group and signer identifying information (for example, the member
trace information) as information capable of confirming that the group
signature data has been created by the signature unit of the user, stores,
as member information, the member registration certificate, the signer
confirming information, and ID information corresponding to the  



signature unit, and transmits, to the member status judge unit, the  signer
confirming information corresponding to a signature unit of an  invalid
member as a user whose qualification as a member of the group  has been
revoked; and the signature unit creates, at subscription of the  user to
the group, a group signature key as a encryption key to create  group
signature data, and creates, according to the message, the random  number,
the member registration certificate and the signer confirming  information
issued from the group management unit, and the group  signature key, group
signature data including conversion data as data  capable of restoring the
signer confirming information through a  predetermined conversion; the
authentication unit receives the message  and the group signature data from
the signature unit and transmits the  message and the group signature data
to the member status judge unit  to thereby inquire, of the member status
judge unit, whether the user of  the signature unit having created the
group signature data has been  qualified as a valid member of the group at
a present point of time; and  the member status judge unit stores a list of
the signer confirming  information corresponding to the signature unit of
the invalid member,  as a member revocation list which is a list of invalid
members, receives  the message and the group signature data from the
authentication unit,  authenticates the group signature data, judges,
according to the member  revocation list, the member status of the user of
the signature unit  having created the group signature data, and transmits
the judge result  of the member status to the authentication unit. In such
configuration, 15  the signature unit produces the conversion data of the
signer confirming  information as part of the group signature data. And the
member  status judge unit determines the member status by use of the
conversion  data. Therefore, the member status judge unit can determine the
member status without using the opening information. [00231 



Moreover, the group management unit may issue a member  registration
certificate and signer confirming information to a signature  unit of the
user who becomes a new member of the group, stores, as  member information,
the member registration certificate, the signer  confirming information,
and ID information corresponding to the  signature unit, and transmits, to
the member status judge unit, the  signer confirming information
corresponding to the signature unit of the  valid member of the group and
information indicating that the member  status is a valid status, and
transmits, to the member status judge unit,  the signer confirming
information corresponding to the signature unit of  the invalid member as a
user whose qualification as a member of the  group has been revoked and
information indicating that the member  status is an invalid status, the
authentication unit receives the message  and the group signature data from
the signature unit and transmits the  conversion data included in the group
signature data to the member  status judge unit to thereby inquire, of the
member status judge unit,  whether the user of the signature unit having
created the group  signature data has been qualified as a valid member of
the group at a  present point of time; and the member status judge unit
stores a list of  signer confirming information corresponding to the
invalid member as a  member revocation list, receives the conversion data
from the  authentication unit, judges the member status of the user of the
signature unit having created the group signature data according to the
member revocation list, and transmits the judge result of the member 16
status to the authentication unit. [00241 Additionally, the group
management unit may comprise signature  unit identifying means (implemented
by, for example, the signer  identifying means 108) for identifying the
signature unit having created  the group signature data. 



[00251 Furthermore, a group signature system for creating signature  data
for a message and for authenticating whether the signature data  has been
created by a device of one of members of a group, may comprise  a signature
terminal for creating (for example, the user terminal 2A  shown in FIG. 18)
for the message, group signature data as signature  data indicating that
the message has been created by a terminal of one of  the members of the
group; an authentication terminal for receiving the  group signature data
via a communication network from the signature  terminal and authenticating
the group signature data thus received, and  a member status judging server
(for example, the member status  response server 4A shown in FIG. 18) for
judging a member status  indicating whether a user of the signature
terminal having created the  group signature data is qualified as a valid
member of the group at a  present point of time, wherein the authentication
terminal transmits, if  the authentication terminal determines that the
group signature data  has been created by a signature terminal of one of
the members of the  group, a judge request of the member status via the
communication  network to the member status judging server; and the member
status  judging server judges, if the judge request of a member status is
received  from the authentication terminal, the member status of the user
of the  signature terminal having created the group signature data. [00261
The member status judge unit in accordance with the present 17  invention
is a member status judge unit for judging a member status  indicating
whether a user of a device having created group signature  data as
signature data indicating that a message has been created by a  device of
either one of members of a group has a qualification as a valid  member of
the group at a present point of time, comprising revocation  list storage
means (implemented by, for example, the member evocation  



list storage 402) for storing a member revocation list as a list of invalid
members each of which is a user whose qualification as a member of the
group has been revoked; judge request receiving means (implemented by,  for
example, the signature opening means 404) for receiving the judge  request
of the member status via a communication network from an  authentication
unit which authenticates the group signature data; status  judging means
(implemented by, for example, the member status judging  means 407) for
judging, at reception of the judge request by the judge  request receiving
means, the member status of the user of the device  having created the
group signature data according to the member  revocation list stored in the
revocation list storage means; and judge  result transmitting means
(implemented by, for example, the member  status judging means 407) for
transmitting a judge result of the member  status judged by the status
judging means via a communication network  to the authentication unit.
[0027] Additionally, the revocation list storage means may store as a
member revocation list a list of ID information corresponding to a device
of an invalid member; the judge request receiving means receives, as the
judge request of the member status, the message and the group  signature
data, and the status judging means identifies the ID  information of the
device having the group signature data by use of the  message and the group
signature data received by the judge request  receiving means and opening
information as an encryption key to open 18  the group signature data and
judges the member status of the user of the  device having created the
group signature data according to the member  revocation list stored in the
revocation list storage means and the ID  information thus identified.
[00281 Furthermore, the revocation list storage means may store as a  



member revocation list a list wherein a member registration certificate
which corresponds to the device of an invalid member and which  indicates
that the user is a member of the group and status information  indicating
that the member status is a valid status or an invalid status  are stored
with a correspondence established therebetween; the judge  request
receiving means receives from the authentication unit, as the  judge
request of the member status, conversion data as data capable of  restoring
the member registration certificate through a predetermined  conversion;
and the status judging means creates a member registration  certificate
according to the conversion data received by the judge request  receiving
means, and judges the member status of the user of the device  having
created the group signature data according to status information
corresponding to the member registration certificate thus created, the
status information being selected from the status information included in
the member revocation list stored in the revocation list storage means.  In
such configuration, the authentication unit transmits only the  conversion
data to the member status judge unit. Therefore, the  authentication unit
can keep the received message secret from the  member status judge unit.
Therefore, the ID information of each  signature unit may be kept secret
from the member status judge unit.  [00291 Additionally, the revocation
list storage means may store as a  member revocation list a list of signer
confirming information which  corresponds to the device of an invalid
member and which is information 19  capable of confirming that the group
signature data has been created by  the device of a particular user; the
judge request receiving means  receives, from the authentication unit, the
message and the group  signature data as the judge request of the member
status; and the status  judging means judges the member status of the user
of the device having  created the group signature data according to the
message and the group  



signature data received by the judge request receiving means and the
signer confirming information included in the revocation member list
stored in the revocation list storage means. In such configuration, the
conversion data of the signer confirming information is outputted as part
of the group signature data. Moreover, the member status judge unit
determines the member status by use of the conversion data. Therefore,  the
member status judge unit can determine the member status without  using the
opening information. [00301 The group signature method in accordance with
the present  invention is a group signature method of creating signature
data for a  message and authenticating whether the signature data has been
created by a device of one of members of a group, comprising creating, by
a signature unit for creating signature data, group signature data as
signature data indicating that the message has been created by a device  of
one of the members of the group; transmitting, by the signature unit,  the
group signature data thus created via a communication network to  an
authentication unit which authenticates the signature data;
authenticating, by the authentication unit, the group signature data
received from the signature unit; transmitting by the authentication unit,
if the authentication unit determines that the group signature data has
been created by a signature unit of one of the members of the group, a
judge request of the member status via a communication network to a  member
status judging server which judges a member status indicating 20  whether
the user of the signature unit having created the group  signature data has
a qualification as a valid member of the group at a  present point of time;
and judging by member status judging server, if  the member status judging
server receives the judge request of the  member status from the
authentication unit, the member status of the  user of the signature unit
having created the group signature data. 



[00311 Additionally, the group signature method may further comprise
storing, by a member status judge unit, a list of ID information
corresponding to a device of an invalid member as a member revocation  list
which is a list of invalid members as a user whose qualification as a
member of the group has been revoked; transmitting, by the signature  unit,
the message and the group signature data via a communication  network to
the authentication unit; transmitting, by the authentication  unit, if the
authentication unit determines that the group signature data  has been
created by a signature unit of one of members of the group, the  message
and the group signature data as the judge request of the  member status via
a communication network to the member status judge  unit, identifying, by
the member status judge unit, ID information of the  signature unit having
created the group signature data, by use of the  message and the group
signature data received from the authentication  unit and opening
information as an encryption key to open the group  signature data, and
judging by the member status judge unit the  member status of the user of
the signature unit having created the group  signature data, according to
the member revocation list thus stored and  the ID information thus
identified. [00321 Additionally, the group signature method may further
comprise  storing, by the member status judge unit, a list of a member
registration  certificate which corresponds to a device of an invalid
member and which 21  indicates that the user is a member of the group and
status information  indicating that the member status is a valid status or
an invalid status  with a correspondence established therebetween, the list
being a member  revocation list which is a list of invalid members as users
whose  qualification as a member of the group has been revoked;
transmitting,  by the authentication unit, if the authentication unit
determines that the  



group signature data has been created by a signature unit of one of
members of the group, conversion data as data capable of restoring the
member registration certificate through a predetermined conversion via  a
communication network to the member status judge unit, as the judge
request of the member status; creating, by the member status judge unit,  a
member registration certificate according to the conversion data  received
from the authentication unit; and judging, by the member  status judge
unit, the member status of the user of the signature unit  having created
the group signature data according to status information  corresponding to
the member registration certificate thus created, the  status information
being selected from the status information included in  the member
revocation list thus stored. In such configuration, the  authentication
unit having transmits only the conversion data to the  member status judge
unit. Therefore, the authentication unit can keep  the received message
secret from the member status judge unit. In  addition, the ID information
of each signature unit can be kept secret  from the member status judge
unit. [0033] Also, the group signature method may further comprise storing,
by the member status judge unit, as a member revocation list a list of
signer confirming information which corresponds to the device of an
invalid member and which is information capable of confirming that the
group signature data has been created by the device of a particular user,
the member revocation list being a list of invalid members as users 22
whose qualification as a member of the group has been revoked;
transmitting, by the signature unit, the message and the group signature
data via a communication network to the authentication unit;  transmitting,
by the authentication unit, if the authentication unit  determines that the
group signature data has been created by a  signature unit of one of
members of the group, the message and the  



group signature data as the judge request of the member status via a
communication network to the member status judge unit; and judging,  by the
member status judge unit, the member status of the user of the  signature
unit having created the group signature data according to the  message and
the group signature data received from the authentication  unit and the
signer confirming information included in the invalid  member list thus
stored. In such configuration, the conversion data of  the signer
confirming information is outputted as part of the group  signature data.
And the member status judge unit determines the  member status by use of
the conversion data. Therefore, the member  status judge unit can determine
the member status without using the  opening information. [00341 The
computer program product in accordance with the present  invention is a
member status judging program for judging a member  status indicating
whether a user of a device having created group  signature data as
signature data indicating that a message has been  created by a device of
one of members of a group has a qualification as a  valid member of the
group at a present point of time, the program  causing a computer,
characterized by comprising revocation list storage  means for storing a
member revocation list as a list of invalid members  each of which is a
user whose qualification as a member of the group has  been revoked, to
execute; receiving a judge request of the member status  via a
communication network from an authentication unit which 23  authenticates
the group signature data; judging, if the judge request is  received from
the authentication unit, the member status of the user of  the device
having created the group signature data according to the  member revocation
list stored in the revocation list storage means; and  transmitting the
judge result of the member status thus judged via a  communication network
to the authentication unit. 



[0035] Also, the computer program may cause a computer, comprising
revocation list storage means for storing as a member revocation list a
list of ID information corresponding to devices of invalid members, to
execute: receiving from the authentication unit, the message and the  group
signature data as a judge request of the member status;  identifying the ID
information of the device having created the group  signature data by use
of the message and the group signature data  received from the
authentication unit and opening information as an  encryption key to open
the group signature data; and judging the  member status of the user of the
device having created the group  signature data according to the member
revocation list stored in the  revocation list storage means and the ID
information thus identified.  [0036] Moreover, the computer program may
cause a computer,  comprising revocation list storage means for storing as
a member  revocation list a list wherein a member registration certificate
which  corresponds to the device of an invalid member and which indicates
that  the user is a member of the group and status information indicating
that  the member status is a valid status or an invalid status are stored
with a  correspondence established therebetween, to execute: receiving from
the  authentication unit, as the judge request of the member status,
conversion data which is data capable of restoring the member  registration
certificate through a predetermined conversion; creating a 24  member
registration certificate according to the conversion data received  from
the authentication unit; and judging the member status of the user  of the
device having created the group signature data according to status
information corresponding to the member registration certificate thus
created, the status information being selected from the status  information
included in the member revocation list stored in the  



revocation list storage means. In such configuration, the authentication
unit sends only the conversion data to the member status judge unit.
Therefore, the authentication unit can keep the received message secret
from the member status judge unit. In addition, the ID information of  each
signature unit can be kept secret from the member status judge  unit.
[00371 Furthermore, the computer program may cause a computer,  comprising
the revocation list storage means for storing as a member  revocation list
a list of signer confirming information which corresponds  to the device of
an invalid member and which is information capable of  confirming that the
group signature data has been created by the device  of a particular user,
to execute: receiving, from the authentication unit,  the message and the
group signature data as the judge request of the  member status; and
judging the member status of the user of the device  having created the
group signature data according to the message and  the group signature data
received from the authentication unit and the  signer confirming
information included in the revocation member list  stored in the
revocation list storage means. In such configuration, the  conversion data
of the signer confirming information is outputted as part  of the group
signature data. And the member status judge unit  determines the member
status by use of the conversion data. Therefore,  the member status judge
unit can determine the member status without  using the opening
information. 25  ADVANTAGES OF THE INVENTION  [00381 According to the
embodiments, a member status judging device to  judge a member status is
newly introduced. Also, at authentication of  the group signature data, an
inquiry about whether the membership of  the user of the device or unit
having created the group signature data  



has been revoked is issued to the member status judging device. Since  the
judgment of the member status validity can be entrusted to the  judging
device, the necessity of updating parameters including a private  key when
some member withdraws can be removed. Therefore, the  processing for member
revocation can be efficiently executed. BEST MODE FOR CARRYING OUT THE
INVENTION  [00391 First embodiment Next, description will be given of a
first embodiment of the  present invention by referring to drawings. FIG. 1
is a block diagram  showing an example of a configuration of a group
signature system in  accordance with the present invention. As shown in
FIG. 1, the group  signature system includes a group management unit 1, a
signature unit  2, a verification unit 3, and a member status response unit
4. FIG. 2 is  a block diagram showing an example of a detailed
configuration of the  group signature system shown in FIG. 1. [00401 The
group management unit 1 is implemented, for example, by a  server managing
a group. In the embodiment, the unit 1 manages the  group by executing
member registration processing to register a new  member to the group and
member revocation processing to revoke  qualification as a member of the
group. As shown in FIG. 2, the unit 1 26  includes public information
disclosing or opening means 101, a member  registration information storage
section 102, member registration means  103, a member information storage
section 104, revoked or invalid  member notifying means 105, an opening
information storage section 106,  signature opening means 107, and signer
identifying means 108. [00411 The public information opening means 101 is
implemented using,  for example, a CPU, a storage device, and a network
interface section of  



a server. The means 101 includes a function to store various public
information to be used in the system so that all devices that can access
the information via a network such as the Internet freely refer to the
information. In the embodiment, when a message is to be created at a
terminal of a member of the group, there is created signature data (to be
referred to as group signature data) indicating that the message is
created by the signature unit 2 of one of the members of the group. For
example, the unit 10 stores, as public information, a group public key to
authenticate the group signature data and opens the group public key to
all terminals that can access the information via the Internet. [0042) The
member registration information storage section 102 is  implemented by, for
example, the storage of the server. The storage  section 102 stores member
registration information to be employed by  the member registration means
103 to execute processing for member  registration. In this connection,
"member registration information" is a  cryptographic key (called a secret
key in the embodiment) for the means  103 to generate a member registration
certificate for the member  registration. [00431 The member registration
means 103 is implemented using, for  example, a CPU and a network interface
section of a server. The means 27  103 includes a function to communicate
with group subscribing means  201 of the signature unit 2 to issue a member
registration certificate  using member registration information. In the
embodiment, the means  103 creates a certificate not by itself, but in
cooperation with the group  subscribing means 201 to thereby issue the
member registration  certificate to the signature unit 2. In the
embodiment, the means 103  transmits to the subscribing means 201 data
created according to a  predetermined algorithm and processes data received
from the means  



201 according to a predetermined algorithm to thereby generate the  member
registration certificate. [00441 Additionally, the member registration
means 103 includes a  function to store in the member information storage
section 104 the  generated member registration certificate together with ID
information  capable of identifying the signature unit 2. In this case, for
example,  the member registration means 103 requests the member information
storage section 104 to store therein, as ID information, signature data
attached to data from the group subscribing means 201 during the
communication to generate the member registration certificate. [00451 The
member information storage section 104 is realized using, for  example, the
storage of the server. The storage section 104 stores the  member
registration certificate delivered and the ID information  outputted from
the member registration means 103 with a  correspondence established
therebetween. FIG. 3 is an explanatory  diagram showing an example of
information stored in the storage section  104. For example, the storage
section 104 stores for each signature unit  2 a pair of the member
registration certificate and the ID information as  member information
indicating the signature unit 2. [00461 28  The revoked or invalid member
notifying means 105 is realized using, for example, a CPU and a network
interface section of a server.  The means 105 includes a function that the
means 105 reads from the  member information storage section 104 ID
information corresponding to  a user who has lost the qualification as the
group member and then  notifies the member status response unit 4 of the ID
information. For  example, when the manager of the group signature system
conducts a  qualification revocation operation for a member and information
of the  



revoked member is inputted, the means 105 extracts from the storage
section104 the ID information corresponding to the signature unit 2 of  the
member whose qualification is revoked. Thereafter, the means 105  transmits
the extracted ID information to the member status response  unit 4. [00471
The opening information storage section 106 is materialized using,  for
example, the storage of the server. The storage section 106 stores  opening
information to be used when the signature opening means 107  opens the
signature data. In this regard, "opening information" is a  cryptographic
key (a secret key in the embodiment) to open the group  signature data.
[00481 The signature opening means 107 is implemented using, for  example,
a CPU and a network interface section of a server. The means  107 includes
a function to accept (receive) group signature data and a  message to be
accepted at a verification process. Also, the means 107  includes a
function that creates, by use of the group signature data, a  message, and
opening information stored in the opening information  storage section 106,
signer identifying information to identify the  signature unit 2 having
generated the group signature data.  Incidentally, in the embodiment, the
signer identifying information is 29  numeric information obtained
according to a predetermined algorithm  and is information capable of
identifying one of the signature units 2 of  users having created the group
signature data. Also, the means 107  includes a function to deliver the
created signer identifying information  to the signer identifying means
108. [00491 The signer identifying means 108 is materialized using, for
example, a CPU of a server. The means 108 includes a function to  



identify the signature unit 2 having created the group signature data by
use of the signer identifying information inputted from the signature
opening means 107 and the member information stored in the member
information storage section 104. In addition, the means 108 includes a
function to produce ID information of the identified signature unit 2.
[00501 The signature unit 2 is a device that the user, a member of the
group, uses, and is implemented using, for example, an information
processing terminal such as a personal computer. As can be seen from  FIG.
2, the unit 2 includes group subscribing means 201, a member  registration
certificate storage section 202, a group signature key storage  section
203, message input means 204, a random number generator 205,  an group
signature generating or creating means 206. [00511 The group subscribing
means 201 is realized using, for example, a  CPU and a network interface
section of an information processing  terminal. The means 201 includes a
function to communicate with the  member registration means 103 of the
group management unit 1 to  generate a member registration certificate and
a group signature key as  a cryptographic key (a private key in the
embodiment) to create group  signature data. Additionally, the means 201
includes a function to  deliver the member registration certificate and the
group signature key 30  generated as above to the member registration
certificate storage section  202 and the group signature key storage
section 203, respectively. [0052] In the embodiment, the group subscribing
means 201 creates the  member registration certificate not by itself but in
cooperation with the  member registration means 103 such that the group
management unit 1  issues the member registration certificate. Thereafter,
the means 201  feeds the generated certificate to the certificate storage
section 202.  



Incidentally, the means 201 creates through the communication with the
member registration means 103 a member registration certificate similar  to
that created by the member registration means 103. The member  registration
certificate is calculated using as inputs the group public key  and the
member registration information. [0053] Moreover, for example, the group
subscribing means 201 creates  the group signature not by itself but in
cooperation with the member  registration means 103. In this case, the
means 201 transmits to the  registration means 103 data created according
to a predetermined  algorithm, or processes data from the registration
means 103 according  to a predetermined algorithm to thereby create the
group signature key.  The means 201 delivers the generated key to the group
signature key  storage section 203. In this connection, for example, the
means 201 may  create, without communicating with the member registration
means 103,  a group signature key by itself, and output the key to the
storage section  203. However, in any situation, the group signature key is
stored in  secret not to be known to the member management unit 1. As a
result,  even the unit 1 cannot create the group signature data by use of
which  the signer identifying means 108 can identify that the group
signature  data has been created by the signature unit 2. [0054] 31  The
member registration certificate storage section 202 and the group signature
key storage section 203 are implemented by use of, for  example, storage of
an information processing terminal. The certificate  storage section 202
stores the member registration certificate delivered  from the group
subscribing means 201. Moreover, the key storage  section 203 stores the
group signature key fed from the subscribing  means 201. [00551 



The message input means 204 is materialized using, for example,  a CPU and
an input device such as a keyboard and a mouse of an  information
processing terminal. The means 204 includes a function to  receive,
according to operation of a user (a member of the group), a  message (an
input) to be attached to group signature data and feed the  message to the
group signature creating means 206. The random  number generator 205
includes a function to generate a random number  to be used by the group
signature creating means 206 to create signature  data. [00561 The group
signature creating means 206 is implemented using,  for example, a CPU of
an information processing terminal. The means  206 includes a function to
create, according to a message, a random  number, a member registration
certificate, and a group signature key,  group signature data indicating
that the signature unit 2 is a device of  the group member correctly
registered to the group management unit 1  and to output the group
signature data. [00571 In this regard, the group signature creating means
206 outputs  the group signature data (a signature indicating that the user
belongs to  the group while anonymity of the user is preserved) that does
not show  any information capable of identifying the signature unit 2. For
32  example, a verification unit 3 having received a message conducts
authentication according to the group signature data to resultantly
recognize that the message is created by one of the members of the group.
However, it is not possible for the verification unit 3 to
cryptographically  decode the member registration certificate and the group
signature key  based on the group signature data. Therefore, the
verification unit 3  cannot identify which one of the members of the group
has created the  message, and this hence keeps the user's anonymity. 



[00581 The verification unit 3 is a device to verify (authenticate) the
group signature data received from the signature unit 2 and is realized  by
use of, for example, an information processing terminal such as a  personal
computer. The verification unit 3 includes a function to  authenticate the
group signature data to produce an authentication  result to determine
whether the message is to be accepted or rejected.  As shown in FIG. 2, the
verification unit 3 includes group signature  verification means 301 and
verification result output means 302. [00591 The verification means 301 is
implemented using, for example, a  CPU and a network interface section of
an information processing  terminal. The means 301 includes a function that
accepts (receives) a  message and group signature data from the signature
unit 2 to check  validity of the data. In the embodiment, the verification
means 301  authenticates the group signature data by use of public
information  opened by the group management unit 1 to the public. Also, the
verification means 301 includes a function that if it is judged that the
group signature data is not appropriate, the verification means 301
determines "rejection" to produce the verification result. [00601
Additionally, the group signature verification means 301 includes 33  a
function that if it is judged that the group signature data is
appropriate, the verification means 301 transmits the message and the  data
to the signature opening means 404 of the member status response  unit 4 in
order to confirm whether the signature unit 2 having created  the data is a
device of a valid group member. That is, the verification  means 301
transmits the message and the data to inquire whether the  user having
created the message is a member who is currently valid or a  member whose
qualification has already been revoked. 



[00611 The verification result output means 302 is realized by, for
example, a CPU and a network interface section of an information
processing terminal. The output means 302 includes a function to  receive
the result of a member status check from member status judging  means 407
of the member status response unit 4. In addition, the  output means 302
includes a function that if the received result is "valid",  the output
means 302 determines "acceptance" and if the received result  is "invalid",
the output means 302 determines "rejection" to produce the  verification
result of "acceptance" or "rejection". [00621 The member status response
unit 4 is implemented by, for  example, a server to judge the member status
of each group member.  As shown in FIG. 2, the response unit 4 includes
invalid member  receiving means 401, a member revocation list storage 402,
an opening  information storage section 403, signature opening means 404, a
member  information storage section 405, signer identifying means 406, and
member status judging means 407. [00631 The invalid member receiving means
401 is configured using, for  example, a CPU and a network interface of a
server. The receiving  means 401 includes a function to receive ID
information of an invalid 34  member sent from the invalid member notifying
means 105 to store the  ID information in the member revocation list
storage section 402. [00641 The list storage section 402 and the opening
information storage  section 403 are materialized by user of, for example,
storage of a server.  The list storage section 402 stores a member
revocation list that is a list  of members (invalid members) whose group
member qualification has  been revoked. FIG. 4 is an explanatory diagram
showing an example of  



information stored in the list storage section 402. As shown in FIG. 4,
the list storage section 402 stores as the member revocation list, for
example, a set of ID information indicating the signature units 2 of the
members whose qualification has been revoked. The opening  information
storage section 403 stores opening information similar to  those stored in
the opening information storage 106 of the group  management unit 1. [00651
The signature opening means 404 is constructed using, for  example, a CPU
and a network interface section of a server. The  opening means 404
includes a function to receive a message and group  signature data from the
group signature verification means 301 of the  verification unit 3.
Additionally, the opening means 404 includes a  function to generate signer
identifying information to identify the  signature unit 2 having created
the group signature data, by use of the  received message and the received
group signature data, opening  information stored in the storage section
403, and various public  information disclosed by the public information
disclosing means 101.  Also, the signature opening means 404 includes a
function to deliver the  generated information to the signer identifying
means 406. [00661 The member information storage section 405 is implemented
by, 35  for example, storage of a server. The information storage section
405  stores member information similar to that stored in the member
information storage 104 of the group management unit 1. The member  status
response unit 4 is notified of the member information stored in  the
storage section 405 from the unit 1 in a particular method. For  example,
the response unit 4 beforehand receives the member  information from the
management unit 1 and orders the information  storage section 405 to store
the received member information. 



[0067] The signer identifying means 406 is materialized using, for
example, a CPU of a server. The identifying means 406 includes a  function
to receive from the signature opening means 404 the signer  identifying
information to identify, by use of the signer identifying  information and
the member information stored in the member  information storage section
405, ID information of the signature unit 2  having created the group
signature data. In addition, the identifying  means 406 includes a function
to output the identified ID information to  the member status judging means
407. [0068] The judging means 407 is realized using, for example, a CPU and
a network interface section of a server. The judging means 407 includes  a
function to receive ID information from the sign opening means 406 to
determine whether the signature unit 2 corresponding to the ID  information
is a unit of a valid group member by use of the member  revocation list.
[0069] In the embodiment, the member status judging means 407  compares the
ID information identified by the identifying means .406  with the member
revocation list stored in the member revocation list  storage section 402
to determine whether information matching the 36  identified ID information
is contained in the member revocation list. If  it is determined that the
matching ID information is contained, the  judging means 407 determines
that the member status is "invalid". Or,  if it is determined that the
matching ID information is not contained, the  judging means 407 determines
that the member status is "valid". [00701 Additionally, the judging means
407 includes a function to send  response data containing the member status
indicating "valid" or  



"invalid" to the verification result output means 302 of the verification
unit 3. [00711 Incidentally, in the embodiment, the storage section of the
member status response unit 4 beforehand stores various programs to
determine the member status. For example, the storage section of the  unit
4 beforehand stores a member status judging program that  executes:
processing to receive a member status judge request via a  communication
network from an authentication device to authenticate  the group signature
data; processing to determine, according to the  member revocation list
stored in the revocation list storage means, the  member status of the unit
having created the group signature data, and  processing to transmit the
judge result of the judged member status via  the communication network to
the authentication device. [00721 Next, description will be given of an
operation. FIG. 5 is a  flowchart showing an example of the processing in
which the group  signature system judges validity of the group signature
attached to a  message and determines whether the user is an invalid
member. Next,  referring to FIGS. 2 and 5, description will be given of an
operation of  the group signature system. [0073] 37  First, description
will be given of an operation of group subscribing processing to register,
when a new user subscribes to a group,  the user as a member. For the group
subscription, the signature unit 2  communicates with the group management
unit 1 to execute registration  processing. The group subscribing means 201
of the signature unit 2  communicates with the member registration means
103 of the  management unit 1, and creates and outputs a member
registration  certificate and a group signature key. In addition, the
subscribing  



means 201 orders the member registration certificate 202 to store the
member registration certificate, and the group signature key storage
section 203 to store the group signature key. [00741 The member
registration means 103 orders the member  information storage section 104
to store a pair of the member  registration certificate issued to the
signature unit 2 and ID information  capable of identifying the unit 2. In
this connection, it is possible to  adopt as the ID information, for
example, the digital signature or the like  attached to the message sent
from the signature unit 2. Additionally,  the member registration
certificate and the ID information stored in the  member information
storage section 104 are employed in an operation in  which the group
management unit 1 and the member status response  unit 4 identify the
signature unit 2 having created the group signature  data according to the
group signature data. [00751 Next, description will be given of an
operation of invalid member  notification processing in which the group
management unit 1 notifies,  when a member becomes invalid, the member
status response unit 4 of  the invalid member. To delete a signature unit 2
of a user (a member of  a group) from the group, the invalid member
notification means 105 of  the management unit 1 reads out from the member
information storage 38  section 104 ID information corresponding to the
signature unit 2 to be  deleted. Additionally, the notification means 105
sends the obtained ID  information to the response unit 4. The invalid
member receiving  means 401 of the response unit 4 receives the ID
information from the  notification means 105 and orders the member
revocation list storage  section 402 to store the received ID information.
[0076] Subsequently, description will be given of an operation of group  



signature creation processing in which the signature unit 2 generates
group signature data. The signature unit 2 of the user having  subscribed
to the group receives as an input a message according to a  user operation
to create group signature data for the message. The  group signature
creating means 206 creates group signature data  according to the message
received from the message input means 204, a  random number generated by
the random number generator 205, the  member registration certificate
stored in the certificate storage section  202, and the group signature key
stored in the key storage section 203.  In this situation, the creating
means 206 creates the group signature  data indicating that the signature
unit 2 is a unit of a group member  without revealing information capable
of identifying the signature unit 2.  Then, the creating means 206 delivers
the message and the group  signature data. [0077] Next, description will be
given of an operation of processing in  which the verification unit 3 and
the member status response unit 4  judge validity of the group signature
and determine whether the user is  an invalid member. The verification unit
3 receives the message and  the group signature data from the signature
unit 2 and verifies whether  the data is an appropriate signature for the
message (whether the  signature data has been created by a signature unit 2
of a member of the 39  group). As shown in FIG. 5, the group signature
verification means 301  confirms whether the group signature data is
appropriately produced by  the group signature creating means 206 according
to the message, the  group signature data, and public information opened by
the public  information opening means 101 (step 5101). If it is judged that
the  signature data is other than signature data appropriately produced by
the creating means 206, the verification means 301 delivers "rejection"
according to the group signature data and produces a verification result  



indicating that the message is to be "rejected". [00781 If it is judged
that the group signature data is appropriately  produced, the verification
means 301 confirms the member status of the  signature unit 2 having
created the data. That is, the verification  means 301 confirms whether the
signature unit 2 is a unit of a valid  member of the group. The
verification means 301 transmits the  message and the group signature data
to the member status response  unit 4 (step 5102) to request judgment of
the member status of the  signature unit 2. [00791 The signature opening
means 404 of the response unit 4 accepts  (receives) the message and the
group signature data from the verification  unit 3. Also, the signature
opening means 404 confirms validity of the  group signature data according
to the message, the data, and the public  information disclosed by the
public information disclosing means 101  (step S103). If it is determined
that the data is not appropriate, the  signature opening means 404 judges
that the member status is  "unknown" and then sends response data
representing "unknown" to the  verification unit 3 (step S104). [00801 If
it is determined that the data is appropriate, the signature 40  opening
means 404 produces, using the opening information stored in the  opening
information storage section 403, signer identifying information  to
identify the signature unit 2 having generated the group signature  data
and delivers the information to the signer identifying means 406  (step
5105). [00811 At reception of the signer identifying information, the
identifying  means 406 identifies, by use of the member information stored
in the  



member information storage 405, the signature unit 2 indicated by the
signer identifying information. Thereafter, the identifying means 406
feeds ID information associated with the identified signature unit 2 to
the member status judging means 407 (step 5106). [00821 When the ID
information is received, the means 407 makes a  check, according to the
member revocation list stored in the revocation  list storage section 402,
whether the ID information identified by the  signer identifying means 406
exists in the member revocation list (step  5107). If the ID information
exists in the list, the member status  judging means 407 judges that the
member status is "invalid" (step  5108). Moreover, if the ID information
does not exist in the list, the  judging means 407 judges that the member
status is "valid" (step 5109).  The judging means 407 then transmits
response data indicating "invalid"  or "valid" to the verification unit 3.
[00831 The verification result output means 302 of the verification unit 3
receives and gets the response data from the member status response  unit 4
(step 5110). According to the response data, the output means  302 makes a
check to determine whether the member status is "valid"  (step 5111). If it
is determined that the member status is 'valid"  according to the response
data, the output means 302 determines to 41  "accept" the message according
to the group signature data. Or, if it is  determined that the member
status is other than "valid" (i.e. "revoked"  or "unknown"), the output
means 302 determines to "reject" the message  according to the group
signature data. The output means 302 then  produces a verification result
"acceptance" or "rejection". [00841 As above, through the execution of
processing from step S101 to  step Sill, the verification unit 3 confirms
that the message has been  



created by one of the members (the user who is or was the member) of  the
group. Moreover, by asking the member status response unit 4 to  determine
the member status, the verification unit 3 can confirm that  the user
having created the message is a group member who has a valid  qualification
also at present to thereby determine whether the message  is to be accepted
or not. [00851 Next, description will be given of signature unit
identification  processing to identify the signature unit 2 having created
the group  signature. The group management unit 1 identifies according to
necessity the signature unit 2 having created the group signature on the
basis of the message and the group signature data. The signature  opening
means 107 gets (receives) the message and the group signature  data.
According to the opening information stored in the opening  information
storage section 106, the signature opening means 107  generates signer
identifying information to identify the signature unit 2  having created
the group signature data and then outputs the  information to the signer
identifying means 108. [00861 According to the signer identifying
information and the member  information stored in the member information
storage section 104, the  signer identifying means 108 identifies a member
registration certificate 42  and ID information corresponding to the
signature unit 2 having created  the group signature data and outputs a
result of the identification of the  signature unit 2. [00871 Incidentally,
in the embodiment, the group signature creating  means 206 may create the
group signature data as the input that is a  hash value obtained by
converting the message using a predetermined  hash function. In the
verification processing executed by the group  



signature verification means 301, the verification means 301 first
calculates the hash value of the message using the message. Thereafter,
the verification means 301 authenticates the group signature data using
the hash value of the message. As a result of the operation, the data to
be sent to the member status response unit 2 can be replaced by the
message hash value and the group signature data. Therefore, the
verification unit 3 can keep the message secret from the member status
response unit 4. [00881 Furthermore, in the case described for the
embodiment, although  the group management unit 1 and the member status
response unit 4 are  implemented by use of different servers, it is also
possible for the group  management unit 1 and the member status response
unit 4 to be  implemented by one and the same server. The constituent
components  having common functions in the units 1 and 4 may be the same
components. For example, the member information storage section 104  may be
identical to the member information storage section 405, the  signature
opening means 107 may be identical to the signature opening  means 404, and
the signer identifying means 108 may be identical to the  signer
identifying means 406. [00891 As above, according to the embodiment, the
member status 43  response apparatus 4 conducts the member status
determination for a  signer of a group signature. The member invalidating
function can be  realized by use the configuration that is same as that of
a group  signature system not having the member invalidating function, and
hence the amount of calculations required for the member invalidation  can
be reduced. That is, according to the embodiment, a new member  status
response unit 4 is introduced such that the verification unit 3  sends to
the member status response unit 4 inquires whether the  



member qualification of the member of the signature unit 2 having  created
the group signature data has been revoked. Since the  determination of the
validity of the member status can be entrusted to  the unit 4, it is not
required, at occurrence of a revoked member, to  update parameters such as
the private key. Therefore, the processing  for the member revocation can
be efficiently executed. [00901 In addition, according to the embodiment,
the member status is  determined at verification of the group signature
data. That is,  according to the embodiment the verification unit 3
inquires the validity  of a member of the member status response unit 4
each time the group  signature data is verified. Thereafter, the unit 4
sends back a result to  the verification unit 3 according to the member
status at the point of  inquiry. Consequently, the determination can be
conducted according to  the member status at the point of verification to
output the verification  result. Therefore, at verification of the group
signature data, the  validity of the group member can be confirmed. [00911
Second embodiment Next, description will be given of the second embodiment
of the  present invention by referring to drawings. FIG. 6 is a block
diagram  showing another example of the group signature system. As shown in
44  FIG. 6, the group signature system includes a group management unit 1,
a signature unit 2, a verification unit 3, and a member status response
unit 4. In the embodiment, the configurations of the units 2 and 3 are
similar to those in the first embodiment. In the present embodiment, a
revoked member notifying means 105A of the management unit 1 has a
function different from that of the revoked member notifying means 105  in
the first embodiment. Also, this embodiment differs in that the  member
status response unit 4 includes neither the member information  



storage section 405 nor the signer identifying means 406. [00921 The
revoked member notifying means 105A includes a function to  read from the
member information storage section 104 a member  registration certificate
corresponding to the signature unit 2 whose  qualification as the group
member is revoked to notify the member  status response unit 4 of the
member registration certificate. [00931 As shown in FIG. 6, the response
unit 4 includes invalid member  receiving means 401A, a member revocation
list storage section 402A, an  opening information storage section 403,
signature opening means 404A,  and member status judging means 407A. [00941
The invalid member receiving means 401A includes a function to  receive a
member registration certificate of the invalid member  transmitted from the
revoked member notifying means 105A to make the  member revocation list
storage section 402A store the member  registration certificate. [00951 The
list storage section 402A stores a member revocation list.  FIG. 7 is an
explanatory diagram showing an example of information  stored in the member
registration storage section 402. The storage 45  section 402A stores a set
of member registration certificates  corresponding to signature units 2 of
members whose qualification has  been revoked. Incidentally, in the
operation, it is not possible to  identify the signature unit 2 using only
the member registration  certificate. The opening information storage
section 403 stores opening  information identical to those stored in the
opening information storage  section 106 of the management unit 1. [0096] 



The signature opening means 404A includes a function to receive  a message
and group signature data from the group signature  verification means 301
of the verification unit 3. Additionally, the  signature opening means 404A
includes a function in which the opening  unit 404A creates, by use of the
opening information stored in the  opening information storage section 403
and various public information  opened by the public information opening
means 101, signer identifying  information to identify the signature unit 2
having created the group  signature data. Also, the opening means 404A
includes a function to  deliver the created information to the member
status judging means  407A. [0097] The judging means 407A includes a
function in which the means  407A receives the signer identifying
information from the signature  opening means 404A and determines, by use
of the member revocation  list stored in the list storage section 402A,
whether the signature unit 2  indicated by the information is a valid group
member. Furthermore,  the judging means 407A includes a function to send
response data  indicating "valid" or "invalid" to the verification result
output means 302  of the verification unit 3. [0098] Next, an operation
will be described. FIG. 8 is a flowchart 46  showing another example of the
processing in which the group signature  system verifies a signature
attached to the message to determine  whether the associated signature unit
is a revoked member. Referring  next to FIGS. 6 and 8, description will be
given of an operation of the  group signature system. Incidentally, in the
embodiment, the group  subscribing processing, the group signature creating
processing, and the  signature unit identifying processing are similar to
those of the first  embodiment. 



[0099] The group signature verifying means 301 of the verification unit 3
judges validity of the group signature data (step 5101) and transmits a
message and the group signature data to the group management unit 1  (step
S102) in a way similar to that of the first embodiment. [0100] At
verification of group signature data, the signature opening  means 404A
gets (receives) the message and the group signature data  from the
verifying means 301 of the verification unit 3. Also, the  opening means
404A confirms validity of the group signature data using  the message, the
group signature data, and the public information  opened by the public
information opening means 101 (step S103). If it is  determined that the
group signature data is not appropriate, the opening  means 404A determines
that the member status is "unknown" and sends  response data indicating
"unknown" to the verification unit 3 (step  S104). [0101] If it is
determined that the group signature data is appropriate,  the signature
opening means 404A creates signer identifying information  to identify the
signature unit 2 having created the group signature data  by use of the
opening information stored in the opening information  storage section 403
and outputs the information to the member status 47  judging means 407A
(step 105). [0102] When the signer identifying information is received, the
judging  means 407A determines, according to the member revocation list
stored  in the list storage section 402A, whether the member registration
certificate corresponding to the information exists in the list (step
S206).  If it is determined that the certificate exists in the list, the
judging  means 407A determines that the member status is "invalid" (step
S108).  



Furthermore, if it is determined that the certificate does not exist in the
list, the judging means 407A determines that the member status is  "valid"
(step S109). Thereafter, the judging means 407A transmits  response data
indicating "invalid" or "valid" to the verification unit 3.  The
verification result output means 302 of the verification unit 3 then
receives the response data indicating the member status in a way similar
to that of the first embodiment (step S110) to determine whether the
member status is "valid" (step 5111) and produces a verification result of
"acceptance" or "rejection". [0103] Incidentally, like in the first
embodiment, the group signature  creating means 206 may create the group
signature data as the input  which is a hash value obtained by converting
the message using a  predetermined hash function. In this situation, in the
verification  processing executed by the group signature verification means
301, the  means 301 calculates the hash value of the message to
authenticate the  group signature data using the hash value of the message.
As a result  of the operation, the data to be sent to the member status
response unit  2 can be replaced by the message hash value and the group
signature  data. Therefore, the verification unit 3 can keep the message
secret  from the member status response unit 4. [0104] 48  As above,
according to the embodiment, the invalid member notifying means 105 of the
group management unit 1 does not transmit  the ID information of the
signature unit 2 of the revoked member to the  member status response unit
4. Consequently, even if the message and  the group signature data are
received, the response unit 4 cannot  identify the ID information of the
signature unit 2 having created the  group signature data. Therefore, the
ID information of each signature  unit 2 can be kept secret from the member
status response unit 4. 



[01051  Third embodiment Next, description will be given of the third
embodiment of the  present invention by referring to drawings. In the
embodiment, the  configuration of the group signature system is similar to
that of FIG. 2  shown as the first embodiment. As shown in FIG. 2, the
system  includes a group management unit 1, a signature unit 2, a
verification  unit 3, and a member status response unit 4. The
configurations of the  group management unit 1 and the verification unit 3
are similar to those  shown in the first embodiment. [01061 The signature
unit 2 includes, as in the first embodiment, group  subscribing means 201,
a member registration certificate storage section  202, a group signature
key storage section 203, message input means 204,  a random number
generator 205, and group signature creating means  206. [01071 The
configurations of the group subscribing means 201, the  member registration
certificate storage section 202, the group signature  key storage section
203, the message input means 204, and the random  number generator 205 are
similar to those of the first and second  embodiments. 49  [01081 The group
signature creating means 206 creates and outputs  group signature data
indicating that the signature unit 2 is a unit of a  group member
appropriately registered to the group management unit 1,  according to a
message, a random number, a member registration  certificate, and a group
signature key. In this situation, the creating  means 206 produces group
signature data while concealing information  capable of identifying the
signature unit 2. 



[01091 Also, the group signature creating means 206 creates, by using  the
public information opened by the public information opening means  101,
group signature data including conversion data to restore the  member
registration certificate by use of the opening information  possessed by
the group management unit 1 and the member status  response unit 4. [01101
Moreover, the configuration of the response unit 4 is similar to  that of
the response unit 4 in the first embodiment. [01111 Next, an operation will
be described. FIG. 9 is a flowchart  showing still another example of the
processing in which the group  signature system judges validity of the
signature attached to the  message to determine whether the associated
signature unit is a revoked  member. Referring next to FIGS. 2 and 9,
description will be given of  an operation of the group signature system.
Incidentally, the group  subscribing processing, the invalid member
notifying processing, and the  signature unit identifying processing are
similar to those of the first  embodiment. [01121 First, operation of the
group signature creating processing will be 50  described. When a message
is inputted according to a user operation,  the signature unit 2 of the
user subscribed to the group creates group  signature data for the message.
The group signature creating means  206 creates group signature data that
indicates that the signature unit 2  is a member of the group while
concealing information capable of  identifying that the signature unit 2 is
a unit of a member of the group.  In this situation, the creating means 206
generates conversion data to  restore the member registration certificate.
According to the conversion  



data, the group management unit 1 and the member status response unit  4
can create and restore the member registration certificate by  conducting a
predetermined conversion using the possessed opening  information. [01131
For example, the group signature creating means 206 produces  the
conversion data through conversion using a public key encryption  system.
In this situation, using a private key of the public key  encryption system
as opening information, the creating means 206  encrypts the data including
the member registration certificate according  to a public key
corresponding to the opening information and a random  number. The creating
means 206 then outputs group signature data  including the message and the
conversion data. [01141 Next, description will be given of operation of the
processing in  which the verification unit 3 and the member status response
unit 4  judge validity of the group signature to determine whether the
associated unit is a revoked member. The verification unit 3 having
received the message and the conversion data verifies the group  signature
data to determine whether the signature is appropriate for the  message in
a way similar to that of the first embodiment. As shown in  FIG. 9,
according to the message, the group signature data, and the 51  public
information opened by the opening means 101, the group  signature verifying
means 301 confirms whether the group signature  data is signature data
appropriately created by the creating means 206  (step S101). If it is not
determined that the group signature data is  appropriately created
signature data, the verifying means 301  determines "rejection" according
to the group signature data and  produces a judge result indicating
rejection of the message. [0115] 



If it is determined that the group signature data is appropriately  created
signature data, the verifying means 301 confirms the member  status of the
signature unit 2 having produced the group signature data.  That is, the
verifying means 301 confirms whether the signature unit 2  is a unit of a
valid member of the group. The verifying means 301 sends  the conversion
data contained in the group signature data to the member  status response
unit 4 (step S302). [0116] The signature opening means 404 of the response
unit 4 gets  (receives) the conversion data. Moreover, according to the
conversion  data and the opening information stored in the opening
information  storage section 403, the opening means 404 restores
(generates) the  member registration certificate to deliver the generated
certificate as  signer identifying information to the signer identifying
means 406 (step  5303). [0117] When the member registration certificate as
signer identifying  information is received, the identifying means 406
identifies ID  information of the signature unit 2 corresponding to the
certificate by  use of the member information stored in the member
information storage  section 405 (step 5304). If it is determined that the
member  registration certificate corresponding to the signer identifying 52
information is absent, the identifying means 406 determines that the
member status is "unknown" to send response data indicating "unknown"  to
the verification unit 3 (step S305). Furthermore, if it is determined  that
the member registration certificate corresponding to the signer
identifying information is present, the identifying means 406 delivers the
identified ID information to the member status judging means 407 (step
S306). [01181 



When the ID information is received, the judging means 407  determines,
according to the member revocation list stored in the list  storage section
402, whether the ID information identified by the  identifying means 406
exists in the list (step S107). If it is determined  that the ID
information exists in the list, the judging means 407  determines that the
member status is "revoked" (step S108). Moreover,  if it is not determined
that the ID information exists in the list, the  judging means 407
determines that the member status is "valid" (step  S109). The judging
means 407 then transmits response data indicating  "revoked" or "valid" to
the verification unit 3. [01191 The verification result output means 302 of
the verification unit 3  receives the response data from the response unit
4 (step S110).  According to the response data, the output means 302
determines  whether the member status is "valid" (step S111). If it is
determined  according to the response data that the member status is
"valid", the  output means 302 determines according to the group signature
data that  the message is "accepted". Also, if it is determined according
to the  response data that the member status is other than "valid", the
output  means 302 determines according to the group signature data that the
message is "rejected". The output means 302 then produces a  verification
result of "acceptance" or "rejection". 53  [0120] As above, according to
this embodiment, the signature unit 2  produces the group signature data
including the conversion data of the  member registration certificate.
Also, the verification unit 3 having  received the message and the group
signature data transmits only the  conversion data to the member status
response unit 4. Consequently,  the verification unit 3 can keep the
received message secret from the  response unit 4. 



[0121]  Fourth embodiment Next, the fourth embodiment will be described by
referring to  drawings. The configuration thereof is similar to that of
FIG. 6 shown  in conjunction with the second embodiment. As shown in FIG.
6, the  group signature system includes a group management unit 1, a
signature  unit 2, a verification unit 3, and a member status response unit
4. The  configurations of the group management unit 1 and the verification
unit  3 are similar to those of the first embodiment. Additionally, in the
present embodiment, the configuration of the signature unit 2 is similar
to that of the signature unit 2 of the third embodiment. That is, the
signature unit 2 generates group signature data including conversion  data
to restore the member registration certificate. [0122] The member status
response unit 4 includes, as in the second  embodiment, invalid member
receiving means 401A, a member  revocation list storage section 402A, an
opening information storage  section 403, signature opening means 404A, and
member status judging  means 407A. The configurations of the receiving
means 401A, the  opening information storage section 403, the opening means
404A, and  the judging means 407A are similar to those of the second
embodiment.  [0123] 54  The member revocation list storage section 402A
stores member registration certificates and member statuses with a
correspondence  established therebetween. FIG. 10 is an explanatory diagram
showing  another example of information stored in the list storage section
402A.  As shown in FIG. 10, for example, the list storage section 402A
stores a  member revocation list including pairs of the member registration
certificates corresponding to all signature units 2 belonging to the group
and the member statuses of the associated signature units 2. As shown  



in FIG. 10, the member revocation list storage section 402A stores, as the
member status, information of "valid" or "invalid". [01241 Next, an
operation will be described. FIG. 11 is a flowchart  showing still another
example of the processing in which the group  signature system judges
validity of the signature attached to the  message to determine whether the
associated signature unit is an invalid  member or a revoked member.
Referring next to FIGS. 6 and 11,  description will be given of an
operation of the group signature system.  Incidentally, the group
subscribing processing, the revoked member  notifying processing, and the
signature unit identifying processing are  similar to those of the first
embodiment. In addition, the group  signature creating processing is
similar to that of the third embodiment.  [01251 The verification unit 3
having received the message and the group  signature data verifies the
group signature data to determine whether  the data is an appropriate
signature for the message. As shown in FIG.  11, the group signature
verification means 301 confirms, according to the  message, the group
signature data, and public information opened by the  public information
opening means 101, whether the group signature data  is signature data
appropriately produced by the group signature creating  means 206 (step
5101). If it is judged that the signature data is other P'. 55  than the
signature data appropriately produced, the verification means  301
determines "rejection" according to the group signature data and  produces
a verification result indicating that the message is to be  rejected.
[01261 If it is judged that the group signature data is the signature data
appropriately produced, the verification means 301 confirms the member  



status of the signature unit 2 having created the data. That is, the
verification means 301 confirms whether the unit 2 is a unit of a valid
member of the group. The means 301 transmits the conversion data  contained
in the group signature data to the member status response  unit 4 (step
S302). [01271 When the conversion data is obtained (received) from the
verification unit 3, the signature opening means 404A of the response  unit
4 restores (generates) the member registration certificate according  to
the conversion data and the opening information stored in the opening
information storage section 403 to deliver the generated certificate as
signer identifying information to the member status judging means 407A
(step S303). [01281 When the signer identifying information is received,
the judging  means 407A makes a search through the member revocation list
stored  in the list storage section 402A to determine whether the member
registration certificate matching with the signer identifying information
exists therein (step S404). If it is determined that such certificate does
not exist (the matching certificate is absent), the judging means 407A
determines that the member status is "unknown" and then sends  response
data representing "unknown" to the verification unit 3 (step  S405). 56
[01291 If it is determined that such certificate exists (the matching
certificate is present), the judging means 407A determines that the  member
status is "valid" or "invalid" according to the status of the  certificate
stored in the list storage section 402A (step 5406). For  example, if it is
determined according to the member revocation list  stored in the list
storage section 402A that the member status  



corresponding to the certificate is "invalid", the judging means 407A
transmits response data indicating "invalid" to the verification unit 3
(step S407). Additionally, if it is determined that the member status
corresponding to the certificate is "valid", the judging means 407A
transmits response data indicating "valid" to the verification unit 3 (step
5408). [01301 The verification result output means 302 of the verification
unit 3  receives the response data from the member status response unit 4
(step  S110). According to the response data, the output means 302 makes a
check to determine whether the member status is "valid" (step 5111). If  it
is determined that the member status is "valid" according to the  response
data, the output means 302 determines to "accept" the message  according to
the group signature data. Or, if it is determined that the  member status
is other than "valid", the output means 302 determines to  "reject" the
message according to the group signature data. The output  means 302 then
produces a verification result "acceptance" or "rejection".  [01311 As
above, according to this embodiment, the signature unit 2  produces the
group signature data including the conversion data of the  member
registration certificate. Also, the verification unit 3 having  received
the message and the group signature data transmits only the  conversion
data to the member status response unit 4. Consequently, 57  the
verification unit 3 can keep the received message secret from the  response
unit 4. In addition, according to the embodiment, the invalid  member
notifying means 105A of the group management unit 1 does not  transmit the
ID information of the signature unit 2 of the revoked  member to the member
status response unit 4. Consequently, even if  the message and the group
signature data are received, the response unit  4 cannot identify the ID
information of the signature unit 2 having  



created the group signature data. Therefore, the ID information of each
signature unit 2 can be kept secret from the member status response  unit
4. [0132]  Fifth embodiment Next, the fifth embodiment of the present
invention will be  described by referring to drawings. The configuration of
the group  signature system is similar to that of FIG. 2 shown in
conjunction with  the first embodiment. As shown in FIG. 2, the system
includes a group  management unit 1, a signature unit 2, a verification
unit 3, and a  member status response unit 4. The configurations of the
group  management unit 1 and the verification unit 3 are similar to those
of the  first embodiment. [0133] The signature unit 2 includes, as in the
first embodiment, group  subscribing means 201, a member registration
certificate storage section  202, a group signature key storage section
203, message input means 204,  a random number generator 205, and group
signature creating means  206. The configurations of the group subscribing
means 201, the  member registration certificate storage 202, the group
signature key  storage 203, the message input means 204, and the random
number  generator 205 are similar to those of the first embodiment, [0134]
58  The group signature creating means 206 creates and outputs group
signature data indicating that the signature unit 2 is a unit of a  group
member appropriately registered to the group management unit 1,  according
to a message, a random number, a member registration  certificate, and a
group signature key. In this situation, the means 206  produces group
signature data while concealing information capable of  identifying the
signature unit 2. 



[01351 Also, the means 206 creates, by use of the public information
opened by the public information opening means 101, group signature  data
including conversion data to restore the member registration  certificate
using the opening information possessed by the group  management unit 1 and
the member status response unit 4 and proof  data indicating that the
conversion data is appropriately created. [01361 Additionally, the
configuration of the response unit 4 is similar to  that of the response
unit 4 of the first or second embodiment. [01371 Next, an operation will be
described. Incidentally, the group  subscribing processing, the invalid
member notifying processing, and the  signature unit identifying processing
are similar to the processing of the  first embodiment. [01381 First, an
operation of the group signature creating processing will  be described.
When a message is inputted according to a user operation,  the signature
unit 2 of a user having subscribed to the group creates  group signature
data for a message. The group signature creating  means 206 produces the
group signature data while concealing  information capable of identifying
that the signature unit 2 is a unit of a  member of the group. In this
situation, the creating means 206 creates 59  conversion data of the member
registration certificate having a property  similar to that shown in the
third embodiment. [01391 Also, when the conversion data is created, the
group signature  creating means 206 simultaneously generates proof data
indicating that  the conversion data is appropriately created. The creating
means 206  then outputs group signature data including the message, the
conversion  



data, and the proof data. [01401 Next, description will be given of an
operation in which the  verification unit 3 and the member status response
unit 4 judge validity  of the group signature and determine whether the
user is an invalid  member. The verification unit 3 having received the
message and the  group signature data verifies the group signature data to
determine  whether the signature is appropriate for the message in a way
similar to  that of the first embodiment. According to the message, the
group  signature data, and the public information opened by the opening
means  101, the group signature verifying means 301 confirms whether the
group signature data is signature data appropriately created by the
creating means 206. If it is not determined that the group signature  data
is appropriately created signature data, the verifying means 301
determines "rejection" according to the group signature data and  produces
a judge result indicating rejection of the message. [01411 If it is
determined that the group signature data is appropriately  created
signature data, the verifying means 301 confirms the member  status of the
signature unit 2 having produced the group signature data.  That is, the
verifying means 301 confirms whether the signature unit 2  is a unit of a
valid member of the group. The group signature verifying  means 301 sends
the conversion data and the proof data contained in the 60  group signature
data to the member status response unit 4.  [01421 The signature opening
means 404 of the response unit 4 gets  (receives) the conversion data and
the proof data. Moreover, the  signature opening means 404 confirms
validity of the proof data using  the public information opened by the
public information opening means  101. If it is not determined that the
proof data is correct, the means 404  



determines that the member status is "unknown" to send response data
indicating "unknown" to the verification unit 3. [01431 If it is determined
that the proof data is correct, the means 404  restores (creates) the
member registration certificate according to the  opening information
stored in the opening information storage section  403 and delivers the
created certificate as signer identifying information  to the signer
identifying means 406 or the member status judging means  407. The response
unit 4 then determines the member status in a way  similar to that of the
first or second embodiment. In addition, the  verification unit 3 produces
a verification result of "acceptance" or  "rejection" according to the
judge result of the response unit 4. [01441 As above, in the embodiment,
the signature unit 2 produces the  group signature data including the
conversion data of the member  registration certificate and the proof data
for the conversion data. Also,  the verification unit 3 having received the
message and the group  signature data transmits only the conversion data
and the proof data to  the member status response unit 4. Consequently, the
verification unit  3 can keep the received message secret from the response
unit 4.  Additionally, by confirming the proof data, the response unit 4
can  confirm whether the data sent from the verification unit 3 is part of
the  group signature data. 61  [01451 Sixth embodiment Next, the sixth
embodiment of the present invention will be  described by referring to
drawings. In the embodiment, the  configuration of the group signature
system is similar to that of FIG. 2  shown in conjunction with the first
embodiment. As shown in FIG. 2,  the system includes a group management
unit 1, a signature unit 2, a  



verification unit 3, and a member status response unit 4. The
configurations of the group management unit 1 and the verification unit  3
are similar to those of the first embodiment. [01461 The signature unit 2
includes, as in the first embodiment, group  subscribing means 201, a
member registration certificate storage section  202, a group signature key
storage section 203, message input means 204,  a random number generator
205, and group signature creating means  206. The configurations of the
group subscribing means 201, the  member registration certificate storage
section 202, the group signature  key storage section 203, the message
input means 204, and the random  number generator 205 are similar to those
of the first embodiment. [01471 The group signature creating means 206
creates and outputs  group signature data indicating that the signature
unit 2 is a group  member appropriately registered to the group management
unit 1,  according to a message, a random number, a member registration
certificate, and a group signature key. In this situation, the creating
means 206 produces group signature data while concealing information
capable of identifying the signature unit 2. [01481 Also, the group
signature creating means 206 creates, by use of  the public information
opened by the public information opening means 62  101, first conversion
data to restore the member registration certificate  using the opening
information possessed by the group management unit  1. Furthermore, the
creating means 206 creates, by use of the public  information opened by the
public information opening means 101, second  conversion data to restore
the member registration certificate using the  opening information
possessed by the member status response unit 4.  Additionally, the creating
means 206 creates first proof data indicating  



that the second conversion data has been appropriately created and  second
proof data indicating that the first conversion data and the  second
conversion data is obtained by converting one and the same  member
registration certificate. Thereafter, the group signature  creating means
206 creates group signature data including the first  conversion data, the
second conversion data, the first proof data, and the  second proof data.
[0149] The configuration of the response unit 4 includes, as in the first
embodiment, invalid member receiving means 401, a member revocation  list
storage section 402, an opening information storage section 403,  signature
opening means 404, a member information storage section 405,  signer
identifying means 406, and member status judging means 407.  [0150] The
configurations of the receiving means 401, the list storage  section 402,
the opening means 404, the information storage section 405,  the
identifying means 406, and the judging means 407 are similar to  those of
the first embodiment. [0151] The opening information storage section 403
stores opening  information of information contents different from those of
the opening  information stored in the opening information storage 106 of
the group  management unit 1. 63  [01521 Incidentally, the member status
response unit 4 may include, as  in the second embodiment, invalid member
receiving means 401, a  member revocation list storage section 402, an
opening information  storage section 403, signature opening means 404, and
member status  judging means 407. Also in this situation, the information
storage  section 403 stores opening information of information contents
different  



from those of the opening information stored in the information storage
section 106 of the group management unit 1. [01531 Next, an operation will
be described. Incidentally, the group  subscribing processing, the invalid
member notifying processing, and the  signature unit identifying processing
are similar to the processing of the  first embodiment. [01541 First, an
operation of the group signature creating processing will  be described. If
a message is inputted according to a user operation, the  signature unit 2
of a user having subscribed to the group creates group  signature data for
the message. The group signature creating means  206 produces the group
signature data while concealing information  capable of identifying that
the signature unit 2 is a unit of a member of  the group. In this
situation, the creating means 206 creates first  conversion data of the
member registration certificate. The creating  means 206 creates, as the
first conversion data like the conversion data  shown in the third
embodiment, data capable of restoring the member  registration certificate
using the opening information possessed by the  group management unit 1.
[01551 Also, the group signature creating means 206 creates second
conversion data like the first conversion data, to restore the member 64
registration certificate using the opening information possessed by the
member status response unit 4. Furthermore, at creation the second
conversion data, the creating means 206 simultaneously creates first  proof
data indicating that the second conversion data is appropriately  created.
Also, the creating means 206 creates second proof data  indicating that the
first conversion data and the second conversion data  are produced by
converting one and the same member registration  



certificate. The group signature creating means 206 then outputs a  message
and group signature data including the first conversion data,  the second
conversion data, the first proof data, and the second proof  data. [0156]
Next, description will be given of operation in which the  verification
unit 3 and the member status response unit 4 judge validity  of the group
signature and determine whether the user is an invalid  member. The
verification unit 3 having received the message and the  group signature
data verifies the group signature data to determine  whether the signature
is appropriate for the message in a way similar to  that of the first
embodiment. According to the message, the group  signature data, and the
public information opened by the opening means  101, the group signature
verifying means 301 confirms whether the  group signature data is signature
data appropriately created by the  creating means 206. If it is not
determined that the group signature  data is appropriately created
signature data, the verifying means 301  determines "rejection" according
to the group signature data and  produces a judge result indicating
rejection of the message. [0157] If it is determined that the group
signature data is appropriately  created signature data, the verifying
means 301 confirms the member  status of the signature unit 2 having
produced the group signature data. 65  That is, the verifying means 301
confirms whether the signature unit 2  is a unit of a valid member of the
group. The verifying means 301 sends  the second conversion data and the
first proof data contained in the  group signature data to the member
status response unit 4. [01581 The response unit 4 is configured in almost
the same way as for  the member status response unit 4 of the first
embodiment and operates  



as below. The signature opening means 404 of the response unit 4 gets
(receives) the second conversion data and the first proof data. Moreover,
using the public information opened by the public information opening
means 101, the signature opening means 404 confirms validity of the  first
proof data. If it is not determined that the first proof data is
appropriate, the opening means 404 determines that the member status  is
"unknown" and sends response data indicating "unknown" to the  verification
unit 3. [01591 If it is determined that the first proof data is
appropriate, the  opening means 404 restores (generates) the member
registration  certificate according to the opening information stored in
the opening  information storage 403 to deliver the generated certificate
as signer  identifying information to the signer identifying means 406.
Thereafter,  the member status response unit 4 determines the member status
as in  the first or second embodiment. Moreover, the verification unit 3
outputs a verification result of "acceptance" or "rejection" according to a
judge result of the response unit 4. [01601 As above, the signature unit 2
produces the group signature data  including the first conversion data
capable of restoring the member  registration certificate by use of the
opening information of the group  management unit 1 and the second
conversion data capable of restoring 66  the member registration
certificate by use of the opening information of  the member status
response unit 4. Therefore, the management unit 1  and the response unit 4
can possess mutually different opening  information items. [01611 Also, the
signature unit 2 produces the group signature data  including the first
proof data indicating that the second conversion data  



is appropriately created. Furthermore, the signature unit 2 sends the
second conversion data and the first proof data to the response unit 4.
Thanks to the operation, the response unit 4 can confirm whether the  data
sent from the verification unit 3 is part of the group signature data.
[01621 Additionally, the signature unit 2 produces the group signature
data including the second proof data indicating that the first conversion
data and the second conversion data are data items obtained by  converting
one and the same member registration certificate. Through  the operation,
the verification unit 3 can confirm that the two conversion  data items
produced from the signature unit 2 are obtained by  converting one and the
same member registration certificate. [01631  Seventh embodiment Next, the
seventh embodiment will be described by referring to  drawings. FIG. 12 is
a block diagram showing still another  configuration example of the group
signature system. As shown in FIG.  12, the system includes a group
management unit 1, a signature unit 2, a  verification unit 3, and a member
status response unit 4. The present  embodiment differs from the first
embodiment in that the signature unit  2 includes a member trace
information storage section 207.  Additionally, the present embodiment
differs from the first embodiment  in that the member status response unit
4 does not include the opening 67  information storage 403, the signature
opening means 404, the member  information storage section 405, and the
signature identifying means  406. [01641 As shown in FIG. 12, the group
management unit 1 includes, as in  the first embodiment, public information
disclosing or opening means  101, a member registration information storage
section 102, member  



registration means 103B, a member information storage section 104B,
revoked member notifying means 105B, an opening information storage
section 106, signature opening means 107, and signer identifying means
108. The configurations of the public information disclosing means 101,
the member registration information storage section 102, the opening
information storage section 106, the signature opening means 107, and  the
signer identifying means 108 are similar to those of the first  embodiment.
[01651 The member registration means 103B includes a function to
communicate with group subscribing means 201 of the signature unit 2  to
create a member registration certificate and member trace  information
using member registration information stored in the storage  section 102.
Incidentally, the member trace information is numeric  information obtained
according to a predetermined algorithm and is  information capable of
confirming that the group signature data is  created by the signature unit
2 of a particular user. Also, the  registration means 103B includes a
function in which the member  registration certificate and the member trace
information thus created  and ID information capable of identifying the
signature unit 2 are stored  in the member information storage section
104B. [01661 The storage section 104B stores the member registration 68
certificate, the member trace information, and the ID information
delivered from the member registration means 103 with a  correspondence
established therebetween. FIG. 13 is an explanatory  diagram showing an
example of information stored in the storage section  104B. As shown in
FIG. 13, for example, the member information  storage section 104B stores
for each signature unit 2 the set of the  member registration certificate,
the member trace information, and the  



ID information as member information indicating the signature unit 2.
[01671 The revoked member notifying means 105B includes a function in
which the notifying means 105B reads from the member information  storage
section 104 the member trace information corresponding to a  user who has
lost the qualification as the group member and then  notifies the ID
information to the member status response unit 4. [01681 As shown in FIG.
12, the signature unit 2 includes group  subscribing means 201B, a member
registration certificate storage  section 202, a group signature key
storage section 203, message input  means 204, a random number generator
205, group signature creating  means 206B, and a member trace information
storage section 207. The  configurations of the member registration
certificate storage section 202,  the group signature key storage section
203, the message input means  204, and the random number generator 205 are
similar to those of the  first embodiment. [01691 The group subscribing
means 201B includes a function to  communicate with the member registration
means 103B of the group  management unit 1 to generate a member
registration certificate, a  group signature key, and member trace
information to deliver these  items respectively to the member registration
certificate storage section 69  202, the group signature key storage
section 203, and the member trace  information storage section 207. [01701
The group signature creating means 206B includes a function to  create,
according to a message, a random number, a member registration
certificate, a group signature key, and member trace information, group
signature data indicating that the signature unit 2 is a device of a group



member correctly registered to the group management unit 1 and to  output
the group signature data. In this regard, the means 206B  outputs the group
signature data indicating the above information  without indicating
information capable of identifying the signature unit  2. In this
situation, the means 206B produces group signature data  including
conversion data of the member trace information. The  member trace
information storage section 207 stores the member trace  information
delivered from the member subscribing means 201. [01711 As shown in FIG.
12, the verification unit 3 includes a group  signature verifying means
301B and verification result output means  302. [01721 The verifying means
301B includes a function that accepts  (receives) a message and group
signature data from the signature unit 2  to check validity of the data. In
addition, the verification means 301B  includes a function in which if it
is judged that the group signature data  is not appropriate, the means 301
determines "rejection" to produce the  verification result. Additionally,
the verification means 301 includes a  function in which if it is judged
that the group signature data is  appropriate, the means 301 transmits, to
confirm whether the signature  unit 2 having created the data is a device
of a valid group member, the  message and the data to the member status
judging means 407B of the 70  member status response unit 4. [0173) The
verification result output means 302 includes a function to  receive the
judge result of the member status from member status  judging means 407B of
the member status response unit 4. In addition,  the means 302 includes a
function in which if the received result is  "valid", the means 302
determines "acceptance" and if the received result  



is "invalid", the means 302 determines "rejection" to produce the
verification result of "acceptance" or "rejection". [0174) As shown in FIG.
12, the member status response unit 4 includes  invalid member receiving
means 401B, a member revocation list storage  section 402B, and member
status judging means 407B. [0175) The receiving means 401B includes a
function to receive the  member trace information of an invalid member sent
from the invalid  member notifying means 105B to store the information in
the member  revocation list storage section 402B. [0176) The list storage
section 402B stores the member revocation list.  FIG. 14 is an explanatory
diagram showing an example of information  stored in the storage section
402B. As shown in FIG. 14, the list storage  section 402B stores as the
member revocation list, for example, a set of  member trace information of
revoked signature units 2. [0177) The member status judging means 407B
includes a function in  which the means 407B gets (receives) the message
and the group  signature data from the group signature verifying means 301B
to make a  check, by use of the member revocation list, to determine
whether the  signature unit 2 having created the data is a device of a
valid group  - ------- --- - -------- 71  member. Furthermore, the judging
means 407B includes a function to  send response data including a member
status indicating "valid" or  "invalid" to the verification result output
means 302 of the verification  unit 3. [01781 Next, operation will be
described. FIG. 15 is a flowchart showing  



still another example of the processing in which the group signature
system judges validity of the signature attached to the message to
determine whether the associated signature unit is a revoked member.
Referring next to FIGS. 12 and 15, description will be given of operation
of the group signature system. [01791 First, description will be given of
an operation of group  subscribing processing in which when the user
desires to subscribe to the  group as a new member, the user is registered
as a member of the group.  To subscribe to the group, the signature unit 2
communicates with the  group management unit 1 to execute registration
processing. The group  subscribing means 201B of the signature unit 2
communicates with the  member registering means 103B of the management unit
1 and creates  and outputs a member registration certificate, a group
signature key,  and member trace information. Also, the signature unit 2
makes the  member registration certificate 202 store the member
registration  certificate, the group signature key storage section 203
store the group  signature key, and the member trace information storage
section 207  store the member trace information. [01801 As shown in FIG.
13, the member registering means 103B store in  the member information
storage section 104B the member registration  certificate and the member
trace information issued to the signature unit  2 and ID information
capable of identifying the signature unit 2; the 72  certificate, the
information, and the ID information being in a set.  [0181] Next,
description will be given of an operation of invalid member  notification
processing in which the group management unit 1 notifies,  as an invalid
member appears, the invalid member to the member status  response unit 4.
To delete a signature unit 2 of a user as a member of a  



group from the group, the invalid member notification means 105B of the
management unit 1 reads from the member information storage section  104
member trace information corresponding to the signature unit 2 to  be
deleted. Additionally, the notifying means 105B sends the obtained
information to the response unit 4. The invalid member receiving  means
401B of the response unit 4 receives the member trace  information from the
notification means 105B and makes the member  revocation list storage
section 402 store the received information. [0182] Next, description will
be given of an operation of group signature  creation processing in which
the signature unit 2 generates group  signature data. The signature unit 2
of the user having subscribed to  the group receives as an input a message
according to a user operation to  create group signature data for the
message. The group signature  creating means 206B creates group signature
data according to the  message received from the message input means 204, a
random number  generated by the random number generator 205, the member
registration certificate stored in the certificate storage section 202, the
group signature key stored in the key storage section 203, and the  member
trace information stored in the member trace information 207.  In this
situation, the creating means 206B creates the group signature  data
indicating that the signature unit 2 is a unit of a group member  without
revealing information capable of identifying the signature unit  2. 73
[0183] Also, the group signature creating means 206B creates conversion
data of the member trace information. In this situation, the creating
means 206B creates conversion data having a property that the member  trace
information cannot be identified using the conversion data, but  whether or
not the conversion data is obtained by converting the member  



trace information can be determined if the member trace information is
present. For example, the creating means 206B creates the conversion  data
by converting the member trace information using a one-directional
function. Also, the group signature creating means 206 produces group
signature data including the message and the conversion data. [0184] Next,
description will be given of an operation of the processing in  which the
verification unit 3 and the member status response unit 4  judge validity
of the group signature to determine whether the  associated unit is a
revoked member. The verification unit 3 receives  the message and the group
signature data from the signature unit 2 and  verifies the group signature
data to determine whether the signature is a  signature appropriate for the
message. As shown in FIG. 15, according  to the message, the group
signature data, and the public information  opened by the public
information opening means 101, the group  signature verifying means 301B
confirms whether the group signature  data is signature data appropriately
created by the creating means 206B  (step S101). If it is not determined
that the group signature data is  appropriately created signature data, the
verifying means 301B  determines "rejection" according to the group
signature data and  produces a judge result indicating rejection of the
message. [0185] If it is determined that the group signature data is
appropriately  created signature data, the verifying means 301B confirms
the member 74  status of the signature unit 2 having created the data. That
is, the  verifying means 301B confirms whether the signature unit 2 is a
device  of a valid member of the group. The verifying means 301B sends the
message and the group signature data to the member status response  unit 4
(step 102) to request the response unit 4 to determine the member  status. 



[0186] The judging means 407B of the response unit 4 gets (receives) the
message and the group signature data from the verification unit 3. Also,
the judging means 407B confirms validity of the group signature data by
use of the message, the group signature data, and the public information
opened by the public information opening means 101 (step S103). If it is
determined that the data is not appropriate, the judging means 407B
determines that the member status is "unknown" and then sends  response
data representing "unknown" to the verification unit 3 (step  104). [0187]
If it is determined that the data is appropriate, the member status
judging means 407B executes processing as below according to the  member
trace information stored in the member revocation list storage  section
402B and the conversion data contained in the group signature  data. [0188]
First, the judging means 407B reads the member trace  information from the
list storage section 402B (step S505). The judging  means 407B determines
whether the member trace information exists in  the storage section 402B
(step S506). If the information does not exist  in the storage section
402B, the judging means 407B determines that the  member status is "valid"
(step S507). Thereafter, the judging means  407B sends response data
indicating "valid" to the verification unit 3 and 75  terminates the
processing. [01891 If it is determine that the information is present, the
judging  means 407B conducts a conversion for the obtained member trace
information to create second conversion data, the conversion being equal
to that conducted by the group signature creating means 206B (step  



S508). Additionally, the judging means 407B determines whether the
conversion data contained in the group signature data matches the  second
conversion data thus created (step S509). If it is determined  that the
conversion data items match each other, the judging means  407B determines
that the member status is "invalid" (step S510) and  then sends response
data indicating "invalid" to the verification unit 3.  [01901 If the
conversion data items do not match each other, the judging  means 407B
returns to step S505 to read the next member trace  information stored in
the list storage section 402B. The judging means  407B then repeatedly
executes the processing from step S505 to step  5510. By executing the
above processing, if it is determined that any  member trace information
stored in the list storage section 402B does  not match the conversion
data, the judging means 407B regards the  member status as "valid". [01911
The verification result output means 302 of the verification unit 3
receives the response data from the member status response unit 4 (step
S110). According to the response data, the output means 302  determines
whether the member status is "valid" (step 5111). If it is  determined that
the member status is "valid" according to the response  data, the output
means 302 determines to "accept" the message  according to the group
signature data. Or, if it is determined that the  member status is other
than "valid", the output means 302 determines to 76  "reject" the message
according to the group signature data. The output  means 302 then produces
a verification result "acceptance" or "rejection".  [01921 As above,
according to this embodiment, the group management  unit 1 issues mutually
different member trace information items for the  respective signature
units 2. Moreover, the signature unit 2 outputs the  



conversion data of the member trace information as part of the group
signature data. In addition, the member status response unit 4  determines
the member status using the conversion data. Therefore,  the response unit
4 can determine the member status without using the  opening secret key
(opening information). [01931  Eighth embodiment Next, the eighth
embodiment will be described by referring to  drawings. The configuration
of the group signature system is similar to  that of FIG. 12 shown in
conjunction with the seventh embodiment. As  shown in FIG. 12, the system
includes a group management unit 1, a  signature unit 2, a verification
unit 3, and a member status response  unit 4. Also, the configurations of
the group management unit 1 and  the signature unit 2 are similar to those
of the seventh embodiment.  [01941 As shown in FIG. 12, the verification
unit 3 includes a group  signature verification means 301B and a
verification result output  means 302. [01951 The verification means 301B
includes a function that accepts  (receives) a message and group signature
data from the signature unit 2  to check validity of the data. Also, the
verification means 301B includes  a function in which if it is judged that
the group signature data is not  appropriate, the verification means 301B
determines "rejection" to 77  produce the verification result.
Additionally, the verification means  301B includes a function in which if
it is judged that the group signature  data is appropriate, the
verification means 301B transmits, to confirm  whether the signature unit 2
having created the data is a device of a  valid group member, the
conversion data contained in the message to the  member status judging
means 407B of the member status response unit  



4. [0196] The verification result output means 302 includes a function to
receive the judge result of the member status from member status  judging
means 407B of the member status response unit 4. In addition,  the output
means 302 includes a function in which if the received result  is "valid",
the output means 302 determines "acceptance" and if the  received result is
"invalid", the output means 302 determines "rejection"  to produce the
verification result of "acceptance" or "rejection". [0197] As shown in FIG.
12, the member status response unit 4 includes,  as in the seventh
embodiment, invalid member receiving means 401B, a  member revocation list
storage section 402B, and member status judging  means 407B. [0198] The
receiving means 401B includes a function to receive the  member trace
information of an invalid member sent from the invalid  member notifying
means 105B to store the information in the member  revocation list storage
section 402B. [0199] The storage section 402B stores the member revocation
list. FIG.  16 is an explanatory diagram showing another example of
information  stored in the storage section 402B. As shown in FIG. 16, the
storage  section 402B stores as the member revocation list, for example,
member 78  trace information corresponding to the signature units 2
belonging to the  group and member statuses of the corresponding signature
units 2.  Also, the list storage section 402B stores information of "valid"
or  "invalid" as the member status. [02001 The judging means 407B includes
a function in which the means  



407B receives the message and the group signature data from the group
signature verifying means 301B of the verification unit 3 to determine,  by
use of the member revocation list, whether the signature unit 2  having
created the data is a device of a valid group member.  Furthermore, the
judging means 407B includes a function to send  response data including a
member status indicating "valid" or "invalid"  to the verification result
output means 302 of the verification unit 3.  [02011 Next, operation will
be described. FIG. 17 is a flowchart showing  still another example of the
processing in which the group signature  system judges validity of the
signature attached to the message to  determine whether the associated
signature unit is a revoked member.  Referring next to FIGS. 12 and 17,
description will be given of operation  of the group signature system. In
this connection, the member  subscribing processing, the invalid member
notifying processing, and the  group signature creating processing are
similar to the processing in the  seventh embodiment. [02021 The
verification unit 3 receives the message and the group  signature data from
the signature unit 2 and verifies the group signature  data to determine
whether the group signature data is a signature  appropriate for the
message. As shown in FIG. 17, according to the  message, the group
signature data, and the public information opened by  the public
information opening means 101, the group signature verifying 79  means 301B
confirms whether the group signature data is signature data  appropriately
created by the creating means 206B (step 5101). If it is  not determined
that the group signature data is appropriately created,  the verifying
means 301B determines "rejection" according to the group  signature' data
and produces a judge result indicating rejection of the  message. 



[0203] If it is determined that the group signature data is appropriately
created, the verifying means 301B confirms the member status of the
signature unit 2 having created the data. That is, the verifying means
301B confirms whether the signature unit 2 is a device of a valid member
of the group. The verifying means 301B sends the conversion data  contained
in the group signature data to the member status response  unit 4 (step
602) to request determination of the member status of the  signature unit
2. [0204] When the conversion data is obtained (received) from the
verification unit 3, the judging means 407B of the response unit 4 reads
the member trace information from the list storage section 402B (step
S505). The judging means 407B determines whether the member trace
information exists in the list storage section 402B (step S506). [0205] If
it is determined that the information exists in the storage  section 402B,
the judging means 407B executes the processing as below.  The judging means
407B conducts a conversion for the obtained member  trace information to
create second conversion data, the conversion being  equal to that
conducted by the group signature creating means 206B  (step S508). In
addition, the judging means 407B determines whether  the conversion data
contained in the group signature data matches the  second conversion data
thus created (step S509). 80  [0206] If it is determined that the
conversion data items do not match  each other, the judging means 407B
returns to step S505 to read the new  member trace information stored in
the list storage section 402B. The  judging means 407B then repeatedly
executes the processing from step  S505 to step S510. 



[0207] If it is determined that the conversion data items match each
other, the judging means 407B examines the member status stored in  the
member revocation list with a correspondence between the member  trace
information and the member status (step 5610). Thereafter, the  judging
means 407B sends to the verification unit 3 response data  indicating
"valid" or "invalid" according to the member status. For  example, if the
member status corresponding to the member trace  information is "valid",
the judging means 407B sends response data  indicating "valid" (step 5611).
Or, if the member status corresponding  to the member trace information is
"invalid", the judging means 407B  sends response data indicating "invalid"
(step 5612). [0208] If it is determined that any member trace information
stored in  the list storage section 402B does not match the conversion data
and  there does not exist member trace information to be read, the member
status judging means 407B determines that the member status is  "unknown"
(step 5613). The judging means 407B then sends response  data indicating
"unknown" to the verification unit 3. [0209] The verification result output
means 302 of the verification unit 3  receives the response data from the
member status response unit 4 (step  S110). According to the response data,
the output means 302  determines whether the member status is "valid" (step
S111). If it is 81  determined that the member status is "valid" according
to the response  data, the output means 302 determines to "accept" the
message  according to the group signature data. Or, if it is determined
that the  member status is other than "valid", the output means 302
determines to  "reject" the message according to the group signature data.
The output  means 302 then produces a verification result "acceptance" or
"rejection".  



First exemplary implementation [0210] Next, description will be given of
the first exemplary  implementation. In this connection, the implementation
corresponds to  the first embodiment. The group management unit 1
determines  constants commonly used in the system. First, the unit 1
determines  the security parameters e, k, and lp. Moreover, the unit 1
selects al, X2,  yl and y2 to hold Xl > e(X2 + k), X2 > 41p, al > c(y2 +
k), and y2 > yl + 2.  Additionally, the unit 1 determines a collision
difficulty hash function H.  Thereafter, the unit 1 outputs the determined
a, k, lp, al, X2, yl, y2, and  H to the public information opening means
101. [0211] Subsequently, the group management unit 1 generates member
registering information. The unit 1 first selects prime numbers p' and  q'
having a size of lp bits. Next, the unit 1 calculates p = 2p' + 1 and q =
2q' + 1 to obtain n = pq. Also, the unit 1 randomly selects a, a0, g, and h
from a group of quadratic residues of n. The unit 1 respectively outputs
(p', q') to the member registering information storage 102 and (n, a, a0,
g,  h) to the public information opening means 101. [0212] Next, the group
management unit 1 generates opening  information. The unit 1 randomly
selects x from a multiplicative group  of orders p' and q' to calculate
expression (1). 82  [0213] y = gx mod n expression (1)  [0214] The group
management unit 1 respectively outputs x to the  opening information
storage section 106 and y to the public information  opening means 101.
Also, the opening information created by the unit 1  is notified, and is
kept secret from the member status response unit 4.  



[0215] After the initialization and the key creation, to subscribe to the
group, the signature unit 2 executes registration processing by
communicating with the group management unit 1. As a result of the
registration processing, the signature unit 2 acquires a group secret key
xi and a member registration certificate (Ai, ei) satisfying expression (2)
[0216] ax`ao = A." expression (2)  [0217] The group subscribing means 201
of the signature unit 2  randomly selects tilde si from an interval from 0
to 2A2 and tilde ri from  an interval from 0 to n2 respectively. Then, the
subscribing means 201  calculates expression (3). [0218]  Cl = gx'h''
expression (3)  [0219] Also, the group subscribing means 201 creates proof
data  indicating that the tilde xi and tilde ri have been appropriately
created.  In addition, the means 201 selects random numbers tl and t2
satisfying  expression (4) and calculates expression (5). [0220]  t1 e
[0,2'12 ], t2 e [0,n22] expression (4)  [0221] 83  c1=H(g11hlg`'h`2) S1 =
t1- c1i, expression (5)  S2 = 12 - cir [0222] Thereafter, the group
subscribing means 201 transmits (Cl, cl, sl,  s2) and digital signature of
the signature unit 2 for (Cl, cl, sl, s2), to the  group management unit 1.



[0223] When C1, cl, sl, and s2 are received, the member registering  means
103 of the unit 1 confirms the digital signature using the public  key
certificate of the signature unit 2 and then confirms whether  expression
(6) is satisfied. [0224]  c1 = H(g II h II CI' g5' h32) expression (6)
[0225] When it is confirmed that the expression (6) is satisfied, the
member registering means 103 randomly selects ai and Bi satisfying the
condition of expression (7) and sends them to the signature unit 2. [0226]
a;, f; E[0,2?'] expression (7)  [0227] When ai and Bi are received, the
group subscribing means 201  calculates expression (8). [0228]  x1 =221
+(a,ic, +f, mod222) expression (8)  [0229] In this connection, xi thus
calculated is a group signature key.  Therefore, it is considered that the
group management unit 1 and the  signature unit 2 have randomly created the
group signature key.  However, the management unit 1 cannot calculate the
group signature 84  key. Next, the group subscribing means 201 calculates
expression (9).  [02301 C, =a' modn expression (9)  [02311 Moreover, the
group subscribing means 201 creates proof data  indicating that xi has been
appropriately created. Also, the means 201  selects random numbers t3, t4,
and t5 satisfying the condition of  



expression (10) and calculates expression (11) [02321  t3 E{o,l}e("2+k) t4
E{0,1)602+k) expression (10)  t5 E (O,1}s(21p+A.2 +k) [02331
C2=H(glIhIiallC1tiC2llarllfi1lat3 IIgt3(g222)`4h`S)  ~) s3 =t3 -c2(x, -2 1
expression (11)  S4 = t4 -c2((aixi+ fli-xi+2't1)l2"2 ) S5 = t5 -cai7
[02341  The group subscribing means 201 then sends (C2,c2,s3,s4,s5) and
digital signature of the signature unit 2 for (C2,c2,s3,s4,s5), to the
group  management unit 1. [02351 When C2, c2, s3, s4, and s5 are received,
the member registering  means 103 of the unit 1 determines whether
expression (12) holds. [02361  c2
=H(gllhlla11C1itC2llaillfill(C2/a2z1)C2a53 II (C1 1gA)C2 g53 (g2 t2 )S4 hs5
) expression (12)  [02371 When it is confirmed that expression (12) holds,
the member 85  registering means 103 randomly selects a prime number ei
satisfying the  condition of expression (13) and calculates expression
(14). [02381  [ 2 7 ' 2y2 2y' +272] expression (13)  [02391 A1 =(C2ao)1/e1
modn expression (14)  [02401 



Incidentally, the value obtained using expression (4) cannot be  calculated
without knowing p' and q'. The member registering means  103 transmits the
obtained (Ai,ei) as a member registration certificate to  the signature
unit 2. [02411 When (Ai,ei) is received, the group subscribing means 201 of
the  signature unit 2 determines whether expression (2) holds to confirm
whether the member registration certificate is appropriately created. If
it is determined that the certificate is appropriately created, the
subscribing means 201 makes the registration certificate storage section
202 store the certificate (Ai,ei). Moreover, the means 201 makes the  group
signature key storage section 203 store xi as a group signature  key.
[02421 The member registering means 103 of the group management unit  1
makes the member information storage section 104 store the certificate
(Ai,ei) corresponding to the signature unit 2,
(C1,C2,cl,c2,sl,s2,s3,s4,s5),  and the digital signature of the signature
unit 2 attached to each thereof.  Furthermore, the management unit 1
notifies the member information  acquired according to the above procedure
to the member status response  unit 4. [0243] If a signature unit 2 having
subscribed to the group is deleted 86  from the group, the invalid member
notifying means 105 of the  management unit 1 notifies (transmits) the
public key certificate  corresponding to the signature unit 2 of the member
who leaves the  group to the response unit 4. The invalid member receiving
means 401  of the response unit 4 receives the public key certificate and
adds the  certificate to the member revocation list stored in the member
revocation  list storage section 402. 



[02441 The group signature creating means 206 of the signature unit 2
having acquired the member registration certificate and the group
signature key creates group signature data. First, the random number
generator 205 generates a random number "w" including 21p bits and  outputs
the random number w to the group signature creating means  206. When the
random number w is received, the creating means 206  calculates, according
to the random number, the member registration  certificate (Ai,ei), and the
public information opened by the public  information opening means 101, the
conversion data of (Ai,ei) by use of  expression (15). [02451  TI = A, y'"
modn, T2 = gW modn, T3 = gezh79 modn expression (15)  [02461 Next, the
creating means 206 creates data indicating that the  conversion data is
appropriately created. The random number  generator 205 generates a random
number rl including e(y2 + k) bits, a  random number r2 including e(a2 + k)
bits, a random number r3  including e(yl + 21p + k + 1) bits, and a random
number r4 including  c(21p + k) bits and delivers the random numbers to the
group signature  creating means 206. When the random numbers are received,
the  creating means 206 calculates expression (16). 87  [0247] d1 =Tjr1
/(ar2 yr3 ) mod n, d2= T2 /gr3 modn, d3= g4modn, d4= g'I h4modn expression
(16)  [0248] Next, the group signature creating means 206 calculates
expression (17) using the message m inputted from the message input  means
204. Moreover, the means 206 calculates expression (18). [02491  



c=H(gIIhIIyIlao IIall] IIT2IIT3IId, IId2IId3IId4IIm) expression (17)
[0250] s1=rl-c(ets2=r2-c(x,-210,53=r3-ce,w,54=r4-cw  expression (18)
[0251] Thereafter, the group signature creating means 206 outputs the
message m and (c,s1,s2,s3,s4,T1,T2,T3) as the group signature data.
Incidentally, also in this operation, the creating means 206 may
calculates and outputs c" of expression (19) in place of c. [0252]
c"=H(g1Ih1Iy11ao 11 a 11 TI 11 T2 11 T3 11 dl 11 d2 11 d3 11 d4 11 H(M))
expression (19)  [0253] When the message m and the group signature data
(c,s1,s2,s3,s4,T1,T2,T3) created by the signature unit 2 are received, the
verification unit 3 verifies validity of the group signature data as below.
In FIG. 5, the group signature verifying means 301 of the verification
unit 3 determines whether the received group signature satisfies a
verification expression (step S101). In the implementation, the  verifying
means 301 calculates expression (20) according to the message  m, the group
signature data (c,s1,s2,s3,s4,T1,T2,T3), and the public 88  information
opened by the public information opening means 101.  [0254] c =H(gII h11
y11 ao II all Till T2IIT3IIac II  Tls1 -csr' /(as2-c2~' ys3) mod n II
TZ'-c2Y1 / gs3 mod n I  T2'gs4 modnllT3 gsi c2rlhs4 modnllm) expression
(20)  [0255] 



Only in a case in which the conditions that c'= c, sl is e(y2 + 10+1  bits,
s2 is e(A2 + k)+1 bits, s3 is e(yl + 21p + k + 1)+1 bits, and s4 is c(21p
+ k)+1 bits are satisfied, the group signature verifying means 301 sends
the message in and the group signature data (c,s1,s2,s3,s4,T1,T2,T3) to
the member status response unit 4 (step S102). If the conditions are not
satisfied, the verifying means 301 determines that the group signature
data is not appropriate and produces "rejection". [0256] Additionally, if
c" is produced in place of c in the signature  creation, the verifying
means 301 determines whether expression (21)  holds. [0257]  c" =H(gII h11
y11 ao II all Till T2IIT3IIa~ TIs' `srl /  (as2-c 'P2 Al "271 ., T3
"gs1_c"2r'hs4 modn II m) expression (21)  [0258] If expression (21) holds,
the verifying means 301 transmits the  hash value H(m) of the message and
the group signature data  (c",s1,s2,s3,s4,T1,T2,T3) to the member status
response unit 4. [0259] 89  In this regard, the procedure in which the
group management unit 1 and the signature unit 2 create the member
registration certificate  and the group signature key, the procedure in
which the signature unit 2  creates the group signature data, and the
procedure in which the  verification unit 3 verifies the group signature
data which are described  above are described in non-patent document 2.
[02601 When the message and the group signature data
(c,sl,s2,s3,s4,T1,T2,T3) are received, the signature opening means 404 of  



the member status response unit 4 confirms the verification expression  for
the group signature data indicated by expression (20). The opening  means
404 then confirms that the received group signature data is  appropriate
group signature data for the received message (step S103).  [02611 If the
group signature data is not appropriate, the opening means  404 determines
that the member status is "unknown" and sends  response data indicating
"unknown" to the verification unit 3 (step S104).  If it is determined that
the group signature data is appropriate, the  opening means 404 calculates,
by use of the opening information x stored  in the opening information
storage section 403, signer identifying  information A' according to
expression (22) (step S105). [02621  A'= Ti /TZ modn expression (22)
[02631 Furthermore, the signature opening means 404 outputs the  obtained
signer identifying information A' to the signer identifying  means 406.
When the information A' is received, the means 406 makes  a search through
the member information stored in the member  information storage section
405 to identify a member registration  certificate having Ai satisfying A'
= Ai. Also, the opening means 404 90  identifies a signature unit 2
according to the digital signature stored  with a correspondence
established between the signature and the  identified member registration
certificate and then delivers the public  key certificate of the signature
unit 2 as ID information to the member  status judging means 407 (step
5106). [02641 The judging means 407 receives the public key certificate as
the  ID information and makes a search through the member revocation list
to determine whether the public key certificate exists in the member  



revocation list stored in the member revocation list storage section 404
(step S107). If the certificate does not exist in the revocation list, the
judging means 407 determines that the member status is "valid" and  sends
response data indicating "valid" to the verification unit 3 (step  S108).
If the certificate exists in the revocation list, the judging means  407
determines that the member status is "invalid" and sends response  data
indicating "invalid" to the verification unit 3 (step S109). [02651 When
the response data is received from the response unit 4, the  verification
result output means 302 of the verification unit 3 determines  "acceptance"
according to the group signature if the response data is  "valid" and
determines "rejection" if the response data is "invalid". The  output means
302 then delivers the verification result (steps S110 and  sill). [02661
Moreover, the group management unit 1 receives the group  signature data
(c,sl,s2,s3,s4,Tl,T2,T3) and identifies the signature unit  2 having
created the data. The signature opening means 107 calculates,  by use of
the opening information x stored in the opening information  storage
section 106, the signer identifying information A' according to  expression
(22) and feeds the information A' to the signer identifying 91  means 108.
Next, the identifying means 108 makes a search through  the member
information stored in the storage section 104 to retrieve Ai  matching A'.
When the matching Ai is detected, the identifying means  108 identifies the
signature unit which is the owner of Ai according to  the digital signature
attached to the member information containing Ai.  Second exemplary
implementation [0267] Next, description will be given of the second
exemplary  implementation. In this connection, the implementation
corresponds to  



the second embodiment. Also, the initialization, the key creation
processing, and the group subscribing processing executed by the group
management unit 1 and the signature unit 2 are similar to those of the
first exemplary implementation. [0268] To delete a signature unit 2 as a
member of a group from the  group, the invalid member notification means
105A of the unit 1 notifies  (transmits) the member registration
certificate (Ai,ei) corresponding to  the signature unit of the member who
leaves the group to the member  status response unit 4. The invalid member
receiving means 401A of  the response unit 4 receives the member
registration certificate (Ai,ei)  and adds the certificate to the member
revocation list stored in the  member revocation list storage section 402A.
[0269] Additionally, the group signature creating processing is similar to
that of the first exemplary implementation. '[0270] The verification unit 3
receives the message and the group  signature data
(c,s1,s2,s3,s4,T1,T2,T3). Then, the group signature  verifying means 301 of
the verification unit 3 confirms, as in the first 92  implementation,
whether the data is appropriate (step S101 shown in  FIG. 8). If it is
confirmed that the data is appropriate, the verifying  means 301 sends the
message and the group signature data  (c,s1,s2,s3,s4,T1,T2,T3) to the
member status response unit 4. [02711 Incidentally, as in the first
implementation, the procedure to  create the member registration
certificate and the group signature key,  the procedure to create the group
signature data, and the procedure to  verify the group signature data are
described in non-patent document 2.  [02721 



When the message and the group signature data  (c,s1,s2,s3,s4,T1,T2,T3) are
received, the signature opening means 404A  of the member status response
unit 4 confirms the verification  expression for the group signature data
indicated by expression (20).  The opening means 404A then confirms that
the received group  signature data is appropriate group signature data for
the received  message (step S103). [02731 If the group signature data is
not appropriate, the opening means  404A determines that the member status
is "unknown" and sends  response data indicating "unknown" to the
verification unit 3 (step S104).  If it is determined that the group
signature data is appropriate, the  opening means 404A calculates, by use
of the opening information x  stored in the opening information storage
section 403, signer identifying  information A' according to expression
(22) (step S105). Moreover, the  opening means 404A delivers the obtained
information A' to the member  status judging means 407A. [02741 When the
signer identifying information A' is received, the  judging means 407A
determines whether Ai satisfying the condition of A' 93  Ai exists in the
member revocation list stored in the member revocation list storage section
402A (step 5206). If it is determined that  such Ai exists in the list, the
judging means 407A determines that the  member status is "invalid" (step
5108); and if it is not determined that  such Ai exists in the list, the
judging means 407A determines that the  member status is "valid" (step
S109). Thereafter, the judging means  407A transmits response data
indicating "invalid" or "valid" to the  verification unit 3. [0275] When
the response data is received(step 5110), the verification  



result output means 302 of the verification unit 3 executes processing
similar to that of the first implementation to produce a verification
result  (step S111). Also, the signer identifying processing executed by
the  group management unit 1 is similar to that of the first
implementation.  Third exemplary implementation [0276] Next, description
will be given of the third exemplary  implementation. Incidentally, the
implementation corresponds to the  third embodiment. Furthermore, the
initialization, the key creation  processing, and the group subscribing
processing, and member revoking  processing executed by the group
management unit 1 and the signature  unit 2 are similar to the processing
of the first implementation. [0277] Also, the group signature creating
processing is executed in a way  similar to that of the first
implementation, that is, the group signature  creating means 206 of the
signature unit 2 produces the message and the  group signature data
(c,s1,s2,s3,s4,T1,T2,T3). [0278] The verification unit 3 receives the
message m and the group 94  signature data (c,s1,s2,s3,s4,T1,T2,T3) and
confirms validity of the data  as in the first implementation (step S101
shown in FIG. 9). If it is  confirmed that the data is appropriate, the
verifying means 301 sends  (T1,T2) to the member status response unit 4
(step S302). [0279] Incidentally, as in the first implementation, the
procedure to  create the member registration certificate and the group
signature key,  the procedure to create the group signature data, and the
procedure to  verify the group signature data are described in non-patent
document 2.  [0280] When (T1,T2) is received, the signature opening means
404 of the  



member status response unit 4 calculates A' by use of the opening
information x stored in the opening information storage section 403 as in
the first implementation and outputs the obtained A' as signer  identifying
information to the signer identifying means 406. [0281] When the signer
identifying information is received, the member  status judging means 407
executes processing similar to that of the first  implementation and sends
response data. Additionally, when the  response data is received, the
verification result output means 302 of the  verification unit 3 executes
processing similar to that of the first  implementation to produce a
verification result. Also, the signer  identifying processing executed by
the group management unit 1 is  similar to that of the first implementation
Fourth exemplary implementation  [0282] Next, description will be given of
the fourth exemplary  implementation. Incidentally, the implementation
corresponds to the  fourth embodiment. Furthermore, in the implementation,
the 95  initialization, the key creation processing, and the group
subscribing  processing, member revoking processing, and group signature
creating  processing executed by the group management unit 1 and the
signature  unit 2 are similar to the processing of the third
implementation. [02831 The verification unit 3 receives the message m and
the group  signature data (c,s1,s2,s3,s4,T1,T2,T3) and confirms validity of
the data  as in the first implementation (step S101 shown in FIG. 11). If
it is  confirmed that the data is appropriate, the verifying means 301
sends  (T1,T2) of the data to the member status response unit 4 (step
5302).  [02841 In this connection, as in the first implementation, the
procedure  



to create the member registration certificate and the group signature key,
the procedure to create the group signature data, and the procedure to
verify the group signature data are described in non-patent document 2.
[02851 When (T1,T2) is received, the signature opening means 404A of  the
member status response unit 4 calculates A' by use of the opening
information x as in the first implementation and outputs the obtained A'
as signer identifying information to the member status judging means  407A.
[02861 When the information A' is received, the judging means 407A  makes a
search through the member revocation list to determine  whether A'
satisfying the condition of A' = Ai exists in the member  revocation list
stored in the member revocation storage section 402A  (step S404). If not
found (A' satisfying the condition does not exist), the  judging means 407A
determines that the member status is "unknown"  and then sends response
data representing "unknown" to the verification  unit 3 (step S405). If
found (A' satisfying the condition exists), the 96  judging means 407A
determines that the member status is "valid" or  "invalid" according to the
status of Ai stored in the member revocation  list and then sends response
data representing "valid" or "invalid" to the  verification unit 3 (steps
S407 and S408). [02871 When the response data is received, the verification
result output  means 302 of the verification unit 3 produces a verification
result by  executing processing similar to that of the third
implementation. Also,  the signer identifying processing executed by the
group management  unit 1 is similar to that of the first implementation.
Fifth exemplary implementation  [02881 



Next, description will be given of the fifth exemplary  implementation.
Incidentally, the implementation corresponds to the  fifth embodiment.
Furthermore, the initialization, the key creation  processing, the group
subscribing processing, and member revoking  processing executed by the
group management unit 1 and the signature  unit 2 are similar to the
processings of the second implementation. [02891 The random number
generator 205 of the signature unit 2  generates a random number w as in
the first implementation.  Furthermore, the group signature creating means
206 of the signature  unit 2 calculates expressions (15) and (16) as in the
first implementation.  Also, the creating means 206 calculates expression
(23). [02901  ci =H(gI hllyllao IIalITi IIT2IIT3Ildi IId2lld3IId4)
expression (23)  [02911 Additionally, the group signature creating means
206 calculates 97  expression (24). [02921  sl =r -cl(ei -2y l), s2 =r2 -
cl(xi - 2Yi), s3 =r3 -cleiw, s4 =14 CI 1v  expression (24)  [02931 Next,
the random number generator 205 additionally generates a  random number r5
including e(y2 + k) bits, a random number r6  including e(A2 + k) bits, a
random number r7 including e(yl + 21p + k +  1) bits, and a random number
r8 including e(21p + k) bits. The group  signature creating means 206
calculates expression (25) using the  random numbers r5 to r8. [02941
d5=T1'5/(a'6y'7)modn, d6=TI1g'7modn, d7=g'8modn, dg=g'Sh' modn  



expression (25)  [02951 Furthermore, the creating means 206 calculates
expressions (26)  and (27) for the message m inputted from the message
input means 204.  [02961 [Expression 251 C2 =H(g11h11y11a611alIT II12111
311d511d611d711d811m) expression (26)  [02971 [Expression 261 S5 =r5 -c2(e,
-2Y'), S6 =r6 -C2(x, -2'~), S7 =r7 -c2e,w, Se=r3 -c2w expression (27)
[02981 Thereafter, the group signature creating means 206 outputs the
message m and (cl,c2,sl,s2,s3,s4,s5,s6,s7,s8,T1,T2,T3) as the group 98
signature data. [0299] When the message m and the group signature data
(cl,c2,sl,s2,s3,s4,s5,s6,s7,s8,T1,T2,T3) are received, the verification
unit  3 verifies validity of the group signature data. The group signature
verifying means 301 of the verification unit 3 determines whether the
conditions of expressions (28) to (30) are satisfied according to the
message m, the group signature data
(cl,c2,sl,s2,s3,s4,s5,s6,s7,s8,T1,T2,T3), and the public information
opened by the public information opening means 101. [0300]
cl=H(gllhllyllaollTillT2IIT3IIaa'Tls' `'S7 /(as2_c'2z'yS3)modnll  T51-~'Zr1
/gS3 modn Il T21g54 modn 11 T3'gS'-C12y1hS4 modn) expression (28)  [0301] 



c2 =H(g1IhIIy1Ia0IIT1IIT2IIT3IIap2Tg5 `22y1 /(as6-`'22A'yS7)modnll
T55-Q22y1 /gS7 modnllT52gS$ modnIIT52gS5 '2T5fc8 modn Im)  expression (29)
[0302]  Sl E{Ql}e(y2+k)+1 S2 E{0,1}e(A2+k)+1 s3 E{Ql}e(Al +21p+k+1)+1 sq
E{0,1}e(21p+k)+1 expression (30)  sg {0,1}e(y2+k)+I S6 E{0,1}e(7,2+k)+1 s7
E{0,1}e(R~+21p+k+i)+1 sg E{0,1}e(21p+k)+1  [0303] If the conditions of
expressions (28), (29), and (30) are not  satisfied, the verification unit
3 determines "rejection" according to the  group signature data. If the
conditions of expressions (28), (29), and  (30) are satisfied, the
verification unit 3 transmits 99  (c1,s1,s2,s3,s4,T1,T2,T3) of the group
signature data to the member  status response unit 4. [03041 When
(c1,s1,s2,s3,s4,T1,T2,T3) is received, the signature opening  means 404 of
the response unit 4 confirms whether expressions (28) and  (31) hold.
[03051  S1 C- {0,1) E(72 +k)+', S2 F={O,I)-(A2+k)+l S3 E{0,1}E(k+21p+k+l)+1
S4 E{0,1}E(21p+k)+i expression (31)  [03061 If expressions (28) and (31) do
not hold, the opening means 404  determines that the member status is
"unknown" and sends response  data indicating "unknown" to the verification
unit 3. If expressions (28)  and (31) hold, the opening means 404
calculates signer identifying  information Ai by use of the opening
information x as in the first  implementation. 



[03071 When the signer identifying information is received, the judging
means 407 executes processing similar to that of the first or second
implementation and sends response data. Moreover, when the response  data
is received, the verification result output means 302 of the  verification
unit 3 executes processing similar to that of the first or  second
implementation to produce a verification result. Also, the signer
identifying processing executed by the group management unit 1 is  similar
to that of the first implementation. Sixth exemplary implementation  [03081
Next, description will be given of the sixth exemplary 100  implementation.
Incidentally, the implementation corresponds to the  sixth embodiment.
Furthermore, in the implementation, the  initialization executed by the
group management unit 1 and the  signature unit 2 is similar to that of the
first or second implementation.  [03091 In the key creating processing, the
group management unit 1  generates opening information x and public
information y as in the first  implementation. The member status response
unit 4 randomly selects u  from a multiplicative group of orders p' and q'
to calculate expression  (32). [03101 z = g mod n expression (32)  [03111
The response unit 4 makes the opening information storage  section 403
store u and outputs z as a public key of the response unit 4 to  public
information opening means 101. Incidentally, the group  subscribing
processing and the member revoking processing are similar  to the
processing of the first or second implementation. 



[03121 The random number generator 205 of the signature unit 2  generates a
random number t including 21p bits. Moreover, the group  signature creating
means 206 calculates expression (33) using the public  key z of the
response unit 4. [03131  Tl = A,zt modn, T2 = gt modn, T3 = gei ht modn
expression (33)  [03141 Moreover, the random number generator 205 creates a
random  number w including 21p bits. The group signature creating means 206
calculates expression (34) by use of a public key y of the group 101
management unit 1 as in the case of the public key z.  [0315] T4 = Ai yw
modn, T5 = g' modn, T6 = gei h' mode expression (34)  [0316] Additionally,
the group signature creating means 206 generates  proof data indicating
that Ti and T2 are appropriate conversion data of  the member registration
certificate. First, the random number  generator 205 generates a random
number rl including e(y2 + k) bits, a  random number r2 including e(a2 + k)
bits, a random number r3  including e(yl + 21p + k + 1) bits, and a random
number r4 including  e(21p + k) bits. Also, the group signature creating
means 206 calculates  expression (35) and calculates expression (36).
[0317]  dl =Ti' /(ai2y'3)modn, d2 =T2' /gr3 modn, d3 =gr4 modn, d4 =g'lhr4
mode  expression (35)  [03181 C, =H(gIIhJIyJIzJlao IIaIIT IIT2IIT lid,
IId21Id3IId4) expression (36)  [0319] 



Furthermore, the creating means 206 calculates expression 37.  [0320] S1
=r1-cl(ei-2y1),S2=r2-c1(xi-2A1),S3=r3-cleft, S4=r4-c,t  expression (37)
[0321] Thereafter, the group signature creating means 206 creates data
indicating that T4 and T5 are appropriate conversion data items of the
member registration certificate and (T1,T2) and (T4,T5) are obtained by
converting one and the same member registration certificate. The  random
number generator 205 generates a random number r5 including 102  e(y2 + k)
bits, a random number r6 including e(A2 + k) bits, a random  number r7
including c(yl + 21p + k + 1) bits, a random number r8  including e(21p +
k) bits, and a random number r9 including c(21p + k)  bits. Also, the group
signature creating means 206 calculates  expression (38). [0322] r d5 =T45
/(ar6y'77)modn, d6 =T55 /g"7 modn, d7 =gr8 modn, d8 =grsh"8 modn,  d9 =gr9
modn, dio =y"9z r8 modn, dll =gr9-r8 modn, d12 =hr9-"8 modn  expression
(38)  [0323] Next, the creating means 206 calculates expression (39) and
expression (40) using the message m. [0324]  c2 =H(gjIhIIylIzllao IIaJIT1
IIT2 IIT3 IIT4 IIT5IIT6II  d5 IId6 IId7 IId8 IId9 IId10 IId11 IId12 IIm)
expression (39)  [0325] S5=r5-c2(e,-2y1), S6=r6-c2(x,-22'), S7=r7-c2e,t,  



S8=r8-c2t, S9=r9-c2r expression (40)  [0326] Thereafter, the group
signature creating means 206 outputs the  message m and
(cl,c2,sl,s2,s3,s4,s5,s6,s7,s8,s9,T1,T2,T3,T4,T5,T6) as  the group
signature data. [0327] The verification unit 3 receives the message m and
the group  signature data
(cl,c2,sl,s2,s3,s4,s5,s6,s7,s8,s9,T1,T2,T3,T4,T5,T6) and  verifies validity
of the group signature data. The group signature  verifying means 301 of
the verification unit 3 confirms whether 103  expressions (41) and (42) are
satisfied according to the message in, the  group signature data
(cl,c2,sl,s2,s3,s4,s5,s6,s7,s8,s9,T1,T2,T3,T4,T5,T6),  and the public
information opened by the public information opening  means 101. [03281  c2
=H(gllhllyllao IITIIITZIIT3IIT5IIT6IIac2T4 C22Y~  (as6_c2221zs7)modnllT55
c22 /gs7 mod nllT52 /gs8 mod nll  Y1 Tfi2gs8-c22 hs8 modnl T22g$9
II(T4/Tl)c2ys9z-8 mod nll  (T5 / T2 )c2 gs9-S8 modnll (T6 / T3 )c2 hs9-S8
mod n ll m)  expression (41)  [03291 S5 E {0,1}E(y2+k)+1 s6 E
{O,1}e(A2+k)+1 e O 1}e(2/p+k)+I expression (42)  7 {O e(11+21p+k+1)+1 s8 +
[03301 If expressions (41) and (42) are not satisfied, the group signature
verifying means 301 determines that the group signature data is to be  



"rejected" and produces a verification result. If expressions (41) and
(42) are satisfied, the group signature verifying means 301 sends
(c1,s1,s2,s3,s4,T1,T2,T3) of the group signature data to the member  status
response unit 4. [03311 When (c1,s1,s2,s3,s4,T1,T2,T3) is received, the
signature opening  means 404 of the member status response unit 4 confirms
whether  expressions (43) and (44) hold. [03321  cl =H(gllhllyllzllao II TI
IIT2IIT31Iap1Tls1-c12Y' /(aS2-c1221zs3)modnll  T21-c12y1 /gs3 modn T2'gs4
modnIIT31gs1 c127'hs4 mod n) expression (43) 104  [0333] sl e{0,1}8(72+k)+1
sz e{0,1}E(A2+k)+1 S3 E{0,1}e(t+21p+k+1)+1 sq E{0,1}s(2/p+k)+1 expression
(44)  [0334] If expressions (43) and (44) do not hold, the signature
opening  means 404 determines that the member status is "unknown" and sends
response data indicating "unknown" to the verification unit 3. If it is
determined that expressions (43) and (44) hold, the opening means 404
generates signer identifying information Ai by use of the opening
information x as in the first implementation. [0335] When the signer
identifying information is received, the member  status judging means 407
executes processing similar to that of the first  or second implementation
and then sends response data. Moreover,  when the response data is
received, the verification result output means  302 of the verification
unit 3 executes processing similar to that of the  first or second
implementation to produce a verification result. Also,  the signer
identifying processing executed by the group management  



unit 1 is similar to that of the first implementation. Seventh exemplary
implementation  [0336] Next, description will be given of the seventh
exemplary  implementation. In this regard, the implementation corresponds
to the  seventh embodiment. Furthermore, the initialization executed by the
group management unit 1 and the signature unit 2 is similar to that of  the
first implementation. [0337] In the key creating processing, the group
management unit 1 105  selects as in the first implementation prime numbers
p' and q' and  calculates p = 2p' + 1 and q = 2q' + 1 to obtain n = pq.
Additionally, the  management unit 1 randomly selects a, a0, b, g, and h
from a group of  quadratic residues of n. Moreover, the unit 1 outputs
(p',q') to the  member registering information storage section 102 and
(n,a,aO,b,g,h) to  the public information opening means 101 of the
management unit 1.  The unit 1 generates opening information x and public
information Y.  The unit 1 then outputs x to the opening information
storage section 106  and y to the public information opening means 101.
[0338] After the initialization and the key creation, the group  management
unit 1 registers the signature unit 2 as a member of the  group. [0339] The
signature unit 2 executes processing similar to that of the  first
implementation. The group subscribing means 201B of the  signature unit 2
acquires the group signature key x'; and shares C2 of  expression (45) with
the member registering means 301B of the group  management unit 1. [03401  



C2 =ax'! modn expression (45)  [0341] The member registering means 103B
randomly selects prime  numbers ei and xi satisfying the conditions of
expressions (46) and (47)  and then calculates expression (48). [03421  e,
e [2y1 - 272,2y1 + 2' ] expression (46)  [0343] x c- [2y' 272 ,2y' +21
expression (47)  [0344] 106  A; =(C2ax'ao)ve1 modn expression (48)  [03451
Incidentally, the value obtained using expression (48) cannot be
calculated without knowing p' and q'. The member registering means  103B
transmits the obtained (Ai,ei) as a member registration certificate  to the
signature unit 2. Additionally, the means 103B sends the  obtained xi as
member trace information to the signature unit 2. [03461 When (Ai,ei) and
xi are received, the group subscribing means  201B of the signature unit 2
makes a check to determine whether or not  expression (49) holds to confirm
whether the member registration  certificate is appropriately created.
[03471  aS1bx'ao =Ate1 expression (49)  [03481 If it is confirmed that
expression (49) holds, the subscribing  means 201B respectively makes the
registration certificate storage 202  store the member registration
certificate (Ai,ei), the group signature key  storage section 202 store x'i
as a group signature key, and the member  



trace information storage section 207 store xi. [03491 The member
registering means 103B of the group management  unit 1 outputs the
certificate (Ai,ei) corresponding to the signature unit 2,  the member
trace information xi, the contents of communication, and the  digital
signature of the signature unit 2 attached to each thereof to the  member
information storage section 104B. [03501 To delete a signature unit 2 of a
user as a member of the group  from the group, the invalid member
notification means 105B of the group  management unit 1 reads from the
member information storage section 107  104B the member trace information
xi corresponded to the signature  unit 2 to be deleted, and sends the
obtained information to the member  status response unit 4. The invalid
member receiving means 401B of  the response unit 4 receives xi and makes
the member revocation list  storage section 402B store the received xi.
[0351] The group signature creating means 206B of the signature unit 2
having subscribed to the group creates group signature data for the
message generates group signature data. First, the random number  generator
205 generates a random number w including 21p bits and  outputs the random
number w to the group signature creating means  206B. When the random
number w is received, the creating means  206B calculates, according to the
random number w, the member  registration certificate (Ai,ei), and the
public information opened by the  public information opening means 101, the
conversion data T1, T2, and  T3 of (Ai,ei) by use of expression (15).
[0352] Furthermore, the random number generator 205 additionally  generates
a random number k including 21p bits. the creating means  



206B calculates the conversion data items T4 and T5 of the member  trace
information xi using expression (50) [0353]  T4 _gx;x TS _gk expression
(50)  [0354] Next, the creating means 206B creates data indicating that
these  conversion data items are appropriately created. The random number
generator 205 generates a random number rl including c(y2 + k) bits, a
random number r2 including c(A2 + k) bits, a random number r3  including
c(a2 + k) bits, a random number r4 including e(yl+21p + k+1) 108  bits, and
a random number r5 including c(21p + k) bits, and then delivers  the random
numbers to the group signature creating means 206B.  When the random
numbers are received, the creating means 206B  calculates expression (51).
[03551  d1 =Tt' /at'bt3yta modn, d2 =T2' /gt4 modn, d3 =gt5 modn,  d4 =
gtlht5 modn, d5 = T52 mod n expression (51)  [03561 In addition, the
creating means 206B calculates expressions (52)  and (53) using the message
m inputted from the message input means  204. [03571  cH(gllh11y11a11b11Ti
11T211T311T411T511d111d211d311d411d511m)  expression (52)  [03581
s1=r1-c(e,-2n1), s2=r2-c(xt-2%1), s3=r3-c(x'i-221),  s4 = r4 - cetw, s5 =
r5 - cw expression (53)  [03591 



Thereafter, the group signature creating means 206B outputs the  message m
and (c,sl,s2,s3,s4,s5,T1,T2,T3,T4,T5) as the group signature  data. [03601
When the message m and the group signature data
(c,sl,s2,s3,s4,s5,T1,T2,T3,T4,T5) are received, the verification unit 3
verifies validity of the group signature data as below. In FIG. 15, the
group signature verifying means 301B of the verification unit 3  determines
whether the received group signature data satisfies a  predetermined
verification expression (step S101). The verifying means 109  301B
determines, according to the message m, the group signature data
(c,sl,s2,s3,s4,s5,T1,T2,T3,T4,T5) and the public information opened by  the
public information opening means 101, whether expression (54) is  satisfied
and sl is c(y2 + k) + 1 bits, s2 is c(A2 + k) + 1 bits, s3 is r(A2 +  k) +
1, s4 is e(yl + 21p + k + 1) + 1 bits, and s5 is e(21p + k) + 1 bits.
[03611 5 aocTs,-2y1/  3ITaIT c =H(gllhllyIIallbllTllTzIT (asz-c2tI bs3-c2
'1Ys4)IITs-c2Ylgs' II T2gs5I 13gst c2Y'hss II  TfT5 S2 _C2A1 l m)
[Expression 541  [03621 If the verification expression is not satisfied,
the verifying means  301B determines that the group signature data is not
appropriate and  produces "rejection". If the verification expression is
not satisfied, the  verifying means 301B transmits the message m and the
group signature  data (c,sl,s2,s3,s4,s5,T1,T2,T3,T4,T5) to the member
status response  unit 4 (step S102). 



[03631 In this regard, the procedure in which the group management  unit 1
and the signature unit 2 create the member registration certificate  and
the group signature key, the procedure in which the signature unit 2
creates the group signature data, and the procedure in which the
verification unit 3 verifies the group signature data which are described
above are described in non-patent document 2. [03641 When the message and
the group signature data  (c,sl,s2,s3,s4,s5,T1,T2,T3,T4,T5) are received,
the member status  judging means 407B of the response unit 4 confirms
validity of the group  signature data (step S103). If it is determined that
the data is not 110  appropriate, the means 407B determines that the member
status is  "unknown" and then sends response data representing "unknown" to
the  verification unit 3 (step 104). [03651 If the data is appropriate, the
means 407B executes processing as  below according to the member trace
information xi stored in the  member revocation list storage section 402B
and (T4,T5) contained in the  group signature data. [03661 First, the
member status judging means 407B reads the member  trace information xi
from the list storage section 402B (step S505). If  the member trace
information does not exist therein, the member status  judge means 407B
determines that the member status is "valid" (step  S507). Thereafter, the
means 407B sends response data indicating  "valid" to the verification unit
3 and terminates the processing. [03671 If the information is present, the
judge means 407B determines  whether expression (55) holds for the obtained
information xi and (T4,T5;  



steps S508 and S509). [03681  T4 = T5 J expression (55)  [03691 If
expression (55) holds, the judge means 407B determines that  the member
status is "invalid" and then sends response data indicating  "invalid" to
the verification unit 3 (step S510). If expression (55) does  not hold, the
means 407B returns to step S505 to read the next member  trace information
from the list storage section 402B. The means 407B  then repeatedly
executes the processing beginning at step 5505. If  expression (55) does
not hold for any member trace information xi, the 3'. 111  means 407B
regards the member status as "valid".  [0370] When the response data is
received from the member status  response unit 4, the verification result
output means 302 of the  verification unit 3 determines "acceptance"
according to the response  data if the response data is "valid" and
determines "rejection" according  to the response data if the response data
is other than "valid". The  output means 302 then produces a verification
result "acceptance" or  "rejection" (steps S110 and S111). In this
connection, the signer  identifying processing executed by the group
management unit 1 is  similar to that of the first implementation. Eighth
exemplary implementation  [0371] Next, description will be given of the
eighth exemplary  implementation. In this regard, this implementation
corresponds to the  eighth embodiment. Furthermore, the initialization, the
key creation  processing, the group subscribing processing, the member
revoking  processing, and the group signature creating processing executed
by the  



group management unit 1 and the signature unit 2 are similar to the
processing of the seventh implementation. [0372] When the message m and the
group signature data  (c,sl,s2,s3,s4,s5,T1,T2,T3,T4,T5) are received, the
verification unit 3  verifies validity of the group signature data. In FIG.
17, the group  signature verifying means 301B of the verification unit 3
determines  whether the received group signature data satisfies a
predetermined  verification expression (step S101). The verifying means
301B  determines, according to the message m, the group signature data
(c,sl,s2,s3,s4,s5,T1,T2,T3,T4,T5) and the public information opened by 112
the public information opening means 101, whether expression (54) is
satisfied and sl is c(y2 + k) + 1 bits, s2 is c(a2 + k) + 1 bits, s3 is
e(X2 +  k) + 1, s4 is E(yl + 21p + k + 1) + 1 bits, and s5 is c(21p + k) +
1 bits.  [03731 If the verification expression is not satisfied, the group
signature  verifying means 301B determines that the group signature data is
not  appropriate and produces "rejection". If the verification expression
is  satisfied, the verifying means 301B transmits the message m and (T4,T5)
to the member status response unit 4 (step S602). [03741 In this regard,
the procedure in which the group management  unit 1 and the signature unit
2 create the member registration certificate  and the group signature key,
the procedure in which the signature unit 2  creates the group signature
data, and the procedure in which the  verification unit 3 verifies the
group signature data which are described  above are described in non-patent
document 2. [03751 When (T4,T5) is received, the member status judging
means 407B  of the response unit 4 reads the member trace information xi
from the  



list storage section 402B (step S505). If it is determined that the  member
trace information xi exists therein, the judging means 407B  continues
processing, and then determines whether expression (55) holds  for the next
obtained xi and (T4,T5; step S508 and 509). [03761 If expression (55) does
not hold, the member status judging means  407B returns to step S505 to
read the next member trace information  from the list storage section 402B.
If expression (55) holds, the judging  means 407B checks the member status
stored with a correspondence  established between the member status and xi
(step S610). The judging  means 407B then sends response data indicating
"invalid" to the 113  verification unit 3 according to the member status
(steps S611 and 5612).  If there does not exists any xi to be read in step
S506, the judging means  407B determines that the member status is
"unknown" and sends  response data representing "unknown" to the
verification unit 3 (step  5104). [03771 When the response data is received
from the response unit 4, the  verification result output means 302 of the
verification unit 3 determines  "acceptance" according to the group
signature if the response data is  "valid" and determines "rejection" if
the response data is other than  "valid". The output means 302 then
delivers the verification result of  "acceptance" or "rejection" (steps
S110 and 5111). Incidentally, the  signer identifying processing executed
by the group management unit 1  is similar to that of the first
implementation. Ninth exemplary implementation  [03781 Next, description
will be given of the ninth exemplary  implementation. In this regard, the
implementation corresponds to one  of the first to eighth embodiment. FIG.
18 is a block diagram showing  



an example of a configuration of a group signature system. As shown in
FIG. 18, the group signature system includes a group management  server 1A,
a user terminal 2A, an authentication terminal 3A, and a  member status
response server 4A. Moreover, as shown in FIG. 18, the  a group management
server 1A, the user terminal 2A, the authentication  terminal 3A, and the
member status response server 4A are connected  via a communication network
100 such as the internet to each other.  [0379] The group management server
1A is a server operated by a  company (to be referred to as a group
managing company hereinbelow) to 114  manage a group. The management server
1A corresponds to the group  management unit 1 shown in one of the first to
eighth embodiment.  Incidentally, although one group management server IA
is shown in FIG.  18, the group signature system may include a plurality of
group  management servers IA. [03801 The user terminal 2A is an information
processing terminal such  as a personal computer and a terminal employed by
the user as a  member of the group. The user terminal 2A corresponds to the
signature unit 2 shown in one of the first to eighth embodiment.
Incidentally, although one user terminal 2A is shown in FIG. 18, the  group
signature system includes a plurality of user terminals 2A. Also,  the user
terminal 2A may be a portable terminal, for example, a portable  telephone
or a PDA. [03811 The authentication terminal 3A is an information
processing  terminal such as a personal computer and a terminal operated by
a  service company or a public organization providing various services via
the communication network 100 to users. For example, the  authentication
terminal 3A is a terminal operated by a library and lends  



books in response to a request from the user terminal 2A. The
authentication terminal 3A corresponds to the verification unit 3 shown  in
one of the first to eighth embodiment. Incide ntally, 'although one
authentication terminal 3A is shown in FIG. 18, the group signature  system
may include a plurality of authentication terminals 3A. [03821 The member
status response server 4A is a server operated by a  company to manage the
status of each member of the group in response  to a request from the group
managing company. The member status  response server 4A corresponds to the
member status response unit 4 115  shown in one of the first to eighth
embodiment.  [03831 When a message is inputted according to a user
operation, the  user terminal 2A creates group signature data for the
message. The  terminal 2A then transmits the message and the group
signature data  via the communication network 100 to the authentication
terminal 3A.  For example, the terminal 2A sends the group signature data
and a book  lending request as a message to the authentication terminal 3A
of the  library. [03841 After authenticating the received group signature
data, the  authentication terminal 3A sends a judge request for the member
status  of the user via the network 100 to the member status response
server 4A  by use of the method shown in one of the first to eighth
embodiment.  For example, the authentication terminal 3A sends the message
as the  judge request and the group signature data to the response server
4A.  Additionally, for example, the authentication terminal 3A sends
conversion data contained in the group signature data as the judge  request
to the response server 4A. [03851 



When the judge request for the member status is received, the  response
server 4A determines the current member status of the user of  the user
terminal 2A by employing the judging method shown in one of  the first to
eighth embodiment. The response server 4A then sends  response data
containing the determined member status via the  communication network 100
to the authentication terminal 3A. [03861 The authentication terminal 3A
determines, according to the  received response data, whether the message
is to be accepted or rejected  and produces a verification result of
"acceptance" or "rejection For 116  example, if the member status is
"valid", the authentication terminal 3A  produces a verification result
indicating that the lending of books is  allowed. Moreover, for example, if
the member status is "invalid", the  authentication terminal 3A produces a
verification result indicating that  the lending of books is not allowed.
INDUSTRIAL APPLICABILITY  [0387] The present embodiments are applicable to
the use of a group  signature system for confirming a qualification of a
member of a group  while anonymity is kept. Also, it is possible to easily
execute the  revoking processing of a user who has lost the qualification
of a group  member, and hence the processing at member qualification
revocation  can be efficiently conducted. BRIEF DESCRIPTION OF DRAWINGS
[0388] [FIG. 11 Block diagram showing an example of a configuration of a
group signature system according to the present invention. [FIG. 21 Block
diagram showing an example of a detailed configuration  of the group
signature system shown in FIG. 1. [FIG. 31 Explanatory diagram showing an
example of information  



stored in the member information storage 104. [FIG. 41 Explanatory diagram
showing an example of information  stored in the member revocation list
storage 402. [FIG. 5] Flowchart showing an example of processing in which
the  group signature system judges integrity of the signature attached to
the  message to determine whether or not the signature is associated with a
revoked member. [FIG. 61 Block diagram showing another configuration
example of the 117  group signature system. [FIG. 71 Explanatory diagram
showing an example of information  stored in the member revocation list
storage 402A. [FIG. 81 Flowchart showing another example of processing in
which the  group signature system judges integrity of the signature
attached to the  message to determine whether or not the signature is
associated with a  revoked member. [FIG. 91 Flowchart showing still another
example of processing in  which the group signature system judges integrity
of the signature  attached to the message to determine whether or not the
signature is  associated with a revoked member. [FIG. 101 Explanatory
diagram showing another example of  information stored in the member
revocation list storage 402A. [FIG. Ill Flowchart showing further another
example of processing in  which the group signature system judges integrity
of the signature  attached to the message to determine whether or not the
signature is  associated with a revoked member. [FIG. 121 Block diagram
showing still another configuration example of  the group signature system.
[FIG. 131 Explanatory diagram showing an example of information  stored in
the member information storage 104B. [FIG. 141 Explanatory diagram showing
an example of information  



stored in the member revocation list storage 402B. [FIG. 151 Flowchart
showing still another example of processing in  which the group signature
system judges integrity of the signature  attached to the message to
determine whether or not the signature is  associated with a revoked
member. [FIG. 161 Explanatory diagram showing another example of
information stored in the member revocation list storage 402B. [FIG. 171
Flowchart showing further another example of processing in 118  which the
group signature system judges integrity of the signature  attached to the
message to determine whether or not the signature is  associated with a
revoked member. [FIG. 181 Block diagram showing an example of a specific
configuration  of a group signature system. DESCRIPTION OF REFERENCE
NUMERALS  [03891 1 Group management unit  2 Signature unit 3 Verification
unit 4 Member status response unit 101 Public information opening means 102
Member registering information storage  103 Member registering means 104
Member information storage  105 Invalid member notifying means  106 Opening
information storage  107 Signature opening means 108 Signer identifying
means  201 Group subscribing means 202 Member registration certificate
storage  203 Group signature key storage 



204 Message input means 205 Random number generator 206 Group signature
creating means  207 Group trace information storage  301 Group signature
verifying means  302 Verification result output means  401 Invalid member
receiving means 119  402 Member revocation list storage 403 Opening
information storage  404 Signature opening means  405 Member information
storage  406 Signer identifying means 407 Member status judging means 120
CLAIMS 1. A group signature system for creating signature data for a
message and for authenticating whether the signature data has been  created
by a device of one of members of a group, the system comprising a member
status judging device for judging, in response to a  request, a member
status indicating whether a user of the device having  created the
signature data is qualified as a valid member of the group at  a present
point of time. 2. The group signature system in accordance with claim 1,
comprising: a group management unit for managing the group by executing
member registration processing to register a new member to the group  and
member revocation processing to revoke qualification as a member of  the
group member; a signature unit for creating, for the message, group
signature  data, the group signature data as signature data indicating that
the  



message has been created by a device of one of the members of the group;
and an authentication unit for receiving the message and the group
signature data from the signature unit and for authenticating the group
signature data thus received. 3. The group signature system in accordance
with claim 2,  wherein: the authentication unit transmits, if the
authentication unit  determines that the group signature data has been
created by a  signature unit of one of the members of the group, a judge
request of a  member status to a member status judge unit; and 121  the
member status judge unit judges, at reception of the judge request of a
member status from the authentication unit, a member  status of the user of
the signature unit having created the group  signature data, and transmits
a judge result of the member status to the  authentication unit. 4. The
group signature system in accordance with claim 2 or 3,  wherein: the group
management unit issues, to the signature unit of the user who becomes a new
member of the group, a member registration certificate indicating that  the
user is a member of the group, stores, as member information, the member
registration  certificate and ID information corresponding to the signature
unit, and  transmits, to the member status judge unit, ID information of a
signature unit of an invalid member as a user whose qualification as a
member of the group has been revoked; the signature unit creates, at
subscription of a user to the group, a group signature  



key as a encryption key to create group signature data, and creates group
signature data according to a message, a random  number, the member
registration certificate issued from the group  management unit, and the
group signature key; the authentication unit receives the message and the
group signature data from the  signature unit and transmits the message and
the group signature data to the  member status judge unit to thereby
inquire of the member status judge  unit, whether the user of the signature
unit having created the group 122  signature data has been qualified as a
valid member of the group at a  present point of time; and the member
status judge unit stores a list of ID information corresponding to the
signature unit  of the invalid member as a member revocation list which is
a list of  invalid members, receives the message and the group signature
data from the  authentication unit, authenticates the group signature data,
identifies, by use of opening information as an encryption key to  open the
group signature data, the ID information of the signature unit  having
created the group signature data, judges, according to the member
revocation list and the ID  information thus identified, the member status
of the user of the  signature unit having created the group signature data,
and transmits the judge result of the member status to the  authentication
unit. 5. The group signature system in accordance with claim 4,  wherein:
the group management unit transmits the member registration  



certificate corresponding to the signature unit of the invalid member to
the member status judge unit; and the member status judge unit stores a
list of member registration certificates corresponding to  the signature
units of the invalid members as a member revocation list,  receives the
message and the group signature data from the  authentication unit; 123
authenticates the group signature data, creates signer identifying
information as information capable of identifying which one of the users
possesses the signature unit having created the group signature data,
judges, according to the member revocation list and the signer identifying
information thus created, the member status of the user of  the signature
unit having created the group signature data, and  transmits the judge
result of the member status to the  authentication unit. 6. The group
signature system in accordance with claim 4 or 5,  wherein: the signature
unit creates group signature data by use of a hash  value of the message;
and the authentication unit conducts authentication of the group signature
data using the  hash value of the message, and transmits, if the
authentication unit determines that the group  signature data has been
created by a device of one of the members of the  group, the hash value of
the message and the group signature data to the  member status judge unit.
7. The group signature system in accordance with claim 4,  wherein: the
signature unit creates a group signature key at subscription of the new
user to  



the group, and creates, according to the message, the random number, the
member registration certificate issued from the group management unit,  and
the group signature key , group signature data including conversion  data
as data by use of which the group management unit or the member 124  status
judge unit can restore the member registration certificate through  a
predetermined conversion; the authentication unit receives the message and
the group signature data from the  signature unit and transmits the
conversion data included in the group signature  data to the member status
judge unit to thereby inquire, of the member  status judge unit, whether
the user of the signature unit having created  the group signature data has
been qualified as a valid member of the  group at a present point of time;
and the member status judge unit stores a list of ID information
corresponding to the signature unit  of the invalid member as a member
revocation list, restores, if the member status judge unit receives the
conversion  data from the authentication unit, the member registration
certificate  according to the conversion data, and then identifies the ID
information  of the signature unit, judges whether the member revocation
list includes the ID  information, determines, if the member status judge
unit determines that the  member revocation list includes the ID
information, that the member  status of the user of the signature unit
having created the group  signature data is invalid at a present point of
time, determines, if the member status judge unit determines that the
member revocation list does not include the ID information, that the  



member status of the user of the signature unit having created the group
signature data is valid at a present point of time, and transmits the judge
result of the member status to the  authentication unit. 125  8. The group
signature system in accordance with claim 2 or 3,  wherein: the group
management unit issues, to a signature unit of the user who becomes a new
member  of the group, a member registration certificate indicating that the
user is  a member of the group, stores, as member information, the member
registration  certificate and ID information corresponding to the signature
unit, and  transmits, to the member status judge unit, a member
registration certificate corresponding to a signature unit of a valid
member of the group and information indicating that the member status  is a
valid status, and transmits, to the member status judge unit, a member
registration certificate corresponding to a signature unit of an invalid
member as a user whose qualification as a member of the group has been
revoked and information indicating that the member status is an invalid
status; the signature unit creates, at subscription of the user to the
group, a group signature  key as a encryption key to create group signature
data, and creates, according to the message, the random number, the  member
registration certificate issued from the group management unit,  and the
group signature key , group signature data including conversion  data as
data by use of which the group management unit or the member  status judge
unit can restore the member registration certificate through  a
predetermined conversion; 



the authentication unit receives the message and the group signature data
from the  signature unit and transmits the conversion data included in the
group signature 126  data to the member status judge unit to thereby
inquire, of the member  status judge unit, whether the. user of the
signature unit having created  the group signature data has been qualified
as a valid member of the  group at a present point of time; and the member
status judge unit stores a list of pairs each including a member
registration  certificate and status information indicating that the member
status is a  valid status or an invalid status with a correspondence
established  therebetween, as a member revocation list which is a list of
invalid  members, receives the conversion data from the authentication unit
and  then restores the member registration certificate according to the
conversion data, judges, according to status information included in the
member  revocation list corresponding to the member registration
certificate thus  restored, the member status of the user of the signature
unit having  created the group signature data, and transmits the judge
result of the member status to the  authentication unit. 9. The group
signature system in accordance with claim 4,  wherein: the signature unit
creates a group signature key at subscription of the user to the  group,
and creates, according to the message, the random number, the  member
registration certificate issued from the group management unit,  



and the group signature key, group signature data including conversion
data as data by use of which the group management unit or the member
status judge unit can restore the member registration certificate through
127  a predetermined conversion and proof data indicating that the
conversion data has been created by the signature unit; the authentication
unit receives the message and the group signature data from the  signature
unit and transmits the conversion data and the proof data included in the
group signature data to the member status judge unit to thereby inquire,
of the member status judge unit, whether the user of the signature unit
having created the group signature data has been qualified as a valid
member of the group at a present point of time; and the member status judge
unit receives the conversion data and the proof data from the
authentication unit, authenticates the proof data and then restores the
member  registration certificate according to the conversion data,
identifies ID information corresponding to the member  registration
certificate thus restored, judges the member status of the user of the
signature unit having  created the group signature data according to the
member revocation list  and the ID information thus identified, and
transmits the judge result of the member status to the  authentication
unit. 10. The group signature system in accordance with claim 9,  wherein:
the member status judge unit receives the conversion data and the proof
data from the  authentication unit, 



authenticates the proof data and then restores the member  registration
certificate according to the conversion data, 128  judges the member status
of the user of the signature unit having created the group signature data
according to the member revocation list  and the member registration
certificate thus restored, and transmits the judge result of the member
status to the  authentication unit. 11. The group signature system in
accordance with claim 4,  wherein: the signature unit creates a group
signature key at subscription of the user to the  group, and creates,
according to the message, the random number, the  member registration
certificate issued from the group management unit,  and the group signature
key, group signature data including first  conversion data as data by use
of which the group management unit can  restore the member registration
certificate through a predetermined  conversion, second conversion data as
data by use of which the member  status judge unit can restore the member
registration certificate through  a predetermined conversion, first proof
data indicating that the second  conversion data has been created by the
signature unit, and second proof  data indicating that the first conversion
data and the second conversion  data have been created by converting one
and the same member  registration certificate; the authentication unit
receives the message and the group signature data from the  signature unit
and transmits the second conversion data and the first proof data  included
in the group signature data to the member status judge unit to  thereby
inquire, of the member status judge unit, whether the user of the  



signature unit having created the group signature data has been 129
qualified as a valid member of the group at a present point of time; and
the member status judge unit receives the second conversion data and the
first proof data from  the authentication unit, authenticates the first
proof data and then restores the member  registration certificate according
to the second conversion data, identifies an ID information corresponding
to the member  registration certificate thus restored, judges the member
status of the user of the signature unit having  created the group
signature data according to the member revocation list  and the ID
information thus identified, and transmits the judge result of the member
status to the  authentication unit. 12. The group signature system in
accordance with claim 11,  wherein: the member status judge unit receives
the second conversion data and the first proof data from  the
authentication unit, authenticates the first proof data and then restores
the member  registration certificate according to the second conversion
data, judges the member status of the user of the signature unit having
created the group signature data according to the member revocation list
and the member registration certificate thus restored, and transmits the
judge result of the member status to the  authentication unit. 13. The
group signature system in accordance with claim 2 or 3,  wherein the group
management unit 130  



issues, to a signature unit of the user who becomes a new member of the
group, a member registration certificate indicating that the user is  a
member of the group and signer identifying information as information
capable of confirming that the group signature data has been created by
the signature unit of the user, stores, as member information, the member
registration  certificate, the signer confirming information, and ID
information  corresponding to the signature unit, and transmits, to the
member status judge unit, the signer confirming  information corresponding
to a signature unit of an invalid member as a  user whose qualification as
a member of the group has been revoked; and  the signature unit creates, at
subscription of the user to the group, a group signature  key as a
encryption key to create group signature data, and creates, according to
the message, the random number, the  member registration certificate and
the signer confirming information  issued from the group management unit,
and the group signature key,  group signature data including conversion
data as data capable of  restoring the signer confirming information
through a predetermined  conversion; the authentication unit receives the
message and the group signature data from the  signature unit and transmits
the message and the group signature data to the  member status judge unit
to thereby inquire, of the member status judge  unit, whether the user of
the signature unit having created the group  signature data has been
qualified as a valid member of the group at a  present point of time; and
the member status judge unit stores a list of the signer confirming
information corresponding to 131  



the signature unit of the invalid member, as a member revocation list
which is a list of invalid members, receives the message and the group
signature data from the  authentication unit, authenticates the group
signature data, judges, according to the member revocation list, the member
status of the user of the signature unit having created the group
signature data, and transmits the judge result of the member status to the
authentication unit. 14. The group signature system in accordance with
claim 13,  wherein: the group management unit issues a member registration
certificate and signer confirming  information to a signature unit of the
user who becomes a new member  of the group, stores, as member information,
the member registration  certificate, the signer confirming information,
and ID information  corresponding to the signature unit, and transmits, to
the member status judge unit, the signer confirming  information
corresponding to the signature unit of the valid member of  the group and
information indicating that the member status is a valid  status, and
transmits, to the member status judge unit, the signer confirming
information corresponding to the signature unit of the invalid member as  a
user whose qualification as a member of the group has been revoked  and
information indicating that the member status is an invalid status;  the
authentication unit receives the message and the group signature data from
the 132  signature unit and 



transmits the conversion data included in the group signature  data to the
member status judge unit to thereby inquire, of the member  status judge
unit, whether the user of the signature unit having created  the group
signature data has been qualified as a valid member of the  group at a
present point of time; and the member status judge unit stores a list of
signer confirming information corresponding to the  invalid member as a
member revocation list, receives the conversion data from the
authentication unit, judges the member status of the user of the signature
unit having  created the group signature data according to the member
revocation list,  and transmits the judge result of the member status to
the  authentication unit. 15. The group signature system in accordance with
one of  claims 2 to 14, wherein the group management unit comprises
signature  unit identifying means for identifying the signature unit having
created  the group signature data. 16. A group signature system for
creating signature data for a  message and for authenticating whether the
signature data has been  created by a device of one of members of a group,
the system comprising: a signature terminal for creating, for the message,
group  signature data as signature data indicating that the message has
been  created by a terminal of one of the members of the group; an
authentication terminal for receiving the group signature data  via a
communication network from the signature terminal and  authenticating the
group signature data thus received, and 133  a member status judging server
for judging a member status indicating whether a user of the signature
terminal having created the  group signature data is qualified as a valid
member of the group at a  



present point of time, wherein: the authentication terminal transmits, if
the authentication  terminal determines that the group signature data has
been created by a  signature terminal of one of the members of the group, a
judge request of  the member status via the communication network to the
member status  judging server; and the member status judging server judges,
if the judge request of a  member status is received from the
authentication terminal, the member  status of the user of the signature
terminal having created the group  signature data. 17. A member status
judge unit for judging a member status  indicating whether a user of a
device having created group signature  data as signature data indicating
that a message has been created by a  device of one of members of a group
has a qualification as a valid  member of the group at a present point of
time, comprising: revocation list storage means for storing a member
revocation list  as a list of invalid members each of which is a user whose
qualification  as a member of the group has been revoked; judge request
receiving means for receiving the judge request of  the member status via a
communication network from an authentication  unit which authenticates the
group signature data; status judging means for judging, at reception of the
judge request  by the judge request receiving means, the member status of
the user of  the device having created the group signature data according
to the  member revocation list stored in the revocation list storage means;
and judge result transmitting means for transmitting a judge result of 134
the member status judged by the status judging means via a  communication
network to the authentication unit. 18. The member status judge unit in
accordance with claim 17,  wherein: 



the revocation list storage means stores as a member revocation  list a
list of ID information corresponding to a device of an invalid  member; the
judge request receiving means receives, as the judge request  of the member
status, the message and the group signature data; and the status judging
means identifies the ID information of the device having the group
signature data by use of the message and the group signature data  received
by the judge request receiving means and opening information  as an
encryption key to open the group signature data and judges the member
status of the user of the device having created  the group signature data
according to the member revocation list stored  in the revocation list
storage means and the ID information thus  identified. 19. The member
status judge unit in accordance with claim  17, wherein: the revocation
list storage means stores as a member revocation  list a list wherein a
member registration certificate which corresponds to  the device of an
invalid member and which indicates that the user is a  member of the group
and status information indicating that the member  status is a valid status
or an invalid status are stored with a  correspondence established
therebetween; the judge request receiving means receives from the
authentication unit, as the judge request of the member status, 135
conversion data as data capable of restoring the member registration
certificate through a predetermined conversion; and the status judging
means creates a member registration certificate according to the
conversion data received by the judge request receiving means, and  judges
the member status of the user of the device having created 



the group signature data according to status information corresponding  to
the member registration certificate thus created, the status  information
being selected from the status information included in the  member
revocation list stored in the revocation list storage means. 20. The member
status judge unit in accordance with claim 17,  wherein: the revocation
list storage means stores as a member revocation  list a list of signer
confirming information which corresponds to the  device of an invalid
member and which is information capable of  confirming that the group
signature data has been created by the device  of a particular user; the
judge request receiving means receives, from the  authentication unit, the
message and the group signature data as the  judge request of the member
status; and the status judging means judges the member status of the user
of  the device having created the group signature data according to the
message and the group signature data received by the judge request
receiving means and the signer confirming information included in the
revocation member list stored in the revocation list storage means. 21. A
group signature method of creating signature data for a  message and
authenticating whether the signature data has been  created by a device of
one of members of a group, comprising: 136  creating, by a signature unit,
for creating signature data, group signature data as signature data
indicating that the message has been  created by a device of one of the
members of the group; transmitting, by the signature unit, the group
signature data thus  created via a communication network to an
authentication unit which  authenticates the signature data;
authenticating, by the authentication unit, the group signature  data
received from the signature unit; 



transmitting by the authentication unit, if the authentication unit
determines that the group signature data has been created by a  signature
unit of one of the members of the group, a judge request of the  member
status via a communication network to a member status judging  server which
judges a member status indicating whether the user of the  signature unit
having created the group signature data has a  qualification as a valid
member of the group at a present point of time;  and judging by member
status judging server, if the member status  judging server receives the
judge request of the member status from the  authentication unit, the
member status of the user of the signature unit  having created the group
signature data. 22. The group signature method in accordance with claim 21,
further comprising: storing, by a member status judge unit, a list of ID
information  corresponding to a device of an invalid member as a member
revocation  list which is a list of invalid members as a user whose
qualification as a  member of the group has been revoked; transmitting, by
the signature unit, the message and the group  signature data via a
communication network to the authentication unit;  transmitting, by the
authentication unit, if the authentication 137  unit determines that the
group signature data has been created by a  signature unit of one of
members of the group, the message and the  group signature data as the
judge request of the member status via a  communication network to the
member status judge unit; identifying, by the member status judge unit, ID
information of  the signature unit having created the group signature data,
by use of the  message and the group signature data received from the
authentication  unit and opening information as an encryption key to open
the group  signature data; and 



judging by the member status judge unit the member status of the  user of
the signature unit having created the group signature data,  according to
the member revocation list thus stored and the ID  information thus
identified. 23. The group signature method in accordance with claim 21,
further comprising: storing, by the member status judge unit, a list of a
member  registration certificate which corresponds to a device of an
invalid  member and which indicates that the user is a member of the group
and  status information indicating that the member status is a valid status
or  an invalid status with a correspondence established therebetween, the
list being a member revocation list which is a list of invalid members as
users whose qualification as a member of the group has been revoked;
transmitting, by the authentication unit, if the authentication  unit
determines that the group signature data has been created by a  signature
unit of one of members of the group, conversion data as data  capable of
restoring the member registration certificate through a  predetermined
conversion via a communication network to the member  status judge unit, as
the judge request of the member status; creating, by the member status
judge unit, a member registration 138  certificate according to the
conversion data received from the  authentication unit; and judging, by the
member status judge unit, the member status of  the user of the signature
unit having created the group signature data  according to status
information corresponding to the member  registration certificate thus
created, the status information being  selected from the status information
included in the member revocation  list thus stored. 24. The group
signature method in accordance with claim 21,  further comprising: 



storing, by the member status judge unit, as a member revocation  list a
list of signer confirming information which corresponds to the  device of
an invalid member and which is information capable of  confirming that the
group signature data has been created by the device  of a particular user,
the member revocation list being a list of invalid  members as users whose
qualification as a member of the group has been  revoked; transmitting, by
the signature unit, the message and the group  signature data via a
communication network to the authentication unit;  transmitting, by the
authentication unit, if the authentication unit determines that the group
signature data has been created by a  signature unit of one of members of
the group, the message and the  group signature data as the judge request
of the member status via a  communication network to the member status
judge unit; and judging, by the member status judge unit, the member status
of  the user of the signature unit having created the group signature data
according to the message and the group signature data received from the
authentication unit and the signer confirming information included in  the
invalid member list thus stored. 139  25. A computer program product for
judging a member status indicating whether a user of a device having
created group signature  data as signature data indicating that a message
has been created by a  device of one of members of a group has a
qualification as a valid  member of the group at a present point of time,
the program causing a computer, comprising revocation list  storage means
for storing a member revocation list as a list of invalid  members each of
which is a user whose qualification as a member of the  group has been
revoked, to execute; receiving a judge request of the member status via a
communication network from an authentication unit which authenticates  



the group signature data; judging, if the judge request is received from
the authentication  unit, the member status of the user of the device
having created the  group signature data according to the member revocation
list stored in  the revocation list storage means; and transmitting the
judge result of the member status thus judged  via a communication network
to the authentication unit. 26. The computer program product in accordance
with claim  25, the program causing a computer, comprising revocation list
storage means for storing as a member revocation list a list of ID
information corresponding to devices of invalid members, to execute;
receiving from the authentication unit, the message and the group
signature data as a judge request of the member status; identifying the ID
information of the device having created the  group signature data by use
of the message and the group signature data  received from the
authentication unit and opening information as an 140  encryption key to
open the group signature data; and judging the member status of the user of
the device having  created the group signature data according to the member
revocation list  stored in the revocation list storage means and the ID
information thus  identified. 27. The computer program product in
accordance with claim  25, the program causing a computer, comprising
revocation list  storage means for storing as a member revocation list a
list wherein a  member registration certificate which corresponds to the
device of an  invalid member and which indicates that the user is a member
of the  group and status information indicating that the member status is a
valid status or an invalid status are stored with a correspondence  



established therebetween, to execute; receiving from the authentication
unit, as the judge request of the  member status, conversion data which is
data capable of restoring the  member registration certificate through a
predetermined conversion; creating a member registration certificate
according to the  conversion data received from the authentication unit;
and judging the member status of the user of the device having  created the
group signature data according to status information  corresponding to the
member registration certificate thus created, the  status information being
selected from the status information included in  the member revocation
list stored in the revocation list storage means. 28. The computer program
product in accordance with claim  25, the program causing a computer,
comprising the revocation list  storage means for storing as a member
revocation list a list of signer 141  confirming information which
corresponds to the device of an invalid  member and which is information
capable of confirming that the group  signature data has been created by
the device of a particular user, to  execute; receiving, from the
authentication unit, the message and the  group signature data as the judge
request of the member status; and  judging the member status of the user of
the device having created the group signature data according to the message
and the group  signature data received from the authentication unit and the
signer  confirming information included in the revocation member list
stored in  the revocation list storage means. 








