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The present invention relates to a group signature system a nenber status
j udgi ng device, a group signature nethod, and a nmenber status judging
program capabl e of confirm ng nenber validity. In particular, the present
invention relates to a group signature system a nenber status judging
device, a group signature nethod, SEECEhMEATIONSst at us j udgi ng program t hat
inquire a nmenber status and judge whether a user having generated the
group signature data is a valid nenber or an invalid nenber when group
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group, while anonymty is prese_rved.PﬁbggR he group signature system

i ncludes, if necessary, a function to IdentTty an actual signer by use of
anonynous group signature data. [0003) As shown in non-patent docunment 1

~and non-patent docunment 2, the group signature system generally includes
- public i nTHEGHNMIAIoFERIAY neans to store and to open various public

.. information nber registration means to register a user to a group,

. group sig Qte 2 generating or creating neans to generate group signature
- data, group si;fﬂature verification nmeans to verify integrity of the group
~signature dat al 2§n8reFeHelnveasiony yalates tte iadgroupy sagnaturel systgner a

using they o mber status judging device, a group signature method, and a member
status judging program capable of confirming member validity. In
particular, the present invention relates to a group signature system, a
member status judging device, a group signature method, and a member
status judging program that inquire a member status and judge whether
a user having generated the group signature data is a valid member or

an invalid member when group signature data is verified.

"RELATED ART
[0002]

Non-patent article 1 and Non-patent article 2 describe a group
signature system which is a signature systerﬁ and in which a user in a
group can generate a signature (group signature data), which indicates
that the user belongs to the group, while anonymity is preserved. Also,

- the group signature system includes, if necessary, a function to identify
an actual signer by use of anonymous group signature data.
[0003]
| As shown in non-patent document 1 and non-patent document 2,
the group signature system generally includes public information
opening means to store and to open various public information, member

registration means to register a user to a group, group signature




group signature data. [00041 I.n the group signature systens described in
non-pat ent docunent 1 and non-patent docunent 2, a termnal (group
'signature generating nmeans) of a user, 8 group nenber, attaches signature
data to the nessage at transm ssion of a message or the like. In this
case, the generating nmeans does not generate signature data indicating
that the nessage has been generated by a particular user, but generates
group si @eaerabingaoa érediting i meankato idengTass ago RSiPRRUBEIRItAL @ oby One
of ‘the nenbers of the group. Also, an authentication termnal (group
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t he messa%e according to the group signature data attached thereto. In
this case'3fe §peReY Ik dueasst te adeshily neanactiwdssigateraushemttiheat e
enerated by a particular user, but

t hat the e _has been

aut henticgﬁéésgﬂ%{laf‘%‘e ﬁ@%gage has been generated by one of the nenbers of
t he group[O(ﬁ@@pM In the group signature system it is desired to prevent a
user having withdrawn fromthe group from generating the signature even

~after the w thdrawab - L0 ' hr.gd: bef ar g}gt .t hdr awal .
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signature data _cannot be known by use of the grdup "sidgnhature data.

Ther ef or emdanghef ga oupesi gnatroug syeheber,i btk sipaasuld edath egpplthy a
menber revocation nmethod using a Certificate Revocation List (CRL), which
i s adopt eBleS§agReatiitgpnamissipratafr @ syessage ornthéilskei t diat this, case} lthe
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signature data indicating that the message has been generated by one of
- the members of the group. Also, an authentication terminal (group
signature authentication means) having received the message
-authenticates the message according to the group signature data
attached thereto. In this case, the group signature authentication
means does not authenticate that the message has been generated by a
particular user, but authenticates that the message has been generated
by one of the members of the group.
| [0005]
In the group signature system, it is desired to prevent a user
_ having withdrawn from the group from generating the signature eveh
~after the withdrawal by use of ihfo_rmation acquired before the
withdrawal. However, when the group signature data generated in the
group signature system is used, information regarding the user having
. generated the group signature data cannot be known by use of the group
signature data. Therefore, in the group signature system, it is not
possible to employ a member revocation method using a Certificate
Revocation List (CRL), which is adopted in the digital signature system.

In this situation, in the group signature system, to prevent the user




[ 00061 For exanple, non-patent article 3 describes a nmenber revocation
met hod of a group signature system In the nenber revocation nethod
described in non-patent article 3, group3signature generating means
outputs, for a nmenber list including values corresponding valid nenbers,
data as group signature data certifying that a value representing the
signer is containe?l'n the, menber |ist. References Non-patent article 1:
J. Cameni S&N1BEJVM dromethe SystenGioem gengnatingetse Issgeatiis, itaisge

G oups, "ILn anges in Cryptolo - CRYPTO ' 97", LNCS 1294, p. 410Q-424,
Spri nger - Y27 ,reéggpi.useNo%{)ﬁzileeE%{O‘éPﬁlgP@tE‘?eGla%@; gigé%e?erﬁf?’ ajch, M
Joye and | : tical and Provabl e. Secure | it.0 on-Resi stant

G oup. Si gﬁ%%%?ggbé%ﬁ?e‘@é‘%iﬁﬁ SAEG&R&%&"Pﬁa’é} f%&%&WﬁMZOOO", LNCS
1880, p. B§yo@]70, Springer-Verlag, 2000. Non-patent article 3: J. Canenisch
and A. Lysyanskaya, Dynam c Accumul ators and Application to Efficient

Revocati on of Afgnysawspl ' AT RGeS hd = TO
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~conventional group signature systens described in non-patent articles 1
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- DISCLOSURE OF THE INVENTION
PROBLEMS TO BE SOLVED BY THE INVENTION
[0007] | |
In the conventional group signature systems described in
non-patent articles 1 and 2, each time a member withdraws from the

group, it is required to update all parameters including a public key and




Integrated Grcuit (1C card or the like every tinme soneone's nenbership
I s revoked or becones invalid. Therefore, in the conventional group
si gnature systens, the processing for ne#dber revocation is burdensone.
[00081 Also, in the conventional group signature system described in
non-patent article 3, data indicating that the user is a nmenber of the
group can be generated by use of a nenber |ist when the user generates the
group si glaPtivatedtey. Howetkermbne,tiethy soaredéara o umsigmrturatsstem
article 3,,it is not possible to confirmvalidity of the group nenber at
the time &ESCEDed BamianPatenharsichedt wach puembiaryofthe rgronipris required
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~ another objective of the present invention is to provide a group signature
system alsraevekedt arube¢aiigsninvievd ce Tleewsford, $hotleé Wenvithesal adupd
-menber status judging program capable of confirmng validity of a "group
nmenber at SRR reSYstems, ithei prpogssing Smymember davacaBANS FHRORISROMAG THE

PROBLEMS EQMOIO] The group signature systemin accordance with the
pr esent tion is a group signature systemfor creating signature data
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group can be generated by use of a member list when the user generétes
the group signature data. However, in the system described in
non-patent article 3, it is not possible to confirm validity of the group
member at the time of verification of the signature, but only at the time
of generation of the signature. Therefore, it is likely to accept a
message generated by a user whose membership was valid when he/she
signed the message but whose membership has been revoked before the
verification of the signature.

- [0009]
It is therefore an objective of the present invention to provide a
group signature system, a member status judging device, a group
signature method, and a member status judging program capable of
- efficiently executing processing for member revocation. In addition,
“another objective of the present invention is to provide a group signature

system, a member status judging device, a group signature method, and
-a member status judging program capable of confirming validity of a

~-group member at the time of verifying group signature data.

MEANS FOR SOLVING THE PROBLEMS .




response unit 4) for judging, in response to a request, a nenber status
‘indicating whether a user of the device having created the signature data
is qualified as a valid nmenber of the grHup at a present point of tine.

[ 0011] Mbreover, the group signature system nay conprise a group
managenment unit for nmanaging the group by executing nmenber registration
processing to register a new nenber to the group and nenber revocation
processin @bofevoke gualification as a nenber of the group nmenber, a

signature unit %%rﬁ creating, for the nessage, grou signature data, the
group si-gnat ur et d&t BT DsiFaRALNES deYStemdiBaacaerdance Whd ndys apeedead
been created bﬁ a device of either one of the nenbers of the group, and an
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unit determ nes that the group signature
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of a menber staJt us,gqggr?pnenber (ét tﬁs Jju gebg’nﬁ%%hﬁbgg’ aqrrrele er s?tgit%glg

-j udge uni respodpesunit 4) doepuidgingf ihhespddee fEaURsiudlt, 7 MBMIRY Staahys
fromthe authentication unit, a nmenber Status of the user of the signature
unit haviinglieatagewhetbeyrousesofjbhe wewidatmvang crented the signpvdpe dagsul t

of the menber status to the authentication unit. 6 [00131 Additionally,
t he grouplsn%‘\%x]s 88ras anvall mbeyef the greup dtgnpresentppinosf theeuser who

becones %ﬁn[ menber of the group, a nenber registration certificate
I ndi catiﬂg At .the user is a nenber of the group, stores, as nenber
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-management unit for managing the group by executing member
registration processing to register a new member to the group and
member revocation processing to revoke qualification as a member of the
group member, a signature unit for creating, for the message, group
signature data, the group signature data as signature data indicating
~ that the message has been created by a device of either one of the
members of the group, and an authentication unit (implemented, for
example, by a verification unit 3) for receiving the message and the
group signature data from the signature unit and for authenticating the
group signature data thus received.
[0012]

Furthermore, the authentication unit may transmit, if the
authentication unit determines that the group signature data has been
created by a signature unit of either one of the members of the group, a

“judge request of a member status to a member status judge unit and the
member status judge unit judges, at reception of the judge request of a
_member status from the authentication unit, a member status. of the user
of the signature unit having created the group signature data and

- transmits a judge result of the member status to the authentication unit.




transmts, to the nenber status judge unit, IDinformation of a signature
~unit of an invalid nmenber as a user whose qualification as a nenber of the
group has been revoked; the signature ufit creates, at subscription of a
user to the group, a group signature key as a encryption Kkey to create
group signature data, and creates group signature data according to a
nmessage, random nunber, the nenber registration certificate issued from
t he group genment unit, and the group signature key; the authentication
unit receives f#& message and the group signature data fromthe signature
unit and transrrgditionallBsstitre group  maRagRBesitgallr 8130t IS, t e Heerber
' ' at us dge unit,

status judge unit to. . thereby inquire, of the nenber s |
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the group signature data, identifies, by use of opening information as an
~encrypti drakemits, ogenthehemenobidr sstaisurjadget ainithelDDinfidvrhawiomonof of the
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certificate issued from the group management unit, and the group
signature key; the authentication unit receives the message and the
group signature data from the signature unit and transmits the méssage
and the group signature data to the member status judge unit to thereby
inquire, of the member status judge unit, whether the user of the
signature unit having created the group signature data has been

- qualified as a valid member of the group at a present point of time; and
the member status judge wunit stores a list of ID information
corresponding to the signature unit of the invalid member as a member
revocation list which is a list of invalid members, receives the message
and the group signature data from the authentication unit, authenticates

- the group signature data, identifies, by use of opening information as
an encryption key to open the group signature data, the ID information
of the signature unit having created the group signature data, judges,
according to the member revocation list and the ID information thus
identified, the member status of the user of the sign_atui‘e unit having
created the group signature data, and transmits the judge result of the

 member status to the authentication unit.




revocation |ist, receives the nmessage and the group signature data from
the authentication unit; authenticates the group signature data, creates
signer identifying information as i nf or nfati on capable of identifying which
one of the users possesses the signature unit having created the group
signature data, judges, according to the nenber revocation list and the
signer ideptifying information thus created, the nenber status of the user
of the sigﬂlalﬁ]re unit having created the group signature data, and

transmts the judge,result of the nenber status to the authentication
unit. In such clu%f?%‘%ﬁé‘?l?’ont%q MR U FRABYDSEN WHbt MABedTABEMAE ahRe: ¢
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be kept secret fromthe nmenber status judge wunit. Mor eover, t

si gnat ur ecanespomying t@the gignatsi@aaity of tdhé anbxliduse obess heshmeahber of
the message; and the authentication unit conducts authentication of the
group si gieyoaatiogaliat,uedcegveh dheastessapacand theegrows sagnatare datanfront s,
i'f the aythentication unit determ nes that the group signature data has
“been cr edt’€d2 BN HEF A BRlp A dientigatasnblee grogp sigaajusgplatacreates
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user to taml ghewignenrddensifiythg iagdeAmatitth thus created, the member status
of the user of the signature unit having created the group signature data,
and transmits the judge result of the member status to the
authentication unit. In such configuration, the group management unit
does not transmit the ID information of the signature unit of the invalid
member to the member status judge unit. Therefore, even if the
'message and the group signature data are received, the member status
judge unit cannot identify the ID information of the signature unit
‘having created the group signature data. Therefore, the ID information
of each signature unit may be kept secret from the member status judge
unit.
[0015]

Moreover, the signature unit may create group signature data by
use of a hash value of the message; and the authentication unit conducts
authentication of the group signature data using the hash value of the
message, and transmits, if the authentication unit determines that the

_group signature data has been created by a device of one of the members
of the group, the hash value of the message and the group signature data

to the member status judge unit. In such configuration, the data to be




t he' message, the random nunber, the nenber registration certificate issued
fromthe group managenent unit, and the group signature key, group
signature data including conversion data8as data by use of which the group
managenent unit or the nenber status judge unit can restore the nenber
registration certificate through a predeterm ned conversion; the

aut hentication unit receives the nessage and the group signature data from
the si gnasené tonilte amembeanstaitus juldgeconviecande depdaceit byddt hiaght Viglu oup
signature data to the nmenber status judge unit to thereb i nquire, of the
menber st 9 FARRSAHES t nowidentresshgeutteelhf Therefirgndher autingntibatiomg
created the.group si nﬁture data has been qualified as a valid nmenber of
“the groupYdtt ﬁaﬁﬁé%eégf ponpEsage seeRet tipm theanpaayr statasjvdgedgeituni t

. Stores a Ig@% ]of ID information corresponding to the signature unit of the
~invalid mL (? as a nmenber revocation list, restores, if the nenber status
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data to the nmenber status

in the group signature data to the member status judge unit to thereby

- inquire, of the member status judge unit, whether the user of the

| signature unit having created the group signature data' has been

qualified as a valid member of the group at a present point of time; and

the member status judge unit stores a list of ID information

corresponding to the signature unit of the invalid member as a member

revocation list, restores, if the member status judge unit receives the

'(_:onversion data from the authentication unit, the member registration

certificate according to the conversion data, and then identifies the ID

- information of the signature unit, judges whether the member revocation

list includes the ID information, determines, if the member status judge

unit determines that the member revocation list includes the ID

information, that the member status of the user of the signature unit

having created the group signature data is invalid at a present point of

time, determines, if the member status judge unit determines that the

 member revocation list does not include the ID information, that the

member status of the user of the signature unit having created the group




judge unit. Therefore, the authentication unit can keep the received
nmessage secret fromthe nenber status judge unit. [00171 Furthernore, the
group managenent unit may issue, to a s@gnature unit of the user who
becones a new nenber of the group, a nenber registration certificate

I ndicating that the user is a nmenber of the group, stores, as nenber

I nformati on, the nenber registration certificate and ID information

cor r espondigmatuaet Hatsi gnatlide agnat preguht podns oft simé 0 ahlde tFRABRNI tS tthieus
judge unit,_a nmenber registration certificate corresponding to a signature
unit of alwdse desukbef meanbgr aiptuadad theramthianticatdonannity thasuche
menber status is a valid status, and transmts, to the nenber status judge
unit, a gurabiginst the | ynednre f naat eoxsslucespbhei ggoup aimnafwaeudatani t
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- including conversion data as data by use of which the group nmanagenent

unit or tmessagbeecsefnesnjthegncumbér statusepidyeunlie menber registration
certificate tﬂ‘raough a predeterm ned conversion; the authentication unit
receives ssage and the group signature data 10 fromthe signature

unit and transmts.the conversion data included in the group signature
data to the rre;ﬁ)‘é‘?t}%%rm‘%e:j G'E}Qe SROUP t B1ARREABPNL] UL eNapf 168eenelthed
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~ the group, stores, as member information, the member registration
certificate and ID information corresponding to the signature unit, and
transmits, to the member status judge unit, a member registration
certificate corresponding to a signature unit of a valid member of the
~group and information indicating that the member status is a valid
status, and transmits, to the member status judge unit, a member
registration certificate corresponding to a signature unit of an invalid
member as a user whose qualification as a member of the group has been
- revoked and information indicating that the member status is an invalid
-status; the signature unit creates, at subscription of the user to the
group, a group signature key as a encryption key to create group
signature data, and creates, according to the message, the random
“number, the member registration certificate issued from the group
management unit, and the group signature key, group signature data
including conversion data as data by use of which the group management
- unit or the member status judge unit can restore the member
i'egistration certificate through a predetermined conversion; the

authentication unit receives the message and the group signature data




menber registration certificate and status information (for exanple, the
menber status stored in the nenber revocation |ist storage section 402A
“shown in FIG 10) indicating that the mkbtber status is a valid status or
an invalid status with a correspondence established therebetween, as a
menber revocation list which is a list-of invalid nmenbers, receives the
conversion data fromthe authentication unit and then restores the nenber
' regi stratirem ddier pignatueeaentr dndg transmate sheecavarsien ajatautigdsded in
according,to status.information included in the nenber revocation, |ist
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member registration certlflcate accordmg to the conversion data, judges,
according to status information included in the member revocation list
corresponding to the member registration certificate thus restored, the
member status of the user of the signature unit having created the group
signature data, and transmits the judge result of the member status to
the authentication unit. In such configuration, the authentication unit
sends only the conversion data to the member status judge unit.
Therefore, the authentication unit can keep the received message from
the member status judge unit. Additionally, the group management
unit does not transmit the ID information of the signature unit of the
invalid member to the member status judge unit. Consequently, the ID
information of each signature unit can be kept secret from the member
status judge unit. '

[0018]

Moreover, the signature unit may create a group signature key at
subscription of the user to the group, and creates, according to the
message, the random number, the member registration certificate issued

“from the group management unit, and the group signature key, group




conversion data and the proof data included in the group signature data to
the nmenber status judge unit to thereby inquire, of the nenber status
judge unit, whether the user of the sigidture unit having created the
group signature data has been qualified as a valid nmenber of the group at
a present point of tine; and the nmenber status judge unit receives the
conversion.data and the proof data fromthe authentication unit,
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i nf or mat izsrthemtecates the proof data and then restores the member registration
| certificate according to the conversion data, identifies ID information
corresponding to the member registration certificate thus restored,
judges the member status of the user of the signature unit having
created the group signature data according to the member revocation list
and the ID information thus identified, and transmits the judge result of
the member status to the authentication unit. In such configuration,
the authentication unit sends only the conversion data and the proof
data to the member status judge unit. Therefore, the authentication
unit can keep the received message secret from the member status judge
unit. In addition, the member status judge unit can confirm, by
confirming the proof data, whether the data sent from the authentication
unit is part of the group signature data. |
[0019]
| Furthermore, the member status judge unit may receive the -
conversion- data and the proof data from the authentication unit,
- authenticates the proof data and then restores the member registration

certificate according to the conversion data, judges the member status of




signature unit can be kept secret fromthe nenber status judge unit.

[ 00201 Additionally, the signature unit may create a group signature key
~at subscription of the user to the group2 and creates, according to the
nmessage, the random nunber, the nenber registration certificate issued
fromthe group managenent unit, and the group signature key, group
signature data including first conversion data as data by use of which the
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-signature unit having created the group signature data has been qualified

‘as a val i[@02&dber of the group at a present point of tine, and the menber
status judge unit receives the second conversion data and the first proof
data fromthe a\ddigianaldy, the signatureuunéhmanceeatehe grioug sigratfuréakey and

then restgres,the nenber, 13 registration certificate according to the
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aut hent i %Qgﬁgfuwidta-talﬂlciuaﬁlg first conversion data as data by use of which
‘the group management unit can restore the member registration
certificate through a predetermined conversion, second conversion data
as data by use of which the member status judge unit can restore the
‘member registration certificate through a predetermined conversion,
first proof data indicating that the second conversion data has been
created by the signature unit, and second proof data indicating that the
first conversion data and the second conversion data have been created
by converting one and the same member registration certificate; the
authentication unit receives the message and the group signature data
from the signature unit and transmits the second conversion data and
“the first proof data included in the group signature data to the member
“status judge linit to thereby inquire, of the member status judge unit,
- whether the user of the signature unit having created the group
* signature data has been qualified as a valid member of the group at a
present point of time; and the member status judge unit receives the
"second conversion data and the first proof data from the authentication

unit, authenticates the first proof data and then restores the member




configuration, the signature unit produces the group signature data

i ncluding the first conversion data capable of restoring the nenber
registration certificate by use of the #Bening information of the group
managenent unit and the second conversion data capable of restoring the
menber registration certificate by use of the opening information of the
menber status judge unit. Therefore, the group managenent unit and the
menber st¥egistiataome cantificate agoesding taithalseygodidf deerversiomdananglentifies
information Q@Sg&. [00211 In additjon, the nenber status judge unit may
recei ve tHB e Imagiare corrsneatdingnto thhe mambepriegisiation centifisate
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the member status judge unit. Therefore, the group management unit
and the member status judge unit can possess mutually different
opening information items.

[0021]

In addition, the member status judge unit may receive the second
conversion data and the first proof data from the authentication ﬁnit,
authenticates the first proof data and then restores the member
registration certificate according to the second conversion data, judges
the member status of the user of the signature unit having created the
group signature data according to the member revocation list and the
member registration certificate thus restored, and transmits the judge
result of the member status to the authentication unit. In such
configuration, since the member status can be determined without using

' the ID information of the signature unit of the invalid member, .the ID
information of each signature unit can be kept secret from the member
status judge unit. |
[0022]
| Furthermore, the group management unit may issue, to a

signature unit of the user who becomes a new member of the group, a




signature unit, and transmts, to the nenber status judge unit, the signer
confirmng information corresponding to a signature unit of an invalid
menber as a user whose qualification asld nmenber of the group has been
revoked; and the signature unit creates, at subscription of the wuser to
the group, a group signature key as a encryption key to create group
signature data, and creates, according to the nessage, the random nunber,
t he rrenbelm‘?]@gieé't?%lﬁbwté@ﬂtqeﬂfﬂfmaéealmlﬂﬁ’él@ that tg@nnseemﬁm@ mewberats on

St SRR R %ngw aﬁ&é@ﬁpﬁrfféa@g%rﬁﬁ& [T
s ner CoMAT AL 6L BT 0Tk, 2RISR SOMYRE B RS,
R R IR

j udge uni bg MeeibheF 1hﬂﬁ'lﬂ§91ron0fthet baeotediSuiiion WL ALC e siir

group signature data has been’ quall as a va menber

a present cofinming tinfermaniont f‘@ndrE"f@?f i8fainyationd 9 rasposdMies te Ithet of
the signer confirmng i nf or mati on corresponding to the signature unit of '
t he i nval $igneduer nnifs andnrénraes mits;otat il mesibavhistatus jadgestmt, itheal i d

menbers, receives _.the nessage and the group signature data fromthe

aut hent i C%D&K G‘?ﬁlﬁrmlaﬂt m%mm@g ¢qraegpongding gitausignriure podyef an

accordi ngw er revocati n | i st b‘{]he menber st at gs of, the user of

fhe i gnollrAld T hER, A gt BR6AEAOKHGUH] PALPEnAY G B1GTRPAY ofikha BEAYRI ( s

- the judg I tatustoth aut henti.catjon.upnit. |n,such
conf i gur ‘{1%2)%6%5 9{7?1%@% gﬁgﬁe gmqt‘}ﬁeoﬂﬁ}& §T64 6(5'#\/%‘11 ??fr’tpg]é’t"aotith?he
signer c t rqu r t he

 remper orad B the EFOUDTE EPDupeiRBatRE Kol 4 8 0n SWAI ey Boltredt
conver si agrouinbignaiared oL, aﬁ@@:r@ﬁtﬁhera&b@HMthHdﬂl% ifﬂ%is%agénth@tx%&fﬂd}& the

menber status wi thout using the opening information.

number, the member registration certificate and the signer confirming
information issued from the group management unit, and the group

- signature key, group signature data including conversion data as data
capable of restoring the signer confirming information through a
predetermined conversion; the authentication unit receives the message
and the group signature data from the signature unit and transmits the
message and the group signature data to the member status j‘udge unit
to thereby inquire, of the member status judge unit, whether the user of
the signature unit having created the group signature data has been
qualified as a valid member of the group at a present point of time; and
the member status judge unit stores a list of the signer confirming
information corresponding to the signature unit of the invalid member,
as a member revocation list which is a list of invalid members, receives
the message and the group signature data from the authentication unit,
authenticates the group signature data, judges, according to the member
revocation list, the member status of the user of the signature unit

- having created the group signature data, and-transmits the judge result

of the member status to the authentication unit. In such configuration,




Mor eover, the group nmanagenent unit may issue a nenber registration
certificate and signer confirmng information to a signature wunit of the
user who becomes a new menber of the grdép, stores, as nenber information,
the menber registration certificate, the signer confirmng information,
and I D information corresponding to the signature unit, and transmts, to
the menber. status judge unit, the signer confirmng information _
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signer confirming information corresponding to the signature unit of the

valid member of the group and information indicating that the member
status is a valid status, and transmits, to the member status judge unit,
the signer confirming information corresponding to the signature unit of
the invalid member as a user whose qualification as a member of the
group has been revoked and information indicating that the member
status is an invalid status; the authentication unit receives the message
and the group signature data from the signature unit and transmits the
conversion data included in the group signature data to the member
status judge unit to thereby inquire, of the member status judge unit,
- whether the user of the signature unit having created the g.foup
signature data has been qualified as a valid member of the group at a
present point of time; and the member status judge unit stores a list of
signer confirming information corresponding to the invalid member as a
member revocation list, receives the conversion data from the
authentication unit, judges the member status of the user of the
signature unit having created the group signature data according to the

| - member revocation list, and transmits the judge result of the member




[ 00251 Furthernore, a group signature systemfor creating signature data
“for a nessage and for authenticating whether the signature data has been

. created by a device of one of nenbers ofléa group, may conprise a signature
- termnal for creating (for exanple, the user termnal 2A shown in FIG 18)
for the nessage, group signature data as signature data indicating that
the nmessage has been created by a termnal of one of the nmenbers of the
group; ansStatiseln theaanushenticaitival ufot. recei ving the group signature data
via a co | cation network fromthe signature term nal and authenticating
the group ature data thus received, and a nenber status judgi ng server
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the menbeflse protpeighanu datd.udge request of the nmenber status via the
comuni cation_ network to the nenber status judging server; and the nenber

status jl00PAlg server judges, if the judge request of a member status is
received from_the authentication termnal, the nenber status of the user
of the signatJferthermons, aagrogp csignatmirehsygtamp far gratabing dsigaation261
- The menber status judge unit in accordance with the present 17 invention
is a nentftRiaier & Mertgeeuand for uidemiatingnsbethenithe signatyae data
et neT g el Bal N 5 0 oGP BB SURAS ok SELF cBBuprise o
e et one knERE ' 1 F0R DR, AL bERERDOTE k™R o
means (i HHAFR PTG 18P o XM heesddbR, "BFRES sE¥RaRIPAata as signature
o data indicating that the message has been created by a terminal of one of
the members of the group; an authentication terminal for receiving the
‘group signature data via a communication network from the signature
- terminal and authenticating the group signature data thus received, and
a member status judging server (for example, the member status
response server 4A shown in FIG. 18) for judging a member status
indicating whether a user of the signature terminal having created the
group signature data is qualified as a valid member of the group at a
present point of time, wherein the authentication terminal transmits, if
the authentication terminal determines that the group signature data
has been created by a signature terminal of one of the members of the
group, a judge request of the member status via the communication
network to the member status judging server; and the member status
judging server judges, if the judge request of a member status is received
from the authentication terminal, the member status of the user Qf‘ the -
signature terminal having created the group signature data.
-~ [0026] | |

The member status judge unit in accordance with the present




| i st storage 402) for storing a nenber revocation list as a list of invalid
menbers each of which is a user whose qualification as a nenber of the
group has been revoked; judge request ré&éeiving means (inplenented by, for
exanpl e, the signature opening nmeans 404) for receiving the judge request
of the menber status via a communication network froman authentication
unit which authentjcates the group signature data; status jud%ing nmeans
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[0027] Additionally, the revocation |[ist storage neans nay store as a
nmermber reliscatiegd edams KimplehehBed ygriort dxanmede r b andinteert evecateonce
of an invalid nenber; the judge request receiving neans receives, as the

j udge r equststafagend0Re for stetiagua, meneber sevgeatiod lisie agradist of grealid e

- data, and the status judging neans identifies the ID information of the

- devi ce hamie%b‘%lfﬁeeéﬁﬂ@@g ‘yhgfaaﬂweuagt ahgse guadifiqation mssa agemhay ohbher oup

T or nmt | B0 L DA HERT GRYSSecel BT ear R cel O PAARS GRBIQIAENEGH 2Yand
1 0aes ot PS5 YiFin S, En LS O EENE 106s e

[ oot Shcict of 305, AGR SOAI DY OASURIGToA WS JoE! 0 o
o authentication unit which authenticates the group signature data; status
judging means (implemented by, for example, the member status judging
means 407) for judging, at reception of the judge request by the judge
_ requeSt receiving means, the member status of the user of the device
having created the group signature data according to the member
revocation list stored in the revocation list storage means; and judge
result transmitting means (implemented by, for example, the member
status judging means 407) for transmitting a judge result of the member
status judged by the status judging means via a communication network

to the authentication unit,

[0027] |

Additionally, the revocation list storage means may store as a
member revocation list a list of ID information corresponding to a device
' (jf an invalid member; the judge request receiving means receives, as the
judge request of the member status, the message and the group
signature data; and the status judging means identifies the ID
- information of the device having the group signature data by use of the
- message and the group signature data received by the judge request

- receiving means and opening information as an encryption key to open




menber revocation list a list wherein a nenber registration certificate
whi ch corresponds to the device of an invalid nmenber and which indicates
that the user is a nmenber of the group d&d status information indicating
that the menmber status is a valid status or an invalid status are stored
with a correspondence established therebetween; the judge request

recei vi ng Heans receives fromthe authentication unit, as the judge
request oftherEoRMIgnafue datacandgndgen t@@tmmbamsaamaﬁthe afser rodsthar i ng

‘t he nenber, re tration c i cate through a predeternjned conversion;
and the stdﬁtb‘%ﬁ é’rﬁ%&ﬁi Lﬁm §1 e data acearding tobhe imeprher
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 created tgﬁ(ﬂ'h?éz'ﬁoﬁ ng{eerltqﬁga according to status infor rratlon

corresponding to t registration certificate thus created, the
status i nfop2®ki on being selected fromthe status information i ncl uded in
t he nenber revocation list stored in the revocation |ist storage neans. In
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data to the nenber status Judge unit. Therefor he authenfication unit
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. Therefore, .t I D informati on of each Enature unit may be kept secret
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of the device having created the group si gnature data according to t
nessage andgehzequestpof the member status, conversion data as data capable of
restoring the member registration certificate through a predetermined
conversion; and the status judging means creates a member registration
certificate according to the conversion data received by the judge request
- receiving means, and judges the member status of the user of the device
~ having created the group signature data according to status information
corresponding to the member registration certificate thus created, the
status information being selected from the status information included in
- the member revocation list stored in the revocation list storage means.
In such configuration, the authentication unit trahsmits only the
conversion data to the member status judge wunit. Therefore, the
authentication unit can keep the received message secret from the
- member status judge unit. Therefore, the ID information of each
signature unit may be kept secret from the member status judge unit.
[0029] |
Additionally, the revocation list storage means may store as a
member revocation list a list of signer confirming information which

corresponds to the device of an invalid member and which is information




.signature data received by the judge request receiving nmeans and the

signer confirmng information included in the revocation nenber |ist

'stored in the revocation |list storage md&s. In such configuration, the
conversion data of the signer confirmng information is outputted as part
of the group signature data. Moreover, the nenber status judge unit

det er m nes thg menber status by use of the conversion data. Therefore, the
menber st &203bje,@fsonfirming that sheigroumeigmatme data dsisvbedmareatsd hy t he
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- authenticating, by the authentication unit, the group signature data

- received $igmatuire datmatecesvadhibly, the auslged treqoeby rebeivdutharddatamh thei t
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' - the member status judge unit can determine the member status without
using the opening information.
[0030]
The group signature method in accordance with the present
invention is a group signature method of creating signature data for a
message and authenticating whether the signature data has been
created by a device of one of members of a group, comprising créating, by
‘a signature unit for creating signature data, group signature data as
signature data indicating that the message has been created by a device
of one of the members of the group; transmitting, by the signature unit,
the group signature data thus created via a communication network to
an authentication wunit which authenticates the signature data;
~authenticating, by the authentication unit, the group s.ignature data
received from the signature unit; transmitting by the authentication unit,
if the authentication unit determines that the group signature data has
been created by a signature unit of one of the members of the group, a
| judge request of the member status via a communication network to a

member status judging server which judges a member status indicating




.[00311 Additionally, the group signature method may further conprise
storing, by a nenber status judge unit, a list of ID information
~corresponding to a device of an invalidZfnber as a nember revocation |ist
which is a list of invalid nmenbers as a user whose qualification as a
menber of the group has been revoked; transmtting, by the signature unit,
t he message and the group signature data via a comuni cation_ network to
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aut hentication unit determ nes that the group signatuye dat has been
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i nformati on as an encryption key to open the group signhature data,

j udgi ng busthefthelxgnatataanitlasingicrehbed thentheupsignatueé ddte. user of
the signature unit having created the group signature data, according to
~ the nenbet0GFocation list thus stored and the 1D information thus

i denti fi ed. t he group signature nethod may further
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determ nes that the
: - unit, the message and the group signature data via a communication

network to the authentication unit; transmitting, by the authentication
unit, if the authentication unit determines that the group signature data
has been created by a signature unit of one of members of the group, the
| message and the group signature data as the judge request of the
member status via a commﬁnication network to the member status judge
- unit; identifying, by the member status judge unit, ID information of the
signature unit having created the group signature data, by use of the
message and the group signature data received from the authentication
unit and opening information as an encryption key to open the group
signature data; and judging by the member status judge unit the
| member status of the user of the signature unit having created the group
signature data, according to the member revocation list thus stored and
the ID information thus identified.
[0032]
Additionally, the group signature method may further comprise
storing, by the member status judgé unit, a list of a member registration

certificate which corresponds to a device of an invalid member and which




group signature data has been created by a signature unit of one of
menbers of the group, conversion data as data capable of restoring the -
menber registration certificate through2a predeterm ned conversion via a
conmuni cation network to the nenber status judge unit, as the judge
request of the nmenmber status; creating, by the nenber status judge unit, a
menber registration certificate according to the conversion data received
from the andieaiesddwitatheunser immdnjadbendf the kheupeime stasiatidfornadton
unit, the nenpber status of the user of the si ginature unit having created
‘the grouplBfilfifding dhasttheamrmbengtatustiatayalid statits on aranvaidostitng t o
the menber .registration certificai_e thus created, the status information
~ being sel @@%Egﬁ FoURsPRBASNge wstahlishaditherebatwaaadthe listheeimgndenember
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received from the authentication unit; and judging, by the member

status judge unit, the member status of the user of the signature unit
having created the group signature data according to status information
corresponding to the member registration certificate thus created, the
status information being selected from the status information included in
the member revocation list thus st.ored.‘ In such configuration, the
authentication unit having transmits only the conversion data to the
‘member status judge unit. Therefore, the authentication unit can keep
the received message secret from the member status judge unit. In
addition, the ID information of each signature unit can be kept secret
from the member status judge unit. |

[0033]

Also, the group signature method may further comprise storing,
by the member status ju'dge unit, as a member revocation list a list of
signer confirming information which correspOnds to the device of an
invalid member and which is information capable of confirming that the
group signature data has been created by the device of a particular user,

the member revocation list being a list of invalid members as users




- group signature data as the judge request of the nenber status via a
communi cation network to the nenber status judge unit; and judging, by the
menber status judge unit, the nenber stdPus of the user of the signature
unit having created the group signature data according to the nessage and
the group signature data received fromthe authentication wunit and the
signer confirmng information included in the invalid nenber |ist thus
stored. | whoseh qwlificatiani @s, & hmembeer sf othelagrowp hdse Isdegnerevoked;

- confirmng information is outputted as part of the grou si gnat ure dat a.
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member list thus stored. In such configuration, the conversion data of
the signer confirming information is outputted as part of the group
~signature data. And the member status judge unit determines the
member status by use of the conversion data. Therefore, the member
status judge unit can determine the member status without using the

opening information.
[0034]
~ The computer program product in accordance with the present
invention is a member status judging program for judging a member
status indicating whether a user of a device having created group
signature data as signature data indicating that a message has been
created by a device of one of members of a group has a qualification as a
- valid member of the group at a present point of time, the program
- causing a computer, characterized by comprising revocation list storage
- means for storing a member revocation list as a list of invalid members
| each of which is a usér whose qualification as a member of the group has
‘been revoked, to execute; receiving a judge request of the member status

via a communication network from an authentication unit which




. [0035] Al'so, the conputer program nmay cause a conputer, conprising
revocation |ist storage neans for storing as a nenber revocation list a
list of IDinformation correspondi ng to28evices of invalid nenbers, to
execute: receiving fromthe authentication unit, the nessage and the group
signature data as a judge request of the nenber status; identifying the ID
I nformati on of the device having created the group signature data by use
of the nesyblgentingtashehgrgrgqupssonatre data judgmged theojudge request is

aut hentication ynit and opening information_as an _encryption key to open
the gr oupr%qegﬁ@ildr@mdﬁha;alm%wqwlm uny, thenwmbensitatad of Hdeunser of t he

devi ce hauvi ng, cr.eated t he group | gnat ure data according to the nenber
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that the nenber status is a valid status or an invalid status are stored
with a d@03sdpondence established therebetween, to execute: receiving from
the authentication unit, as the judge request of the nenber status,

conver si on dat dAlshj dhei songiwterapaidEamf nrastanisey at bemartee; comegrisimgt i on
certificate through a predeterm ned conversion; creating a 24 menber
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- incl udeq grdupSsigRaRbe F AAGAAL N, iHhgE! YeGhds? IE the member status;
identifying the ID information of the device having created the group
signature data by use of the message and the group signature data
received from the authentication unit and opening information as an
encryption key to open the group signature data; and judging the
“member status of the user of the device having created the group
signature data according to the member revocation list stored in the
revocation list storage means and the ID information thus identified.
[0036]

Moreover, the computer program may cause a computer,
~comprising revocation list storage means for storing as a member
‘revocation list a list wherein a member registration certificate which
_.corresponds to the device of an invalid member and which indicates that
the user is a member of the group and status information indicating that
‘the member status is a valid status or én invalid status are stored with a
- correspondence established therebetween, to execute: receiving from the
authentication unit, as the judge request of the member status,
conversion data which is data capable of restoring the member

registration certificate through a predetermined conversion; creating a




revocation |ist storage neans. In such configuration, the authentication
unit sends only the conversion data to the nenber status judge unit.
Therefore, the authentication unit can Reep the received nessage secret
fromthe nenber status judge unit. In addition, the ID information of each
signature unit can be kept secret fromthe nenber status judge wunit.
[ 00371 Furthernore, the conputer program may cause a conputer, conprising
t he revocaéembelr rgistratinye cetafisatonceoxdinggtatha coavbesion duba atteiveld st
a list of _,signer confirmng, information which corresponds to the device of
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[0037] |
Furthermore, the computer program may cause a computer,
comprising the revocation list storage means for storing as a member
revocation list a list of signer confirming information which corresponds
| to the device of an invalid ﬁlember and which is information capable of
-confirming that the group signature data has been created by the device
of a particular user, to execute: receiving, from the authentication unit,
the message and the group signature data as the judge request of the
member status; and judging the member status of the user of the device
having created the group signature data according to _t_he message and
" the group signature data received from the authenticaﬁon unit and the
signer confirming information included in the revocation member list
stored in the revocation list storage means. In such configuration, the
~ conversion data of the signer confirming information is outputted as part
~of the group signature data. And the member status _judge unit
determines the member status by use of the conversion data. Therefbre,

- the member status judge unit can determine the member status without

- using the opening information.




has been revoked is issued to the nenber status judging device. Since the
judgnent of the nenber status validity can be entrusted to the judging

- device, the necessity of updating param@bers including a private key when
sone nenber w thdraws can be renoved. Therefore, the processing for nenber
revocation can be efficiently executed. BEST MODE FOR CARRYI NG OQUT THE

| NVENTI ON [ 00391 First enbodi nent Next, description will be given of a
first enbodi ment of the present invention by referring to drawings. FIG 1

is a bloc .agram  showi ng an_exanple of a configuration of a group
si gnat ureﬁ&mMEﬁcQEr Ele dNYENTHNor esent invention. As shown in

FIG 1, tw]oup signature systemincludes a group nmanagenent unit 1, a
- signature 2, averification unit 3, and a nenber status response unit
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- disclosing or opening nmeans 101, a nenber registration informtion storage

secti on 10as hmfIDbEQVG%EﬂJi 3% issued toetdns mddberastmtubgudgihgrdeticon Sincage
section 104, revoked or invalid nenber notifying neans 105, an opening
i nf ormat i Jugemyents @dt the membexisfasuar vabigetyi g nndensntousteshdostheer
i denti fyi.ng, means 108. }L00411 The bli.c jnformation open'i ng. neans 101 is
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int.erfaceka;zc&,hgﬂ 8bme member withdraws can be removed. Therefore, the

processing for member revocation can be efficiently executed.

BEST MODE FOR CARRYING OUT THE INVENTION
[0039]
- First embodiment
Next, description will be given of a first embodiment of the
~ present invention by referring to drawings. FIG. 1 is a block diagram
showing an example of a configuration of a group signature system in
accordance with the present inven_tion. As shown in FIG. 1, the group
signature system includes a group man.agement unit 1, a signature unit
2, a verification unit 3, and a member status response unit 4. FIG. 2 is
- a block diagram showing an example of a detailed configuration of the |
- group signature system shown in FIG. 1.
[0040]
The group management unit 1 is implemented, for example, by a
- server managing a group. In the embodiment, the unit 1 manages the
group by executing member registration processing to register a new
member to the group and member revocation processing to revoke

‘qualification as a member of the group. As shown in FIG. 2, the unit 1




a server. The means 101 includes a function to store various public

I nformation to be used in the systemso that all devices that can access
the information via a network such as tB6 Internet freely refer to the
information. In the enbodi nent, when a nmessage is to be created at a
.termnal of a nenber of the group, there is created signature data (to be
referred to _as group signature data) indicating that the nessage is

creat ed binelndesipblicriaforiat@oflisresfes thepmmmg siefng HO lgroupember
exanple, the unit 10 stores, as public information, a group public key to
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all term s that can access the information via Internet. [0042) The
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key in th@eemjodi rent) for the neans 103 to generate a nmenber registration
certificate for the menber registration. [00431 The nmenber registration

~ neans 103 is i rfphenmrdilée infomgatibar opexarphneears WU & implesiemed using! f ace
"section of a server. The neans 27 103 includes a function to conmunicate

“with groulsrserssple ad Rehns stavigeflevice, sinthat netwonkt interfadessansion wEmber
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from_t he if#gfmation. In the embodiment, when a message is to be created at a

terminal of a member of the group, there is created signature data (to be
referred to as group signature data) indicating that the message is
created by the signature unit 2 of one of the members of the group. For
example, the unit 10 stores, as public information, a group public key to
authenticate the group signature data and opens the group public key to
all terminals that can access the information via the Internet.
[0042]
The member registration information storage section 102 is
- implemented by, for example, the storage of the server. The storage
‘section 102 stores member registration information to be employed by
the member registration means 103 to execute processing for member
_registration. In this connection, "member registration information" is a
- cryptographic key (called a secret key in the embodiment) for the means
103 to generate a member registration certificate for the member
‘registration.
[0043] |
The member registration means 103 is implemented using, for

example, a CPU and a network interface section of a server. The means




201 according to a predeterm ned algorithmto thereby generate the nenber
registration certificate. [00441 Additionally, the nenber registration
means 103 includes a function to store9wn the nmenber infornmation storage
section 104 the generated nenber registration certificate together with 1D
I nformati on capable of identifying the signature unit 2. In this case, for
exanpl e, the nenber registration neans 103 requests the nmenber information

storage sd08i imclhdésta fimtéorn her dmmasidalel With Blou® subkEFiBINE emdatd
attached to data_fromthe group subscribing means 201 during the

comuni caBldnof dhgenigrmtairehamerthdp issgiestr atémbererddibtzdien edddicatehe
menber information storage section 104 is realized using, for exanple, the
storage oMSHME Mempear registrtionjafeupation. 10ln $herembodemensnithe means
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Additionally, the member registration means 103 includes a
function to store in the member information storage section 104 the
generated member registration certificate together with ID information
capable of identifying the signature unit 2. In this case, for example,
the member registration means 103 requests the member information
storage section 104 to store therein, as ID information, signature data
attached to data from the group subscribing' means 201 during the

- communication to generate the member registration certificate.
[0045]
The member information storage section 104 is realized using, for
~example, the storage of the server. The storage section 104 stores the
member registration certificate delivered and the ID information
~outputted from the member registration means 103 with a
~ correspondence established therebetween. FIG. 3 is an explanatory
diagram. showing an example of information stored in the storage section
104. For example, the storage section 104 stores for each signature unit
2 a pair of the member registration certificate and the ID information as
member information indicating the signature unit 2.
[0046] - -




revoked nmenber is inputted, the neans 105 extracts fromthe storage
sectionl04 the ID information corresponding to the signature unit 2 of the
menber whose qualification is revoked. P8ereafter, the nmeans 105 transnits
‘the extracted ID information to the nenber status response unit 4. [00471
The opening information storage section 106 is materialized using, for
. exanple, the storage of the server. The storage section 106 stores opening
i nformation to bbeusedldkort ivevaid natewn ke o peaoti fygngeaes ns0 1050 e nsatired
signature data. ,In this regard, "opening information" is a cryptographic
key (a sedpEIgkiar prarHdeeanbdiUeamyl a netyeork hatepface sestigmaotire sdrver.
[ 00481 Thg,si gnat ur peni.ng neans 107 is_inplenmented using, for,6 exanple,
‘a CPU andT&en Sa0% 108 Eraludes s duichion thagampomeame 1aReads Froméhades
a functiopn t ccept. (receive roup,si t .data apnd a nessage.to be
Sccopt ed DOBbEESRRAAGR ipbadt SRAuB IO 1B ahPn"cokanatding ¢
function r of .t he ' a a and
openi ng | At aro a0 e gt thel pullI AR, b0 MGnE e BRI M0 ios,
si gner i dgptiiffesi fie hé AIHER & Rty Ord FRIHdd ¥l i I fPinta tfod1a Vvl
‘generated the group signature g_tgt a‘% I néceif gélrll?% Pf/,tﬂlgﬁﬂ?hlglfgﬁ%]tg&%ﬁlgnt ‘,Flatghe
- signer ‘i dexdinfplengyhen ahedi Diagsr 9 tHyBPRoup itttk §ystelh addiftucts a
- according to a predetermned algorithm and is information capabl e of
i dent i f yi igabfigationt evetapnon wpernatios fProd messder hadi inforneatiod oheher oup
signature d%’éﬁ% Al so, the neans 107  includes a function to deliver the :
created dieyieked aeembeyiisginpetiedst the meanshb05epteacisdframs Yhe storage
-..108. [00491,Th | gner_identifying nmeans 108.is materialized using, for
oxanpl e, Seeti i AhcT) cntormatign orTesDoRAIMEmAS the SIERAGH snit 3 3
the member whose qualification is revoked. Thereafter, the means 105
~ transmits the extracted ID information to the member status response
unit 4. |
[0047]
The opening information storage section 106 is materialized using,
for example, the storage of the server. The storage section 106 stores
- opening information to be used when the signature opening means 107
opens the signature data. In this regard, "opening information" is a
cryptographic key (a secret key in the embodiment) to open the group
signature data.
[0048]
The signature opening means 107 is implemented using, for
~example, a CPU and a network interface section of a server. The means
107 includes a function to accept (receive) group signature data and a
message to be accepted at a verification process. Also, the means 107
~includes a function that creates, by use of the group signature data, a
message, and opening information stored in the opening information
storage section 106, signer identifying information to identify the
signature unit 2 having generated the group signature data.

Incidentally, in the embodiment, the signer identifying information is




identify the signature unit 2 having created the group signature data by
use of the signer identifying information inputted fromthe signature
openi ng neans 107 and the nenber inform2Bi on stored in the nenmber

i nformati on storage section 104. In addition, the nmeans 108 includes a
function to produce ID information of the identified signature unit 2.

[ 00501 The signature unit 2 is a device that the user, a nmenber of the
group, us&ymeni@ informstéoenelthinedngecdmlingxbomd qyredetenionedt algorithm

- processing termn such as a _personal c?nputer. As can_be seen from FIG

I .
2, the unridly HoEEANIGR spatupsel Idanalrasneneof, the Fgnadurer ugitst 2af on
205,  mesolSENT UK WoarEA 204 g §ERIOB T HUASEFe LG ar SHSR0BH HeagRolg]
si gnat ur e; ratl . creati ng means 206, 100511 The gr.oup subscrihbing
reane. 2011 GUe] 4 TneioM 5 el 2N cEeRted By, A P BRRRLARuBe
section of,y @Rel ' ﬁ&%i erm nal. The neans 201 includes a
function P%%cgs ﬁ?%ggééﬂgﬁg¥%f e Iﬁg%gg? regi strati on neans 103 of the
group manfu®p@nt unit 1 to generate a nenber registration certificate and
a group signature key as a cryptographic key (a private key in the

embodi ment) to Theasggmroupergifyiagunmeednas al08ddst noatdriylizéfe useags 201
includes a function to deliver the nmenber registration certificate and the

- group si gesdmpdekey (U génersamwras Bhevmaams HO&wnbbrdesgi fungtiomn to

certificatg stprage section 202 and the group signature key storage

section 2W®NtiysHie sigRatire posbR having ceedied HeeEroupesigratyre htter bBi ng
e 20t S B e S b T eE LG 15k Dl SSl et 1
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sect _i on Z9dormation storage section 104. In addition, the means 108 includes a
function to produce ID information .of the identified signature unit 2.
[0050]
' The signature unit 2 is a device that the user, a member of the
group, uses, and is implemented using, for example, an information
processing terminal such as a personal computer. As can be seen from
FIG. 2, the unit 2 includes group subscribing means 201, a member
registration ceftificate storage section 202, a group signature key storage
section 203, message input means 204, a random number generator 205,
an group signature generating or creating means 206.
[0051]
| The group subscribing means 201 is realized using, for example, a
CPU and a network interface section of an information processing
‘terminal. The means 201 includes a function to communicate with the
member registration means 103 of the group management unit 1 to
generate a member registration certificate and a group signature key as
a cryptographic key (a private key in the embodiment) to create group
signature data. Additionally, the means 201 includes a function to

deliver the member registration certificate and the group signature key




I ncidentally, the means 201 creates through the communication with the
menber registration nmeans 103 a nenber registration certificate simlar to
that created by the nenber registration3ffeans 103. The nenber registration
-certificate is calculated using as inputs the group public key and the
menber registration information. [0053] Mreover; for exanple, the group
subscri bing nmeans 201 creates the group signature not by itself but in
cooper at i génerated ae abovieeio thegn i egistration eartificatdissoragresedtien
means 201 béanscﬂiéés to the registration nmeans 103 g ta created according
to a predg i € EAPYErFILRMLUBe otlorage seation £ reeecyyalyr at i on

nmeans 103 rding to a predetermned algorithmto thereby create the
group sig e key. The neans 201 delivers the generated key to the group

means 201 may 0t EAPERBiLERe Bin abuly ST SABRGE B2 aekol FEAERLE sheG,
means 103y e rRh&F Qgg%s_ﬁ:&ﬁ%huﬁért'fﬂapé’ n'ottistf;h ngeQP%L&UhP%ongaﬁsSM WiH PBe

st orage section However, Tn any s I on, the group signature key is

stored i nmesebéLrefRitrhfohenteRgid 108 it FRAPChe "BWAGS TRMhag@ent- ul B

result, even the unit 1 cannot create the group Signature data by use of
whi ch- t hesaegnidre ntembielryregistieion 188 tifacatiederThéyedfvet, the meanp 201
signature, data has been created by the signature unit 2. [0054] 31 The
mermber r elgiedsr the ogeneratetd cartificase ate thectcestifRodeantonage geotipnsi2@Rat ur e
key storage.section 203 are inplenented by use of, for exanple, storage of
~an inforﬁglqléﬁnﬁﬁﬁ%eé&ﬁ? meeans midafreatrs thapug '@aeéommg%tlgéc‘m%tmz
- stores the nber r.egist.ration c |ficate delivered. fromthe grau
subsr i bi GO eSS T BRaBeaRS Ui B pEF SEtEatPg IR AP IR Fe
group si gRAtHAE He%td &%y P TREMBURSFLLREPBioAE Ak 109, O0PRE member
| registration certificate is calculated using as inputs the group public key
and the member registration information. |
[0053]
Moreover, for example, the group subscribing means 201 creates
the group signature not by itself but in cooperation with the member
registration means 103. In this case, the means 201 transmits to the
registration means 103 data created according to a predetermined
algorithm, or processes data from the registration means 103 according

to a predetermined algorithm to thereby create the group signature key.

| The means 201 delivers the generated key to the group signature key

‘ .storage section 203. In this connectioh, for example, the means 201 may

" create, without communicating with the member registration means 103,
‘a group signature key by itself, and output the key to the storage section
203. However, in any situation, the group signature key is stored in
‘secret not to be known to the member management unit 1. As a result,
even the unit 1 cannot create the group signature data by use of which
the signer identifying means 108 can identify that the group signature
data has been created by the signature unit 2. |

0054] | | |




The message input nmeans 204 is materialized using, for exanple, a CPU and
an i nput device such as a keyboard and a nouse of an information
processing terminal. The neans 204 includes a function to receive,
according to operation of a user (a nenber of the group), a nessage (an

i nput) to be attached to group signature data and feed the nessage to the
.group signature _creating neans 206. The random nunber generator 205

i ncl udes a funcflihgnm meregietta ticm dertificdter starageesestedn b302 reendyridrep
signature creating neans 206 to create signature. data. [0Q561 The group
-signatur-egé'PEQtﬂgg’aﬁb‘éﬁ ezsogtméag%ﬁe@#@ﬁtg%mmglpplemel@ﬁ nBY e1sea oEpforof

~an information processi nge.term pal. The means .206 i ncl udes functjion to
orento. . nEsarte b, SETab Bt i B Al AB T ORaRSUIE LT URBDr T oG CAtELdeRle

b i . oy T g et .
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si gnat ure data. 571" In t € group signature crea

206 out puksctibhe 2080 o1RisIRRE UEfo Wit Sighthttirenaky’ fod NEosRt {0 sii@eridiaguser
bel ongs to the group while anonymty of the uséer is preserved) that does
‘not show meeans B0adr mati on capabl e of identifying the signature unit 2. For
32 exanptﬂe 551 verification unit 3 having received a nmessage conducts

aut henti c 0 according to the group signature data to resultantly

recogni ze t hat ,hge nessage .is created bé/ one of the nenbers of the group.
However, it is hof 19688a%¢ dnpyt mpangc404 iig anpserighizedsusigg, for example,

t hi~gsl | decode_th e | st ' tificat dt
 si gnat ur ekGY UbAB8qacn LRRUS ABUSCSPYRA: P edclPRboRHL 3Rd 8, maise of a
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_ ' ~receive, according to operation of a user (a member of the gr_oup), a
message {an input) to be attached to group signature data and feed the
message to the group signature creating means 206. The random
number generator 205 includes a function to generate a random number
to be used by the group signature creating means 206 to create signature
~ data.
[0056]

The group signature creating means 206 is implémen_ted using,
for example, a CPU of an information processing terminal. The means
206 includes a function to create, according to a message, a random
number, a member registration certificate, and a group signature key,
group signature data indicating that the signature unit 2 is a device of
the group member correctly registered to the group management unit 1
and to output the group signature data.

[0057] |
In"this regard, the group signature creating means 206 outputs
“the group signature data (a signature indicating that the user belongs to
- the group while anonymity of the user is preserved) that does not show

any information capable of identifying the signature unit 2. For




[ 00581 The verification unit 3 is a device to verify (authenticate) the
group signature data received fromthe signature unit 2 and is realized by
use of, for exanple, an information proggssing termnal such as a personal
conputer. The verification unit 3 includes a function to authenticate the
group signature data to produce an authentication result to determ ne
whet her the nessage is to be accepted or rejected. As shown in FIG 2, the

verificatémple! 8 vérdliedeRnononiy 9 digbie receivdd cat ntibsianoa@dhcagd
verification result output means 302. [00591 The verification nmeans 301 is
i npl ementadthestigatibor aexending, te thEBUgaondpa sighabute iddter ftac eesabtaintdy of
~an information processing termnal. The nmeans 301 includes a function that
accepts (resogmzsthat thessaseagmis greafedsbyrmnaipt themembersidfahs greumr e
unit 2 toHcheck validity of .the data. In the, enbodi cagent, the verifi cthi on
means 301HOMAVENLY EaDes Rossiljedop thegrerificatinn ¥y SugeCitptogippiically

v e P R B R BRI b o S RSp A R
et niiad Dilthd Lrodl? SBRRLGABHG, [ TheYebL) PRk FeifRgRRys Wnit 3
Addi ti onaddhrg%oﬁ ;tfgrgﬁﬂuﬁvﬁ%ﬁnahe réF Y5 iﬁbﬁ%é&”oﬁﬁ@%ﬁam@ UASted3thé

“function t I's judged that the group signat tais

appropri ahessige yedithic akines tEOtskiansmohpmifie message and the data
~to the signature opening neans 404 of the nenber status response unit 4 in

order to [6058)rm whet her the si gnhature unit 2 having created the data is a
device of a valid group nmenber. That is, the verific_ati&glt nmeans

transnits the reysHMgFideationeumat 3 tis andevice Whevhrdyt tauthendic > |1ng
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by use of, for example, an information processing terminal such as a
personal computer. The verification unit 3 includes a function to
authenticate the group signature data to produce an authentication
| result to determine whether the message is to be accepted or rejected.
As shown in FIG. 2, the verification unit 3 includes group signature
verification means 301 and verification result output means 302.
[0059]
- The verification means 301 is implemented using, for example, a
CPU and a network interface section of an information processing
terminal. The means 301 includes a function that accepts (receives) a
- message and group signature data from the signature unit 2 to check
validity of the data. In the embodiment, the verification means 301
authenticates the group signature data by use of public information
~ opened by the group management unit 1 to the public. Also, the
verification means 301 includes a function that if it is judged that the
group signature data is not éppropriate, the verification means 301
~determines "rejection" to produce the verification result.
[0060]

‘Additionally, the group signature verification means 301 includes




[ 00611 The verification result output neans 302 is realized by, for
exanple, a CPU and a network interface section of an information
processing term nal. The output neans 383 includes a function to receive
the result of a menber status check from nenber status judging neans 407
of the nmenber status response unit 4. In addition, the output neans 302

I ncludes a function that if the received result is "valid", the output
‘means 302adduachionesthzdc aépitanise"juaigedi fthate thecegnoam r eiguiatures dsitavabi d”,
t he out put means, 302 determ_nes "rejection” to produce the verification
‘resul t of 2DREeBHRARCthe greritiepion; Breanyg GOd2tranmmiisnbee meazage aashshee
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server. The receiving neans 401 includes a function to Teceive
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means 105 to store the ID information in the nmenber revocation |ist _

storage swmember admse] @ashfication has dreadydesacrévmketh2 and the opening

i nf or mat lﬁ)n storage section 403 are materialized by user of, for exanple,
st.orage erver. The list storage section 402 stores a nenber

renbor qual i 1 GBS oeHESAUAT easlbkBBTDRT GIRORTS 408 kbl HERI B adPhm
- show _ng aékaerﬁ%'i@,l % %PU and a network interface section of an information
processing terminal. The output means 302 includes a function to
“receive the result of a member status check from member status judging
means 407 of the member status response unit 4. In addition, the
output means 302 includes a function that if the received result is "valid",
the output means 302 determines "acceptance” and if the received result
is "invalid", the output means 302 determines "rejection" to produce the
verification result of "acceptance” or "rejection".
[oo62] |
| The member status response unit 4 is implemented by, for
example, a server to judge the member status of each group member.
As shown in FIG. 2, the response unit 4 includes invalid member
receiving means 401, a member revocation list storage 402, an opening
information storage section 403, signature opening means 404, a member
“information storage section 405, signer identifying means 406, and
~ member status judging means 407.
[0063]
The invalid member receiving means 401 is configured using, for
example, a CPU and a network interface of a server. The receiving

‘means 401 includes a function to receive ID information of an invalid




i nformation stored in the Iist storage section 402. As shown in FIG 4,
“the list storage section 402 stores as the nenber revocation list, for
exanpl e, a set of ID information indicafldng the signature units 2 of the
menbers whose qualification has been revoked. The opening information
storage section 403 stores opening information simlar to those stored in
the opening information storage 106 of the group nanagenent unit 1. [00651
The si gnafg@bepessintgfreenrnhestavalsd anastbar nedifysiggnefins 10 somtere ahePU
and a netwnrk jnterface section of a server. The opening neans 404

i ncl udes eTMEHIeR 1ndee e mbensevepa tagm lntdlorage geationed@it a from t he
group si gmél)if verification nmeans 301 of the wverification unit 3.

Addi ti ona 7 *t he opening nmeans 404 includes a function to generate signer
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function to deliver the generated information to the signer i1dentifying
means 4060f [xﬁ@ﬁﬁabrﬁhéinmr}itbrménfbyr@htwmsé%?c&qe meatbon (ilfification! Bagnt ed.
by, 35 for exanple, storage of a server. e informati on storage section
405 st or beemuevekeinf dfliht 4ds asi skplanawryhdiagataon eshdwintghannedmple of

i nformati on storage 104 of the group nmanagenent unit 1. The nmenber_status
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members whose qualification has been revoked. The opening
information storage section 403 stores opening information similar to
those stored in the opening information storage 106 of the group
management unit 1.
- [0065]

The signature opening means 404 is constructed using, for
example, a CPU and a network interface section of a server. The
opening means 404 includes a function to receive a message and group
signature data from the group signature verification means 301 of the
verification unit 3. Additionally, the opening means 404 includes a
function to generate signer identifying information to identify the
signature unit 2 having created the group signature data, by use of the
received message and the received group signature data, opening
information sfored in the storage section 403, and various public
information disclosed by the public information disclosing means 101.

* Also, the signature opening means 404 includes a function to deliver the
‘generated information to the signer identifying means 406. |
[0066] |

- The member information storage section 405 is implemented by,




[0067] The signer identifying means 406 is materialized using, for

exanple, a CPU of a server. The identifying neans 406 includes a function
to receive fromthe signature openi ng ndans 404 the signer identifying
information to identify, by use of the signer identifying information and
t he menber information stored in the nmenber information storage section
405, ID information of the signature unit 2 having created the group

si gnat ur efotaesampleaddoragm oftaserstent | ffiengnforwaationostinageudestianf4@Gt i on
to output the identified IDinformation to the nenber status judging neans
407. [ 0069PreHe Membiesg InierBakion jsimudar fedthat ngtoyesy Jékafrshﬂ emembey and
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i s cont aiindorinatidre firenbeaher avosagéwenti anit 1T and dsledst then inddrinfaaion he
mat ching ID information is contained, the judging nmeans 407 determ nes

t hat t he stendge sectivnsd05 toistiors thie received mambes infrramatioad t hat t he

mat ching I D information is not contained, the judging neans 407 determ nes

that the [Qgﬁg r status is "valid". [00701 Additionally, the judgi ng neans

407 . i ncl udes af,unction ta.send .response d cont ai,ni ng.t hge nmenber .status
i ndi cat i ng "vall]f}(’:P gigner 1dentﬁly1ng Pneans i‘bé‘ 1S materl 1zeci3 using, fgr

example, a CPU of a server. The identifying means 406 includes a
~ function to receive from the signature opening means 404 the signer
i_dentifying ihformation to identify, by use of the signer identifying
information and the member information stored in the member
information storage section 405, ID information of the signature unit 2
having created the group signature data. In addition, the identifying
means 406 includes a function to output the identified ID information to
 the member status judging means 407.
[0068] |
The judging means 407 is realized using, for example, a CPU and
a network interface section of a server. The judging means 407 includes
a function to receive ID information from the sign opening means 406 to
determine whether the signature unit 2 corresponding to the ID
 information is a unit of a valid group member by use of the member
revocation list.
[0069]
‘In the embodiment, the member status judging means 407
compares the ID information identified by the identifying means 406
with the member revocation list stored in the member revocation list

-étorage section 402 to determine whether information matching the




"invalid" to the verification result output nmeans 302 of the verification
unit 3. [00711 Incidentally, in the enbodi nent, the storage section of the
menber status response unit 4 beforehand3&tores various progranms to
determ ne the nenber status. For exanple, the storage section of the wunit
4 beforehand stores a nenber status judging programthat executes:
processing .to receive a nmenber status judge request via a conmunication
net wor k f rEantried { Reinformatoon dedorgainedinhdre noamberttevognoion Hsgnalfr e
data; pr ocgssi Bg to det rrﬂne, according to_the nenber revocation |ist
stored inltné pEbemIned thak theomatchmgndD dnformatiosr ist aonkniokds Haeuni t
havi ng cr d the gro hgnature data nd processing to transmt the
j udge resgﬁﬁgﬁé F‘Pm%g?%g@gzd HIGY gﬁ‘ﬂg tﬁPJneW@%ﬁtﬁﬁl’fﬁ vt e wdPk to
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menber. NE®70] referring to FIGS. 2 and 5, description will be given of an
~operation of the group signature system [0073] 37 First, description.
Wi |1 be given ofddntiopelly ithre pidgimyimesahsc40Diinglpdasessingtiba tegeader
when a new user subscribes to a group, the user as a nenber. For the group
subscri pt FofPoRRe datmacentaining 2hecanembent statwst lindiea tgngup vadiddgerent
~unit 1 to,exe u(t,e regi stratjon  processing. The group subscribing nmeans 201
of the si JMYEHE Enithervepficatinn: zesyltouipuhanaansed02 cofi the aaraficatians

103 of th nifT8hagenent unit 1, and creates and outputs a nenber
regi stratron “certificate and a group signature key. In addition, the

~ . subscri bi fo071]

Incidentally, in the embodiment, the storage section of the
member status response unit 4 beforehand stores various programs to
determine the member status. For example, the storage section of the
unit 4 beforehand stores a member status judging program that
executes: processing to receive a member status judge request via a
communication network from an authentication device to authenticate
the group signature data; processing to détermine, according to the

~ member revocation list stored in the revocation list storage means, _the.
member status of the unit having created the group signature data; and
| processing to transmit the judge result of the judged member status via
- the communication network to the authentication device.
[0072]
Next, description will be given of an operation. FIG. 5 is a
flowchart showing an example of the processing in which the group
- signature system judges validity of the group signature attached to a
~ message and'determi_nes whether the user is an invalid member. Next,
referring to FIGS. 2 and 5, description will be given of an operation of
the group Signature system. | |
- [0073] |




means 201 orders the nmenber registration certificate 202 to store the
menber registration certificate, and the group. signature key storage
section 203 to store the group signaturg87key. [00741 The nenber

regi stration neans 103 orders the nenber information storage section 104
to store a pair of the nmenber registration certificate issued to the
signature unit 2 and ID information capable of identifying the unit 2. In
this connectionirst, i depadptiore twall dsopigivent d 1< i vherationonef f group
exanple, the digital signature or the like attached to the nessage sent

~ from t he subgenibing pnocessingdei neigisier, ywhen henewnbeer subsetibasitora group,
certificate and the ID i forma%i on stored in the nenber information
storage sH® iuéﬁrﬁﬂaépén&?ﬁﬂ-oy ar itheagr e FHPFEFIDLION, il RlEnALUge Jupit 2

managenent unit 1 and tJ% mber status response. ynit 4 identif. ttyﬂa

Si gnat ur cCURUBIREGS MtE, EHOFH@BP@&SI%%%HP&?? todaif%%f@c%ir%}%wgﬂ Pt he
S e oA, SThRORERe v L LR IO o POOfPRRPIAE
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of a userm@EnmaBRMENt Ainitd 19" HA) ctéHEst Badibatputs he hivabed FEfBBfation
notification neans 105 of the managenent unit 1 reads out fromthe nmenber
i nf or mat i ertHicrtagandB a spaniprsigdatuie i képr mdti ard didiorss ghedsnbstxbing
signature unit 2 to be deleted. Additionally, the notification neans 105
sends t hangpngi A6Y omlensnthe nmeinber aegistratioposertificate £02He storal thie

menber receivin means 401 of the respopse unit 4 receives the ID

i nf or mat ilaﬁmb%l}%r@gbstrﬁ&qq i"@é‘ﬂfmtﬁeaﬁﬁ({l 1% HQUH MEBatREe kg storage

revocatian List rage ction 402 tg store the received ID information.

[ 0076] 's&&&h’&%ﬂ@%&? %Qg‘éiﬁﬁtgww}an%é‘r& of an operation of group
[0074]

The member registration means 103 orders the member

information storage section 104 to store a pair of the member
registration certificate issued to the signature unit 2 and ID information
capable of identifying the unit 2. In this connection, it is possible to
adopt as the ID information, for example, the digital signature or the like
attached to the message sent from the signature unit 2. Additionally,
‘the member registration certificate and the ID information étored in the
member information storage section 104 are employed in an operation in
| which the group management unit 1 and the member status response
unit 4 identify the signature unit 2 having created the group signature
data according to the group signature data.
[0075]
Next, description will be given of an operation of invalid Ihember
notification processing in which the group management unit 1 notifies,
" when a me_r_nber becomes invalid, the member status response unit 4 of
‘the invalid member. To delete a signature unit 2 of a user (a member of
‘ é group) from the group, the invalid member notification means 105 of

the management unit 1 reads out from the member information storage




signature creation processing in which the signature unit 2 generates
group signature data. The signature unit 2 of the user having subscribed
to the group receives as an input a nesgg@ge according to a wuser operation
to create group signature data for the nessage. The group signature
creating nmeans 206 creates group signature data according to the nessage
received fromthe nessage i nput neans 204, a random nunber generated by

t he randogactiorban0&neiafodin 206n édﬁesﬁ@ﬁﬁ?ﬁ%riﬁﬂtﬁé rsa%hﬁfuf@rutﬂi_t i T3behe
stored in the certificate storage section 202, and the group signature key

st ored i ndeletekey AstditmymlbecticonofifiRatiom mhbans siGtiiaends thehe tairad i Iiy
means 206 creates the group signature data indicating that the signature
unit 2 isindormiatiast & dheupespabee uwit hbut Theemvalydi nfembari veceaupad| e
~of identifyin &Be s'glggture unit 2. Then, the crﬁgt_i ?g means 206 delivers
t he nmessa§€aand heo FespPBARtURIE ‘@a‘ieéE?IYQﬁ)?h? AOIOFRAEIHETHR We | be
gi ven of an.gper.ation of essjing.4n ich the verificati nit 3 and
Phe membdioufERtiEn, Bens o O it s e, ihamijers Fevaes Gpn st RPERES o

3 oo virobipa" A2 dBaoRE e oo e IDUMBHMIHT. ( [om (R ol gnature.

counit 2 ar[@o\ygp]ifies whether the data is an appropriate signature for the
-~ nmessage (whether the signature data has been created by a signature unit 2

of a nmenber of SulisederdipUdpscAptoIOWIll heFkiverd oftde dcrapici @Tagroud

verification nmeans 301 confirns whether the group signature data is
appr opr i sighgtywredreatiomy protessginguin svhich whe sigeitiurg mmahL 2eherates di ng
to the nmessage, the group signature data, and public information opened by
t he publ iggoupnfgnatnoe dpsai ng Theansigratuget amnis1@1)of 1the tuser j haygme t hat
the o eaBHMSCRSS looe BREND RIS Te 135n AACIBUB L TRERIAR dcorifiog: fog
~according,de® bRErAiBHPtS! HARLY" S A HiBRALRIROHEES ArVBhd "HEREAE0 AL !
group signature creating means 206 creates group signature data
according to the message received from the message input means 204, a
random number generated by the random number generator 205, the
member registration certificate stored in the certificate storage section
202, and the group signature key stored in the key storage section 203.
In this situation, the creating means 206 creates the group signature
data indicating that the signature unit 2 is a unit of a group member
without revealing information capable of identifying the signature unit 2.
Then, the creating means 206 delivers the message and the groﬁp
signature data. |
[0077]
| Next, description will be given of an operation of processing in
which the verification unit 3 and the member status response unit 4
judge validity of the group signature and determine whether the user is
- “an invalid member. The verification unit 3 receives the message and
the group signature data from the signature unit 2 and verifies whether

‘the data is an appropriate signature for the message (whether the

- signature data has been created by a signature unit 2 of a member of the




| -and delivers the information to the signer identifying neans 406 (step

indicating that the nessage is to be "rejected”. [00781 If it is judged
that the group signature data is appropriately produced, the verification
means 301 confirms the nenber status of gghe signature unit 2 having
created the data. That is, the verification neans 301 confirnms whether the
signature unit 2 is a unit of a valid nenber of the group. The
verification nmeans 301 transmts the nessage and the group signature data

to the megheipst aAYSHoSPRIASEIGUBI thé HidurkovdrefiBgtion HEGMRNS( of
t he menber st%t us of the signature ungfx? .S 00791 The signature g%e%?ir)lg

means 404caifitine whephasehengitoudh sigentisre dnex s vg)ropréateds sagelwed bje
group signature data fromthe verification unit 3. Also, the signature
openi ng nengroop sigrdturs vedating ymehnshB806gactordingna the masaagecthdi ng
- to the nessage, the data, and the public information disclosed by the
~public i nEBTHRt SigRatise| datag ardnpubde infawpabogs)operred tby sthretpabldifed

~ that the data is.not appropriate, sign opgni ng nmeans, 404 | es
hat the WEREmAteR Q@R meRe T Asbe S nanOLEn ob Ab aRoREd e iat 1A
representj.ng " n ".to.the .;verification it ) 4) . | f
T S GeruR R TR 1, DrhaF e g bl ity plotPhFRENe thpdhdil By
- .means 404y %E'é‘&ﬁﬁg H ‘2@§ 3 &L B8 N9 m;eaﬁsswi qgeﬁvr\%fsherej%ﬁﬂhmg
i nformation storag€ section 403, 'signer Identitying informiion “to
i dentify dh@rdigpabuite BRoEp 3iPAK%thte JBRAr 808 hidiu@soa Reyifibativheredidt a
5105) . [ G@elidatingrdrapfiomesksagbassiodne'réjdetdd.yi ng i nfornmation, the
i dentifyin ans 406 identifies, by use of the nenber information stored
inthe =~ [0078
' If it is judged that the group signature data is appropriately
produced, the verification means 301 confirms the member status of the
signature unit 2 having created the data. That is, the wverification
- means 301 confirms whether the signature unit 2 is a unit of a valid
member of the group. The verification means 301 transmits the
‘message and the group signature data to the member status response
unit 4 (step S102) to request judgment of the member status of the
signature unit 2.
[0079]

The signature opening means 404 of the response unit 4 accepts

(receives) the message and the group signature data from the verification -
unit 3. Also, the signature opening means 404 confirms validity of the
group signature data according to the message, the data, and the public
information disclosed by the public information disclosing means 101

_(step S103). 1If it is determined that the data is not appropriate, the

~signature opening means 404 judges that the member status 1s

"unknown" and then sends response data representing "unknown" to the
~ verification unit 3 (step S104). |

[0080] |

If it is determined that the data is appropriate, the signature




menber information storage 405, the signature unit 2 indicated by the
signer identifying information. Thereafter, the identifying neans 406
feeds ID information associated with thdOidentified signature unit 2 to

t he nenber status judging neans 407 (step 5106). [00821 Wien the 1D
information is received, the neans 407 makes a check, according to the
menber revocation |ist stored in the revocation |ist storage section 402,
whet her t penmg pteansmtérpiadaraeist usingtherpendingnimfor gaiion gtowpgdbabke 406
exi sts in the nmenber revocatjon list (step.. 5107). g{ thf,ID | nf or mati on
exi sts i nOP§RLg dRIOHRATINANBATageaBRRILON I nElEReI N ity IRgoHLlor M tigme

menber status is..'invalid’ (step . . _Moreover, i he I D information
 does not Biidenfity, {he sigpatiPies tyid o v igh #8hgontad, ddits erup PRE ARG or
- status isgrvalj oy 5 ): | udgi.n 4 . l.L.S
Teaponse. SalE Al A M inforelgit S0 h SR L HhebBTIE IBRERS A6 5
[00831 Thgtugrdfamation result output nmeans 302 of the verification unit 3
recei ves and gets the response data fromthe nmenber status response wunit 4
(step 511f[@p81ccording to the response data, the output neans 302 nmakes a
check to determ ne whether the nmenber status is "valid" (step 5111). If it
i s determned thhretdetiorndfethes sigwer identifiying’ infarevatdong the ideatifgsmonse
~data, the output nmeans 302 determnes to 41 "accept" the nessage according
to the greepnsi 408t identafies,. bgr nsefof thesmedeber rinfexmatian tsterekibethe
‘status is other than "valid" (i.e. "revgked" or "unkpown'),. the gﬁygﬁt
neans 302Ng@ReTinkrmatiopestarage; AR5 mthesignatuze ramitg2tisidipates Hypthe
- signature_data.. The.out put ans.302 en roduces.a verification r | t
aocept anvene 1abALE nCFAGRIoR” \T i so Bt HERS ifed RO L BhefBn 576
processi rﬂeﬁ&%ﬁ'kﬁ&rxgﬁgﬂoﬂ %ssSbffted With e YESALKGA 54l dnfOBl 4™
that the nessage 'has been
the member status judging means 407 (step S106).
~ [oos2] | |
When the ID information is received, the means 407 makes a
check, according to the member revocation list stored in the revocation
list storage section 402, whether the ID information identified by the
‘signer identifying means 406 exists in the member revocation list (step
S107). If the ID information exists in the list, the member status
- judging means 407 judges that the member status is "invalid" (step
S108). Moreover, if the ID information does not exist in the list, the
" judging means 407 judges that the member status is "valid” (step S109).
The judging means 407 then transmits response data indicating "invalid" -
or "valid" to the verification unit 3.
[0083] |
The verification result output means 302 of the verification unit 3
receives and gets the response data from the member status response
unit 4 (step S110). According to the response data, the output means
302 makes a check to determine whether the member status is "valid"
(step S111). If it is determined that the member status is "valid"

according to the response data, the output means 302 determines to




created by one of the nenbers (the user who is or was the nenber) of the

group. Moreover, by asking the nenber status response unit 4 to determne

the nenber status, the verification uni#l3 can confirmthat the user

- having created the nessage is a group nmenber who has a valid qualification

-al so at present to thereby determ ne whether the nmessage is to be accepted

or not. [00851 Next, description will be given of signature unit

i denti fi cladcept” phecmessage tazcoddinig ty thieegsiymatigneturs datahatimgfdt dat ed

the group, signature, The group management unit 1 identifjes according to
t}’ﬁhéi gfi gﬁe

necessi t ydetrmainaththab the memhgyistgtes daddhambhgpol - urteveke

S e S G L
stor age Jaecrgafiy of VRS eaPyRa Tty dn Ao annd 163?5%%%?#5559?3%?%
the. gr ouph e e e e ok BRI o e b o, "To. he st gner

i denti fyifgp8mans 108. [00861 According to the signer identifying
informati on and the menber information stored in the menber information

st orage secti orAd Gdhoviehehreughethé dericutiom@inprotesiify iftemt sfapeS 10 Imbaber
registration certificate 42 and ID information corresponding to the

si gnat ur estepi 512 Ihahienyecificatéon whi §roomfisingnshat dhdateessageohasubeen
result of the identification of the ,signature_unit 2. [00%79; Inc'bde toglly,
in the entfédtedmy wogﬁbam@hamﬂ@%Wi W&o HefhswasdheanIpdsTE ofhe
group signature datg.as the itg}PUt that,.is a hash val ue obtained b 4t
Sonver t1 ngia REOWBss AJEreRYaTy b SSKIBE iR meerhRisHIaMRCE T TRonSe, bt 4 to

verifi Cat&&érﬁ{iﬁ%eﬁé %e%ﬁgf’ts?gtt@, ﬂ}fee Wr?HPation unit 3 can confirm that
the user having created the message is a group member who has a valid
qualification also at present to thereby determine whether the message
is to be accepted or not.
[0085]

Next, description will be given of signature unit identification
processing to identify the signature unit 2 having created the group
- signature. The group management unit 1 identifies according to
necessity the signature unit 2 having created the group signaturé on the
~ basis of the message and the group signature data. The signature
opening means 107 gets (receives) the message and the group signature
data. According to the opening information stored in the opening
- information storage section 106, the signature opening means 107
generates signer identifying information to identify the signature unit 2
“having created the group signature data and then outputs the

information to the signer identifying means 108. - |
- [o088] | |
| According to the signer identifying information and the member
~ information stored in the member information storage section 104, the

signer identifying means 108 identifies 2 member registration ce_rtificate




" be reduced

signature verification nmeans 301, the verification neans 301 first
cal cul ates the hash val ue of the nessage using the nessage. Thereafter,
the verification neans 301 authenticateg2the group signature data using
t he hash value of the nessage. As a result of the operation, the data to
be sent to the nmenber status response unit 2 can be replaced by the
nmessage hash val ue and the group signature data. Therefore, the
verificat and IDiinf@rmabidieepriebpondisgde Hecsgndtuom whi 2dnbangsteiagsd
response unit 4. [00881 Furthernore, in the case described for the
enbodi nenthe groupusjgnathee gladap ndeagevdsta wasaltiofathe idenfiebdionsofiths
response unit 4 are . ipplenmented by use of different servers, it is also
possi bl e FignatRNEegid . nanagenent unit 1 and the nmember status response
unit 4 togﬁﬁﬂzinplenented by one and the same server. The constituent
conponent Jving common functions in the units 1 and 4 may be the sane

dentical Lo tHEIGRBEIY B KEET %ﬁl%ﬁiﬁ%ﬁé@@?? S R o T b:
CheSi gnarerais, 2OF ey Sre SR THE i SR ALPRT OIS RPRRE o ERRAL R 21

i denti fyi hgsheadinet0btalikiB8) AsnedayRe HrConititd asine eriedetenhinéle
menber status 43 response apparatus 4 conducts the nmenber status
det er ni nahasln fumctionsi dmethef verificatporsi predessing Tdheeowstiebyi bhal goenpng
function can be realized by use the configuration that is sane_as that of
a group SEpaidtue eveyHiaationt meanng3fhe thebwerificasionianiaeans udeli dirstand
hence t he 3n0 nt of cal cul atiions, required for the menber invah%gatio can
cylptes;the hasBralng aldhemesasss nems the FoFsagrer | NETRARIST,
response ynit 4. s introduce uch, { hat. the rification unit sends to
the nombattsyeriflchd oReans nol aurheatealés B ot y¥hatilr datd B8
the hash value of the message. As a result of the operation, the data to
be sent to the member status response unit 2 can be replaced by the
message hash value and the group signature data. Therefore, the
verification unit 3 can keep the message secret from the member status
response unit 4. |
{0088]
| Furthermore, in the case described for the embodiment, although
the group management unit 1 and the member status response unit 4 are
implemented by use of different servers, it is also possible for the group
management unit 1 and the member status response unit 4 to be
implemented by one and the same server. The constituent components
~having common functions in the units 1 and 4 may be the same
components. For example, the member information storage section 104
- may be identical to the member information storage section 405, the
signature opening means 107 may be identical to the signature opening
means 404, and the signer identifying means 108 may be identical to the
. signer identifying means 406.
[0089]

As above, according to the embodiment, the member status




menber qualification of the menber of the signature unit 2 having created
the group signature data has been revoked. Since the determ nation of the
validity of the nmenber status can be enlBusted to the unit 4, it is not
requi red, at occurrence of a revoked nenber, to update paraneters such as
the private key. Therefore, the processing for the nenber revocation can
be efficiently executed. [00901 In addition, according to the enbodi nent,

t he menberesicataes appardtderdriconduats whrei inemtbierns tatushde tpronm stiigm afour
data. That is, according to the enbodinent the verification unit 3

i nqui res $1Ara9t @i groupignatmksr bhet membabanvalutaiing dymsiion gant ba
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-~ of the present 1nvention by referring To drawings. FIG 6 is a bl ock

di agram- stadwsngespiaisee undkaimik eiftirotlneedr oweh stlgitathe evedificatiorAuusibodn in
44 - FI'G 6, the group signature systemincludes a group managenent unit 1,

a. si gnat wsendsmitto thea menilfdrcatatus unésp@seamanit renimeuisest whetbepobke
unit 4. In the enbodinent, the configurations of the units 2 and 3 are
sinmilar t@emmber qualifieationsof et dinesnber | of tthe pignalitree vl Aehaving

funct | on GeARER oAher EBATPhSIEBRTRFG ABlbKBAHIBEr FRMIng noiREe 1888 i n
BERMENTIr M R TR AN GR e
the unit 4, it is not required, at occurrence of a revoked member, to
- update parameters such as the private key. Therefore, the processing
for the member revocation can be efficiently executed.
[0090]

In addition, according to the embodiment, the member status is
determined at verification of the group signature data. That is,
according to the embodiment the verification unit 3 inquires the validity
of a member of the member status response unit 4 each time the group
signature data is verified. Thereafter, the unit 4 sends back a result to
the verification unit 3 according to the member status at the point of
inquiry. Consequently, the determination can be conducted according to
‘the member status at the point of verification to output the verification
result. Therefore, at verification of the group signature data, the

. 'validity of the group member can be confirmed.
[0091] |
Second embodiment
' Next, description will be given of the second embodiment of the
present invention by referring to drawings. FIG. 6 is a block diagram

: showing another example of the group signature system. As shown in




- storage section 405 nor the signer identifying nmeans 406. [00921 The
revoked nenber notifying nmeans 105A includes a function to read fromthe
menber information storage section 104 a4nmenber registration certificate
corresponding to the signature unit 2 whose qualification as the group
menber is revoked to notify the nmenber status response unit 4 of the

- menber registration certificate. [00931 As shown in FIG 6, the response

uni t 4 indllGHed, ihesghodp nighature epsieh acledes a49dbhp aRABEM HEUATRL] ON

list storage section 402A, an opening information storage Section 403,

si gnat ur e 2opgniatgracany 2paAyerificd tivenbavit S, cdwd g udginte e s488Honse0941

The invalid .genbel(r;hrﬁcei Vi ng_ means 401A includes a function to receive a

member r e§i4t dat i 9h theremppdimenss theeconfigurationsind the uatsi2t and 3 mow t he

revoked nmepber. notifyin ans 105A.to,.nake t nber revocation |ist

© storage sEHPHGN %’OBAX%QL g?g%@hérsnte%@%o 1t Pﬁﬂitgg I&J@S@m%g@dlrp@o%m The

~list stor ' A stores a ne A € ation list. FIG, 7.is an

expl anat o?(g@%llf%gﬁdé%ﬂlstf%zm?ﬂ@%%]ﬁlge%qﬁﬂ%qﬁﬁﬁ Hﬁ?‘ﬁa{l}%‘?ﬁg%%%dlmﬁ 1 Aésvdrber
regi straté r td S t] tQre set

of nmenber l?lgcgtiqél?r(gtg% gﬁﬁgef%'??]f [ @% Q£Qﬁ80%%0%?n ien%l%%% %&g@é&éﬁ@%@ﬁﬁ 205 of

nenbers whosthel st eadoPimess ESH REYOKEHbIREAaN B eYs ixg M8 the

operation, it is not possible to i1dentify the signature unit usi ng only
the nmenbememebesstatuonespendd LindaueincThdeopRrither ithboneat henisfo? htiton

section 403 stores opening information identical to those stored in the
~ openi ng i $HosAgatsestion 40Agwr ersignerlitbndifyting meanget®hit unit 1. [0096]
| [0092]

The revoked member notifying means 105A includes a function to
read from the member information storage section 104 a member
registration certificate corresponding. to the signature unit 2 whose
qualification as the group member is revoked to notify the member
status response unit 4 of the member registration certificate.

[0093]
~ As shown in FIG, 6, the response unit 4 includes invalid member
: receiving means 401A, a member revocation list storage section 402A, an
opening information storage section 403, signature opening means 404A,
and member status judging means 407A.
-~ [0094]

The invalid member receiving means 401A includes a function to
receive a member registration certificate of the invalid member
transmitted from the revoked member notifying means 105A to make the

 member revocation list storage section 402A store the member
registration certificate. |
foogs]

The list storage section 402A stores a member revocation list.
FIG. 7 is an explanatory diagram showing an example of information |

stored in the member r_egistrétion storage section 402. The storage




The signature openi ng neans 404A includes a function to receive a nessage
and group signature data fromthe group signature verification neans 301

- of the verification unit 3. Additionall¢b the signature opening neans 404A
i ncludes a function in which the opening wunit 404A creates, by use of the
opening information stored in the opening information storage section 403
.and various public information opened by the public informtion opening
means 101seddiigner 4034nt stoasg ai nset nafi omeambedentdgigtraitosi gn?a‘d:iff@heﬂi t 2
having created the group . signature_ data. Al so, the opening neans, 404A

ncl udes SOTGRBOPGHNE GO BiENA/aer KBl 8ap banPRRGTREYIORS (i LhECABBChas

Functi on PREBAFERORRY moltidbROMAY s oo s A alighodt | oMt jitrgiole to
of the. memattiG, B SLARRIE? Ry 2 ot cOn i AL ORIRbEL THIER bl
monbor. Ry o, T b g IoERLATo RRPRRh ReGHR, 108 Siprds tReing o1

response ggbamdtich Gdenfital Rl tkbseOktoredY #h ithe dfehfify YEfdrht £8bhostoragul t
out.put nmeans 302 of the verification unit 3. [0098] xt, an operation

wi |l be desxtioibd®6 ¢f the nasagefleomahaitt1.46 showi ng anot her exanple of the
processi nﬁ)@i n_whi ch the group signature .systemverifies a signature
attached e nmessage to determ ne whether the associated signature unit

is a revoked er.. Referring .next to FIGS, 6 ng 8, g}gscr_i ption w.ill be
given of an operBeiSdgnatureepeging menagsAdda gﬁ@ f% a4 Repefdanalo yecaiRet he

| emhod et G A0 R PUREL) DB RECCOSLNG. LS OLRUP SLARaL S crcal e
those of {hefthidh HIRAL BB of the verification unit 3. Additionally, the
| signature opening means 404A includes a function in which the opening
unit 404A creates, by use of the opening information stored in the
opening information storage section 403 and various public information
opened ‘by the public information opening means 101, signer identifying
- information to identify the signature unit 2 having created the group
signature data. Also, the opening means 404A includes a function to
deliver the created information to the member status judging means
407A.
[0097]
The judging means 407A includes a function in which the means
_4.07A receives the signer identifying information from the signature
opening means 404A and determines, by use of the member revocation
- list stored in the list storage section 402A, whether the signature unit 2
indicated by the information is a valid group member. .Further_more,
~ the judging means 407A includes a function to send response data
indicating "valid" or "invalid" to the verification result output means 302
of the Verification unit 3.
‘[0098]

Next, an operation will be described. FIG. 8 is a flowchart




[ 0099] The group signature verifying neans 301 of the verification unit 3
judges validity of the group signature data (step 5101) and transmts a
nmessage and the group signature data to4ghe group managenent unit 1 (step
S102) in a way simlar to that of the first enbodi ment. [0100] At
verification of group signature data, the signature opening neans 404A
gets (receives) the nessage and the group signature data fromthe

- veri fyi ngsheaisg 3dhbthbridampld bf €BeimmcebsingSin AVlsieh the gronpreiggaresdns
404A confirmnms validity of the group signhature data using the nessage, the
group si (spdtene deridiesard sigmapubé i attadhadrata othe omesedgby to hdepethine

- information openi ng neans 101 (step S103). If it is_ determ ned_that the
group si gWi%ﬁ&ﬁ@l’ dheagsociate dapignadrirat it isea apepkad mamber. 404Refearingi nes

that the nenber us, i s "unkpown! and sends response data indicatj,n
" unknown" €% @5 aad §n%p¥1p§ne%t‘§§ﬂ§mye [%’:SL@@] Spération ot the
determ-ned that .t he,arou Lgnature datas s a gpriate,;. th j ghat ur.e
openi ng HEHD AIFRAEVES (e teithn e edERtALY; i thEo Moot PhEniete e
. signatur Ry ' : 2at r ' : -Hse ,af
openi ng %r#ﬁc?r%%r%ﬁﬁ g@égars%%ﬁ g’na?%gnglgm #%alsEH? g?érxr'g? ?lcl)%a bg?%%%%gg’sg@tdl %ﬁn§403
and out pyignhip@ré r\iﬂfm&é&ﬁfmgt ReofBiInL akatsitnildr i0'd8o88 SRaARS AREA
(step 105). [0102] When the 'signer identifying information is received, the
j udgi ng empodidhend determ nes, according to the nenber revocation |ist
. stored in the list storage section 402A, whether the menber registration
_ certifi'ca[0998(]>rrespondi ng to the information exists in the list (step

S206). If it is determined that the certificate exjsts in the list,, the
judging neans 'ﬁwgr@@p@lgﬂa&ra werifyheg maeaes 3dtlael the yerifacationupididp

: 810_8) " judges validity of the group signature data (step S101) and transmits a
- message and the group signature data to the group management unit 1
“ (step S102) in a way similar to that of the first embodiment.
[0100]

At verification of group signature data, the signature opening
means 404A gets (receives) the méssage and the group signature data
from the verifying means 301 of the verification unit 3. Also, the
opening means 404A confirms validity of the group signature data using
the message, the group signature data, and the public information

| opened by the public information opening means 101 (step S103). Ifitis
determined that the group signature data is not appropriate, the opening
means 404A determines that the member status is "unknown" and sends
response data indicating "unknown" to the verification unit 3 (step

- S104). |

[0101]
If it is determined that the group signature data is appropriate,
- the signature opening means 404A creates signer identifying information
to identify the signature unit 2 having created the group signature data
- by use of the opening information stored in the opening information

storage section 403 and outputs the information to the member status




Furthernore, if it is determned that the certificate does not exist in the
list, the judgi ng neans 407A determ nes that the nenber status is "valid"
(step S109), Thereafter, the judgi ng nedns 407A transmts response data
indicating "invalid" or "valid" to the verification unit 3. The .
verification result output nmeans 302 of the verification unit 3 then

recei ves the response data indicating the nenber status in a way simlar

to that ofudgiegfmesnsetbdli(ebep 1080 ep S110) to deternine whether the

menber status.is "valid' (step 5111) and produces a verification result of
"accepta 'OZJr "rejection”. [0103] Incidentally, like in the first

enbodi nent, th roup, si gnature, creating means. 206 may create the .group
~ signature dat ae‘é@leﬂhgherﬁdaper cafiyang WQRmatiqR: lﬁbﬁe&ﬁh%fb@l%ﬂdgmng

t he messa [ redet erm ned hash function.,ln this situatio i n the
 veri i cattBANSLEO LB PR Tl Ak Opg I b0 R i heb et Bion sk tgredeans
-.301, the a -1 he e - : :

aut henti cat e é%rsggibgg‘%g%g@ﬁég é@?z{huﬂ%‘ﬁ}ﬁ t%%s hﬁ\gg@g‘%eo#%lﬁga&é%%age.
A a I esuidrtififatkNRi9Pepdhifil b iedifBrititith Salitslin the LINGesp S206)S
response unit 2 can be replaced by the nessage hash val ue and t'he group
- signatur df flatis.déteentihede thhbetlverdertifadatenexnints # cdre Hesp thee judgbage
secret fromthe nenber status response unit 4. [0104] 48 As above, '
accor di ngneanshd) Biistetemminest theati thvamemberbsatnstist linmg lidd dsten GLAH. t he

group managenent unit 1 does not transmt the ID information of the
si gnat ur &' wrihermere, ifdt isdeteaminaddhatotheeertitignte doegtaet exisbdasthani ¢

3 Soneetintiie SieRal SRR I ot B one e AR aTE,
LT o i Sy SR <R ' OHE AL e LB TSR,
status rgeRpBfge Whta Indicating "invalid" or "valid" to the verification unit 3.
| The verification result output means 302 of the verification unit 3 then
.receives the response data indicating the member status in a way similar
1:.0 that of the first embodiment (step S110) to determine whether the
member status is "valid" {(step S111) and produces a verification result of
"acceptance” or "rejection".
[0103]
Incidentally, like in the first embodiment, the group signature
‘creating means 206 may create the group signature data as the input
| which is a hash value obtained by converting the message using a
predetermined hash function. In this situation, in the wverification
processing executed by the group signature verification means 301, the
means 301 calculates the hash value of the inessage to authenticate the
group signature data using the hash value of the message. As a result
of the operation, the data to be sent to the member status response unit
2 can be replaced by the message hash value and the group signature
- data. Therefore, the verification unit 3 can keep the message secret

from the member status response unit 4.

[0104]




[01051 Third enbodi nent Next, description will be given of the third
enbodi nent of the present invention by referring to drawings. In the
enbodi nent, the configuration of the g#8up signature systemis simlar to
that of FIG 2 shown as the first enbodinment. As shown in FIG 2, the
system includes a group managenent unit 1, a signature unit 2, a
verification wunit 3, and a nenber status response unit 4. The
confi gurations 4% ahevegrangprdarggenetite winbodinredts hthe emividloht nembeirt 3
are simlar to those shown in the first enbodinment. [01061 The signature
unit 2 i nBPYHBRE means (R of the menddmamgemeatpiniybsteashnat treasmiol,
a nenber registration certificate storage secti o 202,. a, group signature
ardkegl ct % sfath e

key stor Fmzgaon pf dhejmigngivre ibas2 miathe geyelreb ﬁ'rto the

' : ' 206.. 1071 T
dont1 gur aeome P B RRCHENE an! TEbhOeEZENT, oFRe ifdiolbsrate ande i on
certificafi Sél%'iﬁgesig?lﬁtth?@ &%aa ég d&{c%'ef\‘?e&,' g@%“i{]e%%h% At & ec&y‘gg{gtgpe

203, the nessage’l np nmeans ran er “generator

sinilar ti@eh'ﬂg?etlﬁlé IThenffordbtRRd ot agRNdigeaind Wit 2 lﬂa%ingoéi%%eahﬂl@roup

signature creating neans 206 creates and outputs group signhature data
i ndi cat i rgroupatigietuiegdatar e Therefore, she UD infoirneatigh asfhe aBirEnature

~ appropriately registered to the group managenent unit 1, according to a

" message, Wnitzhdambeukbpt seeretefrben theghemlati statusaresiponsatunitahd a gr oup
Si gnaturi kﬁf% In this situation, the creating neans 206 produces group
si gnat ur Od l\ whi |l e concealing information capable of identifying the

st gnat ur eplte Aibodiment

| Next, description will be given of the third embodiment of the
present invention by referring to drawings. In the embodiment, the
configuration of th.e group signature system is similar to that of FIG. 2
shown as the first embodiment. As shown in FIG. 2, the system

-~ 1ncludes a group management' unit 1, a signature unit 2, a verification
unit 3, and a member status response unit 4. The configurations of the
- group management unit 1 and the verification unit 3 are similar to those -

shown in the first embodiment.
[0106]

The signature unit 2 includes, as in the first embodiment, group
Subs_cribing means 201, a member registration certificate storage section
202, a group signature key storage section 203, message input means 204,
a random number generator 205, and group signature creating ineans
206.

- [0107]

The configurations of the group subscribing means 201, the
member registration certificate storage section 202, the group signature
key storage section 203, the message input means 204, and the random

. number generator 205 are. similar to those of the first and second

‘embodiments.




[ 01091 Al so, the group si gnatUre creating nmeans 206 creates, by using the
public.information opened by the public information opening neans 101,
- group signature data including conversi &® data to restore the nenber

~registration certificate by use of the opening information possessed by

the group managenent unit 1 and the nmenber status response unit 4. [01101
Mor eover, the%]ionfiguration of the response unit 4 is simlar to that of
t he respm&@la0 it 4in the first enbodinent. [01111 Next, an operation wl|

be descri bed. \I,:\I,{lr 9is a flowhart showing still, another exanple of the
orocessing i n whieh EREDGSIERATIE AE PR yREaRS] 2080 SToRtaSIATA (Tu DS

signature C Q.th nessage. t o geterm ne et her thg associate
si gnat ur eggﬁﬁﬁﬁ $§%§%P£9OC%J& Hh‘:ilﬁ%g]rn.g ﬁgf‘lgr et el .ISZadHEll%Q? a
descripti N | . @gé,o -al rQu ' stem
I nci dent agF?/%t]hgﬂg?%lu%ﬁﬂg%%grl |ir::e?1§{r-’%lgé§s§(il; r%lge%lﬁ’éﬁ% m@%&g%ﬁﬁ le
not i fyi ngapEqicHng 6. Pnflebifge Si xiHc?me}tﬁm'b%%f‘téf HidHbRE OFEF Sk FgkiBhe
. simlar to those of the first™ ‘enbodinent. [01121 First, operatTton of the
group si goetttifieats,eanting gragessgnative lkdie Shh t¥es GithetionWidie are@ingge
‘is inputted according to a user operation, the signature unit 2 of the
‘user subsuordansd 206 phedgceigroupatignaguoepdatsi griatleroondabhhinigoinforenatdsnage.
The group si nlatu e creating_neans 206 creates group signature data that
i ndicat escﬁm%l? et%élcgﬂrgthﬁﬂngeth@rﬁlgr@turg unitedvber of the group while
-conceal i nﬁ%li@orrmt I on capable of identifying that the signature unit 2 is
a unit of nber of the group. 1In this situation, the creating neans 206

generates comvexlonfatAckS slidE LRI S RIRYE BT ldigE e
the public information opened by the public information opening means
101, group signature data including conversion data to restore the
member registration certificate by use of the opening information
possessed by the group management unit 1 and the member status
response unit 4.

[0110]

Moreover, the configuration of the response unit 4 is similar to
that of the response unit 4 in the first embodiment.
[o111]

Next, an operation will be described. FIG. 9 is a flowchart
‘showing still another example of the processing in which the group
signature system judges validity of the signature attached to the
.message to determine whether the associated signature unit is a revoked
member. Referring next to FIGS. 2 and 9, description will be given of
an operation of the group signature system. Incidentally, the group
subscribing processing, the invalid member notifying processing, and the

~-signature unit identifying processing are similar to those of the first
embodiment,
[0112]

First, operation of the group signature creating processing will be




- received the nessage and t he conversion data ve

data, the group managenent unit 1 and the nmenber status response unit 4
can create and restore the nenber registration certificate by conducting a
pr edet er mi ned conversion using the posségsed opening information. [01131
For exanple, the group signature creating nmeans 206 produces the
conversion data through conversion using a public key encryption system

In this situation, Ing a private key of the publjc key encryption system
as openi n&e?ﬁ?’bﬁaat il{@]rh,eq ReMgssagenty weBHElerbgcceringpt® a Neevpetattomdi ng

 corr ospontPhoeb ke SR P4 WG el SbSHABaa! AL Erasib reate exovat i ng

| 206 | i nel uding. th d th
Conver i of el A B BroPe hERRYLT, TN arb OB BrlRa are BRREE el (e

processi ngo6eredfibs *grbﬁgféigﬁhfthf@tdia%. YL intliRRted Pﬁaf‘?ﬂ@%ﬁ%ﬁéﬁiﬁ u?’nﬁﬁ onse

unit 4 judge validity e group signature to determ ne

associ at eik uni mdrabarr 6f olad gwiler whihe éfﬁ{defaﬂlﬁﬁé ! ﬁifof‘:ﬁiatti@n haxpaBle C{f
rities the group = signature

data to didentifyiegntieathehe tshignstwratmie 3 & appnitpof atwehobeit bé theesmage i n
a way simlar to that of the first enbodinent. As shown in FIG 9,
accor di ngl® dhiaesituatioge, thehereating wiegmet 206 ganaratesdcoheessionpdata ¢o
moans. SOLTGAFS THE WaLG: TOBEITRA0 GariHkeiice Achardiag pothe croveRan’
PP sl BB W IE R LAB. TSN R e iR B pshbak e
P W R T e e e e
rej ectiorcdifdudigngeas@edetéimbled conversion using the possessed opening
information.
[0113]

For example, the group signature creating means 206 produces
the conversion data through conversion using a public key encryption
system. In this situation, using a private key of the public key

. encryption system as opening information, the creating means 206
encrypts the data including the member registration certificate according |
to a public key corresponding to the opening information and a random
number. The creating means 206 then outputs group signature data
including the message and the conversion data.

[0114]

Nekt, description will be given of operation of the processing in
which the verification unit 3 and the member status response unit 4
judge validity of the group signature to determine whether the
associated unit is a revoked member. The verification unit 3 having
received the message and the conversion data verifies the group
signature data to determine whether the signature is appropriate for the

message in a way similar to that of the first embodiment. As shown in

FIG. 9, according to the message, the group signature data, and the




If it is determned that the group signature data is appropriately created
_ signature data, the verifying neans 301 confirnms the nenber status of the
~signature unit 2 having produced the grédp signature data. That is, the
veri fying neans 301 confirnms whether the signature unit 2 is a unit of a
valid nmenber of the group. The verifying neans 301 sends the conversion
dat a contain?d i.n the %roup signature data to the nenber status response

unit 4 (sPEIszonformainm  gpened gbat ubhe oppeanmg nirernu040df the geswppnse
unit 4 ge recei ves).the conversion data. egver,.according. to the
conver si orgifg%%tu&'eamrﬁkgl%d@ﬁﬁﬁﬁ BﬁhoF%ﬁFHﬁg %ﬁe X thengroppnsigpature
I.nf or mat i . tq 4 enj ns,;404 restores
(gener at eg?t%ﬁé%lgg%éfgrdgglgs I?ﬁ{'?é)ﬂgé tF*%&ﬁgB oth(feﬂ%qlngh@eﬂﬁe?g@ed
- certifica S hyners i thEyi LR ' i identifyi-ng
means 4@)6(5‘(%5e _ eg_wSlg'O_Bg[f lfggl%ﬁ/\%ﬁgﬁit 1%”%?1%%? ttrhggggﬁgt ?%E{aé:g?tﬁ [ ??é%tlg as
si gner i dgpprépriagely neesamid 0BigBafB&el \Rda, t hiel dOBFIff MO eaRs 4961
identifies ID information of the signature unit 2 corresponding to the
certifi cadetdayninese 'biejédteontenheroridifigr et ithe sgxygd bipridtereendea and
information storage _section 405 (step 5304). If it is determ ned that the
nmember  rpEeduces a gndee restltcindicatimz sejecthomgof the neessageer i denti fying 52
i nformat i i absent, the identifying neans 406 determ nes that the

menber st I s "unknown" to send response data indicating "unknown" to
I S determ ned. that

he menber reqi it 4t idiHeKBHARA, Lt ta S LA S LHE 59 giRaTopTIately
dont 111 cqepP i RatARe Fall TR veriQing: A 30, FBARDuAC pET et bR

S306) . [ B¢h&ds of the signature unit 2 having produced the group signature data.

That is, the verifying means 301 confirms whether the signature unit 2
is a unit of a valid member of the group. The verifying means 301 sends
the conversion data contained in the group signature data to the member
‘status response unit 4 (step S302).
- [o116]

The signature opening means 404 of the response unit 4 gets
(receives) the conversion data. Moreover, according to the conversion
data and the opening information stored in the opening information
storage section 403, the opening means 404 restores (generates) the
‘member registration certificate to deliver the generated certificate as
signer identifying information to the signer identifying means 406 (step
S303).

[0117]
When the member registration certificate as signer identifying
information is received, the identifying means 406 identifies ID
- information of the signature unit 2 corrésponding to the certificate by
use of the member information stored in the member information storage
section 405 (step S304). If it is determined ‘that the member

registration certificate corresponding to the signer = identifying




When the ID information is received, the judging neans 407 determ nes,
according to the nenber revocation list stored in the list storage section
402, whether the ID information identifi®d by the identifying neans 406
exists in the list (step S107). If it is determned that the ID

information exists in the list, the judging neans 407 determ nes that the
Moreover, if it is not determ ned

" nenb t s, ked" (step S108).
Thar et ne Atrmdidid i8 Misertt [ife, SRatitylne orans 406i datenanmesdnat the
det er ni ; wi.s "valid" (st S109) . The.j udgi

roans 05 EMer SaRAROL LMWR" 18 sofH HeindiNelats 1o gliating kit ¢ o

th i fi ' 3 19 i ' t t put .3 f
he ver | {1 caon a2 oo R (0, S0, AR e, R, SRERGRAE ¢

4 (step SthA). thécowmbss ﬁégitsﬂfatﬁ@ﬁpéﬁﬁ?ﬁi%e?&p%?@sﬁéﬁ%;%al@?ei?’g?gnser

determ nes whether the nenber status is step

det er m neddentidping mformatien risqn@@@ﬁt,dﬂieaidél@ﬁii(}iiﬁ'@ RIEEY 466 llfvedr§ the
"valid", the _?,ut put means 302 determines according to the group signature
data t hat 1dentifieds Egafosmadiare poedie memberistatts jaddengrmeans 407 Gstdipng
to the :Tgmgjse data that the nmenber status is other than "valid", the

out put 1 802 determ nes according to the group signature data that the
message ifqi'i j ected”. The out put neans 302 ‘then produces a verification
result of ""acteptance" or "rejection". 53 [0120] As above, according to

et udi ng-t he o ar st Tt BgH B0 B JEeRE o Fhd: Pileg? o rps 407
i anat Ur e dar et ancaytosting o EHe Motk BEE, MOch b T TRT Sh b el iRy
SipoTss seDas. ROUSRO syhchie 1 DSk bt MURUSAY 1771
identifying means 406 exists in the list (step S107). If it is determined
that the ID information exists in the list, the judging means 407
determines that the member status is "revoked" (step S108). Moreover,
if it is not determined that the ID information exists in the list, the
- Judging means 407 determines that the member status is "valid" (step
S109). The judging means 407 then transmits response data indicating
"revoked" or "valid" to the verification unit 3.
[0119]
The verification result output means 302 of the verification unit 3
- receives the response data from the response unit 4 (étep S110).
According to the response data, the output means 302 determines
whether the member status is "valid" (step S111). If it is determined
according to the response data that the member status is "vélid“, the
output means 302 determines according to the group signature data that
the message is "accepted". Also, if it is determined according to the
response data that the member status is other than "valid", the output
‘means 302 determines according to the group signature .data that the
message is "rejected". The output means 302 then produces a

verification result of "acceptance” or "rejection".




[0121] Fourth enbodi nent Next, the fourth enbodinent will be described by
referring to draw ngs. The configuratign thereof is simlar to that of
FIG 6 shown in conjunction with the s@éond enbodi nent. As shown in FIG
6, the group signature systemincludes a group managenent unit 1, a
signature wunit 2, a verification unit 3, and a nenber status response unit

4. The c @{é@ﬁ:ations of the group managenent unit 1 and the verification
unit 3 a ilar to those of the first enbodinent. Additionally, in the

present enbodi ngnt he configuration, of th Lgnature uniit 2 is simlar
to that of the Fgﬁg%’ﬁg’e %ﬁpf&zn%ftot HBIS rﬁ‘?ﬁoah‘%@aﬁtnﬁ’@. SigRgtyne whk 3
signature | i iencl udi CONVer,si dat a
o r est o BOhaces FEOTERAGT siEaRyR QAR rRIGRLT BT ST B &F shiis
response wérhbéri i ioRSedifh ec o4} i d %%e;ﬁ
recei ving neans 4%%&?%#%%%(?&11?@55&%%1 ?gtg g?gi?%élds’gé?ﬁﬁ%n%l : &n
openi ng | daeiveditie siesage asidcth@[ﬁ]ﬂﬁ@ st AARIY Qa@ReRiaiGniRaNenKO4he and
menber status judging neans 407A. e confrgurations of the receiving
means 401ggnvémsionpbatiandoi tifcomember statusgeespmsommO3t. t Genepgaenglyyeans
404A, and _ the judging neans 407A are simlar to those of the second
enbodi menthe Vegibegtign umple dnsapekeepvihatiesnived messageseseet ftomatha
-stores nepber reqistration certificates and nenber statuses with a
correspon%?@f?@élseg‘é‘?’éb ished therebetween. FIG 10 is an expl anatory diagram
- 'show ng w&aﬁr exanple of information stored in the |list storage section
402A. Ass in FIG 10, for exanple, the list storage section 402A
- stores a Fw%gmgﬁgﬁpn list including pairs of the nenber registration
certificates corresponding to all signature units 2 belonging to the group

and the menber Né2f,uské furtheeafsRbndded Wwilined WSHBEE By RfeBiA¥Nto
drawings. The configuration thereof is similar to that of FIG. 6 shown
in conjunction with the second embodiment. As shown in FIG. 6, the
group signature system includes a group management unit 1, a signature
unit 2, a verification unit 3, and a member status response unit 4. The
configurations of the group management unit 1 and the verification unit
3 are similar to those of the first embodiment.l Additionally, in the
present embodiment, the configuration_ of the signature unit 2 is similar
to that of the signature unit 2 of the third embodiment. That is, the
signature unit 2 generates group signature data including conversion
data to restore the member registration certificate.
f0122]
The member status response unit 4 includes, as in the second
embodiment, invalid member receiving means 401A, a member
 revocation list storage section 402A, an opening information storage
section 403, signature opening means 404A, and member status judging
means 407A. The cbnfigurations of the receiving means 401A, the
opening information storage_ section 403, the opening means 404A, and
the judging means 407A are similar to those of the second embodiment.

[0123]




in FIG 10, the nenber revocation |list storage section 402A stores, as the
- menber status, information of "valid" or "invalid". [01241 Next, an
operation will be described. FIG 11 i s94 flowchart showi ng still another
exanpl e of the processing in which the group signature system judges
validity of the signature attached to the nessage to determ ne whether the

associ ated si gnﬁaure uni')t is an inval.id nenber or. a revoked nenber.
Referring next t@e e apvoqationghisk stpragm sertionnd0ghy storgs member

i f. the. si. | nci,dent al |, h '
Slibser i bi FFISPHOAR; ATt Fateso AaKb ADRDER  SUaRery: Witth, & cadeREondance e
s DY ng, " : nol fron S
crbod men AT Ehe e rRtaRigE oURICd B 5y il B Bhph Ry Aiedim dfipwing
f\' mlar tonbfpd %&a&ﬂrﬁlet Bf LAt beSoredl 1 4R Ti5€ sé&f%éé %@E#i%ﬂ lfpﬁkx.?*
avi ng recel ve t he ssage an Tt he group si gnat ure dat veritil es e
group si ghatdhavdalaFI0r. de), ol ¥ ped Nelie lidtestdehge i ecRIdrRRPRAPELR S a

signature for the nmessage. As showmn in FIG 11, the group signature
veri fi catinembernnsedirhtomnf listrsindadongi paito éhethe ansageer tiegigteiiion
signature data, and public information opened by the public information
openi ng mgatiticaes hreespending tp adbsignmtatner wnakst 3 bdlengingdouhe greowp

appropriately,produced by the group signature creating means 206 (step
5101) . Ifafi“h the meypber & tu&aa?eofsﬂgmasae@aaagaslgga&uh%ﬂlmts %5 §$ ﬁiwv‘frhe

SLonet " o 16, SOPBRBEld: PGS, IS el eah o0 58S, 00 o
fot261 | Apprvet Fols, R HER AU CalPRARALS {0 (Re SThnatare data
appropri gpgby]produced, the verification neans 301 confirns the menber

Next, an operation will be described. FIG. 11 is a flowchart
showing still another example of the processing in which the group
signature system judges validity of the signature attached to the
message to determine whether the associated signature unit is an invalid

- member or a revoked member. Referring next to FIGS. 6 and 11,
‘description will be given of an operation of the group signature system.
Incidentally, the group subscribing processing, the revoked member
notifying processing, and the signature unit idéntifying processing are
similar to- those of the first embodiment. In addition, the group
signature creating processing is similar to that of the third embodiment.
[0125]

The verification unit 3 having received the message and the group
signature data verifies the group signature data to determine whether
the data is an appropriate signature for the message. As shown in FIG.
11, the group signature verification means 301 confirms, according to the

| message, the group signature data, and public information opened by the
public information opening means 101, -Wﬁether the group signature data
is signature data appropriately produced by the group signature creating

“means 206 (step S101). If it is judged that the signature data is other




" .stored in'th

status of the signature unit 2 having created the data. That is, the
verification neans 301 confirnms whether the unit 2 is a unit of a valid
menber of the group. The neans 301 tran$® ts the conversion data contained
in the group signature data to the nenber status response unit 4 (step
S302). [01271 When the conversion data is obtained (received) fromthe

verificatiﬁn u&i@é 3, the signature opening neans 404A of the response wunit
4 rest or e$NAGekRE SiBRF UL dabappranyiatelat prodeead.i the aesifieatdoni mganso

"t he converﬁilog Eata.and «he openi ng I nf.or m%ti&n stored in the opening

i nf or mat | G4 1s CEFEYRINGE L TBIECHOR t BCeRIYiPg: 10 Hdlgy&TaMR: slgnatute i%@&@eaaﬂ

signer id i YL0g, | I | o _the. menber status .judgi ng nmeans 407

(stop sa0droaiotn TnERTBRLAL, bbbl yRRERFNG K dhitetERedE Mo bhv b

the judgi ggjec[r&?.ns 407A makes a search through the nenber revocation |ist
e list storage section 402A to determ ne whet her the nenber

regi strat[@me@lertificate matching with the signer identifying information
exists therein (step S404). If it is determned that such certificate does
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[01291 If jt is determned that such certificate exists (the matchin '
certificat@tys B?é@?@nﬁ_}gnawej yadt ngy heing &@Qﬂt%tt@errﬂﬂéa- t Aehat A %h@nber
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' contained in the group signature data to the member status response
‘unit 4 (step S302).
[0127]

When the conversion data is obtained (received) from the
verification unit 3, the signature opening means 404A of the response
unit 4 restores (generates) the member registration certificate according
to the conversion data and the opening information stored in the opening

- information storage section 403 to deliver the generated certificate as
signer identifying information to the member status judging means 407A
(step S303).

[0128]

When the signer identifying information is received, the judging

means 407A makes a search through the member revocation list stored
in the list storage section 402A to determine whether the member
registration certificate matching with the signer identifying information
exists therein (step S404). If it is determined that such certificate does
not exist (the matching certificate is absent), the judging means 407A

‘determines that the member status is "unknown" and then sends

response data representing "unknown" to the verification unit 3 (step
$405). " | -




corresponding to the certificate is "invalid", the judging neans 407A
transmts response data indicating "invalid" to the verification unit 3
(step $S407). Additionally, if it is det55n1ned that the nenber status
corresponding to the certificate is "valid", the judging neans 407A
transmts response data indicating "valid" to the verification unit 3 (step
5408). [0 The verification result output nmeans 302 of the verification
unit 3 r es the response data fron1the menber status response unit 4
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signature data are received, the response unit dent| y t
- i nf or mat itvansmitd eesponsd draQalelldtlcQtlhg’V'l\thd“ to the Verlflcatlon unit 3 (step
S408).
[0130]

The verification result output means 302 of the verification unit 3
receives the response data from the member status response unit 4 (step
S110). According to the response data, the output means 302 makes a
check to determine whether the member status is "valid" (step S111). If
1t is determined that the member status is "valid" according to the
response data, the output means 302 determines to "accept" the message
according to the group signature data. O, if it is determined that the
member status is other than "valid", the output means 302 determines to
"reject” the message according to the group signature data. The output

‘means 302 then produces a verification result "acceptance” or "rejection".
f0131]

As above, according to this embodiment, the '.signature unit 2
produces the group signature data including the conversion data of the

- member registration certificate. Also, the verification unit 3 having
. received the message and the group signature data transmits only the

conversion data to the member status response unit 4. Consequently,




created the group signature data. Therefore, the ID information of each
signature unit 2 can be kept secret fromthe nenber status response unit
4. [0132] Fifth enbodi ment Next, the fPfth enbodi nent of the present
invention will be described by referring to drawi ngs. The configuration of
the group signature systemis simlar to that of FIG 2 shown in
conjunction with_ the first enbodinent. As shown_ in FIG 2, the system

i ncl udes Bhereamiicatipagamihid ain keepathe giesetved unessage pegeet fremt ithe
unit 3, and a nenber status response unit 4. The configurations of th
group . Uit ¢ 1 b @ doRBOGe e PEME o e SThgdlnidhi The favakigse

of the f] odisent.. [013 e shognature unit 2 includes,, &s in the
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Si gnat ur epuifbet 19 fRENAen?S sﬂ-é‘ﬁl§9@§]{)9ﬂéétd1ﬂ'ﬂs4pf Gdi%egrzdé‘i'ﬁly‘éu@ﬁéﬁ'iti" ng
means 201, the nenber registration certificate storage 202, the group
si gnat ur etleynesstageaged 203, gitdig sRasAgael dwid ar@eoseized, thodeshonsandam
“nunber generator 205 are sinmlar to those of the first enbodinent, [0134]
58 The gtotgneodgndentdyctkat IDgimfeansatioh of ddicesigndture punit §r baping
signature data_ indicating that the signature unit_2 is a _unit of a group
menber appieded dhe groupsignature dathe dheupfonendfendAdinionmation afeaehi ng
‘to a nessage, a rand%nhnunbeg, a nenber registration certifjcate, and a
group si gHBPGFBIRNNIY 4 ¢3RN sPEikeRE SeRret BOMetRe BEMDeY ShREES 1§7BapSe
signature. d Wi | e conceal i ng i nformation capable o identifyin e
gnat ur g, dat whi | l'ing f t pabl f dentifying th
signature uni U 2.

[0132]
Fifth embodiment

Next, the fifth embodiment of the present invention will be

described by referring to drawings. The configuration of the group
signature system is similar to that of FIG. 2 shown in conjunction with
the first embodiment. As shown in FIG. 2, the system includes a group
management unit 1, a signature unit 2, a verification unit 3, and a
‘member status response unit 4. The configurations of the group
management unit 1 and the verification unit 3 are similar to those of the
first embodiment.
[0133] |
The signature unit 2 includes, as in the first erhbo‘diment, group

subscribing means 201, a member registration certificate storage section
202, a group signature key storage section 203, message input means 204,
a random number generator 205, and group signature creating means
206. The configurations of the group subscribing means 201, the

- member registration certificate storage 202, the group signature key
storage 203, the message input means 204, and the random number .
generator 205 are similar to those of the first embodiment. |
[0134] |




third enb

[ 01351 Al so, the means 206 creates, by use of the public information
opened by the public information opening neans 101, group signature data

i ncludi ng conversion data to restore th Srenber registration certificate
‘using the opening information possessed by the group managenent unit 1 and
the nenber status response unit 4 and proof data indicating that the

- conversion data,4s éppropr| ately created. [01361 Addl tionally, the
configuration oft Nén rPB?p@h%%aWQ cxeping regnst §0 6t Wé@atﬁs taied rewionse
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- data for a rressage The group signature Creating neans 206 produces the

‘group si gpaedmess glrauphsigalaimuee@atm gvhilef osmedslong daelrne tivn icdgabilé yoihg
t hat the 5| na%ure unit is aunit of a nenber of the group. In this
Si tuatlon1 erHalyangatth e@lgr@etmemt& eates 59 conversion data of the nenber

regi stratj %ertlflcate having a property simlar to that shown in the
[01391 Al so, when the conversion data is created, the
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data including conversion data to restore the member registration
- certificate usmg the opening information possessed by the group
.management unit 1 and the member status response unit 4 and proof
- data indicating that the conversion data is appropriately created.
[0136]
| Additionally, the configuration of the response unit 4 is similar to
that of the response unit 4 of the first or second embodiment.
[0137]
Next, an operation will be described. Incidentally, the group
subscribing processing, the invalid member notifying processing, and the
- signature unit identifying processing are similar to the processing of the
first embodiment,
[0138]
First, an operation of the group signature creating processing will
be described. When a message is inputted according to a user operation,
“the signature unit 2 of a user having subscribed to the group creates
group signature data for a messége. The group signature creating
means 206 produces the group signature data while concealing
information capable of identifying that the signature unit 2 is a unit of a

member of the group. In this situation, the creating means 206 creates |




data, and the proof data. [01401 Next, description will be given of an
operation in which the verification unit 3 and the nenber status response
unit 4 judge validity of the group sigh8ture and deternine whether the
user is an invalid nenber. The verification unit 3 having received the
nmessage and the group signature data verifies the group signature data to
determ ne whether the sjignature is appropriate for the nmessage in a way
sinilar teonyeesionfdataeot gh%tm@mﬁmi registraiden regrbidiaade thavings 8 o perhs

group signhatur ta, ;and the . puhli il%)or mat i on opened by the opening
means 1 ,m%lﬁﬁa?@@g @%tlﬂr@evgﬂrﬁyﬁ’ ORENT301 confirms whether the
group si g@iﬁge data is signature data appropriately created by the
creating s] 206. If it is not determ ned that the group signhature data

i s appropri at el r ' verityimn 0l
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si gnat ur etldatcanvehsionedhtyiinoa ppeRsria@dlycepéatete tThe r@étaetngrshahgg 206t he
signature unit 2 having produced the group signature data. hat is, the

veri fyi ngthesnoutpots gooiip signahetd dathinchiding the mesdage, the convdsiai a
valid nmenper of the group.. The group signature verifying means 301 sends
t he conv %ﬁaora%tthemmgﬂét@r oof data contained in the 60 group signature
data to tl(ﬁ raﬁnber status response unit 4. [01421 The signature opening
nmeans 401 f4r he response unit 4 gets (receives) the conversion data and
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of the group signature and determine whether the user is an invalid
member. The verification unit 3 having received the message and the
group signature data verifies the group signature data to determine
‘whether the signature is appropriate for the message in a way similar to
that of the first embodiment. According to the message, the group
signature data, and the public information opened by the opening means
101, the group signature verifying means 301 confirms whether the
group signature data is signature data appropriately created by the

creating means 206. If it is not determined that the group signature

data is appropriately created signature data, the verifying means 301

determines "rejection" according to the group signature data and
produces a judge result indicating rejection of the message.

[0141]

- If it is determined that the group signature data is appropriately
created signature data, the verifying means 301 confirms the member
‘status of the signature unit 2 having produced the group signature data.
‘That is, the verifying means 301 confirms whether the signature unit 2
1s a2 unit of a valid member of the group. The group signature verifying

means 301 sends the conversion data and the proof data contained in the




determ nes that the nmenber status is "unknown" to send response data

I ndi cating "unknown" to the verification unit 3. [01431 If it is determ ned
that the proof data is correct, the nmea®d 404 restores (creates) the
menber registration certificate according to the opening information
stored in the opening information storage section 403 and delivers the
created certificate as signer identifying information to the signer

i dent i fyi FPURaighatogestatianto Heemeemdieatsiatpadgpngnaeait 407. The response
unit 4 tﬁg@é@ﬁternlnes the nenber status in a way simlar to that of the
first or d enbodinent. In addition, the verification unit 3 produces

a verification 'accepta ce" r - “hej egthaon” cor ding..t

judge result ofﬂﬁlgléggé%ﬁg quﬁf]tn fgﬂﬁ4ﬁbgsggt%§ere$ﬁo?%ee % gl fﬁ
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‘nmessage and the group Signature data transmts only the conversion a -

and the pheopubicanformiatéonrepeeredsbattite pediindeformdtién dpnseguenddns the
verification unit 3 can keep the received nessage secret fromthe response

cunit 4. 1KY tIfdrﬁaSIth dg/tea'mﬂnerdvth@t the proobflatiatia corhect; éhpansanardQ4 4
can - confj rmV\/nethe data sent fromth'e verification unit 3 is C§2art of
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- enbodi rrent of .the present jnvention crlbed by referring to
dr awi ngs. inficating ﬁﬁ‘g‘d'ﬂ to&ﬁg V@éHF?JE)‘GPa‘t‘P of the group signature
‘system i ﬂlgyar to that of FIG 2 shown in conjunction with the first
enbodi rre_P shown in FIG 2, the systemincludes a group managenent

Sunit 1, a signgt §f ¢ W¥tbrindd that the proof data is correct, the means 404
restores (creates) the member registration certificate according to the
o.pening information stored in the opening information storage section
403 and delivers the created certificate as signer identifying information
_to the signer identifying means 406 or the member status judging means
407. The response unit 4 then determines the member status in a way
similar to that of the first or second embodiment. In addition, the
verification unit 3 produces a verification result of "acceptance” or
"rejection" according to the judge result of the response unit 4.

[0144]

As above, in the embodiment, the signature unit 2 produces the
_groﬁp signature data including the conversion data of the member
registration certificate and the proof data for the conversion data. Also,
the verification unit 3 having received the message and the group
signature data transmits only the conversion data and the proof data to
the member status response unit 4. Consequently, the verification unit
3 can keep the received meséage secret from the response unit 4.

- Additionally, by confirming the proof data, the response unit 4 can
confirm whether the data sent from the verification unit 3 is part of the

group signature data.




verification unit 3, and a nenber status response unit 4. The
configurations of the group nmanagenent uynit 1 and the verification unit 3
are simlar to those of the first enbodPdent. [ 01461 The signature unit 2

I ncludes, as in the first enbodi ment, group subscribing neans 201, a
menber registration certificate storage section 202, a group signature key
storage s %' 203, nessage i nput neans 204, a random nunber generator
205, -and gﬁ %%Psignature creating nmeans 206. The configurations of the

group subscribi ans 01, the nmenber registration certificate storage
section 2§%,Eﬂfhgﬁ)gdﬂ§up gnhature key storage section 203, the nessage

| nput neans 204 d ek O%;[QDFE fﬂ]ﬁ{ e o] r Lot l.ar ose
of the first e gg?’né?ll{é S?%? ? gr onutg%gi éﬁ%t EF%Q%SI}t:a@iv%S’Mn@QOEQ
creates ag@s@ibedt Sby gr@@@rﬁhgnafdjr Aradidgisndi capi nghd hadmbhbBgimbgpat VhE

- unit 2 is a group nenber appropriately registered to the group nmanagenent
unit 1, essfigdiagoncobthesanae sipnangdensysreheris sinmabao flew sf TG 09
certificate, and a group signature key. In this situation, the creating
neans 206shewautesogjenptisngwathirthed firat winbedimenéal iAsgshofvar intFiG, 2,
capabl e of identify]i*ga the signature unit 2. [01481 Also, the group

si gnat ur ethg 6389y Hdes s grosy @sanpgementonnit He pwignaturd wmihitd,om
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t he menber registration certificate using openi ng i nformation
possessed(iyeihe menber status response unit 4. Additionally, the creating
means 206 creates first proof data indicating '

The signature unit 2 includes, as in the first embodiment, group

subscribing means 201, a member registration certificate storage section
202, a group signature key storage section 203, message input means 204,
-~ a random number generator 205, and group signature creating means
206. The configurations of the group subscribing means 201, the
member registration certificate storage section 202, the group signature
key storage section 203, the message input means 204, and the random
number generator 205 are similar to those of the first embodiment.
[0147] |
The group signature creating means 206 creates and outputs
group signature data indicating that the signature unit 2 is a group
member appropriately registered to the group management unit 1,
according to a message, a random number, a member registration
certificate, and a group signature key. In this situation, the creating
means 206 produces group signature data while concealing information
capable of identifying the signature unit 2.
[0148]
Also, the group signature creating means 206 creates, by use of

the public information opened by the public information opening means




that the second conversion data has been appropriately created and second
proof data indicating that the first conversion data and the second
conversion data is obtained by converti 88 one and the sane nenber
registration certificate. Thereafter, the group signature creating nmeans
206 creates group signature data including the first conversion data, the
second conversjon data, the first proof data, and the second proof data.

[ 0149] . Thd Ododfus§acarviegriast datte taezpsiose thnd tmambey vegistratson reerbididatest
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‘the opening information stored in thé opening. information storage 106 of
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response unit 4 may include, as in the second enbodinent, invalid nmenber
recei vi ngthdaribesgecond eemversioevdataibas| beensappagprissely ereat] amd
openi ng i nfornation torage, section_ 403, signature opening nmeans 404, and
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'storage section 403 stores ,openi i.nfqrmati on of ,informati o ontents
di ff e?entsecondO conversion data’ 98" OFtained rkr)%r converting one and the same

member registration certificate.  Thereafter, the group signature

creating means 206 creates group signature data including the first

conversion data, the second conversion data, the first proof data, and the

second proof data.

[0149]

The configuration of the response unit 4 includes, as in the first

| embodiment, invalid member receiving means 401, a member revocation

list storage section 402, an opening information storage section 403,

signature opening means 404, a member information storage section 405,

signer identifying means 406, and member status judging means 407. |

[0150]

The configurations of the receiving means 401, the list storage
section 402, the opening means 404, the information storage section 405,
the identifying means 406, and the judging means 407 are similar to
those of the first embodiment.

- [0151]

The opening information storage section 403 stores opening
information of information contents different from those of the opening
information stored in the opening information storage 106 of the group

- management unit 1.




fromthose of the opening information stored in the information storage
section 106 of the group nmanagenent unit 1. [01531 Next, an operation wl|
be described. Incidentally, the group &8bscribing processing, the invalid
menber notifying processing, and the signature unit identifying processing
are simlar to the processing of the first enbodinent. [01541 First, an
operation_of the group signature creating processing will be described. If
a nessage[®b52hputted according to a user operation, the signature unit 2
of a user having subscribed to the group creates group signature data for
the nessage. Th«g}l@d@asaﬂvgrth@um@mb%tsrcmymaﬁponae)mmtoﬁLrnes ivdudepap
Signature.dat,a while onc%allng I nformatjon capable of identifying that
the si gnatfir 1&inf§cond Lmbgdimest, 4 rEMDER eI fieaving |meamss 401, a
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[ 01551 Al'so, the group signature creating neans creates seco
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registration certificate using the opening infornmation possessed by the
menber stfous thespafstheioipendng Anfoimatine stated iratieomfrenstonnstorage
-conversion data, the creating means 206 sinultaneously creates first proof
dat a i ndi $86t10Ry 0BT thrgrewpraansgementownitala i s appropriately created.
Al'so, th rgat i ng means 206 creates second proof data indicating that the
first co on data and the second conversion data are produced by

converting one \qngd the $3T%PRIPSE 9 S0, Incidentally, the group
| subscribing processing, the invalid member notifying processing, and the
signature unit identifying processing are similar to the processing of the
first embodiment.
[0154]

First, an operation of the group signature creating processing will
be described. If a message is inputted according to a user operation, the
signature unit 2 of a user having subscribed to the group creates group
signature data for the message. The group signature creating means
206 produces the group signature data while concealing information

~capable of identifying that the signature unit 2 is a unit of a member of
the group. In this situation, _the creating means 206 creates first
con{rersion data of the member registration certificate. The creating
means 206 creates, as the first conversion data like the conversion data
shown in the third embodiment, data capable of restoring the member
registration certificate using the opening information possessed by the
- group management unit 1.
[0155] .
Also, the group signature creating means 206 creates second

conversion data like the first conversion data, to restore the member




certificate. The group signature creating nmeans 206 then outputs a nessage
and group signature data including the éi rst conversion data, the second
.conversion data, the first proof data, fid the second proof data. [0156]
Next, description will be given of operation in which the verification
unit 3 and the nmenber status response unit 4 judge validity of the group
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the sane daty. as for the nmenber status response unit 4 of the first

enbodi nent and oper at es
[0156]

Next, description will be given of operation in which the
verification unit 3 and the member status response unit 4 judge validity
of the group signature and determine whether the user is an invalid
member. The verification unit 3 having received the message and the
group signature data verifies the group signature data to determine
whether the signature is appropriate for the message in a way similar to
that of the first embodiment. According to the message, the group
éignature data, and the public information opened by the opening means
101, the group signature verifying means 301 confirms whether the
group signature data is signature data appropriately created by the
creating means 206. If it is not determined that the group signature
data is appropriately created signature data, the verifying means 301
determines "rejection" according to the group signature data and
produces a judge result indicating rejection of the message.

~ [0157] |

If it is determined that the group signature data is appropriately

created signature data, the irerifying means 301 confirms the member

status of the signature unit 2 having produced the group signature data.




as below. The signature opening neans 404 of the response unit 4 gets
(receives) the second conversion data and the first proof data. Moreover,
usi ng the public information opened by ©fe public information opening

means 101, the signature opening neans 404 confirnms validity of the first
proof data. If it is not determined that the first proof data is
_appropria&,, t he openi ng neans 404 determ_nes that the nmenber status_ 1is
“"unknown" Serfds ved mpans 39di eeniinms whatben theostgraturer nnitcdt i on

[ . ILf it is. ' h he f} .oaf d [
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Thereafte e nenber status response unit 4 determ nes t’he menber status
as in thif48]st or second enbodi ment. Mreover, the verification unit 3
outputs a verification result of "acceptance"” or "rejection" according to a

judge result ofTheerespopessenitnitisdconfgtvdd An ahauset thbessingnatayr gsUoirt 2
produces the group signature data including the first conversion data

- capabl e othe szembiexgstalias mesbense rnumits4 wdtthenficshr ¢ inftiock tee by andeopdrates
“openi.ng i nf %[&ﬁrﬁtio of the group nmnagenent unit 1 and the second

conversi oS %Wea@&qr-él&ma g ope RIS aneans 48dpE the agisponsei walt 4 gets
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proof dateatdl 404! the! 8fndtieS65BAMIME OMEATR' 404986 Rfirms validity of the
first proof data. If it is not determined that the first proof data is
appropriate, the opening means 404 determines that the member status
is "unknown" and sends response data indicating "unknown" to the
verification unit 3.
[0159]
' If it is determined that the first proof data is appropriate, the
‘opening means 404 restores (generates) the member registration
certificate according to the opening information stored in the opening
information storage 403 to deliver the generated certificate as. signer
- 1dentifying information to the signer identifying means 406. Thereafter,
| the member status response unit 4 determines the member status as in
~the first or second embodiment. Moreover, the verification unit 3
6utputs a verification result of "acceptance" or "rejection" according to a
judge result of the response unit 4.
[0160]
As above, the signature unit 2 produces the group signature daté
including the first conversion data capable of restoring the member
registration certificate by use of the opening information of the group

‘management unit 1 and the second conversion data capable of restoring




Is appropriately created. Furthernore, the signature unit 2 sends the
second conversion data and the first proof data to the response unit 4.
Thanks to the operation, the response wft 4 can confirmwhether the data
sent fromthe verification unit 3 is part of the group signature data.
[01621 Additionally, the signature unit 2 produces the group signature
data including the second proof data indicating that the first conversion
dat a and ttheenssobad regnsteasioon ceettificate byatae iafeite opeaimgdnbyrmationeof i ng
one and the sane nenber registration certificate. Through the operation,
the veri fieamespbanistatus aasponse mitiht Thereliyee dheeminageraanh Unib s
produced fré)m he signature unit, 2 are obtained b onverting one and the
sane nmense} réé?strfeé PBRE cat f o) POEBASS 1 eﬁ’l’)@ﬂ t CREBANE t he
seventh enbodi nent w |l be described by referring to drawings. FIG 12 is
a bl ock di (SIEIE%% me%s'sti |1 another configuration exanple of the group
si_gnature[osm_ﬂem As shown in FIG 12, the systemincludes a group
managenent unit 1, a signature unit 2, a verification unit 3, and a nenber
status response\lgpi i siPafiRSaMkit 2Thediuees hd f&foud rsaghhhﬁréldﬁa
enbodi nent in that the signature unit i ncl udes a nenber trace

i nf or mat ijaolwdiergatiee fastipodWata Addichitonakhit thieesquoesk odneelxdhntata
differs fromthe first enbodinment in that the nenber status response unit
4 does nds dpprapeatdly ompetedg @urthefronome,ithre signagreodit theendgnidreur e
openi ng neans 404, the nenber information storage section 405, and, the

si gnat ur SeceBAtsanNargiondata and. thefawst neoakhdarite thesresponsaaigitothp

i sel oot Mepaks dent R GRETRSIOT ot eRBRBSF Walh & TR | GHETROP AP SR Lhor age
section 102, JHP%5m the verification unit 3 is part of the group signature data.
[0162] | |
Additionally, the signature unit 2 produces the group signature
- data including the second proof data indicating that the first conversion
-data and the second conversion data are data items obtained by
converting one and the same me.mber registration certificate. Through
the operation, the verification unit 3 can confirm that the two conversion
data items produced from the signature unit 2 are obtained by
converting one and the same member registration certificate.
[0163]

Seventh embodiment

Next, the seventh embodiment will be described by.referring to

drawings. FIG. 12 is a block diagram showing still another
configuration example of the group signature system. As shown in FIG.
12, the system includes a group management unit 1, a signature unit 2, a
_verification unit 3, and a member status response unit 4. The presenf
. embodiment differs from the first embodiment in that the signature unit
| 2 includes a member trace information storage section 207.
Additionally, the present embodiment differs from the first embodiment

in that the member status response unit 4 does not include the opening




registration neans 103B, a nenber information storage section 104B,
revoked nmenber notifying nmeans 105B, an opening information storage
section 106, signature opening nmeans 1087 and signer identifying means

108. The configurations of the public information disclosing nmeans 101,
t he menber registration information storage section 102, the opening

i nformati on storage section 106, the signature opening neans 107, and the
si gner i deHormation sanagd d®artdiessignaturecopénsrg oieame 40i; $he nrembenent .
[ 01651 The nber registration neans_103B includes a function to
comuni catHORMAIGR o%ﬁiﬁ%s%@qtmrhg4%aﬁ§1d26heoﬁlﬁﬂiétl§'ﬁgH%ﬁlﬁﬁlgfléﬂr& fneans o
create aﬁ@@gber registration certificate and nenber trace information
usi ng ne *registration information stored in the storage section 102.
Incident?dﬁgﬁvhe menber trace information is nuneric information obtained
according to predeterm ned algorithmand is information capabl e of

ordi ng i ne _ on cay o
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information thus created an D information capable of identifying the
si gnat ur el@ihi & nemdbest oegdtratriohhtnfoemerionnsbsrmid sactivar 492, sewimbser
-104B. [01661 The storage section 104B stores the nmenber registration 68
certi fi caiegistragioremeansr k3B rf onemtbeoninforenationl tanaiger settion 1048,
delivered from.t he nber registration_npeans 103 wiith a correspondence
est abl i srr@arO{Eiﬁérm%{l BiotHyeng 1 eiagisa hUa Ry | am Apenyng dindgr mation witorase

le of inforpmti tored in. the st i 104B. _.As. shown |
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‘the member registration information storage section 102, the opening
information storage section 106, the signature opening means 107, and
the signer identifying means 108 are similar to those of the first
embodiment.
[0165]

The member registration means 103B includes a function to
_communicate with group subscribing means 201 of the signature unit 2
to create a member registration -certificate and member trace
information using member registration information stored in the storage
section 102. Incidentally, the member trace information is numeric
information obtained according to a predetermined algorithm and is

 information capable of confirming that the group signature data is
created by the signature unit 2 of a .particular user. Also, the
registration means 103B includes a function in which the member
registration certificate and the member traée information thus created
and ID information capable of identifying the signature unit 2 are stored
- 1n the member information storage section 104B. | |
[o166]

_The storage section 104B stores the member registration




I D information as nmenber information indicating the signature unit 2.
[01671 The revoked nenber notifying neans 105B i ncludes a function in

whi ch the notifying neans 105B reads fréf the nenber information storage
section 104 the nmenber trace information corresponding to a user who has
| ost the qualification as the group nenber and then notifies the ID

I nformation to the nmenber status response unit 4. [01681 As shown in FIG
12, the stgraficae, uthe 2némblerdesace oupforsnddisonj band nhandROiBormdesher
registration certificate storage section 202, a group signature key
st or age s@elivered@osfromesstiye | memabenearegistegtion r amfansund®d genthr at ar
205, group signatyre creating. neans 206B, and nmber trace information
storage se€¥Eespongencapest edutherebetweerne rﬁbéﬁ iRt ¢xplagatory
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~registration ficate, a group Signature~key, and member trace _
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certificate storagé section 69 202, the group signature key storage
secti on 203 informnabtiennesineembeadaformboiomindiasing the ssgnatwre a0t 2[ 01701
The group sigpature creating neans 206B includes a function to create,
~accordi n&otlﬁg/g nmessage, a random nunber, a nenber registration
Sonature dat a THAFEuOKaY rEREbaBOSIGIRE FentnMODE 10k deevR SERGHOR B oup
~ which the notifying means 105B reads from the member information
.storage section 104 the member trace information corresponding to a
user who has lost the quéllification as the group member and then
notifies the ID information to the member status response unit 4.
[0168]
As shown in FIG. 12, the signature unit 2 includes group
: subscribing means 201B, a member registration certificate storage
section 202, a group signature key storage section 203, message input
means 204, a random number generator 205, group signature creating
means 2068, and a member trace information storage section 207. The
configurations of the member registration certificate storage section 202,
the group signature key storage section 203, the message input means
204, and the random number generator 205 are similar to those of the
first embodiment.
[o169]
The group subscribing means 201B includes a function to
| communicate with the member registration means 103B of the gro'up
management unit 1 to generate a member registration certificate, a

- group signature key, and member trace information to deliver these

items respectively to the member registration certificate storage section




menber correctly registered to the group managenent unit 1 and to output
the group signature data. In this regard, the neans 206B outputs the group
-signature data indicating the above inf@@mati on w thout indicating

i nformati on capable of identifying the signature unit 2. In this
situation, the nmeans 206B produces group signature data including
conversion data of the nenber trace information. The nenber trace

i nf or mat i 202 stle gyeupexitnanul® kest st@mgeheectob 203, rand thenfrember drace

- delivered fromthe nmenber subscribing nmeans 201. [01711 As shown in FIG
12, the viedprimediemwatamige ation 28ds a group signature verifying means
301B and ﬁ/ﬁg f]i cation result output neans 302. [01721 The verifying neans
301B i ncl Ola function that accepts (receives) a nessage and group

i gnature dat t he si gnat it 2 t | hdisty of. the data. |
addi i on. the. vk eblp: SheNAe suing pRag T BLARAIIRY i b Bl |

5 Ludoed kgL ANG 50K ReS] WAL PtAndbih RBBER RS ARer s tFadng, 301

determn réjection °to pro VErrficatrion Tesu

the ver! fdsifi@eMBa8Rd0 LikRaLUICkeT, dr A éMbk Lok Glhfhimlatidie bisiged
at ur a

that the group sign als appropriate, the neans 301 transmts, to

confirm wighheard datsiiadaéating 1t the Bavmague eaited ikhe ddsice bf asgxirwp ce
of a valid group nenber, the "nessage and the data to the nenber status

j udgi ng mMEansbet tBrrdctineregistaredbér Hiatgroupeapanagenmdnt 4nif0l7and Tte
verification result output neans 302 includes a function to receive the
j udge requtpudf thhegnewbepignature dadm nekbethis segard; Jdy ngeapsn208d7B of

“the nmenber status, response unit 4. In additj.on, t nmegns 302 . ncl ydes a
functi on QUPWE ckhe+ ggﬁ‘épr SEERYHe ég‘i‘ﬁat indicating g;?{e t Vr?edﬁgo%ﬂlﬂlon

. determ nev%iti%%%%?fd%@é:ﬁ;lga{]n oirﬂla{tri]gn rc%(i)ea{b\{lsdofr ia(iseurllttifying the signature unit
2. In this situation, the means 206B produces group signature data
including conversion data of the member trace information. The
‘member trace information storage section 207 stores the member trace
information delivered from the member subscribing means 201.
[0171]

As shown in FIG. 12, the verification unit 3 includes a group
signature verifying means 301B and verification result output meahs
302,
fo172]

The verifying means 301B includes a function that accepts
(receives) a message and group signature data from the signature unit 2
to check validity of the data. In addition, the verification means 301B
includes a function in which if it is judged that the group signature data
“is not appropriate, the means 301 determines "rejection" to produce the
verification result. Additionally, the verification means 301 includes a
function in which if it is judged that the group signature data is
appropriate, the means 301 transmits, to confirm whether the signature
unit 2 having created the data is a device of a valid group member, the

message and the data to the member status judging means 407B of the




Is "invalid", the neans 302 determi nes "rejection" to produce the
verification result of "acceptance"” or "rejection”. [0174) As shown in FIG
12, the menber status response unit 4 i A8l udes invalid menber recei ving
means 401B, a nenber revocation list storage section 402B, and nenber
status judgi ng neans 407B. [0175) The receiving neans 401B i ncl udes a
function to rﬁcei¥e the nenber trace information of an invalid nmenber sent

from t he THRFAPEHSIRABHESSRARSS YPHgdneans 1058 to store the information in

t he rrenbewagvocation | i st storage section 402B. [0176) The |ist storage
section 4 tores the nenber revocation list. FIG 14 is an explanatory

4028, Ao shown | a° gy fof reill BREBEE mEABETF0L hnlBSass ¥ HRCGE "
- menber 1 eneavd ofhd ijdidgel FesBKAHH €hed bek sERIRETrbAAGR AT ’E%t?l%é‘ of
revoked signature units 2. [0177) The nenber status judgl ng neans

i ncl udes mdigingtmeansnd0TBi cfhtHd enavapes stQ¥ls aespohseaatives) Ihaddessage
.and the group signature data fromthe group signature verifying neans 301B

to make athechmeansbyOlsmadadesea nfumndion eimorhiadn ifi e receneiderssul is
whet her t he 'cﬁ'i %nature unit 2 having created the data is a device of a
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[0174]

As shown in FIG. 12, the member status response unit 4 includes
invalid member receiving means 401B, a member revocation list storage
section 402B, and member status judging means 407B.

[0175]

The receiving means 401B includes a function to receive the
member trace infbrmation of an invalid member sent from the invalid
member notifying means 105B to store the information in the member
revocation list storage section 402B.

[0176]
_ The list storage section 402B stores the member revocation list.
FIG. 14 is an explanatory diagram showing an example of information
- stored in the storage section 402B. As shown in FIG. 14, the list storage
seétion 402B stores as the member revocation list, for example, a set of
member trace information of revoked signature units 2. |
[0177]
The. member status judging means 407B includes a function in
‘which the means 407B gets (receives) the message and the group
signature data from the group signature verifying means 3013 to make a
“check, by use of the member revocation list, to determine whether the

signature unit 2 having created the data is a device of a valid group




still another exanple of the processing in which the group signature
system.judges validity of the signature attached to the nessage to

det ermi ne whether the associated signatdte unit is a revoked nenber.

- Referring next to FIGS. 12 and 15, description will be given of operation
of the group signature system [01791 First, description wll be given of
an-operation of group _subscribing processing in which when the user
desires tBesubeeri Barthermeregthepudging nowansnde? B indudesra ifunctiginster ed

as.a nmenber of the group. ~To subscribe to.the group, the signature unit 2
communi cal%¥d WP Lé@rtaubn%ﬁa\ggnanﬂnﬁmerl Btk daghieatiegi Zyalidy ofr
processi ng. . The,qr o subscribin ns 201B of th | ure unit 2
Cormmin; catBy iy Pl ¥Be VERRERtSn el Syt rieansm €} S Rbe Sntiisacton uni
1 and crgﬁ}ﬁ:s?) and outputs a nenber registration certificate, a group

si gnature Key," and nmenber trace information. Al so, the signature unit 2

~makes the[pipgiber registration certificate 202 store the menber
registration certificate, the group signature key storage section 203

store the groulNest, tijairdtforkill badesBEibBITOEFIG! a6eisi Hfewdidanslsdwinge
section 207 store the menber trace information. [01801 As shown in FIG

13, the rnleanotiystexaimplarednthd QaBcesoireg iin whehmehdegrduf wigaatare
- storage section 104B the_nenber registration certjficate and the nmenber
trace i nfsyisters gadgesuzalidity nef dhensigmature tattachad t® the omessage to

o ar e e e, R st 08 T bmaist ot i Sobp e fiemr.
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menber am%?%rn%?ﬁ%%@%ﬂ to the nenber status response unit 4.

To delete a''s a ‘user as a nmenber of a
[0179]

First, description will be given of an operation of group
subscribing processing in which when the user desires to subscribe to the

. group as a new member, the user is registered as a member of the group.
To subscribe to the group, the signature unit 2 communicates with the
group management unit 1 to execute registration processing. The group
subscribing means 201B of the signature unit 2 communicates with the

member registering means 103B of the management unit 1 and creates

and outputs a member registration certificate, a group signature key,

and member trace information. Also, the signature unit 2 makes the
member registration certificate 202 store the member registration
 certificate, the group signature key storage section 203 store the group
signature key, and the member trace information storage section 207
.store the member trace information. -

[0180]

As shown in FIG. 13, the member registering means 103B store in

| the member information storage section 104B the member registration
certificate and the member trace information issued to the signature unit

2 and ID information capable of identifying the signature unit 2; the




group fromthe group, the invalid nenber notification neans 105B of the
managenment unit 1 reads fromthe nenber information storage section 104
menber trace information corresponding 7@ the signature unit 2 to be
del eted. Additionally, the notifying nmeans 105B sends the obtai ned
“information to the response unit 4. The invalid nenber receiving nmeans
401B of the response unit 4 receives the nenber trace information fromthe
noti fi cat certifisabs thesmfanc atakesahteheelDdnformuomat being ista sdtor age
section 4@& éifre the received information. [0182] Next, description wll
be given 1 operation of group signature creation processing in which
enerates group .signature data. The signature unit 2

the signature upjit 2 { n
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trace infgrow fromstlhoy geouyy, theinealidrmendser hbtidiomidemedds 105B bhtke
situation, the creating nmeans 206B creates the group signature data

i ndi cat i nqrartegembat singital weadsrfiron® the membeér ahfergation stodeye sedtidout
reveal ing information capable of identifying the signature unit 2. 73
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: means 401B of the response unit 4 receives the member trace
information from the notification means 105B and makes the member
revocation list storage section 402 store the received information.
[0182]
| Next, description will be given of an operation of group signature
creation processing in which the signature unit 2 generates group
signature data. The signature unit 2 of the user having subscribed to
the group receives as an input a message according to a user operation to
create group signature data for the message. The group signature
creating means 206B creates group signature data according to the
- message received from the message input means 204, a random number
generated by the random number generator 205, the member
registration certificate stored in the certificate storage section 202, the
group signature key stored in the key storage section 203, and the
member trace information stored in the member trace information 207.
In this situation, the creating means 206B creates the group signature
data indicating that the signature unit 2 is a unit of a group member
‘without revealing information capable of identifying the Signature unit
- 2.




trace information can be determned if the nenber trace information is
present. For exanple, the creating neans 206B creates the conversion data
by converting the nenber trace informat¥®n using a one-directional

function. Also, the group signature creating nmeans 206 produces group
signature data including the nmessage and the conversion data. [0184] Next,
description will be given of an operation of the processing in which the
verificati@83Init 3 and the nenber status response unit 4 judge validity
of the group signature to determ ne whether the associated unit is a
revoked menber .Alsoe thergoummsignaturiet creatmgiveans 26 Bnszeakss eonvarséonyr oup
signature_data fromthe signature ynit 2 and_ verifies the group si%nature
data to déatd minkheaemder feacy &n rm@tlpa-alnsitémsafﬂbafa%r é‘gﬁi%ﬁe@ IRE t he
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‘that the group signature data I's appropriately created sigrature
veri fyi ngaeans fophBtisitcanbaeketer fiiael fthaet@mberdtriaet ifodAdibn is

t he

si ghature data and produces a judge result indicating rejection of the

- nmessage. p¥ek8mt. | fFort exanddeethenaeatheg rhbsngrd068 sirgadesithedadmversion
appropriately created signature data, the verifying nmeans 301B confirns

t he nenbetatasbysoavestiorg the meghaniraceninformadiomgisinga enetdigegdonal That

is, the -yerifying ans 301B confirns whether the siggggure nit 2is a

devi ce anetigy. i 81‘0%11%915?1@@5?9 theatinsg; maay niY GESSBHYP t he
nessage and the group .signature data to the nber st at us onse nit 4
(stop 10oypatiEg daky ippdiding bhe mésnapesang e, canyearsion dakdnber  status.

[0184] |

Next, description will be given of an operation of the processing in
which the verification unit 3 and the member status response unit 4
judge validity of the group signature to determine whether the
associated unit is a revoked member. The verification unit 3 receives
the message and the group signature data from the signature unit 2 and
verifies the group signature data to determine whether the signature is a
signature appropriate for the message. As shown in FIG. 15, according
to the message, the group signature data, and the public information
opened by the public information opening means 101, the group
signature verifying means 301B confirms whether the group signature
data is signature data appropriately created by the creating means 206B
(step S101). If it is not determined that the group signature data is
-appropriately created signature data, the verifying means 301B
determines "rejection" according to the group .signature data and
produces a judge result indicating rejection of the message.
[0185] | |

If it is deterfnined that the group signature data is appropriately

created signature data, the verifying means 301B confirms the member




[0186] The judgi ng neans 407B of the response unit 4 gets (receives) the
nmessage and the group signature data fr the verification unit 3. Al so,
-the judgi ng neans 407B confirmnms validity*of the group signature data by
use of the message, the group signature data, and the public information
opened by the public information opening neans 101 (step S103). If it is
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list storagit 4dstemn02D1B respuest $5@5)espbiise) udili 430 deRPmi4R7thalai@nienes
whet her the nmenber trace information exists in the storage section 402B
(step S50®HALUBf the information does not exist in the storage section
402B, the Lédéil ng nmeans 407B determ nes that the nenber status is "valid"
(step 85 7d}1 hereafter, the judging neans 407B sends response data

e 11 SR Sl A 07 Fo e TR LI S e
o o ARRBRGdSER RIUHEND SyRORNE 3400, b0 1E R ALRERATERLCS, HEE
to that copijfdEhgdihddifs 209BPcSABRRW£1iR11E20f fe TaB0D AB0RthEE WRuta by
use of the message, the group signature data, and the public information
opened by the public information opening means 101 (step S103). If it is
determined that the data is not appropriate, the judging means 407B
determines that the member status is "unknown" and then sends
response data representing "unknown" to the verification unit 3 (step
104).
[0187] |
If it is determined that the data is appropriate, the member status
'- judging means 407B executes processing as below according to the
member trace information stored in the member revocation list storage
section 402B and the conversion data contained in the group signature
data.
- [0188]

First, the judging means 407B reads the member trace
information from the list storage section 402B (step S505). The judging

means 407B determines whether the member trace information exists in

the storage section 402B (step S506). If the information does not exist
in the storage section 402B, the judging means 407B determines that the
member status is "valid" (step S507). Thereafter, the judging means

407B sends response data indicating "valid" to the verification unit 3 and




S508). Additionally, the judging means 407B det erm nes whet her the
conversion data contained in the group signature data matches the second
conversion data thus created (step S509Y5 If it is determined that the
conversion data itenms match each other, the judging nmeans 407B determ nes
that the nenber status is "invalid" (step S510) and then sends response
data indicating "invalid" to the verification unit 3. [01901 If the

~ conver si otergainatesehe goocessimgt ch each other, the judging neans 407B
~returns t[g}](séngp S505 to read the next nmenber trace information stored in
the |ist ge section 402B. The judgi ng nmeans 407B then repeatedly

Sbove procoss: g, Tt £ Getee iAo R ROt HAFORRR HofbbcPrasaiie 1 RREE 6o
at .t heeRd i) HRanetd0sB T o SPat AT R B PRI mERME: Yiao1s

The veri i {i-hitis Yl dreQtd %HEoﬁg%%x%%%i&{ daflg YRE lcbhGRbs M HBir%g ?gtug%

recei ves the response data from he ‘nenber status response unit

S110) . Acgpriiafdcéwdabed nganéeF_ B sidifatase Peke dTRRG SMEdhs PHIGT Nish
whet her the nmenber status i's "valid" (step 5111). If 1t is determ ned that

the nenbe8568ht uAdidstivvalliy]"tirc jedgimg meanbe4dEBpdatarmitaisa whékhauthet

-~ means 302 determines to "accept” the nessage according to the group

~ si‘gnat ur ecognersiam  data j eontained eimi thel group t$ignatundedata amaichesother
than "valid", the output means 302 determpes tqQ_7 "rej.ect" the nessage
accor di nac8nh&0gVeLHOH @a&autbu%atrgatqﬂeFSGapngOS%eaif iBois dederpivetices

coor di ng ) ERF SCURTRTA o Ra CE HECBRo A Hlh Ao athetnThe 1Y Qaits TERBSI | y
i 11 or entarEDREdriAffed RAE T M hRIPhAld Be 1iAGRRAS! (s(8p°5818) Uik

_units 2. reover, the signature un uts the
~ then sends response data indicating "invalid" to the verification unit 3.
-[0190]

If the conversion data items do not match each other, the judging

g

means 407B returns to step S505 to read the next member trace
information stored in the list storage section 402B. The judging means
407B then repeatedly executes the processing from step S505 to step
S510. By executing the above processing, if it is determined that any
member trace information stored in the list storage section 402B does
not match the conversion data, the judging means 407B regards the
member status as "valid".

‘[0191]

The verification result output means 302 of the verification unit 3
receives the response data from the member status response unit 4 (step
S110).  According to the response data, the output means 302
determines whether the member status is "valid" (step S111). If it is
determined that the member status is "valid" according to the response
data, the output means 302 determines to "accept" the message

~according to the group signature data. Or, if it is determined that the

-member status is other than "valid", the output means 302 determines to




conversion data of the nmenber trace information as part of the group
signature data. In addition, the nenber status response unit 4 determ nes
t he menber status using the conversion d& a. Therefore, the response unit
4 can determ ne the nmenber status w thout using the opening secret key
(opening information). [01931 Ei ghth enbodi ment Next, the eighth

enbodi menf, wi |l he described by referring to draw ngs. The configuration
~of the grokfgest g messazer aesqrslingnto Bhe gaouprzigngture data2 shbewputput

conjunction wt sevent h enbodi nent .. As shown in FIG 12, the system
ool udes. Besti, BoptheR e tor 7 Ve rTECA iR reste BrAGPtANCE’ OEr FrIckTn
unit 3, a[@l@;renber status response wunit 4. Also, the configurations of
t he group nmanagenent unit 1 and the signature unit 2 are simlar to those
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i ncludes a function that acCepts (receives) a nmessage and group signature
dat a fronredpecsivensiguratureiini2s Z o Mhaekbveal il sigmitutreennitt 2 oubhacs thée
verification neans 301B includes a function in which if it is judged that
"~ the groupcanvgrsion data of | thenmtemdmyr tyndeaimfornrationr a6 i patti off tieagso3p 1B
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Eighth embodiment
Next, _the' eighth embodiment will be described by referring to
drawings. The configuration of the group signature system is similar to
that of FIG. 12 shown in conjunction with the seventh embodiment. As
shown in FIG. 12, the system includes a group management unit 1, a
~signature unit 2, a verification unit 3, and a member status response
unit 4. Also, the configurations of the group management unit 1 and
the signature unit 2 are similar to those of the seventh embodiment.
[0194]
| As shown in FIG, 12, the verification unit 3 includes a group
signature verification meaﬁs 301B and a verification result output
: means 302.
[0195]
The verification means 301B includes a function that accepts
(receives) a message and group signature data from the signature unit 2
to check validity of the data. Also, the vérificai;ion means 301B includes
a function in which if it is judged that the group signature data is not

appropriate, the _verification means 301B determines "rejection" to




©units 2.

4. [0196] The verification result output nmeans 302 includes a function to
receive the judge result of the nenber status from nenber status judging
means 407B of the nmenber status responsg& unit 4. In addition, the output
nmeans 302 includes a function in which if the received result is "valid",
t he out put neans 302 determ nes "acceptance"” and if the received result is
"invalid", the output neans 302 determ nes "rejection" to produce the
verifi catprmducesthe ebrifactem aresallt.or Adéjtecnaly; .thHeo veTificatiohomedns FI G
12, the nenber status response unit 4 includes, as in the seventh

enbodi meri01B Angludesrarfivarctiosr én winghndanss sudgedathatetro Broen Seanabare i st
storage section 402B, and nmber sfatus judging ans 407B. [0198] .The
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storage section 402 e menber revocation |list, for exanple,
menber 78, trace information corresponding to the signature units 2
bel onging to the group and nenber statuses of the correspondi ng signature
g[OABSl), the |list storage section 402B stores informati on of "valid"
or "invalid" as the nenber status. [02001 The judgi ng nmeans 407B i ncl udes
a function in UMeweriacatdansresult output means 302 includes a function to
receive the judge result of the member status from member status
judging means 4078 of the member status response unit 4. In addition,
the output means 302 includes a function in which if the received result
is "valid", the output means 302 determines "acceptance"” and if the
received result is "invalid", the output means 302 determines "rejection”
to produce the verification result of "acceptance" or "rejection”.
[0197]

As shown in FIG. 12, the member status response unit 4 includes,
as in the seventh embodiment, invalid member receiving means 401B, a
member revocation list storage section 402B, and member status judging
means 407B.

[0198]

The receiving means 401B includes a function to receive the
member trace information of an invalid member seﬁt from the invalid
member notifying means 105B to store the information in the member
revocation list storage section 402B.

[0199]

.The storage section 402B stores the member revoc_ation list. FIG.

16 is an explanatory diagram showing another example of information

étored in the storage section 402B. As shown in FIG. 16, the storage

- section 402B stores as the member revocation list, for example, me_mber :




407B recei ves the nessage and the group signature data fromthe group
“signature verifying means 301B of the verification unit 3 to determ ne, by
use of the nenber revocation list, whet8r the signature unit 2 having
created the data is a device of a valid group nenber. Furthernore, the

j udgi ng nmeans 407B i ncludes a function to send response data including a
menber status jndicating "valid" or "invalid® to the verification result
out put neliREeEopM AL gerrgsnoandisg tinihe signapaprunNexd bedprging tmthel |
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descri pt i qp4iid" ?f&ﬂﬁeﬁnﬁggergﬁgm on of the group signature system 1In

t hi s connection, Scri bing processing, the invalid nenber
- notifyi ng[googdessi ng, and the group signature creating processing are
simlar to the processing in the seventh enbodinment. [02021 The

verification urThe Judgingvwasanbei@EBsagduded 4 ffengtioupin igicht thie measasfrom
the signature unit 2 and verifies the group signature data to determ ne
whet her t4@7Bremneivegthe umessizgea ansl theigroapusignadpye otatizafronh dhet geoup
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‘response data including a member status indicating "valid" or "invalid"

to the verification result output means 302 of the verification unit 3.

[0201]

Next, operation will be described. FIG. 17 is a flowchart showing
still another example of the processing in which the group signature
system judges validity of the signature attached to the message to
determine whether the associated signature unit is a revoked member.

| Referring next to FIGS. 12 and 17, description will be given of operation
of the group signature system. In this connection, the member
subscribing processing, the invalid member notifying processihg, and the

. group signature creating processing are similar to the processing in the
seventh embodiment.
[0202]

| The verification unit 3 receives the message and the group
signature data from the signature unit 2 and verifies the group signature
data to determine whether the group signature'data is .a signature
appropriate for the message. As shown in FIG. 17, according to the
'message, the group signature data, and the public information opened by

the public information opening means 101, the group signature verifying




[0203] If it is determned that the group signature data is appropriately
created, the verifying neans 301B confirns the nenber status of the
signature unit 2 having created the datd9 That is, the verifying neans
-301B confirns whether the signature unit 2 is a device of a valid nenber
of the group. The verifying nmeans 301B sends the conversion data contained
I n the group signature data to the nenber status response unit 4 (step
602) to repasst SOeBaromfiems onhethahthergrbep sgantsroflathds ssgpgatuxe datmi t
2. [0204] When the conversion data is qbtained (received) fromthe . |
verifi catRBPrepyipately elffeatpdd@mglenﬁmtmgmaﬂn& 336& @sSIQHb{ if ieass
the nenber trace information fromthe,list stqrage section .402B (step
5505)  THROT SREEHE THEA TAATORS EXOMOnS G HBTS A ARRHIH AL reatod,
i nformat i ' ' ldsin SiQr.age section 402B (step S506).;, [0205] If
s det B REEY Frs bR AT A ERRRRC PO Re LR bl b 2p,
t he judgi _ SS) a e ' ans
| 4078 conduBrarars A e Stk PR S AR BB
. Create sagggga%@nversion data, the conversion being equal to that
conducted by the group signature creating nmeans 206B (step S508). In
addi ti-on,[0208]j udgi ng means 407B determi nes whether the conversion data

contained in the _gr_o;&si gnature data matches the second conversion data
thus created (dfapissesprmioed|tdedothe igroup sigosttareidatd ishapprbpriately

Feturns (Be8te hocerIaRImMeRNNCI0 | ALHEArIRatEs THEDY AR ISGALER GHee n
e L ARG, 06 o Ret02P e P TR Rt S AR
' 301B confirms whether the signature unit 2 is a device of a valid member
of the group. The verifying means 301B sends the conversion data
contained in the group signature data to the member status response
" unit 4 (step 602) to request determination of the member status of the
signature unit 2.
[0204]

When the conversion data is obtained (received) from the
verification unit 3, the judging means 407B of the response unit 4 reads
the member trace information from the list storage section 402B (step
S505). The judging means 407B determines whether the member trace
information exists in the list storage section 402B (step S506).

[0205]

If it is determined that the information exists in the storage
section 402B, the judging means 407B executes the processing as below.
The judging means 407B conducts a conversion for the obtained member

~ trace information to create second conversion‘data, the conversion being
equal to that conducted by the group signature creating means 206B
(step S508). In addition, the judging means 407B determines whether
the conversion data contained in the group signature data matches the

~ second conversion data thus created (step S509).




[0207] If it is determ ned that the conversion data itens match each

ot her, the judging neans 407B exam nes the nenber status stored in the
menber revocation list with a correspond@nce between the nember trace

i nformati on and the nenber status (step 5610). Thereafter, the judging
means 407B sends to the verification unit 3 response data indicating
"valid" o&)"iﬁvalid" according to the nenber status. For exanple, if the
menber st E}4R6lcorresponding to the nenber trace information is "valid",

t he judgi ng nme . 407B sends response data indicating. "valid" (step 5611).
O, if the rrerrﬁﬂflts%sa teigpin a&ﬂi CoRvERsIte feda items donngt mateh s

“invalid", the judgi,ng.neans 407B response dat a.indi cat i "invalid"

(step 561830 FOBEBTTITTETE HeAn Aok FHBNTan Matbop U WotrahEBe HAT on
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moans 302 67 Pt Eri T cation Unit 3 receives the response data fromthe

member stEXA0F]Ir esponse unit 4 (step S110). According to the response data,

t he out put neans 302 determi nes whether the nenber status is "valid" (step
S111). If it idielt iseledeninivgd: bhat tithe conversionadatai itemal ma@rtchceaelti ng
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judging means 407B sends to the verification unit 3 response data
‘indicating "valid" or "invalid" according to the member status. For
example, if the member status corresponding to the member trace
- information is "valid", the judging means 407B sends response data
indicating "valid" (step S611). Or, if the member status corresponding
to the member trace information is "invalid", the judging means 407B
sends response data indicating "invalid" (step S612).
[0208] |
If it is determined that any member trace information stored in
-.the list storage section 402B does not match the conversion data and
there does not exist member trace information to be read, the member
“status judging means 407B determines that the member status is
- "unknown" (step S613). The judging means 407B then sends response
.data indicating "unknown" to the verification unit 3.
[0200]
The verification result output means 302 of the verification unit 3
-receives the response data from the member status response unit. 4 (step
S110).  According to the response data, the output means 302

determines whether the member status is "valid" (step S111). If it is




First exenplary inplenmentation [0210] Next, description will be given of
the first exenplary inplenentation. In this connection, the inplenentation
corresponds to the first enbodi ment. Thk group managenent unit 1
determ nes constants comonly used in the system First, the unit 1
determ nes the security paraneters e, k, and | p. Mreover, the unit 1
selects al, X2, vyl and y2 to hold X > e(X2 + k), X2 > 41p, al > c(y2 +
k), and y@etermmedzthat\cﬂhetmmbdnystam isi"validdeaeroridieg te Hu response
dlffICU|t hash functlon H  Thereafter, the unit 1 outputs the deternined
aja, xhe wutpwzt meansH 302 t Hetexrpines i §0 o Aegdldn 6iaenim98$1%s
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managenment unit 1 generates opening information. The unit 1 randomy
selects x froma rrultlpllcatlve group of orders p' and g to calculate
expression (1). 82 [0213] y gx nmod n expression (1) [0214] The group
_ rranagerrerii‘lrat\levcemlﬂasyample&hgnmm;mts X to the opening information
storage jectlin 106 and y to the public informati.on opening neans 101.
Al so, ing information created by the unit 1 is notified, and is

.kept secret fr?\%the HEsrTb(ﬁcﬁi)ti?)trlat will © eonsg?vgrqltof' the first exemplary

implementation. In this connection, the implementation corresponds to
the first embodiment. The group management unit 1 determines
constants commonly used in the system. First, the unit 1 determines
the security parameters ¢, k, and lp. Mereover, the unit 1 selects A1, A2,
vyl and y2 to hold A1 > eQA2 + k), A2 > 4lp, Al > e(y2 + k), and y2 > y1 + 2.
Additionally, the unit. 1 determines a collision difficulty hash function H.
Thereafter, the unit 1 outputs the determined ¢, k, 1p, A1, A2, v1, y2, and
H to the public information opening means 101.
f0211] |
Subsequently, the group management unit 1 generates member
registering information. The unit 1 first selects prime numbers p' and
| q' having a size of Ip bits. Next, the unit 1 calculatesp=2p'+ 1 and q=
2q' + 1 to obtain n =pq. Also, the unit 1 randomly selec_:ts a, a0, g, and h
from a group of quadratic residues of n. The unit 1 respectively outputs
(p', @) to the member registering informati.on storage 102 and (n, a, a0, g,
k) to the public information opening means 101.
[0212] | |
~ Next, the group management unit 1 generates opening
information. The unit 1 randomly selects x from a mult1phcatlve group

of orders p' and q' to calculate expressmn (1)




[0215] After the initialization and the key creation, to subscribe to the
group, the signature unit 2 executes r glstration processi ng by

comuni cating with the group managenent82%nit 1. As a result of the

regi stration processing, the signature unit 2 acquires a group secret key
xi and a nenber registration certificate (A, ei) satisfying expression (2)
[ 0216] ax, expression (2) [0217] The group subscribing neans 201
of the S|@H3ﬁﬂre un|t 2 randomy selects tilde si froman interval fromO
to 2A2 and tilde ri an interval fro 2 to n2 respectively. Then, the
subscri bi ng neahs @b %kﬁlculate%XE&$¥%%§?E (3). [0218] O = gx'h’
expre53|32%£§g [0219] Al'so, the group subscribing neans 201 creates proof
dat a Jt ng that the tilde xi and tilde ri have been appropriately

ggte?ts1‘63| ngI r]ef(lpress on 1%4%%@& Eﬁeﬁcéigﬁs}i@m&?”‘&%%gﬁn%t@he

- [0,2"12 Jopdrling i@fo@%?dh@ﬁ@t@fﬁ%@@eﬁﬁbn fl@gzalﬂld%?’tocthe%ﬁﬂ)hmﬁlfof'm%)tloﬁi- =

t1- cli, expression cir 222] THereafter, the group

subscri blomnmgnme%ﬁﬂs loans Mlss, {Kd op@hmghnfoﬁﬁhtmiﬂcrbaxleﬂalby shgnatitrke of
the signature unit 2 for (Qd, cl, sl, s2), to the group nanagenent unit 1.
is notified, and is kept secret from the member status response unit 4.

[0215] |

After the initialization and the key creation, to subscribe to the
group, the signature unit 2 executes registration processing by
communicating with the group management unit 1. As a result of the
registration processing, the signature unit 2 acquires a group secret key
xi and a member registration certificate (Ai, ei) satisfying expression (2)
[0216]

- aa0= 4" expression (2)
[0217]

The group subscribing means 201 of the signature unit 2
randomly selects tilde si from an interval from 0 to 2A% and tilde ri from
an interval from 0 to n2 respectively. Then, t.he subscribing means 201
calculates expression (3).

[0218]
C,=g*n : expression (3)
[0219] -
Also, the group subscribing means 201 creates proof data
‘indicating that the tilde xi and tilde ri have been appropriately created.
In addition, the means 201 selects random numbers t1 and t2 satisfying
expression (4) and calculates expression (5).
- [0220]
4 €[0,2%2], £, €[0,n?] ‘expression (4)
[0221] | o




[0223] When C1, cl, sl, and s2 are received, the nenber registering nmeans
103 of the unit 1 confirns the digital signature using the public key
certificate of the signature unit 2 and88hen confirns whether expression
(6) is satisfied. [0224] «c1 = H(g Il h 1l C"' g5 h32) expression (6)
[0225] When it is confirmed that the expression (6) is satisfied, the
menber registering nmeans 103 randomy selects ai and Bi satisfying the
condi ti on,of Fﬁﬂgmgn)(7) and sends themto the signature unit 2. [0226]
a;, f; E[d;2?'F ng ession (7) [0227] Wen ai and_ Bi ,are received, the
group sub&cFfibi f1gi neans 201 cal cul at es expr%ﬁﬂﬁ&§ﬁ“ﬂ8f5 [0228] x1 =221
+(a,i.c, +f, =nd222) expression (8) [0229] In this connection, Xxi thus
calculatedzis a group signature key. Therefore, it is considered that the
group ma nt unit 1 and the signature unit 2 have randomy created the
group signature key. However, the managenent unit 1 cannot cal cul ate the

droup ) onetu middalet: (AP SE I BReri 0009 AT Lt
G iR et gL sagaghnt (O, W1ghoh e b
“and t5 sagliosfg/mmlagmneﬂmdiliiitoln of ' ' , ,
| [0223] |
When C1, cl, s1, and s2 are received, the member registering

means 103 of the unit 1 confirms the digital signature using the public

key certificate of the signature unit 2 and then confirms whether

expression (6) is satisfied.

[0224]

ey =H(gllhl|C{1 g1 1¥2) expression (6)

[0225]

- When it is confirmed that the expression (6) is satisfied, the
member registering means 103 randomly selects ai and Bi satisfying the
condition of expression (7) and sends them to the signature unit 2.

[0226]
a;, 5, [0,2%] | expression (7)
[0227]
When ai and Bi are received, the group subséribing means 201
calculates expression (8). |
[0228]
| x; =2M +(o%; + B mod272) ~ expression (8)
- [0229] |
In this connection, xi thus calculated is a group signature key.
Therefore, it is considered that the group management unit 1 and the
signature unit 2 have randomly created the group signature key.

"However, the management unit 1 cannot calculate the group signature




) expressron(

expression (10) and cal cul ates expression (11) [02321 t3 E{o,l}e("2+k) t4

E{ O, 1) 602+k) expression (10) t5 E (O 1}s(21p+A 2 +k) [02331

C2=H(gl lhliallCltiC2llarllfillat3 Ilgt3X4222) 4h"S) ~) s3 =t3 -c2(x, -2 1

expression (11) S4 =t4 -c2((aixi+ fli-xi+2't1)12"2 ) S5 =1t5 -cai7

[ 02341 The group subscribing means 201 then sends (C2,c2,s3,s4,s5) and

digital signature of the signature unit 2 for (C2,c2,s3,s4,s5), to the

group nemagenblextuthe groupGaastriiag trans220%aledlatanexpsessionr@ei ved,

t he nenb registering means 103 of the unit 1 determ nes whet her

expressi 2@9&) hol ds. [02361 c2

=H(gl 1 hl 1 g11CLit QI laillfill (C2/a2z1)C2a53 Il (Cl 1gA)C2 g53~(g2 t2 )S4 hsb
i%%zf" [02371 When it is confirned th&f‘%ééfﬁl&gs@n (12) hol ds,

t he menb rzgﬁ regi stering neans 103 randonmly selects a prinme nunber ei

satisfyiﬁg l condition of expression (13) and cal cul ates expression

(1) 102381 InBediior?) ot ShbSNPIARE! Abdri20] WaRhed probanpla/ o1
indicating that xi has been appropriately created. Also, the means 201
selects random numbers t3, t4, and t5 satisfying the condition of
expression (10) and calculates expression (11)

[0232]
t; e HO,3F 0 4, g 40 pF 2 TR expression (10)
ts ei{o’l}a&lp+ﬂz+k)

[0233]
' y!
¢y =H(g | hl|a||CL1ICy lad | Bl a™ || g% (g% )4 h's)

—fn — Y .
§3 =13 —Ca(x; —271) expression (11)
sq =1y —Co((aiFi+ Bi—xi +27)/2%2)

| s5 =15 —cair
[0234]

‘The group subscribing means 201 then sends (C2,c2,s3,s4,s5) and
digital signature of the signature unit 2 for (C2,c2,53,54,55), to the group
management unit 1. |

- [0238]

When C2, ¢2, s3, s4, and s5 are received, the member register'ing |

means 103 of the unit 1 determines whether expression (12) holds.

- [0236]
— : X 23'1 Cy 53
¢y =H(gl|hlla||CLCyllai|| fil[(Cyla® ) 2a™ |
(@ gPyea g% (g2 5 s )

expression (12)

[0237]

When it is confirmed . that expression (12) holds, the member




I ncidental ly, the val ue obtained using expression (4) cannot be cal cul ated
w t hout knowi ng p' and q'. The nenber registering neans 103 transmts the
obt.ai ned (Ai,ei) as a menber registrati®n certificate to the signature
unit 2. [02411 When (Ai,ei) is received, the group subscribing neans 201 of
the signature unit 2 determ nes whether expression (2) holds to confirm
~whet her the nenber registration certificate is appropriately created. If

it is detxagtaunghaeansel @3 ranflovdyesélectpprpmeansimber easatisfying the
subscri bi ng peans 201 makes the.regjstration certificate storage section
202 st or eCqIHE IO of pxpxession (18) pndealssmlates expreasios (24). makes the group
signaturaéhﬁ%ﬂgtorage section 203 store xi as a group signature Kkey.
[02421 T er registering nmeans 103 of the group nmanagenent unit 1

makes the . er ,ibnf.ormatbon storage section 104 store the tificate
(A, ei) cHrFléspoddirig {’I% tﬁe signature unit 2, expression (1)

(1, 2, C'[t()‘?%{ﬂ' ,$2,s83,s4,s5), and the digital signature of the signature
unit 2 attachéd to each thereof. Furthernore, the nanagenent unit 1

notifies quhg(%é’ref mBigrmation acquired acsqydisBthi 014)he above procedure
to the nmenber Status response wunit 4. [0243] 1f a signature unit 2 having
subscri bd@®2u®]jt he group is deleted 86 fromthe group, the invalid nmenber
notifying means 105 of the managenment unit 1 notifies (transmts) the
public key certintidentallg,othesymlugi nhtameadaisingnaxpresuont (£ oannbé benber
‘who | eaves thle roup to the response uni’t 4  The invalid penber receiving
means 40ralgnlatpd wathewskngwing o and vis (IHee gupmhesggiséering saganand

adds 1 e I FPHLIS S LA oblgITETORE oD S bk St Rhfbn fortBEeAEIDS"
the signature unit 2.
[0241]

When (Ai,ei) is received, the group subscribing means 201 of the
signature unit 2 determines whether expression (2) holds to confirm
whether the member registration certificate is appropriately created. If
it is determined that the certificate is appropriately creéted, the
subscribing means 201 makes the registration certificate storage section
202 store the certificate (Ai,ei). Moreover, the means 201 makes the
group signature key storage section 203 store xi as a group signature
key. |
[0242]

The member registering means 103 of the group management unit
1 makes the member information storage section 104 store the certificate
(Ai,ei) corresponding to the signature unit 2, (C1,C2,c1,¢2,s1,52,53,54,55),
and the digita1 signature of the signature unit 2 attached to each thereof.
Furthermore, the management unit 1 notifies the member information
acquired according to the above procedure to the member status response

unit 4. ' | |
[0243]

If a signature unit 2 having subscribed to the group is deleted




[ 02441 The group signature creating neans 206 of the signature unit 2
havi ng acquired the nenber registration certificate and the group

signature key creates group signature data. First, the random nunber
generat or 205 generates a random nunber “w' including 21p bits and outputs
t he random nunber w to the group signature creating neans 206. \Wen the
-random nunber wis received, the creating neans 206 cal cul ates, according

publ i ¢ | ne ik Honcepehoatly TR BRI RRbG halfiisl ohERPsy T0gnd! B8 (ne
i Bhed By THE" Bl AL OE 101 tr
o, T2 Rl Yl )RS (ARIRERS) PR PR SRt TRt

creating ¢RaBsp@RRiny e8! fhe dAbAatO¢e CANINGD oTathd he W &7 kb Ok adREathe
appropriately created. The random nunber generator 205 generates a random

nunber rlgiouy tolithg wepdnsekantti s, The iavadlid menblesr récéivihgdinegns(421 + k)
bits, a random nunber r3 including eé];gj + 21p + k + 1) bits, and a random
nunber r &fi tlet¢ ugispgnse (@uig 4 roceives pudliov ey cemificatidomnduaddssthe t he
group signature creating neans 206. When the random nunbers are received,
the crederkdioatarde thosmembar evocationelist SFPI(Q%G)I! the mppthen repocation
J(ar2 yr3.), nod n, d2= T2 r3 nmodn, d3= g4nodn, d4= g'| h4nodn expression
(16) [Ogﬁ]smﬁg? S@ﬁgoﬁr%@g' si gnature creating means 206 cal cul ates

expr essi 2@1?) using the nmessage minputted fromthe nessage i nput neans
204.  Moreover; the means 206 cal cul ates expression (18). [02491

: The group signature creating means 206 of the signature unit 2
having acquired the member registration certificate and the group
signature key creates group signature data. First, the random number
generator 205 generates a random number “w” including 2lp bits and
outputs the random number w to the group signature creating means
206. When the random number w is received, the creating means 206
calculates, according to the random number, the member registration
certificate (Ai,ei), and the public information opened by the public
‘information opening means 101, the conversion data of (Ai,ei) by use of
expression (15).

[0245]

Ty =4;y" modn, Ty =g” modn, T3=g*h" modn expression (15)

[0246] |
Next, the creating means 206 creates data indicating that the
conversion data is appropriately created. The  random number
generator 205 generates a random number rl including e(y2 + k) bits, a
' random number r2 including ¢QA2 + k) bits, a random number r3
| including e{yl + 2lp + k + 1) bits, and a random number. r4 including
e(2lp + k) bits and delivers the random numbers to the group signature |
creating means 206. When the random numbers are received, the

creating means 206 calculates expression (16).




~verification Unit verifies vali

~c=H(gllhllyllao Ilall] 11T211T3I1d, 11d2I1d3lI1d4l1nm expression (17)

[ 0250] sl=rl-c(ets2=r2-c(x,-210,53=r3-ce,w, 54=r4-cw expression (18)

[0251] Thereafter, the group signature gfeating means 206 outputs the

message m and (c, sl,s2,s3,s4,T1, T2, T3) as the group signhature data.

Incidentally, also in this operation, the creating neans 206 nmay

cal cul ates and outputs c" of expression (19) in place of c. [0252]

' c":H(gllmyggygao 11 a 11 TI 11 T2 11 T3 11 dl 11 d2 11 d3 11 d4 11 H M)
expression (19) [0253] Wien the nessage mand the group signature data

(c,s1, sz,af’,;s"z’ﬁ, A& Vbd 6 ggtzeygl lgg”stdﬂﬁrgiag&ag’@rn@mit 2 are received, the
Ity of the group signature data as bel ow

In FIG 54, thel/dt maprsi gnature verifying nmeangrdedio (18 verification
unit 3 de[It erm.nes whether the received group signature satisfies a
verificatli0@48xpression (step S101). In the inplenmentation, the verifying

means 301 cal cyl ates expression (20) according to the ness t.he group
signature data @%1,@@, s8reupTISigratuye “raating pUBERBS 8208 ncalsmlaten

Vi a0 | lexieshiah (13 HeghEcnd i o b igadtrosh iy Sorgigeting e
2-%0) Czrézlégﬁﬁﬁ IPF "Moreb¢efSthd Bk d %0%3&21188{4&%%{%%&69 (ggpression
 [0249]

c=H(gllhlylla |all LI NT; 114, 114, |l ds ||, || m)
expression (17)
[0250]
sp=ri—cle; ~27"), sy =ry —c(x; —2M), 53 =1y —ce;w, 54 =1y —cW
expression (18)
[0251]
_ Thereafter, the group signature creating means 206 outputs the
 message m and (c,s1,52,s3,s4,T1,T2,T3) as the group signature data.
Incidentally, also in this operation, the creating means 206 may
calculates and outputs ¢" of expression (19) in place of c.
[0252] |
c'=H(gllhlylla,l|lal|TT|T2||T3||d1{|d2{|d3]{d4]| H (m))
expression (19)
[0253] |
| When the message m and the group signature data
(c,51,52,53,54,T1,T2,T3) created by the signature unit 2 are received, the
- verification unit 3 verifies validity of the group signature data as below.
In FIG. 5, the group signature verifying means 301 of the verification
unit 3 determines whether the received group signature satisfies a
verification expression (step S101). In the implementation, the
verifying means 301 calculates expression (20) according to the message

m, the group signature data (c,_s1,52,33,s4,T1,T2,T3), and the public




Only in a case in which the conditions that ¢'=c¢, sl is e(y2 + 10+1 bits,
-s2 is e(A2 + k)+1 bits, s3 is e(yl + 21p + k + 1)+1 bits, and s4 is c(21p
+ k)+1 bits are satisfied, the group sig8B8ature verifying neans 301 sends
the nessage in and the group signature data (c,sl,s2,s3,s4,T1,T2,T3) to

t he nenber status response unit 4 (step S102). If the conditions are not
satisfied, the verifying neans 301 determ nes that the group signature
data i s nfoapptopnicgeneanbly pheduckekc infjrnation' opé OGS meddi 10dnal Iy, if
c" is pro uc%& in place of ¢ in the signature creation, the verifying
means 301l@F24r ni nes whet her expression (21) holds. [0257] c¢" =H(gll hi1
yll1 ao Il all Till T211T3lla~ Tls' “srl [/ (as2-c 'P2 Al "271 ., T3

"gsl c"2r hs4y | XD ¢38i79 1) [0258] If expression (21) holds,
the verifying %lﬁg%@lﬂﬁangm lﬁs {nﬁg% hash value H(n) of the nessage and

t he group si-gfatusecffata, (¢ s27's3.84, T1, 12, T3) to the nenber status
- .response ahit 2(8[0259 §§‘4°d|”ﬁ?ﬁi S ré%arnacfdl’me procedure in which the

group managepent .uni.t. L apd t he signature unit 2 create the nenber
" registratf bﬁ%‘é‘f’f’f’ﬂ?&&tle afid ‘Pﬂ‘i"’ up signature key, the procedure in
which the signature unit 2 creates the group signature data, and the
procedure in which the verification L@&pr@ss\i@ﬁi(ﬁ'o)as t he group signature
dat a whi 02 are descri bed above are described in non-patent docunment 2.
[ 02601 e nessage and the group signature data
(c,sl,s2,s3,s4,T1. T2, T3) are received, the signature opening ans 404 of
- Only in a case in which the conditions that ¢’ = ¢, s1 1s e(y2 + k)+1
bits, s2 is e(A2 + k)+1 bits, s3 is e(yl + 2lp + k + 1)+1 bits, and s4 is (21p
+ k)+1 bits are satisfied, the group signature verifying means 301 sends
- the message m and the group signature data (c,s1,52,53,54,T1,T2,T3) to
the member status response unit 4 (step S102). If the conditions are not
satisfied, the verifying means 301 determines that the group signature
data is not appropriate and produces "rejection".
[0256]
Additionally, if c¢" is produced in place of ¢ in the signature
creation, the verifying means 301 determines whether expression (21)
holds.

[0257]

] . ot }’1
¢"=H(@g|hllyllagllal|TH| T2)| T3] ag ;757 /
. naAl a7l "
@27 Y53 ymod || Y 1 g% mod || TS g% mod |
" " I
78" g5 1% modn || m)
expression (21)
[0258]
If expression (21) holds, the V_erifyi'ng means 301 transmits the
hash value H(m) of the message and the group signature data
("8 1,52,83,54,T1,T2,T3) to the member status response unit 4.
[0259] | | | o




t he menber status response unit 4 confirnms the verification expression for
the group signature data indicated by expression (20). The opening neans
404 then confirns that the received gr ogie signature data is appropriate
group signature data for the received neSsage (step S103). [02611 If the
group signature data is not appropriate, the opening nmeans 404 determ nes
that the nenber status is "unknown" and sends response data indicating

o, O LW BNl 1 W I

the group signature da e ‘opening at es,

by use ofyffie] aReNtig si ﬂd’f@t&m_2<c§é9fee9heixﬁehﬂ)_%r0ﬁ%aéﬂ&tidﬁ eeP@ficate

storage section 403, signer identifying information according to
expressi ognd 38k gwhaPsfureI88362he Procedurelt Rtichepty eRsiatureAZit 2
[02631 Furthernore, the signature opening neans 404 outputs the obtained
si gner i daetitéyi tlge | gfoupragigomtaret dathe sngnéhei peotédyiangin mehach 4tice
When the information A' is received, the neans 406 nakes _a search through
" the nenbeverifitationt noit Steemfies thengrompisdgnature daga which arggeessathedn
405 to identify a menber registration certificate having Al satisfying A
= A . A #Povenaregesrrigedsansonmatent de@pentes a signature unit 2
accordi_nﬂ g% ihe digital signature stored wth a correspondence

establis Q Q tween the signature and the identified nmenber registration

ety cat e andyhin Sokd Vel PUChi “PYeC ekt Sutlails 1 ggi e
Fh00), o CERARTIB AT 0 TORRS doriarsi N ppukay eniipane
to det er gheemuiabbersthbes nekpbaskaynitedt idnfinne thé segification eepession
for the group signature data indicated by expression (20). The opening
means 404 then confirms that the received group signature data is
appropriate group signature data for the received message (step S103).
~ [0261]
If the group signature data is not appropriate, the opening means
404 determines that the member status is "unknown" and sends
response data indicating “uhknown" to the verification unit 3 {step S104).
If it is determined that the group signature data is appropriate, the
| _ opening means 404 calculates, by use of the opening information x stored
in the opening information storége section 403, signer identifying
information A' according to expression (22) (step $105).
[0262]
A'=T,/T; modn expression (22)
[0263]
Furthermore, the signature opening means 404 outputs the
obtained signer identifying information A' to the signer identifying
means 406. .When the information A' is received, the means 406 makes
a search through the member information stored in the member
information storage section 405 to identify a member registration

E certificate having Ai satisfying A' = Ai. Also, the opening means 404




" Next, the identify

revocation |ist stored in the nmenber revocation |ist storage section 404
(step S107). If the certificate does not exist in the revocation list, the
j udgi ng means 407 determ nes that the ngpber status is "valid" and sends
response data indicating "valid" to the verification unit 3 (step S108).
If the certificate exists in the revocation |list, the judging nmeans 407
determ nes that the nenber status is "invalid' and sends response data

i ndi cati ndentified ifd'sigRatn® ikl 2 caddordingi to 3hesdaputSlAgnai @b stoMbn
the response data is received fromthe response unit 4, the verification
resul t ouwpilt aeansre3@dnafenicee es¢ablishatli dretwden 3thiet sigriatege "saukethance”
according to the group signature if the response data is_ "valid" and.

det er m nadentifiedtmembar registratioencertificate and hhen geliveys thriapthligreans
302 then delivers the verification resul S s 9110 and ,sill). [02661
Nbr eover ,kqmegt@igatwgd@ﬁ&nmr@ Enifeéeé%gi)oﬂﬁ Rk &7 g}h&t ﬁlﬁ%ﬂﬁ%ﬂf a
(c,sl,s2,83,84,.Tl,, T2, T3) and .i-dent i fd the signature unit 2 having
created t é‘t'dﬁﬂg.dg%n% %%?‘Qgcejét%grﬁﬁgﬁ)neans 107 cal cul ates, by use of

t he openi[@g6i4guf ormation x stored in the opening informati on storage
section 106, the signer identifying information A according to expression

(22) and feeds e jLAEAIEEALAAS AOT FebBRY BRI NEY boRikatmaNEhd 03

ng- means es a sea through™ the nenb

i nf or mat ifan iafenmsdtion hhd sadirgs senichothidifli aheeidraber Alevooatiohi ligt A' .
- When the matching Al is detected, the identifying neans 108 identifies the

si gnat ur doudetemhimd whether dlweepublicAkeyc certifingte existe idi phe amegnbemt ur e
attached to the menber information containing Ai. _Second exenplary
i npl enentrgvoeatipn2bst stexed inethe imemberwrevoasdiqn list stonage setapiy 404

_ ﬁ’éff‘;'sggﬁagégngf Pt a[%it%r:]e' crlepti}igja e orégeﬁg Pist Ifl? gh@'rggggéﬁghoﬂst, the
- judging means 407 determines that the member status is "valid" and
sends response data indicating "valid" to the verification unit 3 (step
'S108). If the certificate exists in the revocation list, the judging means
407 determines that the member status is "invalid" and sends response
data indicating "invalid" to the verification unit 3 (step $109).
[0265]

When the response data is received from the response unit 4, the
verification result output means 302 of the verification unit 3 determines
"acceptance" according to the group signature if the response data is
"valid" and determines "rejection" if the response data is "invalid". The

| output means 302 then delivers the verification result (steps S110 and
S111). |
[0266]

Moreover, the group management unit 1 receives the group
signature data (c,s1,s2,83,54,T1,T2,T3) and identifies the signature unit
2 having created the data. The signature opening means 107 calculates,

1 by use of the opening information x stored in the opening information
storage section 106, the signer identifying information A' according to

- expression (22) and feeds the information A' to the signer identifying




t he second enbodi nent. Also, the initialization, the key creation
processi ng, and the group subscribing processing executed by the group
managenent unit 1 and the signature uni9]12 are simlar to those of the
first exenplary inplenentation. [0268] To delete a signature unit 2 as a
menber of a group fromthe group, the invalid nmenber notification neans
105A of the unit 1 notifies (transmts) the nenber registration
certificaieapd 168) Qdexgstlondipgtifping hResdhgnb0&r@aleist a cdedried tiwrdiegh who
| eaves the group to the nenber status response unit 4. The invalid nmenber
recei vi ngthe amember Andormateon espuoad én wliet storageeseetson Nl drdotretrieve Al
registration certificate (Ai,ei) and adds the certificate tg the nmenber
revocat i omateBingtor edVihen: tlee matehing: dvdeadetected sthe identidy g means02A,

L hay ?]of A ﬂ%é iiﬁBS'ﬂsifﬁége%EEa%%%’iﬁﬁ?é?@%{tﬁ{v- oh e, %%m%%%iﬁfdcégf 58 B t s
(oCer o5 M UERAT e e i AC ReR so SN Alelth Bef Shhrmation santaining Aisor of

the verification unit 3 confirns, as in the first 92 inplenentation,

whet her the data is appropriate (step S101 shown in FIG 8). If it is
confirme H ' , the verifying neans 301 sends the
- message g%%debgggﬁ%hgyéﬁg@%%&gggéﬁ( c,s1,s2,s3,s4,T1,T2,T3) to the
menber st{@26§]response unit 4. [02711 Incidentally, as in the first

| npl ement ati on, the procedure to create the nenber registration
certificate andNexie glesqripiignatwil Key, givem prbcthier secondr eexempharyr oup
signature data, and _the procedure to _verify the group signature data are .
descri bedmpleseenintien: docthistormectiqgp7the implementation corresponds to

the second embodiment. Also, the initialization, the key creation

processing, and the group subscribing processing executed by the group
management unit 1 and the signature unit 2 are similar to those of the
first exemplary implementation.

[0268]

To delete a signature unit 2 as a member of a group from the
group, the invalid member notification means 105A of the unit 1 notifies
(transmits) the member registration certificate (Ai,ei) corresponding to

- the signature unit of the member who leaves the group to the member
status response unit 4. The invalid member receiving means 401A of
the response unit 4 receives the member registration certificate (Ai,ei)
and adds the certificate to the member revocation list stored in the
member revocation list storage section 402A.

[0269] |

Additionally, the group signature creating processing is similar to

" that of the first exemplary implementation.

{0270 -

| The verification unit 3 receives the message and the group
signature data (c,s1,s2,53,54,T1,T2,T3). Then, the group signature

verifying means 301 of the verification unit 3 confirms, as in the first




When the nessage and the group signature data (c,s1,s2,s3,s4,T1,T2,T3) are
recei ved, the signature opening neans 404A of the nenber status response
unit 4 confirns the verification expreggion for the group signature data
i ndi cated by expression (20). The opening nmeans 404A then confirns that
the received group signature data is appropriate group signature data for
- the received nessage (step S103). [02731 If the group signature data is

not approghp@émeﬂta@mqpeml@%@m dﬁ@éﬁsdﬁtp?ﬁ"ﬁbi‘ﬁ%et (dbp tSQOWﬁH@WnSEﬁt us
i s "unknown” and sends response data indicating "unk nomn to the
verificat FoG. ugli.t I {tsiepobiidfled thiati thé datet és pwebpriate, t tiee greeifying
signature data is appropriate, the opening neans 404A cal cul ates, by use
of the opmyeiang i 1H0dr raends xhest mexsage t hedopéhe nggronfpor Biaglila)trum odage
section 403, S|gner |dent|f§|ng information A according to expression
(22) (st efs he8)s3 8 lebt e T3} he thegaamke hetadaisamsnogsei weisd.t he obt ai ned
mfornaUmﬂf] to the nenber status judgi ng neans 407A. [02741 When the
si gner ying information A" is received, the judging means 407A

emmer Fevoens i PR, A RS theiSh b fn st thd SHiRiRueTsh ! on
402A t t
o Lot ceatithe einbel MG GrARIF Mﬁ%ﬁ*&é?&@‘i‘?th&?@ﬁ $i8nhPrd &y, 1"
5108) ; anghd probeflfirddb @hLeE e réﬁﬁtmg&%ﬁré\' dbd, SAgd | the! P‘i‘oéédﬁire the

‘judgi ng nmeanS 407A determ nes tha member status is (step
S109). Thamﬁf the gfblu@ sllg@hgrmge maHSaréaés\:mba@sm m@nfmpnmsh)cmnmt 2,

i ndi-cati ‘invalid" or "valid" to the wverification unit 3. [0275] When
the resp 2ata is recei ved(step 5110), the verification

When the message and the group signature data
| (c,51,52,53,54,T1,T2,T3) are received, the signature opening means 404A
.of the member status response unit 4 confirms the verification
expression for the group signature data indicated by expression (20).
The opening means 404A then confirms that the received group
signature data is appropriate group signature data for the received
message (step S103).
[0273] |
| If the group signature data is not appropriate, the opening means
404A determines that the member status is "unknown" and sends
: fesponse data indicating "unknown" to the verification unit 3 (step S104).
If it is determined that the group. signature data is appropriate, the
opening means 404A calculates, by use of the opening information x
stored in the opening information storage section 403, signer identifying
information A' according to expression (22) (step S105). Moreover, the
opening means 404A delivers the obtained information A’ to the member
status judging means 407A. | |
[0274]
When the signer identifying information A' is received, the

judging means 407A determines whether Ai satisfying the condition of A’




. result output nmeans 302 of the verification unit 3 executes processing
simlar to that of the first inplenentation to produce a verification
result (step S111). Also, the signer iggntifying processing executed by
the group managenent unit 1 is simlar to that of the first -

I npl ementation. Third exenplary inplenentation [0276] Next, description
w |l be given of the third exenplary inplenentation. Incidentally, the

i npl enent at i0N exdstLsPENgise t MehBer t BevecAIORAIIFE N tord t HET WS emdiBer
initialization, the key creation processing, and the group subscri bing

pr ocessi nigvanadiare hisestoeagksagtionr42A s tep 826601 edf btyit Hetermiged that
- managenent unit 1 and the signature wunit 2 are sinmlar to the processing
- of the figueh iMpBEtﬁ?ﬁS@‘x_ tbe._hqﬁom]m:lgmgt mﬁgf (ﬂ%ﬂ%ih@tf&_t‘mlfemﬁmﬁ bige
rocessing is executed.in a wa simlar to . of the firs )
| !orrpl enentrglﬁr%h?r shatug 4s "@Ih\éavﬁé'é ptep g‘fm&}é @nfﬁﬂ%aﬁ ihqatedptersomeast thas
signature_ unit,.2 Qr duce%htge mﬁ}spa e.and the %r?ﬁp sd'%nature d tatn
(c. 51, s2, B AireRietS aiy the diste il dideme means AU delerminesehatthe
S 9 i 3,84, ; )
| Tessage TS RUR oA HOTRIA S IR, (SpfesRenonhd Mg Be S,
shown in fAf andhitd fespoge! Yathdibitfadde dabali® P 9RLE fo fHE
veri fiyi ng neans 301 sends ? , T to the nenber status response unit

(step S30G2rifibféd uhitcgdentally, as in the first inplenentation, the

procedure to _create the nenber registration certificate and the group

- signaturd0R8p] the procedure to create the group signature data, and the

procedure to verify the group si %Qlature data aye described in nan-patent
[

document 2. [0286hemndre raspange idatacseracedyedisterighiOlriheopenificg tiamans
404 of tr}%sult output means 302 of the verification unit 3 executes processing
similar to that of the first implementation to produce a verification result
(step S111). Also, the signer identifying processing executed by the

group management unit 1 is similar to that of the first implementation.

Third exemplary implementation
[0276]

Next, description will be given of the third exemplary
implementation. Incidentally, the implementation corresponds to the
‘third embodiment. Furthermore, the initialization, the key creation
processing, and the group subscribing processing, and member revoking
processing executed by the group management unit 1 and the signature

~unit 2 are similar to the processing of the first implementation.
02771 |

Also, the group signature creating processing is executed in a way
.similar to that of the first implementation, that is, the group signature
creating means 206 of the signature unit 2 produces the message.and the
group signature data (¢,s1,s2,53,54,T1,T2,T3).

[o278] | |

The verification unit 3 receives the message m and the group




menber status response unit 4 calculates A by use of the opening

I nformation x stored in the opening information storage section 403 as in
the first inplenentation and outputs t obtained A as signer identifying
information to the signer identifying neans 406. [0281] When the signer
identifying information is received, the nmenber status judging nmeans 407
executes processing simlar to that of the first inplenentation and sends

response ﬂghﬁtufgﬂattéa({&géufl,& s‘ﬁ“gi‘,g‘&h@gf’fgﬁgﬁfassoﬂg&ﬁaé §'aiiﬁ?ﬁ} }6? held%ta

verificatiBn réesu neans veritfication uni execut es

processi ngs %hrrﬂh@rfifs%pdﬁﬂg@ﬂeg{edﬂa%m (§tep | SPHENENGWhL o7 FDGPreHduds & is

verification result. he signer identifying processing executed by

the grouporghagedetiatiohé datss is Sdpghd ridte, tited vefrifiyeg fimkeansi Bl eserdsat i on
- Fourth exenplary inplenmentation [0282] Next, description will be given of
the fourt(TeXeno 4hy micmphenstdtats responsei ueitt 4(step BAO2).npl enent ati on
corresponds to the fourth enbodinent. Furthernore, in the inplenmentation,
the 95 il@27941 i zation, the key creation processing, and the group

oreating | br ocdBeI IR uBEd by L oEH OB ERGRREPR L PIARSLARE £
' t it,2 imlar to th | fithe third
ol ementGipRb thpoBisiBehaegtsRrion pHARRRE ShE bk B sTrnatuskaYana
" _ _ “fand
the oat o thechPARAER, FF enfe eogrdh Hendnlt Ikt Bhd. 20 bR Y, ©

it is  Copbif EP@ﬁpﬁrﬂgnQ%f’e HatARREARdcRIfed DhSrotPbhtyhh dofBant391
sends (T1,T2) of “the data to the nenber status response unit 4 (step

5302). [[0284] In this connection, as in the first inplenentation, the

procedure '

When (T1,T2) is received, the signature opening means 404 of the
member status response unit 4 calculates A' by use of the opening
information x stored in the opening information storage section 403 as in
the first implementation and outputs the obtained A' as signer

- identifying information to the signer identifying means 406.

[0281]
When the signer identifying information is received, the member
status judging means 407 exedutes processing similar to that of the first
~implementation and sends response data. Additionally, when the
response data is received, the verification result output means 302 of the
verification unit 3 executes processing similar to that of the first
implementation to produce a verification result.. Also, the signer

identifying processing executed by the group management unit 1 is

- similar to that of the first implementation

Fourth exemplary implementation
[0282] |
- Next, description will be given of the fourth 'exemp_lary
implementation. Incidentally, the implementation corresponds to the

fourth embodiment. Furthermore, in the implementation, the




. to create the nenber registration certificate and the group signature key,
the procedure to create the group signature data, and the procedure to
verify the group signature data are des gibed i n non-patent docunent 2.

[ 02851 When (T1,T2) is received, the sié ature openi ng neans 404A of the
menber status response unit 4 calculates A by use of the opening
information x as in the first inplenentation and outputs the obtained A

tif nf t to th o tat d 407A.
[oznod i fillza 487 Baoacrditid it it et Suboitibinkes o
h t t list.to det whet
Sati styi nb e PR eyt FBiBhg Pigo dbune %ﬁ‘gﬁ%e? B atieatings:
t d t
7 oone( wpidtesTRIP Sheb RYOG 3 Re SOLIIM AECELARAE AN, | SAP (B Renal a0

found (A “satis ng the condi

det er m negnif@sbhanmabes tﬁb%mesﬁngiwﬂ@%lr@m 1B 8B, | esponse

data representing "unknown" to the veriftication t 3 (step $405). |If

found (A [0283]sfying the condition eX| sts), the 96 j udgi ng nmeans 407A

~determ nes that the nmenber status is "valid" or "invalid" according to the
~ status of Ai stor']Hde nmrnfheatmnbenﬂr 8voemtives thd mesmsgetmammbtthe gESPPNSe
- data representing valt d* or "invalid' to the wverification unit ésteps

' S407 -and S3gogfure skadal w@&&%%&bﬁ‘%@%aml ﬁgnfle,r@“ea vedidithef e fasat i on
o P B S ael el 1o ST AT HEE D 58
| t at e h denti.f yi
or oup maviaiianed’ Gt thereded ”ﬁ%e[%éprteogﬂ'tl%ﬁ%’n@?eo [V%i? Thefmieit abi, ep88°
Fitth exqm! 2oy of TRATH & tRE méM285tatus response unit 4 (step S302).
[0284]

In this connection, as in the first implementation, the procedure

to create the member registration certificate and the group signature key,
the procedure to create the group signature data, and the procedure to
- verify the group signature data are described in non-patent document 2.
[0285]
When (T1,T2) is received, the signature opening means 404A of
.the member status response unit 4 calculates A' by use of the opening
information x as in the first implementation and outputs the obtained A'-
as signer identifying information to the member status judging means
407A.
[0286]
When the information A' is received, the judging means 407A
makes a search through the member revocation list to determine
" whether A' satisfying the condition of A' = Ai exists in the member
revocation list stored in the member revocation storage section 402A
(step S404). If not found (A’ satisfying the condition does not exist), the
judging means 407A determines that the member Status 1s "unknown"
and then sends response data representing "unknown" to the verification

- unit 3 (step S405). If found (A satisfying the condit_ion exists), the




Next, description will be given of the fifth exenplary inplenentation.
Incidentally, the inplenentation corresponds to the fifth enbodi nent.
Furthernore, the initialization, the ke% creation processing, the group
subscri bi ng processing, and nenber revo ?ng processi ng executed by the
group managenent unit 1 and the signature wunit 2 are simlar to the
processi ngs of the second inplenentation [ 02891 The random nunber

The 111 SO R Ena s A tifelBline? AERTHE Bp e dndthe I ohalled thans

206 of t hgpghgmat ét'é(%rd‘ﬁ% ttoztl‘f(%l stHERS &F BXRERS QHSt}(éL@le {1&o@tidp the

first II'Tp| enent ati on e creati ng nmeans 206 cal cul ates exXpr essi on

(23). [0296landi the gbnhk |15ébb@ﬁsé'&dﬂaﬁe;bﬂe'§%h|ﬂi§g ghlill &3l HidIhld) to the

expression (23) [02911 Additionally, the group Signature creating means
206 cal cusl*eauﬁsaﬁmn enjtr 24sieps £207.addB). s| =r -cl(ei -2y |), s2 =r2 -

¢l (xi ﬁYI) =r3 -cleiw, s4 =14 C 1lv expression (24) [02931 Next,
t he rand r}ber generator 205 additionally generates a random nunber r5
including e(y2 #+. k) a random nunber r6_ includjng k) bits

mMmq%ma Whegc ﬁ@@%SMM@m%mm@MW%H@WwHW4ﬁwm%a
8 T

ol cul at d228rS: 302, df, thegyeiticagtaun et oA cBRR RS A VEEIGIGR Y53k DY

| d5=T1' 5/ @e@ﬂtﬂiﬂqace&qny gl%lﬁgf’dc% tﬁgt df %Hgdﬁur&%ngpl%%emgﬂon. Also,

the signer identifying processing executed by the group management

unit 1 1s similar to that of the first implementation.

- Fifth exemplary implementation
[0288]

Next, description will be given of the fifth exemplary
implementation. Incidentally, the implementation corresponds to the
fifth embodiment. Furthermore, the inifialization, the key creation
processing, the group subscribing processing, and member revoking

- processing executed by the group management unit 1 and the signature
unit 2 are similar to the processings of the second implementation.
- [0289]
| The random number generator 205 of the signature unit 2
generates a random number w as in the first implementation.
Furthermore, the group signature creating means 206 of the signature
- unit 2 calculates expressions (15) and (16) as in the first implementation.
- Also, the creating means 206 calculates expression (23). -
[0290]
=H(glhllylaogllall Q1T | T3 Hdy [ dy llds [l dy)
o expression (23)
[0291]

Additionally, the group signature creating means 206 calculates




‘expression-(25) [02951 Furthernore, the creating neans 206 cal cul ates
expressions (26) and (27) for the nessage minputted fromthe nessage

i nput nmeans 204. [02961 [ Expression 253~-C2 =H(gllhllylla61lal T 1112111
311d511d611d711d811m) expression (26) %62971 [ ExXpression 261 S5 =r5 -c2(e,
-2Y'), S6 =r6 -C2(x, -2'~), S7 =r7 -c2e,w, Se=r3 -c2w expression (27)

[ 02981 Thereafter, the group signature creating neans 206 outputs the

nmessage q | ,s2,s3,s4,s5,s6,s7,s8,T1, T2, T3) as the group 98
T 84f

si gnature When the nessage m and the group signature data
(cl,c2, sl j@dH3, s4,s5,s6,s7,s8, T1, T2, T3) are received, the verification
unit 3 verifies validity of the group signature data. The group signature
-verifying neans 301 of the verification unit 3 determ nes whether the
CQI’ldI tions o egﬁméiesg'i _bpssé 282 _tdi)(g’.:mjﬂ qr @3s_a,5|_scflbje,q @f&(}ﬁdlcrllg to the
message m the group signaturée data
(cl,c2,sl,s2,s3,s4,s5,s6,s7,s8,T1, T2, T3), and the public information
opened by the public information openi ng neaxpreéslor 0%@0]
cl =H(gll Eﬂ lﬁél Laol ITillI T211 T3l laa' TIs' ~'S7 /(as2_c'2z'yS3)nodnl | T51-~"2Zr1l
/ gS3 nod 0 3}21954 nodn 11 T3'gS -Cl2y1hS4 nodn) expression (28) [0301]

- Next, the random number generator 205 additionally generates a
random number r5 including e(y2 + k) bits, a random number r6
- including (A2 + k) bits, a random number r7 including e{yl + 2lp + k +
1) bits, and a random number r8 including £(2lp + k) bits. The group
signature creating means 206 calculates expression (25) using the

- random numbers r5 to r8.

[0294]
ds =T1r5 Ha's y" Ymodn, dg = T;5 /g"" modn, d,=g*modn, dg =g'ﬂ5hr’g mod 7

expression (25)
[0295]
Furthermore, the creating means 206 calculates expressions (26)
and (27) for the message m inputted from the message input means 204.
- [0296]
[Expression 25]
e, =Hg|hlylallal LR NT N ds |1 d || 4, 1 d [ m)
expression (26)
[0297]
[Expression 26]
s;=r5—c,{e,—2"), s, =r,—c,(x, = 2%), 5, =1, —C,eW, S, =F, —C,W
_ expression (27)
 [0298]
- Thereafter, the group signature creating means 206 outputs the

message m and _(cl,c2,s1,s_2,sB,s4,s5,sG,s7,sS,T1,T2,T3) as the group




c2 =H(gllhllyllaOllT1I1T211 T3l 1ap2Tg5 ‘22y1 / (as6- "' 22A' yS7) nodnl |

T55- @2y1 /gS7 nodnl | T52gS$ nodnl | T52gS5 ' 2T5fc8 nmodn Im)  expression (29)
[0302] SI E{dQ}e(y2+k)+1 S2 E{O0, 1} e(A2+k) +1 s3 E{Q }e(Al +21p+k+1)+1 sq
E{O, 1} e(21p+k) +1 expression (30) sg {09 }e(y2+k) +l S6 E{O, 1}e(7, 2+k) +1 s7
E{O, 1} e( R~+21p+k+i )+1 sg E{O, 1}e(21p+k)+1 [0303] If the conditions of
expr essi ons (28), (29), and (30) are not satisfied, the verification unit
3 determ nes {e'e tion" according to the group signature data. If the
condi t i ong*&2 é%% 'ons (28), (29), and (30) are satisfied, the
verificatj nit 3 transmts 99 (cl,sl,s2,s3,s4,T1,T2,T3) of the group
.signature data to the nenber status response unit 4. [03041 When

(cl,s1,s2,s3, s4WiHe 2. |1§1e\%§5§%veﬁl tdeqsi grat ugg‘g@gengi@?’fb ﬁnsg}g(gg of

the response unit 4 confirns er expressions (

[03051  S(c1CGe2.6Q,sD),sE622%5kB 57, sﬂ‘ﬂ-‘{z@B) alrfAdebive B3t Hd Qedifeltiid Rivist! ) +1
S4 E{O, 1} E(21p+k) +i expression (3 ()3061 | f expressions (28) and (31) do

not hol d, 3t herifigsnvatidigard #he gﬂmmrsxgnasurélaiatme 'ﬂ?hﬁbgro@p adigmatare
"unknown" and sends response data indicating "unknown" to the verification
unit 3. | verkpings smemes (3) ofathe (v:e:c;ﬁmldn uhit Gpdetenmimemsviidiher the

- cal cul ates ner ntlfyl ng rmation. Al by use_of the opening
g nfornatl‘"cﬂp‘;(l%%@lsi Pl KEPLEPBONS; z%g)en@nt(ﬁp? ofre sat1sf1ed accord[ing to the

message m, the group signature data
.(cl,c2,s1,s2,s3,s4,s5,sG,s7,sS,T1,T2,T3), and the public information
opened by the public information opening means 101.

[0300]

- 1 Al
e =H(gll Al ylla0| TU T2 T3] ad T (@792 3% ymod ]|
Y 1
T, a2/ g% modr||T,! g modn]|T3cig51"c12y h** mod n)

expression (28)

T0301]

oyl Al
cy = H(g|lhll ¥ || a0 )| T1|| T2 || T3[[a2 T332 Ka®s™2%" 35 ymod |

—c, 271 !
753 g7 mod n || 752 g modn”TsczgSS_clzy R’ mod n|| m)

' expression (29)
~ [0302]

sy € £{0,1} 572+ 5y € _t{O,I}E(’TQ+k>+1,

S5 e1{0,1}5”1*2"1’*“‘*1)*1,54 ei{0,1}€(21p+k)+1

k)

: expression (30)
55 Gi{o,l}g(y2+k)+1,5'6 Gi{o,l}g(/lz-i_k)-‘_l,

57 Ei{0,1}8(21+21p+k+1)+1 sg Ei{o 1}8(21p+k)+].
[0303] |
If the conditions of expressions (28), (29), and (30) are not
satisfied, the verification unit 3 determines "rejection” according to the
group signature data. If the conditions of expressions (28), (29), and

(30)  are satisfied, the  verification ‘unit. 3 = transmits




[ 03071 When the signer identifying information is received, the judging
nmeans 407 executes processing simlar to that of the first or second

i npl.enentati on and sends response data. reover, when the response data
is received, the verification result ou?ggt means 302 of the wverification
unit 3 executes processing simlar to that of the first or second

i npl ementation to produce a verification result. Also, the signer

i dentifyi ' d th . t it [ Ryl

to that ol RLSrEEb I CH e S S " SR SIERANER) el dhoibar arbPbs081
.Next, des étﬁrsilf]é%p‘@n'sle Psit9 ven of the sixth exenplary 100 inplenentation.
I nci dent aﬁ y, the i nplenentati on corresponds to the sixth enbodi nent.

Furt her mofg804]n the inplementation, the initialization executed by the
- group managenent unit 1 and the signature unit 2 is simlar to that of the

first or secondWlmnl €oBalad éBs4, T 0IWT I)nist ek eyd Cthalsigaapifc 6pshigg t he
group managenent unit 1 generates opening information x and public

~ i nf or mat i meapnsad0droft the fesminse upliedecumhims. whe¢hee rxpressianss(2% spodse
unit 4 ra&ﬁgrﬂy' selects u froma nmultiplicative group of orders p' and Q'
to cal cul hﬁ(lﬁFessi on (32). [03101 z = g nod n expression (32) [03111
The respgﬁ%%éjnit 4 makes the opening information storage section 403
store u tputs z as a public key of the response unit 4 to public

i nformation openj ans 101. Jl.ngidental |y, the group subscribing
processi nf @# ;lﬂh@%rgﬁb&xéﬁ&ﬁﬁ#ﬁgk)gfocessi ng are simlar to the

brocessing of (§ hecf4mskgn secopd,aphementation. .. (31)

[0306]

| If expressions (28) and (31) do not hold, the opening means 404

determines that the member status is "unknown" and sends response

~data indicating "unknown" to the verification unit 3. If expressions (28)
| ~and (31) hbld, the opening means 404 calculates signer identifying

information Ai by use of the opening information x as in the first

implementation.

[0307]

When the signer identifying information is received, the judging
means 407 executes processing similar to that of the first or second
implementation and sends response data. Moreover, when the response
data is received, the verification result output means 302 of the
verification unit 3 executes processing similar to that of the first or
second implementation to produce a verification result. Also, the signer
identifying processing executed by the grbup management unit 1 is

similar to that of the first implementation. |

ijth'exemplary implementation
[0308]

Next, description will be given of the sixth exemplary




- 11d211d3

[ 03121 The random nunber generator 205 of the signature unit 2 generates a
random nunber t including 21p bits. Mreover, the group signhature creating
means 206 cal cul at es expression (33) uslmg_ the public key z of the
response unit 4. [03131 TI = Azt nodn, T2 = gt nodn, T3 = gei ht nodn
expression (33) [03141 Moreover, the random nunber generator 205 creates a
random nunber w including 21p bits. The group signature creating neans 206

R s b XARRRth OB S IndMeHERNP! thePIEtERtatio Coifeidils 18 che |

'nanagerrent unit 1 as int e_ case 0 _ ey z. =
nodn, T5 sixgh nedthoditnengei hFuRHErS%REESSON thH34) inﬂ#ﬂéﬁ@nté@ﬂjﬂ,' opRé 'y,

the group signature creating neans 206 generates proof data indicating
that Ti amdtiedizatéomppreputat ebgorther Zrompdainameizerhbat mamier 1r egidt tlaéi on
certificate. First, the random nunber generator 205 generates a random
nunber r | sigmaituge mnié@/® simjlabitbsthad ofrthedfinsthorsecond inrplente miptégm2 + k)
bits, a rm%T number r3 including e(yl + 21p + k + 1) bits, and a random
nunber r4 uding e(21p + k) bits. Also, the group signature creating

reans 208 cal o s LSPresshon (Shnd cleulales ptession (30 1,
ode  ex0K aSRL kol O GG KM DR ARl L3 T s
implementation. The member status response unit 4 randomly selects u
from a multiplicative group of orders p' and ¢' to calculate expression
(32).
[0310] |
z=g"mod n expression (32)
[0311]

The response unit 4 makes the opening information storage
section 403 store u and outputs z as a public key of the response unit 4 to
public information opening means 101. Incidentally, the group
subscribing processing and the member revoking processing are similar
to the processing of the first or second implementation.

[0312]

The random number generator 205 of the signature unit 2
generates a random number t including 2lp bits. Moreover, the group
signature creating means 206 calculates expression (33) using the public

key z of the response unit 4.
[0313]

— 4. t . _ f w i !
N1 =4;z” modn, Ty = g' modn, I; = g% h" modn expression (33)
[0314]
Moreover, the random number generator 205 creates a random
number w including 2lp bits. The group signature creating means 206

calculates expression (34) by use of a public key y' of the group




Furthernore, the creating neans 206 cal cul ates expression 37. [0320] S1
=rl-cl (ei-2yl), S2=r2-cl(xi-2A1), S3=r3-cleft, S4=r4-c,t expression (37)
[ 0321] Thereafter, the group signaturelﬁﬁeating means 206 creates data
indicating that T4 and T5 are appropriaté conversion data itens of the
menber registration certificate and (T1,T2) and (T4, T5) are obtained by
converting one and the sane nenber registration certificate. The random

mb ( r.9 . d.ncl udi 102 2 k
porber OSSO ZOEL RIS A4 e AT QURRIESAg, L1, 102 2007, 70

includi ndogy] + 21p + k + 1) bits, a random nunber r8 including e(21p +
k) bits, and a random nunber r9 including c(21p + k) bits. Al so, the group

si gnat urercreat v ns l-eul gt; ression (38). [0322] r d5 =T45
/(ar6y'77§hndﬁ? TPl ﬁigﬁoﬁgdﬁ, g7q§;?§&ﬁndn, @spressions(3dn, d9 =gr 9
nodn, dio =y"9z r8 nodn, dll =gr9-r8 nodn, dl12 =hr9-"8 nbdn expression

(38) [0 ?é]lﬁgle)(t’ the creating neans 206 cal cul ates expression (39) and
- expressi. IQ( ) using the message m [0324] «c¢2 =H(gjlhllyllzllao IlaJlT1l

LRI A B8 i 5 s et Al
proof data indicating that T1 and T2 are appropriate conversion data of
the member registration certificate.  First, the random number
generator 205 generates a random number rl including e(y2 + k) bits, a
random number r2 including ¢A2 + k) bits, a random number r3
including e(yl + 2lp + k + 1) bits, and a random number r4 including
e(2lp + k) bits. Also, the group signature creating means 206 calculates
ekpression (35) and calculates expression (36).

[0317]
di =T {a"y" Ymodn, dy =T} /g”s modn, dy =g modn, dy =g"h™ modn
expression (35)
[0318]
c,=H(gllrlylzlla, lali LI T4 dy ild; || d,)
expression (36)
[0319]
| Furthermore, the creating means 206 calculates expression 37.
- [0320]
s =n —ale -2, sy =ry —ey(x; ~2M), 53 =15 —creit, s, =1, —cit
expression (37)
[0321] |
Thereafter, the group signature creating means 206 creates data

- indicating that T4 and T5 are appropriate conversion data items of the
member registration certificate and (T1,T2) and (T4,T5) are obtained by
converting one and the same member registration certificate. The

random number generator 205 generates a random number r5 including




S8=r8-c2t, S9=r9-c2r expression (40) [0326] Thereafter, the group
signature creating neans 206 outputs the nessage m and
(cl,c2,sl,s2,s3,5s4,5s5,s6,s7,s8,59, T1, TZgkB, T4, TS5, T6) as the group
signature data. [0327] The verification unit 3 receives the nessage m and

~the group signature data
(cl,c2,sl,s2,s3,s4,s5,s6,s7,s8,s9,T1, T2, T3, T4, T5,T6) and verifies validity

of the greym si Em%iﬂé,e%dg%ﬁoﬂhﬁu\%%@%&ﬁ gr%i %Bl%hﬂﬁﬁ% g2 i%ﬁ?ﬁ%%ﬁgﬁ%ﬁf are

the verification unit 1T s expr essi ons

sati sfi ednaeglpsdinTg ih@lddi?lg"ﬁ@?ﬁgﬁ 20 -+ he +9rountsi anghHaenfal@mber r8
(cl,c2,sl,s2,s3,s4,s5,s6,s ,58,39,T1,T2,T3,T4,T5,T6), and the public

i nf or mat | mrclodéemgd(Byp thé) phits| anidnhoramdé@nnapebeng9d edodidde(2PI2&) c2
=H(gl I hllyllao Il TIIITZIIT3IIT511T6llac2T4 C22Y~ (as6_c2221zs7)nodnl | T55
c22 /gs7.gﬁe. nl 1 A,/ dd@ nguowp | signamiregsseatinghskeansnl 2082gadculates

1 (T4/ Tl)c2ys9z-8 dnll (T5/ T2 )c2 gs9-S8 nodnll (T6 / T3 )c2 hs9-S8
nod n || _%Pf@ﬁﬂ?%ggsbn (41) [03291 S5 E {0,1}E(y2+k)+1 s6 E

{O 1}e(A2[+dgg@ e O 1}e(2/p+tk)+l expression (42) 7 {O e(11+21p+k+1)+1 s8 +
[03301 I f essions (41) and (42) are not satisfied, the group signature
verifying means 301 determ nes that the group signature data is to be

ds =T a8 y" Ymodn, dg =T /g7 modn, d7=g®modn, dg=g"h"® modn,

dy =g" modn, dig =y z % modn, dyy=g?"% modn, dy, =h"% modn
expression (38)
[0323]
Next, the creating means 206 calculates expression (39) and
expression (40) using the message m.
[0324]
cea=H@glhlylzllao lal T2 T3 1Ty 175 1| T |
ds | dg || d7 || dg [l dg || dro |1 d11 1 12 || m)
expression (39)
[0325]
55 =g —Cq(e; —271), Sg =tg — ¢ (x; ~24 ), §7=r7—cCye,
.Sy =1 —sz, Sg =Fg —Cor
expression (40)
[0326] |
Thereafter, the group signature creating means 206 outputs the
message m and (cl,c2,s1,s2,83,54,55,56,57,88,89,T1,T2,T3,T4,T5,T6) as
the group signature data. | |
[0327]
| The verification unit 3 receives the message m and the group
signature data (cl,c2,s1,s2,s3 s4,5556,57,58,59,T1 T2 T3 T4T5T6) and
verifies validity of the group signature data. The group signature

:'Verifying means 301 of the verification unit 3 confirms w__hether




- (44) [0334] 1f expressions (43) an

"rejected" and produces a verification result. If expressions (41) and

(42) are satisfied, the group signature verifying nmeans 301 sends
(cl,s1,s2,s3,s4,T1, T2, T3) of the group:éggnature data to the nenber status
response unit 4. [03311 Wen (c1,s1,s2,53,s4,T1, T2, T3) is received, the

si gnature opening neans 404 of the nmenber status response unit 4 confirns
whet her expressions (43) and (44) hold. [03321 cl =H(gllhllyllzllao Il TI

odnt | Ta1ge i g 1) it ReaF hrE SRR nbenpRig Ghotle oHEGAIRE ey ShELY.
750, LA S AR ok A e Sl B T e )
openi ng  amanshd Qgublit einfhReBidiatogdite dTEp Ahes palblie iiﬁfdiﬁ&@ﬁﬂ@ﬂr;bpéﬁﬁjnée“ds

response data in ating "unknown" to the verification unit 3. it is
det er m neshemest L@kpr essi ons (43) and (44) hold, the opening nmeans 404
gener at es sig%r]er identifying information Al by use of the opening

i nformati®¥38las in the first i npl enentation. [0335] When the signer
identifying information is received, the nenber . status judgi ng neans 407

execut es gy Q@SS NPy BN T2 78 P78 ek | 9% |11 503t , or second inpl ementation
and then ‘Ed(’ands r%s'ﬁ%ﬁs@%aﬂ a. ﬂ)I\/bp]eO\”/er,“ Oﬁﬂen the response data is

‘received, , the,yeri.ficatiom. resll t out put ns, 302 of the verification
unit 3 exécut es f)r"rée’@ ﬁ”ﬁgssi m I/éTrSpPl?dt”r{b";t:s@gfgfﬁ'é’d”f”i rst or second
-~ 1 npl ement agi on tonproduce a verification result. Also, the signer

i dent i fyi g gi¥ Betsalngoenp et e¥ |y, 1 o gy Bup s mmongrent

(T5 /T5)%2 %% modn || (Tg / T3)° h*™% mod n|| m)
expression (41)
[0329]

SS Ei{o}]}&'(}’z'l'k)'i'IJSG ei{o’l}g(iz +k)+]., ]
_ 1 2 ekl expression (42)
S7 Ei{O,l}g( | F2ip+k+ )+l,58 Ei{0,1}€(21p+k)+l

[0330]
If expressions (41) and (42) are not satisfied, the group signature
verifying means 301 determines that the group signature data is to be
~ "rejected" and produces a verification result. If expressions (41) and
(42) are satisfied, the group signature verifying means 301 sends
(c1,51,82,83,54,T1,T2,T3) of the group signature data to the member
- status response unit 4. |
[0331] |
When (c1,51,52,53,54,T1,T2,T3) is received, the signature opening
means 404 of the member status response unit 4 confirms whether
-expressions (43) and (44) hold.
[0332]

. | _p ol eV |
a=Hglhlylzliap T T 17 (| ag T (a7 2% )modn]|
. _ yl ' 1 : ’
T, 42 [gs3 modn || T, g% modn|]T3c'gS1'clzy h*% mod n)

expression (43)




unit 1 is simlar to that of the first inplenmentation. Seventh exenpl ary
I npl ementation [0336] Next, description will be given of the seventh
exenplary ‘inplenentation. In this regargd, the inplenentation corresponds
to the seventh enbodinent. Furthernore,” the initialization executed by the
group managenent unit 1 and the signature unit 2 is simlar to that of the
first-inplenentation. [0337] In the key creating processing, the group
nanagenenﬂxﬂgﬂt 1 105 selects as in the first inplenmentation prine nunbers
p' and g an calculates p = 2p' + 1 and g = 29" + 1 to obtain n = pq.
Ui,k randonly selects a, a0, b, g, and h

Addi ti onal | e agenen
froma grfﬂu%irl{)(?"ﬂ gﬁﬁ?a% ggl{éyl dues of n. Mreover, the unit 1 outputs
(p'.q' ) te Ehepweitleririegi §4tggir{l(¥]gsi2¢ﬁ+m+mati 2e{ApesPection 102 and

(n,a,a0 b,g,h) to the publiti rmati on operfing neans 101 of the
managenent unit 1. The unit 1 generates opening information x and public
infor_natilgétY The unit 1 then outputs x to the opening information
storage s 4n 106 and y to the public information opening nmeans 101.

[0338] After t initialization and the key creation, the group nanagenent
unit 1 registerd PHIESSHR &43{'@@ @‘ésd@ dofthtehélglgﬁfdu'ﬁ. OpeBBY The
e R S IR IR TR ohSel T R R i e
L A R ) R BV AL
o determined that expressions (43) and (44) hold, the opening means 404
generates signer identifying information Ai by use of the opening
information x as in the first implementation. |
[0335]
When the signer identifying information is received, the member
- status judging means 407 executes processing similar to that of the first
or second implementation and then sends response data. Moreover,
when the response data is received, the verification result output means
302 of the verification unit 3 executes processing similar to that of the
first or second implementation to produce a verification result. Also,

the signer identifying processing executed by the group management

" unit 1 is similar to that of the first implementation,

Seventh exemplary implementation
[0336]
| Next, description will be given of the seventh exemplary
implementation. In this regard, the implementation corresponds to the
.seventh embodiment. Furthermore, the initialization executed by the
group management unit 1 and the signature unit 2 is similar to that of
the first implementation. | | | | |
[0337]

In the key creating processing, the group management unit 1




C2 =ax'! nodn expression (45) [0341] The nenber registering nmeans 103B
randomy selects prinme nunbers ei and xi satisfying the conditions of
expressions (46) and (47) and then caligy ates expression (48). [03421 e,
e [2yl - 272,2yl1 + 2' ] expression (46) [0343] x c- [2y' 272 ,2y' +21
expression (47) [0344] 106 A; =(C2ax'ao)vel nodn expression (48) [03451
Incidental ly, the val ue obtained using expression (48) cannot be

cal cul at egeldcthaiy iKNeHbNErBE lwleqnenimoﬁeggﬁherﬁgﬂrﬁbsfg 99 ARANY A

transmts the obtained (Ai,el) as a nmenber registration ce cat'e to the

si gnat ur ecaloulates pedRpl enaldnd qtﬁﬁqﬁﬂamazol@ﬁﬁlﬁeﬂdﬁ ?he Additeongldy xthas
menber trace information to the signature unit 2. 61 When (A, e|) and

- xi are rem@Enagemeht wridub mnhhnnl;bsa@cr&eemsaozbl% (ﬁndﬁefmmnatgﬂ(ﬂzwnft 2
makes a check to determ ne whether or not expression (49) holds to confirm
whet her t%‘éa@%@rmsééuﬁﬁraflmn Mereaverg athe iwnidpdr @p‘tﬂﬁpatt%l@,qf)eaoedhe

[ 03471 - aSlbx, ao =At lon (49) [03481 If it is ?nfl rmed that
expr essi OMEIRST I"i%g e]f]t waﬁpnﬁorﬁéﬁﬁ@@@%mgs@‘it MvdRY, brldas te he

T O SRR PSR S SR v
as a grouphgi GRA! ' felib¥atd IpbAtnFE M 5Fmation x and public information v.
|  The unit 1 then outputs x to the opening information storage section 106
and y to the public information opening means 101.
[0338]

After the initialization and the key creation, the group
management unit 1 registers the signature unit 2 as a member of the
group.

[0339]
| The signature unit 2 executes processing similar to that of the
first implementation. The group subscribing means 201B of the
~ signature unit 2 acquires the group signature key xi and shares C2 of
expression (45) with the member registering means 301B of the group
management unit 1.
[0340]
Cy =a* modn expression (45)
~ [0341]
The member registering means 103B randomly selects prime

numbers ei and xi satisfying the conditions of expressions (46) and (47)

and then calculates expression (48).

[0342]
¢; e[2M —27% 27 4 2% - expression (46)
[0343] | | |

x; e[2M —272 2n +2’ﬂ’2_]_ ' expression (47) -
- [0344] -




trace informati on storage section 207 store xi. [03491 The nenber

regi stering neans 103B of the group managenent wunit 1 outputs the
certificate (Al,ei) corresponding to thﬁ)6si ghature unit 2, the nenber
trace information xi, the contents of conmmunication, and the digital
signature of the signature unit 2 attached to each thereof to the nenber
i nformati on storage section 104B. [03501 To delete a signature unit 2 of a

user as a grenypewiof “62%‘0??9”'0 from the group, theeié%%girde%ags fer

notificatibn ans the group rmanagenent uni romthe
menber infgg4miti on storage section 107 104B the nenber trace information
Xi corresponded to the signature wunit 2 to be deleted, and sends the
obt ai ned i nf or niatdidentally hehoerdlere obtairisl esngnepressiont (48h&anial bé

. menber receiving neans 401B of the response unit 4 receives xi and nakes
t he menbecalcelaiesl vothbistkneswingge sedt gon BhaBnember rhgisterHigy edexns

[ 0351] The :géoup signatuyre creati ngA[rea)ns 206B of the signature unit 2
“havi ng sub@ZPi BemsmitsHdiypbtpinedebhbeigas i megherragigiadion certificate

nessage generates group signature a. First, the randoWer ener at or
205 gener ddiey Srlgﬁﬂgﬂf‘?\uﬁggr éfv i rfg&aﬁilﬂﬁag.’fp the smens t§e¥1ﬂg FB&dom
~ nunber w . r.oup_signature creating,.neans,, 206B. \Wen t random
nunber v IS i niraBE Sk ed LA Mg BB AR T E WC i g o the
random n 5w, the nenber registration certificate (Ai,ei), and the
public information opened by the public information opening neans 101, the

conversi on dat 3¥hbn [Ad,eN@ndl %iOhré Aectivedy tHE Cgfup RiRTT i kdans

- [0352] Furthernore, the random nunber generator 205 additionally generates

a randomZiibaf the signuture 2ijt Dirhakeshe cheeRttiondetdranine whether or not
- expression (49) holds to confirm whether the member registration
certificate is appropriately created.
[0347] |
a"biay = 4% expression (49)
[0348]
If it is confirmed that expression (49) holds, the subscribing
means 201B respectively makes the registration certificate storage 202
store the member registration certificate (Ai,ei), the group signature key
storage section 202 store x'i as a group signature key, and the member
trace information storage section 207 store xi.
- [0349] |
| The member registering means 103B of the group management
unit 1 outputs the certificate (Ai,ed corresponding to the signature unit 2,
the member trace information xi, the contents of communication, and the
. digital signature of the signature unit 2 attached to each thereof to the
" member information storage section 104B.
f0350] |
To delete a signature unit 2 of a user as.a member of the group
- from the group, the invalid member notification means 105B of the group

management unit 1 reads from the member information storage section




206B cal cul ates the conversion data itens T4 and T5 of the menber trace
~information xi using expression (50) [0353] T4 gx;x TS _gk expression
(50) [0354] Next, the creating neans 2(}fp creates data indicating that
these conversion data itens are appropriately created. The random nunber
generator 205 generates a random nunber rl including c(y2 + k) bits, a
random nunber r2 including c(A2 + k) bits, a random nunber r3 i ncluding

c(a2 + k) 1bitts, LA 88 NYRET ; M%- i +Iﬁ]1fpd+ 1)1.108 . hi and
a random %Ekr%gzrthr% cht%i ng g(%rf 1Hgi ?gc%gﬁ%s eneddi;ﬁti é}el%sggtr%éch?gndom
hunbers tanif@ &f GUPdSlcPEd! HhA $418dd the BERNRed8BormWedh thaHanH ber
nunbers are received, the creating neans 206B cal cul ates expression (51).

[03551 ddtatlis' résypomde3yirat MhdnT hd2imialid / giledn boel rrecelﬁfiﬁgt mamtn 40184 of
gt ht5 nmodn, d5 = T52 nod n expression (51) [03561 In addition, the
creating tleanespoeBe cahitullareasiveapndsandnmglesy thanmherhBer usivegation hsssage
minputted fromthe nessage input neans 204. [03571 cH(gllhllyl11allbl1Ti
11T211T31§W@£¢5§P@6m692%0@91ztll_edser:,emyedéfxmessi on (52) [03581

o sl=rl-c(eps ), s2=r2-c(xt-2%), s3=r3-c(x"i-221), s4 =r4 - cetw, s5 =

rs5 - cwe sion (53) [03591 '

The group signature creating means 206B of the signature unit 2
having subscribed to the group creates group signature data for the
message generates group signature data. First, the random number
generator 205 generates a random number w including 2lp bits and
outputs the random number w to the group signature creating means
206B. When the random number w is received, the creating means
206B calculates, according to the random number w, the member
registration certificate (Ai,ei), and the public information opened by the
public information_ opening means 101, the conversion data T1, T2, and
T3 of (Ai,ei) by use of expression (15).
f0352]

Furthermore, the random number generator 205 additionally

generates a random number k including 2Ip bits. the creating means
2068 calculates the conversion data items T4 and T5 of the member

~ trace information xi using expression (50)

[0353]

| T_4 =g Ts=g" expression (50)
[0354]
Next, the creating means 206B creates data indicating that these
~conversion data items are appropriately created. The random number
R generator 205 generates a random number r1 including £(y2 + k) bits, a
‘random number r2 including (A2 + k) bits, a random number r3

-includin_g ¢(A2 + k) bits, a random number r4 including e(y1+2lp + k+1)




Thereafter, the group signature creating neans 206B outputs the nessage m
and (c,sl,s2,s3,s4,s5,T1, T2, T3, T4, T5) as the group signature data. [03601
When t he nmessage m and the group signat £ dat a

(c,sl,s2,s3,s4,s5,T1, T2, T3, T4, T5) are received, the verification unit 3
verifies validity of the group signature data as below. In FIG 15, the
group signature verifying neans 301B of the verification unit 3 determ nes

whet her tBetd QGRI %5G @%ﬂgﬁg fn@afdﬁngaaf(?&! iﬁgﬁ) BitsP r@ﬁg%ﬁ@g@gﬁﬂf@rs

verification expression he veér nmeans

det er m neshe aggAd & th i MBS %S%ﬁgegf@ubh@i 4T eSicgBtINL Hahas 306B.
(c,sl,s2,s3,s4,s5,T1, T2, T3, T4, T5) and the public information opened by the

publ i ¢ i nVéhent the eprdong meartersOhrewhetdiskdexthieseiaitind4inddns SEEBT i ed
and sl is c(y2 + k) + 1 bits, s2is c(A2 + k) + 1 bits, s3is r(A2 + k) +
1, s4 is edlgulatemexprdssionY53).1 bits, and s5 is e(21p + k) + 1 bits.

[ 03611 5 E&_g%’a -2y1/ 3l TalT ¢ =H(gllhllyllallbllITII Tzl T (asz-c2tl bs3-c2
"1YS4) 1T l gs' |l T2gs5l 13gst c2Y' hss Il TfT5 S2 _C2A1 | m

[Expression 541, /03621 If the verifjcation expregssion is not satisfied,

the verif iﬁ?l né‘éké%’ %@ﬁ’ﬂeﬂgﬁfé\ég ‘tRed 7.t 16 gESUBCSHgnat ure data is not

appropri ate _apd, sproduces "rgjection”. If the verification expression is
not- satisffed {’hemOd\‘;"erfigW%g"FPélé’ns 301B transmts the nessage m and the

group signature data (c,sl,s2,s3,s4,s 'T5) to the menber
status response unit 4 (step S102). éxﬂ_ﬂes-ggoﬂ_%ﬁ

[0356]

In addition, the creating means 206B calculates expressions (52)
and (53) using the message m inputted from the message input means
204.

[0357]
c=HglrliylalbIR N I T4 1 751 dy iy |1 ds [ dy 1 ds || m)
expression (52)
[0358]
sp=n—cle =2, sy =ry—o(x; =2M), sy =r-c(xi-2%),
S4 Ty —ceiW, S5 =15 —Cw
expression (53)
- [0359]
Thereafter, the group signature creating means 206B outputs the
- message m and (c,s1,82,53,54,s5,T1,72,T3,T4,T5) as the group signature .
data.
[0360]

- When the message m and the group signature data
(c,s1,82,53,54,55,T1,T2,T3,T4,T5) are received, the verification unit 3
verifies validity of the group signature data as below. In FIG. 15, the
group signature verifying means 301B of the verification unit 3
determines whether the received group signature data satisfies a

‘predetermined verification expression (step S101). The verifying means




[03631 In this regard, the procedure in which the group managenent wunit 1
and the signature unit 2 create the nenber registration certificate and
the group signature key, the procedure jigg which the signature unit 2
creates the group signature data, and the procedure in which the
verification unit 3 verifies the group signature data which are descri bed
above are described in non-patent docunent 2. [03641 Wen the nessage and

the group38iBnattsrenals? adcbréing 2o TheStheaagé  h? th ?grﬂOJﬁ)si@ﬁﬁmll%?%Y§d’

t he nenber status |judging neans 407B of’the response unit 4 co

val i dity @fs,hB, s etys5 BlARTEB4(B5)a atst ¢heSpOdlic Ehfdrmatiodespentdegyt hat
the data is not 110 appropriate, the neans 407B determ nes that the nenber
st atus i sthe gklaswinferm atioen opendsg rmspmss d 0datwhethe e sxpresgionu fk4ous” t o

the wverification unit 3 (,ste 04). [03651 If the data is appropriate, the
nmeans 407@%&&%&9@%‘? §|1d§efs(¥2ngk§s+ lbebtin, aécisr#fi tlg t HebitsnB8ristalager
i nfornati I stored . in t.he -nmenker revocati.on |lisi. storage_section 402B
and (T4, 1@*&&‘%}% 1§ 4IRer kg?gﬁp'* i Ritse apd %sa.sf%lagtsét FLhEs. ¢ he
menber st[]r&t%]j udgi ng neans 407B reads the nenber trace information xi

|

fromthe St "storage section 402B (step S505). If the nenber trace
information does not exist therein, the nenbegr status judge neans 407B

~det er mi nes=tHhat!| & he || ediboeR || $3 wrﬂpﬂ”s]‘s'“y@f"lﬁd”z (step S507). Thereafter, the
at

3 and t or @At bp LG ot ppESSRige | DRG] SR pmijor mati on | present . the
j udge neans 4{)7;l det ér mi nés et &ezr@ epr?gssi on (£5) hol ds for the obi ai ned
i nf or mat |Hfr)~53x-rc2arm,,j T4, T5;
[Expression 54]
[0362]

If the verification expression is not satisfied, the verifying means
301B determines that the group signature data is not appropriate and
produces "rejection". If the verification expression is not satisfied, the
verifying means 301B transmits the message m and the group signature

~data (c,s1,52,53,54,85,T1,T2,T3,T4,T5 to the member status response
unit 4 (step S102).
[0363]

In this regard, the procedure in which the group management
unit 1 and the signature unit 2 create the member registration certificate
and the group signature key, the procedure in which the signature unit 2

~creates the group signature data, and the procedure in which the
verification unit 3 verifies the group signature data which are described
~ above are described in non-patent document 2.
[0364]

| When the message and the group signature data
(c,51,82,53,54,85,T1,T2, T3, T4, T5 are received, the member status
_judging means 407B of the response unit 4 confirms validity of the group

signature data (step S103). If it is determined that the data is not




steps S508 and S509). [03681 T4 = T5 J expression (55) [03691 If
expression (55) holds, the judge neans 407B determ nes that the nenber
status is "invalid" and then sends resppppe data indicating "invalid" to
the verification unit 3 (step S510). If expression (55) does not hold, the
means 407B returns to step S505 to read the next nenber trace information
~fromthe |ist storage section 402B. The nmeans 407B then repeatedly

execut es APpropRGEssithe Qﬁ@éﬂ@'@@?Btd%%éﬂm§§Q§ tﬁéttﬂ%phﬁﬁﬁ%%@ sBuLqes
not hold for any nenber trace information xi, . 111 neans 407/B

regards thenknober' shdtthenaserdsiresponsé @3ta] réfh@lehhﬁlgr eenknoevitlat@the
received fromthe nenber status response unit 4, the verification result
out put ne‘amfmlm’f umb3(\%éep flideddt i on unit 3 determ nes "acceptance"
according. to t.he response data if the response data is "valid" and

determ ne[.ﬂ ‘65;1 ectlon according to the response data if the response data

s ot her than " The out put meaB‘sg 302 tgzg roduces a verifjcation
result "accept e @?‘ a 1§ gparepsiate; 4 pRegPs exeriites |)FocRpEing as

 nanagerenielgh] cadtdtdthe, kbPEhe  qiHLBr CEREG RPERAAR oL rtaeedn N ERR
eXEID! ar Yol B ERTOY AL 58 1L KeppfiEoH0 B 400 (’%‘“4'T5P8?Hté{‘?{édt°fn the

~ei ghth exenplary "I npleéenentation regar
cor r espongiguPsiditatu@ieddd th, enbodi ment . Furt her nore, the initialization, the
key creation processing, the group subscribing processing, the menber
revoki ng [0866dessi ng,, and the group signature creating processing executed
by the First, the member status judging means 407B reads the member
trace information xi from the list storage section 402B (step S505). If
the member trace information does not exist therein, the member status
judge means 407B determines that the member status is "valid" (step
S507). Thereafter, the means 407B sends response' data indicating
"valid" to the verification unit 3 and terminates the processing.
[0367]
If the information is present, the judge means 407B determines
- whether expression (55) holds for the obtained information xi and (T4,T5;
steps S508 and S509).

[0368]
Ty =15 o expression (55)

~ [0369]
_ If expression (55) holds, the judge means 407B determines that
the member status is "invalid" and then sends response data indicating
"invalid" to the verification unit 3 (step $510). If expression (55) does
not hold, the means 407B returns to step S505 to read the next member
trace information from the list storage section 402B. The means 407B
then repeatedly executes the processing beginning ét step S505. If

expression (55) does not hold for any member trace information xi, the




group. managenent unit 1 and the signature unit 2 are simlar to the
processi ng of the seventh inplenentation. [0372] Wien the nessage m and the
group signature data (c,sl,52,53,54,sSlif,TZ,TS,T4,T5) are received, the
verification unit 3 wverifies validity oT"the group signature data. In FIG
17, the group signature verifying neans 301B of the verification unit 3
.determnes whether the received group signature data satisfies a

predet er mpAggh s ieyid im&?édlidr%gt}?%%%@%&%t&g{lsrass%id“ The verifying means

301B determ nes, acco meéssage m the group signature data
(c,sl,s2,463%8] s5, T1, T2, T3, T4, T5) and the public information opened by 112
the public information openi ng neans 101, whether expression (54) is
satisfied and sWhenc{l® responsel deiths is SPedesved afromkihe hdihber SRitus
e(X2 + k) +1, s4is E(yl + 21p + k + 1) + 1 bits, and s5 is c(21p + k) +
"1 bits. [esysusd funite 4ertbfe ceerificadiopr esssiudh butpat smé¢asdi 802 tdfe theoup
signature verifying neans 301B determ nes that the group signature data is
not appr SpFiiadlamdipitodudetermenestasaeptanca hacoerdinge 40i bine esgspensicon

i tisfied,.,t | fyi 301B -t Its th ' d (T4, T5
Lo the moAEh 1 EAB e oPEEEitat A 1 VA (L SE0LTMInGS e AhEN] BoREging.
th ' ' t . t Lt d,.t he si | It
2 crbate PhaoRsroeby o0t dRec R TRA datily ERGIAR SeNDt urEhdy.

theprocegiybsud inphheh3bRCrSLONA i ol 2rifRl A 7 el OB B OB Ut e

data, and the procedure I'n veritication unit Verrrires

group si ghefiséigoiat tupscB1aie segci9ingy. abavend ecgitssdtidrd He g gt ent
docunent 2. [03751 When (T4, T5) is received, the nmember status ]udging
]Ereans ﬁO?Blerrtﬁfyuhg pesgawzing upkbcdtaddsis the gRmermbnaeemehoranit an ixi
romthe
similar to that of the first implementation.

Eighth exemplary implementation
[0371]

Next, description will be given of the eighth exemplary
implementation. In this regard, this implementation corresponds to the
eighth embodiment. Furthermore, the initialization, the key creation
processing, the group subscribing processing, the member revoking

| processing, and the group signature creating processing executed by the
group .management unit 1 and the signature unit 2 are similar to the
~ processing of the seventh implementation.
[0372]
When the message m and the group signature data
(c,51,52,83,54,55,T1,T2,T3,T4,T5 are received, the verification unit 3
~ verifies validity of the group signature data. In FIG. 17, the group
signature verifying means 301B of the verification unit 3 determines
- whether the received group signature data satisfies a predetermined
verification expression (step S101). - The verifying means 301B
determines, according to the message m, the group signature data

(c,s1,52,53,54_,35,T1,T2,T3,T_4,T5_) and the public information opened by




| i st storage section 402B (step S505). If it is determ ned that the nenber
“trace inforfmation xi exists therein, the judging means 407B continues
processi ng, and then determ nes whet her pression (55) holds for the next
obtained xi and (T4, T5; step S508 and 5 . [03761 If expression (55) does
not hold, the nenber status judging neans 407B returns to step S505 to
read the next nenber trace information fromthe |list storage section 402B.

| f ' - , |.udgi 07B,checks th b t.at

Stored w TR 2R BTERARd iRl mdfa (oo H B SR To L o0
t S619dti | | B langli |

el tar EasrRe 448U R iR SERCRATIPRNSR IS s 2 B

- (steps S6kl+ands$@defyl + Sl af ¢ Poes pals, QHEES i8BY2 +19 Pa pRad in step
S506, the judging nmeans 407B determines that the nmenber status Is

_ "unknown" {@3itB]sends response data representing "unknown" to the
verification unit 3 (ste 5104). [03771 Wen the response data is received

fromthe respondetheverficathen expression ionot emtisfiedt phe greapssigdatafet he

verification,unit 3 determnes "acceptance" according to the group

si gnat ur eV¢RYIRE mRegRsnst0 Hatdeteamings| that 4ha grawn migasturejdadai snnotf

- the respopse _dat.a . is other than  “"valid", T ut put. means 302 then .
delivers TRRIQRIAFG c?af?(ﬁow St -:’Eﬁ‘JecmaEc-epEgﬁg‘@" eﬁFlftqaéP%tqweS?Qrbr}%

S110 and o el ' [ dentifwvi ' d
by the grSui hekaRis SREHTIRY modfs S Plandifllq LHe R updl ALT5)°

i npl ementgy § | ' t@t 3781 Next, d i pti
W1 Do v O o T e in. 1 this regart, the
i npl ement[@37a} corresponds to one of the first to eighth enbodinent. FIG

18 is a bl ock di agram show ng
In this regard, the procedure in which the group management

unit 1 and the signature unit 2 create the member registration certificate
and the group signature key, the procedure in which the signature unit 2
creates the group signature data, and the procedure in which the
verification unit 3 verifies the group signature data which are described
“above are described in non-patent document 2. |
[0375]

When (T4,T5) is received, the member status judging means 407B
of the response unit 4 reads the member trace information xi from the
list storage section 402B (step S505). If it is determined that the
member trace information xi exists therein, the judging means 407B
continues processing, and then determines whether expression (55) holds

“for the next obtained xi and (T4,T5; step S508 and 509).
[0376]
If expression (55) does not hold, the member status judging meahs
407B returns to step S505 to read the next member trace information
~ from the list storage section 402B.. If expression (55) holds, the judging
means 407B checks the member status stored with a correspondence
: -'es'tablished between the member status and xi (step $S610). The judging

~means 407B then sends response data indicating "invalid" to the




an exanpl e of a configuration of a group signature system As shown in

FIG 18, the group signature systemincludes a group managenent server 1A
a user termnal 2A, an authentication tflrgm' nal 3A, and a nmenber status
response server 4A. Moreover, as shown in FIG 18, the a group nanagenent
server 1A, the user termnal 2A, the authentication termnal 3A, and the
menber status response server 4A are connected via a communication network
100 such : ' G : L a rver
I s o sCeERRLlH RRAES dAorRE 8 1Bk mei bl QRO ST R 128
nmanagi ng Dogmaryd B 190 T rver
1A corresponds toéﬁebglré;&lhj%y %ggéﬁe%ﬁgggﬁrﬁs%&%ﬁoph'ﬂ@ﬂ&ggﬁﬁg&ﬂ%@gt to
ei ghth end@tBneldtermines dehaal the Alerbyghs1OroUPUARNBGEITEEn§eEYRHs | A
is shown in FIG 18, the group signature systemnmay include a plurality of
~group marespenset daba veapresantim@38ahkitewnseto thenvewrficafions wariti df(etept i on
pr ocessi ng te)rm' nal such as a personal conputer and a term nal enployed by
the user 250%. nenber of the group. The user term nal 2A corresponds to the
si-gnat ur; '7t] 2 shown in one of the first to eighth enbodi nent.

I nci dent OI%&I al t hough one user termnal 2A is shown in FIG 18, the group

L U e o e LSS BBl SO AR R sBRnsh Bt ) B o
or a PDA'Ve{r@].%géﬂioﬁhfes%% %ﬁ@@hf b 0s t&’ﬁ%? he %rﬁﬁcﬁﬂohmﬁftr?gi{e%rmin?%
processing termnal such asS a péersonal” conputer "and a termnal "operated by

a servi c'gc@@fimﬁg%"og o | €0 OHHRAR | bz ag.d rd 16e8: Vi a
t he conmuni cati on net\(/:\orﬂlgﬁ? Oﬁ?o usg}lgngggglgé%eldé?gﬁée% ut ﬁtqﬁc%t ?%n
terninal "$AlidS anderietonininper vepstthon’s ifi tharsespodsbeddta is other than

"valid". The output means 302 then delivers the verification result of

"acceptance" or "rejection" (steps S110 and S111). Incidentally, the
signer identifying processing executed by the group management unit 1

1s similar to that of the first implementation.

Ninth exemplary implementation
[0378] |
Next, description will be given of the ninth exemplary
implementation. In this regard, the implementation corresponds to one
of the first to eighth embodiment. FIG. 18 is a block diagram showing
an example of a configuration of a group signature system. As shown in
FIG. 18, the group signature system includes a group management
server 1A, a user terminal 2A, an authentication terminal 3A, and a
| member status response server 4A. Moreover, as shown in FIG. 18, the
a group management server 1A, the user terminal 2A, the authentication
terminal 3A, and the member status response server 4A are connected
via a communication network 100 such as the internet to each other.
lo379] |
- The group management server 1A is a server operated by a

company (to be referred to as a group managing company hereinbelow) to




books in response to a request fromthe user termnal 2A The

aut hentication term nal 3A corresponds to the verification unit 3 shown in
one of the first to eighth enbodi nent. {ngide ntally, 'although one

aut hentication termnal 3Ais shown in ]I'—]Ir% 18, the group signature system
may include a plurality of authentication term nals 3A. [03821 The nenber
status response server 4A is a server operated by a conpany to nanage the
stat us of f ' S r roup
ranagi ng SeaeR R RRE S8 Bl Ront ATEE 14 hoBrb ST sbiBRERRAS: e
menber st aidisadeBRARSEN NI sRoRAP inS RN of NEIRNELRE thQibhERT o biboFigHY,
enbodi nent. [03831 When a nessage Is inputted according to a user

oper at i onlndidentaHgs althotiginbnaAwiganesn g5 Ome n3i @raburer dakhokeas iA G,
message. The termnal 2A then transmts the nessage and the group

si gnat ur el Battde vgroumhesigamtune c aystemnanayr knthodé oat pduaatibenovf cgtdwp
termnal 3A . For exanple, the termnal 2A sends the group signhature data
and a boomanagenanpt sepverst14s a message to the authentication terminal 3A

of the Lfol?j;ﬁ]y [ 03841 After authenticating the received group signature
data, th hentication term nal 3A sends a judge request for the nenber

t at f th ' th t k 100 t.0 the. nb t.at

server 4A by USES BSOS THEIRI PSR IHEAGION REOPFTURE, (TN BiRruch
enbodi ne [ a ent i i t ' 3 age
as th:a jr%sdgae I?%I'qsﬁ)é?trp gﬁ[gpﬁiﬁgrg#%gp%s:tggﬁlﬁr% %é#}é %dt S?@%;‘&%&g %’gf e?

4A . Additeatisdd Yof fidle @xawW).e. The @Iste@eraéfﬁ@ﬁapnerrd@r@ﬁpéﬁd§ef618the

~conversion data contained in the group signature data as e judge request
to the resgnaterseundr 21/hdwWa8%h one of the first to eighth embodiment.

Incidentally, although one user terminal 2A is shown in FIG. 18, the
group signature system includes a plurality of user terminals 2A. Also,
the user terminal 2A may be a portable terminal, for example, a portable
telephone or a PDA.

[0381]

The authentication terminal 3A is an information processing
terminal such as a personal computer and a terminal operated by a
service company or a public organization providing various services via
the communication network 100 to wusers. For example, the
authentication terminal 3A is a terminal operated by a library and lends
books in response to a request from the user terminal 2A. The

“authentication terminal 3A corresponds to the verification unit 3 shown
in one of the first to eighth embodiment. Incidentally, although one
authentication terminal 3A is shown in FIG. 18, the group signature.
system may include a plurality of authentication terminals 3A.

[0382]

The member status reéponse server 4A is a server operated by a
company to manage the status of each member of the group in response
to a request from the group managing company. The member status

response server 4A corresponds to the member status response unit 4




When the judge request for the nenber status is received, the response
server 4A determ nes the current nmenber status of the user of the user
term nal 2A by enploying the judging meffod shown in one of the first to
ei ght h enbodi nent. The response server 4A then sends response data

contai ning the determ ned nenber status via the comunication network 100
to the authentication terninal 3A. [03861 The authentication term nal 3A

det er m neghoRGCH BhBG R A %It E(g%%}y asRansedat a, whether the nessage

|s to be accepted or rejecte uces a verification result of
"accept anp@383r "rejection For 116 exarrpl e, if the nenber status is
"valid", the authentication termnal 3A produces a verification result

i ndi cating thatWihen |endessagd ibopiputited atdordedg dbrewser, operatéxamphe, i f
the menber status is "invalid", the authentication termnal 3A produces a
veri fi cat heer rtesoinail nZiAcereatgstg\mup thignaénde ndpf foodite iseswtgeal |'Bhed.

| NDUSTRI AL APPLI CABI LI TY [0387] The present enbodi nents are applicable to
" the use o¥eran§r5&u% §hgna&r@rr@n@5t§t aessage and hhe L1 isigratusndataa
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group signatur 0 the preesent inven

di agram slibyaRg an exanple of a det ailed configuration of the group
signature systemshown in FIG 1. [FIG 31 Expl anatory di agram show ng an
exanpl e df038d]or mati on

After authenticating the received group signature data, the
authentication terminal 3A sends a judge request for the member status
of the user via the network 100 to the member status response server 4A
by use of the method shown in one of the first to eighth embodiment.
For example, the authentication terminal 3A sends the message as the
judge request and the group signature data to the response server 4A.

Additionally, for example, the authentication terminal 3A sends
conversion data contained in the group signature data as the judge
r.equest to the response server 4A.

[0385]
| When the judge request for the member status is received, the
response server 4A determines the current member status of the user of
the user terminal 2A by employing the judging method shown in one of
the first to eighth embodiment. The response server 4A then sends
| response data containing the determined member status via the
communication network 100 to the authentication terminal 3A.

[0386] o

The authentication terminal 3A determines, according to the
received response data, whether the message is to be accelpted or rejected

~and produces a verification result of "acceptance" or "rejection". For




stored in the nmenber information storage 104. [FIG 41 Expl anatory di agram
showi ng an exanple of information stored in the nenber revocation |ist
storage 402. [FIG 5] Flowchart show ng gh exanpl e of processing in which
the group signature systemjudges integrity of the signature attached to
the nmessage to determ ne whether or not the signature is associated with a
revoked nmenber. [FIG 61 Bl ock di agram show ng anot her configuration

exanpl e obxadhpldlIf t1gs WEMYeFNARYLS i§>"5€rtagfﬂ", [t'ﬁ%(%uﬂ%n%lﬁ?i%ﬁﬁﬁtﬂérr}hﬂi ggAm

showi ng.an exanpl e of information stored ih the menber revocation |ist
storage 4pgidué¢dd G Brifritasiocharésslhoimdigasiteg hdratexheplendihgpbédesaindsi n
whi ch the grou | gnature system judges integrity of the signature
attached aHo . r@sageer,ofateemm'ple, whéhkememmbeptstates 15 doavalid"j she

associ at ed a’lth a revoked nenber. [FIG 91 Flowchart showing still another .

exanpl e oRUpReRESatREG termigalchA e dreespa siegibicakiensiesudtrindivgsing thegrity
of the siﬂpa ur e. atgscgﬁd.to gi ne;(iage to determ ne whether or not the
si gnat ur e"1% 1614 pLpeeksis pok allawedd nember. [FIG 101 Expl anatory

di agram showi ng anot her exanple of information stored in the nenber
revocation |list storage 402A. [FIG 11l Flowhart show.ng further another

~exanple owasmmg%%\I\gmlﬁangroup signature systemjudges integrity

of the signhature  atta € message to determ ne whether or not the
si gnat ur g(igg7]associ ated with a revoked nenber. [FIG 121 Bl ock di agram
showi ng still another configuration exanple of the group signature system
[FIG 131 Expl dfla¢ appeseinage avbodimwntg ane expplicablyf tonflos ndd @f asgemes in
the menber information storage 104B. [FIG 141 Expl anatory di agram show ng
an exanplsgaatune syskeinofor confirming a qualification of a member of a group
while anonymity is kept. Also, it is possible to easily execute the
revoking processing of a user who has lost the qualification of a group
member, and hence the processing at member qualification revocation

can be efficiently conducted.

BRIEF DESCRIPTION OF DRAWINGS

[0388]

[FIG. 1] Block diagram showing an example of a configurétion of a
group signature system according to the present invention.

[FIG. 2] Block diagram showing an example of a detailed configuration

- of the group signature system shown in FIG. 1.

[FIG. 3] Explanatory diagram showing an example of information
stored in the member information st'orage 104.

[FIG. 4] Explanatory diagram showing an example of information
stored in the member revocation list storage 402. |
[FIG. 5] Flowchart showing an example of processing in which the

group signature system judges integrity of the signature attached to the
message to determine whether or not the signature is associated with a
~ revoked member. |

[FIG. 6] Block diagram showing another configuration example of the




. stored in the nmenber revocation |list storage 402B. [FIG 151 Flowchart
showi ng still another exanple of processing in which the group signature
systemjudges integrity of the signaturgyattached to the nessage to
determ ne whether or not the signature is associated with a revoked

menber. [FIG 161 Expl anatory di agram show ng anot her exanpl e of
I nformation stored in the nenber revocation list storage 402B. [FIG 171

Fl omhartgﬁ@@p\ﬁsmgngwltéﬁgyst@m_t her exanpl e of processing in 118 which the

group signature systemjudges integrity of the signature attached to the

- nessage tFH@t eFlm riéxphatdteryodiagtamhelsivgingt uie egamaseooif aiefdrmdthon
‘revoked nenber. [FIG 181 Bl ock di agram showi ng an exanple of a specific

confi gur agticged iof the mrempesirgmatationshst storapESER LTI ON OF REFERENCE

NUVERALS [0 8911 1 G oup nmanagenent unit 2 Signature unit 3 Verjfication

unit 4 Me 81 atlllowedagd sbowimg anothex pxpmplef of peadessing éniwbiceshe 102

Menber re isteri.gﬁ 'ébpfor tion atorage 103 er . regi stering_neans 104
Menber i STHRASTRHA em GHAERS ANLAS T thiysignAtigenatiachedow theni ng

QUEL NS PR R LR e EL
- storage Q3 EPHRmbIpature key storage '
| [FIG. 9] Flowchart sh.owing still another example of processing in
which the group signature system judges integrity of the signature
attached to the message to determine whether or not the signature is
associated with a revoked member.
[FIG. 10] Explanatory diagram showing another example of
information stored in the member revocation list storage 402A.
[FIG. 11] Flowchart showing further another example of processing in
which the group signature system judges integrity of the signature
attached to the message to determine whether or not the signature is
associated with a revoked member.
[FIG. 12] Block diagram showing still another configuration example of
the group signature system.
[FIG. 13] Explanatory diagram showing an example of information
stored in the member information storage 104B.
[FIG. 14] Explanatory diagram showing an example of information
- stored in the member revocation list storage 402B.
[FIG. 15] Flowchart showing still another example of processing in
which the group signature 'system. judges integrity of the signature
. attached to the message to determine whether or not the signéture is
associated with a revoked member.
[FIG. 16]  Explanatory diagram showing another example of
information stored in the member revocation list storage 402B.

- [FIG. 17]  Flowchart showing further another example of processing in |




204 Message input neans 205 Random nunber generator 206 G oup signature
creating neans 207 Group trace information storage 301 G oup signature
verifying neans 302 Verification resulfjgutput means 401 Invalid nmenber
recei ving nmeans 119 402 Menber revocation |list storage 403 Opening
information storage 404 Signature opening neans 405 Menber information
storage 406 Signer identifying neans 407 Menber status judgi ng neans 120
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message and for authentl cating whether th ghat ur a has be created

by a devi attazhedneo chemetdyaycoto alde®ittinet hhethetrest GRIIPEhS i JignaturTher
status judging device for judging, in response to a  request, a nenber

st at us i ndssemateyl wheh merevoksbmehbehe devi ce having created the
signature,data i ualified as a_valid nenber of the group at a present
‘point of ke 18 chrbagranyshowiagsys texampleof ar spewifcvdartfigiztaon ,
S conprising; a group managenent unit for nmanagi ng the group by executing
'.nenber-regféﬁﬁgﬂp gPAGHER SVABPMe regi ster a new nember to the group and
menber revocation processing to revoke qualification as a nenber of the
group nenber; a signature unit for creating, for the nmessage, group

sihgnat ureDE@(E‘RIP‘Iﬁ@)I@r(?FFREiE%‘EENeEgﬁf@MaERﬂ]ant ure dat a indicating that
e [0389] |
1 Group management unit
2 Signature unit
3 Verification unit
4 Member status response unit
101 Public information opening means
102 .Member registering information storage
103 Member registering means
104 Member information storage
105 Invalid member notifying means
106 Opening information storage
107 Signature opening means |
108 Signer identifying means
- 201 Group subscribing means
202 Member registration certificate storage
203 Group signature key storage
204 Message input means
205 Random number generator
206 Group signature creating means
207 Group trace information storage
301 Group signature verifying means
302 Verification result output means

401 Invalid member receiving means




nmessage has been created by a device of one of the nenbers of the group;

- and an authentication unit for receiving the nessage and the group
signature data fromthe signature unit for authenticating the group
signature data thus received. 3. The gro signature systemin accordance

~with claim2, wherein: the authentication unit transnits, if the

authentication unit determ nes that the group signature data has been

created b Og %‘%ﬁ%y&gvpgé‘ﬁ?ﬁfh&n&&égghe menbers of the group, a judge

request o er sta 0 a nenb status judge unit; and 121 the

menber stapgs QwdeenbintfolMdeRn s@irabgception of the judge request of a
menber st atus flrpgmtge aut henti cat iroﬁ%unit, a nenber status of the user of

“the signatQde Bigiathed ogewingahRGishe group signature data, and transmits
a judge result of the menber status to the authentication unit. 4. The
group si gABdurklesyberinformationdstocagmi th claim 2 or 3, wherein: the group
~managenent unit issues, to the signature unit of the user who becomes a new
menber of 40be Bigangy, identifying megnstration certificate indicating that the
user is a @rﬁnb@{@ of the tglroup stores, as nenber information, the nenber
regi strat #8h  Member sha sl ging wesnsat i on corresponding to the signature
unit, and transmits, to the nmenber status judge unit, I'Dinformation of a
signature unit of an invalid nmenber as a user whose qualification as a

- nmenber of the group has been revoked; the signature unit creates, at
subscription of a user to the group, a group signature




. the group managementunit transm

key as a encryption key to create group signature data, and creates group
signature data according to a nessage, a random nunber, the nenber
registration certificate issued fromthepgroup managenent unit, and the
group signature key; the authentication unit receives the nessage and the
group signature data fromthe signature unit and transmts the nmessage and
the group signature data to the nenber status judge unit to thereby
inquire of the member status judge @pigyppehether the user of the signature
unit having created the group 122 signature data has been qualified as a
valid nenber of the group at a present point of time; and the nenber
status judge unit stores a list of IDinformation corresponding to the

signature unit Dbf Ahgrouyalipdaieidarysasna foerentivyeigianird datawairch is
a list of invalid nenbers, receives the nessage and the group signature
 data fromessageaantedor canthanticatingawhethér dhessigmatmreugasaghas ubeemat a,
identifies, by gse of opening information as an encryption key to_  open the
group si GFeAtAGbEA devidecol one of anamberns of a greuyi dhatyséermremurising
created the group signatuye data,, | udgﬁs, i acc%or di .to the nmenber
revocation |isf %an’ﬁé P tqsnﬂ'dfiﬁ?gfﬂgo eYHEs IPHMAF8d, 1t FESRERSEr tQt &t us

and tr antetr €t eI s Didic A HR BN O O A BRI R Bk o

uni t. 5. ordiecdl PP sPEORRIN BaBY 6 ﬁgﬁ%lﬁfééﬁe gfvrkglg%}&%{e%?élxghﬂﬂe griflgr gt M

a present point of time,

2. The group signature system in accordance with claim 1,
comprising:

a group management unit for managing the group by executing
member registration processing to register a new member to the group
and member revocation processing to revoke qualification as a member of
the group member; |

a signature unit for creating, for the message, group signature
data, the group signature data as signature data indicating that the
message has been created by a device of one of the members of the group;
and

~an authentication unit for receiving the message and the group
signature data from the signature unit and for authenticating the group

signature data thus received.

3. The group signature system in accordance with claim 2,
wherein:
the authentication unit transmits, if the authentication unit
determines that the group signature data has been created by a
signature unit of one of the members of the group, a judge_ request of a

member status to a member status judge unit; and




certificate corresponding to the signature unit of the invalid nmenber to
the nmenber status judge unit; and the nenber status judge unit stores a
list of nmenber registration certificatggjcorresponding to the signature
units of the invalid nenbers as a nenber revocation list, receives the
nmessage and the group signature data fromthe authentication unit; 123
aut henticates the group signature data, creates signer identifying

i nformation as th@fmre@ﬁbéprstaeﬁé drﬁ%rhtaid%égngaﬁ’“}bﬁé?ﬁﬂﬁ 9?et‘1{§e '1&'&§é S

possesses the signature unit create group sTgnat ur

j udges, a@equegt ngf E«lorﬁémb@@n’@@[tdse\f@@ﬁi ithie lawtheantbaltien shaner ai ﬁﬁﬁhbéy I ng
information thus created, the menber status of the user of the si gnat ure

uni t havsbatus eeli ddiet hfsegr ofipthe gpgnaidatwnitadchvingarseontesd t tiee | gelgep
result of the nenber status to the authentication unit. 6. The group

si gnat ur élgy&‘wm dataced dance WI th claim4 or 5, wherein: the signature
unit creates g}E signature a by se of hash val ue of the nessage;
and the aut hentiESMHF udit) tJt wdnt that imrmher hetabwup tei ghl& ur e

data usin sh val.ue of the nmessage, and transmts, if the

- aut henti é‘g‘FFSﬁ“&fﬁ {Olhélpétjm nes that the group signature data has been
~created by a device of one of the menbers of the group, the hash val ue of
“the message and the group signhature data to the nenber status judge unit.

L gnee 2005, o aLTRE ishemanan g M 4Ok Syt pof o
user to wherein:

the group management unit

issues, to the signature unit of the user who becomes a new
~member of the group, a member registration certificate indicating that
the user is a member of the group,

stores, as member information, the member registration
-certificate and ID information corresponding to the signature unit, and

transmits, to the member status judge unit, ID information of a
signature unit of an invalid member as a user whose qualification as a
member of the group has been revoked;

| the signature unit

creates, at subscription of a user to the group, a group signature
key as a encryption key to create group signature data, and

creates group signature data according to a message, a random
number, the member régistration certificate issued from the group
management unit, and the group signature key;

the authentication unit |

receives the message and the group signature data from the
signature unit and |

transmits the message and the group signature data to the
member status judge unit to thereby inquire of the member status judge

unit, whether the user of the signature unit having created the group




the group, and creates, according to the nessage, the random nunber, the
menber registration certificate issued fromthe group nanagenent unit, and
the group signature key , group signatdiZ& data including conversion data
as data by use of which the group nanagenent unit or the nenber 124 status
judge unit can restore the nenber registration certificate through a
predeterm ned conversion; the authentication unit receives the nessage and
t he groupigngtara datdahasfhbemm tchelifiednas wr ealid meamberr afishit graue at a
conversion data incl u%ed in the group signature data to the nmenber status
j udge uniPresent poiBbel thyer pad of the nember status judge unit, whether

t he user of th% silgnature unit hayving created the group signature data has
been qualified he memhergs e A group at a present point of tine;

dth nmb t j ud i t. St list of ,1D inf ti .
 Corresponding PR At O TP e Bner i dipeia Be Hena thusbapit
T ti { St t [ 3 if- 2 e|
conversi on USinvRERt Bheibar Alnf, BBk SO Dish SUhidHEAE o St 8
certificahealidcmenshéss t o the conversion data, and then identifies the ID

information of the signature unit, judges whether the menber revocation

list includes réeeivBs théomwasage, adel el nasup fsighatieebdatst Aows thdge
unit determines that the nenber revocation |list includes the ID
i nf or mat AGhenkigatide updtber status of the user of the signature unit

" having created thﬁ gr_oup sjgnature data is jnvalid at a present point of
“time, deterni nd4theRticatesEhp @rowpasignatuagelats.t determines that the

menber revocat ié)n I].i'..st oes not. include.the ID information, that the
_ 1dentifies, by use of opening information as an endryption key to

open the group signature data, the ID information of the signature unit
having created the group signature data,

judges, according to the member revocation list and the ID
information thus identified, the member status of the user of the
signature unit having created the group signature data, and

transmits the judge result of the member status to the

authentication unit.

5. The group signature system in accordance with claim 4,

wherein:

~ the group management unit transmits the member registration

certificate corresponding to the signature unit of the invalid member to
- the member status judge unit; and
the member status judge unit
stores a list of member registration certificates corresponding to
‘the signature units of the invalid members as a member revoca‘_cion list,
receives the message and the group signature .data from the

-authentication unit;




menber status of the user of the signature unit having created the group
signature data is valid at a present point of tinme, and transmts the judge
result of the nember status to the aut¥htication unit. 125 8. The group
signature systemin accordance with claim2 or 3, wherein: the group
managenent unit issues, to a signature unit of the user who becomes a new
menber of the group, a menber registration certificate indicating that the
user is a nmentgEithemiicategrihegreuprdgnasureniaiar crastesmigner, iderdifEmger
regi strat.i ?n certificate and_ ID i nfag{ mat i on corresponding to the signature
uni t, andlio¥madian as wormatiemsapablaifsidendatyingi whieh pmevef the users

registration certificate corresponding to a signature unjt of a valid
'melrrbgr oqusﬁgsﬁ?%&%eaﬂanflﬁ‘ﬁ’éﬁ H‘H& &?‘ﬁlﬁiﬁﬁﬁﬂ?%@%gﬁﬁr%%swre %‘i:\gs is a
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revoked and | rfrat 1 on 1 ndi cati ng er status 1S an’inva

‘status; tthe ﬁgara@uuémn&miﬁaﬁh%aéx@meattwgf&ﬁﬁ Rig ARt e HHEalUgRA tO the
- group, a group signature key as a encryption key to create group signature

data, and createansadtor g¢heg judgeheramsitagef the naeddiemusherus the thenber
regi stration certificate issued fromthe group managenent unit, and the
group si @MMMIQ@OP Wiidup signature data including conversion data as
data by use of which the group managenent unit or the nenber status judge
unit can restore the nenber registration certificate through a

Ppredeterm ned C%.Veﬁeogi'oup signature system in accordance with claim 4 or 5,

wherein:

the signature unit creates group signature data by use of a hash
value of the message; and |

the authentication unit

conducts authentication of the group signature data using the
hash value of the message, and

transmits, if the authentication unit determines that the group
‘signature data has been created by a device of one of the members of the
group, the hash value of the message and the group signature data to the

member status judge unit.

7. The group signature system in accordance with claim 4,

~ wherein: . B

the signature unit
creates a group signature key at subscription of the new user to
the group, and |

| creates, according to the message, the random number, the
~member registration certificate issued ffom the group management unit,
‘and the group signature key , group signature data including conversion

data as data by use of which the group management unit or the member




the authentication unit receives the nessage and the group signature data

. fromthe signature unit and transmts the conversion data included in the
group signature 126 data to the nenmberlZt atus judge unit to thereby
i'nquire, of the nmenber status judge unit, whether the. user of the
signature unit having created the group signature data has been qualified
as a valid nmenber of the group at a present point of tine; and the nmenber
status | dgéuanutgetunidsan restoref thrameambacragisiradior cartifich¢e through
registration _certificate and status information indicating that the nenber
status i S Rredetargued cenversiani nval i d status with a correspondence

est abl i shed tEErebeéween, as a nenber revocation list which is alist of
invalid nenbers® & nfacatine Waklversi on data from the authentication unit

and then restqres. the mber registratj,on certifi.cate accgrding to e
conversi on dat i?g'wgaeéﬁga&%ﬁstﬁg%g qrb‘fst}%ﬁ‘ ust I o‘?‘rgé]ﬁ%&}ﬁei ﬁ@gad mntt?lﬁe
menber  rgy¥H ' |- corresponding to the nenber registration
certificat% tgﬁlﬁiéé)ﬁglégégged, t he nenber status of the user of the signature

unit having creahemitdaher eHRve&ivd Tt aldhaudd ik 9?@"’5%&%2&51&%&%

result of the nmenber status to the authentication uni _ roup
si gnat ur elaggstee the mandardatoim svudeg € haiim té, thavedeimguiree of gwing@beri t

~ creates a group signature key at subscription of the user to the group,
and creaséatusgedgeiunit; whetheredngsertdfet hasipma hurebanit heingecisated
OO ST A e oup signature data has been qualifed a8 3 vahd member of the
group at a present point of time; and
the member status judge unit
stores a list of ID information corresponding to the signature unit
of the invalid member as a member revocation list,
restores, if the member status judge unit receives the conversion
data from the authentication unit, the member registration certificate -
according to the conversion data, and then identifies the ID information
of the signature unit,
judges whether the member revocation list includes the ID
information,
determines, if the member status judge unit determines that the
member revocation list includes the ID information, that the member
~ status of the user of the signature unit having created the group
signature data is invalid at a present point of time, |
determines, if the member status judge unit determines that the
member revocation list does not include the ID information, that the
member status of the user of the signature unit having created the group
signature data is valid at a present point of time, and

transmits the judge result of the member status to the

authent_ication unit,




and the group signature key, group signature data including conversion
data as data by use of which the group managenent unit or the nenber
status judge unit can restore the nmenbd25r egi stration certificate through
127 a.predeterm ned conversion and proof data indicating that the
conversion data has been created by the signature unit; the authentication
unit receives the nessage and the group signature data fromthe signature
unit and transni$s ke srowpsignaturs ayairmtineapeoustante withelade® dn & he
group si ture.,data to the nenber status judge unit to thereby inquire,

of the @Fe18t at us judge unit, whether the user of the signature unit
havi ng created data has been qualified as a valid

tlhe %rou§1 si gnat ur
member of the GPOGIOHP BaH fmg(ﬂl}ht of time; and the menber status judge
unit receives t 0 | ; f t t.h
aut henti cat onggt}‘r%\ﬁ%,’ Qéﬁ% %%@%{e@gﬁ?ﬂgf‘ gﬁ%g’*f'S%g'a‘E@%aﬁ%&Iﬁg% % gg Wopleeénp i
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identifies ID1nformation corresponding to the nenber ré&gistration
~certificatmelnhber béshergg@uy udges the nenber status of the user of the
signature unit having <created the group signature data according to the
menber revocat storesj stas andentteed Dinfidmnatiomn thes hmembefi exkgiandition
transmts thgjudge result of the menber status to the authentication
c

uni t. 10centibcgieapdslignaformation enrresporuingaboc thevsignaturennait, agdr ei n:
t he menber stajus judge unit receives, the conversi dat a .and the proof
data fromthe rzﬁﬂdﬂ’éﬁ%r cgfpi obhgnjpember ~ status Ju%nge unit, a member
- registration certificate corresponding to a signature unit of a valid
" member of the group and information indicating that the member status
is a valid status, and
transmits, to the member status judge unit, a member
registration certificate corresponding to a signature unit of an invalid
member as a user whose qualification as a member of the group has been
revoked and information indicating that the member status is an invalid
status;
the signature unit
creates, at subscription of the user to the group, a group signature
key as a encryption key to create group signature data, and
creates, according to the mess‘age, the random number, the
_l'member registration certificate issued from the group management unit,
and the group signature key , group signature data including conversion
data as data by use of which the group management unit or the member
status judge unit can restore the member registration certificate through
a predetermined conversion; |
the authentication unit
receives the message and the group signature data from the
| signature unit and

transmits the conversion data included in the group signature




aut henticates the proof data and then restores the nmenber registration
certificate according to the conversion data, 128 judges the nenber status
of the user of the signature unit havi rlg%Creat ed the group signature data
according to the nmenber revocation list and the nmenber registration
certificate thus restored, and transmts the judge result of the nenber
status to,the authentication unit. 11. The group signature sglstem in
accor dandiatd 9 thpamember whatus ml:ldgﬁélmtgﬁagh%elﬂbhillflquitl@atcés he gembper

of the user_ to the and creates,
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data by use of thBimBmber SBIRR juddehtst | udge unit can restore the menber
registration certificate through "a predetern ned conversion, first proof

data indicatingtérest 4 hlisseebngaisorsmaiisi iclddiaghas heenber epd@dtRytibhe
signature unit, and second proof data indicating that the first conversion
dat a and cendficaterand shatus informizatienhadichéiarg thetthd iy e stdtiusgisoae
and the sa menber registratiqn certificate; the authentication unjt

recei ves Vol fdadlge0Bnan: peVaHduptatymawith aacertespendescesieghablishedni t
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i nquire, n?émtbré‘i's,”e”ber status judge unit, whether the user of the
receives the conversion data from the authentication unit and
then restores the member registration certificate according to the
conversion data,
judges, according to status information included in the member
revocation list corresponding to the member registration certificate thus
restored, the member status of the user of the signature unit having
created the group signature data, and

transmits the judge result of the member status to the

authentication unit.

9. The group signature system in accordance with claim 4,
‘wherein:
the signature unit
creates a group signature key at subscription of the user to the
group, and
~ creates, according to the message, the random number, the
member registration certificate issued from the group management unit,
and the group signature 'key, group signature data including conversion
. data as data by use of which the group management unit or the member

status judge unit can restore the member registration certificate through




. signature unit having created the group signature data has been 129

qualified as a valid nenber of the group at a present point of tinme; and

t he nenber status judge unit receives tI#¢ second conversion data and the
first proof data from the authentication unit, authenticates the first
proof data and then restores the nmenber registration certificate according
to the second 8onver_si on data, identifies an |D.information correspondi ng
to the ménberedetgymined i anversion cand t pueot edasnedndicatiag tﬁﬂéagmﬁh@r

status of the user ;o he signature it having K created the group
si gnat ur&05‘&’?55]&)&@?}1?%ﬁ%e%hér%%ﬁByrg%ﬁlﬂqwmi%mt’ and the 1D

i nformation th i tifled,. and transmts the judge result of the nenber
status to the %ggtﬂg‘ﬂ}qlﬁt&f%& ndHHt. 12. The group signature systemin

The second comeraren sap miEeBer qd GRS Adarkieopaty’ brdfivthécs

aut hent i gagh@burtnthit aadhenticates the first proof data and then restores
the nenber registration certificate according to the second conversion

~data,  judges tbeanemity thé ajousreebidibelataeandf tlid@rabddattr maladedhiay the
created the group signature data according to the nember revocation |ist
and the gEaBPrsigogiture akatantocthe memdier statasrjusiger edit tondherans myuitehe
~judge resgl i‘QOf thg menber s_tgt us to the _aut henticat(i?fn unit. 13. The
group si §hdtiGr@edyRerstatundudgadiry, whethenmthe user of themigaphureangtoup
managerregt uni t 13(% . ‘o .
aving created the group signature data has been qualified as a valid
member of the group at a present point of time; and
the member status judge unit
receives the conversion data and the proof data from the
authentication unit, |
authenticates the proof data and then restores the member
registration certificate according to the conversion data,
identifies ID information corresponding to the member
registration certificate thus restored,
judges the member status of the user of the signature unit having
created the group signature data according to the member revocation list
~and the ID information thus identified, and
transmits the judge result of the member status to the

authentication unit.

10. The group signature system in accordance with claim 9,
wherein: '
the member status judge unit
receives the conversion data and the proof data from the
authentication unit,
authenticates the proof data and then restores the member

registration certificate according to the conversion data,




issues, to a signature unit of the user who becones a new nenber of the
group, a nenber registration certificate indicating that the user is a
menber of the group and signer identifyi28 information as information
capabl e of confirm ng that the group signature data has been created by
the signature unit of the user, stores, as nenber information, the nenber
registration certificate, the signer confirmng information, and ID
information cgudgspohdimentloet beattigofithe argeni of tleadighiansid tgit havihe

menber status judge unit, the signer confirmng information correspondi ng
to a si gﬁﬁe&t%d thé tgreti pasiginataire datenbecomking toutlee mbnderoretdchitivat lish as
a menber of, the groyp has been revoked; and the signature unit creates, at
subscri pBitshthe membesaregistnationy centificate tbus risgoredys andkey as a
~encryption key,to create group .signature data, and creates, according to

the nessage, t W ISHHdSH Bisbtdgeneresidina ridip strembey cehatusi c@x ethed

t he sign j r.m information issued fromthe group managenent unit,
and the %ﬁ%ﬁ%ﬁyc&@é}g}‘&?&ey, group signature data including conversion

data as data capable of restoring the signer confirmng information
t hrough a predeterm ned conversion; the authentication unit receives the

message and the Jar ouPhgi geghpr Sigdaithirkl 838 1iF! AMRrHAB CENWtRNDihagsm ts
.the nessage and the group signature data to the nenber status jugge uni t
to therehale'mdqni re, of the nmenber status judge wunit, whether the user of
the signature unit having created the group signature data has been
qualified as athepignatanieeunitf t he group at a present point of time; and

.the menber status judge unit stores a_list of the_ signer confirmng
i nformation Coqqegstsgrgig@% signature key at subscription of the user to the

group, and
creates, according to the message, the random number, the
- member registration certificate issued from the group management unit,
and the group signature key, group signature data including first
conversion data as data by use of which the group management unit can
restore the member registration certificate through a predetermined
conversion, second conversion data as data by use of which the member
status judge unit can restore the member registration certificate through
a predetermined conversion, first proof data indicating that the second
conversion data has been created by the signature unit, and second proof
- data indicating that the first conversion data and the second conversion
data have been created by converting one and the same membér
registration certificate;
" the authentication unit
receives the message and the group signature data from the
_ 'signature unit and |
transmits the second conversion data and the first proof data
included in the group signature data to the member status judge unit to
thereby inquire, of the member status judge unit, whether the user of the

- signature unit having created the group signature data has been




- information indicating that t

the signature unit of the invalid nenber, as a nenber revocation |ist
which is a list of invalid nenbers, receives the nessage and the group
signature data fromthe authentication(2®it, authenticates the group
signature data, judges, according to the nenber revocation list, the nenber
status of the user of the signature unit having created the group
signature data, and transmts the judge result of the nenber status to the
aut hent i catalifiednas a v4lid Thentbausf hegabupeatuspRBeint RAaeHaner; Wid
claim 13, wherein: the group nmanagenent unit issues a nenber registration
certificate andhs greambenstatus pgdge mmtmati on to a signature unit of the
user who beconmes a new nmenber of the group, stores, as nmenber infornmation,
t he menber regiteceiasobhe secontl cenecrsion datphamd dheifirdtnyrooft dateatfiom,
and I D i nforrra%' on . corresponding to the signature unit, and transmts, to
the nenpeiesay E%HPG%@QJHPEE the signer confirmng information

ot or mati on | ndVSERGL A HhE SR tokHattand Beprpatorercilin MaHbeT
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it or mat 1o care s o Acal S ot Fhl ek PRSI nember as a
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er status is an I nvalild status:

aut hent i aegistravivi cerificues thhe reessrgk and the group signature data from

the 132 signature unit and ‘
judges the member status of the user of the signature unit having

created the group signature data according to the member revocation list
- and the ID information thus identified, and
transmits the judge result of the member status to the

authentication unit,.

12. The group signature system in accordance with claim 11,
wherein: |
 the member status judge unit

receives the second conversion data and the first proof data from
the authentication unit,
| authenticates the first proof data and then restores the member
registration certificate according to the second conversion data,
| judges the member status of the user of the signature unit having
-created the group signature data according to the member revocafion list
and the member registration certificate thus restored, and
transmits the judge result of the member status to the

authentication unit.

13. The group signature system in accordance with claim 2 or 3,
wherein: |

the group management unit




transmts the conversion data included in the group signature data to the
nmenber status judge unit to thereby inquire, of the nenber status judge
uni t, whether the user of the signaturddihit having created the group
signature data has been qualified as a valid nenber of the group at a
present point of tinme; and the nmenber status judge unit stores a list of
signer confirmng information corresponding to the invalid nmenber as a
menber revocat ilgsues, <o, a segeamas tinét obtherssanwdat befomesthaew member
authenticagtion unit, judges the nenber status of the user of the signature
uni t havidhdhecgeeipoa thempreauresis tiration cegdificateciadicat ngothate the iiser is
revocation Iisb, transmts the judge result of the menber status to
the aut Reft§& PF&% i groug; anthslgpuplenty r Hligymadaon msabrformatéenwi t h

f lai 2 wh i h . i [
oi gnat ur §2Bae St Qmifrig Rl e sFOVHGHERRRG dafa Bhoard eranted Akvi ng
created thgesigh%ﬂrég?g??gﬁ:ﬁe%& 16. A group sighature system for

creating signdture d d hedsage and for authenticating whether the

signature datasffmsbeess Gheatiss: PYinfor@%itish Of tRES MHedlB erfe%iigtxaat%ﬂuﬂ

the system conprising: a signature termnal ’or_ creating, for the nessage,
group stenidficate daglte asigiiegnadoiferdana iindbabitite t haid t 1D rBfosam thés

been created by a term nal of one of the nenbers of the group; an
aut hent i eextesponstingnial tieosigrateire ngit, kmdyr oup signature data via a
comuni cation network fromthe signature term nal and, authenticating the
group si gnat ur EraRgmIss ke ﬁl@cmmggraﬂatmssudaen@nﬁerthgtagmrjamﬁmgmgr ver
- for judging.a nmber status.indicatin et her . ser .of ihe sigpature
ter m nal PHEUTAIERCRIZASPRBIING SO STamatRe Vadt 41 a0 mbﬁi@@rﬁﬁ% apak i d
menber o5k PSR Qudliffeation as a member of the group has been revoked; and
| the signature unit
creates, at subscription of the user to the group, a group signature
key as a encryption key to create group signature data, and
creates, according to the message, the random number, the
member registration certificate and the signer confirming information
issued from the group management unit, and the group signature key,
group - signature data including conversion data as data capable ‘of
restoring the signer confirming information through a predetermined
conversion;
| the authentication unit
receives the message and the group signature data from the
~ signature unit and _
transmits the message and the group signature data to the
| - member status judge unit to thereby inquire, of the member status judge
- unit, whether the user of the signature unit having created the group
signature data has been qualified as a valid member of the group at a
| present point of time; and

the member status judge unit

- stores a list of the signer confirming information corresponding to




present point of tine, wherein: the authentication termnal transmts, if
the authentication termnal determ nes that the group signature data has
been created by a signature terminal dfdlone of the menbers of the group, a
-judge request of the nenber status via the comrunication network to the
menber status judging server; and the menber status judgi ng server judges,
if the judge request of a nenber status is received fromthe

aut hent i ddei signaturienunit oicthrenbealidsnae mbesf ashe nsmmbei recaitinaiiste
term nal having created the group. signature data. 17. A nenber status

j udge uni¥ 1 1§ adaftngl anembarss i ndicating whether a user of a

devi ce having created ﬁfloup si gnature ata as signature data ig](fji cat] ng
that a message 'RECIVESehher Maessias) and gEE cBTOIP oPE THTUFE 3 &fom §hsup

has a qu@dtﬂe%géaoc?%@é a.valid menber of the group at a present point of

time, conprisin ion list storage neans for storing a nenber

revocation lis - i L r ch of which is a user whose
- qualification raggtﬁ%n%%a%é% t%% %@%?%@% %%% revoked; judge request
‘receiving meanjul@és,” eeeordng (e tHad g ehfiestevobatidi HEIDEhe Shidibeyi @ a

comuni cation network froman authentication wunit which authenticates the
group si ghatus eoflate; sdeat uf jthdgisignanans tolt jhgngg, crebte@cepei growp t he
- judge request by the judge request receiving neans, the nenber status of
t he user Se§naturs data,centhavi ng created the group signature data according
to the nenber revocatio&llist stored in the revocatiqgn |ist storage neans;

“and j udge resuf¥an§MMsH the ngudssnsresiltt afnstha « mrgmberydgi@tiuss it the134

. the nmenb us .} udged, by the status judging neans via a conmunication
“net wor k S@tﬁhg%%tm&n& tion unit. 18. The menber status judge unit in

accordance with claim 17, wherein:

14. The group signature system in accordance with claim 13,
wherein:
the group management unit
issues a member registration certificate and signer confirming
information to a signature unit of the user who becomes a new member
of the group, |
stores, as member information, the member registration
certificate, the signer confirming information, and ID information
corresponding to the signature unit, and
transmits, to the member status judge unit, the signer confirming
information corresponding to the signature unit of the valid member of
the group and information indicating that the member status is a valid
status, and _
transmits, to the member status judge unit, the signer confirming
information corfesponding to the signature unit of the invalid member as
: a user whose qualification as a member of the group has been revoked
- and information indicating that the member status is an invalid status;
the authentication unit | |

receives the message and the group signature data from the




the revocation |list storage neans stores as a nenber revocation |ist a
list of IDinformation corresponding to a device of an invalid nenber; the
judge request receiving neans receives,l3s the judge request of the nenber
status, the nessage and the group signature data; and the status judging
nmeans identifies the ID information of the device having the group
si.gnature data by use of the nessage and the group signature data received
by the | fdgBatermat aecki vi ng means and opening information as an
encryption key to open the group signature data and judges the nenber
status of the GE@RSBYity Hhedsonyerswn mipter dnekuled Ha gheuprenpnsigmedudat a

“accordi ng, t,0 { he, nenber, revocation, list stored in the revocation |ist
stor age %’@&ﬁs%aﬁhetm@mw SEatumivdse cHud to Haewaly dpquize, ofidasmazaper
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and st at ggoupf Hf BBIreBnik PHiadldfM9midiaind he menber status is a valid status
or an‘invalid status are stored wth a correspondence established

therebetween; the mudger eitestjudeenning means receives fromthe
aut hentication unit, as the judge request of the nenber status, 135

conver si on dat atearesdatlisteasignerofonzemeng rig fotm attom eorrespotdiatg tnthe
certificate ngr ough a predeterm ned conversjon; and the status judging
means cr éay@ ap gy pRer digvesation Hate according to the
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judges the member status of the user of the signature unit having
created the group signature data according to the member revocation list,
and
transmits the judge result of the member status to the

authentication unit.

15. The group signature system in accordance with one of
claims 2 to 14, wherein the group management unit comprises signature
~unit identifying means for identifying the signature unit having created

the group signature data.

16. A group signature system for creating signature data for a

: message and for authenticating whether the signature data has been
created by a device of one of members of a group, the system comprising:
a signature terminal for creating, for the message, group

signature data as signature data indicating that the message has been

qre-ated by a terminal of one of the members of the group;

an authentication terminal for receiving the group signature data

via a communication network from the signature terminal and

' | " authenticating the group signature data thus received, and




the group signature data according to status information corresponding to
the nmenber registration certificate thus created, the status information
bei ng selected fromthe status informatliddh i ncluded in the nenber
revocation list stored in the revocation |list storage neans. 20. The nenber
status judge unit in accordance with claim1l7, wherein: the revocation

| i st storage neans stores.as a nenber revocation list a |list of signer
confirm ng i nf @ membremtsitabue gudsipgnderver tfox judyine of membeyadtatus
menber and which is_information capable of confirmng that the group

si gnat ur dndi¢at1ngswhesher e atsea of thesigovtuee terminsdrhavuigcrestad thee

j udge request receiving ans receives, fromthe authentjcation unit, the
message aQUPnEERINEs Figgﬁt]@r auaﬁkfw Q8 Hevaillddﬁéemb@ie@{ the gypupnatber

means judges the nmenber status of the user
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recei ving nmeans an € 'si gnéer contirmng

. _the eor . ! A
revocat i @eriBAREdeteFhifbe B tithe Qx%d;?\é?%@%t% gh§£ HLhagh JFealsd é)%rla

group signature nethod of creating signa or a nessage an

aut hent i eignagiwhtdrinihef shendttheeniahbehadfibenerdigad §8dby rdqdest ¢f of
~one of nenpbers of a group, conprising: 136 <creating, by a signature unit,
for creathagnenmpen statusavia the commingriattion datwozk tei greamembaatsaatus
indi catig‘? t hat the nmessage has been created by a device of one of the
menber s HMATHE 8Py althinsmitting, by the signature unit, the group

si gnat ure data t hus reated vi.a a.communi catipn ne rk t,o an

aut hent i cat i on&hiEe %h“%b‘ﬁﬂé’ﬁ%legt%vteﬁé%fgﬁ%tlt%edBfl&e request of a

aut hent i ' tq | upj r Qu Lgn re _dat

Cecei ve dﬁ?%%lﬁ?{h%&g#gﬁg ?&%gﬁ&ﬂ frf&n%xe Qh%heﬁpl%aglo% Pefmgngf, ‘Yhe member
- status of the user of the signature terminal having created the group

signature data.

17. A member status judge unit for judging a member status
: indicating whether a user of a device having created group signature
data as signature data indicating that a message has been created by a
device of one of members of a group has a qualification as a valid
-member of the group at a present point of time, comprising:
revocation list storage means for storing a member revocation list
as a list of invalid members each of which is a user whose gualification
as a member of the group has been revoked;
judge request receiving means for receiving the judge request of
the member status via a communication network from an authentication
unit which authenticates the group signature data; |
status judging means for judging, at reception of the judge request
| by the judge request réceiving means, the member status of the user of
Ithe device having created the group signature data according to the
member revocation list stored in the revocation list storage means; and

judge result transmitting means for transmitting a judge result of




transmtting by the authentication unit, if the authentication unit

determ nes that the group signature data has been created by a signature
unit of one of the nenmbers of the groud3d4a judge request of the menber
status via a communi cation network to a nmenber status judging server which
j udges a nenber status indicating whether the user of the signature unit
havi ng created the group signature data has a qualification as a valid
menber ofthehemgmober astatyy epedgedoibyt ohet istatusanjddigingi npebysnevider a
status judging server, if the nenber status judging server receives the

j udge regoBynugficationneetworlstathe duthenticatiom hooti cation unit, the
menber status of the user of the signature unit having created the group
signature data. 22. The group signature nmethod in accordance with claim 21,

further conprising: oring,, b nber, stat.ys judge .unit, | i st. of. 1D
nformatfon corle pabid e bR sEalTE s aeS Al duLd s THaRsE v STHENId:
revocat i st which is a list of invalid nenbers as a user whose
qualification as a menber of the group has been revoked; transmtting, by

- the signature pRi trev%@ﬁti@t%ﬁgﬁgﬁsttﬁgggé g A RUBE 012l ORI 1 e At iéé\?%(%ittl?]%

comuni cati on network to ntrcation unit; transmttin
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group signature data has been created by a signature unit of one of

" menbers oiemberyroup, the nessage and the group signature data as the
judge request of the menber status via a communication network to the
menber st atus jhelgedgri xequasdnradeyving meankerapeives, as dhesjydgeaeqmest 1D

by use off Phe maieiaiiia, The Teeesa gR il S7GHPSEBOERTS A BoRhe
: ?Eghgpghgat;?Sméjgt%t%gﬂg?ggg%ﬂl%dnng ormati on as an encryption key to open
1dentifies the ID information of the device having the group
signature data by use of the message and the group signature data
received by the judge request receiving means and opening information
as an encryption key to open the group signature data and
judges the member status of the user of the device having created
the group signature data according to the member revocation list stored

in the revocation list storage means and the ID information thus

identified.

19. The member status judge unit in accordance with claim
17, wherein:
the revocation list storage means stores as a member revocation
list a list wherein a member registration certificate which corresponds to
the device of an invalid member and which indicates that the user is a
member of the group and status informétion indicating that the member
status is a valid status or an invalid status are stored with a
correspondence established therebetween;
the judge request receiving means receives from the

authentication unit, as the judge request of the member status,




judgi ng by the menber status judge unit the nenber status of the user of
the signature unit having created the group signature data, according to
t he menber revocation list thus stored &% the ID information thus
identified.. 23. The group signature nethod in accordance with claim 21,
further conprising: storing, by the nmenber status judge unit, a list of a
menber registration certificate which corresponds to a device of an

invalid comveesiemdatal el dadacedpsblehaf idwtovhey the ansRiegr refisthgtionoup
and status information indicating that the menber status is a valid status
or an i Weatificadediveugit & predetemmpnadeaneeersicatil asthed t her ebet ween, t he
list being a megber revocation list which is a list of invalid nenbers as
users whose qudRerstaiusdndging meaner of the group has been revoked:;
authentication unit, if the. authentication unit

transmtting, b¥ tgee .
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conversion data received fromthe authentication unit; and judging, %% t he
- menber stat uthg udgembeirt , rdgistiter cirdificatel thhe useated, t bResignshyre
uni t havi,ng) created the group signature data according to status '
i nf or mat tBIERAEeIpbAING Gelectede Ixmmbthe stais tindoimatren tintleded inhtke
created, the status inforpation bei n% selected fromthe status information
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- signature method in accordance with claim?21, further conprising:

20. The member status judge unit in accordance with claim 17,
wherein!
the revocation list storage means stores as a member revocation
list a list of signer confirming information which corresponds to the
device of an invalid member and which is info.rmation capable of
confirming that the group signature data has been created by the device
of a particular user;
| the judge request vreceiving means receives, from the
authentication unit, the message and the group signature data as the
judge request of the member status; and
the status judging means judges the member status of the user of
the device having created the group signature data according to the
‘message and the group signature data received by the judge request
receiving means and the signer confirming information included in the

- revocation member list stored in the revocation list storage means.

21. A group signature method of creating signature data for a
‘message and authenticating whether the signature data has been

- created by a device of one of members of a group, comprising:




storing, by the nenber status judge unit, as a nenber revocation Ilist a

| ist of signer confirmng information which corresponds to the device of

an invalid menber and which is informatith capable of confirmng that the
group signature data has been created by the device of a particul ar user,
‘the menber revocation list being a list of invalid nenbers as users whose
qualification as a nenber of .the group has been revoked; transmtting, by
the signature GAFRIINEZDYEE SigRatine tHdtgionsreatipmsigratittea data, group
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according to the nmessage and the group signature data recelved fromt

aut hent i eatthemticstesahd sigmativgeetataenfirnming i nformation included in the
invalid nenber list thus stored. 139 25. A conputer program product for
judgi ng a membattbeaticatimgli bat the ahthémticatissemit, 4héegiraep hsignagure

created group signature et:i]at a. as signature data indicating that a nmessage

has beeri(gié’gﬁa?teéagfﬁii orghneciggratyse Whitnenbers of a group has a

~qualification a val,id .mepber t he group at a,.prese int.of tinme,
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communi cation network froman authentication u I cafe
member status via a communication network to a member status judging

server which judges a member status indicating whether the user of the

signature unit having created the group signature data has a

qualification as a valid member of the group at a present point of time;
and

judging by member status judging server, if the member status

- judging server receives the judge request of the member status from the

authentication unit, the member status of the user of the signature' unit

having created the group signature data.

22. - The group signature method in accordance with claim 21,
~ further comprising:
storing, by a member status judge unit, a list of ID information
corresponding to a device of an invalid member as a member revocation
list which is a list of invalid members as a user whose qualification as a
member of the group has been revoked;
transmitting, by the signature unit, the message .and the group
'signature data via a communication network to the authentication unit;

~ transmitting, by the authentication unit, if the ‘authentication




the group signature data; judging, if the judge request is received from
the authentication wunit, the nenber status of the user of the device
having created the group signature datl@7according to the member revocation
list stored in the revocation |ist storage neans; and transmtting the
judge result of the nenber status thus judged via a conmunication network
to the authentication unit. 26. The conputer program product in accordance
with cl aiunit 2deteprmeinasofhai dwugroypa stonptnre dadanbasshbeenresesdadi by ai st
storage neans, for storipg as 3 menber revocgtion list_alist of ID

i nf or mat ﬁ&%\n%W%éﬁﬁd@ neo ol eegrbery qfnhei grompnéhe, messagecand; the
receiving _fromthe authenticatipon unit, the SS and the gro .

o gnat ur ETUPac Al ifats o 4BF Bildd,aeRRinsE ok Hag e hkich SEALRRG N | D
I nformati he.-dev) [ r I gnat ure data by use
of the n%ggﬁgglggﬁugﬁéhgﬁ%ﬁgxiﬁgﬁgtﬁgﬁﬁgﬁfgﬁanéﬁﬁ@qugP’n1the

~aut henti cati onj it IHad ' 145 [ YAPS 0
open t he groupugﬁgﬁgfﬁg%qggpg% gkgkﬁﬁgg%ﬁgﬂﬁﬁzpﬁg%bertéggfﬁéﬂ%lﬁ?ﬁgﬁﬁggr of

the devi ¢ke Maxhagure iadt dthing @eayed THeNatoi S sighat@ec dadh NBytwsd BEtHENDEr
revocation list stored in the revocation |ist storage nmeans and the 1D

i nf or mat imessages andden igricag. siZhatlive datpukeeiyed fram theodutheimication
~accordance with_claim 25, the program causing a conputer, conprising
revocat i 3Rt jand openinge informeation esoanngnaryptinBnkey tevpea tha grepa
l'i st wherein a ﬁ\rﬁné)er registration certificate which corresponds to the
devi ce of &R IULE ARt er and which indicates that the user is a nenber

~of the rou St informatiop indicating.that the r..sta is a
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' user of the signature unit having created the group signature data,

according to the member. revocation list thus stored and the ID

information thus identified.

23. The group signature method in accordance with claim 21,

further comprising:

storing, by the member status judge unit, a list of a member
registration certificate which corresponds to a device of an invalid
“member and which indicates that the user is a member of the group and
status information indicating that the member status is a valid status or
an invalid status with a correspondence established therebetween, the
list being a member revocation list which is a list of invalid members as
users whose qualification as a member of the group has been revoked;

transmitting, by the authentication unit, if the authentication
unit determines that the group signature data has been created by a
signature unit of one of members of the group, conversion data as data
capéble of restoring the member registratiorn certificate through a
-predetermined conversion via a communication network to the member
status judge unit, as the judge request of the member status;

creating, by the member status judge unit, a member registration




.establ i shed therebetween, to execute; receiving fromthe authentication
unit, as the judge request of the nenber status, conversion data which is
data capable of restoring the nenber rB¥fstration certificate through a
predet ermi ned conversion; creating a nmenber registration certificate
according to the conversion data received fromthe authentication unit;
and j udgi ng hhe menber status of the user of the device having created the
group si ¢ifatlieaigat aceesbingi ntp t dhst aconvendionmatnon raveiesponftbng tthet he
menber rezfq]il tration certjficate thus created, the status information being
sel ect ed @?ﬁrf EAUPRI ALY AN6 mat i on included in the member revocation

list stored in.t ge.rev cat,i on Ii%{ storage_rrgans. 28. The conputer program
product in accdPHEIRE Rt Hhe membersstatis judge amidatbengembematasus of

| Si t ' .S L . f tori nb
Cevocati onel ek DIAR sihatle pE IR BRGall 1Rk crith Suefafere data
_ _ | Az FORiAY SHEDAIYEE da
Capabl b o Cont it midy PR panfoBidh (R G Tl BfEeR)

the devi cegddtratipar t eortifitatiSethubo cr8X6&d! Shd €66l M GinfbkBALiLS hein
aut hentication unit, the nessage and the ’‘group signature data as thé ?udge

request &tledtedninonerthet statsis anfdrniaidghngndhdedeibehe shatmse0betb@tissr of
ing created the group signature data according to the nessage

t he devi ¢ce hav

‘and the gﬁ%dg““%$@ﬁﬁdure data received fromthe authentication unit and the
signer confirmng information included in the revocation nmenber |i st
'stored in the revocation |list storage neans.

24. The group signature method in accordance with claim 21,
further comprising:
storing, by the member status judge unit, as a member revocation
.list a list of signer confirming information which corresponds to the
device of an invalid member and which is information capable of
confirming that the group signature data has been created by the device
of a'particqlar user, the member revocation list being a list of invalid
members as users whose qualification as a member of the group has been
revoked;
transmitting, by the signature unit, the message and the group
‘signature data via a communication network to the authentication unit;
transmitting, by the authentication unit, if the authentication
unit determines that the group signature data has been created by a
- signature unit of one of members of the group, the message and the
group signature data as the judge request of the member status via a
communication network to the member status judge unit; and
judging, by the member status judge unit, the member status of
the user of the signature unit having created the group signature data
according to the message and the group signature data received from the
authentication unit and the signer confirming information included in

the invalid member list .thus stored.
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25. A computer program product for judging a member status
indicating whether a user of a device having created group signature
data as signature data indicating that a message has been created by a
device of one of members of a group has a qualification as a valid
member of the group at a present point of time,
| the program causing a computer, comprising revocation list
storage means for storing a member revocation list as a list of invalid
members each of which is a user whose qualification as a member of the
group has been revoked, to execute;

receliving a judge request of the member status via a
communication network from an authentication unit which authenticates
the gfoup signature data;

judging, if the judge request is received from the authentication
unit, the member status of the user of the device having created the
group signature data according to the member revocation list stored in

the revocation list storage means; and

transmitting the judge result of the member status thus judged

via a communication network to the authentication unit.

_ 26. The computer program product in accordance with claim
25,

the program causing a computer, comprising revocation Ilist
‘ .storage means for storing as a member revocation list a list of ID.
information corresponding to devices of invalid members, to execute;

receiving from the authentication unit, the message and the group
‘signature data as a judge request of the member status;

identifying the ID information of the device having created the
group signature data by use of the message and the group signature data

received from the authentication unit and opening information as an
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encryption key to open the group signature data; and

judging the member status of the user of the device having
created the group signature data according to the member revocation list
stored in the revocation list storage means and the ID information thus

identified.

_ 27. The computer program product in accordance with claim
- 25,

the program causing a computer, comprising revocation list
storage means for storing as a member revocation list a list wherein a
member registration certificate which corresponds to the device of an
invalid member and which indicates that the user is a member of the
group and status information indicating that the member status is a
valid status or an invalid status are stored with a correspondence
established therebetween, to execute;

receiving from the authentication unit, as the judge request of the
“member status, conversion data which is data capable of restoring the
member registration certificate through a predetermined conversion;
| creating a member registration. certificate according to the
conversion data received from the authentication unit; and

judging the member status of the user of the device having
created the group signature data according to status information
corresponding to the member registration certifica_te thus created, the
status information being selected from the status information included in

the member revocation list stored in the revocation list storage means.

28. The computer program product in accordance with claim
25,
. the program causing a computer, comprising the revocation list

storage means for storing as a member revocation list a list of signer
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confirming information which corresponds to the device of an invalid
member and which is information capable of confirming that the group
signature data has been created by the device of a particular user, to
execute;

receiving, from the authentication unit, the message and the
group signature data as the judge request of the member status; and

_judging the member status of the user of the device having
created the group Signature data according to the message and the group
signature data received from the authentication unit and the signer
confirming information included in the revocation member list stored in

the revocation list storage means.




