METHOD AND APPLICATION FOR LOCATION-BASED SERVICES BACKGROUND 100011 The
present invention relates to providing location based services. The 5services can include a tax refund
service for purchase transactions by a user who may be eligible to use the service and that may be
validated for the service. [0002] Tax refund systems are offered in many countries for travellers.
Providing tax free shopping can be attractive to visitorg to a country and can help to promote tourism.
However, traditionally, the administration for tax free shopping schemes has 10been paper-based with
merchants issuing vouchers or cheques at a point of sale, and then customs verifying the export of the

goods at a border. AItHBEJH%& AE B'&(K} Bﬂﬂ%&%&%&ﬂ%%ﬁﬁ%&iﬁ e FRmat for

providing tax free shopping is for a merchant in a country to identify and verify that a customer is a
visiting traveller entitled to a tax refund, and then to issue the voucher that includes details of the
15traveller andglie priishasgd item and then for custom to verify at the point of exit from the country
that an item being exported and the traveller correspond to the item and traveller identified on the

voucher. The r&80Hd cCHeRESTHY IRRItioRdRIALeS 1A BguidingH Rt st SRR Sinl Eustoms to
facilitate the opssalices ekthisghrde eslmarsfiundsanacefthoyapase trnassimatey dhessrwtin 20100031

However, suchg, rB&%:ﬁ;iBPeWQ‘Es"e{P(S'%QRHéeaQHd‘i%{m 'V&Jiﬁgﬁﬁfﬁfﬁrﬁé%@i t technical

difficulties in ensufing that a tax refund system can operate efficiently, while at the same time being

secure. [0004] PARbrd3gmetHId siisiesks Rifprer iRty IHHIBIgR I HRyGHRto BIRMINIBIMEMS. 25
SUMMARY 10@@ekAsnssiscahtbe dtvesthientaitsisised iootitrglainsahM¥ls loAnoassect of the

invention proviges a location-based servi ing a mobile. communications device reqistered for the
service. The mETHETin By Cadhig s e SR ahe, R e e SoheBlTas

communié8tionkeganepelrienshiiith fophantcissy ige avehREscurahedHRBEbA PeiBt i ae adRfteless
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merchant in a country to identify and verify that a customer is a visiting traveller
entitled to a tax refund, and then to issue the voucher that includes details of the

15  traveller and the purchased item and then for custom to verify at the point of exit from
the country that an item being exported and the traveller correspond to the item and
traveller identified on the voucher. The refund can then be made. Tax refund
operators act with merchants and customs to facilitate the operation of this process
and to manage the paperwork assocciated therewith.

20 [0003] However, such a process can be very labour and cost intensive. There are
significant technical difficulties in ensuring that a tax refund system can operate
efficiently, while at the same time being secure.

[0004] The present invention seeks fo provide a technological solution to such
problems.

25
SUMMARY
[8805] Aspects of the invention are defined in the claims.

[0006] An aspect of the invention provides a location-based service using a mobile
communications device registered for the service. The method includes: receiving at

30 alocation, by at least one application on the mobile communications device,
information for connecting the mobile communications device to a wireless network
via a base station at the location; connecting the mobile communications device to the

wireless network at the location; connecting the application via the wireless network



2 and the base station to a system providing the service for which the mobile communications device
is registered. [0007] An aspect of the invention provides an application including program code for
providing the service. 5[0008] A computer readable medium can carry the application. [00091 An
aspect of the invention provides a mobile communication device comprising the application. [00101
Although various aspects of the invention are set out in the accompanying claims, other aspects of the
invention include any combination of features from the 10 described embodiments and/or the
accompanying dependent claims with the features of the independent claims, and not solely the

combinations eXfiéhs/LasestiglinHe %é&éﬁfﬁ&f?ﬁ@'@éﬂ?ﬁsse@mEﬁOUMFﬂ‘PW@N%F THE
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DETAILED DESCRIPTION 2510% 61 An exam ‘fmbod% nt of the invent r({):l%s.eeks to provide

simplicity of opS1brANARPEFLS "f‘l‘é‘?ﬁﬂﬁffyp 2 theSa T SRMEMBEERNEHE S e or more devices,
apparatus and sysieramng doedipplieghircessing of purchases and refunds using a mobile

communicationg {6y IGaHRALHYSHEN WEIUHESAHSRLINRADRE Sl AVEILLAFHBARNISS

communication with the user. The one or more devices 30 apparatus and Séstems can be operated by

merchants andﬁﬁ'ﬂ“éxqjé@[uﬂ%o%%&{tm%'W%QP%VGP&MGH@%’MH%@@ AresdRPIEembodiment
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accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

15 [oo11] Embodiments are described, by way of example only, with reference to the
accompany drawings.
[0012] Figure 1 is a schematic diagram of an example embodiment of a refund
system according to an embodiment of the invention;
[0013] Figure 2 is a schematic system overview;

20  [0014] Figure 3 is a schematic block diagram representing functional elements of a
mobile communications device;

[0015] Figures 4-7 are flow diagrams of example methods of operation.

DETAILED DESCRIPTION

25  [#016] An example embodiment of the invention seeks to provide simplicity of
operation while providing flexibility of use. In example embodiments one or more
devices, apparatus and systems coordinate processing of purchases and refunds
using a mobile communications device that uniquely identifies a user, for example a
traveller and enables communication with the user. The one or more devices

30 apparatus and systems can be operated by merchants and/or Tax Refund Operators
(TROs) and/or customs authorities. An example embodiment enables information
relating to a user and to purchases made by the user to be held centrally and securely
and to be accessed using the mobile communications device and one or more other

devices.



3 10017] As well as providing administration of refund operations, a TRO can provide education for a
user and merchants throughout the process. Through the use of information technology systems, the
TRO can ensure the integrity of the system. 100181 Figure 1 illustrates an example method,
apparatus and system for managing a 5 refund process. In the example process shopping and
receiving of a receipt (issuing 30) is separated from fugther processing (acquiring 32, authorisation 34
and payment 36). 100191 As with credit and debit cards, there can be multiple providers of issuing
services, and multiple acquirers of transactions and processing. For example there 10can be multiple

TROs. A wide i891Ge dfspusitas v dipo ayrisistiadiomef irfong oreisiensid TRE GHbBYIgSan be
provided. [002Q@ui-afop oM arahediaenbris i tiMLS T 688 Prvisey ehésasengr 30 of

transactions using TRO provided POS devices a r software. A TRO operated host system can
ety out moau T B PO R IS Re T ran e e e R e e SRR oo
approval systemyi&nfigung dulusiaiefiag exahiplis anihogll apperdfostasyksyatesafoc arapagingsfund
payment operatighs3oAskaUinTaledddipik ARV ISRIRIAESA WAt baiAtiRRIel (1eifagion

terminal) can be provided at a point of exit from a territory and can be used for_various operations,
including the acfrRRRPAERISHIRSR THrESHBIRRE SRS RATRKINS 20 BYIRR PRl RN 2 be
20handled by &e&3fund desk (run by the TRO) or by the kiosks for immediate refunds in cash, or

refunds can bepyyided WpingaoRles paxeniIa ATk RRIRBE B ERIY arseupls and/or using

back-office procL,esses y the TRO. 100211 The determination of eligibility of a user can be made in
store at a time 88R(pefcABA SR BEIMrEES i BEREEONB ERIRECERSING Y SOBIFERIS S ER
f25requiremen;%én? aegmﬁmﬁwwm?e.t@@é&fﬁﬁ@@dﬂp@ft@f@ﬂww inidiy sadiheireved away
rom a point of sale tq the point,of exit from the territory. 10022] An example embodiment can provide
simplicirt)y and f%‘)ﬁgﬁﬁtj%f#s% %gogglr%%ﬁ/%%bgypﬁg 'ﬂlgc(ﬁe}r/s of the]system, WFr)nIe also providing se%urity
and integrity of (6938tatio @n3DM@ORIE Enbedimnaie @ MBiNARE RYBEMEaRVEAYIEE BishisswpRybek or more
technologies toyRiefoRe METHYTFRUGRARIVEPDS RN GARTBHSIBRERANSAITRCLORBELRIG BBSYStems

o support transé%g%gnrql Sc:'an carry out acquiring 32 of tax refund transactions. A validation system (for
15 example a customs approval system) can carry out tax refund authorisation 34. The
host system can carry out refund payment operations 36. An automated kiosk

(othehmise termed a validation station or validation terminal) can be provided at a
point of exit from a territory and can be used for various operations, including the
automatic recognition of a mobite communications device. Refund payment can be

20 handled by a refund desk {run by the TRO) or by the kiosks for immediate refunds in
cash, or refunds can be provided using automated payments to bank and/or credit
card accounts and/or using back-office processes by the TRO.

[0021] The determination of eligibility of a user can be made in store at a time of a
purchase transaction as will be described later. However, subject to legal

25  requirements in a given territory, the determination of eligibility and identity can be
moved away from a point of sale to the point of exit from the territory.

[0022] An example embodiment can provide simplicity and flexibility of use as
perceived by the users of the system, while aiso providing security and integrity of
operation.

30  [0023] An example embodiment of the invention can employ one or more
technologies to provide communication between a mobile communications device and
other systems to support transactions.

[0024] One such technology is so-called Near Field Communications (NFC)
technology. NFC technology is a short-range wireless communication technology that

35  can enable the exchange of data between devices over about a short distance, for



[0024] One such technology is so-called Near Field Communications (NFC) technology. NFC
technology is a short-range wireless communication technology that 35can enable the exchange of
data between devices over about a short distance, for 4 example over a distance of about 0.1 metre.
NFC technology is an extension of the proximity-card standard (contactless card, RFID) that can
combine the interface of a smartcard and a reader intq a single device. It is compatible with existing
contactless infrastructure already in use for public transportation and payment. NFC is primarily
5aimed at usage in mobile telephones Examples of mobilel(ghones are already on the market that use

NFC technologg¥anmie ruedingisianeg dahestAianpitehblatesineiogydsrapsxignsiansfdi8ilale from
various manufagdieiey-cRPstahestdapasavtieie satacRrI gt faseshiindarioritcefadenty IDs
(RFIDs) can also b uspidi various ergbodjm?ng, as can tec@oallgiee%v : Hcﬁigt?nB'ggé?a%tt?eslo[(mﬂ
In one exampl&™ SAhAR %rg% T8 ?r]aﬂs‘?ac%\t'a'ﬁ?‘a MoBe Rarmunications device appﬁcation

(an MCD applitftastiuctsrel®tcedydmusbiferqusblicdrioapetaiigavod payjneatmblbieisaiepiastie) of a user
can interagt with aAarcRagksPRIghiRS fMpHEeS) BrRpRAHHRIbIdBrRAREIShAAIUMa) sHendigital tax

free shopping (IFS) transaction information can be transmitted to a Tax Rﬁfund 150per (TRO) and
user informatioR &Rt HRAL 8S6 AEdsrRRoIREYr s hiRRa MU HAR Se ViFRE h@é%ﬁ%ﬁg I also pay

for the goods ustegfamegiarthalsociabefnmicatsscevitet s UStharanthioangakdréletiser
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transmitted in the samé& manner. Validation and refund phases can be unified by recognising the user
20using the m&HNRCEHRARIE R EBM lgelnalogies sush AR Swsteolidation and refund can take place
automatiqally quodze UpesHekie slemwhenisrilangdeyicetaepivantuantioa, custohlie kiosk that is NFC

enabled, or when in the vicinity,of .a point. it fr I . CD.application can be
installed before %Wwfr?h%akﬁgsﬁg&vgﬁgﬁg‘écgg’t%;ﬁr 4 e@gr#p%é%ﬁé%é%%%%é&%%%e% as p%rt of a
registration proessrigatiaciayesidatbnecartiigdsispinea) S8 adinnh §aRIERIEWER fefund process

as well as provifergibat T RANSETYe $PES) HapieR N fapldror 9a1lVis escPeninGledesirs UMgitaatstation,
refund and tracking pperatio d merchant and other tourist info Im romotions, Qnline proactive
instructions, mifke 'Pai{ﬁéﬁ}fﬁaﬁ% RO 8@8}1'%%&%%%& ?gﬁﬁg%séﬁ?gg?%)%wygprograms, etc.
[00271 Algirelé3secatomiTiRGhaon iresdroamatiqiosasxbemsiecsigtarivitisthe taansnisiad be used to

interface with 3{RERIRIGOMAERISEIoNS SRYcaIP LAY R foPirigseeie bR slalianshapile installed

at locations at which a user can be expected to use the service, ﬁnd the applicatjon wsﬁl&eﬁg on the
mobile Commuﬁﬂfﬁ%ﬁgcaEWedBV'&%sgpe user can then make further purchases using the

application, with further digital TFS transaction information being transmitted in the
same manner. Validation and refund phases can be unified by recognising the user
20  using the mobile communication device. For example, the validation and refund can
take place automatically on the user mobile communication device approaching a
customs kiosk that is NFC enabled, or when in the vicinity of a point of exit from a
territory.
[0026] The MCD application can be installed before or during the first purchase, for
25  example by being downloaded as part of a registration process. This MCD
application can support the user during the whole tax refund process as weil- as
provide other TRO services. Examples of such services can include issuing,
validation, refund and tracking operations, and merchant and other tourist info maps,
promotions, online proactive instructions, marketplace, direct currency conversion
30  support, online services, loyalty programs, etc.
[0027] A wireless communication base station (for example a WiFi base station} can
be used fo interface with a mobile communications device of a user. For example,
base stations can be installed at locations at which a user can be expected to use the
service, and the application installed on the mobile communications device of a user

35 can interact with the base station. The base stations can be provided by a TRO, or a



35can interact with the base station. The base stations can be provided by a TRO, ora 5 by a
merchant or third party and can be connected, for example, via the Internet to a TRO host system. In
one example, one or more standard Service Set Identifiers (SSIDs) could be provided for all base
stations provided by or for a TRO service, whereby a mobile communications device can configured,
for example using the 5aforementioned application, agtomatically to recognise such a base station as
being provided for the service on detecting the SSID and automatically to connect to the base station
when in range of the base station, for example using a predetermined password. In one example, the

mobile commuBicaReIssieEthrs PAEY SO % AaMBR FRertRdidaNP B eBRnYa e AnbeEetdfon, even if
the base statiomROGessSERIA. e crdersiple, becrophiteesamdani Gdione devicentifiersMCD
application on bile munications ice. Eor. example, t icati require the user
to input the SS%%%?;@ t%%”%‘?slg%ﬁ%)ﬁ %@\%n%géggﬁssff ci/ng egﬁﬁljg r?’j §g]l| af?c% g%%%%d using
location specifiviafeimationbilercoramysisaiiendraryiemear spaliguaasy tereennnie #sit@iiRications
device using NEGrERORRIREY spsiesesd Bowhaniéagas Ricdgnssyuth basiaritisiwaslbeaigode (or
QR code) captured by a camera of the mobile coer | atio#ws}gevic éﬁo 81 For exam le, a base
station can be BFBYRRA %Wlﬁ?s%@%?%%& %#t,g g?ﬁ" A SB“(?ﬁS %" 2SRRECEON Of A user's
mobile commuhhmistattdmﬂdmtoimhartgasefﬁt@tmeasﬁdms%tmmpmgamramm@ﬁaniaﬁjbIication on
the mobile 20 commpipicatios deuicpiamb S aBRARIRIRHRBRIK 8dNes3asP ibentRRigatisystem to

retrieve information for use in connection with the provision of the service. Suc informa’ﬁon can

include, for exdHORaFRIHKRANABRIP MAIRSHIAIN BYEUiIHLRREA AR AN RASVE R Fatively or
in additionpmegsagesc e baobiacnihenisaicnsddiiesconamtEatipplidetitrecfotteunmbtie the user.

e messages ol R ARALMIR, 5 EAANE, MR ENTeoRn FAF AR RUREPUIAEIRO oo

system and/or ﬁ1e merchant system an n the mobile communications device, or by

means of SMStha@8|Dhargiha Rrsswasd ey antagREUSINPYRINET RS Hik SBIRALARATR Y device from
the TRO host sysigoaatdarshaMerdbanheyeeon eXAn pRASSUREySENh toafitaras ey abalc abtikide

information about the seryices that can be vided, for example S ed.t taken to take
advantage of e @g}%m%?\{éopné‘:’cﬁga VGirere'd &%%Eee?ﬂgrog)lggc?rs%%bgr Fogr'%a%;%ng vas};t%é)rgeoél}:he service
(for example fowe irmesisinoasbevicedenereReretiancoptermBYch sgtesapitHie IRebilehe messages
could used to algitheksabiR tsipessibility of using other services such as a dynamic currency

Gvico. The maBE e AATRErR RSTALALER B0, P BN R A B R et

mS’B‘ﬁ%"Bﬁ%He, personaa?I data
assistant (PDAznpoitaieisponeeitoplayeectiablef sorspiranobilshebooviyrioaiboclededthdhp basdle

computing devige;in an-ArarapleAMBAMmRALHAR BobilscRRemBn BicpioRsIdRvice is used as an

intelligent token for identifying the user at
J 20 communicagon% device can be operable to transmit a message the TRO host system

to retrieve information for use in connection with the provision of the service. Such
information can include, for example, information about the user to be provided to a
merchant system. Alternatively or in addition, messages can be sent to the user's
mobile communication device for output to the user. The messages could be

25  provided, for example, by a message exchange between the TRO host system and/or
the merchant system and an application on the mobile communications device, or by
means of SMS, MMS, or email messages or the like sent to the mobile
communications device from the TRO host system and/or the merchant system. The
messages sent to the user could include information about the services that can be

30 provided, for example steps that need to be taken to take advantage of the service,
special offers or the like, or direct support for taking advantage of the service (for
example for a tax refund service, the generation of refund cheques or the like). The
messages could used to alert the user to the possibility of using other services such

as a dynamic currency conversion service.



various stages during the tax refund process. The mobile communications device can be configured,
for example using wireless technology and an MCD application, for communicating with other devices
and apparatus such as a merchant POS terminal, a validation kiosk and/or a customs kiosk and TRO
and/or customs systems and/or 10 web-based systems. In such an example, by presenting the mobile
communications device when making a purchase, a mpbile communications device identifier can be
provided to a merchant's system, for example a merchant's POS terminal or merchant's website using
wireless technology and/or information relating to the transaction can be communicated to the mobile
communicatiorigoaelvi€xampig amhediressteeiithelbygniwspee fa el cemsnLitalen&ARYIESDrovided

by the TRO, OW@mlﬁéaﬁﬁﬁwBémé%m&WQmm @wwarpﬁdhe meEdhant's systems

can control the exchan e of ﬂﬁtﬂ /& atlon etwefn the molﬁhf ommu |cat| | dthe
merchant's syStBHRETY 895 e Ral? Weﬁslﬁva RS%B 8% rmination

of eligibility of a)thteaalpmtabdmnmwmgldeylfm hxamm@mn%mhmmlﬂ'@ webilse determlned by an
operator, &9. g mereRANk; &%é%%ﬁQ&%‘?fs%@'SsEh'ﬁmFe?i Bt 9y OGRS Y Lsipathe

communication device identifier to determine whether the_user has already been reglstered to use the
service and/or WFigHsRAGESheiRbis- s RNHSaE B 1o Qﬁéﬂ?@'fﬁé’mm YRRIERHR? Fuser.
25100311 For Béamﬁigm H@%ﬁan@edm@amemmm@memmmmmmmfmterrogate the

TRO host Syst%%%ﬂg ﬁlmhﬁ ehiiRoohile %@M'gaeﬁggs%dnsmwm@ﬁman

associated with user i tlon information. 100321 If the mobile communication device identifier

has been asso&ﬁil‘é@i'@\ﬂth'%%%?ﬁ@éﬂtﬁl63%%%@%%35&?@63% eusipBsoEtame I¥Rher return
informatiq 30igdeBtifyig Ereae. (hGudly dreamipiagop asssentingaisiitile poaiograiphtiorss other

biometric information, rthe like fortheo erator tp.veri the iden % the mobile
commumcatlorrmg diied |c?ent|f="e 3 no ]Bagen asso%fgtcéo wit mlj:sgcta"r’l’lfE %ﬁeﬁ{tgﬂé}%%féb ost system

can be operablar(tylc@nhm amephapisapsteficilcxanniesmessan %H@ﬁé%ﬁ%ﬁ'ﬁstem can be
operable to progatiieRPRRSEALldR G MR SEs delpRIR hiiimatanddentiéatadhe tuger. The

predetermined 7
fransaction can be communicated to the mobile communications device using

15  wireless technology. Respective applications, for example provided by the TRO,
operating, respectively, on the mobile communication device and the merchant's
systems can control the exchange of information between the mobile communication
device and the merchant's systems, for example the merchant’s POS terminal or
website.

20 [0030] The determination of eligibility of a user to receive a service, for example a tax
refund service, can be determined by an operator, e.g. a merchant, at the point of
sale. This can be done, for example, by using the communication device identifier to
determine whether the user has already been registered to use the service and/or by
providing information to the merchant to enable the merchant to identify the user.

25 0031} For example the POS terminal can be operable, via intermediate systems, to
interrogate the TRO host system to determine whether the mobile communication
device identifier has been associated with user identification information.

[0032] If the mobile communication device identifier has been associated with user
identification, the TRO host system can be operable to either return information

30 identifying the user (e.g., by transmitting passport information, photographic or other
biometric information, or the like) for the operator to verify the identity of the user.
[0033] [f the mobile communication device identifier has not been associated with
user identification, the TRO host system can be operable to return an appropriate
indication to this effect and the merchant system can be operable to prompt the

35  operator to enter predetermined information identifying the user. The predetermined



information can, for example, be a passport number for the user's passport and an issuing country of
the passport, an identity card number for the user's identity card and an issuing country of the identity
card, a driver's licence number for the user's driver's licence and an issuing country of the driver's
licence, by way of example. 5Information entered at the POS terminal can then be transmitted to the
TRO host system for association with the mobile communication device identifier so that this can then
be used as a means of identifying the user. A user record can be held by the TRO host system that
includes the mobile communications identifier along with other information (for example one or more

other tokens) tHEPEAAIBR cRRJIYSKRRRI: the 3 BBEROT AOTPENRE REHRETS PASPRALBAYAY be
provided from i{bsuthgkitertpnoitsipaiepsridavitieitiy sectinambdridorctherysted ientitgcérdm the
mobile communications device tq. | I r.e . iqﬁﬁi%}ﬁ. e
communicationis dévice and the %ﬁr‘éﬁgﬁt}g gﬁ%ﬁ%ﬁé@uﬁd%%@%%ﬁ% exchangé}\ggﬁﬁrgg%information,
for 15example d¥REsHisetreAIGGINASGoING #PH e SRR A RITR dE0s8IMMEL AT REBIAR'SbIe on the

mobile commupirRiige s eMierltha Phgesiapiaiidhendnaicdicpiavntia RtiBerRObiERt
communications I%evic@ IS #elﬁ.ne a uther%ticated. 100351 The mer.(aha{]ft S stqn&t%iqiige% girectly,
or via the user&HoBIE 3Rt fiIcRNE %f@é’, Egr? WERBE ﬁboenra 60 EBMmumcats purcﬁase
information assberabedsegthaz0iecanbiléidentifpingitzeioserdéviseidestitceambrdrelthbibi&etoken

related to the UpREIRLLNGEIEATPRIGhACRIDRIEGREBHObRIMIRIEARPRGHEAS Withg WRRSRsdion record
can include an association between the mobile communlcatloz)n%crjt]ewc%dentg:ﬁ{ ﬁgg@; he other
C :

token and a traNELRRIOMAERT R OIS 906 Rh DS AREL BAISNTH I E36 S fie mobile

communitétionsedevice identifier can then be used 25subsequently to access, either directly or via the

user record, theysegord At AR ARGHAR(SHINALIHEU RS WEHIoR: ISR enEdprkon later

purchases, for example for one or more subs%uent trips. 100361 A system and method of an
example embolfYIERIDHA SIGU FAIRAPEFEREIRIRS HIBARCIPTINASIPBIE FORMHBEIIRAST ERNERCe to
Figures 1 and Zoiideflightien ser NFyesRaMRIe sapfiilRitomeseltastsiodild tbanmurividietaxiseiends to

users. Figure L is g sehematg diagiam.] 'Eéaﬁé%@u%‘e%?g%&%ﬂ%ﬂ% AEXAL R SYSIRA.Pd Figure 21is
a schematic block cﬁagram of an examplesystem configuration, where various functions elements are

interconnéZtedeXarepifetsibearsacy pitpe algeritur to verfio At ignelobilefesnatiiterlayablfevice 40
can be set as afplRMmiadie BbMHiRiIdMSR dwitage 402 pHigaiphefdpsessiarprRyabie print of entry

to the teritory %ﬁreart'n%biie communications device) is genuine and authenticated.
10035] The merchant system, either directly, or via the user’'s mobile communication
device, can then be operable to communicate purchase information associated with
20  the mobile communications device identifier and/or another token related to the user
for the creation of a computer record of the transactions. Such a transaction record
can include an association between the mobile communications device identifier
and/or the other token and a transaction identifier for a purchase transaction for one
or more purchases. The mobile communications device identifier can then be used
25  subsequently to access, either directly or via the user record, the record of the
transaction(s) on exit from the territory to validate the refund on later purchases, for
example for one or more subsequent trips.
[0036] A system and method of an example embodiment of a tax refund system for a
territory will now be described with reference to Figures 1 and 2 in which one or more
30  TROs affiliate merchants, and then provide tax refunds to users. Figure 1is a
schematic diagram illustrating the operation of an example system, and Figure 2 is a
schematic block diagram of an example system configuration, where various functions
elements are interconnected via a network 15 (e.g., the Internat).
[0037] The mobile communications device 40 can be set as a token to identify the

35  user at stage 102. This can be done before or at a point of entry to the territory or at a



8 point of sale. It should be noted that one or more other tokens could be defined for a user. For
example the user can choose a token to be used. For example the user could specify, for example via
a website, or at a point of sale or other terminal, or in response to being asked by a merchant, a
mobile communications device and one or 5 more other tokens to be used. For example, a user can
register his/her details and associate the mobile comngunications device identifier and one or more
additional tokens by registering on a web site provided by a TRO. The mobile communications device
identifier can be formed from one or more of a mobile telephone number for the mobile
communicatiorRPiepiealfn, b Shrnldhameiad thak ons lanmathendaRnscaddibeideingddaec
identifier for thgdaebiRceramplricREaeoexicehaodsiauekarntfiss assacimadewitinethCiRer
application on the mobile_communications device,.etc. [0 38]%A par ft? istrati r s the
user can also 58 lgg]kseoc? ?gyprg\r/i%agweoﬁseoﬁgladgt%l g SU&E é%san %ﬁé,%ogn%gc ?n#%%rﬁg??é}rﬁ eggafcggdress),
nationality, pagsgpensarteeingestiad biute BRphANhenotie FROYRUARINNS dB¥AR aBERNSLOL5 and/or

credit cardsdetails.Lltndh@ ks erhclrede pskeddesacailyse meaferseibrenransyrtadisissed when
overseas. [0039] If the user has not already. done so, on cqgﬁﬁpr{ﬁfion of the reﬁistration Ig& .user can
AVElST

then downloaddFRPARIBIR JARRIF CAmEML RIS Y 8 8RNI AR P28, RermRith 3 s
identification atukgmefeyergeteeimbeddedsh Hie applidatidy. 220RKke Taivedpilé domapplicatians has

already been dgwploagled;ilie avaliensdeniinadian 4 dRe ssemmishe RilshRorRHRRbedgjed in the

application. [0040] Such a downloaded application can &row e a wide range_of functions including, for

_ d
example, funciiBRdnpbileremaYRiatea e iFRviRi 2oMAL RHMRREOMIBsMARIS ComBLEHINSded
without ra@mingeshiy gas anF O fidenéfiarante2Dqbitc essesudaatiahiedavicen aticrique etsidifido the

network providgg b e WIEI £Q\G8 A GARD BRI AR ALblGHR sl dable purchases

can be made, location information of validation stations at which tax refund che%ues can be validated,

a currency conif838lorf\saRaliaedrihareipligHaNder eeRrsnkE CtRic PSR IRIRENDS iRrerRYAS a

currency selectgdanihelens abstarass onlawnleasableinishereem e eon wrekiessy atesticntaiyyrefund
calculator that can_calculate a tax refund available.is a user makes a tax refund p a So on.
[0041] The TRBaégﬂot'ﬁer}]qur%%ridg?ﬁ'f%r%é%f&% {01 |§‘n Ungj?rg oﬁ?gﬁgﬂ &H&ké?u%'itjgeé%gni%%%isses. In
addition, 1fe usndéouidest isatkdeaigils.acipecliie toren 4o diranplaskomkiterspetiiGripsiedashrd). 9

1042] The regigiatinREOSE SR &R Rsh GUReki4sd, for example, prior to arrival in a territory, at a point

s RN L

ser
Sreemput/outpat
interfaces in thedorireofdaventmachtire iobike keypadnziéyisodedics rRppdisaimmsmestisnreegadieard

reader, a machjpg repdahle-depiifigritsags”. Ao meRiREANNGHR Y- A tivedismdbtrlisplay, a
printer, a card writer, a speaker, and an NFC interface. The input station could also beg o| ided with a

finger prinCreaditl ARV cdm g (CORIERIGY roRSe YRR hi SRR CRNIIRASREN N 8 ‘53 2thine

readable user identifiest{enganathibudecprafentscehcas beaipdsispdnt thinapplEatiople embodiment, the
mobile Commufljﬁ?ﬂoré%gf?vgcedgﬁﬂfogﬂgd application can provide a wide range of functions
including, for example, functions that enable the location of WiFi zones at which
information can be downloaded without roaming charges and information and
25  processes to enable automatic connection to the network provided by the Wikt zones,
location information of stores at which tax refundable purchases can be made,
location information of validation stations at which tax refund cheques can be
validated, a currency conversion calculator that can provide currency conversion from
a local currency to a currency selected by the user at stored or downloadable
30 currency conversion rates, a tax refund calculator that can caiculate a tax refund
available is a user makes a tax refund purchase, and so on.
[0041] The TRO can then provide information to the user about refund opportunities
and processes. In addition, the user could be issued with a specific token (for

example a visitor or TRO-issued card).



be used as the input terminal on connection via a browser or other application, for example the MCD
application downloaded to the mobile communications device. [0043] The mobile communications
device identifier can be held (stored) in memory (MEM) by a TRO acquiring host server system (host
system) 20 with the user details. 15 The host system 20 can be operated by a TRO and can comprise
one or more server computers, each comprising one ay more processors (CPU) and memory (MEM),
located in a single place or in a distributed system. The efficiency of the system is enhanced where the
mobile communications device identifier and the details of the user are forwarded to the host system

20 and are rectM@l ihhe spgisteation poeess ¢ah e LanietethJelserampie PRRIKE AiALELE at 104,
for example at @erghand poireref e abilecembynicaiikneoeyiretit teeions fotakamp@i4s] When
presented with the ngrmal shop receint..the.usey 12 can be asked if a e iS requi r the
user can ask f&t Q?ﬁ‘j E;;%sna% Cf 5%&@58@.’5 'cri]gglresg? %°Ee8%%d?§ﬁ8reﬁ‘$§r‘{£§‘§ct oﬁ’cén%t%g:' %(glé%?ted by
entering a receipedgesnifiand engmergSoneeignamgninai/otipul irifacesdngbe derpupt RASEH "aTg the

mobile CO@mUW%Q%GeMiﬁéﬁmi%rtdﬁcWi&?eﬁé‘ﬁ@i.%ré@fﬂrﬁ@éi‘aﬁé@@w@%Bﬁﬁirﬁ& tBsaadiems
(receipt identifier, value of purchase, and mobile communicat'ﬁ)n device identiggag can then be

electronically t*RSHIRICERIPL AERGFHMEY, 8E2RNTY B YRSHBSIGIELIPH. TRSRA ALV SsBm 14

can comprise amecommitere aosppakers, @atanoNilismgriawe.or Toendreupretatiosoro(@Py3arig memory
(MEM), locateda,alagPLaRRr Bris S LBmACS S5t LB T PR BRI R SRR NAGRAIGR, into 2

point of sale (POS) terminal where purchase détails are directly retrieved from an electronic cash

register (ECR) MipERatifN:helgranieiarhing rerdpiediRer WRSHARS AR ot dR-A9Cumem 24681 9Sthe
informatiq cowlpbhsspotigrad unastanslcdonisotinmaintatisictobiaweinirdcaib8S dsvicegitapipbeation, a
card payment tgrnyngy %%Wh%‘?%%&? t%'?n’r:r%f R%ﬁﬁé’&lb‘?ﬂ}%"é IR SOIMARRNahRkaRAC fp ECR.
These alternatives could require re-entry ot the relevant purchase details to allow an approval system

of a customs offkesnRieJarRiEH arRigriisadiaveadssdo i arebisire BrUKsHIaNE £8Yi%e that can
include one or [pe¥s INMal/RLII afrRatibHRedEYe feerifRMpie, 66 tRRlqsIBR Of mErypPRd, a

5keyboard, a t W nsiti creen, a card reader, a scanner, a voice-activ. e%n gé, isplay, a
printer, a card@v [ %&8@9?&%‘3"’5‘# %errgﬁqesy é%(lr?téétr?ggeema.%&j%] e\/@l @%%%’tation 54
can be prbvide@hat tiostystegedltanrhe epeiptethby asTEHO @R S ORETiseANDOCHINR SRMETor
example, to theieinelsioE AHVastheASRGCHAR. dPIRXRIMIMSERSIROBPE)) SHAEE MetRor tanEatively, or
in addition, the base éLOstatlon 54 could be corgec,é)ed %Jrectlé or |rtﬁ%e3ﬁxée%., ¥iﬁ%h§#§ternlgt) toa
merchant systeRFARI TR IS RIAGH RGN URBEMEY $¥57E0b el iRFEHSED B e YR, dhd an
application on geharckeifevdmTertbeicatioies ceviterdcatianshdepicsy raentiied atotieticidijstofrddgnise
and connect to {he hase, MAABINE IR &R B BRGLRIHESdEP eSS rifiElerent WiFi base
stations for different 15merchants may be detected by a mobile communications device in a given
location 20  [0044] In one example, the user 12 can rhake purchases at 104, for example at a

merchant, where the mobile communications device is used as a token.

[0045] When presented with the normal shop receipt, the user 12 can be asked if a

tax refund is required (or the user can ask for a tax refund). If a refund is desired, a

second, simple transaction can be created by entering a receipt identifier (e.g. a

25  receipt number), the value of the goods purchased, and the mobile communications

device identifier. In this example, information including two or three items (receipt

identifier, value of purchase, and mobile communications device identifier) can then

be electronically transmitted by a merchant system 14 to the host system 20. The

merchant system 14 can comprise one or more computers, each comprising one or

30 more processors (CPU) and memory (MEM), located in a single place orin a

distributed system. The functionality can be integrated into a point of sale (POS)

terminal where purchase details are directly retrieved from an electronic cash register

(ECR) 44 and therefore there is no need to enter this information again. Alternatively,

the information could be entered in a stand alone terminal such as a web based

35  issuing application, a card payment terminal not linked to an ECR, other applications



(for example respective base stations for respective shops in a shopping mall). Accordingly, in various
example embodiments, the connection to a particular base station and/or merchant can be achieved
under the control of a MCD application that detects a particular location using proximity information
that can more accurately 20locate the position of the mobile communication device and enables
automatic connection to an appropriate base station. {¢047] In one example, the entrance to a
merchant premises could include a RFID detector zone (for example an RFID loop) that can be
detected by the mobile communication device as the user enters the premises and can cause

activation of a 95MMtwREDPREARKIAGA ANESBbiEesmAtamativeh s /e R EavEY iR ation can be

operable to read armSiPlichass veE ancamavchnappaeri igstsanotac Rt sasficreaeriction of the
mobile commupications device to a wireless network formed by one or,mor I The MCD
application cmﬁbeﬁjé” ré%r? |83rnéaéaet]torﬁgt%£ﬂ9r?op€6rr'lnoePcsi S (a%x \?\%ngggﬂr%%%ﬁfﬁﬁ@n% ﬁ?e%ésm and
the password anerirputionttiaettades indhetant siestexagalsinef onemenersrfiakeyrad, Alternatively,

or for example | RufiFat 9¢6asHPELALHSE skIEM (R ARNKGRIEPCIHNHRR P akE betvariipimd, to

provide a visual and/or audiple prompt to the user before connectign is gffe to jnyite the user to
confirm approvAPioP!ae 2BARE B FHY, %F%x&ﬁ%?@%uﬁﬂﬁ%ﬂ"i%@p%% ro%E&dU\;gﬁg %eu?t%n on the

mobile commupeslio AWl icase ktalion 53 1chm brepexddag|et the prsariszsutd depramptandiasexample
by a sign with ap pjeRRigH N5 C U eHARRARRISI S SIS R 2R e RESRMGHdRIPlace the mobile

communications device on the NFC interface, whereby a MCD application on the_mobiEe
communicatiorfoBRRRiED AT s ApRIa M RABRS RS Bla BB A At OReIRR B CRIentifier
and to usgjtheseatine Ganegiidthe virslesiedeimotly torimtck ity {eegandachenimterbeldostations and/or to

the merchant syster, A5 G11e SXIPI e SLliecL ARk, DEMED ARRURIHIAG AR AaRoured

automatically to connec e wireless network or to prompt the user to confirm approval for the
connection. [00WR2. [AngrPeaRpisatian @b srebisHBreBRrAlrIE A8 &R &E@MBE provided with

10NFC or RFIRssanaiegyatisniaranpudonarepinicdancsanipie husa sigiowiilheaddable one or
two dimensional bar code, for example a so-called guickly. readable (QOR) ¢ . code the SSID
and password 5%%1%9 Sr%%%enf’%gé%QifigP Oeggbté%@e ?ﬁﬁr@%@gé??h%{%é’ﬁ ?:c_]?) e%l Io_r% code using a

camera of the mehtimotsnmay e sieterietbbice melicomeMacatigifidavien 1 JavEadasrRidar code or

QR code and tgrySedhfplORSHacA0E PASSWATENE RPREGSEdM e Meplersshvssinaramd by the one or

more base _ ) , i , )
Accordingly, in various example embodiments, the connection to a particular base

station and/or merchant can be achieved under the control of a MCD application that
detects a particular location using proximity information that can more accurately

20 locate the position of the mobile communication device and enables automatic
connection to an appropriate base station.
[0047] In one example, the entrance to a merchant premises could inciude a RFID
detector zone (for example an RFID loop) that can be detecied by the mobile
communication device as the user enters the premises and can cause activation of a

25  MCD application on the mobile communications device. The MCD application can be
operable to read an SSID, password and merchant identifier from the RFID loop for
connection of the mobile communications device to a wireless network formed by one
or more base stations. The MCD application could be configured automatically to
connect to the wireless network using the SSID and the password and/or to connect

30 to the merchant systems using the merchant identifier. Alternatively, or for example
on a first occasion of use, the MCD application could optionally be configured to
provide a visual and/or audible prompt to the user before connection is effected to
invite the user to confirm approval for the connection by, for example, touching a

displayed or hardware button on the mobile communications device.



stations and/or to connect to the merchant system. As for the examples described above, the MCD
application could be configured automatically to connect to the wireless network or to prompt the user
to confirm approval for the connection. 10050] Various combinations of the examples described above
can be provided, 20whereby the mobile communications device can be used to capture information
locally to a merchant premises to enable a secure cofection to a wireless communications network in
the merchant premises. Using one of the mechanisms above to retrieve, for example, an SSID and/or
password and/or merchant identifier and/or other information can also be used automatically to

activate the MODBpphcen® e EMple. MpidsTcedmhhaupienmted RNARTERRY RGHMaRon to
connect to the m%mmm@%@m SRIBE BhdCSIID Medchaplzsysien). t kicechsestisie to the
,

wireless network, the MCD application coul opetrable to downlo dat ming
charges via th&%%‘é@gai%ﬁ'ge%&%%? ?&tﬁ)e(s#;) gén%%%gaﬂva%gﬂ?}gé’n? &%:?}r? gér%qgf ﬁ?{)ﬁe‘i‘he currency
local to the merabiaite: cortireupiedéinnsidavicersan dlethearsblepro@ad ekl e griraasswarHafdveller

could tweef or ffacelinoler highRRUNSIS BRAWIHELE RYGniRel HOSMrMInshanringmiEesyaveller
could use his/her mobile phone to read RFID tags or|lb$100ds to check on %eiﬁrrit?&% and uging the

preferred currefi&PRRPIHRCLERERR SIATERS Pl &R RS PSIS RO B S d PN ication,
convert it into afestritsdabquefdreddChrappliyatisimgahled BR@'sfig e actoraaticallydmMemegidiication

could 12 also galcale ) BRRYAELYS EILRARIHEL e s WShEBIRmAe Gegsfind recuest

100521 The mobile communications device, for example under the control of the MCD application on
the mobile coniA¥dMlicitisRS¥rvRe, Hitable £68 @ MEPIS PRI ik HARA KSR MY HAYIIER W¥hected to
the base stationBd, staRFIB leerARGY theapenssuld ise praatite ofothexangiidcg ansigmimiitations device

fo the base stalion, 1 send 3 messane o 10e TR0, AeSISXSIEN A0.IQ el RKE IR RURRY Use in

. . . .
connection Wlthetﬁe provision (t)‘f' e service. Such'information can include, for'example, information

about the user {@RkqetnitiRiErRade te R Psgrepasswethanddie srerchadkidpntiehie SERYEE can be
sent to the usegg [RRBLCEANHANIGAEM deY RIEIMMEELEIR bek bk esArgasieniddsbe

oplcation on SRGATE CoMm AL ERCBUE Cr e e Hree gl lete oo o,
by a webHase& 8z hadgasswardvishsirenpebtidewirglasie TEROTEAaCthBye engrr meee base
stations and/or to connect to the merchant system. As for the examples described
above, the MCD application could be configured automatically to connect to the
wireless network or to prompt the user to confirm approval for the connection.
[0050] Various combinations of the examples described above can be provided,

20  whereby the mobile communications device can be used to capture information locally
to a merchant premises to enable a secure connection to a wireless communications
network in the merchant premises. Using one of the mechanisms above to retrieve,
for example, an SSID and/or password and/or merchant identifier and/or other
information can also be used automatically to activate the MCD application on the

25  mobile communications device to take the information to connect o the wireless
network and/or to connect to the merchant system. After connection to the wireless
network, the MCD application could be operable to download updates free of roaming
charges via the wireless connection, for example to update current exchange rates
from the currency local to the merchant to the preferred currency of the user provided

30 atregistration. The traveller could tweet or “facebook” his/her where-about right away
too!

[0051] While shopping, the traveller could use his/her mobile phone to read RFID
tags on goods to check on the price and, using the preferred currency and the current
currency conversion rate downloaded to the MCD application, convert it into amount

35  in preferred currency using the TRO’s reference rate. The MCD application could



15messages sent to the user could include information about the services that can be provided, for
example steps that need to be taken to take advantage of the service, special offers or the like, or
direct support for taking advantage of the service (for example for a tax refund service, the generation
of refund cheques or the like). 100531 There may be only one TRO in a market. However, where there
are multiple 20TROs in a market, there can be multipkgyacquiring system hosts 20. The relationship
between a merchant and a TRO is that of merchant and acquirer (to use the credit/debit card
example). Each TRO affiliates its own merchants and is responsible for the point of sale (POS)
devices and in®@gpaalguamaaranplicebledeiend enaent fdheansamishetgmale atearaideton message
can, for examplggdstransmitted 105 to the TRO host system 20 where further processing can be
performed. The transaction message format between the POS and the hgst syste c ke any
appropriate forf’2d tk?%ecg}?r%ie ﬁPc?BWé’ﬂ?y?a.t‘ﬁP%\é}/své&%rrﬁ)ﬁlgxﬁrgq[réaHrs‘a%{i@r? r%geriig%%ﬁ ?}gr@r:nﬁted
between the mapphicatiaystetneImabid doshosticatspsd2iey imsysiennmtirxatwimtifications

30device i§emm%?cﬁarﬁ%‘%ﬂbm%ﬁé@r(@p%cﬂé%éiBéélé‘gﬂ&ﬁf% sefemneesieiifonpds panebased, a

merchant identifier, a TRO identifier, a time and date stamp, and a securl'%/ hash (which is used to

prevent tampeth§INSHRNAf bRIHCR K FRAIM SRR AeXISE P AN BPER RIBUN oI SRBAA codes, or
any other data rifeaistiye TRIGeTIBIGhdst egiterh 203d R5EE Ankepatiie foo sissyisteonB&tizmvith provided

for each TRO, g U, CATEHFIAN SERSYE YRIRAIRN Ca hEEDISFORIRIGA HRGARRA TRO i

only able to see transactions generated by its affiliated merchants. All tax refund transactions

generated by spatdhavsRiiane rieyigedie RnarchrnbsYaIsa e tRisly S SAAMI. A transaction
record asjgtoregd8snges eanWekerh astisy skains2adlsie inmtudenitertionaiate usitue toahsaction

identifier for the transaction, a token i tifier (e.q., mobi m icati evi iﬁi tifier or a token
identifier derived there ?onr%?,s%aﬁeegeﬁgdll%%ﬁtﬁlrg&l e.g’.r%rrgg%i%%lﬁlr}%ée@,g(rggfgegr%r?\gggatosiﬁe goods

purchased, a nistsiesntthie ARG hesidystrmeanddhaldCiaaplicatiemer thg s6eki20 can allocate the
10unique transggipiLideMEIR devibe BovHiFHRSRNSASHA MUB)eRdmanerisassgssiat by erdebthat a

unique number is available within the system to.track that actjon during processing. The
transaction ideRBA&R EXRBESRNIARY ?@%ﬁ% Py ﬁgrﬁysg/&i%%;ﬁad(%rn%% rB%rn e%ngﬁ? eb r"|§’urchase receipt
given to d bisermesisapckeserttic tediserscoigiblachrisonficgmatish abeubthectrivieastiatican PS[00561 A

message interng&/i@éos‘?ﬂF%ka%élE!@étSiS%H@{er]@éHQQﬁ@EXK& haead indedaeR 4 SiNEAINRMStTY
standard (e.g. SOAP, WCF, XML over IP), can provide an interface for meés ages to bgf formatted

and/or routed. EBFER-GHBIE FaRekGoR HESELYMPRL AN aking BRwBiAgR A BEREYIShESEtion identifier
(e.g. a transactisampie bt} therthioec seeitdihéeggnemaibiet efund cleaticrssod 8vedikédentifier or a

token identfier oy e HIE/NUn A6 TREL I BTHARLC AoReFEr RhaNIRER diRfRiaRERS (o the

goods purchas e merchant identitier, the TRO Iidentifier, the time and date stamp{,and the
security hdsh (WRER & asearietgrareferRpRH iR e AT HHBg=SISteMBASIE LYy The refationship

between a merchant and a TRO is that of merchant and acquirer (to use the
credit/debit card example). Each TRO affiliates its own merchants and is responsible
for the point of sale (POS) devices and integrated software that creates a tax refund
transaction.

25 [0054] A transaction message can, for example, be transmitted 105 to the TRO host
system 20 where further processing can be performed. The transaction message
format between the POS and the host system 20 can take any appropriate form as
this can be proprietary. In one example the fransaction message transmitted between
the merchant system 14 and the host system 20 contains the mobile communications

30 device identifier, a receipt identifier (e.g. a receipt number), references to the goods
purchased, a merchant identifier, a TRO identifier, a time and date stamp, and a
security hash (which is used to prevent tampering). It may in addition contain
information about a tour guide, promotional codes, or any other data that the TRO

wishes to collect.



may be a separate system, or combined with a validation system (for example a custom approval
system) 26 according to a particular implementation. 25[0057] In one example embodiment the
message interface 24 could be implemented as a server system that comprises processing and
storage capacity and is operable to act as a central repository for data to be accessed by the host
system(s) 20 and the validation system (e.g., a custons approval system) 26 as well as providing for
message formatting and forwarding. However, in another embodiment the data can 30 be held in the
TROs host systems and can be accessed via the message interface b)é the validation system 26.

[00581 The vaktiEbn/s§eranated pebikstamAdeandeseinyidegdessach Bathatsihgtrefunds, and can be
run by a custorpsnabireilly, surenivis irinalativha dhitsk peBY sdigatalid atiseaystERC2S nbegisible of
approving or rejecting tax refund transagctions.35 ticall ed,pn | sysiem by
customs. The 3,%?&536%%%{‘8&5% SN glé% %@(@%&%@%ﬁ%ﬁh@t %’.Lg@ﬁgéﬂr%%@%e?ﬁgﬁ% from a

customs servicgesemtad 28, diitisEd meishastngavpe stered ipriadiaiabaseefihe opta¥eigBtations
(otherwisesknogt a6 (yaialign FRESHIAS R6EE T Metion) BKthB0ibis Syetara terciannéfoas rample 5

airside at an airport) that are connected to the host system(s) 20, for example via.a standardised web

service or throGSATREnRLRIGYE Fﬁ@%@@ﬂ%ﬂ%ﬂ igﬁﬁﬁﬁnﬁﬁéﬁ%{ﬁ%ﬁwgﬁﬁdﬁﬁ@gﬁ igdred to invite a
user to presenteopitesamahigscsiiers(dayicea idietsifigtycd edekeeidentifiea deriped $peeiranbearead. Such a
validation statiqg 2¢,cap i avislerhuith PREMEROrHBN Y fRe G dudhs foRmReler £xample, of one

or more of 10 a keypad, a keyboard, a touch sensitive screen, a card reader, a scanner, a
voice-activatedspEitah isRisr angra Wos e Rareiamm thBebast FteRuaian A fore of a
display, alprinteniqueardnssittonddepdidike(eAn &l btigetcrtasadtidoaarheep) tyitiedrafisact@idation station
22 could also b | [ Inger. pri [ I ifying biometric
information helgq'cg)%%ﬂ r%%ﬁ%ﬁ%%& r@%@ggﬁ%‘é%%?’d%%’ﬁﬁﬁr{ ?é%%%@ggdqﬁﬂmﬂﬁ {s%r(‘:\éhggf;wg] passport).

Ri

[0060] HoweveRUlingRIeFes Hedaibadradeastion idsptiftessandriskrashie isUsRI edpcesEThe user

has to locate aggdiéantbe pirtkd HARPAdrMASs T Bl BAD A LK EALNING cleaticextsaretjistared with a

host server for a t% refund. service, aut%matic dete&y N of the proximity of the mobile communication
20 dEViCE to a Vvisibie enco F‘lg SUC as.ta ar codg oF the liKe. . ; .
point-of exit frdm a territory can be used to cause an invitation to use the tax refund

service cdf be [6psEerfiatassags iderfasmgnBwiltobie (uraNAIMMaEVRPHaItee hrerfdrieffas@amples,
this can be achigypfdn HH{RIPNEWARNSLRAS VIR ExaRNIEo e MED AR BRI eRNrfzeraaebile
communicationf%rd r%\e/:iscseagfgs to be formatted and/or routed. For example transaction messages can
include one or more of the transaction identifier (e.g. a transaction number), the token
identifier (e.g., mobile communications device identifier or a token identifier derived
20  therefrom), the receipt identifier {(e.g. a receipt number), references to the goods
purchased, the merchant identifier, the TRO identifier, the time and date stamp, and
the security hash (which is used to prevent tampering). The message interface 24
may be a separate system, or combined with a validation system (for example a
custom approval system) 26 according to a particular implementation.
25  {0057] In one example embodiment the message interface 24 could be implemented
as a server system that comprises processing and storage capacity and is operable to
act as a central repository for data to be accessed by the host system(s) 20 and the
validation system (e.g., a customs approval system) 26 as well as providing for
message formatting and forwarding. However, in another embodiment the data can
30  be held in the TROs host systems and can be accessed via the message interface by
the validation system 26.
[0058] The validation system 26 provides an authorisation system for authorising
refunds, and can be run by a customs authority, or on its behalf by a third party. The
validation system 26 is capable of approving or rejecting tax refund transactions

35 automatically based on rules set in the system by customs. The validation system 26



can be responsive to detecting that the mobile communication device is connected to 25 a mobile
network cell (represented by mobile communications aerial 52) that is located at or proximate to the
exit point. The MCD application may be running as a foreground task on the mobile communications
device, or may be configured to run as a background task. In such an example, the application can
contain a file or other record of mobile network cells that correspond to exit points from a territory and
can 30 be responsive to recognising that the mobile network cell to which the mobile communications
device is currently connected is a cell in the file to cause the display of a prompt to the user to make
use of the tax reIIS8et9iaEcasRIAANHIGARY, rusiemREicRE BRI AFHIERIB RERESESIBHAR Iocation of
validation kioskgg.or can involve the mobile communications device acting as the kiosk and
communicating with the , 15 yalidation system directly usi X 3 nessagy ailor a
web-based ser %’}{C%ﬂ [dgé?f Iéeaeﬂoﬁ{gP%%acﬁﬁé? The 559%8ﬁfg§tio%ﬂ%iﬁﬁl\rgno{ﬁgiﬁmﬁgtions

device 40 can kBawspsnelidatioretasminalspriéeske) RdBlenerribik temsptesrianchesmRidile
communicationsdRMcs isChirRiMtanRecterisAcelbithth Adie aeberE) Gl JertBRpeneing of a
message to the \%ﬂ&%?gon éfervice 26.to Cal{/ﬁf th \{Elidation servié%_gG t02retu§rb (r:negsv%%gtlignbe
presented to th& IS JYRg SEEI5PRE THRHAN SRR ASRRBID BT TRF R fitner Sh A PR B bile
communicationstatetvadkead barcbefigpesd ieingiteta esey tisereaantanmshsienebidentifc{ganhs afevice 40
currently connegleaio BRI ARMaskGelkaRAbIBIICAIR ISP PUaKBAR Ralth@sidaniBLis a

mobile communications device registered for a tax refund service and can be C%nfi%ured to infform the

host system 20P6PHEYAith-20 LnAte 1DRUS fRiedacssda the 1Rgs: KY<eX 0% i d85nY service
to transmitta massagado dheprohild, e onthnseatitivel Salesiceafoatt eqatbse rtaanrterize wder-of an

nvttation 10 Use, G:124 IRAIR A8 e ol Hie LORANALREIBENE IRIRG, 1P Rl SR gl 52 or

as an additional measure, t e communications device can respond to satellite-derived
positioning infofRERIGH AedipRiaw S3MERRALH PRELWIRG ByPReekRiiidotafoNtretactstiLan BeePs
unit) of the mohjlewwesamunisatinmstid e \Gefidd 25 dodigalive beairdid28mahile ftaanpuiticasiniisgdevice
40 is proximate to,the validation lpcation. [0066].As an, alternativ: ing t il cell
and/or to satellﬁ’ggé%'}i\?g S'é?si%%rﬁ%%?ﬁ}’o}%aﬁor‘l,ym% r%'gg}?er{:or'ﬁ?h%nqn%@t%oﬁg igg%gce% é}aﬁr%%ﬁeir'%<e
responsivESto |seagdarleaserddentiiesieconaadibiosapifd Syrs as@mpienssthg WiFi, Bluetooth or

alternative techgaiapieRASIECRA Adheonebipieom mswisadons iavisroA9 Amdb sdisativadhat the
mobile communicationé jgvice is(gproiir@aé%to tge validation Wint. For example, the mobile
’ |

communication€ 380FEE 40U bEFR Ay dek |ehg'%1S iFi base station 54 having a particular
network name #9didr ¥iaraarerabite tarproricatiensodg ieins deeistenedorithpatiesiiacesariase, a WiFi

hotspot operatggp fyJREICEUSIABR R MR GRIM BF wé%o&%igmmﬁigmm%ﬁbhase

station 30 54 is associated with a TRO refund system 56 at a TRO service desk. In such a case, the

validationrocSEY ERHAIRRAVE EbAHh IR ALFEaWRNGhHERACR 54RE AOBHLARBRIR e dtons
device. 1006TdxAsfdedcsiveidalauchwifiresapedt to the base staothé 4rattilenanchamisaiemises,

the base statioraéﬁcg_sqﬂca{#g%migl;(épfp[gg{%ge&ﬂpgéjg%&;egtppgwg%rﬁ%%imate to the point of

exit, can be connected, for example, to the Internet for 16 onward connection, for example to the TRO
host system 2010963k haSER@xAAme GNGR Aprlicatien @y he raokie memewaiedtirandedee Wlrd for
the TRO, whergly 88 appicaiientoridtainghiatchemobieatinsadvited doacer sachhnbetgddgrammed

automaticayly to,recagnisg. g, ¢ ONP (R 8 RET Sy AHBBIY NS MM ARIR M RRESS2) that is
located at or proximate to the exit point. The MCD application may be running as a

foreground task on the mobile communications device, or may be configured to run as

a background task. In such an example, the application can contain a file or other

record of mobile network cells that correspond to exit points from a territory and can

30 be responsive to recognising that the mobile network cell to which the mobile
communications device is currently connected is a cell in the file to cause the display

of a prompt to the user to make use of the tax refund service. This can involve, for

example, displaying instructions as to the location of validation kiosks, or can involve

the mobile communications device acting as the kiosk and communicating with the



Sstation and to connect to the TRO host via the wireless connection. [0068] Indeed, in a similar
manner to that described above with respect to the use of the mobile communication device in
association with a merchant's premises, various areas in an airport can be provided with WiFi network
base stations in different locations, so that the connection of the mobile communications device to a
particular 10base station can be indicative of the useneing in a particular part of an airport, whereby
this can be used to verify that the user is, for example, land side or airside of customs and
immigration/emigration at the airport. As described in association with merchant premises, in various

example embo¢aHeHE BrsteRhAERebnUEN piaRxAsRR e M5T238INge SPRIEYEE WRBAESRA control

of a MCD appliggtie that detects a 15particular location using proximity information that can locate

the position of the maobile cammunication, device and can enahle ati Qn.tq ar
appropriate bagoé’ﬁg’t]atlgn?% g@ﬁ‘r? B %‘ggeeterrMp(I:'e, %?8\'/1%35 ?PO%%?’%%%@%% te[%lglﬂgﬁsa}?rﬁlr:te could
include a RFID4etantdeztaspensiveximisiecanisir Dhabf)aaeklm rrelwerte aall 27 inavhiehilbe

20commungicatiQig VicRnaLiIeatSRE RRTRRS iBisife Y] HhEaEaciaa\Galion eha MCEhapsdisation on
the mobile communications device. The MCD applicati ?_an be o.pegglﬁ to readtﬁn S?I t%ﬂd
password fromcﬁ@ﬁmﬁﬁ%ﬂqgr‘gﬁﬁﬁ?&ﬁ%ﬁ %\I@gﬁg (Ehir IR ato s Feveed Wik

0 a wireléss
network airsideséovioe 2Bytoretormmoesszgss dtatienpraientstCD dbplicseioregeudindaieerfgthed
automatically tgé}f?gﬂgﬁtsté}\gééhe wireless network. Alternatively, or for example on a first occasion of

use, the MCD application could optionally be configured to provide a visual and/qr audibl&gorompt to
the user beford WShhdBRIPIEEHRNABAIR hURPIRCORERYBICRHRIANEHIRHN 2P P RRE T8RP by, for
example, tlouchiggnitisitizates mrobiscysaimbnitiainoos teviceobilecaoently ticatEsiscityieen@@O070] In

one example, the, gy o CHbe HLpMPIR. i XpTaPIG i S0 LI BEHE ANE Grigigidace that

stores the SSI e password, to place the mo communications device on the NFC interface,

whereby a MCEPEBpHBREEASAREcH segistetsd faimdatoisine seevicthand aras stfitsedite ssip
and the passwiianehis nsg HeenieoenrstvaiaatiticisasioeReaniorneilsy tie lowt systeare base

utomatcally 16 0TiER 15 HE Ko E8 RE ket Tl oo 8 Lo SorsRUIAESh,
connectioth [00%&Mde fon thraprasientaiicible fog userodirndoviationiéatien teie rbistsORMEs-with
[0065] As an alternative to using the mobile network cell 52, or as an additional
measure, the mobile communications device can respond to satellite-derived
positioning information (e.g. GPS information) detected by a satellite location detector
(e.g., a GPS unit) of the mobile communications device 40 as indicative that the
20 mobile communications device 40 is proximate to the validation location.
[0066] As an alternative to using the mobile network cell and/or to sateliite-derived
positioning information, the mobile communications device can be responsive to
location based wireless connection services (for example using WiFi, Bluetooth or
alternative iechnologies) detected by the mobile communications device 40 as
25  indicative that the mobile communications device is proximate to the validation point.
For example, the mobile communications device 40 can be responsive to detecting a
WiFi base station 54 having a particular network name and/or signature as being
proximate to a point of exit. In one particular example, a WiFi hotspot operated by a
TRO or customs service can be used. For example in Figure 2, a WiFi base station
30 54 is associated with a TRO refund system 58 at a TRO service desk. In such a
case, the validation process can then be conducted using a WiFi connection to the
mobile communications device.
[0067] As described above with respect to the base station 54 at a merchant's
premises, the base station 54 associated with the TRO service desk or otherwise

35 proximate to the point of exit, can be connected, for example, to the Internet for



NFC or RFID technology, the user could be prompted, for example by a sign with 5 visual code such
as readable bar code or a so-called QR code that encode the SSID and password to capture an image
of the bar code or QR code using a camera of the mobile communications device and for the MCD
application to decode the bar code or QR code and to use the SSID and password to connect to a
wireless network formed by the one or more base stagigns. As for the examples described above, the
MCD 10application could be configured automatically to connect to the wireless network or to prompt
the user to confirm approval for the connection. [OO?ﬁzg)Various combinations of the examples

described abovwariisemectigadfan reramate tho BiRORBsYsiRm s Hugibasesiabieni88448 capture
information localéstee MiseiRss RepMsktPranall S 8IBLaHEE SRMRIHORBLC R \WIFBSHasIErpUatications

15 network in in an airport using information that.is only available at or proximate to an appropriate
validation pointa o8 I(':%an{’fiB r?n(maiﬂ%emﬁ%g% i§ %’PB“PB}%%‘%% ed o' the %ﬁiﬁ%?igﬁaé&t. %Wéﬁé%oné%%lication
can be prograratieanaticaliydoteapgeinsefanchatonres tautberkarsafiiatioooyhsciniangsmablitobasethe

mobile corymugiggiPBRdiRVIGRIRA § 168 REMSRNAN e AIRIESs|eEAHER A, confirmation that the
location of the mobile 20communicatjons device is at (ﬁ}r_‘é%roximate to an@a[g)é)roved validation_location.

Alternatively, oPf8la s dintResFalRs aannemindl AR disst BoNE WIREEERER BISHUFEHE to read
identification infleematde toedrthmilcatEtnodesicthin mssitéatonwithrrcatoriadty wensissovaniorsmate to an
approved validgfion Igcations 4023 bd BRMER ARRIEHIARABINSIBLBIRSAMARIGaTPns device 40

can be 25 responsive to the determination that it is proximate to the validation point, and/or to receipt

of a message ilPFatipehse thallbr sonersinmatits Bakls reRTHaIcaHRNRBRVIRS AR RBFEXIRTation of
transactians fobias etdtiodsah e Matatapbeaiooseabdirgtardigarecl tar phecithe sigmorection

automatically, %h%?e'gg’ﬁg%gé%éﬁ?sgéis% %ﬁ'&ﬁr’?&'{)’égﬁg%ﬁ% of i(éﬂé;%&%?&?‘&f&&éf €
service can be provided. The 30presentation tan, for example, be by means of a visual and/or audible
message. 100 7ustome andtiibiotsiay paiarationrt theigliRattioAsEesrRrHRIF LS tRIR D YIRY
megtlioned ear'iﬁér@%ﬁ%?éhﬂ%é}Ehﬁ?daﬁlfgl@&ﬁk%ﬁ%@@i?%diﬂéihtbﬁth@ebn?@@tﬁfﬁitwwp|e, the
mobile communications device 40 can be used tg replace, at.le art gf the functignality of a
Validation StatO IS ST SEEE PO Y TR RO o S Mk BRI RbIe S8R ficatons
device calPbe ppdiciifs iptetiont usitg @nediviy drfaeratisn 2eatcpndeeriedhe pestioreofrtigsactions for

selection by the dBgE 19 ReBFRCARIEINENHALHICENANE SABRSHESRNMEHBURCEPHRbIAatEEeNd a
message to the validation service 26 and/or the host system 20 5that identifies any transaction

selected by thePB8&S8Y98 processed by the service. [0077] According to local requirements, the user

may be requiregite provite fextmepl el endifiogtform Tamsside ke basittn e asingimdroetiitisdodes of the

mobile RFID detector zone (for example an RFID loop) that can be detecied by the mobile

20  communication device as the user passes airside and can cause activation of a MCD
application on the mobile communications device. The MCD application can be
operable to read an SSID and password from the RFID loop for connection of the
mobile communications device to a wireless network airside formed by one or more
base stations. The MCD application could be configured automatically to connect to

25  the wireless network. Alternatively, or for example on a first occasion of use, the
MCD application could optionally be configured to provide a visual and/or audible
prompt to the user before connection is effected to invite the user to confirm approval
for the connection by, for example, touching a displayed or hardware button on the
mobile communications device.

30 [00670] In one example, the user could be prompted, for example by a sign with an
integrated NFC interface that stores the SSID and the password, to place the mobile
communications device on the NFC interface, whereby a MCD application on the
mobile communications device can be operable to read the SSID and the password
and to use these to connect to a wireless network formed by the one or more base

35  stations. As for the example described above, the MCD application could be



communications device 40, if present, such as a fingerprint read by a fingerprint reader, an image
taken using a camera of the mobile communications device, and 10 then processed by the mobile
communications device and/or transmitted to the validation service for comparison to stored records.
10078] Where the mobile communications device is not provided with such biometric sensors, or
where a local regulation requires separate processesjin one example a validation station 22 can be
configured to determine the eligibility of a user for a tax 15refund by machine reading a personal
identifier (a g, passport, identity card, driver's licence, etc.) of the user. The validation station 22 can
be operable to ¥eafiBtRed Fdamaticali sarans e st W&Bﬁﬁ%ﬁ‘%fw&%q{é?eﬁ’fﬂm@téhﬁi%tﬁy checking
the informationcagftnsagtranig oAty eofiaezfibdatabase that contains information about
domestic/non-gligible users. In this case, the user can be deemed eligible if his/her. jpnality or
status is not ojhﬁ;e Iisltn(ﬁ@gegﬁ\r/né) gp%%@%ﬁﬁltaem%%ﬂ/% y?%ﬁ%%gﬁﬁlo%%ﬁé ﬁéﬁﬁﬁ%ﬁggtg{@n 22 can be

operable to deféh@ineRAtRBaRINSIoYe ieritseicatie PeRIoMBigaiior snantelmby arsisaevital database

that contaigs infR{BAtYE d0eNEEBIARIS B/ 6Hgile AseLsaladRGERR tha UsesahdeSEEMed

ligible if his/h tionalit tatus is on the li iti . 25[0079] A tioned above,
ine vaiidaton SRGHSSNEAS ERELEE 2ROVERELTE DGR LA A RN o

and can be
used to verify thehientity niaicaemssieyiteandtide inédviGatiapphesti antodeneder e bhaaehs eldentifier

(e.9., an identityHogument WEaA58 H3FRAMpA iR eBrRBRMcSH BB kiR MkaERAEEN IS to be

found, for example, at the following Internet link:

30http:/Awww. hRYHBROORS AR RsesiAtiaRmh e ARTRp e SRR fRRHh e R 6 MT er is
determingd, theypphiditocaowrlinicadiivtidelittotthticsllp tacoaldatitntistativelesnnebvopecalbte to send

one or more Vaﬁ%@%ﬂ%@%@ﬁ&%ﬁﬁﬁ%ﬁ)ﬁ&% ﬁé?'iﬂ@t&%ﬂﬁéﬁfgm 26, for example via the message

interface 24. In‘'response to recelpt o oken, the validation system 26 will return all transactions

35that are suitdM&forVaisha vankinsHonsoqhi |aKeBRIesx RTSTNGH AR CRB R RIRYHRfhs device
40 can be confighsrsbiCHz HOBIE cEvaminibiiRies \Wifesieananslubedttocapasainfitaiion fecilgst

message to thqovalidati n sys mrgq o(e'ﬁa ?custom ap. ggﬁlg(l}ts nstt%me), v\f’or Fégn&@ﬁﬁ(&%&?ﬁg%age

) e
interface 24, to re?qd”e'gef' g%?)ro?/‘évlobase onhbeot% the & igibility or the user'{o which the mo

communitationseieniifie insare gisperbdsitd aRtepHSab o pndtaMaisblscRitRINPMANTMAL (8etand/or

mobile commua%%eﬂgtgiemwor{%%] thhematid atianrposera sysiqiivRme/ S theRIRIaROH
respond to a vali atioré_ eqmaé mes?.a e to retrieve all the tran acgﬁns faor the user. (for gxamgle all
c

transactions alRA® a RRRGI981 &R RSP R AL IS QIO Y T RNBERA s Psy stem
20 via the messatpmiatiedicec2dgning toe apphzetites efethte dutkilenicrmuppnioalicos refyitiohoas will be

described latergiyen hase station in a given location as confirmation that the location of the mobile

20 communications device is at or proximate to an approved validation location.
Alternatively, or in addition, in the various examples given above, the MCD could be
operable to read identification information that the location of the mobile
communications device is at or proximate to an approved validation-location.
10073] The MCD application on the mobile communications device 40 can be

25  responsive to the determination that it is proximate to the validation point, and/or to
receipt of a message in response to such a determination to connect to a validation
service for validation of transactions for tax refunds. The MCD application can be
configured to effect the connection automatically, or an invitation to the user to use
the service andfor to confirm acceptance of the service can be provided. The

30  presentation can, for example, be by means of a visual and/or audible message. |
[0074] The invitation could be a simple invitation to use a validation station 22 as
mentioned earlier, and may not need an active response from the user.
100751 In one example, the mobile communications device 40 can be used to replace

at least part of the functionality of a validation station 22.



[0083] In one example, the validation system 26 could be set to either automatically approve one or
more of the transactions based on rules that have been set, ("green channel") or automatically to
reject a transaction ("red channel"), again based on rules 15set within the validation system 26. loom]
When the validation system 26 makes a decision about a transaction (approve/reject), an authorisation
message (validation request response message) is aygpmatically routed through the message
interface 24 back to the appropriate host system 20. Such a response could be in the form of a web
service response and can 20hold the electronically approved transactions (including an electronic

“customs stamPeTHe FfsexgdRimn T ddaRaprlicatioatier tas mabir) PaBHBIRGHBE SRYIGH A58

transaction withdhspardbierisriian: MRsSAURIRIBBIOYEnIcicEs ©argeht[ORSD) Ince exasitons
embodiment the validation em 26 does not act as the payment authorisation host, but rather the
R SRRy Teoantoh i kel ks

host system 2 RS TSt 2 FOBgéﬁeég%% tr% sysse[ré"r'ﬁezda TSrmats and ?Fgﬂglr\{ﬁ)ts a refund
message to theisetirgstoto(eand vaikssegastattbe ralidatiomegiwcectf randieathmnBastsxsenn 2hdicating

which transactipnsaNerbe SRRRRMEELIPEcRIGEA 151 B epid OB BHS PSR Rt IEAhat issued a
token can be given first position on the validation station, and that TROs t(rinsactions arBT]displayed.

30100871 If on@BImORSHFING tRulpRal SBLRNEHBHE R USE DN G5 G RULRSAREVEE BRI be given
"green channeldssiificztidar thieisappulvies demesasitigrsoamiroossdduesasitod mobita refund is to be paid.

By "green chanainmKefols MEAEL U BRhind s ARPLOMRRL RO B eligiopRping needed. I

any of the transactions are not approved, the user is given annel” service for at least those

transactions 358RSEEIAR 19PGR tRKREAERM3)caReIa AEIsImobiie seriRisatioRs S8Yisk Aofficer for

20 furthen processingobasserrigtasnesbienoatmianivadonsuvioe ahttestrtresatteatsabtons (possible

for all transaction"si;‘at)%e uséenrligﬁ trocgfﬁﬁ Hi‘sto‘ﬂi%sé‘ééﬁé’d%%? ms officer for further processing to obtain
approval. 100881 17t u

'oepc oice of refund Is to a payment card (e.g., a credit card), the refund can 5be
made automatit®an§l to/¥heasgithe reapisysaeniwieat tnssipypmierict arevidrsgite sitshiRiov&itation
station 22 or makiienrOHMHEFRHIBSHRORfioN reg RRfadie HBesHel whetwdharsiiad should

be made_. _1008 _fthe user quesgﬁa ca‘;]shu% ggeggtrétr r%‘é’}ﬂea& H;ﬁﬁtu% r Qla%rq%ed )Enobile
communication@&RHEE iﬁ‘ S LIRTOMR BF TORE tha R ore A cash-amoun , then 16 %e refund
amount chh berefentitby toagiinekeading a personal identifier (e. g, passport, identity card, driver's
licence, etc.) of the user. The validation station 22 can be operable to read the
information from the personal identifier and to determine eligibility by checking the
information against an internal or external database that contains information about
domestic/non-eligible users. In this case, the user can be deemed eligible if his/her
20  nationality or status is not on the list (negative approval). Alternatively, or in addition,
the validation station 22 can be operable to determine eligibility by checking the
- information against an internal or external database that contains information about
non-domestic/eligible users. In this case, the user can be deemed eligible if histher
nationality or status is on the list (positive approval).
25  [0079] As mentioned above, the validation station 22 could also be provided with a
fingerprint scanner and/or a camera and can be used to verify the identity of a user
using biometric information held on the machine readable identifier (e.g., an identity
document such as a passport). A discussion about such biometric information is to be
found, for example, at the following Internet link:

30  httpfwww highprogrammer.com/alan/numbers/mrp.himl.

[0080] Where eligibility of a user is determined, the mobile communications device 40
and/or a validation station can be operable to send one or more validation request
messages to the validation system 26, for example via the message interface 24. in
response to receipt of the token, the validation system 26 will return all transactions

35  that are suitable for export validation.



100901 In the event that red channel processing is indicated, then the validation station 22 or the
mobile communications device 40 is operable to prompt the user to proceed to a customs officer, who
can then use the mobile communications device identifier to begin processing. A customs official can
be provided with an approval 15station 28 that is linked to or forms part of the validation system 26.
However, in other examples, the approval stations cagdoe separate from and/or remote from the
validation system 26 and can communicate therewith, for example via the message interface 24.

10091] In response to user selection of one or more transactions for validation 20processing, the
mobile commufiedkiol s RRrRiepHbe RebIfC e misalian dryier 078 e iigigedde o the

validation systgsrorfpt Whisst eamitRas vaRgiverinfespenss pasiessatealientdyingtanpsesge tand
rejected trans tions1i &%ggz 'SI_"{ée hEoms officer can then ?gﬁr%\@ oreeiect ePch tr%nsaction, or
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change (reduce e VR At Tre Bu &S ey C4A & e r(res_ﬁﬁr?)? ﬁi‘s’ﬁéreZSdeCisions
using input devitegs3ad ihierfans dalerenvasteppieyzbbasedian deidrtae sligdnEyothemraiiited by the

validation systeRigh #l eI SomPRFRGRIACIdRARMRFA ErdaR RPRIGRIATaRRIIBHS RIELARdTiRE host
system 20 now contains tax refund transactions with approval codes, (approved, rejected, changed
TR

value). [0093] PREHAPBHLIRG S ANUR FR°8 Re or both of two 30modes of
operation. In onesapdEhefvatidatitio mppfovah atisterit 26 aas detioparablsttyaespnritl éoraspédatienhost

systems 20. It (itadi,g onerall s pRalian Y P20 SRl i gjrieve transaction

information from the respective host system 20 for validating refunds. result of the authorisations

is communicat&@BsasiaRARRTYARROSIgE With iR tokemdTam s pripPalP AR ARPLREFPBYNPhe host
35system 80 nawvsteystins davitefion chirssrpcintertact 24 @ vah Gpdsr (fexpset edd &emrajested,

changed value)aé&g‘}glsog%%[%atmﬁ)gg %%ea%ggﬁbgaq?\{g]li_@tion system 26 retains a copy of each

transaction within'its own ase, associated not only with the relevant token (mobile

communicationdalideorr arABWIBLNE ¥aligatcs Ryilesy dRrewbhamst tmaitheridemalicaliydation
system 26 alsoppsees dhe siansas o mhe raskasisay akeedomagkdermcnbosbepntest, Zgrrncerned.

The difference hetweep the two modes is that '%pe second mode, the customs rqval system
atains 5 cony STATELS SRR 1 R BTSSP R SndReniosiin BRBKA Gl U0
be operablie to eghpiitymibevatiiialierssustanyafopropriate technology, such as SMS messaging, email

or a web-baseqgh@aeFRnARPBRHAIESSFER PEHRKRIS SaBdadssasbinrapameigating information
using existing software, eq%itﬁment, %{éd_ rocesses for g‘?ﬁr@g@secure financial transactioils as known

for electronic pgPRERE XSS AYNRHSRNPR, RIGSR58% A RS BB RS NISFRAR R refund

transactions. Thetoswiifatiarmsed thesgdotse message interface 24 back to the appropriate host
' system 20. Such a response could be in the form of a web service response and can

20  hold the electronically approved transactions (including an electronic customs stamp).
The hoét system 20 updates an existing tax refund transaction record for the
transaction with the authorisation message (approve, reject, change).

[0085] In an example embodiment the validation system 26 does not act as the
payment authorisation host, but rather the host system 20 is the system of record.

25  [0086] Each host system 20 formats and transmits a refund message to the requestor
(e.g., validation station 22 or a mobile communications device 40) indicating which
transactions have been approved for “green channel” automatic payment. A TRO that
issued a token can be given first position on the validation station, and that TROs
transactions are displayed.

30 [oo87] If one or more of the retrieved transactions have approved codes, the user
could be given "green channel" service for the approved transactions and could be
asked how a refund is to be paid. By "green channel” service is meant that the refund
is approved without further action being needed. If any of the transactions are not
approved, the user is given "red channel” service for at least those transactions

35  (possible for all transactions) and is asked to present himself fo a customs officer for



format can allow for multiple TRO providers, while ensuring that customs and tax 15authorities only
have to deal with a single system for approvals. [0095] By recording transactions on the host system
20 and/or on a validation system 26 using at least a transaction identifier and a value of purchase, and
then associating user detail records linked to a mobile communications device identifier in the host
system 20, a validation system 26 can be operable toggtrieve refund transactions 20 from the host
system 20 of a TRO based on the mobile communications device identifier, to indicate a "yes/no"
response to a request for permission to refund, and to transmit that result to the host system 20.

[0096] In the ilIfithaceresestipe Gmrmd sl seRiseise#ydhal Qe (8pY0856 the validation

system 26 can thaneHering (possibrertagariariesicminé iednpasag prabinictimeel2 ean provide a
dedicated netvvorlibetvv n the a&gg}iop sgstem 26 %pd the host,systems 20 for one or more TROs.
ple

.clistoms officer 1or fu cessing {0 obtain approval. . : )
The message iRtErrAce CAR e implemente usw?g Web Senites or other online or offline connection

arrangements. [B88I7] fiherchsism pleatungdaliiv ernauirihercd (fdidatspditaanhstoe rednBerovided
that allow sutomaticRELaaERRBEMMPI alktRBa AR SRNATHE PhyFREnBEFAanNel/green

channel” response without hu (ntervention, The gutomatic prescreening.process could be effected
using, for exan{ﬁﬂésée\r/%‘ﬁ'cféﬁo‘fg@%ﬂ% %ﬁ@f‘%&if’}%ﬂ[ﬁ m%%%ﬂ?gr&%' 688PPhe validation
station 22, or apcafiguoed ke wetmifly (o guidre tadidaltiod shetddrb@ehdadeommunication with the validation
station 22, coulgggs piP%ﬂQ%Qé’V%ﬁé@t% deiRing ARalERE-ERARNS A BB I LXRTBRIR for

r

high-value purchases and/or for 22 purchases of a particular type. The "red channel” behaviour could
be to require a SRIBMSRIQNS deRRAC Sh SRR fPrateliekadaBtransiartd RAORMHEL Y o a
Customs [fficahatrefmistonutistatiarnd Griatilednoome 19Re99] The validation station 22, or the approval

system 20 n coRErISHERIUAIE SheUiAn Sl RPN B AL ER Wi alsageTing <

"green channel” situation providing automatic ap ording to certain criteria such as: country of

origin of the traf@fien Aaer faguBokimearmniraiens drYEe eIt erRABIR IPRmRItRR HS§HiRS,

merchant, etc.,Beclswioad 0sihrinabfod| ahehcanteda.Lilsmw hitbirn oaalnlisitdes devddies or
origin, retailers, Jraellers aid s0.0n.can beAised 11GA0PLIA B0 SXaMBIE MORUIENY, e MCD
application on t & MoBite CEHMRICATON: devitadd opera%lesfo prcRnde tindlions of the Validation
stations (Ribsksitation 28 thatdmiinleritrariesn® pancofite volisistian suriemalf dlewsyeeimghst refund

transactions to GeRFRIS, @nérggﬁbaarﬁyéaéﬁ@f?aﬁha@eeﬁa&ggeseaw&iwwém;fﬁmiﬁ&ﬁ@/egtlion- The
automatic pre-screenin rocess cou e effective when It etermined that.the mobile
5 SR herriic b

communication2HeeHe e BN SPAN WAL QLSRR Yo G193 % Robile

communicationiptgeiace Zpplication, or a validation system (e.g. a

[0091] In response to user selection of one or more transactions for validation

20  processing, the mobile communications device can be operable to transmit the
validation request message to the validation system 26, which can then receive in
response a message identifying approved and rejected transactions.
[0092] The customs officer can then approve or reject each transaction, or change
(reduce) the value amount. The customs officer can enter the result of histher

25 decisions using input device(s) of the approval station 28. The result of histher
decisions is communicated by the validation system 26 through the message interface
24 to the appropriate host systermn 20. The host system 20 now contains tax refund
transactions with approval codes (approved, rejected, changed value).
[0093] The validation system 26 can be configured to operate in one or both of two

30  modes of operation. In one mode of operation, information for transactions is stored
on the respective host systems 20. In the first mode of operation, the validation
system 26 is operable to retrieve transaction information from the respective host
system 20 for validating refunds. The result of the authorisations is communicated
back through the message interface 24 to the appropriate host system 20. The host

35  system 20 now contains tax refund transactions with approval codes (approved,



customs approval system) 26 in communication with the mobile communications device 40, could be
provided with rules defining a "red channel” requirement, for 20example for high-value purchases
and/or for purchases of a particular type. The "red channel" behaviour could be to require a user to
present a token, shopping receipt, passport, and the goods purchased to a customs officer at a
customs station 16 for approval. [00102] The mobile ggmmunications device application, or a
validation system (e.g. a 25customs approval system) 26 in communication with the mobile
communications device, could be provided with rules defining a "green channel” situation providing
automatic appr@iﬁﬁ&és@?&ﬁ@eﬂ)"@g}%n"&rﬂ?@r?&%‘?ﬂﬂ’ﬂﬂ%@%&fjﬁﬂ?r sliQnidhe yetdatieairismieh value,
transaction valugtaw®liecoppibfernsacdnnmtiduantiin ok anatdamiessb padsetinteantblagigakithmbination

of such criteria,Also whitgt%1 gc:) tﬂlac[ﬂists for BOCoy llgén tirI et il%ﬁal%&‘ﬁ“fé%%gp SO on can

icountries ar or
be used. [OOIOE‘f ﬁéel}'raen 0 MUgHates A reservation s%\/”s é‘ﬂ and an immigration system 60. The

reservation syststeBBideniiier.a lrdlvis| sese aelicajisre gystemes@ alpprarseRiihe iharsantersystem.

Such airling bogkingppysiamsdadiealines B8 Hose IR NRIVBHeFheaMPHEiRYFEREB L ERIEHNg multiple

CPU) and 35memaories/st t MEM). At | tj tem 58 is able t
montor 23 tnc SRS DPURS UL 4re TROELr R SHBIRR PRGN GRS THOBNE ot various

stages during thepypof adydatafroxeatiplesisstires @ge, the reservation system will recognise that the
user has made gsgservalinBdR adamnskaRAdwlldydainiospationd s alifying e ssfrgThUs,

within the reservation system there will 5be a travel record that identifies particular journeys (e.g.,
flights) to be taK&iSFHERRIEPF R tRABRAIARG P ARYINPHE BRRG OB A AR B3 Hying the
user can éitherszeviteld Atsroyiditet becuryebrstooots cantieansiny fdvearimbrtioaing érfoeoatidnin an

example syster e SRR S e BRCANKALILA TS RaBHIESARL ser vith

regard to the use of a service, for exa _ service. 10Information about the registration of
the tax refund ERGEStINS B8 ke der, ekckrenin prRYMealSiey Brfsiarasniapad Me5ea%8 iR record, or

could be held iranfipis ebsrparaiemarrRnY deflindeatedboHavehesss witinaneaaithessagexample,

the registration for a tax reﬁund service oyidpe he&jﬁrass \Bﬁuit of ala algﬁgr&%ram recgrtd for the airline.

It is also envisggreraa{h%ﬂﬁe(ﬁvai%lpe‘y records within the hosi%)?gtseurﬂ cantlc)nrg?u%% alink to a travel

reservatior® witleivtietiea sy dsae tigaad yéte m S80lecosRm BY aridYKhg the travel reservation
system 58 and ({83 08k S¥RaIngAri i Ak yd ektcipatR RIP BHALS: ks Jalfirigishisyasaective
records in the travel reservation system 58 and the host system 20), the user travel status can be used
tomaically (G AP F<HEh & EABrPIRUSEILES R0 LaA B L SEP i Sooooiaing
user detail records linked to a mobile communications device identifier in the host
system 20, a validation system 26 can be operable to retrieve refund transactions
20  from the host system 20 of a TRO based on the mobile communications device
identifier, to indicate a “yes/no” response to a request for permission to refund, and to
transmit that result to the host system 20.
[0096] In the illustrated example communication between the host system(s} 20 and
the validation system 26 can be effected via a message interface 24. The message
25  interface 24 can provide a dedicated network between the validation system 26 and
the host systems 20 for one or more TROs. The message interface can be
implemented using web services or other online or offline connection arrangements.
[6097] In an example embodiment, automated validation stations 22 ¢an be provided

that allow automatic pre-screening of refund transactions to generate a “red
30 channel/green channel” response without human intervention. The automatic pre-
screening process could be effected using, for example a validation station 22 at an
exit point from the territory.
[0098] The validation station 22, or an approval system (e.g. the validation system 26)
in communication with the validation station 22, could be provided with rules defining

35 a‘“red channel’ requirement, for example for high-value purchases and/or for



20automatically determine when a user has actually departed to provide final authorisation for a tax
refund to be made. 1001051 The same functionality can be provided, for example, using an
immigration system 60 that comprises one or more processors and appropriate memory, and includes
records relating to individual travellers that enter and leave a country. This 25immigration system 60
could be integrated with the travel reservation systenp38 and/or the tax refund host system 20 to
enable the automatic generation of messages to be sent to a user and/or the automatic authorisation
of a tax refund when the user departs from the territory in question, 100106] In the above description

of Figure 2, thePHcRAS8HGH 2 PafHRYIBBHP N K (6o SPANNSE: R§RANRHD MY PR IALRALIR 85. However,
it is to be noted FeatsheaasaryadishsyRtpilzdreosim|absp b cin hiyghoksbtodhesyalidation system

26 in the same manner Bﬁiggggtr@%dsggﬁggt Agolgpi,%r?&aargp]j&y%lll be noted that dotted line links are
and th {

shown betweer the reservation system e message interface 24 in Figure 2. 24 [00107]
Figure 3 is a sdiS¥atidBlidatiog:aiatinn Si2aan e arrioNal S6HiepdAB iscoriyyeaicsomthiications
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vibration mechaisthaf® EE PENGHRELAIREHDIMASHST SUNERSHEISAIE SrNIBMRIOISRIinput, the

touch sensor being arranged to overlie the display 74, and one or morg 10keys 82. Various

communicatiorFRHEMESAE REgih JSiRleTSetiarRIgH A $98R FABBGIESEA for radio communication with a
cellular nétworkgmadiFHE neodukx 8 interboding:ntith thear MED capplicatioations tdbkenotogjyilea WiFi

module 83 for GOmMURIEAE WU RseBiRURN S8, B SRR AOBH e Y MR UAEALOn Using

Bluetooth techno PS module 92 for position location of the mobile communications

logy a I ] ) . :
I5device. It willHRSkBL AR ABEPYFR AT TSRS Pb TR WSRH 19, RoIERCABREI RSB RETRE WhORh in
Figure 3 is mengdjuitysteaiestinmssthejenéicidantesdastbiiril/graeapprannate respuasiomithout

conturton oG e LRSI BB R

example embodiments the memory can al application

to controllthe ojsedgtRimisroibas dhssepkip camymisatiope Laltes st MsedmiBYemh the exit

point from the territory.
[00101] The mobile communications device application, or a validation system (e.g. a
customs approval system) 26 in communication with the mobile communications
device 40, could be provided with rules defining a “red channel” requirement, for
20  example for high-value purchases and/or for purchases of a particular type. The “red
channel” behaviour could be to require a user to present a token, shopping receipt,
passport, and the goods purchased to a customs officer at a customs station 16 for
approval.
[60102] The mobile communications device application, or a validation system (e.g. a
25  customs approval system) 26 in communication with the mobile communications
device, could be provided with rules defining a “green channel” situation providing
automatic approval according to certain criteria such as: country of origin of the
traveller, item value, transaction value, value of all fransactions, quantity of goods,
merchant, etc., and logical combination of such criteria. Also white and black lists for
30  countries or origin, retailers, travellers and so on can be used.
[00103] Figure 2 also illustrates a reservation system 58 and an immigration system
60. The reservation system 58 can be a travel reservation system, for example an
airline booking system. Such airline booking systems typically comprise large
networked computer systems including multiple processors (CPU) and

35 memories/storage systems (MEM). A travel reservation system 58 is able to monitor



1001091 Figures 4-7 provide a flow diagram giving an overview of example operations of a system as
illustrated in Figures 1-3. [00110] It is assumed in the flow diagrams that the user has already
registered for the service as discussed earlier, has recorded the mobile communications device
25identifier as a token and has downloaded the MCD application to the mobile communications
device. [00111] Figure 4 illustrates example of procegges that can be performed at a point of sale
where a user makes a purchase. A merchant operator may use as a merchant terminal, a POS
terminal that interfaces with a merchant website, or a mobile 30 communications device such as a

smart phone oithetaigies @ifsussrney faikavatircand te tirgata e strins ithedraeleriftnis example
the user can usiggdiis LGSy dARGaHOBUMEYCFIPRIslapiecihainer agepitie tkeenatidrant systems
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stations. A secure connection can be established’, for example, using one of the techniques described
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one or more baggyistAltRsioNadaR RAIrRKeEAR tifidsss keldlddpaprofmpiadhitiop@yranptedayd sign with
an integrated NFC interface that stores the SSI the password. to h [
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automatically to cause the generation of messages to be send to the user and/or to
20  automatically determine when a user has actually departed to provide final
authorisation for a tax refund to be made.
[00105] The same functionality can be provided, for example, using an immigration
system 60 that comprises one or more processors and appropriate memory, and
includes records relating to individual travellers that enter and leave a country. This
25  immigration system 60 could be integrated with the travel reservation system 58
and/or the tax refund host system 20 to enable the automatic generation of messages
to be sent to a user and/or the automatic authorisation of a tax refund when the user
departs from the territory in question.
[00106] In the above description of Figure 2, the reservation system 58 is linked to the
30  host system 20 via the network 15. However, it is to be noted that the reservation
system 58 can also be functionally linked to the validation system 26 in the same
manner as described above. In this regard, it will be noted that dotted line links are
shown between the reservation system 58 and the message interface 24 in Figure 2.



25mobile communications device and for the MCD application to decode the bar code or OR code and
to use the SSID and password to connect to a wireless network formed by the one or more base
stations. The MCD application could be configured automatically to connect to the wireless network or
alternatively to prompt the user to confirm approval for the connection. Combinations of the examples
described above 30can be provided, whereby the mofajle communications device can be used to
capture information locally to a merchant premises to enable a secure connection to a wireless
communications network in the merchant premises. [001141 At 414, the MCD application, which can

be supplied bylM¥TIHIgWE3He dpehamatioiesksiagrardiustetiag fangianthcemrareiact gplication on

the merchant JpsyREBmFANRSABHY edVice, e SRANPe Bl telbishuheiesh aetasiarl he merchant
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20  processes for carrying out operations as described herein.
[00109] Figures 4-7 provide a flow diagram giving an overview of example operations
of a system as illustrated in Figures 1-3.
[00110] it is assumed in the flow diagrams that the user has already registered for the
service as discussed earlier, has recorded the mobile communications device

25  identifier as a token and has downloaded the MCD application to the mobile
communications device.
(00111] Figure 4 illustrates example of processes that can be performed at a point of
sale where a user makes a purchase. A merchant operator may use as a merchant
terminal, a POS terminal that interfaces with a merchant website, or a mobile

30 communications device such as a smart phone or a tablet computer, or the like, for
conducting transactions with a user. In this example the user can using his or her
mobile communications device to interface with the merchant systems including the
website to conduct the purpose transaction, and, where appropriate, to additionally
cause the issue of a tax free cheque, either by the merchant system or the user’s

35  mobile communication device.



currency for payment authorization. The merchant application on the merchant 30terminal can be
operable to monitor the merchant website for successful completion of the payment transaction to
record completion of the payment transaction. During the payment transaction, the MCD application
and the merchant application can communicate via the wireless connection (e.g., the WiFi
connection). 1001171 At 420, the merchant termingl application or the MCD application can
prompt 35the user to indicate whether a tax refund transaction is also required. 27 [00118] If the user
selects a tax refund transaction using the mobile communications device, then at 422, the MCD

application carl¥pEHhARABSErEGHWiRERALNSS {8 HeURsel RS SelWRkiFRN AR MMEFEE e user to
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number), he vargbile communications device to a wireless network formed by one or more base

stations. In another example the user could be prompted, for example by a sign with
an integrated NFC interface that stores the SSID and the password, to place the
mobile communications device on the NFC interface, whereby a MCD application on
the mobile communications device can be operable to read the SSID and the

20  password and to use these to connect to a wireless network formed by the one or
more base stations. In a further example suitablie for a mobile communication device
not provided with NFC or RFID technology, the user could be prompted, for example
by a sign with readable bar code or a so-called QR code that encode the SSID and
password to capture an image of the bar code or QR code using a camera of the

25  mobile communications device and for the MCD application to decode the bar code or
QR code and to use the SSID and password to connect {0 a wireless network formed
by the one or more base stations. The MCD application could be configured
automatically to connect to the wireless network or alternatively to prompt the user to
confirm approval for the connection. Combinations of the examples described above

30  can be provided, whereby the mobile communications device can be used to capture
information locally to a merchant premises to enable a secure connection to a
wireless communications network in the merchant premises.
[00114] At 414, the MCD application, which can be supplied by the TRO can be
operable to establish a secure connection to a merchant application on the merchant

35 systems, for example on a merchant terminal via the wireless network. The merchant



25 of the goods purchased, and the mobile communications device identifier. Further information can
also be included in the message, for example details of the goods purchased. [00120] The host
system 20 can be operable to allocate a transaction identifier (e.g. a transaction number or string) the
transaction and creates a transaction record 30including the transaction identifier, the receipt identifier,
the value of purchase, and the mobile communicationggdevice identifier). Further information can also
be included in the transaction record, for example details of the goods purchased. [00121] In other
words, an example transaction record entry held at the host system can include the following fields,

some or all of ARRISHISH &0 hsHRRYED PYLEEIRE Br seminclHes @ gelware I&ERee 798 Transaction
identifier; Receiphisfithias ¥ TRE abstuIThadeCDaimiddtntibar SiBe gistgpreadiblago Datadstab Goods;
Details of travetll%r;r%(g%rg}ent target. [00122] At 426 the host system 20 can further be configured to
return a transacmon response message that includes the transaction identifier that can be printed on

the purchase rd@i5 Akt while shaepinaibefeeier 431 wrevigdieimabierphanedmpuprort

5  user selection of goods, for example by reading RFID tags on goods to check on the
price and, using the preferred currency and the current currency conversion rate
downloaded to the MCD application, converting it into amount in preferred currency
using the TRO’s reference rate. The MCD application could also calculate an
applicable refund amount if the user wishes to make a tax refund request.

10  [o0116] At 418, the merchant can use the merchant terminal to conduct a purchase
transaction for the user. The details of the purchase can be captured by the merchant
system using any conventional technique, for example by the merchant scanning a

" bar code and the merchant system retrieving details of the purchase from storage in
the merchant system associated with the bar code, or by entry of the goods using, for

15 example a web-based product selection page. Indeed, in an example
implementation, the selection of the product details could be effected using a website.
The merchant can use the merchant terminal for initiating or confirming payment for
the goods. If payment is effected by cash or cheque, the merchant can record this on
the payment terminal. Payment by credit card can be made using a conventional

20  payment terminal associated with the merchant terminal. Alternatively, the merchant
application on the merchant terminal can be operable to interface with the MCD
application on the mobile communication device to pass details of the payment to be
effected. In one example the MCD application can then be operable to prompt the
user to effect the payment, for example as a web-based payment transaction via the

25  merchant website using the mobile communication device. The user could, for
example, use stored credit card information to perform payment with a preferred
currency recoded during the registration process or at some subsequent fime. The
payment terminal will retrieve latest exchange rate and converted amount in preferred
currency for payment authorization. The merchant application on the merchant

30 terminai can be operable to monitor the merchant website for successful completion
of the payment transaction to record completion of the payment fransaction. During
the payment transaction, the MCD application and the merchant application can
communicate via the wireless connection (e.g., the WiFi connection).

[00117] At 420, the merchant terminal application or the MCD application can prompt

35  the user to indicate whether a tax refund transaction is also required. -



the mobile communications device via the wireless connection. The process then ends at 428.
1001231 Figure 5 is a flow diagram illustrating an example of operation of the system 15described
with reference to Figures 1-3 when a user approaches an exit point from a territory. 1001241 In an
example embodiment, the system is automatically operable to determine 512 that the mobile
communications device is in the vicinity of a border crggsing or a customs validation point. This
automatic determination of the location of the mobile 20communications device can be achieved in

various ways as described earlier. 1001251 In one example, the interaction of the mobile '
communicatior 8 i usss sple e Ir fax féfé'ﬁﬁgﬁ@?@ﬁ@@rk%%ﬁﬁ:ﬁ‘ﬂ?@%ﬁ'@ﬁ?!@%?ﬁﬁ%”ﬁlcatlons

device is Conn@@ﬂdecaﬁbh%m tﬁmemmuﬂwdammpefdb@ wahdeide infoudtiatiaashaevice 40.

Thus, for exam Ie f the tn}g e ne Woo]ft ghﬁasm 8','-8925%021*(@#?13'?6‘;{#3@&98"'(‘? Aéo can be
operable to de ermlne hat the mo fhications device 40 Ts1n A mobile communication cell

that is assouatU@Wlﬂmh@ﬁbwmgBﬁmhﬁ mmai@vaquwwwﬁwa&rgw eaprinsiysied in Figure 2
by the mokile nﬁ@v%ﬁrﬁﬁ@nﬁat52—reUai@&@Eﬁfmh@ﬁ%tcammmsmm%m@m,efmwb@omparing

the identity of th bil d t d, held EM) in th bil
communicatort SR SHECTUIETTES, TRTAA G SRt TR QB B SRR TR ORE debice 4015
registered withekamale mhaaématmumb‘ﬂwandlﬂmlm%mmﬁmaﬁmim iffsvexdnpisienpitgagsaphthen be
operable to seRgl B g%@&@&vw%%%ém%%ﬁmm iR ebaebRighyRAGH Beecipient can

then be configured to sénd 514 an invitation message to the mobile communications 35device 40

inviting the usemﬂp'fﬁl@@&“\')ﬁﬂfé&@rﬁfqﬁ\é'ﬁf?ﬁﬂﬁﬂ%@ﬁf@@rﬁégﬁe@"éﬂéﬂjﬁaﬁ\w%vﬁfg'?ﬁﬂme
network systennfifirmatiognisirexdnepfer ety fdbdethabike prooesaad dytibe Trieshemtcapplibation

communicatind, Wi YU IRCAMBKRLEbE Rt arkRtER). 2 GAe At R anpdrabagom e

mobile communications can itself recognise ntify of the mobile’communications

network cell as"iiiehpat covidiRaraayemag o %ﬁ%‘ﬂf@"t&%@h@@rtﬁﬂﬁﬁ?ﬁ@%ﬂ&!ﬁiﬁﬁ Ffnt (for
example, by cwawgsaaﬁdﬁag%&ar&n%wﬂm h&trfbteﬁ@ihmmwgﬁabﬁldra@ M@fﬂf an application on

the mobile comgwn{ca ions dewc/ej\ 40) as. ass eq with a bo[HIer crossin storans
Aﬁ'g.t Oblll fter' veri ca irs cas on spor{
validation pomt o ife corhmunicalions |ce can eop er her o communlcate

with the Vb§|dam¢tg@mlm aethe mghﬂggommumcatlons device couid be 1dent|f;ed as venf:ed
whereby on future occasions of use this information cou_ld be used instead of a

passport to confirm the identity of the carrier of the mobile communications device.
[00119] Instead of having the information for identifying the user stored on the mobile
communications device, this can be held solely in user records in the TRO host

20  system 20 and can be supplied to the merchant terminal from the host system 20. I,
the user is eligible to receive the service, then the merchant application on the
merchant terminal and/or the MCD application on the mobile communications device
can be operable to transmit a fransaction message to the host system 20. The
transaction message can include a receipt identifier (e.g. a receipt number), the value

25  of the goods purchased, and the mobile communications device identifier. Further
information can also be included in the message, for example details of the goods
purchased. .
[00120] The host system 20 can be operable to allocate a transaction identifier (e.g. a
transaction number or string) the transaction and creates a transaction record

30  including the transaction identifier, the receipt identifier, the value of purchase, and
the mobile communications device identifier). Further information can also be
included in the transaction record, for example details of the goods purchased.
[00121] In other words, an example transaction record entry held at the host system
can include the following fields, some or all of which may be populated in response to

~35  the above described steps:



10system 20, or merely directly to provide a message to the user inviting the user to take advantage of
the tax refund service. 100126] The invitation can take the form of merely a query inviting the user to
respond, or the invitation can take the form of more detailed instructions as to the steps to be taken in
order to obtain a tax refund. This can include, for example, information 15 regarding the location of a
validation station within the border crossing 'or customg validation point, the location of a tax refund
operator service desk, the location of a customs desk, etc. 1001271 The invitation message may not
necessarily require a response from the user, particularly if the message provides instructions of the
type just described. HHRBRFIOMiHEREIBGeNt that the invitation message does require a response, and
a response is receivef@tdmiadantifieroriginator (i.e. the validation system 26 or host system 20), then
if, at 518 the respons%iaﬁutg%rf tl’llJ(?,ClﬁS%r declines a service, then the process stops at 520. [00128]
Alternatively, if 518 the user rgques?set’o continue with the tax refund service, 25then at step 522, the
validation process carl pfeeédegntifieiescribed with reference to Figure 6. [00129] Figure 6 illustrates an
example of operation tggiuidg agdation of purchases where the mobile communications device
connects via a Wireleﬁ c}:j(’)é‘nr%]%ica ions network to a validation service. 30[00130] In step 612, the
mobile communicatiors Fevitt 3 e operable to connect to a wireless communications network via,
for example, a WiFi bassedtatibmavedatescribed earlier, the connection of a mobile communications
device to a WiFi netwgrb ﬂgp%g{'in a particular part of an airport can provide one manner for
verifying that the user is af a validation location. In an example embodiment the 35connection to a
particular basel8P4#I{EARBES EARNAYSIERGE? 838 BBIRSIOSTIRBIAERS e pRliB ARSI BRtecting a
particularlipcatiespisisg messisgithaionciadiesteolr aasa bioat aéntfieo sitzdat Heeprimbd@ctmemunication
device and can gpaple.SuiametReaRsaHa S thehasssinion AsirRaTnedaating s eon be

achieved by th e Cco nications device detecting an RFID detector zone that causes
Sactivation of &NgarSRilsFRBRIAtIRRSHBYRE ¥arhiRvirekisronaertanT ARSI e Rtion can be
operable to reaghag &3y and password from the RFID loop for connection of the mobile

communications deyice o 2 uMlelqss, NelOr HIRIUG Y TIPS B BRSP LRRLAAS AR, The user
could be prompted, for &xample by a sigi wi

15 described with reference to Figures 1-3 when a user approaches an exit point from a
territory.
[00124] In an example embodiment, the system is automatically operable to determine
512 that the mobile communications device is in the vicinity of a border crossing or a
customs validation point. This automatic determination of the location of the mobile

20  communications device can be achieved in various ways as described earlier.
[00125] In one example, the interaction of the mobile communications device 40 and
the cellular telephone network to which the mobile communications device is
connected can be used to determine the location of the mobile communications
device 40. Thus, for example, either the mobile network 50 or the mobile

25  communications device 40 can be operable to determine that the mobile
communications device 40 is in a mobile communication cell that is associated with
the border crossing or customs validation point. This is represented in Figure 2 by the
mobile network antenna 52. This determination can be made by the mobile network
comparing the identity of the mobile communications device to a record, held in

30 memory (MEM) in the mobile communications network system 50, that indicates that
the mobile communications device 40 is registered with the tax refund service. The
mobile communications network system 50 could then be operable to send a
message to the validation system 26 (or the host system 20), and the recipient can
then be configured to send 514 an invitation message to the mobile communications

35  device 40 inviting the user to take advantage of the tax refund service. As an



an integrated NFC interface that stores the SSID and the password, to place the 10mobile
communications device on the NFC interface, whereby a MCD application on the mobile
communications device can be operable to read the SSID and the password and to use these to
connect to a wireless network formed by a base station. The user could be prompted, for example by a
sign with readable bar code or a so-called QR code thgt encode the SSID and password to capture an
image of the bar 15code or QR code using a camera of the mobile communications device and for the
MCD application to decode the bar code or QR code and to use the SSID and password to connect to

a wireless netvia{nativete Biemobilnsiwei S e SAmRrranisRoNherappneafbHedufP#R configured

automatically tesiapesidioiedelietessdebrasnanimEdRphitiethis oalicionfiyatappre\altfer the
connection. Varioys 2Qcomhinati f these examples can.be provide r h ile
communicatioﬁqsoéée g‘%e{:nan b%ﬁﬁiggl?oaggﬁ ﬂPé’ ri’n?grrbl% |o°nB1|8c% WTOUQ%}E%Fife%%V%?E% enable a

secure connectieglftteaogiistethe ddentity nfdhtonshiletarsmrninipadiang meswaisiseylintdpriedierciat is only

available 2 of R URRP G BERIBPERIHBIIHANCAN VRSOSSN FHeaisplesnpt O proximate o
the validation point. The 25 connection of the moPil%fo%lmun{cgat%mevi(ie t% a given base station in
a given locatiofi¥ARAIS AL fr G HA HHR M LR 5t Al A TS 2RI ce as being at or
proximate to ampglicaticedondhieatiobill catwmunidaiiiB1devic@140ias MR apphivatashvdtinathen be

operable to coppegt ta s alidaliansrsndcRElng BIRRmaHA el i e MGEsARRiaatien aad/or read
along with the SSID 30and password for the base station. [00132] At 616 the validation system 26 can

be operable to FeRE6E BaPRIEL mFIt I8 ROMENG Aate BBl B L MAITRYRR SYRIRD FA LB AR er from
the place i@t whightéhe 20nasactiely rdicastistansrotined (frseagertplthdnsbeildihgystame?door the

message interf%rk% %é)/é’ﬁlg %(‘éagf ﬁpé){ypé?&naeﬁgt'qjiggtermine approval or rejection as 35described
rds, the ' '

earlier. In other wo > validation system 26 can be set to either 31 automatically approve one or
more of the tralf$a2diohkepavitation santaiedhaioenridnasely agxssh iBMiRAdNS BPeldtrseRRM Y to

reject a transa@and ireflativanael thkeaainfbasof ore tRsaned Wishinctimy alidating stgpten 126 as
described earlier, In the example, shown in Eiqure_6..the retrieved purchase inf ion is sent to the
mobile 5com mfﬁh@gﬁgﬁgdgé\%c%ggﬁr& %5?1)( Bgf‘gi’é)lé@ésdct%n_t né:?ﬂg%‘r Wit X?é?@neq ﬁ%ﬁiﬁlﬁ%’&)l%l At 618,
the user dén opapacdipgsttie deeatioprioh yslidatinnstrtiatiovithisitigetherapHRsaIg &R eHaleRBbIle

communications.feyies $8iANthie sfles iR SerhA SRLFLREN 4BRIMWBESCamMBdRIRRteMs device 40
to the validation system 26. 1001341 At 620 the validation system 26 can be set to either automatically
approve one customs desk, etc.
[00127] The invitation message may not necessarily require a response from the user,
particularly if the message provides instructions of the type just described. However,
20 in the event that the invitation message does require a response, and a response is
received at 516 by the originator (i.e. the validation system 26 or host system 20),
then if, at 518 the response is that the user declines a service, then the process stops
at 520.
[00128] Alternatively, if 518 the user requests to continue with the tax refund service,
25  then at step 522, the validation process can proceed as described with reference to
Figure 6.
[00129] Figure 6 illustrates an example of operation to provide validation of purchases
where the mobile communications device connects via a wireless communications
network to a validation service.
30 [00130] In step 612, the mobile communications device can be operable to connect to
a wireless communications network via, for example, a WiFi base station. As '
described earlier, the connection of a mobile communications device to a WiFi
network base station in a particular part of an airport can provide one manner for
verifying that the user is at a validation location. In an example embodiment the

35  connection to a particular base station can be achieved under the control of the MCD



10 or more of the transactions based on rules that have been set, ("green channel”) or automatically to
reject a transaction ("red channel"), again based on rules set within the validation system 26 as
described earlier. [001351 At 622, the status of the purchases can be returned to mobile
communications device for display to the user with the refund status. 15[00136] The steps 618-622
can be repeated as required by the user until confirmggt 624 that the user wishes to proceed to
process the refunds. [00137] If, at 624, the user confirms that the user wishes to proceed to process
the refunds, if all of the purchases are green channe| status, then_the refund can be processed at 626

without further 2RRISEEAPORY Hategting sRRRNRIIRCAtOR siae ryimily driermalticeiat®have a red
channel status|dtss the pissicao tiesprovitieconmitriddiiin dética andssagentabladicit@atie steps to be
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is assumed thay [ ISR HTSEPNSEsRIGHE 1118 GOBTEBLIAIS YErRBILE farTRikmtbE3 Y arrham at 720
the mobile comrunications device will receive the sta&sﬁ&e‘%?%%e referred to, earlier %h regard to

Figure 6. At 722N {Ategrated N Gdnisuinss thatsterss 8 & BRTRYRE It?rféaﬁﬁr ases to be
35processed fandhiteretumduhicativerswievits; catther WG ipterfide, takeafond MODeamifigatBh fon all
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communications device can be operable in response to the status message to indicate all of the
purchase transBRSPIMY G ANCHiO e5e @@ﬁ’ﬁéﬂﬁ’éﬁ@f"ﬁl&a wireless network formed by a base station.

The user could be prompted, for example by a sign with readable bar code or a so-
called QR code that encode the SSID and password to capture an image of the bar
15 code or QR code using a camera of the mobile communications device and for the
MCD application to decode the bar code or QR code and to use the SSID and
password to connect to a wireless network formed by the one or more base stations.
The MCD application could be configured automatically to connect to the wireless
network or to prompt the user to confirm approval for the connection. Various
20  combinations of these examples can be provided, whereby the mobile
communications device can be used to capture information locally to a wireless
network to enable a secure connection to a wireless communications network in in an
airport using information that is only available at or proximate to an appropriate
validation point to confirm that the user is at or proximate to the validation point. The
25  connection of the mobile communications device to a given base station in a given
location can, in itself confirm the location of the mobile communications device as
being at or proximate to an approved validation location.
[00131] At 614 the MCD application can then be operable to connect to a validation
service using information held in the MCD application and/or read along with the SSID
30  and password for the base station..
[00132] At 616 the validation system 26 can be operable to retrieve purchase
transactions using the mobile communications device identifier from the place at
which the transaction records are stored (for example, in the host system 20 or the
message interface 24) and can apply rules set to determine approval or rejection as

35 described earlier. In other words, the validation system 26 can be set to either



and retrieved from the central storage to the user, to enable the user to make a 5selection of one or
more of those transactions. At 724, the response from the mobile communications device is sent to the
validation system 26. [001411 The conditions that can lead to automatic approval being or not being
given can depend on predefined rules that can vary according to various legal and regulatory
requirements. 101001421 For example, a typical requigement is that the purchaser of the goods is an
eligible person who also exports the goods. Accordingly, in the situation that eligibility is not verified a
the time of purchase, for example as a result of the user not having registered at that time, an
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15  [o0136] The steps 618-622 can be repeated as required by the user until confirms at

624 that the user wishes to proceed to process the refunds.
[00137] If, at 824, the user confirms that the user wishés to proceed to process the
refunds, if all of the purchases are green channel status, then the refund can be
processed at 626 without further actions from the user. Alternatively, if at least some

20  of the purchases have a red channel status, then the user can be provided on the
MCD with a message to indicate the steps to be taken.
[00138] Figure 7 itlustrates operations that can be formed on a mobile communications
device as part of the process described with reference to Figure 6.
[00139] For example, at 712, the mobile communications device would receive the

25  invitation message referred to earlier. In the present example shown in Figure 7, it is
assumed that the invitation message invites the user to respond to indicate whether
the user wishes to use the tax refund system or not. At 714, the mobile
communications device is responsive to user input at the mobile communications
device. If, at 7186, the user declines to use the tax refund service, then at 718 the

30  process stops.
[00140] Alternatively, if it is assumed that the user response at 714 is to confirm 716
use of the tax refund service, then at 720 the mobile communications device will
receive the status message referred to earlier with regard to Figure 6. At 722, the
user can be invited to enter a selection of one or more of the purchases to be

35  processed for tax refund. In other words, rather than provide tax refund processing



33 by providing scoring for different parameters, whereby the validation system 26 or the mobile
communications device 40 can use the scoring to determine whether a resultant score fits within a
range for a green channel response or a red channel response. For example, different scores could be
allocated to travellers based on 5their home country and different scores could be allocated to different
classes of goods and/or different amounts for purchages. Such scores could be stored in the validation
system 26 and/or in storage for an application running on the mobile communications device 40. The
scores could be stored, for example, in one or more look-up tables, or in any other appropriate
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or the custdms aRatritedp Jnricpioabehanaplcirraessiam 8- themaeaalisPreceeis ¢ iitNBe held
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system. time of a transaction can be identified from the status of the “Registered” flag in a
transaction record. As also explained above, optionally according fo local
requirements, the “Registered” flag for a transaction can be reset if, for example, it is

20  determined subsequently to the time of purchase that registration is incomplete.
[00143] Although in the present example a “Registered” flag is used as a means of
tracking verification of eligibility, it will be appreciated that in other examples the
tracking of eligibility can be achieved by date stamping records and comparing timings
of the recording of eligibility verses the time of purchase transactions.

25  [00144) Other factors can affect the availability of automatic approval such as the value
of goods purchased, the types of transactions, a pattern of transactions, the
nationality of a user, etc. Also, non-automatic processing can be required on a
statistical basis as a part of a sampling process.

[00145] Accordingly non-automatic processing (red channel processing) can be

30  determined at when locally determined requirements for automatic processing are
determined not to have been met and/or a statistical sample processing is required.
Accordingly, an example system provides for increased flexibility of operation while
still providing secure and verifiable operation.

{00146} As mentioned above, rules can be provided for determining approval or

35  rejection (green or red channel status). Such rules can be implemented, for example,



34 [001491 Also, although in the described example an automated validation station 22 is shown in
addition to a customs station 16, the customs station 16 could be provided with the functionality of the
validation station 22 and/or could replace the separate validation station 22. In the cases that the a
customs station 16 forms an example of 5the validation station 22 , the entry of the user information
can be performed by the user or by a customs officialzgs appropriate. [00150] An embodiment may be
embodied in a mobile communications device application in the form of a computer program product
for operating one or more processors. The computer program product may be in the form of a
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15 26 or the mobile communications device 40, respectively, can be operable to access
the appropriate look-up table(s) to refrieve the scores associated with respective
parameters. The program code can be operable to determine one or more resulting
scores by mathematically combining the individual scores retrieved for the relevant
parameters for a refund request. For example, a total resulting score could be

20  derived from a score based on nationality, plus, for each item for which a refund is
requested, a score based on the type of item and a score for the amount of the item).
Although in this simple example the scores for the relevant parameters are added to
each other to form a resulting score, other mathematical operators (for example
multipliers) can be used to determine one or more resulting scores. A total resulting

25  score and/or one or more resulting scores for each item, or a group of items, can be
compared to stored ranges of values representative of green channel and red channel
responses to determine whether the resulting score(s) fall within the respective
ranges. As a result, a determination of a green or red channel response can be made
in respect of all items, individual items or groups of items, as required.

30  190148] In the example system described above, the transaction records are held in
the host system(s) 20 and these are accessed by the validation system 26 and/or the
transaction station{s) 22 or the customs station(s) 28. However, in another example
the fransaction records could be held alternatively or additionally in the message

interface, where this is configured as a central server system.



entry of predetermined user information for the user and to cause association of information derived
from the entered user information with information derived from the mobile communications device
identifier prior to providing the service. 35 100153] The apparatus can be configured to transmit
information derived from the entered user information and the mobile communications device identifier
of the mobile communications device to the remote sggver for storage. The apparatus can include a
mobile communication device reader operable to read the mobile 5communications device identifier
from the mobile communications device. The mobile communication device reader can include an
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the _service can include issuing a tax r funf cge ue, for example .us'{n the mobil acommunication
device. 100155PTHBYBIFRLPR s SR0LURD 1 2 ISR LS PRRTIE F R ERoPk SReFBthod of
providing a serviciy imchibendghenmebiimnsmiunicktiensfevicmidrnitifiemadssheiated with a
registration for the service, and, in the event that the mobile communications device
20  identifier is registered with the service, determining predetermined user information
associated with the mobile communications device identifier for providing the service.
[60152] The apparatus can be operatively connected to a remote server comprising
storage providing association between information derived from mobile
communications device identifiers and predetermined user information. The
25  apparatus can be configured to query the remote server using information derived
from the mobile communications device identifier of the mobile communications
device. The apparatus can be configured to receive information from the remote
server derived from the predetermined user information associated with information
derived from the mobile communications device identifier read from the mobile
30 communications device. In the event that the mobile communications device identifier
is not registered with the service, the apparatus can be configured to enable operator
entry of predetermined user information for the user and to cause association of
information derived from the entered user information with information derived from

the mobile communications device identifier prior to providing the service.



35mobile communications device, registered with a host server for the service, is 36 proximate to a
validation location for the service, automatically initiating at least one service action for the service.
1001561 The determination that the mobile communications device is proximate to a validation
location can include a determination that a cell to which the mobile 5communications device is
connected is a cell proximate to the validation locationsFor example, the mobile communications
device can determine that the cell to which the mobile communications device is connected is a cell
proximate to the validation location. Alternatively, this can be performed by a mobile communication
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determination ?ﬁénr%égﬁ‘g gc}rm%&ﬂieca |8rt|) iclieevice, the mobile communication device can be operable
to receive a status message confirming to the user whether the service is
automatically approved or whether further steps are required for approval.

20  [00154] The system can be operable to determine the proximity of the mobile
communications device to a border crossing or customs validation point, for example
using one or more of determining GPS coordinate information captured by the mobile
communications device, determining a cell to which the mobile communications
device is connected, determining that information at the border crossing or customs

25  validation point is entered by the user to the mobile communication device. The
mobile communication device can, for example, receive the invitation message and/or
the status message in response to determination of the proximity of the mobile
communications device to a border crossing or customs validation point. The mobile
communication device can be operable to present a plurality of transactions for

30  selection by the user for processing by the service. Messaging can, for example, be
provided using SMS and/or email. Part of providing the service can include issuing a
tax refund cheque, for example using the mobile communication device.

[00155] There has also been described a computer-implemented system and method
of providing a service, including, in response to a determination being made that a

35  mobile communications device, registered with a host server for the service, is



35communications device is proximate to a validation location for the service, the mobile 37
communications device can be operable to present one or more transactions for selection by the user
to be processed by the service, the mobile communication device responding to user input to the
mobile communication device to send a message that identifies any transaction selected by the user
to be processed by the 5service. A service action carggclude one or more of presenting an invitation
to the user to confirm acceptance of the service, the mobile communication device responding to user
input to the mobile communication device accepting the service to send a confirmation message to a
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system, 38
device is proximate to the validation location. The determination that the mobile
communications device is proximate to a validation location can include confirmation
20 by at least one of the mobile communications device or the host server that
information input by the user to the mobile communication device corresponds to
information presented to the user of the mobile communications device at the
validation location.
[00157] A service action can include one or more of the mobile communications device
25  being responsive to a received message automatically to present an invitation to the
user to use the service, the mobile communications device automatically providing
information the user how to use the service, providing automatic validation of
transactions for the service, presenting the validation status of one or more
transactions to the user. Prior to the determination being made that the mobile
30 communications device is proximate to a validation location for the service, the mobile
communication device can be operable to present an invitation to the user to use the
service and be responsive to user input to the mobile communication device
accepting the service fo send a confirmation message to a host server for confirming
acceptance of the service. Prior to the determination being made that the mobile

35  communications device is proximate to a validation location for the service, the mobile



storage means and processing means, the mobile communication device being configured for
communication with a remote server with which the mobile communications device is registered for the
provision of a service, the mobile communications device being configured automatically to present an
invitation to a 5user to use the service in response to a determination that the mobile communications
device is proximate to a validation location for the sergice. A computer system providing automated
validation of requests for a tax refund in respect of one or more services, can be operable
automatically to validate whether transactions registered with a tax refund service are automatically
eligible for refufMiBHicAtoIRARYIGE SAhha aRs ois IR nrRsesh §Bs QTR ANSSRI¥S Phunications
device registereédiguiibrolyaatasaicioioe prisveseddioy sreiesvicectismtivienohilagotativmnications
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20  server in response to the determination that the mobile communications device is
proximate to a validation location. The mobile communication device can be operable
to receive a status message confirming to the user whether any transactions selected
by the user to be processed by the tax refund service is automatically approved or
whether further steps are required for approval. The validation point can be a border

25  crossing or customs validation point. The system can be operable automaticaliy to
validate whether fransactions registered with the tax refund service are eligible for
refund, and to transmit a message to the mobile communications device to cause the
mobile communications device to indicate to the user whether a tax refund service is
automatically approved for one or more of the transactions and/or whether additional

30 steps are needed to obtain approval for one or more of the transactions. Records
corresponding to purchase transactions registered with the tax refund service can be
used to determine automatic eligibility for refund.

[00159] There has also been described a mobile communications device comprising
means for outputting information to a user, means for receiving user input, wireless

35  communication means for communication with a communications network system,



Straveller by determining a travel status of the traveller from the second database and a service action
can be initiated in respect of the tax refund service in response to the determined travel status of the
traveller. A travel status of the traveller indicative that the traveller is preparing to leave the territory
can be one or more of, for example: checked in; checked in at station, port or airport; checked in
luggage; boarded; 10departed. [00163] A tax refund sygstem (e.g., a host system or a validation
system) can be operable to query the travel system to determine the status of the traveller. A tax
refund system (e.g., a host system or a validation system) can be operable to receive automated
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in which travel status for travellers are stored; a computer server operable io initiate a
service action in respect of the tax refund service for a traveller registered for the tax

20  refund service in response to detection of a travel status of the traveller indicative that
the traveller is preparing to leave the territory.
[00161] The second database can be a travel reservation database of travel
reservation system, the travel status for the traveller being held in a travel reservation
record in the travel reservation database, the travel reservation record being linked to

25 atraveller record in the first database. The second database can be an immigration
database of an immigration system, the travel status for the traveller being held in a
travel status record in the immigration database, the travel status record being linked
to a traveller record in the first database. Initiating the service action can include the
automatic sending of an alert message to a mobile communication device of the

30 traveller, the mobile communication device being identified by a traveller record for

' the traveller. The alert message can be send automatically to the mobile

communication device of the traveller in response to a change in traveller status held
on the second database indicative that the user is preparing to leave the territory.
The alert message can, for example, provide information regarding steps to be taken

35 by the user to effect validation of purchase transactions for the tax refund service.



5the message interface 24, and the validation process conducted by the validation system 26 via a
validation station 22. In another example, the mobile communications device can be used to support
much more of the tax refund service, with the tax refund service itself being provided by the
infrastructure described with reference to Figures 1 and 2, for example with transaction records and/or
electronic 10tax refund cheques, etc., being held in sgyage on the mobile communications device and
managed by the application on the mobile communications device, and the validation process being
conducted by the validation system 26 in communication with the mobile communications device 40
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communicationgadenireidentfiamipaadie danifisrrOassenrireninaecydtonwbsraiységndarious
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S variations an ﬁications
will become apgeterntinedticaelsitidted of thetravelisce Mbaybbsaidis ofdbarsavsildnindigatadtad. It is

intended that t@ﬁef%yiegigleﬁgefa@@)ﬁ, RRPIRL I dRF kiRl wrsiatigng ahmgdifications and

their equivalents. 41 CLAIMS 1. A method of providing location-based service using a mobile
communicatiorf8EXFS FetieRRA ARt REURh AL HRIRIH  HRSSKRA LR 'ogads @ﬁ@gﬁervice, the
method indudiggpanegeiving at a location, by at least one application on the mobile communications

device, informaipn. (o QQRERHACL MBI comaruyisaion=Aeyiasisa tisigsanemork via a base

station at the location; connecting the mobile communications device to the wireless network at

the location; 103SHARIRPHEYADBIfFAR) YAt T A fptaEsina dRR SERtU AftHNe HAYE St /6 a

refund system (e.g., a host system or a validation system) can be operable to receive
automated updates from the travel system in response to changes in travel status of
15  the fraveller. A tax refund system (e.g., a host system or a validation system) can be
operable to check that the identity of the registered traveller corresponds to the
identity of the traveller for the travel reservation. At least one transaction record can
identify one. of more purchases registered for tax free refund for the traveller. A
service action can include automatic initiation of a validation process for one or more
20  purchases of the traveller. A service action can include automatically indicating to a
traveller whether one or more purchases of the traveller aré eligible for automatic
refund on departure, or whether further steps are required to obtain refund. Further
steps for refund can include presentation of purchases for export to a customs desk.
A service action can include causing a refund to be made to a traveller in respect of
25  purchases validated for refund in response a predefined change in travel reservation
status of the traveller. A predefined change in travel reservation status can include a
change in travel reservation status to one or more of: checked in; checked in at
station, port or airport; checked in luggage; boarded; departed.
[00164] In the description above, reference is made fo an application provided on the
30  mobile communications device. Such an application can be configured to run as a
foreground task and/or as a background task on the mobile communications device or
as a background task, subject to the capabilities of the mobile communication device.
Such an application can be configured to take on varying degrees of the processes
described above. In one example, the mobile communications device application can

35  be operable to provide the locatiorn processes described above and to provide



host system with which the mobile communications device is registered for providing the service for
which the mobile communications device is registered. 2. The method of claim 1, wherein receiving
information at a location includes 15 detecting, from an RFID device using an RFID reader of the
mobile communication device, an SSID and password for connecting the mobile communications
device to a wireless network via a base station at the 4gcation. 3. The method of claim 2, wherein the
RFID device is an NEC device and the 20RFID reader includes an NEC reader. 4. The method of
claim 1, wherein receiving information at a location includes detecting, from a visual code using an

imaging devicd¥PIMatiABAAdhSoYaRTUNENtsHiRRe (REand,Praige itsal RRIBSREIYYEH B¥h&cting the mobile
communicatiorigfeiastraetiveadabyribelt astin edveoskodacoFipeesstation 2tftreiaagtlenvith allfweenethod of

atonaistocees conososasFipresIns c
round ransa LG e B D B kT one

of the precediniy starggs aspaiishihaidfestygiuerfasexaspieiritng (HRQ pprtarisa R drIHRfing at

least one of a RHERHEs3HYS REFSNCY 4 2PHGR 4V AIRLBSRAIBRICSLS RPNl B B Ee @BRtatiex refund value
toauser. 42 7. The n% thod of %% or[}’e
d |

f the preceding claims, fyrther comprising detecting an
identifier indicat{E TNt DYELSAIGH' ﬁf@t\%g%sgnn 93'8%5%% éit\a/';%artri]é%ﬂ%cation for validating
transactions focentaurédatichsaevite cartiousetidn peproditietpreuedihthe tdrmsifncisendesnprising
initiating, using fhe MaRlicaiamesalidatiennserrisriRidae be Madmkian veindraalisatigarservice in

response to identification that the mobile communication device is connected to a wireless network at

a validation locEHiBiEPEEd0 TR thaBt-dRY SRS Bl LD e B FRRSr S YR FF GER8ing an
identifier fidr cotmaetimgdtbleegpplicatiobeing sekddmspomageing tiee rsebile edomwinichtidres tiebie

communicatons eyt PBH kA d IR UL LBl i BRSAE B gSpHgs merchart

identifier and the 15systém isa merchant system of a merchant providing at least part of the service.
11. The methodicalifmProcesmisingrfeeditiad ydhe yafdhiien RERAH I ComgHHECaRM 4tbn in
response to infaigwmbene esaivrmiiaori dsvicechaapplicition. An application on the mobile

communications device can be used to determine the location of the mobile
15 communications device using one or more or a combination of GPS, mobile network
cell ocation and wireless base station location information. |n these examples and
also in other examples with a different distribution of task as part of the refund
process, user records, transaction records and stored electronic tax refund cheques
can be linked using a mobile communications device identifier or another identifier
20  associated therewith, whereby the various stages of the refund process can be
tracked by the system as a whole.
[00165] Although the embodiments described above have been described in detail,
numerous variations and modifications will become apparent to those skilled in the art
once the above disclosure is fully appreciated. It is intended that the following claims
25  be interpreted to include all such variations and modifications and their equivalents.



2012.An application for a mobile communication device registered for a location- based service using
the mobile communications device, the application comprising program code operable to perform the
steps of any one of claims 1 to 11. 13.A computer readable medium carrying the application of claim
12. 25 14. A mobile communication device comprising memory in which the application of claim 12 is
stored. 15. The mobile communications device of clagp 14 comprising at least one of an 30RFID
interface or an NEC interface. 16. The mobile communications device of claim 14 or claim 15, wherein

the mobile communications device is a mobile telephone.
CLAIMS

1. A method of providing location-based service using a mobile communications
device registered for the service, wherein the service is a tax refund service, the
method including:

5} receiving at a location, by at least one application on the mobile
communications device, information for connecting the mobile communications device
to a wireless network via a base station at the location;

connecting the mobile communications device to the wireless network at the

location;
10 connecting the application via the wireless network and the base station to a
host system with which the mobile communications device is registered for providing

the service for which the mobile communications device is registered.

2. The method of claim 1, wherein receiving information at a location includes
15 detecting, from an RFID device using an RFID reader of the mobile communication
device, an SSID and password for connecting the mobile communications device to a

wireless network via a base station at the location.

3. The method of claim 2, wherein the RFID device is an NFC device and the
20 RFID reader includes an NFC reader.

4, The method of claim 1, wherein receiving information at a location includes
detecting, from a visual code using an imaging device of the mobile communication
device, an SSID and password for connecting the mobile communications device to a

25 wireless network via a base station at the location.

5. The method of any one of the preceding claims, comprising providing information
to the host system for recording refund transactions associated with the mobile
communication device.

30
6. The method of any one of the preceding claims, comprising detecting purchase
items using the application an identifying at least one of a price in a first currency, a

price in a preselected second currency, and a tax refund value to a user.
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7. The method of any one of the preceding claims, further comprising detecting an
identifier indicative that base station of the wireless network is at a validation location

for validating transactions for a tax refund.

8. The method of any one of the preceding claims, further comprising initiating, using
the application, a validation process for the refund of tax using a validation service in
response to identification that the mobile communication device is connected to a

wireless network at a validation location.

9. The method of any one of claims 1 to 6, further comprising detecting an identifier
for connecting the application to a system providing the service for which the mobile

communications device is registered.

10. The method of claim 9, wherein the identifier is merchant identifier and the

system is a merchant system of a merchant providing at least part of the service.

11. The method of claim 10, comprising conducting a purchase transaction using

the application in response to information received from the merchant system.

12. An application for a mobile communication device registered for a location-
based service using the mobile communications device, the application comprising
program code operable to perform the steps of any one of claims 1 to 11.

13. A computer readable medium carrying the application of claim 12.

14. A mobile communication device comprising memory in which the application of

claim 12 is stored.

15. The mobile communications device of claim 14 comprising at least one of an

RFID interface or an NFC interface.

16. The mobile communications device of claim 14 or claim 15, wherein the mobile

communications device is a mobile telephone.



