WO 2004/ 012470 1 FILTERI NG OF BROADCAST SM5 MESSAGES BACKGROUND Field
.[1001] The present invention relates generally to wreless nessaging
connunlcatlon and nore specifically to techniques for filtering SVMS

br oadcast 0&8@%56&& at a nobile station. Background [1002] Short Message
Service (SM5) is a service that supports the exchange of SMS or short
nmessages between nobile stations and a wireless communi cation system These
short nmessages may be user-specific nessages intended for specific recipient
nobi |l e stations or broadcast nessages intended for nultiple nobile stations.
[ 1003] Broadcast SM5 nessages nmay be sent by a wireless comunication
network for VEFIITIERINGCE) SNE&E%H? t Qnd so on), in
different | ang?;llges E%d Wi tﬁ%@é%ﬁﬁ?ﬁ;wl es %GFFM |l e station in
the network may be allowed by its service provider to receive all broadcast
nmessages, only a subset of the ﬁ@ﬁ@ﬂﬁgﬁka sages, or no broadcast

nmessages. For a given nobile st adcast nessages that it is

al | oned tlereceive may be determ ned by various factors which may relate to
net wor k edloynent, servi ce provisioning, subscription status, and so on.

For exanp0@l] a phenipkeADbidventobs aelaker %‘éﬂb’mhﬁ alol owdlek® MRGESINE: al |
broadcast nessages whereas a regular nobile scriber may be al’i owed to
recei ve GiBAEHeEgRagpd l’ﬁ@@sé@‘@ﬁg 1y ©ebChAUBUIRY Edetrs \ﬁMﬁ broedepst i es.

[ 1004] Axﬂ%%%sgayéﬁﬁbﬁ?ﬁ 5, interested in receiving only sone of the

br oadcast messages that are allowed to be received by the nobile
station. For exanple, the nobile user may be interested in receiving only
br oadcast rrc%ssa es for certain service categories (e.g., sports) and/or

mn h cer tBAKEEPP¥ ity 1 evel or higher. The broadcast nessages that can be
cei ved (pgoiihe BBEE NMessidat S&Qm@ﬁ(‘ﬁ\ﬁ)sﬁ @@ellucmtﬁzﬁdsugﬁoﬁ@?he é’?&ﬁhll)@:bbf ity of
resources (e.g., nenory storage) at the nobile station. [1 There is

t her ef or SMS meshiort messagesabatweay mpbighsiapne sind @ wifdless e:pnmsrmabpo apidemst
nor e cr{teria

et or m sty SR B Ty S PaPedhE R tiedT TG PR. A SuPlint 2eSiph
mobile stations or broadcast messages intended for multiple mobile stations.
[1003] Broadcast SMS messages may be sent by a wireless communication network
for various service categories (e.g., news, sports, and so on), in different languages, and
with different prionties. Each mobile station in the network may be allowed by its
service provider o receive all broadcast messages, only a subset of the broadcast
messages, or no broadcast messages. For a given mobile staﬁon; the broadcast
messages that it is allowed to receive may be determined by various factors which may
relate to network deployment, service provisioning, subscription status, and so on. For

) example, a premium mobile subscriber may be allowed to receive all broadcast

messages whereas a regular mobile subscriber may be allowed to receive only broadcast
messages for certain bundled service categories.
[1004}] A mobile user may be interested in receiving only some of the broadcast
SMS messages that are allowed to be received by the mobile station. For example, the
mobile user may be interested in receiving only broadcast messages for certain service
categories {(e.g., sports) and/or with certain priority level or higher. The broadcast
messages that can be received by the mobile station may also be limited by the
availability of resources {e.g., memory storage) at the mobile station.
[1005]  There is therefore a need in the art for technigues to “filter” SMS broadcast -
messages to be received by a mobile station based on one or more criteria determined

by the service provider and/or the mobile user.



WO 2004/0 1 24 70 2 ii SUWWARY [1006] Techniques are provided herein to
filter broadcast SM5S nessages at a nobile station based on network
configuration, user configuration, user preferences, and so on. These

t echni ques enabl e the service provider to configure the.nobile station's
broadcast SWB2WABRSM ities and further allow the nobile user to configure
and change the broadcast SMS capabilities based on user preferences. The
settings for the network configuration,2user configuration, and user
preferences are stored in a non-volatile mnmenory that is within the nobile
station or accessible to the nobile station (e.g., a renovable user
identity nmodule (RRU M) _ [1007] In one enbodinent, a nmethod is provided for
filtering broadcast nessages at a receiver &s.g., a nobile station) in a
wi rel ess conmmuni cati on network (e.gS network that inplenents

ANSI -41). | ordance with the [ ho,d, _broadcast _ message is initially
recei ved, aﬁl&%gﬁe gf‘lsch‘i‘iﬂ‘&s 19 EIQY‘idElEL?fPF{ttQ?m&f Qlioéd.%!lﬁtp‘mgdmtséa&eﬁ at 2 mgbds ved
broadcast - Mgg§&06ased B néﬂw'ohst‘?%éeﬂ?%u%i'oh,eﬁée@c f%ugﬁfo'nn@sqr RerciEidet 197 I ed in

t
a renovabl e nodule (e. ~U M coupled to the receiver. e received
broadcast Wbssdgdnigues erehleghogwsisedravider to canfigote the Inobiledtation’s byoatlbast one or

filterj iteria. 008] Th _ ilteri iteri
e (o) SORe ShbibSame 0L alF B pPbur B o PR g e Y,
confi gurati proag@ist SVE cApdbilitibo 58sed &ire it MRGeiMcdsNEThdTRRIAL 145 € ab el i ned

by a user configuration setting, (3) those selected by the nobile user based
on user preferEmEBpn, gper(Wpfigpptien ndich ysdrapclerracentre Sthwdniat toior-Yojatile
configurati i . pdi . | br - ar | ] owed

to be recei \?l}{e%crf§0 ?{Z %ﬁ@gav%fd ?‘g lﬁg&er%)%%%%gt a%‘%é%ﬁ%&?ﬁ? erHP a%%gs\?%ﬁ’%t @ggeL

recei ved (" BrsalabRwsyridemity mollylefRdAMpst nmessages for entries programmed |r(r‘)
a service tgﬁ)lg are allowed to be recejved,. "A}‘ll W Tab%re Only"). The user
confi gur at i 6H0dbt t i REREROPHTICRG fangthed 1sprevided Top filiering breadastpisagsidgés are

to be receiyed.{vefgd by létn?obﬁ‘é 'sélalionﬂ% %%ﬂ%ﬁgﬁﬁﬁéﬁﬂﬁ%@t@é& 9, Becpreei ved

("Deactivate”), or, only broadcast nessages for entries programmed in a
servi ce tabhetvarle tha iepleresmei VEXSK41Act v aterdaisk ewiDnlthe ymethdd) 00 brdddeast
user - sel ect ed ficletierii n crniateeri a a Ioow for c)fi Iither..i(p .%f. brgadc st nessages
based on serFiTEe daUBBaN IeRRguATY, Tpr Torory S BB BB A G PrEF ot
These received broadcast message. The filtering criteria are defined by settings stored in a
removable module (e.g., the R-UIM) coupled to the receiver. The received broadcast
message is then processed if it is not filtered out by the one or more filtering criteria.
[1008] The one or more filtering criteria may include (1) those imposed by a service
provider and defined by a network configuration setting, (2) those determined by the
mobile user and defined by a user configuration setting, (3) those selected by the mobile
user based on user preferences, or (4) any combination thereof. The network (j
configuration setting may indicate that all broadcast messages are allowed to be
received (“Allow All”), no broadcast messages are allowed to be received (“Disallow™),
or only broadcast messages for entries programmed in a service table are allowed to be
received (“Allow Table Ounly”). The user configuration setting may indicate that all
allowed broadcast messages are to be received (“Activate All”™), no broadcast messages
are to be received (“Deactivate”), or only broadcast messages for entries programmed in
a service table are to be received (“Activate Table Only”). | |
[1009]  The user-selected filtering criteria allow for filtering of broadcast messages
based on service category, Ianguége, priority, or any combination thereof. These

criteria apply fo entries programmed in the service table, with each entry corresponding

to a unique combination of service category and language. Fach programimed entry



criteria apply to entries progranmmed in the service table, with each entry
corresponding to a unique conbination of service category and | anguage.
Each prograpnmed entry WO 2004/ 012470 3 may be sel ected or unsel ected, and
only broadggg§“W€§§@ges for selected entries may be processed (assum ng
that other criteria are nmet) if the service table is enabled for use. The
networ k and user configuration setting§ and the service table may be stored
in one or nore elenentary files in the renovabl e nodule. [1010] Techni ques
are al so provided herein for over-the-air programmng of the network

conf i gur atinginbs exl¢ctarigoramdeltdial, sed vikyeroalviag assagek domrmpluicted eptrapsimay be a

progranm ng nessages. .[1011]  Various aspegct.s and enbodj nents ,of .t he

i nvent i on I%P?SB%S@?SI“HE{SQ 8\4t %’%F‘E ﬁ%@iaa@t%eﬁ_lggeoﬁﬁ“%@g#eﬂéé’ﬁ%%i f‘1"ru‘_Fsl‘J’her
provi des mME{ch@Seddnadfkarednsaiiorsatidd andl 803 rvicd tNOFRIIR sforedRDbhL
stations, base stations, systems, and other apparatuses and el enents that

‘i npl ement _orandro semenpectils ineth oztionahlesnodifiel f eat ures of the invention, as

descri bed urt her. detail bel ow.. . F_DESCRI PTI.ON.OF THE DRAW [ 1012]
The feat ur[gQI,J]nat E?Cél,mqélﬁﬁi aﬁg‘d@%tpé‘bvégﬁoﬁerteﬁb B QEENE T PERR PR Vit Iojf\l%eecorre
nor e appargyordkr esafidieatiat sdthied GaSae pehvide $@le fiof the bebbie Wittont aken 1 n
conjunction wth the drawings in which Iike reference characters identify
cor r espondiTRGRPIMAEINGEFGEut and wherein: [1013] FIG 1 is a diagramof a

Wi rel ess ni cat | . (o) §%§ 1 G 20 si npl e
bl ock di a?gin;ﬁof gta#rg%s% %‘y&gén %&ag%l agrr%ft)l?lfé S g?% %%; éésf}i:%c%a“]n %ﬁPS is a
di agr am ofdegais belwiwc eTheahivention1fither plo@hies dhethiniso pedpratts collenydiditd eignabnent ary

files (EFs) that may be used.to store the network configuration setting,
IsEy cont | B DR S it SBNISe 8 SRt and oS SRR S RS e s

shows an SR %bﬂeﬁl“éﬁt 'V%%%gﬁs;}ééﬁ,d chPoRiAHAM AN e ReEY | et \Rntioh, 145]
FI GS. 6A and 6B respectively show an SM5 Deliver Message and an SMS Submt

Message t hgscrhed ib&urthsedetribbgdewgr am t he net work configuration setting;
[ 1019] FIG 7 shows the broadcast address fields (BC_ADDR) for a broadcast
SVS

BRIEF DESCRIPTION OF THE DRAWINGS

[1012] The features, nature, and advantages of the present invention will become
more apparent' from the detailed description set forth below when taken in conjunction
with the drawings in which like reference characters identify comespondingly
throughout and wherein: _
[1013] FIG. 1 is a dia{gram of a wireless communication network that supports
SMS;

) [1014] FIG. 2 is a simple block diagram of a message center and a mobile station;
[1015] FIG.3isa diag;am of a service table; |
[1016] FIGS. 4A through 4C show three elementary files (EFs) that may be used to
store the network configuration setting, user configuration setting, and service table,
respectively;
[1017]  FIG. 5 shows an SMS Deliver Message used to program the service table;
[1018] FIGS. 6A and 6B respectively show an SMS Deliver Message and an SMS
Submit Message that may be used to program the network configuration setting;
[1019] FIG. 7 shows the broadcast address fields (BC_ADDR) for a broadcast SMS
message; and
[1020] FIGS. 8 and 9 are flow diagrams of two processes for filtering incoming

broadcast messages at the mobile station.



message; and [1020] FIGS. 8 and 9 are flow diagrans of two processes for
filtering incomng broadcast nessages at the nobile station. WO 2004/ 012470
4 DETAILED DESCRI PTION [1021] FIG 1 is a diagramof a wreless

conmmuni cat i 3P H¥HNEAW 100 that supports Short Message Service (SMS).

Net wor k 100 includes a nunber of nessage centers (MCs) 112, nobile
swtching centers (M5Cs) 114, and base s#ations 116. The nessage centers
are responsi ble for storing, relaying, and forwardi ng short nmessages for
nmobile stations 140 within the network. The MSCs perform sw tching
functions (i.e., routing of nmessages and data) for the nobile stations
within their coverage area. The nessage centers may be inplenented separate
fromor integrated with the ITHCFAHED DRSCRIPSEEHONon is served by one MSC
at any given noment, and this MSCis referred to as the nobile station's
serving MeCl102Ak bhddE. dtine dingsarm pb afvixeless sommusination agtwiodk L0Q Behenppess i ng
with the nobj ' i ] I referr S enot e
Station a S RareelyeS SRS RahBh Mot b kst 102

I n the enbodiident1s habile bwitfHifx cehtere @RIS 03P $ 54 GAd Gas itiond MBINTEa@SsagsM th a
correspondi ng MSC to support SMs. Each MSC further couples to a nunber of
base st ati oRSMEHRECIEPRINGPY 1OREOHBANATHIYE: ARt Iergarding shoppsagespT BRSitinder
the cover aggnigl 1ISRRTRCRALBHL OTfe MRS DAASE SHERTRABRITLL G th
the nobil e stations uncier Its coverage area to support SMS and ot her

servi ces (eofmessapéscand datg Kert thel atebileatrdiosp within theEaoberagesbirke Thatmesmgaay

icate with . i at ' d di
on whet her _ GHIHSEU(S OERRHTRYE! SR EPRaE iBFed Cof BeRar £ 28R hor t od.
ED [1023] RNetiv@isksedidd iavieMSE € QH$ oflieH ingdrBeht "Mt thid W SEGS esrsrrdddaMA) the 4 )

-network, a tinme division nultiple access (TDVA) network, or sonme other type

of networ k. mebileDNrignes wervingrayS6e dBed dresl taonppirentirrd Giéiopy used efor
standar ds such, a5, 6472000, WiVl 9% 188 S0.8R-1; ATV AdEt or k may
al so be desi'gne 8 9 npl eirent  one” of nore gPandards such as. G obal System
for Mobil e Canwesiatad,iaoamindGEd eqifhed](UR)netsook bilicy poadlologyf ur t her

| mpl ement s ?1&%5t | CIltJllt%er: egl%gidilﬁen?es}lg\glrl k1;1n G. 1, each message center communicates
with a corresponding MSC to support SMS. Each MSC further couples to a number of
base stations and controis the communication for the mobile stations under the coverage
of these base stations. Each base station communicates with the mobile stations under
its coverage area to support SMS and other services (e.g., voice, packet data, and so on).
Each mobile station may communicate with one or more base stations at any given
moment, depending on whether or not it is active and whether or not soft handoff is
supported. _ (”>
[1023]  Network 100 may be a code division multiple access (CDMA) network, a
time division multiple access (TDMA) network, or some other type of network. A
CDMA network may be designed to implement one or more standards such as
cdma2000, W—CDMA, 1S-95, and so on. A TDMA network may also be.designcd to
implement one or more standards such as Global System for Mobile Communications
(GSM).
[1024] A network typically further implements a pa_rticular mobil¢ networking
protocol that allows for roaming and advanced services, with ANSI-41 being commonly

used for CDMA networks (except for W-CDMA) and GSM Mobile Application Part
(GSM-MAP) being used for GSM networks. A network may also employ a



protocol that allows for roam ng and advanced services, with ANSI-41 being
comonly used for CDVA networks (except for WCDMA); and GSM Mobi |l e
Applicatiaon Part GSM MAP) bei ng used for GSM networks. A network may al so
enpl oy a W3"O&#¢ nation of different technol ogies. For exanple, a GSMix
network is a GSM MAP network that utilizes a CDVA air interface. [1025]
Since SM5 is network technol ogy depend@nt (ANSI -41 or MAP), CDVA and GSM
networ ks that inplenment different network technol ogi es support different

i npl enentations of SMS. Each SMS inpl enentation has different capabilities
and uti | icoedimiibl ef dfferenewsmydodiyp eBoranempler rGSH ixaretwerkds n g5 HEvIAP

nmessages. For GSMILX n k,, GSM.SM5 nessages are sent via the CDVA air
e b Bihres f Lo AT

interface €sages. [1026] The techni ques descri bed

herein forifidt erging BIARACASEoRVRARSSAD8S BN (ARSYSA T MAS! CEINIA
networks. For "clarity, various aspects &nd ‘enbodi nents are specifically

descri bed ahdrG3M mNBbek4 IhizasemglementwdifferenT metvwSkiS i¢apblogeatsappan dilferentANS| - 41

based networks is. descyi [ efakl. in TIAL El A 637- ntitled "Short
Vessage SARPIEREPPHSN I "S5P SRt Gy Fetepf ety e AR ol y
avai | abl e ytizngh diffeRhiPRERLEIVRES fldfoPMatk §hedcBMae shdrd A ddagh. Grord GSMBLxDI OCk
di agram of an enbodi nent of a nessage center 112x and a nobile station

140x. Wt hiehverss SaYk SEhmressapepere gertavis dhe SBIfeds snjedaceoinpdesiorm ¢fo  t he

mobi | e st gathonsaise L NLtl.ally stored in a message buffer 212. The data is
t her eafte?ﬁmr%étsr%@vﬁé%g#“re%mthe buffer as needed and provided to a short

message prioeE s or TReldchniyuis alesdribedthetMp foreflsamg hroddch SIS apssagey peayand i n
the proper format. The SM5 nessages are then provided to the associ ated MsC

L, whi AF PR Fe TS vRFTEEShed®T HEtyayalO 02 PRES pip BMPBHEEIE: 4Fi ons 116
wi-t'hin 't%PSﬁﬂédilg't?egﬁg&%ftBﬁ%ﬁ AUSLE PR IOGERSES ThOSMEVENIRRSAIES: G be sent

to the nobile st inits coverage area and 1 ncludes the processed
messages iAN&l-fbdasedt mdwsikgnial ddshabed s tdemiisim TIAELAS3THD ewliielle“Shertat i ons.

10281 VW L 1 BR300 S50 £ 1 S SOOI OLL £ 220, el pra e g of et
short e $Ha GRBrpofatFERREN bleretdd. provi des storage for program codes and
data used [2327] FI1G. 2 is a block diagram of an embodiment of a message center 112x and a
mobile station 140x. Within message center 112x, data for SMS messages to be sent to

the mobile stations is initially stored in a message buffer 212. The data is thereafter
retrieved from the buffer as needed and provided to a short message processor 214,

which forms SMS >messages of the proper type and in the proper format. The SMS
messages are then provided to the associated MSC 114x, which further forwards these
messages to the proper base stations 116 within its control. Each base station processes

the SMS Ihessa;ges to be sent to the mobile stations within its coverage area and
includes the processed messages in a modulated signai that is transmitted to the mobile
stations.

[1028] Within message center 112x, a controller 220 directs the flow of data
through the message center and further controls the processing to genmerate short
messages. A memory unit 222 provides storage for program codes and data used by
controller 220.

[1029]  FIG. 2 also shows an embodiment of mobile station 140x. On the receive

path, the modulated signal transmitted from the mobile station’s serving base station 1s
received by an antenna 252 and provided to a receiver unit (RCVR) 254. Receiver unit

254 conditions (e.g., filters, amplifies, and downconverts) the received signal and



controller 220. [1029] FIG 2 also shows an enbodi nent of nobile station
140x. On the receive path, the nodul ated signal transmtted fromthe nobile
station's serving base station is received by an antenna 252 and provi ded
to a recei w0 00t1247RCVR) 254. Receiver unit 254 conditions (e.g., filters,
anplifies, and downconverts) the received signal and WO 2004/012470 6 ‘
further digitizes the conditioned signalgto provide sanples. A denodul at or
(Denod) / decoder 256 then denodul ates the sanples (e.g., based on cdm2000
physi cal |ayer processing) and further decodes the denodul ated data to
provi de decqggdr dab; L Chnd esiohie S entali ul at ed
signal. The dat gd(?%lfﬁz?sh\émtsgorl{dﬂgﬁggi f§1 ig%ﬁagg"\@ro gggcg%?ﬁ%%s r%sg%%g%ul%g? this
mobi | e st at (Ieeméody/dpeaiei 2@l ihas dombpultted dtegampied (ergy bhsedtonexdnt»2060 physikal n a

262. . [1030] On th it path, .dat tq b t by th
Tobi 1 & ot a g EPkes b it St e Budrg edR 1o wmab fecodgi . 7
encodes andwiRAUhALERS th@smsiﬁta@/ag@ss@@%&he TheunRdul BheITHAEA St thh Q8-

conditioned by a transmitter unit (TMIR) 274 to provide a nodul ated signal
sui t abl e f ofpecHimrmibseddepst SAEk messagprefon e mobile istion ©) propitied 23 oTtpat datbi | e
station may 1.an | .a_renovable user identity nodule 11. (R ULM
270. This R?%ngﬁgg&ggﬁ%%}\?glnéﬁﬂ%m ??é‘r"y and can store a subscriber's

identity, wiiosb] nayrd thelitdemPeatodah ahdhREdieEd RbeSahbAhenesR! dathatdé Ngs,
privil eges, preferences, phone books, and so on. For exanple, the R U M nmay
be used to BIWidd fPond srapdssmassbdon Mpd) 282, pihishdercodesurd vaeddaies thes
described b Saqdid i - I i

i1 eront 1ragussersy 1oy ModTBASNUG RN Eadforkl T Beliog hEr IR
subscr i ber s 2¥4tceprahdn g enddalatigieti snalvknitableufsi tngnstii@icndrek to thrbusehdtaiomodul e to O

mai ntain thej ersgnal .i.nformation 1032], A.controller 260 directs the
oper ati on oﬂ({sﬂ uﬁﬁ‘?s“’%‘&t‘ﬁtﬂ‘%ﬂ Be b‘?sé%qe ﬁ""%ﬁﬁ%@o‘fﬂgﬁ’ WAL BT ol | er
260 may di r ggtumhe70i | TRl RABN HaP b ARSI Henld?¢ ARl NEn RERAAC AL MBS

messages and the transm ssion of acknow edgnent, data, and so on. A ED
menory uni t i9288typmhishoesy dchrigqedopnl pfugraen cuwlies rehdolHetings.cefivilzces,

controller 2 ~J (8. 0., ta faor S nessages ). Fl.G 2 .shao a
specific enB%g?rﬁ%Cﬁ§’ I%P%?T'gg asggn%esﬂtoé"r Oize%algﬂgc’ %b#ﬁgji’%‘?agt?aoﬁseflmfﬁa her
enmbodi ment s infenn@ios Qséd t néehphadedSMISAnekesesi hhilsctibel badowe THe R-UIM

malkes it easier to roam to countries using different frequencies, or across CDMA or

(

GSM networks, by allowing subscribers to exchange handsets while using the same
removable module to maintain their personal information.
[1032] A controller 260 directs the operation of the units within mobile station
. 140x. For example, controller 260 may direct the filtering and processing of incoming
broadcast SMS messages and the transmission of acknowledgment, data, and so on. A O
memory upit 262 provides storage for program codes and data used by controller 260
(e.g., data for SMS messages).
[1033] FIG. 2 shows a specific embodiment of message center 112x and mobile
station 140x. Other embodiments may also be contemplated and are within the scope of
the invention.
[10347 FIG. 3 is a diagram of an embodiment of a service table 300 that may be
maintained by a mobile station for filtering broadcast SMS messages. In this specific
embodiment, the service table includes four columns used for broadéast message
filtering: Service Category, Language, Priority, and Selected. The Service Category
' column includes the identities of various service categories that have been programmed

~ into the service table. The Language column includes the language associated with each



the invention. [1034] FIG 3 is a diagramof an enbodi nent of a service
table 300 that may be nmintained by a nobile station for filtering

" broadcast SMS nessages. In this specific enbodinent, the service table

i ncl udes WOWNIHPRPtIins used for broadcast nessage filtering: Service

Cat egory, Language, Priority, and Sel ected. The Service Category colum

i ncl udes the identities of various ser¥ice cat egories that have been
programmed into the service table. The Language col umm incl udes the

| anguage associated with each WD 2004/012470 7 programmed servi ce category.
I n an enbedigrenined sdreics entegon. tlabnemindimaesthorserviret taple itdndesomle emtny each

uni que conbi nati.on qof service, catego and | angua The lists of _all
Ser v ce. cATHgH) FESach AN GUABE G RS CURTHad. BYEes EbATES T dlla o
gi ven in ISR R8rBori@Nbhd h&thua il dlekiaty o Toyamk @WTW%&@%ix/éa%gnﬁent s

1
for cdma2000 Spread Spectrum Standards," which i's publicly avail able and
i ncor por afléd-Febekbuntitlpd “Adhonsgratien dinPaametbt dehmt Avsgentrosiforendma2(@ servi ce

tabl e may Jbe ined to inclyde,..pone entry for .each.uni que c i nati on of
Values T n SO Serarm ShdgsdBoieh e aRi mlaf S thishe Rt Mo Peach
uni que cordeRadd. O & aB&hitieerfiRidBaOmktY therdeBVitd ¥ableOa$ S \detified to include
category/ |l anguage/ priority, or sonme other set of columms). [1035] The

Priority ©8f ey jonetdiesqucheomginaiontaf velspe it saindgytheyet pbsicrdiedselvmngr  each

servi ce cal e0gty ol A9UAEC AIBLORLEBR. Kl B «cSREMALOOAIIE] SOLLYI N the

service ecte unh Tncludes an in whet hér or not
each ser vicagorgddinggadeyr @nguageme ol sabf osluinrst he servi ce table has been
sel ect ed fﬂbﬂece tion by the nobile user. _Onl)i br opadcast nessages for

progr ammed & r i edher Fagnt Lpaumpe dirludss | the PEQTGY Eleniet BY 47 MpPile HscTibi | e
station ( 1 A i i f i &L [ 1036]
The servi ?g&t&g}b{l‘% %HE%BQZ& g’% |‘§’r{f:1el(?lltntB gfaﬁ%nc I'Sagg%jt %Ig%ﬁgg*l %Pn%nsﬁ?gdrﬁ%tsﬁgace

i nf or mat i eablaus dihal Sdatedrodadrascludes sagedication thevhethiso dir mehteagthemviden Fl G

3, the service,table further includes. an Alert ti colum to o
“ndi cat o CHEEEITRIME O BRtor BhE G vict el Ted boh e e aStehBe lges 1 o
each progrdTaREilEmEdY . ORRE btohticAt MissdgeMESS pHR AR RNERs | tASH BAlkebddne :
maxi nrum nunber of broadcast nessages that nay be J stored for each
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[1036] The service table may be defined to include other columns for other
information useful for broadcast messages. In the embodiment shown in FIG. 3, the
service table further includes (1) an Alert Option columm to indicate the particular alert
option to use for the broadcast messages for each programmed entry, and (2) a Max
Message column to indicate the maximum number of broadcast messages that may be
) stored for each programmed entry. The list of all currently defined alert options is given
in the TIA/EIA-637-B standard document.
[1037]  The service table may also be defined to include other columns for other
information that may be pertinf'ant for the processing of broadcast messages.
.[1038] The filtering of broadcast SMS messages at the mobile station may be
performed based on various criteria. In an embodiment, the broadcast message filtering
-criteria are classified into three categories: network configuration, user configuration,
and user preferences. ; | |
[1039] Network configuration includes filtering criteria imposed by a service
provider. In a specific embodiment, a number of possible settings are defined for

network configuration and are shown in Table 1. The incoming broadcast messages
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messages for all service categories.

[1040] User con

figuration includes filtering criteria determined by the mobile user.

In a specific embodiment, a number of possible settings are defined for user

configuration and are shown in Table 2. The incoming broadcast messages would

further be filtered at

the mobile station based on the selected user configuration setting,

Table 2

Field Name

Description

Deactivate

This setting deactivates the mobile station’s broadcast SMS
functions (i.e., the mobile station will not process broadcast SMS).

Activate Table
Only

This setting allows the mobile station to receive only broadcast
messages for the service categories that have been programmed 1n
the service table, subject to any additional filtering criteria
included in the service table based on user preferences. This
setting is only valid if the network configuration is not Disallow.
Moreover, the mobile user can selectively enable and disable
individual programmed entries in the service table.

Activate Al

This setting allows the mobile station to receive broadcast
messages for all service categories. This setting is only valid if
the network configuration is “Allow All”, The service table will
not be consulted for this setting.

In an embodiment and as indicated in Table

2, the user configuration is restricted (or

constrained) by the network configuration. Thus, the user cannot validly obtain a user

configuration setting that is broader than the network configuration setting.

For
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Only messages for the service categories that have been programed in the
service table, subject to any additional filtering criteria included in the
“service table based on user preferences. This setting is only valid if the
net wor k owazigwnzré on i s not Disallow. Mreover, the nobile user can

sel ectively enable and disable individual programmed entries in the service
table. Activate All This setting allows the nobile station to receive
broadcast nessages for all service categories. This setting is only valid
if the network configurationis "Allow All". The service table will not be

consul t edexagipld, IF $hes Qo confidurdtibnaget@iadi ARG Ptk amly NdhGaiRdudep Tabl e
2, the user configuration is restricted (or constraine by the network
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sel ect ed yndinEupbpenableidisbleing salee/unselpet) serh mogBpd gty indlf ¥AYIFE es i n
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enabl e/ di fsg@ﬁ] Zﬁl glrm};'sg%ﬁésg?p‘ &kglesp3@%‘3&2%%%ﬁgﬁyggganﬂfgag%%té}géﬁﬂﬁgﬁeé%éi Vi ce
tabl e. Thim thxbtdse, ofell imeymakSaosfedihysshfis forioopatiyulhe vdbctéd (erableli)
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are processed. In an enbodiment, the user preferences in D the service table
only takethakéice tilfle ohly ke vifee ift thblservics teblal$ exhbledrfousse. This svomblibel be the

case if the net k configuration setting is, either "ALlow,ALl" .or "Allow
Table | ot e PR nuek o airR et R de elntro Alow A Oh Bl it v
[1042] Thengetn®ibe weaddnGdnatibdtmetit FAgttiuTaslelnmes the filtering criteria
i nposed by the service provider, the user configuration setting defines the
filtering18#3k er The ngetask epriegirpipntsedingobis definse the Aingsiterts impased abl e .
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determined by the mobile user, and the service table includes the filtering criteria
selected by the user. Fewer, different, and/or additional filtering criteria and categories
may also be used, and this is within the scope of the invention. Moreover, settings
different from those described above may be defined, and this is also within the scope of
the invention.

[1043] In general, the settings for the network configuration, user configuration, and
user preferences (and any other information that may be useful for filtering broadcast
) SMS messages) may be stored in a non-volatile memory that is either within the mobile
station or accessible to the mobile station. The non-volatile memory may be a Flash, an
elecfn'cally erasable programmable read only memory (EEPROM), a multimedia card
(MMC), or some other non-volatile memory type.
[1044] Referring back to FIG. 2, these settings may be stored in memory 262 and/or
R-UIM 270. I the settings are stored in the R—U'.IM, then the mobile user will be able to
remove the module from one mobile station and insert it into another mobile station,
and the new mobile station will p'reser\re the same broadcast SMS configuration and
preferences.
[1045] The R-UIM includes a number of elementary files (EFs) that are used to

store various types of information related to SMS. For example, an EFsmss (SMS



may al so be used, and this is within the scope of the invention. Moreover,
settings different fromthose descri bed above may be defined, and this is
also within the scope of the invention. [1043] In general, the settings for
t he net wor kweonidogeyrat i on, user configuration, and user preferences (and
any other information that nmay be useful for filtering broadcast SM5
messages) nmay be stored in a non-volatill® nenory that is either within the
nobile station or accessible to the nobile station. The non-vol atile nmenory
may be a Flash, an electrically erasable programmable read only nenory
(EEPROM) , astAduk) droveslb@ns #ifmd My s SIS, TR8R-0Mehd iR eakahi) SedRIBS t ype.

[ 1044] Referring back to FIG 2, these sett!ngs may be stored in nmenory 262
and/ or R- Umdesagibed fin defail seTIA/REY 138803t entslgdi “Remogatie Ulsty Idenitti Modulepbi | e
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i ncl udes a nunber of elenmentary files (EFs) that are used to store various

types of i nPohehPihish are prblicly ppileNg andEeoperrd hereip by pHewBeS:- ( SMS WO
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t he el enent glr{%@]fl I gg ?%F@%fn%g'?e geghz\r”ih%etgsl?ﬁatd e'lta}fi ?ét?ﬁggff% EF’A?F@JO%O 1,
entitl ed " Remtbicaldtenlser chofégurition, Mblludee prefdreddeMpref @ored IAIEInANtSpY BRed in
Spectrum St eﬁ%;jkgmﬁd " and 3GPP2 C. S0023-0, entitled "Renobvable User ldentity
Modul e (R—UT 3 "cdma2000 Spread Spectrum Systens,” both of which are

publicly avpigyap! e pregl zimsmv@%aélﬁﬂedaﬁpqﬂ@gbgcsglgcffc&umﬁﬁ-mﬁ;lgél@aedl {8 sffte
enbodi nent, the service table and the Settings for the network

confi gur at i the,netisenk copfigigipmsstting. Elanientaerfilpddd enclvdee o nambes pHfields ithat O
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El ement ary hédder gdrfloh BE tHeddsnantApfiemdaheif skdpsétiafonf,) are defined by
TIA EI A/1S-820-1 and 3GPP2 C. S0023-0. Table 3 lists the fields for the

header portion of the elenentary file %nbd their short descriptions. Table 3

Field Name Description able 3
Field Name Description

Identifier Includes a vz'ﬂue assigned to and used to specifically identify this
elementary file.

Structure Indicates the structure of the data in the elementary file.
“Transparent” denotes that the data is stored in bit-mapped form.
“Linear fixed” indicates that the data is stored in a table format.

File-size and File size indicates the length (in bytes) of a “transparent”
Record-length | elementary file and Record-length indicates the length of each ~

record in a “linear fixed” (table) elementary file. (\_)

Update Activity { Indicates the frequency at which the data in the elementary file is
expected to be updated.

Access Conditions | Specify the conditions under which various types of privilege
(Read, Update, Invalidate, and Rehabilitate) are allowed.

“CHV1” denotes that cardholder verification (e.g., a personal
identification number (PIN)) is required to gain the privilege.
“ADM” denotes that the privilege is only allowed for an
administrator at a service provider customer center (e.g., a mobile
phone store).

[1048] As shown in FIG. 4A, the elementary file EFpcsmscrs includes one byte for
the network configuration setting, which is labeled as “Network Broadcast

Configuration”. This byte may be set as shown in FIG. 4A for the three possible



I dentifier Includes a value assigned to and used to specifically identify
~this elenentary file. Structure Indicates the structiure of the data in the
el enentary fijl "Transparent denotes that the data is stored in

bi t - napped“#bWﬁw”zfﬁlnear fixed" indicates that the data is stored in a

' table format. File-size and File size |n?|cates the length (in bytes) of a

| "transparent" Record-length elenentary'tile and Record-length indicates the
~length of each record in a "linear fixed" (table) elenentary file. Update

| Activity Indicates the frequency at which the data in the elenentary file is
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' various types f %%#' igﬁ (Read, Update, Invalidate, and Rehabilitate) are
al l oned. ' s fidt cardhol der verification (e.g., a per sona
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EFpcsmsune defines a service table having eight columns,.or eight fields for each entry
in the service table. The elementary file includes one instance of these eight fields for
each service category/language combination that have been programmed into the

service table. Table 4 lists the eight fields for each programmed entry.

Table 4

Field Name Description

Indicates whether or not the programmed entry has

) Select been selected by the user.

Service Category | Includes a value that identifies the service category for
the programmed entry.

Language Indicates the langnage associated with the service
category for the programmed entry.

Priority Indicates the priority assigned to the programmed
entry by the mobile user.

Alert Option Indicates the option to use to alert the mobile user of a
new broadcast message for the programmed entry.

Max Messages | Indicates the maximum number of broadcast messages
that may be stored for the programmed entry.

Label Encoding | Indicates the coding scheme used for the service
category label.

Label Stores the service category label.




nunber of colums, with each columm having a particular length (in byte) as
specified in the elenentary file. [1051] In the specific enbodi nent shown
in FIG 4C, the elenmentary file EFBCSMsnbl e defines a service table having
ei ght col unmemodian24eb ght fields for each entry in the service table, The
el ementary file includes one instance of these eight fields for each

servi ce category/| anguage conbi nati on that have been programed into the
service table. Table 4 |lists the eight fields for each programred entry.
Table 4 Field Name Description | Select |Indicates whether or not the
programmed entry has J been selected by the user. Service Category Includes
a value that identifies the service category for the programred entry.
Language | ndilceft ths fichds ﬂﬂimgdiaa@evaaﬁmoﬂnbaeﬂdbev\iabh theeps énrvihe Sclacatfielpraye f or
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servi ce t abMure®¥E Elerd, Qiffetdhe, snelop GliditibRA] icl® Bay 6166 6 UbREdI for dahaiflthd N t he
TI A/ Bl A-637- B st andard docunent . [ 1052] FIGS. 4A through 4C show a sggm fic
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net wor k conf d\g#ﬁ&; I on, user configuration, and user preferences. Fewer,
different, addi tional el enent ary files may al so be used. Moreover,

- fewer, di ffElﬁSB], ara/ ssrviaeldible ommall tHe edtsgandyr dlesnetberidebhfigarafiar, each of ()

the configuration, and uvser preferences may be programmed into a non-volatile memory
within or accessible to the mobile station by various means. In one embodiment, the
network configuration setting and/or the service table are programmed in a controlled
environment, such as by an administrator at a service provider customer center. In

~ another embodiment, the network configuration setting and/or the service table are

programmed over-the-air using SMS messages, as described below. The user
configuration setting and user preferences may be programmed by the mobile user, for
example, using a keypad on the mobile station. |
[1054] FIG. 5 shows an SMS Deliver Message that may be used by a Service
Category Programming Teleservice (SCPT) to add or remove broadcast service
categories in the mobile station’s service table. The SMS Deliver Me&sage is one of the C)
messages defined for the SMS Teleservice Layer, which is one of the layers for the
SMS protocol stack. For SCPT, this message includes a Message Identifier
subparameter used to identify the message, a Service Category Program Data
subparameter used to camrry programming information, and possibly other
subparameters.
[1055]  The Service Category Program Data subparameter further includes a number
of fields. One set of Category-specific fields is included in this subparameter for each
service category to be programmed by the SMS Deliver Message. The Category-
specific fields include the Service Category, Language, Max_Messages, Alert_Option,
and CHARI fields. These fields are used to carry information for the service category to

be added to or deleted from the service table. The CHARI fields may be used to carry



elenentary files described above. These various variations are within the
scope of the invention. [1053] The service table and the settings for the

‘network configuration, user configuration, and user preferences may be

pr ogr ammed¥® MldYE4Hbn-vol atile menory  wit hin or accessible to the nobile
station by various neans. In one enbodipent, the network configuration
setting and/or the service table are pI%gramred in a controlled

environment, such as by an adm nistrator at a service provider customer
center. In another enbodinent, the network configuration setting and/or the
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Del i ver Message that may be used by a Broadcast
reserved Subparameter_ID values (e.g., “000101017), as shown in Table 5.

Table 5
Subparameter Subparameter_ID value
B M
Broadcast Capability Program Data (new) “00010101”
: Broadcast Capability Program Result (new) ' “000101107
) all other values are reserved '

[1058] The Broadcast Capability Program Data subparameter includes a number of
fields, one of which is a Network Broadcast Configuration field. This field may be used
to carry the network configuration setting and may be set to one of the three values
shown in FIG. 4A.

[1059] FIG. 6B shows an SMS Subinit Message that may be sent by the mobile
station in response to the BCPT SMS Deliver Message. This message includes a
Message Identifier subparameter and a Broadcast Capability Program Result
subparameter uéed to send the result of the programming of the network configuration

setting. A new subparameter may be defined for the Broadcast Capability Program



Capabi lity Progranmm ng Tel eservice (BCPT) to send the network configuration
setting. The BCPT is a new tel eservice not defined in TIAJEI A-637-B. The
SMS Deliver Message includes a Message ldentifier subparaneter used to
identify theomessages and a Broadcast Capability Program Data subparaneter
used to carry the network configuration setting. [1057] TIA ElA-637-B
defines 21 subparaneters that may be indhuded in SM5 Tel eservice Layer
nmessages and which are assigned Subparaneter | D val ues of "00000000"

t hrough 00010100". A new subpar anet er nay be defined for the Broadcast

Capabi lity lﬁ)és‘ﬁﬁrsng%apﬁﬁ&eﬁé’rmﬂﬁﬁg?taﬁ r@ﬂ tﬁ%eregé%écgg% Bt II%_Q ues

reserved Subpara er | D val ues 0101" , own | f .
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“00010110~ QP0G TR Jpier G apapBEL Pfeny Hepul cybibapm i MGt b AU
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Message, if present, should have the same values as those of the BC_ADDR field. The
BC_ADDR field is only included in broadcast messages sent on the broadcast and
paging channels and not in messages sent on the traffic channel. The BC_ADDR field
includes attributes that may be used for broadcast SMS message filtering and 1is
described in detail in Section 3.3.1 of the TIA/EIA-637-B. |
[1062]  FiG. 8 is a flow diagram of an embodiment of a process 800 for filtering
incoming broadcast messages at the mobile station. Initially, a new broadcast message
is received (step 812). Various attributes of this broadcast message (e.g., service
category, language, priority, and so on) which may be used for filtering are then (,)
determined from the BC_ADDR field of the broadcast message (step 814).
[1063] A determination is then made whether or not the received broadcast message
is filtered out by the network configliration setting (step 816). This would be the case if
(1) the network configuration setting is “Disallow” or (2) the network configuration
setting is “Allow Table Ouly” and the service category/language of the received
broadcast message does not match any of the programmed entries in the service table.
(Part (2) may be deferred until a later stage of the process when the setvice table is
consulted.) If the answer for step 816 is ves, then the pi‘ocess proceedé to step 832
where the received broadcast message is discarded.
[1064])  Otherwise, if the answer for stép 816 is no, then a determination is made

whether or not the received broadcast message is filtered out by the user configuration



setting has been successfully programmed at the nobile station, (2) an error
code, if programm ng was not successful, and (3) possibly other pertinent
“information. [1061] FIG 7 shows the broadcast address fields that are

provi ded Wbtzh-dazhiv br oadcast SMS nessage sent on the pagi ng or broadcast
channel . The broadcast address fields are collectively referred to as the
BC_ADDR field and include five fields:{§¥9 Priority, Message_|ID, Zone_ID,
Service, and Language. The Service Category, Language, and Priority

par anmet er s/ subparaneters in the Tel eservice Layer SVMS Deliver Message, if

present, §éi€i’ﬁb‘ dehip X?Sthqh?@g%glﬁ?hé'gl?eogﬁsc #1958 o uidre: o%ﬁa%fhﬁhd sThe
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800 for filtering 1incomng broadcast nmessages at the nobile station.
I ni tiallystage plethe prasasicaben thessager tabk is comivlted)) (1€ theparB w2y for\stapi dsis

attributes_o s _broadcast nessa i C, category, | anguage,
priority, Y eggneorﬁ?ew cﬁ?&ﬁ %%Ssgﬁpégg?g?rﬁ?f gefp %& are then determ ned
fromthe B@gHPDR (jthﬁlv\dseofif thearRiveneraidp BES %288 thed elie@tinatibd @6 Zkdé
deternination is then made whether or_not the received broadcast nessage is

filtered Siietheyonnes thecipedtesicwaspgisdilicon ety the vt magfepness. (tPpB30Moul d be
the case i fhha Bé‘ﬂue“ceatség?ff l!ﬁe%&vﬂe%%l? Eb?bqbl‘[?stehagg ;i)sthegr(?c%}nﬂ\é,d efiy(2) the

net wor k confi gurati on e servic
egory/ fande agevief czttdf@ryﬂmgwmi of heobrledstst meEssegdas doe selkokdn@) che any of

e progranmed ries.in the seryice fable deferred
untll a |8’c‘%1?tyé’? g\t‘} Prgpd CE‘FFem?ﬁSE%?e’ég‘)Wéha‘tW&Pgé’glwaﬁéédtsa%ﬁlg?/ L3 tﬁ%?ﬁ%’ﬁ?t ed.) If
t he ansmfabfeoforsﬂlggegéﬁe lcgte¥ flaﬁchﬁge t&e(ﬁrt‘%%&xﬂ{uﬁp%ﬂﬁ»eﬁ ef TrSRcSB2 vvhere
t he received broadcast messagé | s discarded. [1064] Ctherw se, if the answer

for step 8GB&agss moe alrbasty lacenl etoagdrion dtei servitescanrgdey/lanpetgh end dre memotyHe

recei ved broadcas ssa fil red out t he confi ation WO
2004/ 012478 algowes“tef‘% §¥VE‘ iy g¥he fﬁ‘n"é"e\/\&g%d“b@ﬁ%dr faiadis f Ehf) U¥he user
confi gur abbﬂﬂu%’bb'sé\ﬁngﬁs “AB@ass Wﬁ%@nly"’ {t2he bhBvaiFOrF st6®BD0 eyeR! dhen setting
is "Activate Table Onl y" and the service category/language of the received

br oadcast theaecsad beeelsasi anespage dhdisgaydagkinsieg 832.

[1066] The same broadcast message (i.e., with the same content) may have been
sent by multiple base stations, and the mobile station may have already received and
stored this broadcast message. A first level of duplicate detection may be implemented
to detect if the same message has been received from the same base station multiple
times within a time. period specified by the TIA/EIA-637-B standard. This can be
achieved based on the BC_ADDR field included in the received broadcast message'
(e.g., by performing a bit-by-bit comparison on the entire BC_ADDR field). A second
level of duplicate detection may be implemented at the application level, where the
same message received from different base stations are discarded.

{1067} Thus, if the answer for step 820 is no, then a check is made to detect for a
duplicate of the received broadcast message, which may have already been stored in the
memory (step 826). The detection for duplicate may be made based on the BC_ADDR
field in the received broadcast message. If a duplicate of the recei.ved broadcast
message has already been stored in memory, as determined in step 8§28, then the

received broadcast message is discarded in step 832. Otherwise, the received broadcast



programmed entries in the service table. (Again, part (2) may be deferred
until a later stage of the process when the service table is consulted.)

| fthe answer for step 818 is yes, then the received broadcast nessage is
di scarded W,S§gR83¢: [1065] Qtherwise, if the answer for step 818 is no,
then a determnation is made whether or not the broadcast nessage is
filtered out by the user preferences (squ 820). This would be the case if
the service table is to be used and (1) the progranmed entry D for the
servi ce category/l anguage of the broadcast nessage is not selected, (2) the

priority of the broadcast ssage is lower than the priority |level specified
in the seriEEASGrecepsH agﬁéh%g‘-’fti‘/Fb@e'é%?s%a@ﬁHi/P‘l‘Oé{H&E}é%éPPeérlaYFB stgp@Sthaxi mum

nunber of by @e%'éthdcﬂ?ﬁrgﬂﬂﬁés ﬁ?ﬁ\‘?teﬁé §Rpgy daeen stored for the service

cat egory/ | anguage an menory 1s- not allowed to be overwitten. The
servi ce t ab{1868}s eXAGl &disf oiflows diagfant loé ansenbodooeafti afuaratlieo preets POY fos
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the entire HBEONDDRAthEMEE, 1ng§§%‘{?—’6 foy gerPlm npw Hhendhs Brogesetquld prasssd pe
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di fferent ba?gtgte tgt?gﬁsﬂhar% tgl;agﬂca\réﬁfé%l{r loggﬁuhghﬁs, K.ﬁ?‘gf%‘? agnsdv\gggfdcl)sr%dst ep

820 i s no, tdnfigumtioheetking & MadeateAliefseptolbprOthendiaplif thatzesvedr fothaep Bitei ved

br oadcast . .whi ch |.r ead tored in the. r t
528) The qBrRelrBA BPo Mo B b a8 LSl Rt Mee BreOBR T ol o' n
the recei ved)hnoageast cA@SSRERd 1dfoudecdbpiieCataved bidicdse aplsyge Rigadcast

message has al ready been stored in néenory, as determned in step 828, then
the recei veWehuagt ety inedsdageijestabliedstap §a). () theeprvgaxategendengge it he

(ecel ved o aatsgel, V0 4094 BARYTR, o) TraSaR s OSSR -0 bigtal 2
term nates afkt@pe BligRIoB3Ghanthe§Bidrity level specified in the service table for the service
category/language (step 924). If any of these three criteria is not met, then the received
broadcast message is discarded in step 932. Additional criteria may also be applied to
the received broadcast message before it can be processed. For example, if the
maximum number of broadcast message for this sérvice category has already been
- stored or if the memory is full, then the message may also be discarded. ()
[1070] In step 926, a duplicate of the received broadcast message is detected, as
described above. The received broadcast message would then be either (1) discarded in
step 932 if a duplicate is detected or (2) processed in step 930 if a duplicate is not
detected. In either case, the process terminates after steps 930 and 932.
[1071)] The processes shown in FIGS. 8 and 9 may also be used to process a
- broadcast page. In that case, as part of the processing in steps 830 and 930, the mobile
station gets ready to receive the broadcast message for the broadcast page. |
[1072)  The techniques described herein allow broadcast SMS messages to be
filtered at the mobile station based on network configuration, user configuration, and
user preferences. The broadcast message filtering may advantageously be used for the

following example scenarios.



[1068] FIG 9 is a flow diagram of an enbodi nent of another process 900 for
filtering incom ng broadcast SMS nessages at the nobile station. Initially,

‘a new broadcast nessage is received and various attributes of this

br oadcast wW@adwage+are determ ned (step 912). If the network configuration
setting is "Disallow' or if the user <configuration setting is "Deactivate"
(step 914), then the received broadcasi7nmessage is discarded in step 932.
[1069] Otherwise, if the answer for step 914 is no, then the process woul d
proceed to step 926 if the network configuration setting is "Allow All" and

the user @OV QU i LFVicE biov Bk SabilAGt dov bR Which HrERicBdOnessebfie i se, i f
the answer for step 916 is no, then the process woul d proceed_fo.step 926
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| anguage the received broadcast age tches a r ammed entry in
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nunber of broadcast msssa]gle for this seryice category has already been
stored or Pe¢RE Froadeast piISy the seryife Rravifer rﬁ@’s&@é‘%i{)‘%ﬁ%ﬁ%éﬂt&“r ¥ Hicded.

[1070] 1 n SbR S2%n & FMR! hEBtRadst LidSsdeee ﬁlgé/@éh %) Bé%é%dgﬁﬁé%oﬂiﬁ:

Tl
det ected, as descri bed above. The recei Vved broadcast nessa woul d t hen be

either (1)stationcaFateekample, sheepergi@e prdviderdupy irepiire ths migtikecstatiibnoto ¢tpin
processed in st 930 if a duplicate.is not detected. In either case, the
brocess t GRTHAL aeapYProRicaR anes i for e Fa TSt okeL2 8 TBwn i n
FIGS. 8 angkb&iiwsy tidd ﬁlebib@smmdnﬁpb@g@gmwd sibhQBslGagtaleaes 1o katetvall case,
as part of the processing in steps 830 and 930, the nobile station gets

ready to rké‘@%qc\?%_SFII’Yé?ebroaplcast message for the broadcast page. [1072] The:
{pohnl GueSaBfRCt | RREHIBIELD- 2 b0 A AAA6ASHiTNIIBAS A0ERSLOECTd ddier o0 at

t he nobi | i on based on nle configuration, user €on uration, and
user pref greneedy thhendbiloatdastis aks sagfel fod vrioun gitompnadiantedgeopskst be used
for the fc%lnlsgn%t{]o%gﬁ(da%%lm%r}? %%anet 'the 'movl:\ﬂezgsgﬁjh?a;yz 17)Oteqrh7porarily disable the
broadcast SMS functions, (2) selectively enable or disable any programmed entry in the
service table, (3) limit the priority of the received services, and so on. For example, a
mobile user may be interested in weather forecasts but not stock quotes (e.g., during
.non-working hours). This same user may thereafter change the service selections to
enable stock quote and disable weather forecasts (e.g., during working hours): As
) another example, a mobile user may be interested in emergency or urgent weather
forecasts at one moment and may be interested in all types of weather forecasts at
another moment.
[1075]  The settings for the network and user configurations may also be used to
control the reception of broadcast SMS messages at the mobile station. For example, if
the mobile station is not allowed to receive broadcast SMS (i.e., network configuration
is set to “Disallow™) or if the mobile user temporarily disables broadcast SMS (i.e., user |
configuration is set to “Deactivate”™), then the mobile station may be controlled so that it
does not wake up at broadcast slots to receive broadcast pages or. broadcast messages,

and does not look at the broadcast messages that are sent in the regular paging slots. It

should be noted that the mobile station can still receive broadcast pages and messages in



[ 1073] The service provider's ability to control which broadcast nessages
are allowed to be received by each nobile station is useful for various

situations. Depending on its requirenents, the service provider nay need to
di sal | ow brw@deeeiti2478Vs functi ons of a given nobile station that is

ot herwi se capabl e of receiving broadcast SMsS nessages. These requirenents
may be related to network depl oynent, sdBvice provisioning, subscription
status of the nobile station, and so on. For the purpose of service

provi si oni ng and subscription managenent, for a nobile station that is
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may al so be used to control the reception of broadcast SMS nessages at the
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br oadcast pb@g@n@pt_edml%@gsqr rﬁggsagaléga,non specific integrated circuits (ASICs), digital

signal processors (DSPs), digital signal processing devices (DSPDs), programmable
logic devices (PLDs), field programmable gate arrays (FPGAs), processors, controllers,
micro-controllers, microprocessors, other electronic units designed to perform the
functions described herein, or a combination thereof.

{1078] For a software implementation, the techniques for filtering broadcast (_)
messages at the mobile station may be implemented with modules (e.g., procedures,
functions, and so on) that perform the functions described herein. The software codes
may be stored in a memory unit (e.g., memory units 262 in FIG. 2} and executed by a
processor (e.g., controller 260). The memory unit may be implemented within the
processor or external to the processor, in which case it can be communicatively coupled
to the processor via various means as is known in the art.

[1079]  The previous description of the disclosed embodiments is provided to enable
any person skilled in the art to “make or use the pfese.nt invention,  Various
modifications to these embodiments will be readily apparent to those skilled in the art,
and the generic principles defined herein may be applied to other embodiments without

departing from the spirit or scope of the invention. Thus, the present invention is not



and does not | ook at the broadcast nmessages that are sent in the regul ar
paging slots. It should be noted that the nobile station can still receive

"broadcast pages and messages in |li WD 2004/ 012470 18 its regul ar pagi ng

slots, buW@HE&RI2hHges and nessages may al so be ignored or discarded if
needed. Ot herw se, operating with broadcast SMS turned on can reduce power
consunption and increase standby tine, Both of which are hi ghl y desirabl e.
[1076] The filtering techni ques descri bed above nmay be used for broadcast
nmessages received on pagi ng and broadcast channels. These techni ques nmay

al so be tjstedd&dxofﬁellina'tedbo dedoalsidimess sgew heceibued tobefaccordaddhe waleki c
channel s. For Tl A ElA- roa cast ssa recei ved over a
traffic ch%HPF‘e‘FOHSIFWB?E“? er%mg@l%[ﬂﬁgmf’? afuseR lsﬁ]é’g?fje%"sr%e In this case,
the first level of duplicate detection does not apply, and the filtering
may be perforned based on the nessage paraneters and/or subparaneters. tD
[1077] Thd108idhni §VEBA TASSCLABMEMESei n for filtering broadcast nessages at
the nobile station may be inplenented by various neans. For exanple, these
techniques may be inplenented in hardware, software, or a conbination
thereof. For a hardware inplenentation, the elenments used to inplenment any
one or a conbination of the techniques described herein (e.g., the
processes shown in FIGS. 8 and 9) may be inplenmented within one or nore
application specific integrated circuits (ASICs), digital signal processors
(DSPs), digital signal processing devices (DSPDs), programmable |ogic
devices (PLDs), field programmabl e gate arrays (FPGAs), processors,
controllers, mcro-controllers, mcroprocessors, other electronic units
desji gned to performthe functions described herein, or a conbination

t hereof. [1078] For a software inplenentation, the techniques for filtering
broadcast nessages at the nobile station may be inplenented wth nodul es
(e.g., procedures, functions, and so on) that performthe functions

descri bed herein. The software codes nay be stored in a nenory unit (e.g.,
menory units 262 in FIG 2) and executed by a processor (e.g., control | er
260). The nenory unit nmay be inplenented within the processor or external
to the processor, in which case it can be comunicatively coupled to the
processor via various nmeans as i's known in the art.



[ 1079] The previous description of the disclosed enbodinents is provided to
enable any person skilled in the art to nake or use the present invention.
Various nodifications to these enbodinments will be readily apparent to
those skilled in the art, and the generic principles defined herein may be
applied to other enbodi nents without departing fromthe spirit or scope of
the invention. Thus, the present inveng@don is not WO 2004/ 012470 19

intended to be limted to the enbodi mrents shown herein but is to be accorded
the wi dest scope consistent with the principles and novel features

di scl osed herein. [1080] WHAT IS CLAWMERMKS: 11l 20 CLAIMS 1. A conputer
program product, conprising: conputer-readable medium conprising: code for
causing a conputer to receive a broadcast nessage; code for causing a
conputer to app one or nmore filtering.criteria to the received broadcast
nessage, erefﬁx?ﬁ%ﬁ?ﬁF?%?@ﬁﬁo%¥$P%@P S'% e defined by settings stored in a
renovabl e nDdukﬁn@ﬁuﬂkngﬂ@n@dmﬁﬁﬁhﬁﬁﬁm%n a wirel ess communi cati on network;
and code for causing a conputer to process the received broadcast nessage if
it is not filtered &0¢e 9y Causmedromprter i igoqiys 4 BiopdegsidResess a. 2. The

conput er program pr Qg or Qhusil Al %ri]rput%.ra?h@ &n@%rgxgk?e ?gteﬂ%gri%lg%r%cﬁ}{gpg

criteria include those 1 npose y a servi provi

progr am prrechinetd bodadehshimesRge Wheran thetfiierihg ktieria ag definedby setiingsosed inby t he
service provider are defined by a network.confiquration settin hat

i ndi cat es aaﬁeWOV?Bl%‘a‘aé‘gEFWP@%"&Q&&_&C%Y% 1 Py ctog"%‘@‘?agl%in@@ﬁ’,rk’%ﬂébr oadcast
nessages are al | onedodedfdpRausiCLLotBsliterab pestys HE RARAS brdMESRERSEOIr entri es
programmed in a _service table are allowed to be received. 4. The conputer

pr ogr am pribtsuet filgred puibmthe ongrsmegra filteréngsitési k configuration setting is
stored in a first elenentary file in the renovable nodule. 5. The conputer
program product of claim1l, wherein the one or nore filtering criteria

i ncl ude uskr - déitherqompatkr fprbgremi prgdwt idfenldim. 1, wherein the one or more filtering

criteria include those imposed by a service provider.

3. The computer program product of claim 2, wherein the filtering criteria imposed
by the service provider are defined by a network configuration setting that indicates all
broadcast messages are allowed to be received, no broadcast messages are allowed to be
received, or only broadcast messages for entries programmed in a service table are

allowed to be received.

4. The computer program product of claim 3, wherein the network configuration

setting is stored in a first elementary file in the removable module.

5. The computer program product of claim 1, wherein the one or more filtering

criteria include user-determined filtering criteria.

6. The computer program product of claim 5, wherein the user-determined filtering
criteria are defined by a user configuration setting that indicates all broadcast messages
are to be received, no broadcast messages are to be received, or only broadcast messages

for entries programmed in a service table are to be received.



6. The conputer program product of claimb5, wherein the user-determ ned
filtering criteria are defined by a user configuration setting that

i ndicates all broadcast nmessages are to be received, no broadcast nessages
are to be received, or only broadcast nessages for entries programmed in a
service table are to be received. 21 7. The conputer program product of
claim6, wherein the user configuratioBlsetting is stored in a second

el enentary file in the renovabl e nodule. 8. The conputer program product of
claim1l1, wherein the one or nore filtering criteria include user-selected
criteria for usee chiphier BiOgR pRdudive cﬁmy%émmgh@épceﬁﬁgﬂ&ﬁqn%nﬁbal m 8,
wherein the user-selected filtering criteria allow for fiTtering of
broadcast ifritgeddes sesaséelcmnignt lle dethe sgraengble modwlgyuage, priority, or any
conbi nati on thereof. 10. The conputer program product of claim8, wherein
the user-selected filtering criteria apply to entries progranmed in a
service tdbl e. Th.colitpatet Quraer prpdung rodiralghmotiuehercih the aing ckOnotrshRlteing each
entry in the service table corresponds tq a unique combination of service
cat egory fﬁ‘&eriadﬁéﬂéeglég?r' cleghfLiter Ut‘sé’r'prﬁ?%ﬂ’icﬁ% product of claim 10, wherein
each entry in the service table can be selected or unsel ected, and wherein
only broadcast nessages for selected entries nay be processed if the
service tdbl e iheaonpried pregramsproducg of Thsmcdnyherein e ogeraselgsteddiiltaringf ¢l ai m

10, wherein.the i abl n -.Selected filt.eri criteria are .
stored in Cglt%rﬁi arlg)%{a 0@#@?\%@? f?fb??agclélsz??eﬁseagr&e Sgglﬂnese%ﬁeufqggoﬁr. lanﬁ’ilggecorrput er

progr am prpidtict, oofinycdodibination teegofi N t he conput er - r eadabl e medi um furt her
conprises: code for causing a conputer to detect for a duplicate of the
recei ved broadcast nessage, and wherein the received broadcast nessage is
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product of claim1, nthe wreless comuni cation networ

CDVA2000 aritangpipplyrie empiekprog@mmniel in A sewyimgwiabde. pr ogr am product, conpri si ng:
conput er -r eadabl e medi um conpri sing: code for causing a conputer to receive
a broadcast nessage;

1i.  The computer program product of claim 10, wherein each entry in the service

table corresponds to a unique combination of service category and language.

12.  The computer program product of claim 10, wherein each entry in the service
table can be selected or unselected, and wherein only broadcast messages for selected

entries may be processed if the service table is enabled for use.

13.  The computer program product of claim 10, wherein the service table and user-

selected filtering criteria are stored in a third elementary file in the removable module.

14.  The computer program product of claim 1,
wherein the computer-readable medium further comprises:
code for causing a computer to detect for a duplicate of the received
broadcast message, and wherein the received broadcast message is only processed if a

duplicate is not detected.

15.  The computer program product of claim 1, wherein the wireless communication

network is a CDMAZ2000 or WCDMA network.



code for causing a conputer to apply filtering criteria inposed by a

service provider to the received broadcast nessage; code for causing a
conputer to apply user-determned filtering criteria to the received
broadcast nessage; code for causing a conputer to apply user-selected
filtering criteria to the received broadcast nessage, wherein the filtering
criteria are stored in a renovable nodi e coupled to a nobile station in a
CDMA or WCDMA contruni cati on network; and code for causing a computer to
process the received broadcast nessage if it is not filtered out by the

filtering i teni e oaram product of claim 16, wherein
the servi cgg'pr0\‘%%énpﬁlzeﬁ'gg%gﬁgBlgqaﬂ%tééqn?gnsg}gfteri a are defined by a network
configuration sedthpureyrebdubleunatingevmpritingd filtering criteria are defined

by a user configuratugg setting, and the user-selected filtering criteria
are defined for entrP¥ I SYragASAmPHeLiodeeleadroalshid messigeThe conput er
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user configuration setting, and service tabl'e are stored in one or “nore
el ement ar y sevick gepviider tdhibe resniyed broadensduessage;
code for causing a computer to apply user-determined filtering criteria to
the received broadcast message;
code for causing a computer to apply user-selected filtering criteria to the
received broadcast message, wherein the filtering criteria are stored in a removable
module coupled to a mobile station in a CDMA or WCDMA communication network;
and
code for causing a computer to process the received broadcast message if

it is not filtered out by the filtering criteria.

17.  The computer program product of claim 16, wherein the service provider imposed
filtering criteria are defined by a network configuration setting, the user-determined
filtering criteria are defined by a user configuration setting, and the user-selected filtering

criteria are defined for entries programmed in a service table.

18.  The computer program product of claim 17, wherein the network configuration
setting, user configuration setting, and service table are stored in one or more elementary

files in the removable module.



