INFORMATION INPUT METHOD AND APPARATUS
Technical Field

The present application relates to the field of data processing technologies, and in particular,

to an information input method and apparatus.

Background Art

With the development of mobile communication technologies, users often need to input
information on mobile devices. Especially when information is input on a mobile phone, the size
of a physical keyboard or a virtual keyboard is relatively small due to a limited size of the mobile
phone, such that it is easy for a user to input information incorrectly. For example, the user

intends to input a letter a, but actually inputs a letter adjacent to the letter a, such as s.

Summary of the Invention

The present application aims at solving one of the technical problems in the related art at

least to some extent.

Therefore, one objective of the present application is to propose an information input
method, which can reduce input errors caused by a small keyboard and enhance input effects.

Another objective of the present application is to propose an information input apparatus.

In order to achieve the above objectives, the information input method proposed by an
embodiment according to a first aspect of the present application includes: acquiring pre-stored
information, the pre-stored information including plaintext first information or encrypted first
information, the first information including set information and associated information generated
according to the set information; receiving to-be-verified information; verifying the
to-be-verified information according to the pre-stored information; and receiving to-be-verified
information that is re-input if the to-be-verified information belongs to the associated

information.

The information input method proposed by the embodiment according to the first aspect of
the present application not only can generate the set information, but also can generate the
associated information obtained according to the set information, and receive to-be-verified
information that is re-input when the to-be-verified information belongs to the associated

information. Therefore, a user may have another chance for verification after input errors are



caused by a small keyboard or other reasons, thus reducing input errors caused by a small

keyboard and enhancing input effects.

In order to achieve the above objectives, the information input apparatus proposed by an
embodiment according to a second aspect of the present application includes: an acquisition
module configured to acquire pre-stored information, the pre-stored information including
plaintext first information or encrypted first information, the first information including set
information and associated information generated according to the set information; a first
receiving module configured to receive to-be-verified information; a verification module
configured to verify the to-be-verified information according to the pre-stored information; and a
second receiving module configured to receive to-be-verified information that is re-input if the

to-be-verified information belongs to the associated information.

The information input apparatus proposed by the embodiment according to the second
aspect of the present application not only can generate the set information, but also can generate
the associated information obtained according to the set information, and receive to-be-verified
information that is re-input when the to-be-verified information belongs to the associated
information. Therefore, a user may have another chance for verification after input errors are
caused by a small keyboard or other reasons, thus reducing input errors caused by a small

keyboard and enhancing input effects.

Additional aspects and advantages of the present application will be partially provided in the
following description, and partially become apparent from the following description, or will be

known through practices of the present application.

Brief Description of the Drawings

The above and/or additional aspects and advantages of the present application will become
apparent and readily comprehensible from the description of embodiments with reference to the

accompanying drawings as follows, wherein:

FIG. 1 is a schematic flowchart of an information input method according to an embodiment
of the present application;

FIG. 2 is a schematic flowchart of an information input method according to another

embodiment of the present application;

FIG. 3 is a schematic flowchart of an information input method according to another
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embodiment of the present application;

FIG. 4 is a schematic flowchart of an information input method according to another

embodiment of the present application;

FIG. 5 is a schematic structural diagram of an information input apparatus according to
another embodiment of the present application; and

FIG. 6 is a schematic structural diagram of an information input apparatus according to

another embodiment of the present application.

Detailed Description

Embodiments of the present application will be described in detail in the following,
examples of the embodiments are shown in the accompanying drawings, where identical or
similar reference numerals represent identical or similar modules or modules having identical or
similar functions throughout the text. The embodiments described in the following with reference
to the accompanying drawings are exemplary and only intended to explain the present
application, and cannot be construed as limiting the present application. In contrast, the
embodiments of the present invention include all variations, modifications, and equivalents

falling within the scope of spirit and connotation of the appended claims.

FIG. 1 is a schematic flowchart of an information input method according to an embodiment

of the present application, the method including:

S11. Pre-stored information is acquired, the pre-stored information including plaintext first
information or encrypted first information, the first information including set information and

associated information generated according to the set information.

The method of this embodiment may be used for information verification in various
scenarios, for example, for password verification, ID card number verification, bank card number
verification, mobile phone number verification, and so on. In this embodiment, password

verification is taken as an example.

Before the password verification, a user may preset a password. For example, the password
is set as X. It can be understood that, the password x set by the user may include one or more

information items, and each information item may be a number, a letter, or the like.



Further, by taking that the password is stored at a mobile phone terminal as an example, the
password may be stored in plaintext at the mobile phone terminal, for example, directly stored as
x. Or, in order to enhance security, a plaintext password is encrypted before being stored, for
example, an encrypted x stored at the mobile phone terminal. It can be understood that, there are
various encryption algorithms, which, for example, is specifically a Hash algorithm. In this
embodiment, a Hash encrypted password stored at the mobile phone terminal is taken as an

example. Assume that x is represented as H(x) after the Hash encryption is performed.

In the prior art, the pre-stored information is H(x) at most, and the verification will fail if

what the user inputs is not x.

In this embodiment, not only H(x) can be stored, but also associated information can be
obtained according to X, and information obtained after the Hash encryption is performed on the

associated information is further stored at the mobile phone terminal.

Specifically, with reference to FIG. 2, the method of this embodiment may further include:

S10. Associated information is generated according to the set information.

Optionally, the step of generating associated information according to the set information

includes:

randomly selecting an information item from the set information, and acquiring a new
information item corresponding to the selected information item, wherein a distance between
positions of the new information item and the selected information item on a keyboard is in a

preset range; and

replacing the selected information item in the set information with the new information item

to obtain the associated information.

For example, one item of the password x set by the user is a, then a character at a small
distance with a on a virtual keyboard or a physical keyboard is selected as a new character
corresponding to a. Assuming that the new character is represented by a', a' is used to place a to
compose a new password x'. The new password X' is associated information of x. After the Hash
encryption is performed, the encrypted associated information may be represented as: H(x"),
H(x"), ..., and this sequence is recorded as H'. Specifically, for example, assuming that x is abcd,

and the character at a small distance with a includes &', the associated information of x includes



a'bcd. Furthermore, assuming that the character at a small distance with a further includes a", the
associated information of x further includes a"bcd. Furthermore, assuming that a character at a
small distance with b includes b', the associated information of x further includes ab'cd, and the
rest can be done in the same manner, such that all the associated information can be obtained.

It can be understood that, the specific meaning of a small distance above may be set
according to actual demands. For example, characters corresponding to four adjacent keys may
be determined as the characters at a small distance, or characters at a distance of no more than

two keys are all determined as the characters at a small distance, and so on.

S12. To-be-verified information is received.

The user may input the to-be-verified information via a keyboard.

For example, the user inputs a password or the like by using a virtual keyboard of a mobile

phone.

S13. The to-be-verified information is verified according to the pre-stored information.

When the mobile phone terminal directly stores a plaintext password, input information may
be directly compared with the pre-stored information, and when they are the same, the

verification succeeds; otherwise, the verification fails.
This embodiment takes storing encrypted first information as an example.

When the pre-stored information is the encrypted first information, the step of verifying the

to-be-verified information according to the pre-stored information includes:

encrypting the to-be-verified information by using the same encryption algorithm as that of

the first information to obtain encrypted to-be-verified information; and

comparing the encrypted to-be-verified information with the pre-stored information.

Assuming that the to-be-verified information input by the user is y, and a Hash encryption

algorithm is adopted, H(y) may be calculated first, and then H(y) is compared with H(x) and H'".

S14. To-be-verified information that is re-input is received if the to-be-verified information
belongs to the associated information.



For example, if H(y) belongs to H', the to-be-verified information that is re-input may be

received. Thereafter, the verification may be performed again.

Referring to FIG. 3, in this embodiment, when the to-be-verified information belongs to the

associated information, the following steps may be specifically performed:

S141. The to-be-verified information that is re-input is received, and guiding is performed

or an obvious prompt is given.

Specifically, the step of performing guiding or giving an obvious prompt may include:

displaying prompt information to the user before receiving the to-be-verified information
that is re-input, the prompt information being used for prompting the user to pay attention to
keyboard keys; or

prolonging a plaintext displaying time of the to-be-verified information that is re-input after

receiving the to-be-verified information that is re-input; or

directly displaying the to-be-verified information that is re-input in plaintext after receiving

the to-be-verified information that is re-input.

For example, when the user inputs y which belongs to the associated information, it is quite
possibly caused by an unintentional input error of the user due to a small size of keys. At this
time, the user may be reminded to pay attention to the keyboard, thereby avoiding an input error

due to a small size of the keyboard. Or,

non-plaintext information, such as symbols *, is usually displayed finally during password
verification, and plaintext information input by the user may be displayed for a short time before
the symbols * are displayed.

In this embodiment, when the plaintext displaying time is prolonged, the plaintext
displaying time of each information item in the to-be-verified information may be prolonged, or,
only the plaintext displaying time of an information item that is incorrectly input last time is
prolonged. For example, if the to-be-verified information is abcd, and an error occurs in a during
a first detection, only the plaintext displaying time of a may be prolonged, or the plaintext
displaying times of a, b, ¢, and d may all be prolonged. In addition, similar executions may also
be performed during the displaying in plaintext. For example, only the information item that is

incorrectly input last time is displayed in plaintext, or all the information items are displayed in
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plaintext.

Thereafter, the following steps may be further performed:

S142. Verification is performed again.

For example, the user may check the to-be-verified information that is re-input according to
prompt information or information displayed in plaintext. After the to-be-verified information
re-input by the user is received at the mobile phone terminal, the information may be compared

with the pre-stored information, to obtain a verification result.

In this embodiment, the time for displaying the plaintext input information may be
prolonged, such that the user can better see the information input by himself, to verify whether
the information is correctly input. The specific prolonging time may be set. Or, the input

information is displayed in plaintext directly, to facilitate checking by the user.

In another aspect, referring to FIG. 4, after the user verifies the input to-be-verified
information, the method may further include:

S15. It is determined that the verification succeeds if the to-be-verified information is the

same as the set information.

For example, when a value obtained after Hash encryption is stored, and the to-be-verified
information input by the user is y, y is hashed to obtain H(y), and if H(y) is the same as H(x), the

verification succeeds.

S16. It is determined that the verification fails if the to-be-verified information is different

from the set information and does not belong to the associated information.

For example, if H(y) is different from H(x), and H(y) does not belong to H', it is determined
that the verification fails. At this time, information indicating that the password is input

incorrectly is displayed to the user.

In this embodiment, not only the set information but also the associated information
obtained according to the set information may be generated, and when the to-be-verified
information belongs to the associated information, the verification is performed again. Another
chance for verification may be provided after an input error of the user caused by a small size of

a keyboard or other reasons, thereby reducing input errors caused by a small size of a keyboard
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and enhancing input effects. It is different from a direct verification failure due to a malicious
input error, thereby effectively distinguishing an unintentional error from a malicious error, and

reducing information verification failures caused by an unintentional input error.

FIG. 5 is a schematic structural diagram of an information input apparatus according to
another embodiment of the present application. The apparatus 50 includes: an acquisition module
51, a first receiving module 52, a verification module 53, and a second receiving module 54.

The acquisition module 51 is configured to acquire pre-stored information, the pre-stored
information including plaintext first information or encrypted first information, the first
information including set information and associated information generated according to the set

information;

The method of this embodiment may be used for information verification in various
scenarios, for example, for password verification, ID card number verification, bank card number
verification, mobile phone number verification, and so on. In this embodiment, password

verification is taken as an example.

Before the password verification, a user may preset a password. For example, the password
is set as X. It can be understood that, the password x set by the user may include one or more

information items, and each information item may be a number, a letter, or the like.

Further, by taking that the password is stored at a mobile phone terminal as an example, the
password may be stored in plaintext at the mobile phone terminal, for example, directly stored as
x. Or, in order to enhance security, a plaintext password is encrypted before being stored, for
example, an encrypted x stored at the mobile phone terminal. It can be understood that, there are
various encryption algorithms, which, for example, is specifically a Hash algorithm. In this
embodiment, a Hash encrypted password stored at the mobile phone terminal is taken as an

example. Assume that x is represented as H(x) after the Hash encryption is performed.

In the prior art, the pre-stored information is H(x) at most, and the verification will fail if

what the user inputs is not x.

In this embodiment, not only H(x) can be stored, but also associated information can be
obtained according to x, and information obtained after the Hash encryption is performed on the

associated information is further stored at the mobile phone terminal.



Referring to FIG. 6, the apparatus 50 further includes:

a setting module 55 configured to randomly select an information item from the set
information, and acquire a new information item corresponding to the selected information item,
wherein a distance between positions of the new information item and the selected information
item on a keyboard is in a preset range; and replace the selected information item in the set

information with the new information item to obtain the associated information.

For example, one item of the password x set by the user is a, then a character at a small
distance with a on a virtual keyboard or a physical keyboard is selected as a new character
corresponding to a. Assuming that the new character is represented by a', a' is used to place a to
compose a new password x'. The new password X' is associated information of x. After the Hash
encryption is performed, the encrypted associated information may be represented as: H(x' ),
H(x"), ..., and this sequence is recorded as H'. Specifically, for example, assuming that x is abcd,
and the character at a small distance with a includes &', the associated information of x includes
a'bcd. Furthermore, assuming that the character at a small distance with a further includes a", the
associated information of x further includes a"bcd. Furthermore, assuming that a character at a
small distance with b includes b', the associated information of x further includes ab'cd, and the
rest can be done in the same manner, such that all the associated information can be obtained.

It can be understood that, the specific meaning of a small distance above may be set
according to actual demands. For example, characters corresponding to four adjacent keys may
be determined as the characters at a small distance, or characters at a distance of no more than

two keys are all determined as the characters at a small distance, or the like.
The first receiving module 52 is configured to receive to-be-verified information;
wherein the user may input the to-be-verified information via a keyboard.

For example, the user inputs a password or the like by using a virtual keyboard of a mobile

phone.

The verification module 53 is configured to verify the to-be-verified information according

to the pre-stored information;

When the mobile phone terminal directly stores a plaintext password, input information may

be directly compared with the pre-stored information, and when they are the same, the



verification succeeds; otherwise, the verification fails.

This embodiment takes storing encrypted first information as an example.

When the pre-stored information is the encrypted first information, the verification module

53 is specifically configured to:

encrypt the to-be-verified information by using the same encryption algorithm as that of the

first information to obtain encrypted to-be-verified information; and

compare the encrypted to-be-verified information with the pre-stored information.

Assuming that the to-be-verified information input by the user is y, and a Hash encryption
algorithm is adopted, H(y) may be calculated first, and then H(y) is compared with H(x) and H'.

The second receiving module 54 is configured to receive to-be-verified information that is

re-input if the to-be-verified information belongs to the associated information.

For example, if H(y) belongs to H', the to-be-verified information that is re-input may be

received. Thereafter, the verification may be performed again.

Optionally, the second receiving module is further configured to:

display prompt information to the user before the to-be-verified information that is re-input
is received, the prompt information being used for prompting the user to pay attention to

keyboard keys; or

prolong a plaintext displaying time of the to-be-verified information that is re-input after the

to-be-verified information that is re-input is received; or

directly display the to-be-verified information that is re-input in plaintext after the

to-be-verified information that is re-input is received.

For example, when the user inputs y which belongs to the associated information, it is quite
possibly caused by an unintentional input error of the user due to a small size of keys. At this
time, the user may be reminded to pay attention to the keyboard, thereby avoiding an input error

due to a small size of the keyboard. Or,

non-plaintext information, such as symbols *, is usually displayed finally during password
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verification, and plaintext information input by the user may be displayed for a short time before

the symbols * are displayed.

In this embodiment, when the plaintext displaying time is prolonged, the plaintext
displaying time of each information item in the to-be-verified information may be prolonged, or,
only the plaintext displaying time of an information item that is incorrectly input last time is
prolonged. For example, if the to-be-verified information is abcd, and an error occurs in a during
a first detection, only the plaintext displaying time of a may be prolonged, or the plaintext
displaying times of a, b, ¢, and d may all be prolonged. In addition, similar executions may also
be performed during the displaying in plaintext. For example, only the information item that is
incorrectly input last time is displayed in plaintext, or all the information items are displayed in

plaintext.

In this embodiment, the time for displaying the plaintext input information may be
prolonged, such that the user may better see the information input by himself, to verify whether
the input is correct. The specific prolonging time may be set. Or, the input information is

displayed in plaintext directly, to facilitate checking by the user.

With reference to FIG. 6, the apparatus 50 further includes:

a determination module 56 configured to determine that the verification succeeds if the
to-be-verified information is the same as the set information; or determine that the verification
fails if the to-be-verified information is different from the set information and does not belong to

the associated information.

For example, when a value obtained after Hash encryption is stored, and the to-be-verified
information input by the user is y, y is hashed to obtain H(y), and if H(y) is the same as H(x), the

verification succeeds.

For example, if H(y) is different from H(x), and H(y) does not belong to H', it is determined
that the verification fails. At this time, information indicating that the password is input

incorrectly is displayed to the user.

In this embodiment, not only the set information but also the associated information
obtained according to the set information may be generated, and when the to-be-verified
information belongs to the associated information, the verification is performed again. Another

chance for verification may be provided after an input error of the user caused by a small size of
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a keyboard or other reasons, thereby reducing input errors caused by a small size of a keyboard
and enhancing input effects. It is different from a direct verification failure due to a malicious
input error, thereby effectively distinguishing an unintentional error from a malicious error, and

reducing an information verification failure caused by an unintentional input error.

It should be noted that, in the description of the present application, terms "first" and
"second" are merely used for the purpose of description, and cannot be interpreted as indicating
or implying relative importance. Moreover, in the description of the present application,

"multiple” means two or more, unless otherwise specified.

Any process or method described in the flowcharts or described in any other way herein
may be understood to include one or more modules, segments or parts for executable instruction
codes that realize particular logic functions or process steps. Moreover, preferred embodiments
of the present application include other implementations, in which the function may be
performed in an order different from what is depicted or discussed, including a substantially
simultaneous manner or an opposite order based on the related functions. This should be

understood by those skilled in the art to which embodiments of the present application belong.

It should be understood that each part of the present application may be realized by the
hardware, software, firmware or their combination. In the above embodiments, a plurality of
steps or methods may be implemented by the software or firmware stored in the memory and
executed by the appropriate instruction execution system. For example, if it is implemented by
the hardware, likewise in another embodiment, the steps or methods may be implemented by one
or a combination of the following techniques known in the art: a discrete logic circuit having a
logic gate circuit for realizing a logic function of a data signal, an application-specific integrated
circuit having an appropriate combination logic gate circuit, a programmable gate array (PGA), a
field programmable gate array (FPGA), etc.

Those skilled in the art shall understand that all or part of the steps in the above embodiment
method may be achieved by commanding the related hardware with programs. The programs
may be stored in a computer readable storage medium, and the programs, when run, include one

or a combination of the steps in the method embodiments.

In addition, function units in the embodiments of the present application may be integrated
in a processing module, or the units may be physically provided in a separate manner, or two or

more units may be integrated in one module. The integrated module may be realized in a form of
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hardware or in a form of software function module. When the integrated module is realized in a
form of software function module and is sold or used as a standalone product, the integrated

module may also be stored in a computer readable storage medium.

The storage medium mentioned above may be a read-only memory, a magnetic disk, a CD,

etc.

99 <¢

Reference throughout this specification to “an embodiment,” “some embodiments,” “an

99 <¢

example,” “a specific example,” or “some examples,” means that a specific feature, structure,
material, or characteristic described in connection with such embodiment or example is included
in at least one embodiment or example of the present application. The illustrative expression of
these terms throughout this specification is not necessarily referring to a same embodiment or
example. Furthermore, the specific features, structures, materials, or characteristics may be

combined in any suitable manner in one or more embodiments or examples.

Although the embodiments of the present application have been shown and described in the
above, it would be appreciated that the above embodiments are exemplary and cannot be
construed as limiting the present application, and those skilled in the art can make changes,
modifications, replacements and alternations in the embodiments within the scope of the present

application.
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Claims

1. An information input method, comprising:

acquiring pre-stored information, the pre-stored information comprising plaintext first
information or encrypted first information, the first information comprising set information and

associated information generated according to the set information;

receiving to-be-verified information;

verifying the to-be-verified information according to the pre-stored information; and

receiving to-be-verified information that is re-input if the to-be-verified information belongs

to the associated information.
2. The method of claim 1, further comprising:

displaying prompt information to a user before receiving the to-be-verified information that
is re-input, the prompt information being used for prompting the user to pay attention to

keyboard keys; or

prolonging a plaintext displaying time of the to-be-verified information that is re-input after

receiving the to-be-verified information that is re-input; or

directly displaying the to-be-verified information that is re-input in plaintext after receiving

the to-be-verified information that is re-input.

3. The method of claim 1, further comprising: generating associated information according
to the set information, the step of generating associated information according to the set

information comprising:

randomly selecting an information item from the set information, and acquiring a new
information item corresponding to the selected information item, wherein a distance between
positions of the new information item and the selected information item on a keyboard is in a

preset range; and

replacing the selected information item in the set information with the new information item

to obtain the associated information.
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4. The method of claim 1, wherein when the pre-stored information is the encrypted first
information, the step of verifying the to-be-verified information according to the pre-stored

information comprises:

encrypting the to-be-verified information by using the same encryption algorithm as that of

the first information to obtain encrypted to-be-verified information; and
comparing the encrypted to-be-verified information with the pre-stored information.
5. The method of claim 4, wherein the encryption algorithm is a Hash algorithm.

6. The method of any of claims 1 to 5, wherein after the step of verifying the to-be-verified

information according to the pre-stored information, the method further comprises:

determining that the verification succeeds if the to-be-verified information is the same as the

set information; or

determining that the verification fails if the to-be-verified information is different from the

set information and does not belong to the associated information.

7. An information input apparatus, comprising:

an acquisition module configured to acquire pre-stored information, the pre-stored
information comprising plaintext first information or encrypted first information, the first
information comprising set information and associated information generated according to the set

information:;

a first receiving module configured to receive to-be-verified information;

a verification module configured to verify the to-be-verified information according to the

pre-stored information; and

a second receiving module configured to receive to-be-verified information that is re-input if

the to-be-verified information belongs to the associated information.
8. The apparatus of claim 7, wherein the second receiving module is further configured to:

display prompt information to a user before the to-be-verified information that is re-input is

received, the prompt information being used for prompting the user to pay attention to keyboard
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keys; or

prolong a plaintext displaying time of the to-be-verified information that is re-input after the

to-be-verified information that is re-input is received; or

directly display the to-be-verified information that is re-input in plaintext after the

to-be-verified information that is re-input is received.

9. The apparatus of claim 7, further comprising:

a setting module configured to randomly select an information item from the set information,
and acquire a new information item corresponding to the selected information item, wherein a
distance between positions of the new information item and the selected information item on a
keyboard is in a preset range; and replace the selected information item in the set information

with the new information item to obtain the associated information.

10. The apparatus of claim 7, wherein when the pre-stored information is the encrypted first
information, the verification module is specifically configured to:

encrypt the to-be-verified information by using the same encryption algorithm as that of the

first information to obtain encrypted to-be-verified information; and

compare the encrypted to-be-verified information with the pre-stored information.

11. The apparatus of any of claims 7 to 10, further comprising:

a determination module configured to determine that the verification succeeds if the
to-be-verified information is the same as the set information; or determine that the verification
fails if the to-be-verified information is different from the set information and does not belong to

the associated information.
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