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NETWORKING FLOW LOGSFOR MULTI-TENANT
ENVIRONMENTS

Cross Reference To Related Application

This application incorporates by reference forpaliposes the full disclosure of co-pending
U.S. Patent Application No. 14/673,516, filed Mar@h, 2015, entitled “NETWORKING
FLOW LOGS FOR MULTI-TENANT ENVIRONMENTS”.

Field of the Invention

The present invention relates to a computer-impigatemethod; a system; and a set of non-
transitory computer-readable storage media havioitgatively stored thereon executable

instructions that, when executed by one or moregssors of a set of computer systems

Background of the Invention

In a large distributed computing system of a conmgutesource service provider, various
customers, users, services, and resources of thputimg resource service provider are in
frequent communication with each other. Keeping #ystem secure becomes more
challenging as applications are updated and ascohgplexity and usage of the system
increases. In such distributed computing systerhsgcan be difficult to identify the

vulnerabilities of the system. Furthermore, it @so be difficult to isolate and troubleshoot
issues with the system, and even when issues eméfidd, reliably securing the system may
be challenging. Additionally, many conventional teyss rely upon manual mitigation of
such vulnerabilities. The complexity and distriloati of computing resources in these
environments may make it difficult to collect antafyzes log information generated by the

computing resources.

It is generally desirable to overcome or ameliorate or more of the above described

difficulties, or to at least provide a useful aftative.

Summary of the Invention
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According to the present invention, there is predida computer-implemented method,
comprising:

under the control of one or more computer systemdigured with executable
instructions,

receiving a request from a customer of a computespurce service provider to
enable logging for a virtual computer system insgarihe virtual computer system instance
hosted by the computing resources service provider;

filtering, by a firewall, at least a portion of meirk traffic directed to the virtual
computer system instance based at least in pasheror more security policies maintained
by the customer, where the network traffic includesffic directed to a set of virtual
computer system instances of which the virtual catepsystem instance is a member and at
least a subset of virtual computer system instamfethe set of virtual computer system
instances are operated by one or more other cusdoaieghe computing resource service
provider;

obtaining network traffic log information and firel decisions from the firewall
associated with the virtual computer system inganc

retrieving network log information corresponding tlee virtual computer system
instance operated by the customer; and

providing the retrieved network log information &odestination, accessible to the
customer, indicated by the customer in the receregdest.

According to the present invention, there is predié system, comprising:

a set of computer systems that:

receive a request from a customer of a computisguree service provider to
enable logging for a virtual computer system insgasupported by computing
resources of the system and programmatically mahlage¢he customer, where the
system supports a plurality of virtual computertegss and at least a portion of the
plurality of virtual computer systems are progrartioaly managed by other
customers;

receive one or more data packets at a networlkfateof the system, where
the one or more data packets are associated wiha network flows directed to the
virtual computer system instance;

filter the one or more data packets at a firewalldd at least in part on one or

more security policies, where the one or more sgcpolicies indicate whether to
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allow or deny a particular data packet based at legpart on information contained
in the data packet;

as a result of fulfillment of the received requestising logging to be enabled,
obtain log information corresponding to the filtegiof the one or more data packets
and a set of actions performed by the firewaliltefing the one or more data
packets; and

provide the log information to a destination acit#edo the customer.

According to the present invention, there is alsovjgled a set of non-transitory computer-
readable storage media having collectively stohedleion executable instructions that, when
executed by one or more processors of a set of g@npystems, cause at least a subset of
the set of computer systems to at least:

fulfill a request from a customer of a computingaerce service provider to enable
logging for a virtual computer system instance sufgal by computing resources hosted by a
computing resource service provider, where the eadim@ resources support a plurality of
virtual computer system instances of which theuairtcomputer system instance is a
member;

filter network traffic at a firewall, at least anpion of the network traffic directed to a
set of computing resources used at least in pagufport the virtual computer system
instance managed by the customer based at lepattion one or more security policies;

as a result of fulfilment of the received requesitain, from the firewall, network
traffic log information associated with the virti@mputer system instance;

retrieve, from the obtained network log informatitog information corresponding to
the virtual computer system instance; and

provide the retrieved log information to a storagevice for persistent storage.

Brief Description Of The Drawings

Preferred embodiments of the present inventionhemeafter described, by way of non-

limiting example only, with reference to the accanyping drawings, in which:
FIG. 1 illustrates an environment in which a connpmitresource service provider may

provide customers with access to computer log médion generated by computer systems

operated by the computing resource service provider in accordance with an embodiment;
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FIG. 2 is an illustrative, simplified block diagraof a server computer system that may be
used to collect computer log information generabgdcomputer systems operated by the
computing resource service provider in accordance with an embodiment;

FIG. 3 illustrates a webpage which may be displapgdan application executed by a
computing device enabling a user to interact withetwork logging service operated by a
computing resource service provider in accordance with an embodiment;

FIG. 4 illustrates an example environment wheretavark log visualization browser may be
used to display networkdv diagrams in accordance with an embodiment;

FIG. 5 illustrates an example environment wheretavark log visualization browser may be
used to display network flow diagrams in accordance with an embodiment;

FIG. 6 illustrates an environment which includesoanputing resource service provider in
data communication with a client device and secaenputers over a network in accordance
with an embodiment;

FIG. 7 is an illustrative process which may be ugegrovide log information corresponding
to a computer system instance in a multi-tenantrenment in accordance with an one
embodiment;

FIG. 8 is an illustrative process which may be ugegdrovide log information corresponding
to a computer system instance in a multi-tenantirenment in accordance with an
embodiment;

FIG. 9 illustrates an environment in which a custons connected to a computing resource
service provider; and

FIG. 10 illustrates an environment in which vari@msbodiments can be implemented.

Detailed Description of Preferred Embodiments &f livention

In the following description, various embodimentdll vibe described. For purposes of
explanation, specific configurations and details set forth in order to provide a thorough
understanding of the embodiments. However, it aldb be apparent to one skilled in the art
that the embodiments may be practiced without pleeific details. Furthermore, well-known
features may be omitted or simplified in order notobscure the embodiments being

described.

Techniques described and suggested herein relatapmvement in network logging and

computer logging in multi-tenant computing resoussrvice provider environments. A

computing resource service provider may operatepoimg resources programmatically
4
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managed by the customer of the computing resouecece provider. For example, the
computing resource service provider may operatetaal computer system service and an
on-demand storage service, these services maydere@mputing resources to customers of
the computing resource service provider. The customay then remotely load software,
configure, start, stop, and perform other operationconnections to the computer resources
made accessible to the customer by the computsmuree service provider. The computing
resource service provider may leverage the compepgstems implementing the services
provided to the customers by allowing over-subsicnip of the computing resources.
Furthermore, at least a portion of the computirgpueces provided to the customer may be
virtualized. For example, the computing resourcevise provider may provide virtual
computer systems to the customer, which that customay use to implement various
applications, such as a web server.

The computing resource service provider may alsplament a firewall or other security
features in order to protect customer informatAsa result of these security features and the
virtualized computing environment, network log inmfation and other computer log
information may not be accessible to the custoifiee. computing resource service provider
may collect the log information on behalf of thesmmer, package the information, and
provide the information to the customer. Additidpalthe computing resource service
provider may provide the log information to a deation indicated by the customer. For
example, the computing resource service providey pravide the log information to a
metrics service or intrusion detection service. Theetrics service may generate
visualizations, alerts, and on information corregpng to the log information on behalf of
the customer. For example, the metrics service pra@yide the customer with current
network load on the customer’s virtual computertaysinstance. The intrusion detection
service may use the log information to perform emasi attack mitigation and attack detection
operations. Furthermore, the intrusion detecti®stesy may use the log information to update
firewall settings, intrusion detection settingsd arther security settings of various computing
systems operated by the computing resource sgowiséder. An intrusion prevention system
may also use the log information to determine applyaa set of security policies. For
example, the intrusion prevention system may limét types of data that may be transmitted
by or obtained from a customer virtual computetesysinstance.

The computing systems providing the computing resesito the customer may include a
logging entity configured to obtain network log az@mputer log information corresponding
5
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to computing resources provided to particular cnsis. The logging entity may obtain log
information directly from the computing system ocanponent of the computer system. For
example, the computing system may include a firee@ifigured to block particular traffic
directed to customer computer system instancesldaggng entity may obtain network log
information from the firewall and cause the logoimhation to be persistently stored. The
metrics service or some other service may determioemation based at least in part on the
log information stored by the logging entity. Foaeple, the metrics service may determine
an amount of traffic, a number of packets, or giza particular network flow directed to a

particular customer’s computer system instance.

FIG. 1 illustrates an environment 100 in which anpating resource service provider may
provide customers with access to computer log médion 114 generated by computer
systems operated by the computing resource sepsiceider. The computing resource
service provider may provide computing resourcescistomers 102. Furthermore, the
customers 102 may request log information 114 filoencomputer resource service provider.
A server computer system 108 may be configureddeige the computing resources to the
customer 102. For example, the server computeersyd08 may provide virtual computing
capacity or storage capacity to the customer 102. dustomer 102 and other entities may
communicate with the server computer system 108 aveetwork 106. The network 106
may include a virtual private network, an intrariée Internet, a cellular network, a local

area network, a satellite network or any other swetiwvork and/or combination thereof.

Additionally, the sever computer system 108 maglement a firewall 104 to permit or deny
communications based at least in part on a secpalgy. In some examples, this firewall
may block one or more ports of the target compusggtem or target virtual computer
system instance unless those ports are specifitalgned.” In other words, data packets
received at the server computer system 108 spegityie blocked 112 (i.e., unopened) ports
may be ignored or may cause an error code to betgsahe source of the packets. If the
traffic does not violate the security policies thadfic may be allowed 110 by the firewall 104

to reach the customers 102 computer system ingance

The server computer system 108 may organize conguisources assigned to customers in

to resource groups such as firewalls, scaling ggaamm/or other such groups. One or more

resources may be associated with and/or placedsiource groups indicating one or more

resource groupings and/or one or more resourcendepeies. Resource groups may be
6
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nested so that, for example, a scaling group meludie one or more firewalls which may
include one or more resources and/or may include @nmore other resource groups. As
used herein, the term firewall 104 may refer todhere, software, or combination thereof
configured to control inbound and outbound netwioalfic based at least in part on a policy.
The firewall 104 may be configured to ensure thesusity by, for example, examining
network traffic to verify that incoming and/or ooigg data packets conform to one or more
security policies. The firewall 104 may further leenfigured to verify credentials of
connections to resources, may be configured talatdithose credentials using one or more
policy services or perform combinations of thesd/another security-related functions. The
firewall 104 may be implemented as hardware, softwlrmware, a virtual device, or as a

combination of these and/or other such implemesrtatiethods.

Furthermore, the server computer system 108 mawudaca logging entity (described in
greater detail below) communicatively coupled te firewall 104 such that the logging
entity may obtain log information 114 from the fir@ll 104 and store the information using
computing resources of the server computer syst@®n The customer 102 or other entity
may then access the log information 114 storedhbyserver computer system 108. The log
information 114, as described in greater detaiblyemay include information corresponding
to the customer, network interface, number of peckeansmitted for a particular network
flow, number of bytes for a particular network flogource address, destination address,
source port, destination port, action performedhgyfirewall 104, protocol associated with a
particular network flow, an application associateith a particular flow, and other
information logged by the server computer syste®. 10 various embodiments, a customer
may cause the logging entity or other componerthefserver computer system 108 to filter
the log information based at least in part on anmaore attributes of the log information. For
example, the customer may, through a managemesbl®described in greater detail below
in connection with FIG. 3, cause the log informatito be filtered such that the log
information includes only log entries correspondiogetwork packets and/or network flows
denied or blocked by the firewall 104. In yet amutlexample, the customer may request
filtered log information from a metrics service ¢debed in greater detail below), the metrics
service may then filter the log information obtalnéom the logging entity for the
information requested by the customer.

FIG. 2 is an illustrative, simplified block diagramh a server computer system 200 that may
be used to practice at least one embodiment optbgent disclosure. The server computer
7
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system 200 may contain system hardware 212, themybardware 212 may be used to
support the execution of a variety of applicatiohke system hardware 212 may include
memory 210, one or more central processing uniBdJ€) 214, and a network interface 218.
The system hardware 212 may include other hardwakgéces not shown in FIG. 2 for

simplicity, the other hardware device may storeicks; graphics devices, input output (I/O)
controller or any other hardware device suitablesigoporting the execution of one or more
hypervisors 202 or other applications. The one orententral processing units 214 (also
referred to as processors for simplicity) may bengmnicatively coupled to a number of
systems or hardware devices, such as the memorya2tOthe network interface 218. The
server computer system 200 may also include sewagalications, including a hypervisor

218 and a computer system instance 220, which n@yde as illustrated in FIG. 2 a virtual

network driver 226. The virtual network driver 28&y provide a network interface for the

customer computer system instances 220.

The hypervisor 202 may be a set of computer exbtutastructions, that when executed by
one or more processors of the server computermy2@, causes the system to provide a
virtual operating platform and manage access tasylséeem hardware 212. Furthermore, the
hypervisor 202 may provide support for computerteysinstance 220. Computer system
instances 220 may be a virtual computer systemigunefd to execute one or more

applications implemented by the customer. For exeyrthe computer system instance 220
may execute a web server operated by the custdimercomputer system instance 220 may
also be communicatively coupled to the hypervisd2 20 enable hypervisor management

commands received from the customer to be transtnitt the hypervisor 202.

The memory 210 may provide a computer-readablagéomedium for storing data that may
provide the functionality of at least one emboditn&fithe present disclosure. The data stored
in the memory 210 (programs, code modules, instus} that, when executed by one or
more processors 214, may provide the functionalityone or more embodiments of the
present disclosure. These application modulessiruations may be executed by the one or
more processors 214. The network interface 218 Imeayetwork interfaces connected to the
computing system 200. The network interface 218 rbaya hardware, software, or
combination thereof configured to receive and tmaihspplication data, such as computer
system instance 220, over a network 206 to oneare mather computing systems. Although
only one enhanced network interface 218 is showFi@ 2, multiple network interfaces 218
may be connected to computing system 200 in acnosdaith the present disclosure. The
8
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network interfaces 218 may be configured to serdlirageive application data through the

virtual network driver 226 included in the compusgstem instance 220.

The server computer system 200 may also includeewdll 204. The firewall 204 may be
configured to permit or block network traffic basatleast in part on one or more security
policies provided by the customer or computing vese service provider. The firewall 204
may be implemented as hardware, software, or a ic@tbn thereof. For example, the
firewall 204 may include a kernel module configutedfilter network traffic directed to
computer system instances 220 implemented by ttverseomputer system 200. In addition,
the server computer system may include a logginiitye@08 configured to obtain log

information from the firewall 204.

The logging entity 208 allows customers to obtag information regarding network traffic
flows to and from the virtual network driver 226tbe server computer systems 200. The log
information captured by the logging entity 208 ud#s customer identification information,
virtual network driver identification informationpacket count, byte count, timestamp
corresponding to the start of the network flow,dstamp corresponding to the end of the
network flow, and an action performed by the firéw204. The logging entity 208 can
publish the log information to a storage devicempating service, or server computer
system. For example, the logging entity may beigonéd to publish the log information to a
metrics service described in greater detail beladitionally, the logs may be published at
various intervals of time or may be streamed diyeict the receiving party as the logs are
generated. For example, streaming the log infoonatd an intrusion detection system may

enable real-time or near real-time attack mitigatio

The network log information may enable the custowetroubleshoot various customer
networks. The customer networks may include ressupcovided by the computing resource
service provider as well as computing resourcesabpe by the customer, for example, on
premise computing resources. In a specific trolfdesng example, a least some network
traffic may not be reaching the customer’s compuistances provided by the computing
resource service provider. The network log infoforat may include information

corresponding to denied network traffic to the ouostr's computer instance, enabling the
customer to see that a firewall or other device rbayblocking inbound traffic to the

customer’s computer instance. Alternatively, thewoeek log information may indicate to the
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customer that the source traffic from another campunstance is being blocked and is not

reaching the filters on a second computer instance.

The network log information may also be used innsmtion with intrusion detection and
mitigation systems. For example, if the customeosiputer instance has been compromised
the network log information may indicate that thastomer’s computer instance is
performing port scans of other network interfacés€@mputer instances in the customer’s
virtual private network, or port scans against imé¢ hosts, or the computer instance is
transmitting files to an Internet host. Additioryathe network log information may indicate a
potential attack that might be mounting. For examphe network log information may
include denied SSH traffic going to multiple comguinstances operated by the customer,
the customer may then take specific countermeasisrpsr the customer’s corporate policy.

The network logging information may be providedatmetrics service. The metrics service,
described in greater detail below, may provideousivisualizations to the customer such as
accepted traffic to the customer instances, trgfatterns to the customer’s instances, and
other visualizations. The network log informationayn also include information
corresponding to specific user sessions or IP @essin addition to metrics services, the
network log information may be used for network lgsia. The analysis and/or metrics
service may also include alarms configured to wanasotifications to customers in response
to detected events or attributes, for exampldyafrietwork traffic to the customer’s computer
instance is above a threshold for an interval mietior the customer’s computer instance is

receiving no network traffic for an interval of t&m

Network log information may include a variety offfdrent elements including format
version, customer account identification informationetwork interface identification
information on which the flow is captured, sourcel@ss of the flow, destination address of
the flow, source port of the flow, destination poftthe flow, protocol in use by the flow,
calculated number of packets seen in the flow duairsampling window, a number of bytes
seen in the flow during the sampling window, stdrthe sampling period for which flow is
detected, end of the sampling period for which flewletected, and an action associated with
the flow. The action may include a variety of andaken by the firewall or other device

implements by the computing resource service pensdch as accept, deny, or no data.

10
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FIG. 3 shows a webpage 300 which may be displaye@rb application executed by a

computing device enabling a user to interact withetwork logging service operated by a
computing resource service provider. The webpa@ep80vides the user the ability to select
a variety of options for controlling providing nedvk log and/or computer log information to

an end point. Network log information may includéormation corresponding to any transfer
of some amount of data between two endpoints (aisca pair of applications or a pair of
modules of the same application, typically runnimgdifferent physical hosts) in accordance
with one or more networking protocols. It is notéat although, for ease of explanation,
much of the following description refers to a sausnd a destination for a given network
transmission, either direction for a bi-directioniednsmission between the two endpoints
involved in the transmission may each be consideifter a source or a destination for
different subsets of the bi-directional traffic.e&'lbomputer log information may include any
information records by a computer system corresjmgntb the operation of the computer

system, such as actions taken, error codes, oesudt of an operation.

As illustrated in FIG. 3, the webpage 300 includasous graphical user interface elements
that enable customers to provision, manage, amdaictt with computer instances through a
management console of which the webpage 300 istalee webpage 300 may be displayed
by various applications, such as a mobile appbcatr a web browser. In this example, the
webpage 300 includes various navigational featdfesinstance, on the left-hand side of the
webpage 300, various links 310 may link to one arenother webpages that contain

additional content corresponding to a variety dfedent actions the customer may cause to
be performed. The console pages may correspongei@ibons that may be taken to manage
or otherwise control virtual machine instances Iy virtual machine management service
described in greater detail below. In this examfie, links appear as textual words which

enable the links to be selected using an apprepmgiut device such as a keyboard, mouse,
touchscreen, or other input device. Selection @&f @inthe links 310 may cause an application
displaying the webpage 300 to submit, pursuantWia associated with the selected link by

the programming of the webpage 300, an HTTP redoeghe content associated with the

link to a server that provided the webpage 30hottzer server.

In this example, the webpage 300 also includesaghycal user element configured as a

“next” button 304. The next button 304 may be apbreal user interface element of the

webpage 300 where the underlying code of the webpag is configured such that selection

by an input device of the next button 304 causésmnmation corresponding to the selection
11
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of an endpoint for the network log information awdtomputer log information on the

webpage 300 to be transmitted to one or more sew@puter systems of the computing
resource service provider, such as the server canpystems responsible for executing the
virtual machine management service. Through theagrment console, the customer may be
guided through the process of setting up loggirrgafgarticular computer system instance.
The process may be divided into steps and the mgstonay be prompted to provide

information at each step. For example, the web@ifedisplays to the customer a list of
different types of log information that may be eglled. The customer, using an input device,
may select various attributes of the computer imstaand/or networking environment of the
computer instance. The customer selection maydsedstntil the entire process is completed
or the customer selection may be transmitted toviteal machine management service
upon selection of the next button 304. Although eotht for log information selection is

shown in FIG. 3, the customer may be prompted kecs@ny operating parameters and/or

software application to be executed by the compnttance once instantiated.

In various embodiments, the service provider mayerda@ne the particular type of
virtualization layer for the user based at leaspamt on various factors such as type of log
information selected by the user, quantity of lofprmation selected by the user, operating
system selected by the user, features of the opgraystem selected by the user, particular
features selected by the user, applications seleloyethe user, availability of particular
virtualization layer, cost associated with a pafac virtualization layer, or other factors
suitable for selecting virtualization layers baseduser information. In these embodiments,
the user may or may not be presented with thetwpldiselect a particular virtualization layer
but may be presented with a selection of wheth@mible logging of network transmission
to and/or from the user’'s computer system instaliddie user selects to enable or disable
logging, the user may be presented with the optioselect between the user-selection and

the service-provider-determined selection.

The webpage 300 may also include a graphical useremt configured as a “back” button
306. The back button 306 may be a graphical ugderfate element of the webpage 300
where the underlying code of the webpage 300 cahsempplication displaying the webpage
300 to navigate to a previously navigated webp@gee the customer has made a selection
using the webpage 300 and selected the next b@ddn the application displaying the
webpage 300 may submit an HTTP request for pravisio modification of a computer
system instance supported by a virtualization layfigured to enable or disable logging
12
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for the computer system instance. The request neayransmitted to one or more server
computer systems or services of the computing resoservice provider. For example, the
request may be transmitted to the virtual machirenagement service operated by the
computing resource service provider. The virtualchi@e management service may then
select, based at least in part on the customectg®iea physical host (e.g., server computer
system) capable of performing the selected netwamging or computer logging information
and cause the physical host to instantiate a cangystem instance on behalf of the user. At
some point in time after the computer system ircgtais instantiated, the virtual machine
management service may pass operation of the Vimaahine to the user. The virtual
machine management service or some other servic#eofcomputing resource service
provider may select the physical host based at Irgsart on a variety of factors beyond the
logging options selected by the user, includingadigular geographic area based at least in
part on an Internet Protocol (IP) address assatiaith the request and the user, load on one
or more physical hosts, network traffic associatgth the one or more physical hosts,
request response latency of the one or more physists or any other information suitable
for selecting a physical hosts to instantiate an@are computer instances.

FIG. 4 illustrates an example environment 400 wreemetwork log visualization browser
may be used to display network flow diagrams asritesd herein at least in connection with
FIGS. 1 and 2 and in accordance with at least omgodiment. A network log visualization
browser 402 may be configured to produce netwodkv fivisualization diagrams using
network log information as described herein abosa&ve network flow diagrams, load
network flow diagrams, apply filtering and/or argy processes to network flow diagrams
and/or perform other such processes associatechetttork flow visualization. The network
log visualization browser 402 may be configurec @®mputer service such as a web service
and may be provided as a service by the compugagurce service provider as described

herein at least in connection with FIG. 1.

The network log visualization browser 402 may ingufunctionality 410 to perform
operations such as loading network flow informatigenerating network flow visualizations,
saving network flow visualizations and/or othertsdignctionality. Network log information
may be saved in a network log repository, a dateestr some other such location. Network
flow visualizations may also be saved in a repogitdata store or some other such location.
The network log visualization browser 402 may in@dunctionality 408 to display at least a
subset of the network log information and may alsdude functionality to display the
13
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filtered results of the network log as a resulapplying one or more filtering processes 406.
The filtering processes 406 may be based at leasait on one or more tags as described

herein above.

The network log visualization browser 402 may fartbe configured to produce a network
flow diagram 404 based at least in part on the ag¢wog information and/or based at least
in part on the filtered network log information. &metwork flow diagram 404 may be
displayed using block diagrams, generated imagesjsoialization elements and may, in
some embodiments, include one or more icons. Theank log visualization browser 402
may include a set of tools 412 used to performousrifunctionality in connection with the
displayed network flow diagram 404. The set of o612 may be a set of functions included
in the network log visualization browser 402 thaaleles the customer to perform a variety of
operations such as analyzing the network flow @agr04 or altering the network flow

diagram 404.

As illustrated in FIG. 4, the network flow diagrad4 may be based at least in part on the
topology of a customer’s computer system instamzk raay include relationships (such as
arrows) indicating connections and/or dependenoéd®een the resources, resource groups,
or networks represented by the blocks and/or icam$ various regions. In the example
illustrated in FIG. 4 the arrows indicating conn@cs may also indicate an amount of
network traffic transmitted from the customer’s garter system instances for various
regions. The regions may be geographic regions ay be networks or other groups of
computing resources. In various embodiments, thearg flow diagram 404 additionally
includes text elements displaying, for examplestagsociated with resource types, tags
associated with resource instances, tags assoeigtedesource groups, tags associated with
networks or combinations of these and/or other dags. The network flow diagram 404
may additionally include text elements displayiriger data and/or metadata associated with
the resources, the resource groups, the netwohles,structured description and/or the
computer system. In some embodiments, the netwagkvisualization browser 402 may
include functionality to update (or refresh) thewmrk flow diagram 404 and may, in some
embodiments, include functionality to provide segf relating to that update. For example,
the network flow diagram 404 may be updated autmali&t once additional network log
information is generated by the server computetesysmplementing the customer computer

system instances.
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As may be contemplated, the contents of the netwodk visualization browser 402
illustrated herein relating to browser functionglidisplay modalities, the presence and type
of text elements, the presence and type of icomes and/or other such user interface
elements described herein in connection with thtevork log visualization browser 402 are
merely illustrative examples indicating an embodimef the network log visualization
browser 402. As such, other types of browser fonetity, display modalities, presence and
type of text elements, presence and type of icements and/or other such user interface

elements may be considered as within the scopdeegriesent disclosure.

FIG. 5 illustrates an example environment 500 wreemetwork log visualization browser
may be used to display network flow diagrams asritesd herein at least in connection with
FIGS. 1 and 2 and in accordance with at least omgodiment. A network log visualization
browser 502 may be configured to produce netwodkv fivisualization diagrams using
network log information as described herein abosa&ve network flow diagrams, load
network flow diagrams, apply filtering and/or argy processes to network flow diagrams
and/or perform other such processes associatechetttork flow visualization. The network
log visualization browser 502 may be configurec @®mputer service such as a web service
and may be provided as a service by the compugegurce service provider as described

herein at least in connection with FIG. 1.

The network log visualization browser 502 may inlgufunctionality 510 to perform
operations such as loading network flow informatigenerating network flow visualizations,
saving network flow visualizations and/or othertsdignctionality. Network log information
may be saved in a network log repository, a dateestr some other such location. Network
flow visualizations may also be saved in a repogitdata store or some other such location.
The network log visualization browser 502 may in@dunctionality 508 to display at least a
subset of the network log information and may alsdude functionality to display the
filtered results of the network log as a resulapplying one or more filtering processes 506.
The filtering processes 506 may be based at leasait on one or more tags as described

herein above.

The network log visualization browser 502 may fartbe configured to produce a network
flow diagram 504 based at least in part on the ag¢wog information and/or based at least
in part on the filtered network log information. &metwork flow diagram 504 may be
displayed using block diagrams, generated imagesjsoialization elements and may, in
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some embodiments, include one or more icons. Theank log visualization browser 502
may include a set of tools 512 used to performouarifunctionality in connection with the
displayed network flow diagram 504. The set of $0812 may be a set of functions included
in the network log visualization browser 502 thaaleles the customer to perform a variety of
operations such as analyzing the network flow @agi04 or altering the network flow

diagram 504.

As illustrated in FIG. 5, the network flow diagrébf4 may be based at least in part on the
amount of network traffic transmitted from and riged at the customer’s computer system
instances. The network log visualization browse2 B@ay generate one or more graphs to
include in the network flow diagram indicating ama@unt of network traffic transmitted to
and from the customer’s computer system instanmesdrious intervals of time. In various
embodiments, the network flow diagram 504 additiignacludes text elements displaying,
for example, tags associated with resource tyjpgs, associated with resource instances, tags
associated with resource groups, tags associatdd networks or combinations of these
and/or other such tags. The network flow diagrarh @@y additionally include text elements
displaying other data and/or metadata associatddthe resources, the resource groups, the
networks, the structured description and/or the mater system. In some embodiments, the
network log visualization browser 502 may includedtionality to update (or refresh) the
network flow diagram 504 and may, in some embodisianclude functionality to provide
settings relating to that update. For example nittgvork flow diagram 504 may be updated
automatically once additional network log infornaatiis generated by the server computer

system implementing the customer computer syststangces.

As may be contemplated, the contents of the netwogk visualization browser 502
illustrated herein relating to browser functionglidisplay modalities, the presence and type
of text elements, the presence and type of icomems and/or other such user interface
elements described herein in connection with thtevork log visualization browser 502 are
merely illustrative examples indicating an embodimef the network log visualization
browser 502. As such, other types of browser fonetity, display modalities, presence and
type of text elements, presence and type of icements and/or other such user interface
elements may be considered as within the scopeeqgfriesent disclosure.

The environment such as that illustrated in FIGn&y be useful for a provider such as a
computing resource provider, wherein the computegpurce system responds to requests
16
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from customers to perform various logging functiansconnection with a multi-tenant
environment. As discussed above, the computinguresoservice provider provides a
mechanism to allow customers to obtain network Iofprmation and computer log
information associated with the customer’s compsiatem instances. The environment in
such a case may include additional components amdl@r arrangements, such as those
illustrated in the environment 600 of FIG. 6. listexample, the environment 600 includes a
computing resource service provider 604 in datarmanication with a client device 610 and
server computers 642 over a network 606. In oneoeimient, the server computers 642 may
be one or more computer hardware devices that sed to implement computer system
instances 620, as described above in connectioh RIG. 2. For example, the server
computers 642 may include hardware for implementypgs of computing resources, such
as storage devices, virtualized storage devicégjonking devices, and the like. Additionally,
the implemented computing resources may be progedivatly and remotely managed by a

customer of the distributed computing resource igev

The server computers 642 include a plurality of patar system devices that are each
capable of executing one or more instances 62@extdxy the distributed computing resource
service provider 604. In one embodiment, each ef ghrver computers 642 includes a
processor, a data store, an input/output bus, aadipother component known in the art for
executing instances 620. Additionally, the instan@20 may be virtual machine instances. As
known in the art, a virtual machine instance isretance of a software implementation on a
machine (i.e., a computer) that executes progrémsalphysical machine. For example, each
of the server computers 642 may be configured ax@te an instance manager 618 capable

of implementing the instances 620.

The instance manager 618 may be a hypervisor, alization layer, or another type of
program configured to enable the execution of mldtinstances 620 on a single server
computer system 642, for example. As discussedabgach of the instances 620 may be
configured to execute all or a portion of an aptlmn. Additionally, the network 606 may be
similar to the network as described above. The od®d environment 600 may span one or
more data centers, where each data center maydggagdically distinct from each other.
Additionally, the networked environment 600 shown RIG. 6 may be one of several
embodiments employed by the computing resourceiceeprovider. The server computers
642 may further include a firewall 604 and a loggentity 608. The firewall 604 may be
hardware, software, or combination thereof conkguto manage network traffic to the

17
DWT 29213790v1 0097749-456WO0



10

15

20

25

30

35

instances 620 as described above. Furthermorelotgeng entity 608 may be a set of
computer executable instructions, that when exechyeone or more processors of the sever
computers 642, cause the sever computers 642 &ndboyg information from the firewall
604 and/or the instance manager 618. For exampée,ldgging entity 608 may obtain
network log information from the firewall 604 andnoputer log information from the

instance manger 618.

In one embodiment, the computing resource serviewiger 604 includes a data store
containing resource data 644, an instance sendize &network information service 626, an
intrusion detection service 630, a publishing sErw32, a metrics service 634, a security
service 636, and/or other components. The resalatze644 may include data related to the
server computers 642. For example, in one embodjntien resource data 610 includes one
or more records of server computer data 646. Eaehobthe records of the server computer

data 646 corresponds to the server computers 6@t afetworked environment 600.

The instance service 612 instantiates instances [&&@d at least in part on a set of
preferences provided by the customer. In one embenl, the instance service 612 receives,
from the customer on the client device 610, a rsj640 to create one or more instances 620
and optionally assign the logging entity 608 to ieigprmation corresponding to the operation
of the instances 620. Additionally, the request 62i¢eived from the customer operating the
client device 610 may also indicate a time to sadcution of the requested instances 620. In
response to receiving the request, the instancdcee612 instantiates instances 620. In
various embodiments, the intrusion service 630 etrigs service 634 receives the request
640 and transmits a command to the instance sefi@to begin logging information
associated with the instances 620 and store thedtay in the resource data 644 data store,

such as network log data 646.

The customer may interact with the computing reseuservice provider 604 (via
appropriately configured and authenticated APlsyatb create, delete, and describe log
information collected from instances 620 that ar&tantiated on server computers 642 and
operated by the computing resource service prove@dr. Additionally, the customer may
create one or more security groups using the dg@earvice 636, the security groups may be
a logical collection of instances 620 that are gogd by the same set of security policies
applied by the firewall 604. The customer may pdevihe set of security policies or the
computing resource service provider 602 may dedimeinimum set of security policies. In
18
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various embodiments, the customer may create anuhgeasecurity groups through a
management console provided by the computing resowervice provider 604. The
management console may be exposed to the cust@mersvebpage, such as the webpage
illustrated above in connection with FIG. 3, byeirsicting with the webpage (e.g., through a
browser application) the customer may cause ARs$ ¢albe generated. The generated API
calls may cause the computing resource serviceigeow04 or component thereof to

perform various operations indicated by the custome

The intrusion detection service 630 may includeolection of devices and/or software
applications that monitor network 606 and/or sergemputer system 646 activity for
malicious activities or policy violations. Furtheone, the logging entity 608 or the publishing
service 632 may provide the intrusion detectiorviser 630 with network log data 646.
Furthermore, the intrusion detection service 63 o@relate network log data 646 across
various instances 620 operated by different custentgorrelating the network log data 646
may enable the intrusion detection service 63tain additional information corresponding
to an attack or attacker. For example, the log mdigate that a source IP address is scanning
a particular network for opened ports. This acfivitay indicate the source IP address is
involved in an attack and the intrusion detectigsteam may cause data packets transmitted
from the source IP address to be blocked. In varembodiments, the intrusion detection
service 630 generates updates to the set of sepalices managed by the security service
636 and provides the updated set of policies tdfitbevall 604 or other computing devices
operated by the computing resource service provéfet. In addition to the intrusion
detection service 630, the computing resource &erprovider may operate an intrusion
prevention service (not illustrated in FIG. 6 famplicity). The intrusion prevention service
may include one or more network devices configucedrevent and/or block intrusions that
are detected. For example, the intrusion prevenservice may send an alarm, drop
malicious packets, reset a connection, or blockrdi#ic from the offending IP address. The
intrusion prevention system may monitor networlficdy at least obtaining the network log
data 646 from the logging entity 608 or the publighservice 632.

The network information service 626 may maintaistomer account information and other

information corresponding to the customer. For gdemthe network information service

626 may include customer identification informatianstance identification information,

network interface identification information, anther information suitable for identifying

information associated with a particular custontar example, as described above, the
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network log information may include customer id&adtion information. The logging entity
608 or metrics service 634 may obtain the customentification information from the
network information service 626. The publishingveas 632 publishes and schedules updates
to the network log data 646 to the resources détad® other end point designated by the
customer. The publishing service 632 may also peradly or aperiodically check if the
logging entity 608 has additional log informatiankie published to one or more end points.
In various embodiments, the publishing service 68% transmit log information real-time

or near real-time to the various end points.

The metrics service 634 may receive, from the lagitity 608 or other component of the
server computer system 642, resource data 644spomding to the instances 620. The
resource data 644 obtained by the metrics senddenay indicate the utilization of various
components of the instances 620 such as the cemtraéssing unit, memory, networking
interface, operating system, applications, and rotieenponents of the instances 620. This
information may be used for a variety of differgmirposes, for example, determining
whether to allocate or deallocate resources taattie-scaling group 602. Additionally, the
information may be used by the maintenance ser6&2 to determine the health of an
instance 620 and/or a server computer system @4 .nmetrics service 634 may obtain and
aggregate utilization information for all of thestances 620 assigned to the auto-scaling
group 602. Furthermore, when instances 620 areglecstandby or detached from the auto-
scaling group 620, the metrics service 634 mayivece@ command to remove the instances
620 from the set of instances 620 for which theriteservice 632 collects and/or aggregates

utilization information for.

FIG. 7 shows an illustrative process 700 which rbayused to provide log information
corresponding to a computer system instance in li-tanant environment in accordance
with at least one embodiment. The process 700 neapdsformed by any suitable system
such as the firewall and logging entity describbdve in FIGS. 1 and 2 or any combination
of systems or component thereof. Returning to FIGn an embodiment, the process 700
includes receiving network traffic 702. The receiveetwork traffic may comprise one or
more network flows or transmissions directed toomputer system instance operated by a
customer and implemented using computing resoypscegided by a computing resource
service provider. The traffic may be received, ascdbed above, at a server computer
system of the computing resource service provilldirewall of the server computer system
may then make a firewall decision based at leapaimhon the received network traffic and a
20
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set of security policies 704. The set of securitligies may correspond to a set of network
traffic which may be allowed by the firewall on arficular set of ports as described above.

The firewall may take an action on the receivetficauch as allow or deny.

Returning to FIG. 7, the process 700 may furthetuithe obtaining additional information
corresponding to the received network traffic amewall decisions 706. For example, the
logging entity may obtain network interface ideication information and the particular
firewall decision corresponding to a particularwatk flow or network data packet. The
logging entity may then collect network log infortiaa for network flows that correspond to
the received network traffic. As described abowe, network log information may include
information obtained from the network data packethsas source address, size, protocol, and
any other information included in the network datecket. The logging entity may then
provide the network log information to a selectexbtthation 710. The destination may be
selected by a customer or may be provided by timepating resource service provider by
default or as a result of various options selebtethe customer, such as a type of logging or
analysis to be provided to the customer. Furtheemibre logging entity may process at least
a portion of the network log information before yitbng the network log information to the

selected destination.

FIG. 8 shows an illustrative process 800 which rbayused to provide log information

corresponding to a computer system instance in li-tanant environment in accordance
with at least one embodiment. The process 800 neapdsformed by any suitable system
such as the firewall and logging entity describédve in FIG 6 or any combination of

systems or component thereof. Returning to FIG@n8an embodiment, the process 800
includes receiving a selection of a network integféo enable logging and a destination for
the log information 802. As described above, thet@mer may be using a client computing
device to interact with a management console expdeethe customer. Through the
management console, the customer may specify aorleimerface, virtual private network,

subnet, computer system instance, or other congpuéisource provided to the customer to

enable logging in.

The management console may then transmit a comuoaiiné appropriate computer system

or service of the computing resource service p&vid cause the computer system to obtain

network log information from the computer systersp@nsible for implementing the selected

network interface 804. Obtaining the network lofprmation may include receiving from a
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publishing service log information generated by sieever computer system. Furthermore,
the log information may include all of the log infieation for the plurality of customers

provided resources by the server computer systetheirulti-tenant environment. The log
information corresponding to the selected netwotkrface may then be retrieved from the
obtain network log information 806. For examples tomputing resource service provider
may scan the log information for information idéyitig the selected network interface. The
computing resource service provider may then pevitk log information to a destination.
For example, the publishing service may then trainsine log information to a metrics

service which may generate visualization of theitdgrmation on behalf of the customer.

FIG. 9 shows an example of a customer connectedctamputing resource service provider
in accordance with at least one embodiment. Thepotimg resource service provider 902
may provide a variety of services to the customéd @&and the customer 904 may
communicate with the computing resource serviceiges 902 via an interface 926, which
may be a web services interface or any other typsustomer interface. The interface 926
may, for instance, be configured to receive APIlsclibm the customer 904 and, to fulfill the
API calls, may cause respective services to perfeanmous operations such as described
above. Each service of the computing resourcecepriovider 902 may be implemented as a
computer system (e.g., a distributed computer syst®mprising multiple computing
devices, each with one or more respective procesat communicate over a network) that
operates according to executable instructions dtadlectively on a set of computer-
readable storage media, where individual compuwadable storage media may each have a
portion of the instructions for causing a respextievice of the computer system to operate.
In some embodiments, at least some of the senaoednteroperable, thereby forming a
larger distributed computer system made up fromviddal distributed computer systems
each that operates a respective service. While &8hows one interface 926 for the services
of the computing resource service provider 902heaevice may have its own interface and,
generally, subsets of the services may have carnelipg interfaces in addition to or as an
alternative to the interface 926. The customer 8@4 be an organization that may utilize
one or more of the services provided by the compgutesource service provider 902 to
maintain and deliver information to its employeeghich may be located in various
geographical locations. Additionally, the custori@d may be an individual that utilizes the
services of the computing resource service prov@@erto deliver content to a working group
located remotely. As shown in FIG. 9, the custori®d4 may communicate with the
computing resource service provider 902 througletavork 906, whereby the network 906
22
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may be a communication network, such as the Inteare intranet or an Internet service
provider (ISP) network. Some communications frora ttustomer 904 to the computing
resource service provider 902 may cause the congpuiasource service provider 902 to
operate in accordance with one or more embodindadsribed or a variation thereof.

The computing resource service provider 902 mayvigeo various computing resource
services to its customers. The services providethbycomputing resource service provider
902, in this example, include a virtual computesteyn service 908, a block-level data
storage service 910, a cryptography service 91Zhrademand data storage service 914, a
notification service 916, an authentication sys&IB, a policy management service 920, a
task service 922 and one or more other services 1924 noted that not all embodiments
described include the services 908—-24 described weterence to FIG. 9 and additional
services may be provided in addition to or as &errative to services explicitly described.
As described, each of the services 908-24 maydectne or more web service interfaces
that enable the customer 904 to submit appropyiatehfigured API calls to the various
services through web service requests. In addieach of the services may include one or
more service interfaces that enable the servicesdess each other (e.g., to enable a virtual
computer system of the virtual computer systemiser908 to store data in or retrieve data
from the on-demand data storage service 914 amal/access one or more block-level data
storage devices provided by the block level daieage service 910).

The virtual computer system service 908 may inclbhdedware, software, or combination
thereof configured to instantiate virtual machinstances on behalf of the customer 904. The
customer 904 may interact with the virtual compwgstem service 908 (via appropriately
configured and authenticated API calls) to provisand operate virtual computer systems
that are instantiated on physical computing devivested and operated by the computing
resource service provider 902. The virtual compuggstems may be used for various
purposes, such as to operate as servers suppartuatpsite, to operate business applications
or, generally, to serve as computing power fordirgtomer. Other applications for the virtual
computer systems may be to support database afqiisaelectronic commerce applications,
business applications and/or other applicationthcdgh the virtual computer system service
908 is shown in FIG. 8, any other computer systentamputer system service may be
utilized in the computing resource service provi®®2, such as a computer system or

computer system service that does not employ Viratéon or instantiation and instead
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provisions computing resources on dedicated oreshaomputers/servers and/or other

physical devices.

The block-level data storage service 910 may caepyne or more computing resources that
collectively operate to store data for a custon@er @sing block-level storage devices (and/or
virtualizations thereof). The block-level storagevites of the block-level data storage
service 910 may, for instance, be operationallgcaied to virtual computer systems provided
by the virtual computer system service 908 to sawvéogical units (e.qg., virtual drives) for
the computer systems. A block-level storage derieg enable the persistent storage of data
used/generated by a corresponding virtual compsystem where the virtual computer

system service 908 may only provide ephemeral statage.

The computing resource service provider 902 alstudes a cryptography service 912. The
cryptography service 912 may utilize one or moogagje services of the computing resource
service provider 902 to store keys of the custormeencrypted form, whereby the keys may
be usable to decrypt customer 912 keys accessiblg to particular devices of the
cryptography service 912.

The computing resource service provider 902 furiheludes an on-demand data storage
service 914. The on-demand data storage servicentipinclude hardware, software, or
combination thereof configured to synchronouslycpss requests to store and/or access data.
The on-demand data storage service 914 may opasitg computing resources (e.g.,
databases) that enable the on-demand data stoeagees914 to locate and retrieve data
quickly, to allow data to be provided in respongesequests for the data. For example, the
on-demand data storage service 914 may maintaiadsttata in a manner such that, when a
request for a data object is retrieved, the dafacblsan be provided (or streaming of the data
object can be initiated) in a response to the reigées noted, data stored in the on-demand
data storage service 914 may be organized into algiects. The data objects may have
arbitrary sizes except, perhaps, for certain caimg on size. Thus, the on-demand data
storage service 914 may store numerous data olpéatarying sizes. The on-demand data
storage service 914 may operate as a key value $hat associates data objects with
identifiers of the data objects which may be usgdhle customer 904 to retrieve or perform
other operations in connection with the data objetored by the on-demand data storage

service 914.
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In the environment illustrated in FIG. 9, a notfion service 916 is included. The
notification service 916 may comprise hardwaretvgarfe, or combination thereof configured
to provide a web service or other interface andvser-based management console. The
management console can be used to configure témicehich customers seek to receive
notifications, configure applications (or peoplsybscribe clients to the topics, publish
messages, or configure delivery of the messages dients’ protocol of choice (i.e.,
hypertext transfer protocol (HTTP), e-mail and $hoessage service (SMS), among others).
The notification service 916 may provide notificeis to clients using a “push” mechanism
without the need to periodically check or “poll”rfmew information and updates. The
notification service 916 may further be used forioaas purposes such as monitoring
applications executing in the virtual computer sgstservice 908, workflow systems, time-

sensitive information updates, mobile applicatiars] many others.

As llustrated in FIG. 9, the computing resourceviee provider 902, in various

embodiments, includes an authentication systema®tiBa policy management service 920.
The authentication system 918, in an embodimerd, gemputer system (i.e., collection of
computing resources) configured to perform openatiovolved in authentication of users of
the customer. For instance, one of the servicesB®8&nd 920-24 may provide information
from a user to the authentication service 918 teive information in return that indicates

whether the user requests are authentic.

The policy management service 920, in an embodime@t computer system configured to

manage policies on behalf of customers (such a®mes 904) of the computing resource

service provider 902. The policy management ser@2@ may include an interface that

enables customers to submit requests related tmamagement of policy. Such requests may,
for instance, be requests to add, delete, changéherwise modify policy for a customer or

for other administrative actions, such as providamginventory of existing policies and the

like.

The computing resource service provider 902, inovarembodiments, is also equipped with
a task service 922. The task service 922 is cord@juo receive a task package from the
customer 904 and enable executing tasks as dictgtede task package. The task service
922 may be configured to use any resource of thepating resource service provider 902,
such as one or more instantiated virtual machimesrimal hosts, for executing the task. The
task service 924 may configure the one or morantstted virtual machines or virtual hosts
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to operate using a selected operating system arad/selected execution application in

accordance with a requirement of the customer 904.

The computing resource service provider 902 addhlly maintains one or more other
services 924 based at least in part on the needis @ustomers 904. For instance, the
computing resource service provider 902 may maingadatabase service for its customers
904. A database service may hardware softwaregrabmation thereof configured to run one
or more databases for one or more customers 904.clktomer 904 may operate and
manage a database from the database service layngtiippropriately configured API calls.
This, in turn, may allow a customer 904 to maintama potentially scale the operations in the
database. Other services include, but are notddnib, object-level archival data storage
services, services that manage and/or monitor geices.

Embodiments of the present disclosure can be destmn view of the following clauses:

1. A computer-implemented method, comprising:

under the control of one or more computer systesnfigured with executable instructions,
receive a request from a customer of a computisguree service provider to enable logging
for a virtual computer system instance, the virtc@nputer system instance hosted by the
computing resources service provider;

filter, by a firewall, network traffic directed tilve virtual computer system instance based at
least in part on one or more security policies maintained by the customer;

obtain networkraffic log information and firewall decisions from the firewall;

retrieve network log information corresponding tee tvirtual computer system instance
operated by the customer; and

provide the retrieved network log information talestination, accessible to the customer,
indicated by the customer in the received request.

2. The computer-implemented method of clause 1rewhéhe destination comprises a
metrics service of the computing resource servioaviger, where the metrics service
configured to provide the customer with metricsomiation corresponding to the virtual
computer system instance hosted by the computismuree service provider for use by the
customer.

3. The computer-implemented method of clause 2,revhethe metrics service is
further configured to generate a visualization efwork traffic associated with the virtual

computer system instance based at least in paheoprovided network log information.
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4, The computer-implemented method of any of claus8&, wherein the destination
comprises a storage service of the computing resoservice provider, where the storage
service is configured to persistently store thewvoek log information such that the network
log information is accessible to the customer.

5. A system, comprising:

a set of computer systems that is configured to:

receive a request from a customer of a computisguree service provider to enable logging
for a virtual computer system instance supportea¢dmputing resources of the system and
programmatially managed by the customer;

receive one or more data packets at a networkfauiof the system, where the one or more
data packets are associated with a set of netwovksfdirected to the virtual computer
system instance;

filter the one or more data packets at a firewaliddl at least in part on one or more security
policies, where the one or more security policiedidate whether to allow or deny a
particular data packet based at least in part on information contained in the data packet;

as a result of fulfilment of the received requeatising logging to be enabled, obtain log
information corresponding to the filtering of theeoor more data packets and a set of actions
performed by the firewall in filtering the one or more data packets; and

provide the log information to a destination acit#edo the customer.

6. The system of clause 5, wherein the destinafisther comprises an intrusion
prevention system configured to apply the one arensecurity policies.

7. The system of clause 6, wherein the intrusioevemtion system is further
configured to update the one or more security psibased at least in part on the provided
log information.

8. The system of clause 7, wherein the intrusioevemtion system is further
configured to provide the update to the one or nseririty policies to the firewall.

9. The system of any of clauses 5-8, wherein theong further includes instructions
that, when executed by the one or more processausge the system to provide a notification
to the customer based at least in part on an aatrby the customer with the metrics service.
10. The system of any of clauses 5-9, wherein temany further includes instructions
that, when executed by the one or more processausge the system to filter the obtained log
information based at least in part on one or marébates of the log information as a result
of receive, from the customer associated with th@al computer system instance, a request

to filter the obtained log information.
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11. The system of any of clauses 5-10, wherein iiemory further includes
instructions that, when executed by the one or npooeessors, cause the system to disable
logging for the virtual computer system instanceduohat least in part on receiving, from the
customer associated with the virtual computer systestance, an API call to terminate
logging of the virtual computer system instance.
12. The system of any of clauses 5-11, whereimtémory further includes instructions
that, when executed by the one or more processarsse the system to provide the log
information to another destination based at leaspart on receiving, from the customer
associated with the virtual computer system insgaran APl call indicating the other
destination.
13. A set of non-transitory computer-readable gferaedia having collectively stored
thereon executable instructions that, when exechyedne or more processors of a set of
computer systems, cause at least a subset ofttbés@mnputer systems to at least:
fulfill a request from a customer of a computingaerce service provider to enable logging
for a virtual computer system instance supportedcbgnputing resources hosted by a
computing resource service provider;
filter network traffic at a firewall, at least agion of the network traffic directed to a set of
computing resources used at least in part to suigpervirtual computer system instance
managed by the customer based at least in part on one or more security policies;
as a result of fulfillment of the received requedttain, from the firewall, network traffic log
information;
retrieve, from the obtained network log informatidng information corresponding to the
virtual computer system instance; and
provide the retrieved log information to a storagevice for persistent storage.
14. The non-transitory computer-readable storagdiune of clause 13, wherein the
instructions that cause the computer system toiveca request from a customer of a
computing resource service provider to enable logdgurther include instructions that cause
the computer system to enable logging for the s&bmputing resources based at least in
part on receiving a command from a management é®esposed to the customer, where the
management console receives a selection of thealitomputer system instance managed by
the customer to enable logging for.
15. The non-transitory computer-readable storagaiume of clauses 13 or 14, wherein
the instructions further comprise instructions thahen executed by the one or more
processors, cause the computer system to provaeethieved log information to a metrics
service.
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16. The non-transitory computer-readable storagdiume of any of clauses 13-15,
wherein the instructions further comprise instroes that, when executed by the one or more
processors, cause the computer system to genesse & visualization indicating one or
more attributes of the portion of the network tiaffirected to the virtual computer system
instance based at least in part on the retrievgélfi@rmation.

17. The non-transitory computer-readable storagdiume of any of clauses 13-16,
wherein the instructions that cause the computestesy to retrieve log information
corresponding to the set of computing resourcethdurinclude instructions that cause the
computer system to retrieve log information fored of virtual computer system instances
managed by the customer, where at least a portidheoset of virtual computer system
instances are supported by the set of computinguress and the virtual computer system
instance is a member of the set of virtual compsystem instances.

18. The non-transitory computer-readable storagdiume of any of clauses 13-17,
wherein the instructions further comprise instroes that, when executed by the one or more
processors, cause the computer system to provaleetneved log information to a third
party service provider not responsible for the catapsystem.

19. The non-transitory computer-readable storagdiume of any of clauses 13-18,
wherein the instructions further comprise instrores that, when executed by the one or more
processors, cause the computer system to:

retrieve additional network log information corresgding to a second set of computing
resources hosted by the computing resource sepvamgder and used to support a second
virtual computer system instance managed by a second customer; and

wherein providing the retrieved network log infoina to the storage service for persistent
storage further includes providing the additionatwork log information to the storage
service for persistent storage.

20. The non-transitory computer-readable storagdiume of any of clauses 13-19,
wherein the instructions further comprise instroes that, when executed by the one or more
processors, cause the computer system to disatpgntyp for the virtual computer system

instance based at least in part on receiving a aamdnfrom the customer to disable logging.

FIG. 10 illustrates aspects of an example envirantini®00 for implementing aspects in

accordance with various embodiments. As will be rapjted, although a web-based

environment is used for purposes of explanatiofierdint environments may be used, as

appropriate, to implement various embodiments. €heironment includes an electronic

client device 1002, which can include any apprdpraevice operable to send and/or receive
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requests, messages or information over an apptepm&twork 1004 and, in some
embodiments, convey information back to a userhef device. Examples of such client
devices include personal computers, cell phonesdheld messaging devices, laptop
computers, tablet computers, set-top boxes, perstata assistants, embedded computer
systems, electronic book readers and the like. figtevork can include any appropriate
network, including an intranet, the Internet, aludat network, a local area network, a
satellite network or any other such network and@mnbination thereof. Components used for
such a system can depend at least in part upornygee of network and/or environment
selected. Protocols and components for commungaiia such a network are well known
and will not be discussed herein in detail. Comroaton over the network can be enabled
by wired or wireless connections and combinatidrerdof. In this example, the network
includes the Internet, as the environment inclualegeb server 1006 for receiving requests
and serving content in response thereto, althoogtother networks an alternative device
serving a similar purpose could be used as wouldpgparent to one of ordinary skill in the

art.

The illustrative environment includes at least application server 1008 and a data store
1010. It should be understood that there can berakapplication servers, layers or other
elements, processes or components, which may beechar otherwise configured, which
can interact to perform tasks such as obtaining ttam an appropriate data store. Servers,
as used herein, may be implemented in various way&) as hardware devices or virtual
computer systems. In some contexts, servers may tefa programming module being
executed on a computer system. As used hereinssurdéherwise stated or clear from
context, the term “data store” refers to any dewcecombination of devices capable of
storing, accessing and retrieving data, which nmyude any combination and number of
data servers, databases, data storage devices aadsibrage media, in any standard,
distributed, virtual or clustered environment. Theplication server can include any
appropriate hardware, software and firmware foegnating with the data store as needed to
execute aspects of one or more applications foclieat device, handling some or all of the
data access and business logic for an applicafioa.application server may provide access
control services in cooperation with the data stord is able to generate content including,
but not limited to, text, graphics, audio, videalam other content usable to be provided to
the user, which may be served to the user by thessever in the form of HyperText Markup
Language (“HTML”"), Extensible Markup Language (“XN)l. JavaScript, Cascading Style
Sheets (“CSS”) or another appropriate client-sidectured language. Content transferred to
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a client device may be processed by the clientogeto provide the content in one or more
forms including, but not limited to, forms that gverceptible to the user audibly, visually
and/or through other senses including touch, tasté/or smell. The handling of all requests
and responses, as well as the delivery of contetwden the client device 1002 and the
application server 1008, can be handled by the welver using PHP: Hypertext
Preprocessor (“PHP”), Python, Ruby, Perl, Java, HTXML or another appropriate server-
side structured language in this example. It shbeldinderstood that the web and application
servers are not required and are merely examplgaoents, as structured code discussed
herein can be executed on any appropriate devideosir machine as discussed elsewhere
herein. Further, operations described herein asgbperformed by a single device may,
unless otherwise clear from context, be performatectively by multiple devices, which
may form a distributed and/or virtual system.

The data store 1010 can include several separasetables, databases, data documents,
dynamic data storage schemes and/or other datagstonechanisms and media for storing
data relating to a particular aspect of the presisitlosure. For example, the data store
illustrated may include mechanisms for storing pidobn data 1012 and user information
1016, which can be used to serve content for thdymtion side. The data store also is shown
to include a mechanism for storing log data 101ictvcan be used for reporting, analysis or
other such purposes. It should be understood tieae tcan be many other aspects that may
need to be stored in the data store, such as paggei information and access rights
information, which can be stored in any of the abbsted mechanisms as appropriate or in
additional mechanisms in the data store 1010. Hta store 1010 is operable, through logic
associated therewith, to receive instructions frili® application server 1008 and obtain,
update or otherwise process data in response ¢theféie application server 1008 may
provide static, dynamic or a combination of staitd dynamic data in response to the
received instructions. Dynamic data, such as datd un web logs (blogs), shopping
applications, news services and other such appitatmay be generated by server-side
structured languages as described herein or magrdaded by a content management
system (“CMS”) operating on, or under the contipltiee application server. In one example,
a user, through a device operated by the user,traigimit a search request for a certain type
of item. In this case, the data store might actessiser information to verify the identity of
the user and can access the catalog detail infamm&t obtain information about items of
that type. The information then can be returneth&ouser, such as in a results listing on a
web page that the user is able to view via a browsdhe user device 1002. Information for
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a particular item of interest can be viewed in dickted page or window of the browser. It
should be noted, however, that embodiments of tiesemt disclosure are not necessarily
limited to the context of web pages, but may beengenerally applicable to processing
requests in general, where the requests are ness&aly requests for content.

Each server typically will include an operating teys that provides executable program
instructions for the general administration andrapen of that server and typically will

include a computer-readable storage medium (elgaré disk, random access memory, read
only memory, etc.) storing instructions that, whetecuted by a processor of the server,
allow the server to perform its intended functioBaitable implementations for the operating
system and general functionality of the serverskamvn or commercially available and are
readily implemented by persons having ordinaryl skilthe art, particularly in light of the

disclosure herein.

The environment, in one embodiment, is a distribad/or virtual computing environment
utilizing several computer systems and componeritat tare interconnected via
communication links, using one or more computewneéts or direct connections. However,
it will be appreciated by those of ordinary skiil the art that such a system could operate
equally well in a system having fewer or a greatember of components than are illustrated
in FIG. 10. Thus, the depiction of the system 1@90~IG. 10 should be taken as being

illustrative in nature and not limiting to the seopf the disclosure.

The various embodiments further can be implementec wide variety of operating
environments, which in some cases can include onenaye user computers, computing
devices or processing devices which can be useg@dmte any of a number of applications.
User or client devices can include any of a nunddegeneral purpose personal computers,
such as desktop, laptop or tablet computers runaistandard operating system, as well as
cellular, wireless and handheld devices runningitaaftware and capable of supporting a
number of networking and messaging protocols. Susisstem also can include a number of
workstations running any of a variety of commeigialvailable operating systems and other
known applications for purposes such as developraedt database management. These
devices also can include other electronic devisesh as dummy terminals, thin-clients,
gaming systems and other devices capable of conuatimy via a network. These devices
also can include virtual devices such as virtuachmrees, hypervisors and other virtual
devices capable of communicating via a network.
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Various embodiments of the present disclosurezetiat least one network that would be
familiar to those skilled in the art for supportingmmunications using any of a variety of
commercially-available protocols, such as Transimms<ontrol Protocol/Internet Protocol
(“TCP/IP"), User Datagram Protocol (“UDP”), protdscoperating in various layers of the
Open System Interconnection (“OSI”) model, Filersir Protocol (“FTP”), Universal Plug
and Play (“UpnP”), Network File System (“NFS”), Caron Internet File System (“CIFS”)
and AppleTalk. The network can be, for exampleaall area network, a wide-area network,
a virtual private network, the Internet, an intrfaren extranet, a public switched telephone
network, an infrared network, a wireless networlsatellite network and any combination

thereof.

In embodiments utilizing a web server, the web sepan run any of a variety of server or
mid-tier applications, including Hypertext Transf@rotocol (“HTTP”) servers, FTP servers,
Common Gateway Interface (“CGI”) servers, data eexvJava servers, Apache servers and
business application servers. The server(s) alsp lmacapable of executing programs or
scripts in response to requests from user devias) as by executing one or more web
applications that may be implemented as one or rsorgpts or programs written in any
programming language, such as Jav@, C# or C++, or any scripting language, such as
Ruby, PHP, Perl, Python or TCL, as well as comimmat thereof. The server(s) may also
include database servers, including without linotatthose commercially available from
Oraclé®, Microsoff®, Sybas® and IBM® as well as open-source servers such as MySQL,
Postgres, SQLite, MongoDB, and any other serveraldap of storing, retrieving and
accessing structured or unstructured data. Datadgsers may include table-based servers,
document-based servers, unstructured serversjoredatservers, non-relational servers or

combinations of these and/or other database servers

The environment can include a variety of data stared other memory and storage media as
discussed above. These can reside in a varietcafibns, such as on a storage medium local
to (and/or resident in) one or more of the compuiar remote from any or all of the
computers across the network. In a particular setrbodiments, the information may reside
in a storage-area network (“SAN”) familiar to thosekilled in the art. Similarly, any
necessary files for performing the functions atitédal to the computers, servers or other
network devices may be stored locally and/or reigotes appropriate. Where a system
includes computerized devices, each such devicenciude hardware elements that may be
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electrically coupled via a bus, the elements iniclgd for example, at least one central
processing unit (“CPU” or “processor”), at leasednput device (e.g., a mouse, keyboard,
controller, touch screen or keypad) and at least amput device (e.g., a display device,
printer or speaker). Such a system may also inaumgeor more storage devices, such as disk
drives, optical storage devices and solid-stateagwdevices such as random access memory
(“RAM”) or read-only memory (“ROM”), as well as reswable media devices, memory

cards, flash cards, etc.

Such devices also can include a computer-readatage media reader, a communications
device (e.g., a modem, a network card (wirelessid), an infrared communication device,
etc.) and working memory as described above. Tihepater-readable storage media reader
can be connected with, or configured to receivesomputer-readable storage medium,
representing remote, local, fixed and/or removaldeage devices as well as storage media
for temporarily and/or more permanently containistpring, transmitting and retrieving
computer-readable information. The system and uaraevices also typically will include a
number of software applications, modules, servaresther elements located within at least
one working memory device, including an operatiggtesm and application programs, such
as a client application or web browser. It shoutdappreciated that alternate embodiments
may have numerous variations from that describedeab~or example, customized hardware
might also be used and/or particular elements niighimplemented in hardware, software
(including portable software, such as applets)ath bFurther, connection to other computing

devices such as network input/output devices magniygloyed.

Storage media and computer readable media for ioomjacode, or portions of code, can
include any appropriate media known or used in dhe including storage media and
communication media, such as, but not limited watile and non-volatile, removable and
non-removable media implemented in any method @hrielogy for storage and/or
transmission of information such as computer reledaistructions, data structures, program
modules or other data, including RAM, ROM, Eledlig Erasable Programmable Read-
Only Memory (‘EEPROM?”), flash memory or other memaechnology, Compact Disc
Read-Only Memory (“CD-ROM?”), digital versatile disfDVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic aiskgst or other magnetic storage devices or
any other medium which can be used to store the&edesformation and which can be
accessed by the system device. Based on the diselend teachings provided herein, a
person of ordinary skill in the art will appreciatther ways and/or methods to implement the
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various embodiments.

The specification and drawings are, accordinglypgaegarded in an illustrative rather than a
restrictive sense. It will, however, be evidentttharious modifications and changes may be
made thereunto without departing from the broag&itsand scope of the invention as set

forth in the claims.

Other variations are within the spirit of the pmasedisclosure. Thus, while the disclosed
techniques are susceptible to various modificatiand alternative constructions, certain
illustrated embodiments thereof are shown in tlavidrgs and have been described above in
detail. It should be understood, however, thatahgmno intention to limit the invention to the
specific form or forms disclosed, but on the camyrahe intention is to cover all
modifications, alternative constructions and egleints falling within the spirit and scope of

the invention, as defined in the appended claims.

The use of the terms “a” and “an” and “the” anditanreferents in the context of describing
the disclosed embodiments (especially in the cantéxthe following claims) are to be
construed to cover both the singular and the pluraless otherwise indicated herein or
clearly contradicted by context. The terms “compgs “having,” “including” and
“containing” are to be construed as open-ended g€fire., meaning “including, but not
limited to,”) unless otherwise noted. The term “gecated,” when unmodified and referring to
physical connections, is to be construed as parthyholly contained within, attached to or
joined together, even if there is something inteing. Recitation of ranges of values herein
are merely intended to serve as a shorthand methaderring individually to each separate
value falling within the range, unless otherwisdidated herein and each separate value is
incorporated into the specification as if it wenglividually recited herein. The use of the
term “set” (e.g., “a set of items”) or “subset” as$ otherwise noted or contradicted by
context, is to be construed as a nonempty collectiomprising one or more members.
Further, unless otherwise noted or contradicted coptext, the term “subset” of a
corresponding set does not necessarily denote @epsubset of the corresponding set, but

the subset and the corresponding set may be equal.

Conjunctive language, such as phrases of the fatnteast one of A, B, and C,” or “at least

one of A, B and C,” unless specifically stated othise or otherwise clearly contradicted by

context, is otherwise understood with the contextised in general to present that an item,
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term, etc., may be either A or B or C, or any nopgnsubset of the set of Aand B and C. For
instance, in the illustrative example of a set hguwihree members, the conjunctive phrases
“at least one of A, B, and C” and “at least onéApB and C” refer to any of the following
sets: {A}, {B}, {C}, {A, B}, {A, C}, {B, C}, {A, B, C}. Thus, such conjunctive language is
not generally intended to imply that certain embueghts require at least one of A, at least

one of B and at least one of C each to be present.

Operations of processes described herein can Herped in any suitable order unless
otherwise indicated herein or otherwise clearlytmicted by context. Processes described
herein (or variations and/or combinations thereadly be performed under the control of one
or more computer systems configured with executadsieuctions and may be implemented
as code (e.g., executable instructions, one or ngcoraputer programs or one oOr more
applications) executing collectively on one or mprecessors, by hardware or combinations
thereof. The code may be stored on a computerdéadtorage medium, for example, in the
form of a computer program comprising a pluralityrestructions executable by one or more

processors. The computer-readable storage mediynbenaon-transitory.

The use of any and all examples, or exemplary laggue.g., “such as”) provided herein, is
intended merely to better illuminate embodimentstied invention and does not pose a
limitation on the scope of the invention unlesseotfise claimed. No language in the
specification should be construed as indicating raory-claimed element as essential to the

practice of the invention.

Embodiments of this disclosure are described henmeatuding the best mode known to the
inventors for carrying out the invention. Variatoomf those embodiments may become
apparent to those of ordinary skill in the art upeading the foregoing description. The
inventors expect skilled artisans to employ suchatians as appropriate and the inventors
intend for embodiments of the present disclosurebéo practiced otherwise than as
specifically described herein. Accordingly, the pemf the present disclosure includes all
modifications and equivalents of the subject matteited in the claims appended hereto as
permitted by applicable law. Moreover, any comhborabf the above-described elements in
all possible variations thereof is encompassedhkeystope of the present disclosure unless

otherwise indicated herein or otherwise clearlyticted by context.

All references, including publications, patent apgtions and patents, cited herein are hereby
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incorporated by reference to the same extent aach reference were individually and

specifically indicated to be incorporated by refex@and were set forth in its entirety herein.

A data center is a facility that houses computstesys and various networking, storage, and
other related components. Data centers may, fompbea provide computing services to
businesses and individuals as a remote computingcseor to provide “software as a
service” (e.g., cloud computing). To facilitate liatation of data center resources,
virtualization technologies may allow a single phgs computing machine to host one or
more instances of virtual machines that appear epérate as independent computer
machines to a connected computer user. With vidai@bn, the single physical computing

device can create, maintain, or delete virtual nreshin a dynamic manner.

Customers of data centers may be provided a widgeraf choices with regard to the
resources that are selected and how the resoureesiaup and utilized. Depending on how
the resources are set up and utilized, customerg experience different levels of

performance for their resources.

Throughout the drawings, reference numbers mayebsed to indicate correspondence
between referenced elements. The drawings aredaoup illustrate example embodiments
described herein and are not intended to limitsttagpe of the disclosure.

FIG. 11 is a diagram illustrating a mechanism feerg-driven processing of network traffic
flow information in accordance with the presentctiisure;
FIG. 12 is a diagram illustrating a mechanism feerg-driven processing of network traffic
flow information in accordance with the presenttiisure;
FIG. 13 is a diagram illustrating a mechanism feerg-driven processing of network traffic
flow information in accordance with the presentctiisure;
FIG. 14 is a diagram illustrating a mechanism feerg-driven processing of network traffic
flow information in accordance with the presenttiisure;
FIG. 15 is a flowchart depicting an example procedior event-driven processing of
network traffic flow information in accordance withe present disclosure;
FIG. 16 is a flowchart depicting an example procedtor event-driven processing of
network traffic flow information in accordance withe present disclosure;
FIG. 17 is a diagram illustrating an example corepenvironment that may be used in some
embodiments;
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FIG. 18 is a diagram illustrating an example corepwgystem that may be used in some
embodiments; and
FIG. 19 is a diagram illustrating an example corapenvironment that may be used in some

embodiments.

Embodiments of systems and methods are describbgudeiding access to data in a provider
network. For defined units or subsets of computiegources of the provider network,
network data flows are captured and stored forcsadeunits of time and during selected time
intervals. Event notifications are generated whetwork data flows for a unit of time are
stored and available for processing. In responsmé&oof these events, the provider network
may process the stored data for the unit of tine raake selected parts of the network data
flow data available for requesting customers. Aditaahal network data flows are captured
and stored for additional units of time, the ewveatifications are sent to a queue. The stored
data is processed based on the event notificateinsved from the queue. If a set of stored
data cannot be processed or if there is a delgyaoessing, then the event notifications for
that set of stored data can be returned to theggiegprocessing at a subsequent time.

A service provider, such as an entity that operatpsovider network, may offer computing
resources such as computing instances and stagagerces to customers (who may also be
referred to as entities or users). A customer mayaby person or entity who accesses
computing resources of a service provider. Theisemrovider may, for example, provide a
web services platform. Multiple customers may ascté® web services platform via a
computing node and issue instructions to the wabices platform. The web services
platform may be also be referred to as a multisteneeb services platform to denote that
multiple customers may access the platform. The s&fvices platform may respond to
instructions by performing computing operationsome or more of a plurality of computing

nodes that make up the web services platform.

Other types of resources may be offered by theigeo\network. For example, the provider
network may provide monitoring and assessment afustomer’s instances and other
resources and applications running on the resour8esh monitoring and assessment
services may generally be referred to herein asures analysis services. The monitored and
assessed information may be useful for collectimdy taacking various metrics and providing
recommendations regarding system and network aathite, resource utilization, application
performance, and operational health of the ressumlssociated with customers. Such
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information may be useful for keeping instances apglications operating smoothly and
efficiently. This information may be analyzed totetenine if the customer’s resources and

their configurations are optimized for their intexdduse.

Such computing environments are large and complex iaclude a vast number of
interconnected devices with a mix of various typéslata flowing through both virtual and
physical components. The various computing devisesh as servers and routers, may have
complex interactions, and behaviors in one areaaftact the performance of the entire
computing environment. In many cases, customers h@ase hundreds or thousands of
instances, and it may be difficult for a customerascertain how to assess the customer’s
configuration and architecture and how various ®tmay be impacted by network

configuration and architecture decisions.

In many cases, customers of the provider network beainterested in network traffic flow
information. The provider network may, for examplellect IP network traffic as data enters
or exits a selected interface of a defined netwbodkindary. The network traffic flow
information may be useful to analyze network taffow and volume to determine sources
and destinations of data traffic as well as theunw of data traffic being generated. The
provider network may execute one or more functtonsollect IP traffic statistics on selected
interfaces and store the data for network trafhalgsis. Network traffic flow information
can include data packets that include the ingnetesface, source IP address, destination IP

address, source port, destination port, and egre$ace.

The amount of network traffic flow information thiatgenerated for a given set of computing
resources can be significant. For example, for \ergidroplet or other defined unit of
computing capacity, the provider network may wanfilter out unwanted data flows and
identify flows requested by the customers. Becauidbe significant volume of data and the
amount of processing for providing the requestenvs| the stored network traffic flow
information may not be processed in time to keepwiilhn the data as it is collected,
especially using a polling approach where the @siog component continuously polls to

determine if captured network traffic flow infornat is available to be processed.

The present disclosure describes systems and nsetfoodan event-driven approach to

processing network traffic flow information thataads polling and allows for processing of

captured network traffic flow information withoutds of data and information. By using an
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event-driven approach, the systems responsiblepfocessing the network traffic flow
information can be notified when stored networkficaflow information is available to be
processed. A number of notifications can be praVvifler a succession of groupings of
network traffic flow information so that the prosesy workflows can process the groupings
of network traffic flow information in a queued fasn. If an issue or problem arises that
prevents processing of a grouping of network teafthw information, then that grouping can
be dropped and processing can continue with thé grexiping. Dropped groupings may be
revisited at a later time for additional processattgmpts to ensure that all captured data is

processed.

In some embodiments, the processing workflow caresg the queue of notifications to
determine if any dropped groupings need to be pmmmk Alternatively, the processing
workflow can analyze stored information to deterenihany dropped groupings need to be
processed. Use of event-driven processing of nétwvaffic flow information can thus allow
for more complete processing of network traffic wfloinformation in a computing
environment with significant computing resourceghaut loss or dropping of data, and
allows for the processing workflows to process dléa as fast as practicable under current

conditions of the computing environment.

In some embodiments, the processed network tréiéie information may be provided to
requesting customers, who may access the netwaifictflow information relevant to their
allocated computing resources. The described edrdregn process can be useful in cases
where a customer sets up a security rule or otbefigurations incorrectly, preventing the
processing workflows to complete data publishingksafor the customer. Such incomplete
events may be queued for repeated attempts atratilae, thus providing the possibility of

fulfilling the customer’s data request without loss

In some embodiments, a grouping of data may beresfdo as a parcel or bucket of data,
which may include network traffic flow informatidior a discrete defined set of computing
resources such as a droplet in a virtualized comgugnvironment. In such a scenario, a
parcel or bucket of data for a droplet may inclneéwork traffic flow information collected
for a ten minute period, for example. The netwadiffic flow information may be collected

at defined time intervals (e.g., every minute).

FIG. 11 is a diagram illustrating an example systenproviding event-driven processing of
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network traffic flow information accordance withetlpresent disclosure. In FIG. 11, system
1100 for providing computing resources is describedording to an embodiment. System
1100 may be implemented, for example, in one orendata centers as described herein.
System 1100 may include groups of computing ressutbat may include a number of
virtual and physical resources. For example, comguinstances may be configured to
provide virtual computing services to a computesrud a public network via a gateway. For
example, virtual computing services may provide ed of remote access enterprise
applications to a group of users who may, for eXampe employees of an enterprise
customer. It will be appreciated that some embodimenay involve additional resources

that are not illustrated in the figure.

FIG. 11 also illustrates network traffic flow pladd50 and network traffic flow packets
1160. Network traffic flow collector 1170 may fatate the storage of the network traffic
flow packets 1160 in network traffic flow storag&8D. When a determined time period has
lapsed, or when some other indication of measurehahoccurred, events 1165 may be sent
to network traffic flow process 1190.

FIG. 12 is a diagram illustrating one example gysfer providing event-driven processing
of network traffic flow information according to enembodiment. FIG. 12 illustrates a
resource group 1210 that is subject to monitorind aapturing of network traffic flow
information. In one embodiment, data traffic foe tresource group may be processed by
components and applications running in kernel sgaceuser space. For example, rules for
the treatment of packet may be implemented by agkenodule and packets may be stored in
a buffer. Applications running in user space maycpss the stored packets and the processes
packets may be placed in a buffer for uploading tstorage 1220. FIG. 12 also illustrates
network flow publisher 1240 that is configured &zeive events from queue 1250 that have
been provided by status publisher 1280 indicativaj tlata is available for processing. The
network flow publisher 1240 accesses parcels frtorage 1220 for processing in storage
1220. In an embodiment, storage 1220 may be camfigto send events indicating that data
is available for processing. The network flow psbér 1240 also accesses customer
information to determine which customers have esdhlplublication of network traffic flow
information. In one embodiment, the network flowbpsher 1240 may be configured to
retrieve data from cache 1260 to determine whidlormation has been requested by
customers, determine which information is requedigdcustomers, parse the data in the
parcel according to customers and customers’ irdtion, identify specific data that matches
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customers’ requests, and store the identified idatag 1230.

FIG. 13 is a diagram illustrating the data flowsaim example system for providing event-
driven processing of network traffic flow informaii according to one embodiment. FIG. 13
illustrates that data from a grouping 1310 of reses is stored in a storage 1320. At a
selected notification point or other criterion, awent is sent to notification engine 1350.
Notification engine 1350 sends a notification toege 1340 that storage 1320 may be
accessed for stored network traffic flow informatiélow publisher 1330 may be configured
to access queue 1340 and access log 1325 for negotalgs for network traffic flow
information. FIG. 13 also illustrates flow publishE330 and network status publisher 1390
that receive information from cache 1380 regardingtomer configuration information that
is stored in database 1370. The customer configarahformation may be received as
information from an application programming inteda(API) 1395 that exposes an interface
to console 1360 that includes a management compdr3&2 and a create/describe/delete

component 1364.

FIG. 14 is a diagram adding further detail to tlkareple system for providing event-driven
processing of network traffic flow information aecdong to one embodiment. FIG. 14
illustrates example data records stored in serd&®0 for customer configuration and
requests that are stored in database 1420. Theretadeds may include identifiers for the
records, a type that indicates whether acceptéicireejected traffic, or all traffic should be
flagged, the state of a request (e.g., active spended), number of attempts, and other
information if implemented. The data records arailable to workflow 1430, which includes
network flow publisher 1440 that is configured t@intain log 1450. The network traffic
flow data stored in log 1450 may include versiomteiface identifier, source address,
destination address, source port, destination gatkets, bytes, timestamp, and type of
traffic Workflow 1430 also includes status publisid45 for providing notifications 1480.
Notifications 1470 may be generated by storage B&7/Buckets or parcels of network traffic

flow data are stored in storage 1475.

In an example use case, the described system &uidprg event-driven processing of

network traffic flow information may be used to esge network traffic being accepted and/or

rejected for the requesting customers via systemitoring logs. For example, the system for

providing event-driven processing of network tmafflow information may employ an IP

address table and generate log data on packetdhavat been accepted or rejected. The
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system may capture these packets at a definednierwal and send the packets to a storage
bucket or parcel at a larger time interval for et processing. An aggregation workflow,
such as network flow publisher 1440 of FIG. 14, riligr out unwanted log data and select
and transmit the relevant traffic information. Thggregation workflow may extract the
customer-specified traffic type(s) from the parcias a virtual private cloud, a subnet, or

some other defined unit of computing and/or netwaaacity.

The network flow publisher 1440 may be configuredbe triggered by event notifications
such as notifications 1470 of FIG. 14. Upon recwjva notification event, network flow
publisher 1440 may access the associated netwaffictiflow information parcel from
storage and generate a log such as log 1450 of FAGor the parcel. The log may be
provided to a monitoring and reporting function @a application programming interface
(API) such as API 1395 of FIG. 13 if the customssariated with the network traffic flow
information has enabled publication of the flow,ltlge publishing permissions are correctly
configured, and other restrictions are not actilffethere is no network traffic flow
information for a given parcel, then network flowhtisher 1440 may provide an indication

that there is no traffic information to report.

FIG. 15 illustrates an example operational procediar providing access to data in a
provider network configured to provide virtualizedmputing services implemented on
networked computing resources to customers of &igeo network. In an embodiment,
event-driven processing of network traffic flowanfnation is implemented by the operations
illustrated in FIG. 15, which begins with operati®&00 to start the operational procedure.
The procedure can be implemented for a pluralitgashputing nodes communicating over a
network. A computing node can comprise a pluradityirtual machines. Operation 1500
may be followed by operation 1502. Operation 150strates receiving information for
monitoring a subset of the computing nodes. Theeaumay be defined, for example, based
on customers of the provider network who have rstpeeaccess to network traffic flow
information for their allocated computing resourcéBe subset may also be defined by the
provider network as computing nodes that are tomwmmitored for network traffic flow

information for subsequent analysis.

Operation 1502 may be followed by operation 150dei@tion 1504 illustrates receiving data

packets being sent over the network. In some embmus, data packets in the network

control plane are received. In other embodimerdta packets being transmitted across the
43

DWT 29213790v1 0097749-456WO0



10

15

20

25

30

35

network are received. Operation 1504 may be foltblwg operation 1506. Operation 1506
illustrates examining the data packets to deternfitiee data packets are network traffic flow
data packets entering or exiting one of the subSebmputing nodes. Operation 1506 may
be followed by operation 1508, which illustratesrstg data packets that are determined to
be network traffic flow data packets entering oitieg the one computing node of the subset.
In some embodiments, operations 1502, 1504, and6 1&& performed during a
predetermined time interval. For example, the nédtwioaffic flow data packets may be

stored at one minute intervals.

Operation 1508 may be followed by operation 151per@tion 1510 illustrates moving the
stored data packets to a data store after a predatzl time period. For example, the stored
data packets may be moved to a data store everynieates. Operation 1510 may be
followed by operation 1512. Operation 1512 illusggasending a notification to one or more
gueues when the stored data packets are movea tath store. For example, referring to
FIG. 13, notification engine 1350 may send a nwdiion to queue 1340 that storage 1320
may be accessed for stored network traffic flovoinfation. In some embodiments, the one
or more queues can be implemented as a distriljutede. Operation 1512 may be followed
by operation 1514. Operation 1514 illustrates répgasaid receiving data packets,
examining, and storing for subsequent predetermiimee periods. For example, operations
1504 through 1512 may be repeated at ten minuerveds or other time interval as
configured by the provider network. Operation 15hdy be followed by operation 1516.
Operation 1516 illustrates retrieving the queuetifioations from the one or more queues
and accessing the data packets in the data st@ecordance with the queued notifications.
For example, referring to FIG. 14, network flow psher 1440 may be configured to be
triggered by event notifications such as notificas 1470. Upon receiving a notification
event, network flow publisher 1440 may access thso@ated network traffic flow
information parcel from storage and generate siagp as log 1450 of FIG. 14 for the parcel.
The notifications in the queue may be processéidsitain / first-out fashion so that the stored
parcels of data may be processed in order. In sami®diments, if the one or more queues
are implemented as a distributed queue, then thiscations can be retrieved from one of

the queues and processed.

Operation 1516 may be followed by operation 151Bei@tion 1518 illustrates processing
the retrieved data packets to identify networkfictaflow data that is to be provided to a
programmatic interface. Operation 1518 may be fedid by operation 1520. Operation 1520
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illustrates sending notifications to the one or enqueues for stored data packets for which
said processing was not completed. For examplege sostwork traffic flow data may be
prevented from being published because a custonagr mve prevented due to security
settings as configured for the customer’s data.kBgping notifications in the queue for
stored data packets that have not completed pliogesepeated attempts to complete the

processing can be made until processing can beletedpr a maximum timeout is reached.

In some embodiments, the data traffic may includivork traffic flow data. Additionally,
the access may be provided by a publisher comparwerfigured to filter and publish the
identified data traffic to the indicated customerie notification may be sent by a status
publisher component configured to receive indicaithat the captured data traffic is stored
in the data store and send the notification topthielisher component. The data store may be

a persistent storage resource configured to steredptured data traffic.

FIG. 16 illustrates an example operational procediar providing access to data in a
provider network allocating virtualized computingsources to customers of the provider
network. In an embodiment, event-driven processihgetwork traffic flow information is
implemented by the operations illustrated in FI®, Which begins with operation 1600 to
start the operational procedure. Operation 1600 roayfollowed by operation 1602.
Operation 1602 illustrates storing time-based gmogg of network traffic flow data for the

virtualized computing resources.

Operation 1602 may be followed by operation 1604ei@tion 1604 illustrates providing
notifications as the time-based groupings are dto@peration 1604 may be followed by
operation 1606, which illustrates retrieving onemare of the notifications. Operation 1606
may be followed by operation 1608, which illusteafgrocessing the time-based groupings
identified in the notifications. The processing @®n may include identifying and
publishing network traffic flow data that is assded with customers who have requested

publication of the network traffic flow data forsaiated virtualized computing resources.

In some embodiments, the time-based groupings eterrdined based on consecutive time

slots defined by the provider network. The timedasagroupings may be stored based on

selected subsets of the virtualized computing nessu The time-based groupings of network

traffic flow data may be stored in a persistentraje resource configured to store the

captured data traffic. Additionally, the selectetbsets of the virtualized computing resources
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may be units of virtualized computing capacity.

In some embodiments, the notifications are storedl retrieved from one or more queues.
The processing may include data traffic being aiszb@r rejected. The publishing may
include making the processed network traffic flovaitable to a monitoring service for the
virtualized computing resources, a network flowlgrer, or a customer-defined storage. The
publishing may be performed by a publisher compbrenfigured to filter and publish the
network traffic flow data to the associated custmne

In some embodiments, the selected subsets incluigual private network, a subnet, or a
virtual network interface. Furthermore, the noations may be provided by a status
publisher component configured to receive indigaithat the captured network traffic flow

is stored and send the natifications to the publigiomponent.

It should be appreciated that the subject mattesgmted herein may be implemented as a
computer process, a computer-controlled apparatua, computing system or an article of
manufacture, such as a computer-readable storagiumme While the subject matter
described herein is presented in the general cbofgxogram modules that execute on one
or more computing devices, those skilled in thendlitrecognize that other implementations
may be performed in combination with other typepmfgram modules. Generally, program
modules include routines, programs, componentsa ddtuctures, and other types of

structures that perform particular tasks or impletparticular abstract data types.

Those skilled in the art will also appreciate ttieg¢ subject matter described herein may be
practiced on or in conjunction with other compusgstem configurations beyond those
described herein, including multiprocessor systemisroprocessor-based or programmable
consumer electronics, minicomputers, mainframe aderp, handheld computers, personal
digital assistants, e-readers, cellular telephosaces, special-purposed hardware devices,
network appliances, and the like. The embodimeessibed herein may also be practiced in
distributed computing environments, where tasks peeformed by remote processing
devices that are linked through a communicationsvok. In a distributed computing
environment, program modules may be located in lathl and remote memory storage

devices.

Networks established by or on behalf of an enstych as a company or organization, to
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provide one or more services (such as various tgbpedoud-based computing or storage)
accessible via the Internet and/or other netwasla distributed set of clients may be termed
provider networks. Such a provider network mayudel one or more data centers hosting
various resource pools, such as collections of ipaysand/or virtualized computer servers,
storage devices, networking equipment, and the likat may be used to implement and
distribute the infrastructure and services offdsgdhe provider network. The resources may
in some embodiments be offered to clients in uo@Bed “instances,” such as virtual or
physical compute instances or storage instancesirtAal computing instance may, for
example, comprise one or more servers with a spdotfomputational capacity (which may
be specified by indicating the type and number B{JE, the main memory size, and so on)
and a specified software stack (e.g., a partiotgasion of an operating system, which may in
turn run on top of a hypervisor).

A number of different types of computing devicesynb@ used singly or in combination to
implement the resources of the provider networkdifferent embodiments, including
general-purpose or special-purpose computer sersensage devices, network devices, and
the like. In some embodiments a client or user tmayrovided direct access to a resource
instance, e.g., by giving a user an administraigml and password. In other embodiments,
the provider network operator may allow clients gpecify execution requirements for
specified client applications and schedule exeoutiothe applications on behalf of the client
on execution platforms (such as application senwstances, Java™ virtual machines
(JVMs), general-purpose or special-purpose opeyatystems, platforms that support various
interpreted or compiled programming languages, sisscRuby, Perl, Python, C, C++, and the
like or high-performance computing platforms) shiéafor the applications. This may be
done without, for example, requiring the clientiizess an instance or an execution platform
directly. A given execution platform may utilize @ror more resource instances in some
implementations; in other implementations, multiplecution platforms may be mapped to a

single resource instance.

FIG. 17 illustrates an example computing environimerwhich the embodiments described
herein may be implemented. FIG. 17 is a diagranerseitically illustrating an example of a
data center 1710 that can provide computing ressurc users 1700a and 1700b (which may
be referred herein singularly as “a user 1700’rothie plural as “the users 1700") via user
computers 1707a and 1707b (which may be referregirhsingularly as “a computer 1707”
or in the plural as “the computers 1707”) via a amwmications network 1730. Data center
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1710 may be configured to provide computing resesirfor executing applications on a
permanent or an as-needed basis. The computingroesoprovided by data center 1710 may
include various types of resources, such as daizepsing resources, data storage resources,
data communication resources, and the like. Eage ©f computing resource may be
general-purpose or may be available in a numbespetific configurations. For example,
data processing resources may be available aslirtachine instances. The instances may
be configured to execute applications, includingoveervers, application servers, media
servers, database servers, and the like. Datagstaesources may include file storage

devices, block storage devices, and the like.

Each type or configuration of computing resource to@ available in different sizes, such as
large resources, consisting of many processorge lamounts of memory, and/or large
storage capacity, and small resources consistinfpwér processors, smaller amounts of
memory, and/or smaller storage capacity. Customeg choose to allocate a number of
small processing resources as web servers andédanye processing resource as a database

server, for example.

Data center 1710 may include servers 1716a andblfd®ich may be referred herein
singularly as “a server 1716” or in the plural #ise”servers 1716”) that provide computing
resources available as virtual machine instancd8dand 1718b (which may be referred
herein singularly as “a virtual machine instanc&&87or in the plural as “the virtual machine
instances 1718”). The virtual machine instances81¥iay be configured to execute
applications, including web servers, applicatiorvees, media servers, database servers, and
the like. Other resources that may be providedioheldata storage resources (not shown) and

may include file storage devices, block storagaasy and the like.

Referring to FIG. 17, communications network 173@ymfor example, be a publicly
accessible network of linked networks and possiplgrated by various distinct parties, such
as the Internet. In other embodiments, communicatioetwork 1730 may be a private
network, such as, for example, a corporate or usityenetwork that is wholly or partially
inaccessible to non-privileged users. In still otkenbodiments, communications network
1730 may include one or more private networks a&tbess to and/or from the Internet.

Communications network 1730 may provide accesstapeiters 1707. Computers 1707 may
be computers utilized by customers 1700 or othestormers of data center 1710. For
48
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instance, user computer 1707a or 1707b may be versea desktop or laptop personal
computer, a tablet computer, a wireless telephanggrsonal digital assistant (PDA), an e-
book reader, a game console, a set-top box, oro#imgr computing device capable of
accessing data center 1710. User computer 1707 ®@fb may connect directly to the
Internet (e.g., via a cable modem or a Digital Subsr Line (DSL)). Although only two

user computers 1707a and 1707b are depicted, iticshe appreciated that there may be

multiple user computers.

User computers 1707 may also be utilized to condigaspects of the computing resources
provided by data center 1710. In this regard, datder 1710 might provide a web interface
through which aspects of its operation may be goméd through the use of a web browser
application program executing on user computer 17BRernatively, a stand-alone
application program executing on user computer 1T0ight access an application
programming interface (API) exposed by data ceb¥O for performing the configuration
operations. Other mechanisms for configuring therafon of the data center 1710,

including deploying updates to an application, miko be utilized.

Servers 1716a and 1716b shown in FIG. 17 may Inelatd servers configured appropriately
for providing the computing resources describedvaland may provide computing resources
for executing one or more applications. In one edirbent, the computing resources may be
virtual machine instances 1718. In the example idtial machine instances, each of the
servers 1716 may be configured to execute an iostaranager 1770a or 1770b (which may
be referred herein singularly as “an instance manag@70” or in the plural as “the instance
managers 1770") capable of executing the virtuathime instances. The instance managers
1770 may be a virtual machine monitor (VMM) or drettype of program configured to
enable the execution of virtual machine instancés8lon servers 1716, for example. As
discussed above, each of the virtual machine inetafh718 may be configured to execute all
or a portion of an application.

It should be appreciated that although the embodtisndisclosed above discuss the context
of virtual machine instances, other types of immgatations can be utilized with the concepts
and technologies disclosed herein. For examplegitiigodiments disclosed herein might also

be utilized with computing systems that do notizgilvirtual machine instances.

In the example data center 1710 shown in FIG. 1Tower 1714 may be utilized to
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interconnect the servers 1716a and 1716b. Rout#rnTdy also be connected to gateway
1740, which is connected to communications netwbri80. Router 1714 may manage
communications within networks in data center 1#h0example, by forwarding packets or

other data communications as appropriate basecaracteristics of such communications
(e.g., header information including source and/estithation addresses, protocol identifiers,
etc.) and/or the characteristics of the privatevoet (e.g., routes based on network topology,
etc.). It will be appreciated that, for the sakeswhplicity, various aspects of the computing
systems and other devices of this example aretrdliesl without showing certain

conventional details. Additional computing systeansl other devices may be interconnected

in other embodiments and may be interconnectedferent ways.

It should be appreciated that the network topoldiggtrated in FIG. 17 has been greatly
simplified and that many more networks and netwuagkidevices may be utilized to
interconnect the various computing systems disddeein. These network topologies and

devices should be apparent to those skilled irathe

It should also be appreciated that data center #lés6ribed in FIG. 17 is merely illustrative
and that other implementations might be utilizedd#ionally, it should be appreciated that
the functionality disclosed herein might be implenteel in software, hardware, or a
combination of software and hardware. Other impletaigons should be apparent to those
skilled in the art. It should also be appreciatedt ta server, gateway, or other computing
device may comprise any combination of hardwarsofiware that can interact and perform
the described types of functionality, including lvatit limitation desktop or other computers,
database servers, network storage devices and oiterork devices, PDAs, tablets,
cellphones, wireless phones, pagers, electronianizgrs, Internet appliances, television-
based systems (e.g., using set top boxes and/son@fdigital video recorders), and various
other consumer products that include appropriatenconication capabilities. In addition, the
functionality provided by the illustrated modulesiynn some embodiments be combined in
fewer modules or distributed in additional modul&smilarly, in some embodiments the
functionality of some of the illustrated modulesyment be provided and/or other additional

functionality may be available.

The provider network may be configured with a dgpilent component to assist customers

in the deployment of new instances of computingueses. The deployment component may

receive a configuration from a customer that inekidiata describing how new instances
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should be configured. For example, the configuratraght specify one or more applications
or software components that should be installethéw instances, provide scripts, and/or
other types of code to be executed in new instamqreside cache warming logic specifying
how an application cache should be prepared, am@rotypes of information. The

deployment component utilizes the customer-providedfiguration and cache warming

logic to launch, configure, and prime new instammesomputing resources.

In at least some embodiments, a computing devieittplements a portion or all of one or
more of the technologies described herein, inclydihe techniques to implement the
functionality of a system for event-driven procegsof network traffic flow information may
include a general purpose computer system thatides! or is configured to access one or
more computer-accessible media. FIG. 18 illustratesh a general-purpose computing
device 1800. In the illustrated embodiment, computievice 1800 includes one or more
processors 1810a, 1810b, and/or 1810n (which mayefsred herein singularly as “a
processor 1810” or in the plural as “the proces48t0”) coupled to a system memory 1820
via an input/output (I/O) interface 1880. Computohgyice 1800 further includes a network
interface 1840 coupled to I/O interface 1880.

In various embodiments, computing device 1800 n&ag biniprocessor system including one
processor 1810 or a multiprocessor system inclusewgral processors 1810 (e.g., two, four,
eight, or another suitable number). Processors b&dy) be any suitable processors capable
of executing instructions. For example, in vari@mmbodiments, processors 1810 may be
general-purpose or embedded processors implemeatiggof a variety of instruction set
architectures (ISAs), such as the x86, PowerPC RERAr MIPS ISAs, or any other suitable
ISA. In multiprocessor systems, each of proces$8t€) may commonly, but not necessarily,

implement the same ISA.

System memory 1820 may be configured to store uoBtms and data accessible by
processor(s) 1810. In various embodiments, systemary 1820 may be implemented using
any suitable memory technology, such as static aandaccess memory (SRAM),
synchronous dynamic RAM (SDRAM), nonvolatile/Flagpe memory, or any other type of
memory. In the illustrated embodiment, programringtons and data implementing one or
more desired functions, such as those methodshitpets, and data described above, are

shown stored within system memory 1820 as code a8@85lata 1826.
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In one embodiment, 1/O interface 1880 may be caméd to coordinate I/O traffic between
processor 1810, system memory 1820, and any peaiptevices in the device, including
network interface 1840 or other peripheral integgacin some embodiments, I/O interface
1880 may perform any necessary protocol, timingptber data transformations to convert
data signals from one component (e.g., system med®&20) into a format suitable for use
by another component (e.g., processor 1810). Iresembodiments, 1/O interface 1880 may
include support for devices attached through varitgpes of peripheral buses, such as a
variant of the Peripheral Component Interconne@lYPus standard or the Universal Serial
Bus (USB) standard, for example. In some embodisyeéhe function of 1/0 interface 1880
may be split into two or more separate componenis) as a north bridge and a south bridge,
for example. Also, in some embodiments some ooflhe functionality of I/O interface
1880, such as an interface to system memory 1820, lbe incorporated directly into

processor 1810.

Network interface 1840 may be configured to allatedto be exchanged between computing
device 1800 and other device or devices 1860 aththa network or network(s) 1850, such
as other computer systems or devices as illustiat€édGS. 11 through 18, for example. In
various embodiments, network interface 1840 maystpcommunication via any suitable
wired or wireless general data networks, such pestyof Ethernet networks, for example.
Additionally,  network interface 1840 may  support nwounication @ via
telecommunications/telephony networks, such asognabice networks or digital fiber
communications networks, via storage area netwaerks) as Fibre Channel SANs or via any

other suitable type of network and/or protocol.

In some embodiments, system memory 1820 may beeomeodiment of a computer-
accessible medium configured to store programuostns and data as described above for
FIGS. 11 and 12 for implementing embodiments of tdwmresponding methods and
apparatus. However, in other embodiments, prograstructions and/or data may be
received, sent or stored upon different types ahmater-accessible media. Generally
speaking, a computer-accessible medium may incliole-transitory storage media or
memory media, such as magnetic or optical medig, €lisk or DVD/CD coupled to
computing device 1800 via I/O interface 1880. A {tk@msitory computer-accessible storage
medium may also include any volatile or non-votatihedia, such as RAM (e.g., SDRAM,
DDR SDRAM, RDRAM, SRAM, etc.), ROM, etc., that mdye included in some
embodiments of computing device 800 as system med®20 or another type of memory.
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Further, a computer-accessible medium may inclugiesimission media or signals such as
electrical, electromagnetic or digital signals, weyed via a communication medium such as
a network and/or a wireless link, such as may bglemented via network interface 1840.
Portions or all of multiple computing devices, swahthose illustrated in FIG. 18, may be
used to implement the described functionality inaas embodiments; for example, software
components running on a variety of different desiaed servers may collaborate to provide
the functionality. In some embodiments, portionstieé described functionality may be
implemented using storage devices, network devarespecial purpose computer systems, in
addition to or instead of being implemented usiegegal purpose computer systems. The
term “computing device,” as used herein, referattieast all these types of devices and is not

limited to these types of devices.

A network set up by an entity, such as a comparg public sector organization, to provide
one or more services (such as various types ofldi@sed computing or storage) accessible
via the Internet and/or other networks to a disiield set of clients may be termed a provider
network. Such a provider network may include nurasra@ata centers hosting various
resource pools, such as collections of physicalandrtualized computer servers, storage
devices, networking equipment, and the like, neettedmplement and distribute the
infrastructure and services offered by the providetwork. The resources may in some
embodiments be offered to clients in units calledtances, such as virtual or physical
computing instances or storage instances. A virteahputing instance may, for example,
comprise one or more servers with a specified cdatjpmal capacity (which may be
specified by indicating the type and number of CRtde main memory size, and so on) and
a specified software stack (e.g., a particularigar®f an operating system, which may in

turn run on top of a hypervisor).

A number of different types of computing devicesynha used singly or in combination to
implement the resources of the provider networkdifferent embodiments, including
general-purpose or special-purpose computer sersensage devices, network devices, and
the like. In some embodiments a client or user tmayrovided direct access to a resource
instance, e.g., by giving a user an administradgml and password. In other embodiments
the provider network operator may allow clients gpecify execution requirements for
specified client applications and schedule exeouiothe applications on behalf of the client
on execution platforms (such as application senwmstances, Java™ virtual machines
(JVMs), general purpose or special purpose opgratystems, platforms that support various
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interpreted or compiled programming languages, siscRuby, Perl, Python, C, C++, and the
like, or high-performance computing platforms) able for the applications, without, for
example, requiring the client to access an instan@n execution platform directly. A given
execution platform may utilize one or more resournsances in some implementations; in
other implementations multiple execution platformay be mapped to a single resource

instance.

In many environments, operators of provider netwoitkat implement different types of
virtualized computing, storage, and/or other nekaaxcessible functionality may allow
customers to reserve or purchase access to resaargarious resource acquisition modes.
The computing resource provider may provide faesitfor customers to select and launch
the desired computing resources, deploy applicatmnponents to the computing resources,
and maintain an application executing in the emnment. In addition, the computing
resource provider may provide further facilities foe customer to quickly and easily scale
up or scale down the numbers and types of resowaibesated to the application, either
manually or through automatic scaling, as demandoifo capacity requirements of the
application change. The computing resources provimethe computing resource provider
may be made available in discrete units, which tmayeferred to as instances. An instance
may represent a physical server hardware platfaramtual machine instance executing on a
server, or some combination of the two. Variougsypnd configurations of instances may be
made available, including different sizes of resesrexecuting different operating systems
(OS) and/or hypervisors and with various instaseftware applications, runtimes, and the
like. Instances may further be available in specdvailability zones, representing a data
center or other geographic location of the undegyomputing hardware, for example.

In some embodiments the provider network may baroegd into a plurality of geographical
regions, and each region may include one or moadadility zones. An availability zone
(which may also be referred to as an availabildgitainer) in turn may comprise one or more
distinct locations or data centers, configured ushsa way that the resources in a given
availability zone may be isolated or insulated fréaitures in other availability zones. That
is, a failure in one availability zone may not beected to result in a failure in any other
availability zone. Thus, the availability profilef @ resource instance is intended to be
independent of the availability profile of a resmeiinstance in a different availability zone.
Clients may be able to protect their applicationsni failures at a single location by
launching multiple application instances in respecavailability zones. At the same time, in
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some implementations, inexpensive and low lateretyork connectivity may be provided
between resource instances that reside within #ineesgeographical region (and network

transmissions between resources of the same aNitylabne may be even faster).

The provider network may make instances availabledemand,” allowing a customer to
select a number of instances of a specific typecamfiguration (e.g. size, platform, tenancy,
availability zone, and the like) and quickly laurnttle instances for deployment. On-demand
instances may further be added or removed as neeitbér manually or automatically
through auto scaling, as demand for or capacityirements changes over time. The
customer may incur ongoing usage costs relatetldio tn-demand instances, based on the

number of hours of operation and/or the actualuesss utilized, for example.

The computing resource provider may also make vedelinstances available to the
customer. Reserved instances may provide the cestaith the ability to reserve a number
of a specific type and configuration of instancesd fixed term, such as one year or three
years, for a low, upfront cost in exchange for st hourly or other usage costs, for
example, if and when the instances are launched. iy allow the customer to defer costs
related to scaling up the deployed application @ésponse to increase in demand, while
ensuring that the right resources will be availableen needed. While reserved instances
provide customers with reliable, stand-by capafdtyscaling of their application, purchasing
reserved instances may also lock the customer atspecific number, type, and/or
configuration of computing resource in a specifi@ikability zone for a longer period than
desired. If the technical architecture or needshefapplication change, the customer may

not be able to realize a return on the custompvedtment in the reserved instances.

Operators of such provider networks may in soméamtes implement a flexible set of
resource reservation, control, and access intesfeaetheir clients. For example, a resource
manager of the provider network may implement agmmmmatic resource reservation
interface (e.g., via a web site or a set of webepathat allows clients to learn about, select,
purchase access to and/or reserve resource instdncgome embodiments discussed below
where an entity, such as a resource manager oricangroptimizer, is described as
implementing one or more programmatic interfacesshsas a web page or an API, an
interface manager subcomponent of that entity meyesponsible for the interface-related
functionality. In many embodiments equivalent ifdee-related functionality may be
implemented by a separate or standalone interfaceger, external to the resource manager.
55

DWT 29213790v1 0097749-456WO0



10

15

20

25

30

35

Such an interface may include capabilities to albvawsing of a resource catalog and details
and specifications of the different types or sibégesources supported and the different

reservation types or modes supported, pricing nsp@eid so on.

In some embodiments, such as in FIG. 19, a datiic&800 may be viewed as a collection
of shared computing resources and/or shared infidste. For example, as shown in FIG.
19, a data center 1900 may include virtual mackioes 1904, physical hosts 1902, power
supplies 1906, routers 1908, isolation zone 19t46, geographical location 1912. A virtual
machine slot 1904 may be referred to as a slos arr@source slot. A physical host 1902 may
be shared by multiple virtual machine slots 904heslot 1904 being capable of hosting a
virtual machine, such as a guest domain. Multigigspcal hosts 1902 may share a power
supply 1906, such as a power supply 1906 provide@ gerver rack. A router 1908 may
service multiple physical hosts 1902 across sevavaler supplies 1906 to route network
traffic. An isolation zone 1910 may service manytess 1908, the isolation zone 1910 being
a group of computing resources that may be servimededundant resources, such as a
backup generator. Isolation zone 1910 may resigeg#ographical location 1912, such as a
data center 1900. A provisioning server 1914 magiuohe a memory and processor
configured with instructions to analyze user datd eank available implementation resources
using determined roles and shared resources/infcaste in the calculation. The
provisioning server 1914 may also manage workfléevsprovisioning and deprovisioning

computing resources as well as detecting healtfoafalure of computing resources.

A provisioning server 1914 may determine a placdroéthe resource within the data center.
In some embodiments, this placement may be baskssttin part on available computing
resources and/or relationships between computsgurees. In one embodiment, the distance
between resources may be measured by the degsbarefd resources. This distance may be
used in the ranking of resources according to febe.example, a first system on a host 1902
that shares a router 1908 with a second systembmayore proximate to the second system
than to a third system only sharing an isolationez&910. Depending on an application, it
may be desirable to keep the distance low to iserethroughput or high to increase
durability. In another embodiment, the distanceynb@ defined in terms of unshared
resources. For example, two slots 1904 sharinguéeral908 may have a distance of a
physical host 1902 and a power supply 1906. Eaiféreince in resources may be weighted

differently in a distance calculation.
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A placement calculation may also be used when tseipa prepared resource to transfer to a
client account. In one embodiment, a client reqasvirtual machine having an operating
system. The provisioning server 1914 may deterrtiinethe request may be satisfied with a
staged volume in a slot 1904. A placement decisi@y be made that determines which
infrastructure may be desirable to share and wmétastructure is undesirable to share.
Using the placement decision, a staged volumedhtifies at least some of the placement
decision characteristics may be selected from d gbavailable resources. For example, a
pool of staged volumes may be used in a clustempatng setup. When a new volume is
requested, a provisioning server 1914 may deterrfiae a placement near other existing
volumes is desirable for latency concerns. Theegftite decision may find that sharing a
router 1908 is desirable but sharing a supply 1&@6 physical host 1902 is undesirable. A
volume in the pool may then be selected that matthese attributes and placed preferably
on a same router 1908 as the other volumes butheosame physical host 1902 or power
supply 1906. In other examples of placement deassisuch as those relating to a database
shard, sharing of infrastructure may be less delsirand a volume may be selected that has

less infrastructure in common with other relatetinmes.

Each of the processes, methods, and algorithmsibleddn the preceding sections may be
embodied in, and fully or partially automated byde modules executed by one or more
computers or computer processors. The code modudgsbe stored on any type of non-
transitory computer-readable medium or computeragt device, such as hard drives, solid
state memory, optical disc, and/or the like. Thecpsses and algorithms may be
implemented partially or wholly in application-sgfexcircuitry. The results of the disclosed

processes and process steps may be stored, pafgiste otherwise, in any type of non-

transitory computer storage such as, e.g., volatilgon-volatile storage.

The various features and processes described abayebe used independently of one
another, or may be combined in various ways. Allsside combinations and
subcombinations are intended to fall within thepgcof this disclosure. In addition, certain
method or process blocks may be omitted in somdemgntations. The methods and
processes described herein are also not limiteshyoparticular sequence, and the blocks or
states relating thereto can be performed in otbguences that are appropriate. For example,
described blocks or states may be performed irrder @ther than that specifically disclosed,
or multiple blocks or states may be combined iimngls block or state. The example blocks
or states may be performed in serial, in paratielin some other manner. Blocks or states
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may be added to or removed from the disclosed eleaampbodiments. The example systems
and components described herein may be configufisenhtly than described. For example,
elements may be added to, removed from, or rea@thngmpared to the disclosed example

embodiments.

It will also be appreciated that various items iflustrated as being stored in memory or on
storage while being used, and that these itemsodiops of thereof may be transferred
between memory and other storage devices for pagpok memory management and data
integrity. Alternatively, in other embodiments someall of the software modules and/or
systems may execute in memory on another devicecaminunicate with the illustrated
computing systems via inter-computer communicatkurthermore, in some embodiments,
some or all of the systems and/or modules may Ipdeimented or provided in other ways,
such as at least partially in firmware and/or hamubky including, but not limited to, one or
more application-specific integrated circuits (AS)Cstandard integrated circuits, controllers
(e.g., by executing appropriate instructions, arduiding microcontrollers and/or embedded
controllers), field-programmable gate arrays (FP;Aemplex programmable logic devices
(CPLDs), etc. Some or all of the modules, systent @data structures may also be stored
(e.g., as software instructions or structured datag computer-readable medium, such as a
hard disk, a memory, a network, or a portable madiale to be read by an appropriate drive
or via an appropriate connection. The systems, tesdand data structures may also be
transmitted as generated data signals (e.g., &a®fparcarrier wave or other analog or digital
propagated signal) on a variety of computer-reagahihsmission media, including wireless-
based and wired/cable-based media, and may takdetywof forms (e.g., as part of a single
or multiplexed analog signal, or as multiple diseraligital packets or frames). Such
computer program products may also take other fomher embodiments. Accordingly,

the present invention may be practiced with otleanguter system configurations.

Conditional language used herein, such as, amdmgryt“can,” “could,” “might,” “may,”
“e.g.,” and the like, unless specifically statetiestvise, or otherwise understood within the
context as used, is generally intended to convey tertain embodiments include, while
other embodiments do not include, certain featusdsments, and/or steps. Thus, such
conditional language is not generally intendednply that features, elements and/or steps
are in any way required for one or more embodimentthat one or more embodiments
necessarily include logic for deciding, with or mout author input or prompting, whether
these features, elements and/or steps are inclodede to be performed in any particular
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embodiment. The terms “comprising,” “including,”@hing,” and the like are synonymous

and are used inclusively, in an open-ended faskiond,do not exclude additional elements,
features, acts, operations, and so forth. Alsoteha “or” is used in its inclusive sense (and
not in its exclusive sense) so that when usedefample, to connect a list of elements, the

term “or’” means one, some, or all of the elementhé list.

While certain example embodiments have been destrithese embodiments have been
presented by way of example only, and are not dedrto limit the scope of the inventions
disclosed herein. Thus, nothing in the foregoingcdetion is intended to imply that any
particular feature, characteristic, step, modutdglock is necessary or indispensable. Indeed,
the novel methods and systems described herein beagmbodied in a variety of other
forms; furthermore, various omissions, substitigiamd changes in the form of the methods
and systems described herein may be made withpairtileg from the spirit of the inventions
disclosed herein. The accompanying claims and #wiivalents are intended to cover such
forms or modifications as would fall within the peband spirit of certain of the inventions

disclosed herein.
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Claims Defining the Invention

1. A computer-implement system, comprising:

under the control of one or more computer systemdigured with executable
instructions,

receiving a request from a customer of a computegpurce service provider to
enable logging for a virtual computer system insgathe virtual computer system instance
hosted by the computing resources service proyider

filtering, by a firewall, at least a portion of meirk traffic directed to the virtual
computer system instance based at least in pasheror more security policies maintained
by the customer, where the network traffic includesffic directed to a set of virtual
computer system instances of which the virtual catepsystem instance is a member and at
least a subset of virtual computer system instamfethe set of virtual computer system
instances are operated by one or more other cusdoaighe computing resource service
provider;

obtaining network traffic log information and firel decisions from the firewall
associated with the virtual computer system inganc

retrieving network log information corresponding tlee virtual computer system
instance operated by the customer; and

providing the retrieved network log information #odestination accessible to the

customer indicated by the customer in the receregdest.

2. The computer-implemented method of claim 1, wimethe destination comprises a
metrics service of the computing resource servioaviger, where the metrics service
configured to provide the customer with metricsomiation corresponding to the virtual
computer system instance hosted by the computismuree service provider for use by the

customer.

3. The computer-implemented method of claim 2, wimethe metrics service is further
configured to generate a visualization of netwoskfic associated with the virtual computer

system instance based at least in part on thegedwetwork log information.

4, The computer-implemented method of claim 1, wimethe destination comprises a

storage service of the computing resource serviciger, where the storage service is
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configured to persistently store the network lodgoimation such that the network log

information is accessible to the customer.

5. A system, comprising:

a set of computer systems that:

receive a request from a customer of a computiaguree service provider to enable
logging for a virtual computer system instance sufgal by computing resources of the
system and programmatically managed by the custombkere the system supports a
plurality of virtual computer systems and at leagortion of the plurality of virtual computer
systems are programmatically managed by other st

receive one or more data packets at a networkfagerof the system, where the one
or more data packets are associated with a seewfork flows directed to the virtual
computer system instance;

filter the one or more data packets at a firewaliddl at least in part on one or more
security policies, where the one or more secumalcpes indicate whether to allow or deny a
particular data packet based at least in part famrration contained in the data packet;

as a result of fulfillment of the received requestising logging to be enabled, obtain
log information corresponding to the filtering d¢fet one or more data packets and a set of
actions performed by the firewall in filtering tbee or more data packets; and

provide the log information to a destination acit#edo the customer.

6. The system of claim 5, wherein the destinationther comprises an intrusion

prevention system configured to apply the one orensecurity policies.

7. The system of claim 6, wherein the intrusionvpregion system is further configured
to update the one or more security policies badetbast in part on the provided log

information.

8. The system of claim 7, wherein the intrusionvpregion system is further configured

to provide the update to the one or more secudtigigs to the firewall.

9. The system of claim 5, wherein the memory furtheludes instructions that, when
executed by the one or more processors, causeysbensto provide a notification to the

customer based at least in part on an alarm sttebgustomer with the metrics service.
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10.  The system of claim 5, wherein the memory fntincludes instructions that, when
executed by the one or more processors, cause ydtens to filter the obtained log

information based at least in part on one or marébates of the log information as a result
of receiving, from the customer associated with Wimtual computer system instance, a

request to filter the obtained log information.

11. The system of claim 5, wherein the memory frtincludes instructions that, when
executed by the one or more processors, cause/skensto disable logging for the virtual
computer system instance based at least in paréamiving, from the customer associated
with the virtual computer system instance, an A&ll o terminate logging of the virtual

computer system instance.

12.  The system of claim 5, wherein the memory fntincludes instructions that, when
executed by the one or more processors, cause/stensto provide the log information to
another destination based at least in part onvieggifrom the customer associated with the

virtual computer system instance, an API call iatiitg the other destination.

13. A set of non-transitory computer-readable gfereedia having collectively stored
thereon executable instructions that, when exechyedne or more processors of a set of
computer systems, cause at least a subset ofttbé @amputer systems to at least:

fulfill a request from a customer of a computingaerce service provider to enable
logging for a virtual computer system instance sufgal by computing resources hosted by a
computing resource service provider, where the eadim@ resources support a plurality of
virtual computer system instances of which theuairtcomputer system instance is a
member

filter network traffic at a firewall, at least agpion of the network traffic directed to a
set of computing resources used at least in padupport the virtual computer system
instance managed by thestomer based at least in part on one or more security policies;

as a result of fulfilment of the received requesitain, from the firewall, network
traffic log information associated with the virti@mputer system instance

retrieve, from the obtained network log informatitog information corresponding to
the virtual computer system instanead

provide the retrieved log information to a storagevice for persistent storage.
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14.  The non-transitory computer-readable storageéiume of claim 13, wherein the
instructions that cause the computer system toiveca request from a customer of a
computing resource service provider to enable logigurther include instructions that cause
the computer system to enable logging for the &bmputing resources based at least in
part on receiving a command from a management t®esposed to the customer, where the
management console receives a selection of thealitomputer system instance managed by

the customer to enable logging for.

15.  The non-transitory computer-readable storageéliume of claim 13, wherein the
instructions further comprise instructions that,ewlexecuted by the one or more processors,

cause the computer system to provide the retrisagethformation to a metrics service.

16.  The non-transitory computer-readable storageéliume of claim 13, wherein the
instructions further comprise instructions that,ewlexecuted by the one or more processors,
cause the computer system to generate a visualizatilicating one or more attributes of the
portion of the network traffic directed to the vial computer system instance based at least

in part on the retrieved log information.

17. The non-transitory computer-readable storageliume of claim 13, wherein the

instructions that cause the computer system teevetdog information corresponding to the
set of computing resources further include instomst that cause the computer system to
retrieve log information for a set of virtual contpu system instances managed by the
customer, where at least a portion of the set dfual computer system instances are
supported by the set of computing resources anditheal computer system instance is a

member of the set of virtual computer system insgan

18. The non-transitory computer-readable storageiume of claim 13, wherein the
instructions further comprise instructions that.ewlrexecuted by the one or more processors,
cause the computer system to provide the retriévgdnformation to a third party service

provider not responsible for the computer system.

19. The non-transitory computer-readable storageiume of claim 13, wherein the
instructions further comprise instructions that,ewlexecuted by the one or more processors,

cause the computer system to:
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retrieve additional network log information corresding to a second set of
computing resources hosted by the computing ree@ewvice provider and used to support a
second virtual computer system instance managedsegond customer; and

wherein providing the retrieved network log infotina to the storage service for
persistent storage further includes providing tbditgonal network log information to the

storage service for persistent storage.

20. The non-transitory computer-readable storageiume of claim 13, wherein the
instructions further comprise instructions that,ewlexecuted by the one or more processors,
cause the computer system to disable logging ®witiual computer system instance based

at least in part on receiving a command from tretamer to disable logging.
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