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" SYSTEM

\_ RESET J

ME PROTECTED DEVICE MANAGER
READS DEVICE METADATA FROM SATA
DEVICES INDIRECTLY VIAVO
COMMAND DECODE MODULE OVER
MEC
24

(R

v

0 COMMAND DECODE MODULE READS
VIRTUAL DRIVE DEFINITION METADATA
CONTAINING METADATA DESCRIPTOR
INFORMATION
320

v

1/O COMMAND DECODE MODULE
LOCATES USER AUTHENTICATION
METADATA OFFSET AND READS
DEVICE METADATA
330

v

ME PROTECTED DEVICE MANAGER
STORES DEVICE METADATA IN SECURE
STORAGE

ME PROTECTED DEVICE MANAGER
WAITS FOR A MANAGEABILITY
OPERATION COMMAND TO BE ISSUED
330




4/9

REMOTE UNLOCK
402

MANAGEMENT CONSOLE TRIGGERS REMOTE
UNLOCK REQUEST FOR A SATA DEVICE
404

¥

MANAGEMENT CONSOLE CONNECTS TO
SECURE PARTITION;
SENDS DISK UNLOCK COMMAND CONTAINING
TOKEN-1 AND DEVICE PASSWCRD
408

¥

ME PROTECTED DEVICE MANAGER VALIDATES
COMMAND ORIGINATED FROM TRUSTED
CONSOLE

ME PROTECTED DEVICE MANAGER USES
TOKEN-1 TO UNWRAP A COPY OF THE DEK
IN DEVICE METADATA

410

USE UNLOCK
418

BIOS APPLICATION PROMPTS
USER TO INSERT USB DEVICE
CONTAINING TOKEN-2
420

¥

BIOS READS TOKEN-2 AND
SENDS T 7O ME PROTECTED
DEVICE MANAGER ViA HECI/DHC!
422

¥

ME PROTECTED DEVICE
MANAGER USES
TOKEN-2 TO UNWRAP A COPY
OF THE DEK IN DEVICE METADATA

¥

ME SECURITY/KEY MANAGEMENT
FIRMWARE WRITES DEK TO ENCRYPTION
ENGINE INTO KEYSLOT-REGISTER
CORRESPONDING TO THE SATA DEVICE
412

&

ki

ME PROTECTED DEVICE MANAGER PERFORMS
MANAGEABILITY OPERATION (WHICH

MAY INCLUDE BOOTING THE 03)
414

¥
ME PROTECTED DEVICE MANAGER RESETS
THE PLATFORM RESULTING IN THE SATA
DEVICE BECOMING LOCKED AGAIN
416
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831

810
AUDIT ot
LOG

008
COMMUNICATION
CHANNEL MANAGEMENT CONSOLE
168 166
AN AUDIT ADMINISTRATION
SERVICE
40
| NETWORK %%NTROLLER CHIPSET/SECURE PARTITION
2L 120
MANAGEABILITY ENGINE
130
OUT OF BAND
{ COMMUNICATION MODULE V0 COMMAND DECODE
o MODULE
--------- 140,
WANAGEABILITY ENGINE MEC)
AUDIT °£§\‘ STEM 131 1O MODULE AUDIT ENCRYPTION
= ) SUBSYSTEM | ENGINE
IDENTITY MANAGEMENT ( 548 150
FIRMWARE
SECURITYREY HO MODULE
MANAGEMENT FIRMWARE KERNEL
PROTECTED DEVICE
MANAGER
835 620
MANAGEABILITY ENGINE AUDITLOG
COMMON SERVICES
MANAGEARILTTY ENGINE
KERNEL
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VM 810 VM 820
GUEST SW GUEST SW
812 822
GUEST 08 GUEST 08
311 821
A £
4 ¥
VIRTUAL MACHINE MONITOR ("VMM")
NETWORK
PROCESSOR CONTROLLER
805, 860
HOST HARDWARE
40
PLATFORM




