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ABSTRACT

Disclosed herein are system, method, and computer program product embodiments for
performing transactions or atomic swaps using zero-knowledge proofs (“ZKPs’). A first system
may propose a transaction between with a second system. The first system may generate a first
ZKP indicating that the first system has possession of an asset desired by the second system and
that the first system is committing the asset to the transaction. The second system may aso
similarly generate a second ZKP. These ZKPs may be encrypted and exchanged. The second
system may receive an encrypted version of the first ZKP, perform a decryption using akey
specific to the second system, and verify the ZKP. When the parties verify the ZKPs, this
confirms that each party has committed the requested asset and that the transaction may proceed.

The transaction may be committed to a blockchain.
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