1 SYSTEM AND METHOD OF PROTECTI NG DATA ON A COVMUNI CATI ON DEVI CE

This invention relates generally to data protection, and in particular 5 to
protection of data on a comuni cati on devi ce. In a corporate
envi ronment, enpl oyees are often provided with access to office supplies
and equi pment to be used in performng jop functions, typically including
at | east a personal conputer (PC), and often also include wreless nobile
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or both, may be stored on any of this pgygeent. Al though user equipnent,
such as a PC, which remains at an enployer's prem ses is physically secured
by the enpl oyer, portable or nobile devices, by their nature, are nore
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from accessing such information on lost or stolen user equipment.

One common type of security measure for mobile devices enabled
for communications, such as wireless mobile communication devices, for
example, is to ensure that sensitive information is transferred to such mobile

20 devices securely. Although information transfer is secure, these measures only
protect information during transfer, not after the information has been received by
a mobile device.

According to another known security scheme, received information

is encrypted when or before it is stored in a memory. Decryption of stored

25 encrypted information requires access to a cryptographic key. Symmetric key
cryptography, in which a single key is used for both encryption and decryption, is
generally preferred for mobile devices having limited processing resources,
because symmetric key cryptographic operations are faster and less processor-
intensive than those associated with other cryptography schemes. Access to this

30 single key must be controlled, using password protection for example, so that an
unauthorized user cannot simply read the key from memory on a lost or stolen
mobile device and then decrypt all encrypted content stored on the mobile device.

However, this may result in situations where the key is not accessible when



However, this may result in situations where the key is not accessible when
2 information is received at a nobile device. It is desirable that an

enpl oyee is required to operate a nobile device provided by their enployer
in a secure manner whereby data received at the device is protected. In a
first aspect of the invention, there is preferably provided a 5 system of
protecting data on a comruni cati on device, the conmunication device
configured. to receive data, the system comi sing: mory configured to
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comprising the steps of: receiving data at a data protection system of said
15  communication device, said data protection system upon receiving the data
processing said data to protect it; storing said protected received data in a
memory of said communication device, wherein the method comprises enabling
the data protection system prior to said data being received at said data
protection system or otherwise restricting some or all of other mobile device
20 operations until the data protection system has been enabled.

In yet another aspect of the invention, there is preferably provided a
communications device comprising the system of the first aspect of the invention.

In yet a further aspect of the invention, there is preferably provided a
computer program product comprising a computer readable medium embodying

25 program code executable by a processor of a computing device for implementing
the method of the second aspect of the invention.

Further features of data protection systems and methods will be
described or will become apparent in the course of the following detailed
description and from the appended claims.

30
BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram showing a communication system in which

mobile devices may be used.



Further features of data protection systens and nethods will be described
or will becone apparent in the course of the follow ng detail ed description
and fromthe appended cl aims. 30 BRI EF DESCRI PTI ON OF THE DRAW NGS

Fig. 1 is a block diagramshow ng a communication systemin which nobile
devi ces may be used. 3 Fig. 32 is a block diagramof a nobile
device in which a system and net hod of data protection are inplenented.
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5 Fig. 4 is a flow diagram illustrating a method of protecting data
received at a mobile device.
Fig. 5A is a block diagram of a data format.
Fig. 5B is a block diagram of an alternative data format.
Fig. 6 is a flow diagram showing a method of accessing protected
10 data.
Figs. 7-11 are screen shots of a display on a mobile device in which
a system and method of data protection are implemented.
Fig. 12 is a block diagram of a wireless mobile communication
device.
15
DESCRIPTION OF PREFERRED EMBODIMENTS
Fig. 1 is a block diagram showing a communication system in which

mobile devices may be used. The communication system 10 includes a Wide
Area Network (WAN) 12, coupled to a computer system 14, a wireless network
20 gateway 16 and a corporate Local Area Network (LAN) 18. The wireless network
gateway 16 is also connected to a wireless communication network 20 in which a
wireless mobile communication device, the mobile device 22, is configured to
operate.
The computer system 14 may be a desktop or laptop PC, which is
25  configured to communicate to the WAN 12, the Internet, for example. PCs, such
as the computer system 14, normally access the Internet through an Internet
Service Provider (ISP), Application Service Provider {ASP) or the like.
The corporate LAN 18 is an example of a typical v'working
environment, in which multiple computers 28 are connected in a network. Such a
30 network is often located behind a security firewall 24. Within the corporate LAN
30, adata server 26, operating on a computer behind the firewall 24, acts as the
primary interface for the corporation to exchange data both within the LAN 18,
and with other external systems and devices via the WAN 12. The data server 26



Fig. 12 is a block diagramof a w reless nobile comunication device. 15
DESCRI PTI ON OF PREFERRED EMBODI MENTS Fig. 1 is a block diagram
showi ng a conmuni cati on systemin which nobile devices may be used. The
comuni cation system 10 i ncludes a Wde Area Network (WAN) 12, coupled to a
conputer system 14, a wireless network 2Q gateway 16 and a corporate Local
Area Network (LAN) 18. The wirel ess network gat evvay 16 is al so connected to
a wreless co ni cati,on_networ K ess
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the received message, and are then accessed by a user through a messaging
15  client operating on a computer system 28. Exchange of other types of data than
electronic messages is similarly enabled using clients compatible with the data
server 26. Multiple-purpose clients such as Lotus Notes, for example, handle
electronic messages as well as other types of files and data.
The wireless gateway 16 provides an interface to a wireless network
20 20, through which data, including data that should be protected, may be
exchanged with a mobile device 22. The mobile device 22 may, for example, be
a data communication device, a dual-mode communication device such as many
modern mobile telephones having both data and voice communications
functionality, a multiple-mode device capable of voice, data and other types of
26 communications, a personal digital assistant (PDA} enabled for wireless
communications, or a wireless modem operating in conjunction with a laptop or
desktop computer system or some other device. An exemplary mobile device is
described in further detail below.
Such functions as addressing of the mobile device 22, encoding or
30 otherwise transforming messages for wireless transmission, or other necessary
interface functions are performed by the wireless network gateway 16. Where the
wireless network gateway 16 is configured to operate with more than one wireless

network 20, it also determines a most likely network for locating a given mobile



10 includes nmultiple conputer systens 28, each of which inplenents an
appropriate client for communications with the data server 26. In the above
exanpl e of electronic nmessaging, within the LAN 18, nessages are received
by the data server 26, distributed to the appropriate mail boxes for user
accounts addressed in the received nessage, and are then accessed by a user
t hrough a nessaging 15 client operating on a conputer system 28. Exchange
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as wireless Virtual Private Network (VPN) routers could al sg be inplenented

to provide a privat eA wirelesgdetwerk 20 normally delivers data to and from
communication devices such as the mobile device 22 via RF transmissions

between base stations and devices. The wireless network 20 may, for example,
20 be a data-centric wireless network, a voice-centric wireless network, or a dual-
mode network that can support both voice and data communications over the
same infrastructure. Recently developed voice and data networks include Code
Division Multiple Access (CDMA) networks, Groupe Special Mobile or the Global
System for Mobile Communications (GSM) and General Packet Radio Service
25 (GPRS) networks, and third-generation (3G) networks like Enhanced Data rates
for Global Evolution (EDGE) and Universal Mobile Telecommunications Systems
(UMTS), which are currently under development. Older data-centric networks
include, but are not limited to, the Mobitex™ Radio Network (“Mobitex”), and the
DataTAC™ Radio Network (“DataTAC”), and known voice-centric data networks
30 include Personal Communication Systems (PCS) networks like GSM and Time
Division Multiple Access (TDMA) systems that have been available in North
America and world-wide for several years.
In the system 10, a company which owns the corporate LAN 18 may



10 a wirel ess network. For exanple, a wireless VPN inplenented in the LAN
18 may provide a private interface fromthe LAN 18 to one or nore nobile
devi ces such as 22 through the wireless network 20 without requiring the
wirel ess network gateway 16. Such a private interface to a nobile device 22
via the wireless network gateway 16 and/ er the wireless network 20 may al so
effectively be 15 extended to entities outside the LAN 18 by providing a
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access to the LAN t hrou a conputer” system 28 wi th which the nobile
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Systems and methods according to aspects of the present
invention provide for protection of received data when a mobile device is in any of
a plurality of states.
25 ' Fig. 2 is a block diagram of a mobile device in which a system and
method of data protection are implemented. It should be apparent to those
skilled in the art that only the components involved in a data protection system
are shown in Fig. 2. A mobile device typically includes further components in
addition to those shown in Fig. 2.
30 The mobile device 30 comprises a memory 32, a data protection
system 49, a processor 50, a user interface (Ul) 62, a wireless transceiver 54,
and an interface or connector 56. The memory 32 preferably inciudes a storage
area 34 for software applications, a key store 42, and a piurality of data stores 36-



15 i naccessi bl e when data is received. For exanple, where the nobile device
22 inplenments password protection, a symmetric key used for data encryption
m ght be accessible only when the nobil e device 22 has been unl ocked by
correct entry of a security password or passphrase. In this exanple, if the
nobi | e device 22 receives data when it i |locked, where data is pushed to
the nobil e device 22 20 wi thout having been requested, the symmetric key is
not accessi %%ﬂathe data cannot be encrypted for storage.

Syst ens ané ﬁﬂ?h s-according to aspects of the present invention provide

for protection of reqgievRenday32vbesr & 1688t iheludey, & writeabile store stichas a
plurality of states. 25Fig. 2 is a block diagramof a nobile device in
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and may i ncl exanpl e, an el ectronic messaging application, a
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Not es and nenos entered by a user are stored
when text is entered on the mobile dewce 30. Although shown as separate data
stores, those skilled in the art will appreciate that some or all of the stores could
be consclidated into a single data store in the memory 32. it should also be
20 apparent that a mobile device may include further, fewer, or different data stores
than those shown in Fig. 2.

The key store 42 stores cryptographic keys used to support data
protection on the mobile device 30, and preferably resides in a secure memory
component or a secured part of the memory 32 to which access is controlled. For

25 example, a user or a software application should not be able to delete or change
a data protection key in the key store 42. In one embodiment, access to the key
store 42 is restricted to the data protection system 49. The data protection
system 49 encrypts received data and decrypts encrypted data stored in the
memory 32, as described in further detail below.

30 The processor 50 is connected to the wireless transceiver 54 and
thus enables the mobile device 30 for communications via a wireless network.
The interface/connector 56 provides an alternate communication path to a PC or

other device having a cooperating interface or connector. The



15 in the meno store 46. The text entry store 48 stores a word list or

di ctionary which supports, for exanple, predictive text entry and autonmatic
error correction when text is entered on the nobile device 30. Although
shown as separate data stores, those skilled in the art will appreciate
that sonme or all of the stores could be gonsolidated into a single data
store in the nenory 32. It should al so be 20 apparent that a nobile device
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port, some other s range’ wi rel ess communi cations Interface, or a wired
i nterface dntehfags/coanedior B6rhay belinivireless! cobmection Bus phySial wingdrt, or a
Secure Digital ESD sl ot. Known short-range w rel ess comuni cati ons
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denote sets of specifications, available fromthe Institdte of Electrical
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conponents as a keyboard or keypad, a display, or other conponents which

accept i npdiisitherafere iptendeddodgppraent opeLrmereisinteRacadni | e devi ce 30.
Al though shown as a shaali D\ &F thiYatd stdrbs SAUhfdbile device may be
protected as described herein. In most implementations, it is unlikely that
20 software applications installed on a mobile device would be protected, although
the other data stores 36-38 and 44-48 commonly store data that a user, for
personal data, or an employer, for corporate data, may wish to protect.
In the mobile device 30, access to the memory 32 is controlled by
the data protection system 49, which encrypis received data and stores encrypted
25 data to the memory 32, and decrypts stored data for other mobile device
components. All other components of the mobile device 30 are connected to the
data protection system 49 and memory read and write operations by these other
components are performed through the data protection system 49. Data received
by the data protection system 49, from the wireless transceiver 54 or the Ul 52
30 through the processor 50, from a software application being executed by the
processor 50, or from the interface/connector 56, is encrypted using a key stored
in the key store 42. Similarly, when a request for protected data is received by
the data protection system 49 from a component or software application on the



be apparent that a nobile device typically includes nore than one U, and
the U 52 is therefore intended to represent one or nore user interfaces.
Data in any or all of the data stores on a nobile device nay be protected
as described herein. In nost inplenentations, it is unlikely that 20
software applications installed on a nobig e device would be protected,
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 In operation, the data protection system 49 accesses cryptographic

keys in the key store 42. According to an aspect of the invention, the key store 42
stores several keys. As described above, symmetric cryptography is generally
preferred for processor-constrained mobile devices, such that the a symmetric

25  key used for both encryption and decryption of protected data is stored in the key
store 42 when data protection is enabled. Although a security password or
passphrase secures the mobile device 30 against unauthorized use, further
measures are generally preferred to protect symmetric keys, and thus encrypted
data, against so-called hardware attacks. For example, password protection does

30 not protect memory content where physical components comprising the memory
32 are removed from the mobile device 30 to directly read the data stored therein.
The symmetric key is thus preferably stored in the key store 42 in an encrypted

form. Decryption of the symmetric key requires correct entry of a user's



20 protection system In operation, the data protection system
49 accesses cryptographic keys in the key store 42. According to an aspect
of the invention, the key store 42 stores several keys. As described above,
symmetric cryptography is generally preferred for processor-constrained

nobi | e devi ces, such that the a symmetrigpg25 key used for both encryption
and decryption of protected data is stored in the key store 42 when data
protection is enabled. Al though a security password or passphrase secures
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password, however, the received data nust be stored in the clear, at 20
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enters the password, however, the received data must be stored in the clear, at
20 least until the next time the user unlocks the mobile device 30, or simply not
stored on the mobite device 30. In the latter case, the received data is dropped at
the mobile device 30 and must be retransmitted to the device.
In accordance with an aspect of the invention, the key store 42 aiso
stores a public/private key pair. A public key is not secret, and is therefore stored
25 in the clear, even when the mobile device 30 is locked. Data encrypted using the
public key can only be decrypted using the private key, which can be protected in
a similar manner as a symmetric key. Thus, the pubiic key is used to encrypt
data received when the mobile device 30 is iocked.
Therefore, a first cryptographic key, the symmetric key, is used to
30 encrypt data received when the mobile device 30 is in a first, unlocked,
operational state, and a second cryptographic key, the public key, is used to
encrypt data received when the mobile device 30 is in a second, locked,
operational state. The benefits of symmetric key cryptography are thereby



In accordance with an aspect of the invention, the key store 42 also stores
a public/private key pair. A public key is not secret, and is therefore
stored 25 in the clear, even when the nobile device 30 is | ocked. Data
encrypted using the public key can only be decrypted using the private key,
whi ch can be protected in a simlar manngr as a symetric key. Thus, the
public key is used to encrypt data received when the nmobile device 30 is
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using a protected synnetrlc ey i s avoi by storing a public key for data
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system 49 mrinmes‘rpl enented as a software nodule or utility that is
enabl ed when data is to,be protected. Fig

) w di a | lustratin
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data prote
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data prot egidifile dévide. EFRRIIforatibie iSprafer@Bl) iA¥6ked by a user of the mobile
device, by entering a command or selecting a menu item using a keyboard,
keypad, mouse, thumbwheel, or other input device, for example. However, it
should also be appreciated that a mobile device is preferably configurable to
20  require that a user enable data protection. For example, where an employer
provides a mobile device to an employee user but wishes to ensure that any
corporate data on the mobile device is protected, a configuration control software
module or utility and configuration control information specifying that data
protection must be enabled, are inserted onto the mobile device either before the
25 mobile device is provided to the user or when the mobile device is first configured
for operation by the user. The configuration control module then automatically
invokes the operation at step 60, or restricts some or all other mobile device
operations until data protection has been enabled.
In order to protect a symmetric key used for data encryption and a
30 private key used for data decryption, password protection should also be enabled
when or before data protection is enabled. At step 62, a determination is made
as to whether password protection has already been enabled. Where password

protection has not been enabled, the user is prompted to enable password



provi des a nobile device to an enpl oyee user but w shes to ensure that any
corporate data on the nobile device is protected, a configuration control
software nodul e or utility and configuration control information specifying
that data protection nust be enabled, are inserted onto the nobile device
either before the 25 nobile device is prgvided to the user or when the
nobi |l e device is first configured for operation by the user. The

confi gur at
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pr ot ect i on arady bean spablederaiterdharser hasissrabled passvordretaction at step

enabl ed. tB step 62, a determ nation is made as to whet her password
protection ﬁas al ready been enabl ed. Were password protecti on has not been

enabl eds the user Ismma@iote@tlen«Engpaem@t sted 66 tichade asyamktsiet a
password at step 64. Data protection keys are then geperated and stored to
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However, the private key the symmetric , 1s 15 preferably stored

in the keykeyds eota.sanuretmomeau H@mvewhemwg keyy |1l<ﬁé"'%)ﬁ¥'@§!3§”ﬁ§?%d§l ng
t he pagsword evi ce
after dat aPparaiy SERERAE e ey storinan Deoiod sofh Yl Flibu FRPLNGES

menory. Fi gey4siriy t@lefﬁaﬁd\n@r@,g’bﬁﬁkaiﬁpl@tratl ng a rret hod of protecting data
received at a nobile device. 20 At step 72, data.is recel ved. at the nobile

devi ce. Referring toAnyglata regeixedsbal @OB@/F’%‘CQ@W% @%PT‘@%‘F"@!‘ has PeeRi ve
e - Rl RO BA BRI ol ol FRPY S MAE I 2= 1ol
data for sillustgtinga methoteoiprotaling\Wata eeceilied at atraobitedsvieee provi ded,
ol U8 operat | ons R IR ERAG APSEFPOR HHOEODTR ElvioR BReloTiE B thd
oper ationab HAhRHMAE dNRBMPid CorfR)Iré€ td Feddi®data via the wireless transceiver
54 or the interface/connector 56, as well as user inputs via the Ul 62. Software
applications also typically generate data for storage in the memory 32. Where
other interfaces are provided, such as a disk drive or memory stick reader for
25 example, step 72 also includes operations of receiving data from those interfaces.
The current operational state of the mobile device is then
determined at step 74. Where the device is locked, the public key is retrieved
and the received data is encrypted using the public key at step 78. If the mobile
device is unlocked, then the symmetric key is available. The decrypted symmetric
30 key is retrieved from the key store or a cache if it was decrypted when the mobile
device was unlocked by correctly entering a password. Otherwise, the encrypted
symmetric key is retrieved from the key store, decrypted, and then used to
encrypt the received data at step 76.



determ ned at step 74. Were the device is |ocked, the public key is
retrieved and the received data is encrypted using the public key at step
78. If the nobile device is unlocked, then the symetric key is avail abl e.
The decrypted symmetric 30 key is retrieved fromthe key store or a cache
iIf it was decrypted when the nobile devier was unl ocked by correctly
entering a password. Ot herwi se, the encrypted symretric key is retrieved
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includes infornmation that allows a receiver 15 to reconstruct the data
item Thi s paricilardataitens racgivachafter a firstidata blogkdor thessare slata demisf i er, a

data itemideptjfier, a fil name equence, nunber, or _sone ot her
identifier'§ F}Eﬁd {Osa'i'}gBﬁvﬁusfmgqeévceéf@f"cﬁfga%dfgﬁ?Ti‘? §aﬁ' @l data bl ocks for
the data item Al t hqugReekfilkddalthe BHOSH dpprétiste/ ot Wheben d24 fteweid at the
nobil e device, a data itemidentifier or transfornmed version thereof such

as a hash eeparaied indardata blockspeaeh ploskdnelydgs infermaation thamallewsa recaver ce
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bl oc ksgar e idgntifigpthal is uped atngﬂ%/re%\mgo é@ﬁ?'ﬁ‘iﬁy QF%r‘faﬁ% Pf%ﬁfa fpethedala HeBht
upon the o ' ' i ; Heah ck is
recei ved. ?ﬁ%@e ﬁ%crza?%‘?’e'%'éyﬁﬁ‘ﬁ?pﬁ@ﬂ%éﬁ‘?edﬁ%a’f% em Pgﬂéta gtr?il(e:g’ gs a
series of idatejiemddentifierardransfeunethversidrotieseofSurh dshainash dfitbe kdetitifigr,am

Sgt Z ?g}éﬁ] ﬁ&?{o t@@&)@at@t@?%ﬁgg {I{g?@%gg%p%%fc% ihttﬁﬁleaIg%dduaée% ihts?g?) a0 ghncludes a
determine whether the received data is related to existing data.
If a data item includes muitiple data blocks, then each data block is
encrypted and stored as it is received. Although each data block comprises a
part of the same data item, the data blocks are encrypted separately, using an
25  algorithm and key dependent upon the operational state of the mobile device
when that data block is received. Therefore, a received multiple-block data item
is stored as a series of independently encrypted data blocks. Fig. 5A is a block
diagram of a data format that supports such data items.
The data item 85 includes a data item reference 86 and three data
30 item parts 87, 88, and 89. The data item parts 87, 88, and 89 are preferably
stored in a byte array referenced by the data item reference 86. The data item
reference 86 includes a data item identifier, such as an email message identifier

or a session identifier, for example, and a location of or pointer to the byte array in



30 itemparts 87, 88, and 89. The data itemparts 87, 88, and 89 are
preferably stored in a byte array referenced by the data itemreference 86.
The data itemreference 86 includes a data itemidentifier, such as an
emai | nessage identifier or a session identifier, for exanple, and a

| ocation of or pointer to the byte arrayt4n 14 which the data item parts
87, 88, and 89 are stored. The data itemidentifier supports the

et erm nat] e . , : ! : ree e tion
il ows. ¢ he iGN R Bitp phys'dh, g8, afdg e SBRA CPhe Blkelie dgiRiicpoel | O
ga[t 27,b| 8%lrzlpg6ﬂs&9e detdrniiestion atadtep 130dn Fidieg dard, &Y SonjdRétiorowitBIe and a
ata oc

7B, 88B, or 89B. The data Dbl oc cﬁr%ga ers 87A, SgA, %nﬁi &9A
i ncl udeda legajion, allews the:gataditamipars 87 & @@é ﬁqc'j@e fejrieved, §3e4 dgfaitemg7p,
888, 898 J & t t e | ' k
an %?54%75, Eﬁ gql?efi;”]gght?ﬁmegsa %ﬁ'leblga( ﬁePé@ﬁé'{)—\? t.,hor‘ %?@aﬂataﬁd@thoc

header i ndi , or alternative ocation or pointer to
an end of k7B BB aH$AB.dThe data blocktwadens 8€Ac B8Aaand BO98dkclude e

I ' d. The k id i fi .10, i ndi h h i.pher
D oot thm Tenotheand a keidaiifen caaetRondios i 8o arabbek & By BeBe Spd s By 1 o
decrypt th%h@ﬁ%q?a ﬁ{e(m%‘s. ThE J3#4 Blot&k‘?éﬂ%ipgfﬁ ? dR8BloATRe ARG ihGRAREARE
ocks, conp g a single

recei ved dat a risin i

<:3.t a item that have been
encrypt ed. |émgthher altemptiesiy madocation &6f or painterdataa endokihe caiespendingsdatahen

he nobi | e devi | acked, and h d . usi h
symmtr o Rk S0dbaLsaR A RDISRE by BeTaREt rilere e HeY SRR or t ne
encryptgd ‘Tiki‘?&ieat%%qrﬁé ﬁggtﬁtesci R&C4IBbAME, GYBbthhinait WerRdidedandriery sty aatar i ¢

key identifier are a o the encrypted data bl ock 878 as the bl ock
header 87Ablatieonisaekuinechttedeaypt theadatadlesksr Yhe slataiblogks 8B« 88Bpand 89%hen

ohen a dat SEPESRT Grecivedl Gate ks sopnd A sticle PpREime EfheeBan: 0T T
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' ndicating bvt\chkr g‘fé r|]s(,a dgtaérr%iééde, rgn%atms i%?wga'\agng %Q‘rs]yrcr)xrmé'?rilc'l kel:)yeidséhﬂﬁgrdére
added to the encrypted data block 87B as the block header 87A. The block
header 87A and the encrypted data block 878 are then stored to memory.

20 A data item reference is preferably created and stored when a data
item, or the first data block of a multiple-block data item, is received on a mobile
device, so that the data item can be retrieved and subsequently received related
data blocks can be identified and appended to the corresponding byte array
referenced by the data item reference. Thus, the data item reference 86 was

25 created when data block 1 was received, or possibly after data block 1 was
encrypted and stored on the mobile device, and includes an identifier of the data
item and a location indicating where the data item part 87 has been or will be
stored.

The second data block in the data item, data block 2, was received

30 when the mobile device was locked, and therefore was encrypted using the public
key. The block 2 header 88A is generated and added to the encrypted data block
88B as described above, and the resultant data item part 88 including the block
header 88A and the encrypted data block 88B are appended to the data item part



The second data block in the data item data block 2, was received 30 when
the nobil e device was | ocked, and therefore was encrypted using the public
key. The bl ock 2 header 88A is generated and added to the encrypted data
bl ock 88B as descri bed above, and the resultant data item part 88 i ncluding
t he bl ock header 88A and the encrypted dega bl ock 888 are appended to the
data itempart 15 87 in the array referenced by the data itemreference

86. The third data bl ock, data bloc vl d o] . i.ved
ahi 1 the Bodn ab Aray BEtratdipy i fothitdm fEfahd By Theltinf 3R B8l s
key. The dghea Btk 388ke datblotk g wadarebbivel witiRd®e ri8biledevitdevagncr ypt ed
data block 89B, is simlarly 5 appended to the data jtempart 88 in the

array ref euslfskedpgnd wasendypted Hsing thesiwamgtic key. The data pai 88ni s manner,

gencr at ed SHAsHEPED e Aedde raA BRYInE oFPHRIEA Bdo Boll B8 JPARRA°
t he encsyptpgefdéd idtrectataritern paergiih the aray efednted dycthpiatalitdat a bl ock.
In one known schene for effectively adding new data to an existing byte

array, a né¥eEn®OBG.s defined, contents of an existing array are copied to

the new array, and thieuiethaiie?, Scoddduehf Bald bicke B AYMtafeAVareThe memory

space occupied by the existing array e-referenced or otherw se
recl ai med eacngpted,agblock header isdgerreraiBueand pyded tptlox ensrypted ddta bleadkni que

tends 15 to be slow, and is nmory intensjve.in,that it requires sufficient
avai | abl e ABAGRS bloskeadsr aniihesnaawpter data blagkare aprearsd p eyeceqins

appendifg %ﬁe%dggﬁﬁﬂa@ge fPeaue kh%anasin@&# SRUVER addRSP nER MY tSBACE

than this kno en the data item Is to be

accessed, suistingbytdamay, asew ardyist defined, dantents ofan @xisting@ireay, arehe byt e
in which the data it 87 88. .and. f s, | ted

"1 Che. memGPhIeaHPHnS Al pisaun S e o datm fwrfSima B BebCARY. For each

encrypt ed gdraoR) §isdceSdddupfstPoy sl eRi8ing BRQyad HidiPaeabRIesId/ Bt bPBrwisBeNe

and length for t'he encrypted data block is determned fromthe key
i denti fi er reclaimeshipristoragerd alber daigonldienepiing Rroressdn tiys sectpiaue tangissoA.

Each of _th ncr ypt 7B, - . . te
array %5 oSS S Re R TNG0R 0 ip it i RACES S it el BRSOy 2
si ngl e deckpate forddoccagiesroiMtieaxising earoadsy.t The mppaating sehend desonited
transmtted to the nobile device. Those skilled in the art wll
appr eci at e aPRYE infasteiand fawigsless F@W%r&@%ﬁbagw'smweﬁhﬁ’%‘ﬁovm in
Fig. 5A and descri bedyaboyse a?tfpgérﬂ%bsfsqg% AlccdRed, Qdérﬁaélw&\‘vq Lb& data
item parts need not necéssarily be stored I n contiguous nenory | ocations.
Menory poi selcts the datadtent demdispliag) thedyte tayraydalwhjich Srezidata itergipaatsi 87,1 i nk
ol OCkséo i %’8, ggd IS% éirebfjoaﬁg isd Ioac%i(:? |notfheanr%el"1i1lotr§(a Lgfli'ltg' tY\S !gc?ét%nf i%rtngtdata-\r i gmdat a

reference 86. For each encrypted data block 87B, 88B, and 89B, the appropriate

decryption scheme and length for the encrypted data block is determined from the

key identifier and length in the corresponding block header 87A, 88A, and 89A.

Each of the encrypted data blocks 87B, 88B, and 89B is read from the byte array

25 and decrypted, and the decrypted data blocks are combined into a single
decrypted data item which corresponds to the data item that was transmitted to
the mobile device.
Those skilled in the art will appreciate that although the data item
parts 87, 88, and 89 are shown in Fig. 5A and described above as being stored in
30 a byte array, the data item parts need not necessarily be stored in contiguous
memory locations. Memory pointers or other identifiers are typically used to
logically link blocks.

Fig. 5B is a block diagram of an alternative data format. The data



16 item 90 represents the |logical structure of a data item and includes a
data item header 92 and three encrypted data bl ocks 94, 96, and 98. The
header 92 includes a data itemidentifier and such information as a | ength,
| ocation, and key identifier for each data bl ock 94, 96, and 98 in the data
Item 90. The header 92 5 and data bl ocks1®4, 96, and 98 are preferably

| ogically |inked, but need not necessarily be stored in contiguous nenory

| ocations. . As jn_the exanpl e descr.i bed ahov P r t 0 ,FlL 0. A, the
it a br ookitel 96 it aTRe fo@EAr YRR fattiddin S G ITe R ol rebice s
| ocked, anfichbpgkafd thRsPEsdryPRIdYdatlaliecky 94 196, bndreB. 3THE heatBeogpted
using 10 the symmetric key, and data block 2 was encrypted using the public
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for the second and third encrypted data 15 bl ocks 96 and 98 was added to
t he header Nggesgasily bastereddn £opligerus Mareonydeeatitghg. when the nobil e device

is unl ocked and t he t:a | : | | &R, ch
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oot ned | kedeasy Lplickeforamestyelmbats biocks 1 and SR EHindedamhe and

shown i Fi , j t\Aad i i l, o whi ch
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wer e recei heddat 92 masprieférablyeareatedivamath staned mbieinl tbedirst datavdeck 94 salsf er ent

[ I . ot I [ h he 25 bi | ' | S | h
O o ey Snaiath, 4 SR B sl o8 "k ke AR B bk
For exanpl 4 ddn Qébﬁ)d#rf?crbtr?e\)&lrs?d leé@wﬁﬁéa,\amrsméqnemw FectpedcRINeg | N

the unl ocked state, then it wou al so"have been encryptied using the
symretri ¢ Kata blogks caobeddentifigd. hinformpationsforihe second anddhircheservptasd dater or e

oper at InaPlowsS 4271 8p WARLSIE) e brador® FhEh Hited a oo B Ora
state of t hecaindd | WitkavineemobRe daviceds emldigedaind theatzta ttent b0 isaosesdetia
Itemwas received. Wiere the operational state, and thus the data

pr ot ect i onORdpe mebiledevieeneadhy blogk is Bsatadysing the locatign gnddeagihgndbe a

bl ock of ; - ' ived dat

ol ook of 3 pighr i oo Aialte JEEGETSalcls adErilicd Rar BeRyed, data
pr ef er abl y idemtifigpireithel Hegues 92 laed dduh datadilockdisdben réfrieved) deappteddaddt o

the decrypted precedi ng d tap‘glo to forma conbi ned data bl ock, and the
combi néd d&?ﬁ'%‘l"?ﬂf@ 'I‘“é‘géﬁ&" @dfagﬁdﬁegf-ored to menory. Since the

As described above and shown in Figs. 5A and 5B, a single data
item may include data blocks which were encrypted using different encryption
schemes, where the data blocks were received at the mobile device when the
mobile device was in different operational states. [t is also possible that the

25 mobile device is in the same operating state when data blocks for the same data
item are received. For example, if data block 2 were received when the mobile
device was in the unlocked state, then it would also have been encrypted using
the symmetric key. In accordance with a further aspect of the invention, before a
received data block is encrypted, it is determined whether a current operational

30 state of the mobile device is the same as the operational state of the mobile
device when a preceding data biock of the same data item was received. Where
the operational state, and thus the data protection key, is the same for the
received data and a preceding data block of a data item, both the preceding biock



5 preceding data block is part of the encrypted conbi ned data bl ock, nenory
space occupied by the preceding data block is either overwitten with the
encrypted conbi ned data bl ock or made available to store other data. This
type of operation is possible, for exanple, when a preceding bl ock and
received data are received while the symmetric key is accessible. 10 Were
the precedi ng block and the received data are received when the device is

| ocked. and oRBSHUPLESAEhth AcaRDbien o Shi REINBE Cis tasdthe

accessi bl e e prece canno e dec er, a simlar

decrypt i onpeewbding datar biptk Mpmf@taes,sdéayptmlsnf bbssmheme fezepradvddte Dok is
becones accessi ble, such as when the precegmq( bl ock and he r Celk? dat a
are access@HPeage‘?jg%mq%%nypiiﬁ”dﬂypﬁ?@!ﬁ‘@rdq}@ gk todpan,.a com med ata biggkaough
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bl ock into a single encrypte appendi ng encr bl ocks
as descsi bpcbczéntm@data/hibalexs pmgftherencnyptaﬁmmbmmwmm bbock; esamary, and is

O Fohet 3ol i SR Gald Bl Bkl S MG, .7 0
di agram Sh%Wb tétl H@ﬁ]ﬁ%(ﬁ&?@qgt@a@bf%aweoé\%ﬁlhﬁﬁ @At8re fthePligta. 102, a data

protection sy em or a evi ce system or conponent, depending upon
how the data prot ect iThis typstafrpanationeiscpgssitie cfos es;ehrmlm wihan arppeesding ed,

retrieves cry d dat The data t 5 t.hen det rm nes
Hhet her -t nBE AN ket dathar S EelES Wb RA SIS KRyt SRes SISl Dob ¢
key, bagedypRerd thepreesdihg bidtk art B FREPRRICIANE 16 irdddited WhdnsthesRAideds
decrypt the encrypted data at step 106 where the encrypted data was

encrypt ed ingked andoemtryptedaysingthe pybliekey, dhe eyivate keyels nod ageessible, and

cymmetri c 90 RespedhisERoBk Sahhet G HeRnRaR Y EbREr S TR SEEERBE A e <t o
or conponeghchiption pré¢ddstigqbsaiblé aMetsthedrivte Hey becdnes zecessiblecvach dat a
conprises a plurality of data bl ocks, then the steps 104 through 11Q are

per formed Whendhermrasedingibiegk and the received data ar ﬁ@%@ﬁ%ﬁ%ﬁ*ﬁ%’t@ﬁg ino6 and

108 assune c key or the symmetric key are accessible. As |ong
as the%J fl%'ﬂ?é({ecbé%%“e%@wunl ocked when protected data is accessed, these

keys are either avai |Adthbagh thisdeznyptiondre- emyb’eordpmwdnefd)r cbfnttntneglmme are
Ao desor bUIPTLBY SaHbBEKEMRA SOk PRy YR RS Hgsh APPERY E{gﬁé?%mtﬁgmata
L eS8 O Oy SO 9
publ i ¢ key isithergfore generally préfenednors cobstrained onolble deviceswitb limitedoeawere.
Vhen 55§ h (rjr%mory, and processing resources.

Fig. 6 is a flow diagram showing a method of accessing protected
data. At step 102, a data protection system or a mobile device system or
component, depending upon how the data protection system and memory access
scheme are implemented, retrieves encrypted data. The data protection system

25 then determines whether the encrypted data was encrypted using a symmetric
key or a public key, based on a key identifier. A corresponding private key is
used to decrypt the encrypted data at step 106 where the encrypted data was
encrypted using a public key. The symmetric key is used to decrypt the encrypted
data at step 108 where the encrypted data was encrypted using the symmetric

30 key. Decrypted data is then output to the mobile device system or component
which retrieved or requested the data. If the retrieved data comprises a plurality

of data blocks, then the steps 104 through 110 are performed for each data block.



10 is decrypted at step 106, then the decrypted data is avail able on the
nobi | e device. During decryption operations, the nobile device is in an
unl ocked state, such that the symmetric key is al so accessible. According
to anot her aspect of the invention, decrypted data that was previously
encrypted using the public key is re-enctg/pted using the symretric key. If
necessary, a data item header is also 15 updated accordingly.

Al ternatively, where Y. . bl g
the publ i ¢ key. "t he ALRTURLAEES 180 A 18 ash b At ETUNBRES o ihED |
conbi ned dg Ymnliétﬂ@keywré ebcéssiblbeAy longrey thietradbils dedice eualpoked whenkey .
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data bl ock eac entire nessage, i s decrypted.
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di fferent f@@e&gfﬂ{eﬂré’c@teﬁﬁ%stlﬁn He\deyptelidita |s7a\.léna@r@oﬁ<tﬁ@ﬂrbtﬁ|bots of a

di spl ay on a device in which a system and nethod of data protection
are i npl endevied, Digingdedryplion aperatiossaifsl mobile gavicpds i 8n anjagkedréateat i on.

bser on o sugh e Syt dedf e SRRl KEe S R L B R ot Pon
of securit yhd RReHi6S, dddiypicdatd tﬁét wé@bﬁbﬂ%@l?éht@ptecﬁusmg Qlﬁé publiokes
content protection. In Fig a user has sel ected an

operation %reeaawetaﬂdmmth%swmtn@Ikeasn lftlmc%éﬁm @ dataiites hegderisalsqs

shown r abl ed,
and thgé usgﬁd%%%pér)%cr%{jﬂglyt oA@%rQ%ﬁ‘Z&ga‘gg%rﬁ?%%&B EI(?)snBP%fd% %g@ﬁgﬂ?ﬁgnabl es
passwor d hpéﬁbﬁ@ed) asingthepublig key, Cbhgsctﬁc&ﬁptem ddtl blduks"are £oneatbnabddtat | ng
"Yes", t ent e yser sets a, password and security tinneopt period, 2

m nut es i nfemA} @ singlesombyined;dais blogk 4w ‘S'g'éﬁgh“?i" B%lﬁf"é'cypf%ﬁu?'ggérr\%bl ed. If
passwor d Pegiifdiiel THE oA Efta IRAT i heR!rbBIEalidn HeBAWIR ihe REuT i NG
data protection keys'is avai en content protection cannot be

enabl ed. Tleassphddatzoibematin dinis mamauhsﬂmrtptﬁjhbﬁeaﬂmmnamp@a’@w 8a® 62,
and 64 of Fi ass aé;%r ote tion has been enabl ed,

cont en?opr@f’gﬁiﬁadﬂh%w data itpmds 3&%%9‘1‘1%‘ i 'he content protection

key pair is a public/idHo(dd @lso be appreciated that mamtaining separate encrypted
data blocks for a muitiple-block data item may instead be preferred. For example,
where a multiple-block data item is an email message, displaying the message in
an “Inbox” or message list might require data from only a first data biock. in this
25 case, building the message list is much faster if just the first data block of each
message, instead of each entire message, is decrypted.

The particular implementation and configuration of a data protection
system and method depend upon the type of device in which data protection is
provided. Interaction between a user and a data protection system may be

30 different for different types of devices. Figs. 7-11 are screen shots of a display on
a mobile device in which a system and method of data protection are
implemented, as an illustrative example of one possible implementation. The

screen shots in Fig. 7-11 are representative of screens displayed to a useron a



15 key pair. Pseudo-random data is gathered for the key generation
operation fromuser key presses on a keypad or keyboard and novenent of a

t hunbwheel i nput device on the nobile device. On a PC, such data is
typical ly gathered using nouse novenents. However, nost nobil e devices have
smal | er displays and no nouse, such that1keyboard keys are used in
conjunction with the thunbwheel 20 input device to provide further

random zed . r A ' .

{ humbwheel MO AR 8l 3 Y-BR0R sR% (it iqERndT Y PEE R Redlles, ¢,
user indi ci Fr. 7bel, iatg pestectibn Esedficioed o de rontdr pratection.col | ection. In a
preferred enbodi nent, 160 bits of data are coll ected used as the private

key, from which the publg-d.issuspshassselected anopgration ta epable contantyi | ar| y
o _ S gene . . t

e, § an ST bAThe MGHE e, FoRRRRY s st Bl @FToriflg 23TE 1

a simlsr passrord plogectiombess ndt yet\begnesrsatdednahd thendsdrde promptedeiot s i s

preferably reduced by using the seudo-random i nfornatj.on for both key
gener at i oneaaglea@awrg\m@ge@tlawifﬁggﬁ%ﬁ WP%WP@%B{‘W’ BIVIS use
a 30 160- biyt | u ' z Dbkt Sy PR § , I 0 bits
of random :an ‘@%ﬂﬁﬁ@n@é@%ﬁeﬁﬁggtﬁ%ﬁ%xﬁé é{sﬁétrﬁg%’pur |é3§te ?ﬁgj‘;@gﬂ 128 of
the 160 bi asdaeeudbeimeasut pericd; 2nminites kethis Bkampichd-igad)a apd passwooth keys

h b t ed d 20, dat tecti i | ed
Ceouri by oBrABHEDT 5 SuPIaty Kiidssuond RN i Go! RO v etaftite o
devi ce g My & ﬁdﬂuﬁhpzﬁﬁg brdtecliGRkEy€ i aldiRbie théh bynteht pRASCHSH een

provi des access to enab I'sable, or”configure these features, as well as
cont ent pr casoet bmenabledi gThes® aboveceperations are substantialycas sownat staps e 5

devi ce when.i ., S ced.in,a carrying holster is accessible through the
security o%Pr §ﬁsa @bgéﬁq:'grb As a further security neasure, any

configuration requir gy gadsword Pro®ittionMRisassdroenabiled ccaiibit srafemionbe
di sabl ed while content protection is enabled. For exanple, disabling

password pkeyeere eanemied . [ncEig. Bhtheseetent prajection kpepair iSAPLIEPrivae t he
Sy b, KBY o PRl SERLS el bl RS HER BRI HOh ©
di spl ayed. uBeskepprbssesiorca keypad onkeytbardHretimorearnt obatteambpheetirpubn i s
cont ol | neEVRETOI HoPle ARUCEC G At CuvehdR B TBeabusA DB Ehaaned 15 and
di sabl ed by,&,diS@ovements. However, most mobile devices have smaller displays and no
mouse, such that keyboard keys are used in conjunction with the thumbwheel
20 input device to provide further randomized data than could be generated using
either key presses or thumbwheel inputs alone. Fig. @ shows a screen which
provided feedback to a user indicating the progress of pseudo-random
information collection. In a preferred embodiment, 160 bits of data are collected
used as the private key, from which the public is generated. A symmetric key is
25  similarly generated when content protection is enabled, using either the same
pseudo-random information or further pseudo-random information collected in a
similar manner. The number of key presses and thumbwheel movements is
preferably reduced by using the same pseudo-random information for both key
generation operations. Where a data protection system is configured to use a
30 160-bit private key and a 128-bit symmetric key, for example, 160 bits of random
information are collected and used as the private key, and 128 of the 160 bits are
used as the symmetric key.
When the data protection keys have been generated and stored,



When content protection is disabled, several operations are possible. In
one enbodi nent, stored encrypted data is maintained in encrypted form The
data protection keys are decrypted and then re-encrypted with a
predet er mi ned password known to or accessible by the data protection
system 20 Although stored encrypted datadi s nmai ntai ned, decryption of the
data protection keys, and thus decryption of encrypted data when it is
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capabilities). As nentioned above, s devices are referred to generally
herei n si mpegswordpiitectiarewhile sontenh erofestiorisgenakied 4be glert mersagdg shown

transcei vet, , ) C l.spl -wol.akj menory
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sub- syst em$oBAgurating coniRS tEpRRatiasmte THFBPEFaBIg! Wiich featifrs can BRanaplathd
recei vqsanta?ﬂr@%@%?gﬁgs?la receiver (Rx) 512, a transmtter (Tx) 514, one

or nore | ocal osci [Os) 513, and a digital signal processor (DSP)
520. Wt hin the non-\Whanicoaterd protectién is disablegh skeerdd operativ0d aracl udes a
ut ed .b
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form. The data protection keys are decrypted and then re-encrypted with a
predetermined password known to or accessible by the data protection system.

20  Although stored encrypted data is maintained, decryption of the data protection
keys, and thus decryption of encrypted data when it is accessed, does not require
entry of a user password. In this scheme, the same data protection keys can be
used if content protection is enabled again. In an alternative embodiment, all
stored encrypted data is decrypted and replaced in memory when content

25 protection is disabled. No decryption operations are then required for subsequent
access to stored data. If content protection is re-enabled, then new data
protection keys are generated or obtained, stored data may be encrypted where
possible, and subsequently received data is encrypted as described above.

Fig. 12 is a block diagram of a wireless mobile communication

30 device. The mobile device 500 is preferably a two-way communication device
having at least voice and data communication capabilities. The mobile device 500
preferably has the capability to communicate with other computer systems on the

Internet. Depending on the functionality provided by the mobile device 500, it may



15 nodul e 524A, a data comuni cati on nodul e 524B, and a plurality of other
operational nodules 524N for carrying out a plurality of other functions.
The nobil e device 500 is preferably a two-way conmmuni cati on devi ce having
voi ce and data conmuni cati on capabilities. Thus, for exanple, the nobile
devi ce 500 may communi cate over a voice 2letwork, such as any of the 20
anal og or digital cellular networks, and may al so communi cate over a data
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The mobile device 500 is preferably a two-way communication
device having voice and data communication capabilities. Thus, for example, the
mobile device 500 may communicate over a voice network, such as any of the

20  analog or digital cellular networks, and may aiso communicate over a data
network. The voice and data networks are depicted in Fig. 12 by the
communication tower 519. These voice and data networks may be separate
communication networks using separate infrastructure, such as base stations,
network controllers, etc., or they may be integrated into a single wireless network.

25  References to the network 519 should therefore be interpreted as encompassing
both a single voice and data network and separate networks.

The communication subsystem 511 is used to communicate with the
network 519. The DSP 520 is used to send and receive communication signals to
and from the transmitter 514 and receiver 512, and also exchange control

30 information with the transmitter 514 and receiver 512. If the voice and data
communications occur at a single frequency, or closely-spaced set of frequencies,
then a single LO 513 may be used in conjunction with the transmitter 514 and
receiver 512. Alternatively, if different frequencies are utilized for voice



Anmerican market may include a conmuni cati on subsystem 511 designed to
operate with the Mbitex or DataTAC nobil e data conmuni cati on networ ks and
al so designed to operate with any of a variety of voice conmuni cation

net wor ks, 15 such as AWPS, TDWVA, CDVA, PCS, etc., whereas a nobil e device
500 intended for use in Europe nmay be codigured to operate with the GPRS
data communi cati on network and the GSM voi ce conmuni cati on network. O her

types of d ' I : je i : o0 be
ot zed wePriiiedfi ISy et cobthdhbaRfle X anB ot dokics 860 1 BKaBlod
requi r enenfsr ¢ammivhicatiohs lon rere tharbéie abtwork &g, terea plurglityrod i Q813 ype of
network 519. For exanple, in the Mbhitex and I%ta Ag' dat a net wor ks rrml e
devi ces ar 6aPdg Used BRI ITAAUERTIRS GRTTREPRD 'ﬂggh qsgetiacr indhe inghwoifrber

assoct at ed syt TREBNIRK! Sftenhds STE S 18R BEIRIA® FifOYE B mOBie@elicdc eSS

I s associ at subscriber or 25 user o e evice 500. A GPRS
devi ce $ypis08ldould bguisedswith asirgyte iabennadstnictune. ninfbrheatiohSiwkioh inaludel i s
required in order to operate the nobile devijc 00 on.a GPRS network,. Local
or “nons net ROk VelsRAR QiR TR BER: 8 coMANSAA i EOBH RS AU ceHa

the SIM b'f'ﬁodtﬂ@.S”f'?Wié%Iﬁﬁ‘ﬁéiﬁeﬁﬂ%é?)SF“GQb%rIth@%chopﬂ'BbeééU?@ﬂs@”S

i nvol ving comuni cations over the network 519, other than any 30l egally
requi red operations, Theodetailed degignefdhgeammunicationsubsystem 511, sugh@8r any

el 3 . . eng ; et ad
U oo 1 o vy Bnd; cohpPRedt sdiior noWRrRafel Sty IR fpuSudt Thor I, ' ©
preferadly coRfrhificBfo Aot iﬂ%iféﬁ&ﬁe fidbie! device/S00 iddterdfedtet wor k 519.

Signal s recelived by the antenna 516 from the conmunication network 519 are

routed to peratecEdrexample, ampbie gevier 9 intandsiddanpesats infg datthon,

frequency down.conversi.on | 1 ' | : anal og
A e e N e e R
5 al |l ows nMpperserditietheCMBBHE 68 DataT ACTAbbilndatassorhmamicitiontriitwdekenghd at i on
and decoding, to be perfornmed using the DSP 520. In a sim./lar manner,

signals to desigaed te enctale Milh 31 olo? Nadely Girics SBENETCAtIORJIGMPHE:
modul aton AR LA SDNAT CHAPEES, e [ MekEIS 2 AfbdiRUEViC BB hiehays ded

to the Transmitter tirgl to'anal og conversi on, equency up
conver si onfof usd & Eogpelagie ¢drifigarédto aperate withrthe GPRStdatshe

el veConyRHESln AR 2 heSELs Db ARR rRaR S Gnertupes
transcei ve ot
al t er nat i ve,r gapodhavBice nd gﬁylgybkifrsgﬁé(ﬁ@ and (ntEayateACHidYnISH!bE Iutlifed

di stinct transceivers, suc transcei vér for tfransmtting and
recei vi ng widthcthesinghiieé deviaadOf). second transceiver for transmtting and

receiving 15 data sigpals, or a first transcej | gur, . e
wi t hi n24 first f requ%?%‘fftmgrrbetgogéegﬁ%?st'Jregﬁ'&g@'\%\%%‘ ﬂ)&&ﬁ%n@tﬁp%pﬁé\@ée
operate W 5p0naldc Y8RLHEbArdiAY @pe theBgbe of network 519. Fot ex@eigle,dn the
processing the commini cati on signals, the DSP 520 al so provides for

recei ver amdobitexand DataTAGslata networkscwbile sleviges ajairagistared on the

network using a unique identification number associated with each device. In
GPRS data networks, however, network access is associated with a subscriber or

25  user of the mobile device 500. A GPRS device typically requires a subscriber
identity module ("SIM"), which is required in order to operate the mobile device
500 on a GPRS network. Local or non-network communication functions (if any)
may be operable, without the SIM, but the mobile device 500 is unable to carry
out functions involving communications over the network 519, other than any

30 legally required operations, such as ‘911" emergency calling.

After any required network registration or activation procedures

have been completed, the mobile device 500 is able to send and receive

communication signals, preferably including both voice and data signals, over the



20 applied to conmunication signals in the receiver 512 and transmtter 514
may be adaptively controlled through automatic gain control algorithns

i npl emented in the DSP 520. Ot her transceiver control algorithns could al so
be inplenented in the DSP 520 in order to provide nore sophisticated
control of the transceiver 511. The m cr2processor 538 preferably manages
and controls the 25 overall operation of the nobile device 500. Many types
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provide "resident"” or on-device functions. Notably, sonme subsystens, such
as keyboar #2892 and display 522 20 may be used for both

comuni cati on-rel at egn LHBRichABprosesding theBdmmuticatioredignals, the DSP 520
also provides for receiver and transmitter control. For example, the gain levels
20 applied to communication signais in the receiver 512 and transmitter 514 may be
adaptively controlied through automatic gain control algorithms implemented in
the DSP 520. Other transceiver control algorithms could also be implemented in
the DSP 520 in order to provide more sophisticated control of the transceiver 511.
The microprocessor 538 preferably manages and controls the
25 overall operation of the mobile device 500. Many types of microprocessors or
microcontrollers could be used here, or, alternatively, a single DSP 520 could be
used to carry out the functions of the microprocessor 538. Low-level
communication functions, including at least data and voice communications, are
performed through the DSP 520 in the transceiver 511. High-level
30 communication applications, including the voice communication application 524A,
and the data communication application 524B are stored in the non-volatile
memory 524 for execution by the microprocessor 538. For example, the voice

communication module 524A provides a high-level user interface operable to



message for transm ssion over a data conmuni cati on network, and

devi ce-resident functions such as a calculator or task list or other PDA
type functions. Qperating system software used by the

m croprocessor 538 is preferably stored in a persistent store such as the
non-vol atile nmenory 524. In 25 addition 2o the operating system and

communi cati on nodul es 524A-N, the nonvolatile nenory 524 may include a file
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related functions, whereas other subsystems may provide “resident” or on-device
functions. Notably, some subsystems, such as keyboard 532 and display 522

20 may be used for both communication-retated functions, such as entering a text
message for transmission over a data communication network, and device-
resident functions such as a calculator or task list or other PDA type functions.

Operating system software used by the microprocessor 538 is
preferably stored in a persistent store such as the non-volatile memory 524. In

25  addition to the operating system and communication modules 524A-N, the non-
volatile memory 524 may include a file system for storing data. The non-volatile
memory 524 also includes at least a key store, as well as protected data
described above. The operating system, specific device applications or modules,
or parts thereof, are typically temporarily loaded into a volatile store, such as the

30 RAM 526 for faster operation. Moreover, received communication signals may
also be temporarily stored to RAM 526, before permanently writing them to a file
system located in the non-volatile memory 524. The non-volatile memory 524

may be implemented, for example, with Flash memory, non-volatile RAM, or



20 port 530 of the nobile device 500 to a serial port of the host system
The serial port 530 nay al so be used to downl oad ot her application nodul es
524N for installation on the nobile device 500. This w red downl oad path
may further be used to | oad encryption keys onto the nobile device 500 for
use in secure conmunications, which is a2gore secure nethod than exchangi ng
encryption 25 infornmation via the wireless network 519. As an alternative

to the on- i tion key generation described above, data
protecti on%%ﬁ?gf%%‘a{%'@é%ﬁﬂér ated by another systemand transferred to the
mobi | e devi ce 500 in Ameﬁerﬁpm@appﬁﬁtb\rﬁheda@MZNtharmalgoﬂaIkﬁaid@ﬂdm{orthe be

| oaded onto the nobile 30 device 500 through the network 519, through an
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alternatively, to an auxiliary 1/0 device Whén data protecCtion is
enabl ed, 1dacilitate stedagmobPIM date itppiseeon the device.i Deel PiMapplibatien prafeiabdy

t or ed h | d 5
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styl e, aIthough ot her styles of conplete al phanuneric keyboards such as the
known DVORAreless metngyk 5i190The RiIM @@tédtemgare prefaraby sezfalasshi inteaigde e 500

I's fur t1ger s?ﬂg%%%d%ﬁcpub&&ed, via the wireless network 519, with a corresponding set
of data items stored or associated with a host computer system, thereby creating
a mirrored system for data items associated with a particular user.
The mobile device 500 is manually synchronized with a host system
by placing the mobile device 500 in an interface cradle, which couples the serial
20 port 530 of the mobile device 500 to a serial port of the host system. The serial
port 530 may also be used to download other application modules 524N for
installation on the mobile device 500. This wired download path may further be
used to foad encryption keys onto the mobile device 500 for use in secure
communications, which is a more secure method than exchanging encryption
25 information via the wireless network 519. As an alternative to the on-device data
protection key generation described above, data protection keys could be
generated by another system and transferred to the mobile device 500 in this
manner.
Software application modules 524N may be loaded onto the mobile
30  device 500 through the network 519, through an auxiliary 1/O subsystem 528,
through the short-range communications subsystem 540, or through any other
suitable subsystem 542, and installed by a user in the non-volatile memory 524 or
RAM 526. Such flexibility in application installation increases the functionality of



plurality of auxiliary I/O devices 528, which may include a thunbwheel

| nput device, a touchpad, a variety of switches, a rocker input swtch,
etc. The conposed data itenms input by the user are then transmtted over

t he conmuni cati on network 519 via the transceiver 511, and nmay al so be
stored in 20 encrypted formon the nobilzs device 500. When t he
nobi | e device 500 is operating in a voice comuni cation node, the overall

operation gf the.nobil e i IS, 8U lal L v si [ . t he data
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protection is perhaps nost 15pertinent to nobile deyices, whi by their
nature ar e dgvice: adpuchrad@ anely of swilehes a rocker input switch, etc. The

composed data items input by the user are then transmitted over the
communication network 519 via the transceiver 511, and may also be stored in
20 encrypted form on the mobile device 500.

When the mobile device 500 is operating in a voice communication
mode, the overall operation of the mobile device 500 is substantially similar to the
data mode, except that received signals are output to the speaker 534 and voice
signals for transmission are generated by a microphone 536. Alternative voice or

25 audio I/O devices, such as a voice message recording subsystem, may also be
implemented on the mobile device 500. The display 522 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call,
or other voice call related information. For example, the microprocessor 538, in
conjunction with the voice communication module 524A and the operating system

30 software, may detect the caller identification information of an incoming voice call
and display it on the display 522. Although the data protection techniques
described above might not necessarily be applied to voice communications, since

voice communication signals are not typically stored, some voice communication-



the techni ques described herein are also applicable to PCs, as well as
other typically fixed systens. The invention is also in no way
dependent upon any particul ar comruni cation features. Data protection as
descri bed herein could be 20 inplenented in two-way or one-way (receive
only) communi cati on devi ces. 27 I n addi tion, although data
protection has been descri bed above primarily in the context of data
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plurality (r)r];etﬁggg Eiggcr:r?kpem gbclfveg \?vill be obvious to those knowledgeabile in the field, and

10  such obvious variations are within the scope of the invention as described and
claimed, whether or not expressly described.

For example, a device in which systems and methods described
above may bé implemented may include fewer, further, or different components
than those shown in the drawings. Although data protection is perhaps most

15  pertinent to mobile devices, which by their nature are difficult to physically secure,
the techniques described herein are also applicable to PCs, as well as other
typically fixed systems. |

The invention is also in no way dependent upon any particular
communication features. Data protection as described herein could be

20 implemented in two-way or one-way (receive only) communication devices.

In addition, although data protection has been described above
primarily in the context of data received after data protection has been enabled,
existing data that has already been stored on the maobile device before data
protection is enabled is preferably also encrypted when data protection is

25 enabled, where the format of stored data permits.



15wherein the data protection nodule is configured to determ ne whether the
communi cation device is in the first operational state or the second
operational state, to encrypt the received data using a first of the
plurality of cryptographic keys if the conmmunication device is in the first
operational state or a second of the plurality of cryptographic keys if the
communi cation device is in the second 202®perational state, and to store
the encrypted received data in the nmenory; and wherein the first of the
plurality qﬂﬁﬁégptographic keys is protected. 2. The communi cati ons device
of claim1l ein the data protection nodul e enabling neans is configured
to automatically invoke an operation to enable data 25 protection in the
conmruni cation device or otherwise to restrict sone or all of other

communi cat ilen ddyFe@nypucationgaviemtanpratecting dstarageied @3 s@en enabl ed. 3.
The communi gl hangf H‘é@lcgftrfé@drﬂh%mdgﬁ% |eNide Gorfigtiging” Ot ection rodul e

enabling neans I's co automatlca y 1'nvoke an“operation to
requi resa 30usera menmmlﬂ:bef'garted tprsbd)maﬂatan in the comruni cati on device or
otherwise to restrict som% er _conmuni cati on devj ce é){aeratlons

of
until data prot &HGPrRIES 'BBéﬂo‘Mﬁlﬂfé‘a' MRINEAlen deyise,copfigure
communi cat irg d;v?%l\é'té;q rofeBY tHYeceivel a2 by acé'fség*ltﬁm@l@dlﬂr%cé’w@f 84#3, bR tdlat a

protecti on nodule enab I'i ng means conpri ses war e 1 npl enent ed
conf i gur at isterectbatprolectastitgdoeived dataiie theomemoryat i ons devi ce of any one of

e Preceding. ol AL VhSHBlRS M oLl i R RSB e R oo e

10  configured to restrict some or all of other communication device operations until
data protection has been enabled;

wherein the communication device has a first operational state and a
second operational state; and
a key store configured to store a plurality of cryptographic keys;

15 wherein the data protection module is configured to determine whether the
communication device is in the first operational state or the second operational
state, to encrypt the received data using a first of the plurality of cryptographic
keys if the communication device is in the first operational state or a second of the
plurality of cryptographic keys if the communication device is in the second

20 operational state, and to store the encrypted received data in the memory; and

wherein the first of the plurality of cryptographic keys is protected.

2. The communications device of claim 1, wherein the data protection module

enabling means is configured to automatically invoke an operation to enable data
25 protection in the communication device or otherwise to restrict some or ail of other

communication device operations until data protection has been enabled.

3. The communications device of claim 2, wherein the data protection module
enabling means is configured to automatically invoke an operation to require a

30 user to enable data protection in the communication device or otherwise to restrict
some or all of other communication device operations until data protection has
been enabled by the user.



6. The conmuni cations device of claim5, wherein the first operational
state is 1o an unl ocked state, and wherein the second operational state is
a |l ocked state. 7. The comunications device of claim5 or claim®,
wherein the first cryptographic key is a symmetric key, and wherein the
second cryptographic key is a public key. 15 8. The communi cati ons device
of claim?7, wherein the public key is asgwciated with a private key, and
wherein the data protection nodule is further configured to determ ne

whet her the encrypted data was encrypted usin . or.th
symetric k4«ay, t ed%%PWP'%"@ gy&;%t(ifﬁaryaqr&e %fsﬁﬁ‘%g’rgﬁg"ﬁﬁﬁﬁﬁ’é 5’5&?@9 i f
the encryptird daed protéstiot N hbY Dlecshalfiingnéies Bovpbrisek 8softiade iripResented t he
encrypted data using the symmetric key if the encrypted data was encrypted

usi ng t he Sprfiguiationiceptrol module. The conmmuni cations device of any one of

t he preceding clainms wherein the 25 conmuni cati on device conprises a :

W rel ess nobile conmmuni cation device selected fromthe group consisting of:
a data somsyni caAtheotordmunicatioas Hetvidecoftaryegriwoktheaqreogdingtchainet wherginvoi ce

comuni cations functionality, a nmultipl -gg_'de ﬂevi ce capahl e of. vQice, data

and ot her tthpdsstoryriearapiickey tsrivaceesiis ¥aienghgspmpunization dgMise 1ginytheal

assi st ant (éae%ﬁd%{&ﬁpétﬁ)‘?}ai QfztM rel ess 30 communi cations, a wireless nodem a
one-way communi cation device, and a two-way communi cation device. 30 10.

A met hod of protecting data received on a comunication device, the nethod

o o o9 e i S tripicationsden e oA th BovRedin st fisEaPecliBgn| stk °™
recei vijgg theuslstied Qtraﬁ&%‘ht?ﬂ%hé@iﬁtl'_ﬁi%@c&d}ype%ﬁéﬂéltété!ﬁ i§ @l [dcieat tate

protect said data; storing said protected received data in a nmenory
of said comuni cation devi ce; enabling the data protection system

Ot horwi se. riest 11 00 G EEREBnE Vi GRERTP ST SRS R RTR '
oper ati ons dipstobradphic R&Y B R EPINATSLHE Re§yaiE Whiesin biee Beed®btS@tographic key
is a public key.
15
8. The communications device of claim 7, wherein the public key is
associated with a private key, and wherein the data protection module is further
configured to determine whether the encrypted data was encrypted using the
public key or the symmetric key, to decrypt the encrypted data using the private
20 key if the encrypted data was encrypted using the public key, and to decrypt the
encrypted data using the symmetric key if the encrypted data was encrypted using
the symmetric key.

9. The communications device of any one of the preceding claims wherein the
25 communication device comprises a wireless mobile communication device
selected from the group consisting of: a data communication device, a mobile
telephone having both data and voice communications functionality, a multiple-
mode device capable of voice, data and other types of communications, a
messaging device, a personal digital assistant (PDA) enabled for wireless
30 communications, a wireless modem, a one-way communication device, and a

two-way communication device.



storing a first cryptographic key and a second cryptographic key on the
communi cation device, the first cryptographic key being protected;
determ ni ng whet her the comruni cation device is in a first operational

state 15 or in a second operational state; encrypting the received
data using the first cryptographic key if the comunication device is in
the first operational state; encrgpti ng the received data using the

second cryptographic key if the conmunication device is in the second

P communi'Gat | dn Ry BF BrofaIng ActE BRgeR by SFFER R Rt BT Y, T

aut omat i calmgthba\mlﬁi.miwg\mmepgb@n to enable data protection in the
conmuni cati on device or otherwse 25 restricting sone or all of other

conmuni cati on dées@Mngsiataat afata protection sysiem Fsaid fORIUNERHPNFARNIFR .

12. The rret‘m%} f ' 0 L S : | | ' n
operation to rgf(;‘usléﬁéﬁgmuééorte%%g r%%}gs%?@, gg{;g%%%.gg?ﬁé;‘ghﬁ?Jtré]ééeég%ﬁ%u%ﬁg%@i on
devi ce 80 dy aridrgptivicssaid elata tecprotgctsaicddata;al | of ot her conmuni cation

devi ce operations until, data protection has been enabled by the user. 31
15" The et hodSlori sei oreiecliciereived 4ala 1o & THRmBR ff SAetrmyRESEh!  ng
the data prhseltion systemis provided as a software inplenented
configuration control nodule. 5 14. The nethod of claim 13, wherein the
dat a protecti on engblirgtiendala prgtentionssyistem poier tegaid data betingniegaivedtaton

device pri Osraié gaéa;i)r%tedc%\éhcs%s{)eenix 'oF otherwise restricting some or all of other
10 communication device operations until the data protection system has been
enabled;
storing a first cryptographic key and a second cryptographic key on the
communication device, the first cryptographic key being protected;
determining whether the communication device is in a first operational state
15  orin a second operational state;
encrypting the received data using the first cryptographic key if the
communication device is in the first operational state;
encrypting the received data using the second cryptographic key if the
communication device is in the second operational state; and
20 storing the encrypted received data in memory on the communication

device.

11.  The method of claim 10, further comprising automatically invoking an
operation to enable data protection in the communication device or otherwise
25 restricting some or all of other communication device operations until data

protection has been enabled.

12. The method of claim 11, further comprising automatically invoking an
operation fo require a user to enable data protection in the communication device
30 or otherwise restricting some or all of other communication device operations untit

data protection has been enabled by the user.



provided to a user or when the communication device is first configured for
operation by a user. 10 15. The nethod of any one of clains 10 to 12,
wherein the second operational state is a | ocked operational state in which
the first cryptographic key is inaccessible and the first operational state
I's an unl ocked operational state in which the first cryptographic key is
accessi bl e. 1516. The net hod of claim 15, 3further conprising the step of
storing the private key on the comuni cati on device, wherein the first

he second 1y pt s efel! g &, SF e 04h 8 Wblerdn dimiRPR Y Giee Koy
2017. The nehbedtPpratédtion syeterhus bRevidéd aprd softwardainplamented cumfigbestiohhe
encrypted data was encrypted using the public key or the symetric key,

decrypt i ng QoR&obAWR.-ed data using the private key if the encrypted data
was encrypted using the public key, and decrypting the encrypted data using
the symmetric key if the encrypted data was encrypted using the symetric
key. 25518.14A cOoFfauinethgit ofuclaim pBodheteif the fdata potectigndystermn epabliegl on a
comruni cati on device, . sai.d conput er _program.product cqnpri Si .a conput er
eadabl o mIBFeNS BRATGHFPAN o EPRImUISRIN deYiba e 1nsald Heicediting o 5
conputi ng 4R¥liAEdHO'S tddr'o? Wik the ddimiRIcaten deviRRYs ARE cBhfigh@dfer 10 to 17.
operation by a user.

10 15. The method of any one of claims 10 to 12, wherein the second operational
state is a locked operational state in which the first cryptographic key is
inaccessible and the first operational state is an unlocked operational state in

which the first cryptographic key is accessible.

15 16. The method of claim 15, further comprising the step of storing the private
key on the communication device, wherein the first cryptographic key is a
symmetric key which is stored in encrypted form and the second cryptographic
key is a public key associated with a private key.

20 17. The method of claim 16, further comprising determining whether the
encrypted data was encrypted using the public key or the symmetric key,
decrypting the encrypted data using the private key if the encrypted data was
encrypted using the public key, and decrypting the encrypted data using the
symmetric key if the encrypted data was encrypted using the symmetric key.

25
18. A computer program product for protecting data received on a
communication device, said computer program product comprising a computer
readable medium embodying program code executable by a processor of a

computing device for implementing the method of any one of claims 10 to 17.
30



