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DOWNLOADING OF APPUCATIONS IN A DIGITAL DECODER 

The present application relates to a method and apparatus for downloading executable 

S applications into a decoder used in a digital broadcast system, for example, as used 

in a digital television system. 

10 

Broadcast transmission of digital data is well-known in the field of pay 'IV systems, 

where scrambled audiovisual infomiation is sent, usually by a· satellite or satellite/~ble 

link, to a number of subscribers, each possessing a decoder or receiver/decoder 

capable of descrambling the transmitted program for subsequent view.ing. Terrestrial 

digital broadcast systems are also known. Recent systems have also used the 

broadcast link to transmit other data, in addition to or as well as audiovisual data, such. _ 

as computer programs or interactive applications to the decoder or a to a connected 

15 PC. 

20 

The same decoder unit may be supplied by the system designer to a number of 

different service providers or broadcast companies in a number of different countries. 

In such circumstances, some degree of testfag or customisation of the decoder unit by 

the service provider will usually be necessary. Typically, a testing application is used 

to check the correct operation of the hardware elements of the decoder, eg to confiIID 

that the tuner within the decoder operates correctly etc. 

This operation will typically be carried out by the service provider or distributor 

25 before the decoder is passed to the consumer, for example, using a dedicated PC and 

a parallel or series link to the decoder. An application supplied by the system . 
designer and running on the PC is used to adjust the operating parameters of the 

decoder. 

30 Depending the complexity of the operation and the skills of the operator employed to 

carry out this task the time necessary to test the decoder can be considerable and can 
I 

increase the real cost of the finished item by a significant amount. 

---- ---------·--·---
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television remote control to control the tuner of the television. Neither document 

discloses the downloading of an executable application into a decoder . 

. As will be understood, the present invention is not limited to the downloading of a 

5 testing type application. The card may equally be used to mtroduce an application 

usea to initially configure the decoder. Alternative uses are also imaginable, for 

example, in which cards bearing a promotional application such as a video game or 

the like, are distn"buted directly to the end user of the decoder. Increasingly, decoder 

units are incorporating more and more functionalities associated with general 

10 multimedia products and using a portable memory card provides a relatively simple 

means for a non-technical consumer to introduce executable applications into the 

decoder. 

The ten:n "portable memory card" mcludes any portable cards that may be inserted- -

15 within a corresponding card slot in the decoder. The card may include a 

microprocessor chip in addition to a simple memory element. The card may be 

powered via a connection to a power source located intemally within the reader slot 

of the decoder or may include a battery power source. 

20 In one embodiment, the card may conform to the standards necessary to permit 

reading in a PCMCIA reader jn the decoder. Preferably, however, the card is adapted 

to be read in a smart card reader in the decoder. This solution possesses a number of 

advantages in comparison, for example, with a PCMCIA card, notably due to the 

simplicity of the contacts fonned on the card which reduces the cost of production and 

25 the ubiquity of smart card readers in decoder units. 

The characteristics of smartcards and smartcard readers are well lmown and are 

defined, for example, in the international standards ISO 7816_1 . (physical 

characteristics), ISO 7816_2 (contact dimensions and placement) and ISO 7816_3 

30 (electrical signals and transmission protocols). 

I 

Unlike: for example, bank cards, the smartcards associated with decoder units need not 
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be fully inserted into the unit and may protrude some distance from the decoder. 

Consequently, whilst the card width and thickness for the inserted part of the card 

must correspond to the nonnalised values, the card may be longer than a standard 

credit card. This leads to the possibility to introduce more and larger components 

5 onto the card. 

Advantageously, the executable application stored within the card and downloaded into 

the decoder is formatted according to a broadcast data format, such as an :MPEG data 

format. In the case of application type data held in the payload of a transport packet, 

10 the MPEG standard describes the organisation of data into a series of tablest each 

table including a table ID etc. 

ill one embodiment, the application data may be subdivided into a number of modules 

in the memory of the card, the modules being assembled by the decoder to fom the 

15 complete application. 

The advantages associated with the use of MPEG fonnat data are considerable, since 

the decoder can handle and process such applications in the same manner as it handles 

applications downloaded via the broadcast link. In the case, for example, where the 

20 decoder includes a virtual machine to process data, the appllcation may be written in 

inteipretative code, this code being intexpreted and processed by the same logical units 

within the machine as used for broadcast MPEG applications. 

As will be understood, where the decoder is adapted to download digital broadcast 

25 transmissions according to an alternative data format, the same advantages may _be 

obtafaed by . organising the data in the card in this format. 

According to a further preferred embodiment, some or part of the application stored 

within the memory card is encrypted with one or more encryption keys. In particular, 

30 some er part of the data stored in the memory card may be encrypted and/or signed 

with a private key, the decoder having access to the equivalent public key so as to 

decrypt and/or authenticate the origin of the appllcation. In the event of non-
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authentication of the code, the decoder may refuse to download the code. Other 

arrangements, using two secret keys of a symmetric algorit~, or a combination 

bash/encryption technique, for example, are possible in addition to or instead of this 

signing process. 

The advantage of a memory card lies in the simplicity· in which an application may 

be introduced into the decoder. By the same token, the use of a memory card could 

potentially give rise to a problem of security by permitting the installation of pirate 

applications into a decoder. The use of signed code ensures the integrity of 

10 ·appllcatfons within the decoder and prevents, for example, the introduction of a "trojan 

horse" program or the like into the system. 

Preferably, the decoder is pr()vided with a plurality of smart card readers, to permit 

the reading of a smartcard carrying the executable application together with another- -

15 smartcard, for example, a smartcard carrymg a decryption key. 

20 

As mentfoned above, a principal use of smart cards in the context of a decoder relates 

to the storage of decryption and encryption keys associated with that decoder. In the 

case where the executable code downfoaded from the memory card is partially or 

wholly encrypted1 decryption will most probably be carried out in relation to a public 

key stored on a subscription type smart card. A multislot decoder pennits interaction 

between the two cards. 

Other embodiments for a single-slot decoder are possible, for example, in whlch the 

25 application is downloaded from the first smartcard and stored in a buff er before the 

first card is removed and the second card inserted to verify the appHcatjon, or m 
which an adapter is used to enable both cards to be inserted in parallel etc. 

In one embodiment, the method may include the steps of downloading the application 

30 into the decoder, setting one or more parameters assocfated with the application and 

storing the parameters in the memory card for later use. 
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For example, in the case where the memory card is used as a vehicle for a testing 

application developed by the system designer, the application may include certam 

parameters, such as tuning frequency, which are to be set by the test operator. 

The first time that the application is loaded into a decoder, the operator will have the 

option of selecting these parameters by, for example, using the remote controller of 

the decoder. Once fixed, the parameters can be stored on the card. Thereafter, testing 

of subsequent decoders will be carried out automatically in relation to these stored 

parameters. 

For reasons of security, it is preferable that the application remain unchanged and only 

the newly set parameters reloaded back onto the card. The application may be, for 

example, stored in an access-restricted FLASH or ROM memory and the parameters 

loaded into an EEPROM memory unit on the memory card. 

Advantageously, the memory card includes a physical switch means for selecting one 

of a plurality of applications stored on the card that will be downloaded upon insertion 

of the memory card in the decoder. For example, where the card is used as a vehicle 

for a number of configuration applications for a number of service providers, the card 

can include a DIL switch means which can be set by an operator to select the 

configuration application associated with that service provider. 

The present invention extends to a decoder for use in a method as described above, 

in particular, a decoder adapted to read broadcast (eg MPEG) format data introduced 

via a card reader in the decoder. The present invention also extends to a memory card 

for use in such a method, in particular, including an application stored in a broadcast 

fonnat in tile card. 

Whllst the description refers to " receiver/decoders » a."l.d " decoders " it will be 

30 understood that the present invention applies equally to embodiments havfag a receiver 

integrated wjth the decoder as to a decoder unit functioning in combination with a 
I 

physically separate receiver. Such a decoder may be of the kind used in any satellite, 

" . 
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terrestrial, cable etc digital broadcast system and may include other multimedia type 

capabilities or m~y be integrated with other devices such as a video recorder or 

television. 

S Similarly, the tenn " executable application"' covers appHcations written in any form 

or code· (interpretative code, compiled code, native code etc) and capable of being 

executed by a :nricroprocessor within the decoder. 

10 

The tenn MPEG refers to the data transmission standards developed by the 

Intemational Standards Organisation: working group .. Motion Pictures Expert Group" 

and in particular but not exclusively the MPEG-2 standard developed for digital 

television applications and set out in the documents ISO 13818-1, ISO 13818-2, ISO 

13818-3 and ISO 13818-4. Jn the context of the present patent application, the term 

includes all variants, modifications or developments of MPEG formats appHcable to -
15 the field of digital data transmission. 

20 

25 

There will now be described, by way of example only, a preferred embodiment of the 

present invention, with reference to the attached figures, in which: 

Figure 1 shows an overview of the elements of a decoder; 

Figure 2 shows a memory card, adapted to be read in a card reader slot in the decoder 

of Figure 1; 

Figure 3 shows a circuit diagram of the components of the card of fjgure 2; and 

. ' 
Figure 4 shows the software architecture of the decoder of Figure 1. 

Referring to Figure 1, the elements of a receiver/decoder 1 or set-top box fer use in 

30 a digHal broadcast system and adapted to be used in the present invention will now 

be described. As will be understood, the hardware elements of this decoder are 
I 

largely conventional and their implementation will be within the capabilities of one 
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As shown, the decoder 1 is equipped with several interfaces for receiving and 

transmitting data, in particular an MPEG tuner and demultiplexer 2 for receiving 

5 broadcast MPEG transmissions, a serial interface 3, a parallel interface 4, and a 

modem back channel 5 for sendmg and receiving data via the telephone network. ID 

this embodiment, the decoder also includes a first and second smart card reader 6 and 

7, the first reader 6 for accepting a subscription smart card containing decryption keys 

associated with the system and the second reader 7 for accepting bank cards and, in 

10 

15 

this case, a smartcard containing an appHcation to be downloaded. 

The decoder also includes a receiver 8 for receiving infra-red control signals from a 

handset remote control 9 and a Peritel output 10 for sending audiovisual signals to a 

television 11 connected to the decoder. 

Processing of digital signals received via the interfaces and generation of digital output 

signals is handled by a central control unit 40. The software archltecture of the control 

unit within the decoder may take many forms. It may be based, for example, on a 

virtual machine interacting via an interface layer with a lower level operating system 

20 1mplemented in the hardware components of the decoder. In terms of the hardware 

architecture, the decoder will be equipped with a processor, memory element& such 

as ROM, RAM, Fl.ASH memory etc. as in kno'Wil decoders. 

A partkular implementation of a software architecture will now be described in 

25 relation to Figure 4. It will be seen that a layered architecture is used. The first 

layer 51 represents the operatfag system of the hardware of the receiver/decoder. 

This is a real-time operating system chosen°by the manufacturer to control the 

hardware elements of the receiver/decoder. The real-time operating system has a 

relatively fast response time in order to be able to correctly synchronise hardware 

30 operations. A data processing system layer sits on top of the hardware operating 

system and comprises a mjddleware layer 52 and an applicatjon interface layer 53. 

) 
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Event messages are passed between the operating system layer 51 and the · 

middleware layer 52 immediately above. The nriddleware layer js written in a 

language such as C ANSI and comprises the elements of a virtual machine 54 and 

a number of interfaces 55 including a graphical interface 56, a FLASH/PROM 

5 memory interface 57, a protocol interface 58 and a device interface 59. 

10 

15 

20 

The use of a virtual machine 54 enables independence between upper level 

applications 66 which are usually provided by the system manager or one or more 

operators, and a lower level operating system 51, usually implemented by the 

hardware manufacturer of the decoder. 

The interfaces 60 provide the link between operations of the vntual machine and 

the lower level operating system 51 and also include a number of intermediate 

level application modules more easily executed at thjs level. 

The application interface (API) layer 53 comprises a number of high level 

packages 60-65, written in an object-oriented interpretative language, such as 

Java. These packages provide an interface between the high level applications 

generally created by the service provider (interactive program guide, teleshopping, 

internet browser etc) and the virtual machine of the system. 

The lower level OS is normally embedded in the hardware components of the 

decoder, although in some realisations, the lower level OS can be downloaded. 

The middleware and application interface layer packages can be downloaded jnto 

25 the RAM or FLASH memory of the decoder from a broadcast transmission. 

30 

Alternatively, some or all of the middleware or application interface layer elements 

can be stored in the ROM or (if present) FLASH memory of the decoder. As will 

be understood, the physical organisation of the memory elements of the decoder js 

quite distinct from the logical organisation of the memorj. 

Turning in detail to each layer, the interface layer 55 above the virtual machine 54 
( 

will now be described. As shown it comprises four modules, a graphics module 
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56, a memory file management module 57, a protocol module 58 and a device 

manager 59. Whilst the modules at this level are described as interface modules 

their function js to provide a "glue'' layer for the implementation of the application 

interface packages and for the operation of the virtual machine generally. 

The graphics module 56 provides the creation and management of graphical 

objects. It asks the low level OS to display basic graphic shapes such as single 

pixels, lines, rectangles etc. Jn a similar manner, the memory file management 

module 57 includes low level read/Write file commands associated with the 

memory components of the system. The protocol management module 58 defines 

a library of communication protocols that may be called upon in communications 

via, for example, the TCP/IP layer of the decoder. 

The device manager 59 is slightly different from the other modules in this layer in · -

15 that it provides the link or interface between the hardware operating system and the 

layers above, including the other modules in the interface layer and the virtual 

machine. Commands or event messages that are received/sent to the hardware OS 

from the virtual machine, for example, are necessarily passed by the device 

manager for conversion according to the interface specifications between the two 

20 levels. 

Referring now to the application interface layer 53, the packages in this layer are 

written in an object oriented language such as Java. Each package defines a set of 

class libraries called on during operation of the system. Their class behaviour will 

25 depend on the language chosen, a single inheritance class structure being adhered 

to in the case of Java. In the present system the following packages are installed. 

Lang!Util Package 60. These packages define the classes necessary for the 

manipulation of objects by the virtual machine. These class libraries normally 

30 form part of a standard library associated with the object oriented language chosen. 

I 

MHEG-5 Package 61. Thfa package defines the classes assodated wjth the 

) 
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manipulation of graphical objects on the televfaion display. Such objects are 

distinct from audio-visual data and can make up, for example, channel identifiers 

or text iaid over displayed images. The definition of classes within this package 

should respect the MHEG-5 norms defined by the standards ETS 300777-3 and 

5 ISO/ISE 13522-5 (and the standard ISO/ISE 13522-6 in the case of a Java 

implemented system). 

10 

Toolbox Package 62. This package contains the classes used for downloading and 

decompression of infonnation as well as the c~asses associated with the 

management of the file system and memory within the receiver/decoder and the 

classes associated with the connection to the internet etc. 

Device Package 63. This package defines the classes necessary for management of 

peripherals attached to the receiver/decoder, as discussed above and including the 

15 modem, the smart card readers, the MPEG flow tuner etc 

20 

25 

Service Package 64. This package defines the classes necessary for the 

implementation of developing higher level interactive applications, such as 

management of credit card data etc. 

DSMCC-UU Package 65. This package implements the protocols necessary for 

communication between a client and a server for data file search and reading. 

Implementation of this package should respect the norm ISO/IEC 13818-6 and 

directives defmed in DA VIC part 9. 

Finally, a number of high level applicatfons 66 sit on top of and communicate with 

lower levels in the system vj.a the application interface layer 53. In the present 

embodiment, the use of a virtual machine type architecture means that applications 

will be written in an interpretative language, such as Java. Other software systems 

30 for handHng executable applications written in alternative types of code are of 

course possible. As will be described below, appUcations may originate from a 
I 

variety of sources and/or operators. In particular, in the present embodiment of the 
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invention, executable applications are installed via a smart card interface. 

An application introduced into the decoder corresponds to a section of code introduced 

into the machine that pennits the control, for example, of hlgher level functions of the 

5 machine. These may jnclude the generation of a graphic sequence on the screen of the 

televisi,on display in response to a cc:>mmand from the remote control, or the emission 

of a message vja the modem 5 to the server associated with the digital broadcast 

system. The execution and maintenance of applications may be handled by an 

application manager 67, itself installed at the application layer. 

10 

Applications may be resident applications stored· m the ROM or FLASH of the 

decoder or applications broadcast and downloaded via the MPEG interface 2 of the 

decoder. Applications can include program guide applications, games> interactive 

services, teleshopping applications, as well as initiating applications to enable the 

15 decoder to be immediately operational upon start-up and applications for configuring 

and testing the decoder. AppHcations are stored in memory locations in the decoder 

and represented as resource files comprising graphic object description files, unit files, 

variables block files, instruction sequence files, application files, data files etc. 

20 In the case of a broadcast transmission, a number of types of data stream may be 

present, for example, a video data stream, an audio data stream, a text data stream etc. 

In accordance with MPEG standards each transport packet is preceded by a Packet 

Identifier (PID) of 13 bits, one PID for every packet transported in the MPEG stream. 

A programme map table (PMT) contajns a list of the different streams for a particular 

25 servke or "channel" and define.s the content of each stream according to the respective 

PID. A PID may alert the device to the presence of applications in the data stream, 

the PID being identified by the PMT table. 

Within an MPEG transport stream containing an application there may be three or 

30 more levels of packet structure. A first layer corresponds to the basic transport layer 

comprising a series of fixed size transport packets. 

) 
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Furthermore, applications downloaded into the decoder via the broadcast link are 

divided into modules, each module corresponding to one or more MPEG tables 

encapsulated within the above mentioned transport packets. Each MPEG table may 

be divided into a number of sections. For data transfer via the serial and parallel 

5 ports, modules are also split into tables and sections, the size of the section depending 

on· the channel used. A similar sectioning is applied to MPEG tables downloaded 

using the smartcard of the present embodiment. 

10 

Finally, this sectioning of an application into MPEG tables is independent of any 

structuring of the application data itself. For example, an application may be 

organised into a number of files arranged within a data C3!0usel as per the DSM-CC 

protocol. for example. 

Refemng to Figures 2 and 3, the structure of a smartcard 12 adapted to charge a.n · 
15 executable application in the decoder will now be described. Figure 2 shows a plan 

view of the smartcard, comprising an area of contacts 13, a FLASH ROM memory 

14, an EEPROM memory 15, a microprocessor 16, a D1L switch unit 17 and a 

number of other discrete components Unlike standard smart cards, the presence of 

additional memory elements 14, 15 enables an executable application of a significant 

20 size to be stored on the smart card. 

The memory card 2 possesses the width and thickness of a standard nonnalised smart 

card so as to enable its insertion in a smart card slot of the decoder. However, as will 

be seen from Figure 2, the card is longer than a standard card to enable the 

25 incorporation of all the components described on its surface. In the context of jts use 

in the initial configuration of the decoder this increase in size may not be significant. 

In alternative situations, for example, where 'the card is intended to be supplied to the 

eventual user of the decoder, some components such as the D1L switch unit 17 and 

EEPROM 15 may be omitted. The remaining components may be miniaturised and 

30 the whole card designed to confonn with smart card norms. 

I 

Referrfog now to Figure 3, the contacts 13 engaged in the smart card reader in the 
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decoder may be divided by function into a power supply line 18 which supplies the 

card voltage Vee, a reset line 19 connected to the corresponding reset tefl:Dinal 20 of 

the microprocessor, a clock line 21 connected to clock terminal 22 of the 

microprocessor, and an . I/O line 23 connected to corresponding mput and output 

5 temtinals 24,.25 of the microprocessor. As shown, connections are made via a series 

of op-amps 26. The power supply is regulated by means of a capacitor C4. 

The EEPROM memory umt 15 is connected via lines 27, 28 to the mic:rbprocessor 16, 

these lines being biased by the power supply Vee connected vfa the resistances Rl and 

10 R2. The function of the EEPROM memory will be discussed in more detail below 

in relation to the configuration application. The microprocessor 16 is connected by 

a series of Hnes 29 to corresponding terminals of the FLASH memory 14. The state 

of three of these lines 30, 31, 32 is determined by the switch unit 17 connec:ted via 

a series of diodes Dl, D2, D3 and biased by the power supply Vee connected by-
15 resistances R3, R4, RS. By switching each of the switches ON or OFF, a binary 

control word 000, 001, 010, 011 etc can be defined. As will be discussed, this binary 

word is used to determine the first block in the FLASH memory that will be accessed 

upon insertion of the card and, hence, the application that will be charged into the 

decoder. 

20 

The card 12 is designed to engage in the credit card reader 7 of the decoder 1, the 

reader 6 being reserved for the subscription card associated with the broadcast system 

which contains the keys necessary for, foter alia, decoding scrambled transmissions 

and verifying downloaded code. Upon insertion, the reader checks the type of card 

25 inserted, by means of a simple handshake signal to the card. In the event that the 

reader identifies the card as being a card of the type containing application code for 

loading into the machine, the decoder will access the first block of code in the FLASH 
. . 

memory 15 at the hexadecimal address corresponding to the binary message indicated 

by the switch unit 17. 

30 

In the case, for examplej where the card is intended to be used in the testing of 
I 

decoders for a number of service providers, a different application may be loaded 

) 
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conesponding to the service provider in question or corresponding to the functions 

that need to be tested. In addition or alternatively, a first setting of the switches may 

be used to download the application supplied with the card and a second to download 

a different application and/or associated parameters set by the service provider (see 

S below). 

10 

15 

20 

25 

30 

T.he application code is downloaded from the from the card in a series of modules, the 

modules then being assembled to form a series of MPEG-2 (short form) tables, as 

described above in connection with broadcast data. The advantage of fozmatting data 

according to the MPEG format is that the virtual machine within the central control 

unit of the decoder can directly process applications received in this format, in the 

same manner as it processes applications received via the broadcast link. As will be 

appreciated, this leads to considerable reductions in the time needed to process the 

application etc. 

The format of the MPEG private sections in this case is as follows: 

table_id 8 bits 

section_syntax_indicator (=D) 1 bit 

private_indicator (=1) 1 bit 

reserved 2 bits 

private_ section_ length 12 bits 

table _id_ extension 16 bits 

reserved 2 bits 

version_number 5 bits 

current_next_indicator 1 bit 

section_number 8 bits 

last_section_ number 8 bits 

private_ data_ byte undetermined 

An application will be accessed .. by the decoder using · the table_id and 
I 

table _id_ extension values. 
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Prior to storage jn the card, the application code contained within the MPEG tables 

is encrypted to provide a digital signature. This signature is generated by the supplier 

of the card using a private key of a public/private key algorithm, such as RSA, and 

known only to himself. The decoder has access to a series of public keys on a 

5 subscription card inserted in the other card reader. 

10 

In the· event that the decoder confiims that the code has originated from a known 

source, by Vt?rifyirig the digital signature, the application will be installed in the 

machine. Unverified code will be rejected by the decoder. In addition to verifying 

the code, the decoder may also use the public key to decrypt the code prior to 

operation. 

Furthermore, encryption by a private/public algorithm may also be combined with a 

one-way hash type function, such as MDS. For example, a section of code may be 

15 processed to provide a hash value, this hash value then being encrypted by the private 

key to provide the digital signature. 

Other encryption techniques used in broadcast digital systems may also be applied, for 

example, to encrypt the code according to one or more private keys known to the 

20 supplier of the application card to prevent a third party from decrypting and using the 

appllcation stored on the card. The decoder possesses the key or keys necessary to 

decrypt the code as stored on a subscrjption card. This encryptiQn can be carried out 

in addition to and after the signature of the code. Tiris encryption/decryption may be 

carried out, for example, using a symmetric algorithm. 

25 

The use of a subscription card to hold the necessary decryption keys generally requires 

that the decoder is also provided with a second smartcard reader, since both cards 

will be addressed by the decoder during the downloading and verification steps. 

Alternative embodiments are _conceivable, for example, in which data is first 

30 downloaded from the application card into a buffer, the application card removed and 

the card containing the decryption keys inserted etc. However, as will be appreciated, 

these are less convenfont than the use of a decoder equipped with two or more 

) 
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smartcard readers, particularly since one or the other of the cards may need to be re­

addressed· at any moment. 

The installation of a test application within the decoder will now be described. 

5 Typically, such a test application is used by a service provider to test the correct 

op~ration of the hardware layer. Fox example, the test application may control the 

tuner of the decoder to test that the decoder can correctly receive data transmitted on 

a given channel frequency. 

10 The loaded application may be interactive so as to pennit the operator to enter specific 

parameters into the decoder by means of, for example, the remote control handset. 

In the case of the tuning frequency the operator may manually adjust the set frequency 

until the clearest reception is obtained. Once these parameters are known for one __ 

decoder, they will be the same for the rest of the series. It is therefore desirable that 

15 this and other parameter values can be memorised in order to avoid repeating the 

20 

operation for each decoder. 

Accordingly, once defined by the operator in relation to a first decoder, these 

parameters are downloaded into the EEPROM memory 15 of the card. 'Upon removal 

of the card, the operator changes the setting of the switches in the switch unit 17 such 

that an application at a different address within the FLASH memory will be accessed 

upon its next insertion in a decoder. When the card is then reinserted in the next in 

the series of decoders, this new application will be loaded into the decoder. Upon 

execution, the application will signal the presence of pre-dete!Dlined parameter values 

25 stored in the EEPROM and these values will be automatically loaded into and set ·?1 
the decoder. In the case of the tuner, for example, the application will automa6cally 

set the tuner to the frequency selected by the operator for the first decoder and the 

operator can then immediately detennine whether the tuner operates correctly or not. 

30 In view of the relative difficulty in writing data to a FIASH umt (as compared to an 

EEPROM) it is preferable, though not essential, that the FLASH memory be used for 
I 

applications that will not be modified in use and the EEPROM memory be reserved 
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for data downloaded into the card. 

Furthermore, in order to increase the security of the system, the FLASH memory may 

be locked into a re~d-only configuration by the microprocessor upon initial connection 

5 of the card, and/or upon receipt ·of · an unknown instruction. Other memory 

combinations and configurations are of course possible, using ROM devices etc. 

10 

Whilst the above embodiment has been discussed m relation to a smartcard realisation, 

other portable memory cards, such as PCMCIA cards, may be used if the decoder is 

capable of reading such cards. 

) 
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CLAIMS 

1. A method for do~loading an executable application into a decoder, characterised in 

5 that the application is stored on a portable memory card jntroduced into a card reader ~ the 

decoder, the decoder reading and downloading the application from the card. 

10 

15 

20 

2. A method as claimed in claim 1 in which the card is adapted to be read in a smart card 

reader in the decoder. 

3. A method as claimed in claim 1 or 2 in which the executable application stored within 

the card and downloaded into the decoder is formatted according to a broadcast data format 

4. A method as claimed in claim 3 in which the executable application stored within the 

card and downloaded into the decoder is fonnatted according to an MPEG data fonnat. 

5. A method as claimed in claim 4, the application being subdivided into a plurality of 

modules in the memory of the card, the modules being downloaded and assembled by the 

decoder to fonn the complete application. 

6. A method as claimed in any preceding claim, in which the application is written in 

interpretative code. 

7. A method as claimed in any preceding claim, in which some or part of the appJication 

25 stored within the memory card is encrypted with one or more encryption keys. 

8. A method as claimed in any preceding claim in which some or part of the data stored 

in the mernoiy card has been encrypted and/or signed with a private key, the decoder having 

access to the equivalent public key so as to decrypt and/or authenticate the origin of the 

30 application. 
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9. A method as claimed in any preceding claim in which the decoder is provided with a 

plurality of smart card readers, to pennit reading of a smarl'card carrying the executable 

application and another smartcard. 

10. A method as claimed in any preceding claim including the steps of downloading the 

application into the decoder, setting one or more parameters associated with the application 
' 

and storing the parameters in the memory card for Jater use. 

10 11. A method as claimed in any preceding claim in which the card includes a physical 

switch means for selecting one of a plurality of applications stored on the card that will be 

downloaded upon insertion of the memory card in the decoder. 

12. A decoder for use in a method as c]aimed in any preceding claim, said decoder being 

15 adapted to read and download an executable application via a card reader in the decoder. 

13. A decoder as claimed in claim 12 adapted to read broadcast fonnat data introduced via 

said card reader in the decoder. 

20 14. A memory card for use in a method as cJaimed in any of claims l to 11, said memory 

card including an executable application stored in the card. 

15. A memory card as claimed in claim 14 including an appJication stored in a broadcast 

data format in the card. 

25 


