For effecting cryptographic communi cati ons between entities i, j using a
common cryptokey, each of the entities i, j generates a common cryptokey by
applying an identifier transformation algorithmand a secret private key,

. Whi.ch have previously been distributed froma center, to the identifier of
the other entity with which to comunicate (step 3). In a transmtting
side, one-tinme pass cryptographi caggoernercati on random nunber data are
generated and encrypted by the common cryptokey, a plaintext is encrypted
using the randorFonrdfecddng, capgtbgeaphic yedmaniroons Hetrwedat a and the

encrypted plaintext are conbined into an encrypted comuni cation text (step
4). I n senrttddies rig Ji deingha eommgptexyptokbyn readicerofiathe iemttihdesncr ypt ed
comuni cation text are decrypted using the conmon cryptokey, and the
encrypt e, [ gjemegatess adeonypnedryptekey Hey dappipitng anaddemtifigsr data as
a key (Eggﬁhéigimation algorithm and a secret private key, which

have previously been distributed from a center, to the

identifier of the other entity with which to communicate

(step 3). In a transmitting side, one-time pass

cryptographic communication random number data are generated
:) and encrypted by the common cryptokey, a plaintext is

encrypted using the random numbei data, and the encrypted

random number data and the encrypted plaintext are combined

into an encrypted communication text (step 4). In a

receiving side, the encrypted random number data in the

encrypted communication text are decrypted using the common

cryptokey, and the encrypted plaintext is decrypted using

the decrypted random number data as a key (step 5).
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