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: 15 The followi initi erewith defined: 3GPP
Third Generation Partnershig\%%%ﬁﬂmﬁg&caﬁon, Authorization
anhd Accounting GAA Generic Authentication Architecture 20 GBA
Geneyle Beptstrapping Architecture BSF Bootstrapping Server Function
AKA Authentication and Key Agreement IM IP Multimedia ISIM IM
Services Identity Module 25 NAI Network Access Identifier MN Mobile
Nodeid EddserEoaiprantidip enbduion datas Gnlyn86n3ERP (helly to
(see 3GPP TS.33.220 "GAA:GBA", attached as Exhibi | oye-
e AR C S e N LR e e
specififagtigatine ehbribindtdobmss apa it eriesieoniahe {8 sagreement
for application security from WO 2006/134441 PCT/182006/001505 the
3GPP AKA mechanism. GBA is also being introduced in 3GPP2, where
apart from AKA, bootstrapping based on legacy key materials, including
the SMEKEXQIBFDCDMAIX systems) and MN-AAA Key (for CDMAIX
EV-DO systems), are also being standardized. As a result, when

operating in a 3GPP2 system a MN may support, or may
15 The following definitions are herewith defined:

3GPP Third Generation Partnership Project
AAM Authentication, Authorization and Accounting
GAA Generic Authentication Architecture
20 GBA Generic Bootstrapping Architecture
RBSF Bootstrapping Server Function
AKA Authentication and Key Agreement
™ TP Multimedia
ISIM IM Services Identity Module
25 NAI Network Access Identifier
MN Mobile Node
UE User Equipment
EV-DO Evolution Data Only

30 3GPP GBA (see 3GPP TS 33.220 "GAA:GBA", attached as Exhibit A to the above-
referenced U.S. Provisional Patent Application No.: 60/759,487) aims at specifying a

mechanism to bootstrap anthentication and key agreement for appiication security from



5 be required to support, more than one authentication and bootstrapping
mechanism. A technique is therefore needed for the MN and the network
wifA%55.0 the algorithm set to be used in the bootstrapping. /8,88 esos

IS required for future terminals that support both 3GPP and 3GPP2
networks, such that a 3GPP terminal may roam in a 3GPP2 network (and

vice versa) apd stilluse G R Anaddition, itizaessiblederonsratoistotom
deploy both 10 3GPP and 3GPP2 networks in the same eogw@@ (for
locatiot, heastRaTIiAS dESterANNSIE LISy Hﬁﬁsqg%éﬁ%{%fﬁv%ﬁ] e networ

the oRistapRIAgsMAENaNISI AGs€fo3 GRS UPPYFHRDsHistaamm, are also being

authentication and bootstrappi =hani [ NGRSEARA-t, or ma,
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3310 iRigest Akéiatiaehesasdxkibic Bldadhaahougdebaraageditifset o
Provisional Patent Application NO':‘60/759;’:14?7)&1lnesen%%%ly%ﬁ{% [€ it both
diff SRR B RSP B OO A iR G Rl PpoRed In the network side, 20
as buthdegasgemchacrdegamy themiGR riewdnd beswpported GFRe wiryork
may rﬁ%\’%g U r%)a()) it formyliple AYtharication, @%iﬁ%&%@%k@% deploy both
mechanisms (€. g. AKA, MNT-AAA, CAVE? and may have mul%p
1fre-HrBViSSTET R arETSTI @R PR AT RN AENS I YSHeE
procgedug sefineskwhich mancaes thebibetdiinsersdbsinto the
payload of the first message it sends to the BSF the list of supported
authentication mechanisms, enabling the BSF to select the authentication
mectGERismuthats ivphefers. Ofisatitrl BSMmdchaststrriagtREHediSn Kha b

key generation, mechanisma iheniaeisdthe sorreat detabasedaiighietobes of

authentication data. For instance, if the MN. supparts MN- i dition
15 OB AL B SPSB RS HREAA 50 e e ST
contagt Ahet-Red As lexfaterBacchatiengesTinechN Rl alstyon Bammidorsication
ideng]téels g'fﬂ?% mple, if the MN has an ISM application, 2 then it has a
private'ié;entl y. If the MN is an EV-DO terminal, then it has an NAlI. If the
MN is a Ix terminal, then it has an IMSI-like identity. This creates a
probleRnipthatavhenthe M ditsticaninets the RSk dysendinheariidikBde,
GET request (according to 3(1_5PP.2 S.E@OJ%?-O, Verés{jtgg 0.6, 08 December
Fhogs REBnETEY BE RS ARSI R ekitectre (EE?%))D ramework", attached

as Exhibit C to the above- referenced U.S. Provisional Patent Application
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Because most of the identities can only be used with SQ’BCIfIC
(e.g. AKA, MN-AAA, CAVE) and may have multiple pre-provisioned secrets. In 3GPP2

le .
Ssh terminals

there is a mechanism selection procedure defined, which mandates that the MN inserts
25 into the payload of the first message it sends to the BSF the st of supporied

authentication mechanisms, enabling the BSF to select the authentication meachanism that

it prefers. Once the BSF selects the authentication and key generation mechanism, it

contacts the correct database and fetches anthentication data. For instance, if the MN

supports MN-AAA, in addition to other mechanisms, and the BSF selects MN-AAA,
30  then the BSF wili contact the H-AAA to fetch a challenge.

The MN has also one or more identities. For example, if the MN has an ISIM application,

2



authentication and key generation mechanisms (e.g., private identity can
only be used with AKA, IMS1 can only be used by CAVE, EV-DO NAI can
only be used by MN- AAA), by selecting and including one of its identities
into the GET request the MN pre- selects implicitly the authentication
mechanism as well. With one specific identity already inserted, the BSF
cannot make another choice for the mechanism than the one which that
ié;lenti. can be used with Alternativecl%, a mapping of the different
iGEhlitas DY RANPRALY Hdbt YO oo BlcELGhIE By the S 5 RNAL If the MN
approachimbyhaoithesdedividildfoidamigmber of reasons. SUMMARY In
accordance with a first aspect of the invention provides a method
comprising receiving in a wireless network (WN) a first message that is

dbinprREstAdrePiret of BatmesndnidN Prtepmrrtils BB Sortentiby @ ABJ® GET
an@edn asseaiation Witireachrauthentication nNeChaNIBR ALSOTESDONGIAG

identity; determining in t n authenticatign mechanism to be use

e O BT R
weEtsahed Whfoltrraniomah Patee domticaties Sbgecthaids Bt te thedasdey theert its
infarmagion somprsing s defermined. authenticaiopechanism:in g)ec:iﬁc

conjunction with a corresponding identity. In accordancé with a secon
L[5SR B e SRY SARIFHET BREWUEDE ComptiiH proghtin plotitisbe used
embaedied ivialcamputetbeeadable arediumvyhp@recuton e@fiwhichsty 1§y MN-
ofar compri operations of sending a wireless,, .
e R e e o
ST HEPISIAS GapporBEBiptHecrsab ane Wal b ystkiontospwitly édestity already
authen!icatiogr Bamﬁhamg{]m@vt&sar@ﬁ&@f_m%%@H&Mismaﬁegeé\@ﬁ@@afwhat
response message. from the WN, the first response message comprising
ISR, P RSNt 4 AP he RO Th SR ST By M Ty
Werilfiohe tiseclisbiprovide @3y the thoderimtte finstimidssdgedble donjunction of
with,ascorresponding identity. In accordance with a third aspect of the
invention further provides a device comprising a data processor coupled
to a transmitter and to a receiver and operable to send to a network via
the transmitter a first message thatishégimprised of a list of authentication
mechanisms supported by the device and, in association with each
authentication mechanism, a corresponding identity, and to receive from

e Trerre WihAdire cenvet o Hirsirespionse nessagdiotherfipssiesiserise in
NOSERGS COMPEISIG ) nfofmationRertainiRAINRRRUBERtiGatiaN authentication
mechanisms supported by a node and, in association with each authentication mechanism, a
corresponding identity; determining in the WN an authentication mechanism to be used for
bootstrapping, based at least on the list received from the node; and including information in
a second message that is sent to the node, the information comprising the determined

authentication mechanism in conjunction with a corresponding identity.

In accordance with a second aspect of the invention further provides a computer program
product embodied in a computer readable medinm the execution of which by a data
processor of a node comprises operations of sending a wireless network (WN) a first

message that is comprised of a list of authentication



mechanism selected by the network from the list in conjunction with a
corresponding identity. Further in accordance with a fourth aspect of the
invention provides a computer program product embodied in a computer
readable medium the execution of which by a data processor of a
wireless network element (WNE) comprises operations of receiving a first
message from a node that is comprised of a list of authentication
meahanisns syerettas birethRnodaang, iﬁbﬁm&i@tiazmvvi&acﬁa@mhemicaﬁon
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determined authentication mechanism and a corresponding identity; and
REEVR R EEL Ry ReYine BN he node that is at least partially

integrity protected the second message comprising at least the list of
HhenaAon machanisms IALD,are SuRRRI AN NG e comprising o
corresponding identities, in an integrity protected form. Further in
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an authentication mechanism to be used for bootstrapp ng, based at least
iMESRBHE IR R e dtrs i HE RS, lish dpes waigtion;ratt YéspyfsRonding
mé&ssiage to the node via the transmitter, the first response message
comprising information pertaining to the determined authentication
mechanism and a corresponding identity. The data processor is further
opthplénterrerianss fréatiaibdeer'selCindrasende idat fscameagtprogram
padialy integrity profeciaputhe sREPRANEESAER CRBIMGING thAIlStIAl a data

authentlcat}on mechanlsmskthfat t%n é% orts and correepondln
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S,Inan In grl Yy protec e I’ N accoraance wi

sm@hswpfm eftie irventionpmolidedist d%and@mmﬁpmsmghmiemaetfmort@d by
SBRAIDG e RetuerkafrstMesaaRe dhaLIR.cAPRHRER. of R NSk Bhding identity;

authentication mechanisms supported by the device and, in association
Wit el e bGREtEA m&%’ﬁaﬁﬁ’éﬁﬁ by E%?ﬁé%b‘&ﬁéﬁ‘?@?&‘énﬁ%ﬁedaﬁdmt on the

mMiansfadreaaitiagotioreiliahetivarkpdirat message to the node, the first response
message comprising information pertaining to the determined authentication mechanism and
a corresponding identity; and receiving a second message from the node that is at least
partially integrity protected, the second message comprising at least the list of authentication
mechanisms that the node supports, and the corresponding identities, in an integrity

protected form.

Further in accordance with a Oifth aspect of the invention provides a network device
comprising a data processor coupled to a transmitter and to a receiver and operable to
receive from a node, via the receiver, a first message that is comprised of a list of

authentication mechanisms supported by the node



response message, the first response message comprising information
descriptive of an authentication mechanism selected by the network from
the list and a corresponding identity further, comprising means for
integrity protecting the list of authentication mechanisms supported by the
device and for sending a second message to the network that is at least
partially integrity protected, the second message comprising, in an

intecgrjgy protected form, the list of authentication mechanisms that the
anda. 1y
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the
Still further in accordance with a seventh aspect of the invention provides a network device

comprising means for receiving from a node a first message that is comprised of a list of
authentication mechanisms supported by the node and, in association with each
authentication mechanism, a corresponding identity, means for selecting an authentication
mechanism to be used for bootstrapping, based at least in part on the list received from the
node, and means for sending a first response message to the node, the first response
message comprising information pertaining to the selected authentication mechanism and
a corresponding identity said receiving means further operable for receiving from the node

a second message that is at Jeast partially integrity



corresponding identities, and to send via the transmitter a second
message to the network device, the second message comprising the list
of authentication mechanisms and corresponding identities. Further still in
accordance with exemplary and non-limiting embodiments thereof thisa
ninth aspect of the invention provides a method that includescomprising
sending to a network a first message that is comprised of a list of

apthentication.mesharisms SHPRaLtedt hm@%&@&qmwe%ﬁaﬁmonm the

with each authentication mechanism, a corresponding identit
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thissiayenien. aRhis adarted i, Figure.G.34 Bogtstrapping.signaling ,
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Fp&nmmrlé aﬂﬁeﬁdeﬂaaﬁﬁxhtbibﬁiﬁecm;ab@‘ﬁ!@p@i&f@ﬁﬁﬁﬁelﬂﬁwe and the
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iﬂ%ﬁﬂ@ﬁdﬁl’@@lFb%t@ﬁogéﬁ%ﬁget@mnpnsmg the list of authentication mechanisms

and corresponding identities.

Further still in accordance with exemplary and non-fimiting embodiments thereof thisa
ninth aspect of the invention provides a method that includescomprising sending to a
network a first message that is comprised of a list of authentication mechanisms
supported by a device and, in association with each authentication mechanism, a
corresponding identity; and receiving from the network a first response message, the first
response message comprising information pertaining to an authentication mechanism

selected by the network from the list in conjunction with a corresponding identity.

BRIEF DESCRIPTION OF THE DRAWINGS

In the attached Drawing Figures:



authentication, and more specifically are directed to the 3GPP Generic
Bootstrapping Architecture (GBA), which has been defined in 3GPP and
Wr‘g)as also been introduced in 3 GPP2. Figure 1 shows the generaland
Fom. G(rlﬁﬁfﬁjg bootstrapping reference architecture. In FigureP B pL01505
shown a Home Subscriber System (HSS) 2, a Home Location 25 Register

(HL éﬂaa Access, Authentication an{gl ccouny server 6, the.
S 5 Nt KBpHEaTn S (AR 207y et s
Equiprhigsriivtobile Node (MN) 12, as well as the interfaces between these

compeRents ithigassumestdhalaiitaRles AN SMIlters LfX:MogliraCaidekism
(Rx) are used to covey information and messages between the MN 12,
the B Hnd other network components, The non-limiting and

exelfiglaeys 30-e mbogimeiseobincemtion-dbal PiliMeptpaith the procedures
fe'aﬁ%%u%% ihe Minieriacs. betwaen e MN J2.anehing Boki 8 where

bootstrapping Is performed. Note that a mobile terminal is referred to as
UseFRagiprent e ey Bebrechiisas dorionirs hubrptsomiygihe yipeynultiple
20064k34Ak BG4 BRORS/Q01505 3GPP2, In this patent application

these. terms maybe used. interchangeably without a | f generality, and
they Ny AR Té%}leng 16 BVet q%%%%%%@%’l y%@?@e%? SO as A cRion
Hod&iS:ElTeslmo s imitidgniting exeamisiafyetbodinvemspéfiais iR emsoprt; and
provide.a mﬁﬁ?ﬂﬁ%B%ts&?ﬁa%@ﬁ@dﬁ&%@%ﬁ%ﬁt‘ﬂ!%ﬂﬁﬁé@@iﬁ&%@ﬁm

bootstrapping between the MN 12 and. the network. The non-limiting and
exerHpP&T ) GOt S S S RS AR P RA dEs AN BIIRBnARG ERE A MR
12 anptiireMpiv@koaltmen: BSHIE) aagree Al afauthenticatiol aNdGPP2
bootst i echani or use | (3GPR2 environme
B

procEriresort iscansuiviees thatbH<OVMIER 58 Sesses e (561 1rofithmal Patent

autheplication ard foetsuapping mechanisms that it supports, such as by
storing the list 11 in a memory (MEM) 12A coupled to a data processor

(DP) 15 12B. The memory 12A is also assumed to include program code
for operating the DP 12B inRECai8aRCeRhTRIFEIVATIous embodiments of
this invention. It is further assumed that the BSF 8 also includes a

memory (MEM) 8A coupled to a data processor (DP) 8B. The memory 8A
O asShpTeatBraRe BroR R CoRtigrshel Sttt tHaieopg fiefied gencrally to
acCoRdapee-With, the vario us:amhndiuneditscaldiisin serrioGeRic Bootstrapping

Architecture (GBA), which has been defined in 3GPP and has also been introduced in
3GPP2. Figure 1 shows the general and non-limiting bootstrapping reference architecture.
In Figure 1 there is shown a2 Home Subscriber System (HSS) 2, a Home Location
25  Register (HILR) 4, an Access, Authentication and Accounting (AAA) server 6, the BSF §,
a Network Application Function (NAF) 10 and the User Equipment/Mobile Node (MN)
12, as well as the interfaces beitween these componenis. It is assumed that suifabie
transmitters (Tx) and receivers (Rx) are used to covey information and messages between
the MN 12, the BSF & and other network components, The non-limiting and exemplary
30 embodiments of invention deal primarity with the procedures related to the Ub mmterface
between the MN 12 and the BSF 8 where bootstrapping is performed. Note that a mobils
terminal is referred to as User Equipment (UE) in 3GPP, and as a Mobile Node (MN) in



In general, the various embodiments of the MN 12 can include, but are not
limited to, cellular telephones, personal digital assistants (PDAs) having
wireless communication capabilities, portable computers having wireless .
Vel tion capabilities, image capture devices such ad 8?9%?&’10 06/001505
cameras having wireless communication capabilities, 25 gaining devices

havingwireless:gamirippication hap elities: Music sierdamansplambackoss

applignces having wireless co m%?ércrag?n cagabilities, In rnetd v oF 45 B
appl BTN \r%ey\ﬁ?raéﬁ%ssg Rtermet access BNt 5rowaIng® s Wat 8s

portalotie.units or tenninals that incorporate combinations of such

functions. In other embodiments the node may not include a transmitter
and a receiver that is capable of wireless communications with a 30
netwOk AR ERiRe A R R HPE e R e eSS R P TRSEls pTatsharia ©
a cahlgtnitingriaChidingione Mrobiath ofoe leeificahAngteptieal the MN 12 and
inter%%r}}ré cgi?{ns. S WO 2006/1.34441 PCT/IB2006/001505 The

memories 8A and 12A may be of any type suitable to the local technical
environment and may be implemented using any suitable data storage
technalogy, suakhasnSemigandusivhase MBMAIYAeY RS MABREYHE for the
mem devices and s _stem%,ﬁfé)tical memory devices and s%stems

file VeGP BRaTEHSABIE B o PRES R AR PBIEBHGYAE ‘e baiyiBpine
may toecodrasy fypesuitable(té:He toeabtechiicaldeh ieimrdnty ancrrrdynism

Inclugle, Q0. RLMALe: Al AB0 LAl RYIROSE SRTBHIE! S, SPEGA,PY ER&Zt%e MN 12

computers, microprocessors, digital signal processors (DSPs) and
proc&8EErEeh ASEH. & N EHIRTH IS PR G668 SeBI ArERTIS ChGrRAHE R thfitiRg TS,
exampgss b9 dB-genesaktherexemplannembodinenis afthisinvwestiesr (DP)

y be implemente .computer software executable data .
Lot B IR TN ‘3 LR AETRE Db T3 O B3 R 4 RO 067
by a Ednbiraticlaref softilsreaand trabddiarateirt ity yuvEReore iy ddifree ptsnokd
this inyealiaismay @ISR RRMRISMEPIREY SATRINEE ROfVATS 6 Igs,
by a data processor of theeBSF 8, schh gsb‘them[%ﬁSB, or by klyg‘:'g{jrdWg(';lﬁrlggikia

circuitry, “BP8Fbya Sotisietiéh BHEbH AR Eh Gora i aPE dRauftiy PP 88
Referengéais:éirgitimadetmld SidateattfpplicatiomSoN. 11/232,494, filed
%/21/2005, entitled: "Method, Apparatus and Computer Program Product
Providing Bootstrapping Mechanism Selection in Generic Bootstrapping

Architeetife L ABATIBY SRBSIBAJICY 0 MY RarCetinge Chareth@ imited to,
conteptiohwbighisdncRiaratadihyceferenceheicinm e enieb@mification
Uy e e o St e PRt COIONS i Godion eavebilities, fmage
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capture devices such as digital cameras having wireless communication capabilities,
25  gaming devices having wireless communication capabilities, music storage and playback
appliances having wireless communication capabilities, Internet appliances permitting
wireless Internet access and browsing, as well as portable units or terminals that
incorporate combinations of such functions. In other embodiments the node may not
include a transmifter and a receiver that is capable of wireless communications with a

30 network via a wireless link, as wired comnmections may be used instead via a cable or

wiring, including one or both of electrical and optical inferconnections.



as Exhibit D to the above-referenced U.S. Provisional Patent Application
No.: 60/759,487, and claims priority under 35 U.S.C. 119(e) from U.S.
Provisional Patent Application No.: 60/690,528, filed 06/1332&?%2%@

W ro%éﬁ?}%%grovisional Patent 25 Application No.: 60/692,855, |/e 9001505
06/21/2005 (referenced several times below), the disclosures of which

are jncorporate ét]’XnEﬁf%efH%ﬁgE‘Sf%? t}ﬂa&'&ﬁﬁaﬁf&t!&%@rﬁcﬁ%%ﬁﬁcﬁi%mgnt

further the exemplary embodiments of this invention, and in order to gain

a fulist ardebstamtiagaeiebting It REMIrislHBWOFTI dEaBP IR BBk S

matigr; 30 fdisslosasindh S Bairad, Applicalionol 44462324 dstems, optical
Reference is made below to Fi(gures 2-7 én this rﬁg%rd.

9
0BT AL P HRUOR DTSR o 4% SY BLR) ShBbAs it T
bootstragping procedef epirivaccoidsince Wvithothietsrbnicingitingument, and may
emRodmeniz diPdRseckin i PAEREARBIAIO S ALARLAHompuers
IC

comprises the following steps, w are described In further detail below
withrriseRraRseiguieal omalRraresiamAPSE StephBpfsrat Rsed Tha AN 19°
presentsstbeatiatiitinat aythenticationxmedhanisms it supports to the BSF 8
in a request. The MN 12 also includes the user's identity. B. The BSF 8
decides on the authentication mechanism to be used for bootstrapping,
Baséa pmdhd st tieradeivebesimeans NI aerboHerRMidmimptmented by

(inclydingas fanxd &HMitRgG §xamiplas dheomachanisns, tat iheBSFIBE, or
itself supports, and the user's profile retrieved based on th user's(ylli - The
idenbity P RHEB SR H et BiotaLHiANRE SARTER A HeRECAtoA™

mechabigimemthioh tipicaliynincludes siespondimgawithteh Butranticetierftware

challenge, The BSFE.8 als0pcludesdn the sesnanse an idicalian ot thsuiny,

authentication " mechanism chosen. 15 C. The MN 12 sends a new HTTP
Fequestte tHBEBHoE SO GHhEFAYPERE Y the challenge generated

based on the authentication mechanism selected. The message also

includes the qriginal list 1 enfication m isms the MN des1 2605
sup %r,eg?ﬁf/stﬁré;% i t“l{?]r}ggtaga% %g?%}%?ﬁé%?&. “he BSF 8 verifies

if thesne8porise tothémhallenys Soouise Prasdte SriderBreriippBootstrapping
authgptication efthg MATeHeRessiukig Sase s ERERONSE LOTIRSPAIES ifko

the expected response. If authentication is successful andfthe IEiesltple:,Ll i s
Pace STt SERECRh I ATEHS AT B R RSB TEE onTE To
the MiiwithanadT TRisut tessful e Spensapietion S.N. 11/232,494 was attached
as BExhibit D to the above-referenced U.S. Provisional Patent Application No.:
60/759,487, and claims priority under 35 U.S.C. §119(e) from U.S. Provisional Patent
Application No.: 60/690,528, filed 06/13/2005, and from U.S. Provisional Patent
25 Application No.: 60/692,855, filed 06/21/2005 (referenced several times below), the

disclosures of which are incorporated by reference herein in their entireties.

Before discussing further the exemplary embodiments of this invention, and in order to
gain a fuller understanding thereof, a discussion is now provided of the subject matter

30 disclosed in U.S. Patent Application SN. 11/232,494. Reference is made below to
Figures 2-7 in this regard.



response message may also include an indication of the selected
authentication mechanism, which is integrity protected. 25 E. The MN 12
W:ﬁgglg%s“mle succes;ful response ano! may ver!fy that the aLﬂ;tIe%HEcﬁ%%leﬁ
échanism chosen is as indicated. Since the first two messages Esteps A
and B) typically cannot be protected because the two parties have not

authgnticated each othat, aMId MAHAEKEE 1MaY-IRIer¢e Rl Messa9R M3 don-

and remove a strong authentication mechanism in the list, leaving only a,
weakiiirernbadiB i dinasrdti)in tihépricaiesar B eHdosemPrises
fromut s seatd Qs avibickralaatibitacit e re e dovteirapRItd to Figure 2.
procedure is forced to be based on a weaker 10 WO 2006/134441 '
PCT/IB2006/001505 authentication mechanism even when stronger ones

afe stipipardeltisy) rothparieseuest, s BSI grasmisHbeNis ! agentication

procgduteniaccardanRs Wit sibe nen- limiting Tempediments:diselasechi:'s
U.S. Patent Application S.N. 11/232,494, eliminates these kinds of

"bid-SSWHF attacks by having the MN 12 repeat the list in an integrity
* proteizt8tssRdi decsiepod tihensipytatiowimy:thenBBFBotozeet dot mdiiTybing,

attack, .16 S0 SRS; GaaRE 0 oL AP EIGHRIAG R NAHRUS non-

aspects of the non-limiting embodiments disclosed in U.S. Patent
ADplitaise Sapnlay S nrobEke iR feaRSE e tsnlisrars P ety gser's profile
interfaee:(betweandheelfdARLA@NdThBBBE 8)ds pasadonithenk Tdfted
Digest authentication. The same mechanism has been.adopted in 3GPP2.
Por LR IGh BB Ao LoD A N A o cH i aRe s or
bootsiralspieg Tor BEMAlscdndu@n nALEsDOss ystawdisatieT PRIDigakentication
autheptication with-password-protected Diffie-Hellman (based on

SMEKEY and MN 12-AAA K%ér)especti\ég%is used (see 3GPP2

TonuiocH MBS I aNes 1 SN T 61 LR o e
EV-D@B:Bygterasd; 86 PR bibGe SuisikRor thantahibays-2068) The aifiesge also

words ihle aus icati t i '
e B T S e puty e
is op&tafeR s HEEifitEr 2P BGEPD AKA (SHA-1 is the algorithm mandated);

Bootstrappingbasedien SMEkEY-Re Beeisinepring ased o Mo me
ik Lﬁtge‘ﬁﬁ%é%é%? LRI AHINSNtsaon meghanisms may.be.avallaple and. .
can readlly pe
response. If anthentication 1s successful, and the list 11 received in step C is the same as
that in step A, the BSF § responds to the MN with an HTTP successful response. The
response messege may also include an indication of the selected authentication
mechanism, which is integrity protected.
25 E. The MN 12 receives the successful response and may verify that the authentication

mechanism chosen s as indicated.

Since the first two naessages (steps A and B) typically cannot be protected because the
two parties have not authenticated each other, a MITM attacker may intercept message A
30 and remove a strong authentication mechanism in the Hst, leaving only a weak
authentication mechanism(s) in the list for the BSF & to choose from, This results in a

"bid-down" atiack, where the bootstrapping procedure is forced to be based on a weaker -

10



25 included in the MN-BSF selection procedure. To eliminate the need to
standardize a digest variant for each and every authentication
mechanism in IETF, it is preferred that the list of supported authentication

WiétAtHs and the selected authentication mechanism afé EBEREEL S
in the payload of the HTTP 30 messages, rather than carrying this

nformaienn e Digest aubemeRon ealers. EMRS SRR HlRes o5,

message sequence for a GBA bootstrapping procedure with™ tt W(c)

2006}E3834 18 padT (e 19200BI0BSBR “slitie it cstifdanrschihidm non-limiting
seleclignaqandis xpadned ingletaihas followsyk Hhel MiY, 42 sendman tese

initia] bootstrapping request in the fo fan HTTP. GET to the BSF 8.
The 195 ITECEEE A0 ERABRIG o e RETRHG A dagErD oot
Morefovernpthe listhefbyphoriegisBiEnticdtmnt meEEFamsmls ifehg 1k 1B A
is inclyded;in.the L TP 5 payload. 2. Upon receiving the bootstrapping
request, the BSF 8 extracts the list of supported authentication
mechanisms from the payload. Based on the extracted authentication
mechznisirisg thevisbof aytentidatinn-radhabismmsithaBafci8Hsalf.S. Patent
supports, the u rofile, (retrieved bas 1 r's identi n
e A G R IR B L s

rHecHéHistrine theBIBEbis besedppiivg] Bl T PieBSM Byt abs-FEmPupghanism
N2 1650RO 0 MR (RPN POMBISESI s A
approprlate Information base n e eCt U Ication mechanisr. o

g e S e PN e NN A e U A S
contaimdeAKoAt pavain etess irt accortdiséiesitic Ik (Rfs€ 88 TOMMNGEsind MN

AKA";:ﬂ&%%dﬂ%e}%%t%ﬂ?@%é(M'3@?%&%%&9%%&?&8@@&@&&9&&%?&%m

authentication mechanism (in this case, A). In addition, the quality of

proteficP¥épyterigddtalithenticativiersset @M adthant W SHuicetiay May
that integritys prptecliorDipayitadusdeauiad add TheMNplZ relsiovas:tbenay

s.elec:itlllgﬂnl c?ef at e %%I% ? ﬁlfl%%‘ the payload and continues the authentication

process accor‘aéllﬁg & sersction. Typically, this will comprise computing
20 a response based on the challenge received and some shared secrets,

5. Thedwi &2,SeRJSR-NEW ROQISHARRING: ieayesidnsheiform of HTTP
GET to the BSF 8, with the computed response in accordance with the

Sdlectel ButHehticHtoh FiBeALAISHT Ega flion, the payload comprises
the obBginatdistof msthentidatidi eshanisms that the MN 12 supports.

SinceB%Q&Qgshpge]?a@eaeotnt%'\%{[ngéyj[his original list is included in the

In the future, more autheniication mechanisms may be available and can readily be

25  included in the MN-BSF selection procedure.

To eliminate the need to standardize a digest variant for each and every aathentication
mechanism in IETF, it is preferred that the list of supported authentication mechanisms
and the selected authentication mechanism are embedded in the payload of the HTTP

30 messages, rather than carrying this information in the Digest authentication headers,

Figure 2 shows the message sequence for a GBA bootsirapping procedure with

it



25 computation of the Digest response and therefore is integrity protected.
6. The BSF 8 first verifies that the list presented in the payload matches
that received in step 2. Only if a match is found does the B SCF’E‘%BCO{}]@I}nﬂ%QO‘
Wit 4L Yihentication based on the selected mechanism. ‘?yp(caﬁ) Cthis™
comprises verifying the received digest response and computing a
server-response for.server-side authentication purpose. 30 7. The BSF 8
resp%ﬁ %é\%ﬁ an ﬁf?%%%oso OK0 rﬁess_ag'é%e%il?llafgaﬁ% a sauc(c}e%sFUI -
authéntiedddn asmdsoatisitis PG breigranThi the fuaye addThRGEE S the
the digest Tespenss;camputed aystiienBS i 1H8IESSAGR KBA IS eover, the
include ap indicatjon of the .12 WO 2006/134441 1IB2006/001505
seleCtE TR AR URARIETEr TelSrErice By e MR T Sy
this ipdicatdion is integrity protected by setting qop to "auth-int". 8. The
MATzl%5@§¥e¥§%¥gtﬁét%@s§9{%%§Qeaﬁ%?%cﬁﬁﬁ@ meshanisMdsdndesdred

the same as that indicated in s etggfs It should be noted, thatthe
mecHARRF IR sEAEE B0BNn's wtstt Frisriomig he derdttegp bentication
authentigationsmiechanism:iria:thitot hiER20000MKe FEPRMsE Suipoih, the user
BSF 8 and the MN.12 derive the bootstrapping key, based aon the. selec '8
LSO R o e ey f peaeE A e SE ek
36endsitdosiariba MITN eaties Reschanismamipts RiiecEswiratack as

descrbgd ahevetnefotlowing explainseachsiRRMIiauien31 1. 1Hameonse
as step 1 as-in Figure 2. The gﬁ_rgi}gi_nal list 11 contains, by example, three

suppSHEEHECRAPHLIRE R AR N B R e BT v P BB ™
by th8dvHiddtiatkePA AKX Phis wiigindl thstWiNSVirdpltheadbalbheidhr adidtitihat A
Contaﬂ&%r%%&(s %%8@&@&%@% %Pl‘ﬂﬁ‘?@ R@@ﬁqg ‘tﬂ?gﬂﬁ@@t. ﬂI g@&&@ﬂ%ﬁe payload

supported. 2. The BSF 8 extracts the list, which contains only mechanism
Grand thardisresbrdictd © oAy protieegebantsaing mechisls i Higgrecps)- In
with meehanisngGaindisaied20tqbheiddNike-halipvesdiat BSE & hagh-int",

chosen.mechanism C .and therefore proceeds accordingly. 5. Same as
step & iGuIE 2 AHOUGANIN LY Procects s mechanism C., i

includeShetéMbiinalsist 811 B1iE] o i@ BEyidan: hivh ieihiegrptinues the
protegied, andhereiQie i ding to the selection. Typically, this will comprise computing
20 aresponse based on the challenge received and some shared secrets.
5. The MN 12 sends a new bootstrapping request in the form of HTTP GET to the BSF §,
with the computed response in accordance with the selected authentication mechanism. In
addition, the payload comprises the original list of authentication mechanisms that the
MN 12 supports. Since gop has been set fo "auth-int", this original list is included in the
25 computation of the Digest response and therefore is integrity protected.
6. The BSF 8 first verifies that the list presented in the payload matches that received in
step 2. Only if a match is found does the BSF 8 continue with the authentication based on
the selected mechanism. Typically, this comprises verifying the received digest response
and computing 2 server-response for server-side authentication purpose.
30 7. The BSF 8 responds with an HTTP 206 OK message, indicating a successiul
authentication and bootstrapping operation. The message also includes the digest

response computed by the BSE. The message may also include an indication of the

12



MITM attacker 14 cannot make a modification to the message. 25 6. The
BSF 8 while verifying the received list finds that it is not the same as the
one received in step 2. It concludes that a bid-down attack has been

WA AKHEE*4hd therefore aborts the bootstrapping proceduretwith Bt 14 4H0s
403 Forbidden message. Alternatively, the BSF 8 may detect this attack

whensearddstinaien.adossagt30uateh el agndicaiachi e
user's profile, in which case it may also GaCiaE 16 abort th 0ofstrapping
procédiesr it S SN IISRI9s A t1afd 3 of Figure 4. 13 WO

200 ?ﬁl@ﬂé‘ﬁk E%Iéﬁ@%@fﬁ@ﬁ? @&%d%w Hﬂ&fe&ﬁi@éﬁ%ﬁ%@ﬂ%ﬁi%tﬁ Hh@ed the same
non-limiting embodiments disc in U,S, Patent Apnplication S.N

oA AT EALE BB L 5 A AL AR piecty even
bbéotstitmopinggbrdice dbeestiactie salectediauthenbioationmetkaHiERF 200 OK

involyes mare than two rounds of requests/responses to complete. For
example, bootstra{p ing based on 5 Digest-AKA requires two rounds of
requésti8iunts 8 EBhiIORY Wi thdprerabtiarRinsdtsdiktett eelerplested
the cashsviddse baoistappingdassdomSVWKEY and MN-AAA Key

can require two rounds of request/response as well, there may be cases
where they require more than two rounds of request/response. In such

désesigtie hhsiniiiiey senpdeimentSVHBY esedkin 1y sSeppitartidppiic atior as

S.N. d232:494stithanehewihis:bRssenariesilusiated in Figure 5 and
is explained as follows: 1. In an initial bootstra;ijpinﬁpre?est the MN 12

presentS R it P RUthENRCABIT metitatige'it SuppSraasy YA B e

the BﬁEpBﬂﬁquMImmﬂ.Ba@Cipclydes the user's identity. It
may be m%ﬁ&%%%&%ﬁ&%%ﬁ% é‘é&dﬁep?ﬁ.pft?é%?@ga% 2 £ 6ptacea

BSF 8 decides on the authentication mechanism to be used for
bootstidppike, saseriabi origrrstived froficthBamNelty siakethef the three
informaiprdincluding the mechanisms that the BSF 8 itself supports, and

the users prafile Tetleved based on the. Usersidenti) FIOUIES o oo
assuifies asa non-miting 6xample that machamsm A is chosen. 20 3.
The B8F&thels-proceeds with the chosen authentication mechanism,

whichs typically i iqg%'%ﬁa?é@,%ﬁ&r}gemmﬁﬂ_@mﬁ%&ation challenge. The
BSF 8 also includes in the response an indication of the authentication

miechan&in CNdSelFIRTEEARNERT A HHRSEXBATIEY Rdaft e HeRe atRs RS
may notdaéipietected. -

5. Same as step 6 in Figure 2. Although MN 12 proceeds with mechanism C, it includes
the original list of [A, B, C] in the payload, which is integrity protected, and therefore the
MITM attacker 14 cannot make a2 modification to the message.

25 6. The BSF & while verifying the received list finds that it is not the same as the one
received in step 2. It concludes that a bid-down aftack has been launched and therefore

aborts the bootstrapping procedure with a HTTP 403 Forbidden message.
Alternatively, the BST § may detect this attack when the received list in step 2 does not

30 maich that as indicated in the user's profile, in which case it may alse decide fo abort the

bootstrapping procedure. This is illustrated in steps 1, 2 and 3 of Figure 4.
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25 It should be noted that from this point on the MN 12 and BSF 8

continue with the selected mechanism (e.g. mechanism A as illustrated in
bl[{(e/, %3 Al\s was noted above, different mechanisms may {,%q,%goﬁ /001505
eren numbers of rounds of message exchanges (e.g.

requests/responses) to complete the bootstrapping procedure. For

exanplemdhg I0LNgas!- ARSI FEAUHIRSQRS MR JQOHESLS, Patent

response after step ﬁgzcom Iete whereas for bootstrapping based on

CAVETRREIE MINCALA S s RIGHAl FB0rRISHRy Shapaq e pem e
accobdatageppiith rthvecgxefipkpsemizddiments othiscieeiticny sivaneoof than

14 WQ 200041 38944 SGHARZAG001 205, these.5) g@;ﬁ@%%%&:"g%ﬁ 884 on

the MN 12 sends the original list 11 (as sent in me el) a utitis
protected iy  iIFBHTE/ BroEBs P Wrét{népelgﬁs ?ﬂlﬁylg@n BRGEROuS
mechanisiin{@s Seatin: Messaged)agaitdiptit &mﬁﬁmﬁﬁg‘gmm -AAA

mtegR%protected% Wl}loortoe t ath\éhlle e SI\{/}Illl\é 12 seH % atrhe ori éncglsggs “31 o the
againp otected "t i op iona (ﬁﬁ?ﬁ pFe?era%Fés)‘?ort ‘]’3@?%’ o Send the >

chostatuie chemidrmnagainqroteefadquesietpopsramstehs cases st mgalimiting
protegieddHhe.thetRaslyis eoabled o varihythat the; parameler  SeS This

the same as the orl |nall&;$arameter received, so as to detect any attempt
BY a RiFFIC SREHERETED é%%%ﬁ@ddﬁﬁxﬁﬁ%eéiréﬁ%q@?@ which have been

sent unprotected. In the following description, integrity protection is

empl%y das (?,%Xg @ﬁ?ﬁh1é technique fo 10.proje reghef{g "amete e{gﬂiétnthcamn

shou e un rstood tha parameters may a e encry

Still rERSHHSTRS HigHRSS: Gtsstel @t@m@%‘éﬁrﬁomegw%gbe%&u also

accordingitonechanismiA1te P « ek may-heosttiRig#ounds @hrotected.
r&guests/responses between the MN 12 and the BSF 8 as explained. In

some of these rounds, the chosen mechanism may not be able to provide
the régdine Biitégiitydes ate Stiontieherefionenthehdvisn R dndBE RS marnagtng,

be able.tp send the RALAPS LR ety @ma%at%ﬂm?%ﬁg&am@ngﬁ&%g the

point of the bootstrapping procedure, the MN 12 maybe able to send a
messAGEHRSTHEYd 14 TRt %Rﬂ?é@rﬁ?%?&f@@fegd}f?@? stagpAdafsd on the
message shicassyineigthat teaiviblad 2 israleiiacsenedsunh amessage id biseen.

t@@ MN 12 will include the original
3. The BSF 8 then proceeds with the chosen authentication mechanism, which typically
includes responding with an authentication challenge. The BST 8 also inciundes in the
response an indication of the auihentication mechanism chosen (mechanism A in this
example). Again, this indication may not be protected.

25
It should be noted that from this point on the MN 12 and BSF 8 continue with the
selected mechanism (e.g. mechanism A as illustrated in Figure 5). As was noted above,
different mechanisms may require different numbers of rounds of message exchanges
(e.g. Tequests/responses) to complete the bootstrapping procedure. For example, the

30 Digest-AKA mechanism requires one more request/response after step 3 to complete;
whereas for bootstrapping based on CAVE and the MN-AAA key, additional rounds may

be required. In accordance with the exemplary embodiments of this invention, in one of

14



list 11 (the list {A, B, C} in the example) that is integrity protected,
indicated by P[ {A, B, 25 C}] in Figure 5. 8. Receiving the message, the
BSF 8 verifies that the integrity protected list is the same as the list -
WatigIralR#€Ent by the MN 12 in message 1. If not the BSF 8 Rty Salt§Wh30s
error response to the MN 12 to abort the operation (not shown).
Alterpatively, the BSF 8 m jlently. abort the operation. 9. At certain
point SFHE W%gﬁﬁﬁﬁsﬁgﬁi@ﬁ & Ierhg%ag?}%éa AT ey
WO 2006184445 RETEAB2006¢001308 condseigl thaBifchuessdatdhevhpisn
'nte@ﬂ%ﬁ%@sﬁ%‘{ﬁ@@erﬁ%rﬁé@@ﬂ?&é@iﬂ‘@ﬁ%@g‘Ez_gte@éﬁl@%enﬁ%&%§§§d)8ﬂl%te
age.

able to send such a message. The BSF may include the chosen
mecﬁ&ﬁ@fﬁﬂfnﬁ}@cﬁ%&%ﬁﬁﬁ PreoBRiHptEY ¥Ha‘i‘5§“?n?é‘§?ﬁrﬁdpr’6t’éc?%‘,’ml (but
indicaige-yel fA] e Bigure:d.sbnd GhReeaivingdhaninessage ploeddil 12such
verifies that the integrity protected.chosen mechanism is th S
e L S
sendsan eirer1mess e e P BSFCBIESHEE. #9a-Up SPRIbHY AGTSHERAYTIM
AlterQﬁé«%&%ﬁ%ﬂH&M@ﬂi@cﬁ@ﬂaﬁﬂ%ﬁ%&@ﬁgmﬁﬁ %@@@E@ﬂseﬁ@ulqﬁrd{ected. Tn the
successful, bath parties are enabled to derive the pootstrapping Ivey Ks
acool Y T TR ST AR BB EAPIRY RERERTSH: TP B Ro e *
Stepoidiandl8, pmthsteps 19 dind d 0« ifpiegend) theetisnpirbesirrtheagraeweliche
as deggribed, and that they need not be in consecutive messages. That is,
the BSF'8 may send a message with the integrity protected parameter

(the chosen mechanism) first, and the MN 12 may send a message with
the intefjiityefroterte diparamatse(th &S5 Sopportetimeshamismepatiag to
later time.. ln.addition, there may be more rounds of messages before and
after the integrity protected messages are sent. 20 The following

&éscription provides exemplary implementations, in accordance with the
non-lgniting:embosiments diseloseddnidG-Rateai Appiaatiavirs. Nand the BSF
11/232.,494, using .HTTP digest authentication (Figure 6) and plain HT
ransbdi TR PR Bt HSIEH o T Dty A0 TR
non-lipitig @efsedmientezdisasedon. Uhsrefuagaht MN 12 and BSF 8 may not be

able io send the parameters integrity protected.

20
7. At some certain point of the bootstrapping procedure, the MN 12 may be able tosend a
message that includes data that is mmtegity protected. For example, in message 7 assume
that the MIN 12 is able to send such a message. If so, the MN 12 will include the original
list 11 (the list {A, B, C} in the example} that is integrity protected, indicated by P[{A, B,
25 C}linFigure 5.

8. Receiving the messags, the BSF § verifies that the integrity protecied list is the same as

the list originally sent by the MN 12 in message 1. If not the BSF & may send an error

response to the MN 12 to abort the operation (not shown). Alternatively, the BSF 8 may
30  silently abort the operation.

9. At certain point of the bootstrapping procedure, the BSF & may be able to send a

15



25 Application S.N. 11/232,494 are not limited by these two examples,

and may be implemented using other transport/authentication

mechanisms as well (e.g., the Extensible Authentication Protocol S;%AP)B' i
Wi %ﬂ@%ﬁﬁ%ing descriptions, the parameters needed for meEHAHEHe/00150S

negotiation (the list 11 of supported mechanisms, sent by the MN 12, and

the chg en. m chqné%na t%eiﬂehl?sy'ﬁ{% F r ssume? to be sent in the
payl(%dgg %)to %ﬂcequT’l% mességes. ort(g,e)%%\%gc\)/%?{atlﬁg FHRESEReEe d’ assume

parafheiéie Ry hiterhlitiely Bl dericsrrappFopdidie mendeisdn fivechosen
HT TR, é8e5538 88echonMO 2000/ 1234443 BGTRR006/001208, HiilR digash

auth%gl}t‘icatiog In this exemplary implementation, HTTP digest
authéntication with password protected Diffie-Hellman is used for
bbotstrapping. A default password (e.g. "11...1") maybe used as the

digesppagswar. se m&%gé,%&hmﬂ%@t%%&t%%?%h&%%% B &en

is 5 actually based on the password protected Diffie-He echanism,

using WRSEATIF- & FAP6 RIS AU THSIRHE derhhy B BRF Sdasueenepiotbebdbe
DiffievHelimaayrsachanisi ischaset o BIEEY \Wikelass dANHSR Yot shown).
genegation procedu escribed in the Wireless .LAN interworking
speci%\?ét%}%%ﬁ?%%ﬁ%%%ﬁ{)?éir%%%%é#l%# f)ﬁ%{& I'-S)Beéa@gé Section 7.1.1 of the
36PP2 X.P0028 "Wireless LAN interworking", attached as Exhibit D to

U.S. 110rRievisienal Rasant HpplicationNe:+ S Y0888, filed Q82 12088)

Figure 6 illustrates one exemplary implementation of bootstrapping
mec %%?g}f%a?‘iie}é)(?ffgﬁm%imefﬁ%ﬁbsen mechanism being CAVE, where
the bootstrapping procedure with CAVE requires three rounds of HTTP

requ < kh i0.f >-D00tstrapping. based on
SR S P O
détaifs PREFBROWIAG aESEYiRed tREDStB s sheMiNc msigare Bhis indreRidtaimey
20 1.s3dues Midsd 2 sedBeankdd P vekldepuastiowardadhe BREaSishhrst, and
user's identity, in the_form %g'SIMeS\IV?ﬁe&ijj?ﬁgom", is inc%u edasthe =
username in the Rutharisalion Feadar 1h “Aaaiton RS TS BFERRITE (e fist of
11 ofssppsicticbiooistrappingkettiontidaticiditnectiarisms in thepaytoddos
(€.0. AcAME, %f&&%%%ﬁ%&h%\%%%@%@a%% and two

other mechanisms, B and C). 25 2. The BSF 8 retrieves the list of
pported mechanisms from the payload and makes a
The following description provides exemplary implementations, in accordance with the

non-limiting embodiments disclosed in U.S. Patent Application S.N. 11/232,494, using
HTTP digest anthentication (Figure 6) and plain HTTP transport (Figure 7). It should be
noted that the exemplary and non-limiting embodiments disclosed in U.S. Patent
25  Application S.N. 11/232,494 are not limited by these two examples, and may be
implemented using other transport/authentication mechanisms as well (e.g., the
Extensible Authentication Protocol (EAP)). In the following descriptions, the parameters
needed for mechanism negotiation (the list 1 of supported mechanisms, sent by the MN
12, and the chosen mechanism, sent by the BSF 8) are assumed to be sent in the payloads
30 ofthe HTTP messages. Note, however, that these parameters may alternatively be carried

in appropriate headers in the HTTP messages.
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decision based on the list, the usemame, the user profile, and/or other
information, and the BSF 8 selects CAVE as the bootstrapping
mechanism in this non-limiting example. From this point on the _
WEGSEtFAting is based on the chosen mechanism, which is CATE 401505
The BSF 8 generates a 32-bit RAND challenge value. 3. The BSF 8 sends
aHTTP 401 res onse to the MN 12. The RAND is base64-encoded 17
WO ! 53%%@%&006/001505 and carried in the nonce field of
the Wi WeApthsiioitechttioe I THR dieds tythontptiomsvitispgatierd protected
"autbyint wLhe RAYIAH 810 c@&&%lﬁ% anginglication that-GAYE. 31y be used

chosen mechanism. 5 4. The M extracts the chosen me h%nésng g
fromfHcHg TS RerSTTY I SEBUEe LRLBTRS Ry RS TSRV B tHE RA 8
challengewakie ¢e aeiyedvaydheGRA Rbfctiiisnsenftaitng R MSQATHET

| X termin imulat I . ' :
S
SMEsEY o RECRY THiirelard-(HS 'SWIERER e nRepdshvetades thEGBieless
Fungtion inéJ&ﬁi@%(Jj%ﬁuaﬁﬁﬁ,%ﬁﬁ%iM&f‘ng’sﬁwﬁﬁeﬂh@%mg&%m&?301 of
generates a secret random number 'x" for the Diffie-Hellman method. For,
the Dloe ke Ao THEGBR EURCBN Shon e (et Jo e © O
tandbrow i Snt@RAND oIS 85 & Tl gt #68¢8.008 7. The MN 12
sends another HTTP GET request to the BSF 8 with an appropriate
Authorization header. The Digest response is assumed to be computed in

accoFicd tHRIEES 60T (SreRHEY dSEXABIEE To ¥, SOPTSUEBh AP PAEHE
Applicationhowi 606 9R-8aamefied HO/2h08F EUstRg: thetdefatatiping procedure

passwor CRAND is base64: ded and 20 carried in the cnonce
e, AT BT o e AP SR ke Pt o e o
g% moebisheopercthivd thé\Radhof e iSMEICE Witk S iewWesiAesEbey m
8. The Bofz&.yerifies that the received MS-RESULT is not zero. The BSF

8, acting as a 25 VLR, sends an AUTHREQ to the HLRJAC 4'. The
AUTHREQ includes the RAND, SYSACCTYPE=GAA access and AUTHR
parameiésiodhe ESiNiparanetesissetitdghrz énosndhdc<BYXSCAP
parameter is set to indicate that Authentication parameters were

requested on this system access (bit-A=1) and that Signaling Message
hcrypiibnEY 4% PR BIFRE Syt (TeEs AP bihd PR Hanty. i the
SYS%B&afﬁw&a%{ﬁ;om”, isincluded as the username in the Authorization header. In

addition, the user sends the list 11 of supported bootstrapping/authentication mechanisims

in the payload (e.g. {CAVE, B, C}, meaning that the MN 12 supports CAVE and two

other mechanisms, B and C).

25
2. The BST 8 retrieves the list of supported mechanisms from the payload and makes a
decision based on the list, the username, the user profile, and/or other information, and
the BSF 8 selects CAVE as the bootstrapping mechanism in this non-limiting example.
From this point on the bootstrapping is based on the chosen mechanism, which is CAVE.

30 The BSF 8 generates a 32-bit RAND challenge value.

3. The BSF 8 sends a HTTP 401 response to the MIN 12, The RAND is base64-encoded

17



30 preferably set to zero. 9. The HLR/AC 4' verifies the AUTHR and
generates the SMEKEY. 1s WO 2006/134441 PCT/IB2006/001505 10.
The HLR/AC 4' responds with a TIA-41 AUTHREQ that includes the )
WENIEKEY**harameter. If authentication fails, the AUTHREQ ¥l ff)pe/001305
include an access deny indication. 5 11. The BSF 8 authenticates the MN

12 by verifying the Dige spon ing the default password. If —
succ%‘élsﬁﬂ%% @%E’%&ﬁ%%@ﬁ@@:gm%%%’?c ﬁ(ﬁ egag%r'e?g e%a AR
secrét seiunthethydt fol b D6k 4relrrirrm ethipdicafon 20af KA BB ge chosen
gengrates the 128-bit Ks. The B-TID value is also generated in the format

of NAI by taking the base64 encoded RAND value from step 2, and the
BSF 8 server name, i.e.

basefdencoge(RANDMAB 8k _aenerscdmiin_famehd 3ajlibhel BSF Boceeds

sends a 200.0K re tothe MN 12. The server.digest.re C etion ;
o 8 e R R S B B (T Chehh
Provisititrathe Z:&AM Ap BlicRfisrrne! S6/692858 Gikku!Gdr1Z2 k3905) using

the default password and carried in the Authentication-Info header. The
payload of the 200 OK respanse also contains the. BS-RESULT, i

mod . 2BverBEEYPIE e G SRTERES e Borb SRR B e R e
Key K SVIERdEatiba AT TR cind sierf MEERa N sntifC A rathid BSGRU Fidetion.
Note that 20 integrity protection can be provided by including the data in

the computation of BS_AUTH. One exemgla%{éwg%is as follows:

BSAG ¢ A Rrstipt worbodobeos b Jclspse %??%ﬁﬂ%ﬁ%r?mndm
BS_RARAMdata BS IRARAM haaiaxmodwe B 28ghanaatationihie GBA
information that needs to 25 integrity prot nd.in this cas
ST eSS e R G R Ce R
riechanism (CAVE). 14. The MN 12 verifies rspauth according to RFC

261 7AExhiinCto L Rrgvisionab Batent ApRlicationsho s GOUES2 BpRwriate
filed 06/21/2005) using the default password, and 30 verifies that

BS_AWPRIEHifRISREsS TAERIG{UETRGAE SSiBCAR A AR S By TRy 0
The MRC?21algaackediesRtiabittiend Eatedichasentenechshistonis C AVE2| 855,

SUCC%%HG oG eri%é“?htehg MES3AAE SenTAeaHRentcaled L N9%ed and

successtul, the MN"12 aborts the 19

20 camied in the cnonce field. The HTTP payload contains the AUTHR and the
MS _RESULT, ie, g mod p covered by the hash of the SMEKEY with

MS_PW=SMEKEY).

8. The BSF 8§ verifies that the received MS_RESULT is not zero. The BSF &, actingasa
25 VLR, sends an AUTHRED to the HLR/AC 4'. The AUTHREQ includes the RAND,

SYSACCTYPE=GAA access and AUTHR parameters. The ESN parameter is set to all

zeros. The SYSCAP parameter is set to indicate that Authentication parameters were

requested on this system access (bit-A=1) and that Signaling Message Encryption is

supported by the system (bit-B=1}. All other bits of the SYSCAP parameter are
30 preferably set to zero,

0. The HLR/AC 4' verifies the AUTHR and generates the SMEKEY.

I8



WO 2006/134441 PCT/IB2006/001505 bootstrapping procedure and may

retry immediately or at a later time. 15. The MN 12 generates the 128-bit

Ks. 516. The MN 12 sends another HTTP GET request to BSF 8 with an
WILHYPATE Authorization header. The digest response is c8mPHREFUNRYS

the default password. The payload contains the original list of supported
mechanisms ({CAVE, B, C} in this example) and MS_AUTH. Integrity
protection can be provided by including the data that needs to be
protebte@hinih8/ééhp raanefsof S TAMYFHADRERE@ tptdnglwiay fee SMEBEEY
followss: M&.Ald ThHIAaR) o His 14RxA0800004 L AXAQ0006BQ #: access deny
sizeof(data) | MS_PARAM data MS_PARAM | data) modulo 218, where
data IE¥f&'formation that needs to be integrity protected, which in this
cdase is the original list of supported mechanisms 15 ({CAVE, B, C}). 17.

The BSE. ifi ' | It pas, d
T i v

XMSPREFPH-(Eaneeabiigtoh §stiS_RUTIHERRS ppgemiss aemirsa seort

that thenlish of suppetadimaeharismsis the same as 20 the list received

in step 2. If not, the BSF 8 may send a HTTP 403 Forbidden response, or
other error responses to the MN 12, or silently abort the bootstrapping
pfoceduibqBot Stroamiesis: 1281Uades S BdIB8 R 8isemigacR06 D ke format

resP%ﬁ@A?ﬂ:%M&'tﬂ@bée%Ml%&@@ﬂ@@f?&!&a rﬂ@lﬂys‘fgg “?Z? 'Ql@ %Q@%M&:rver

in the above'procedure. However, the basic concepts in accordance with
the eR&Mfpl&ry WAkt ASARIRG ERTbO TS HEIBsBHIH U.S. Patent
Application S.N. 11/232,494 remain the same and, therefore, not all

possible yari tﬁioys are dg rihed. One varjation js that MS_AUITH and
55 ADTHAIE ool o B0 O ot BoWOr T Her B Ro rorse

réspecavely ik whitired ssapidind ataR TR Hbth@iin duddd Snfitweisional Patent
calculationabM&. AblEd and B sl ThbdntegrbRRIeUoRMNaLCaRRd in

will be provi%eg by the digest aythentication mechanism. Yet another .
variafii 18" S0 2008/ 13994 1P ET 1 1B82006/001 b3 WP frste Aty e
using M RESUTH on dVhiNolid Sideeai tBS HAU TFE MBS SisiBerTontye: lifetime of

Ms_gﬁ%taeh@ % BR LW he ysed inbotsides Again: e A48 8. A%

included |
20 integrity protection can be provided by including the data in the compuiation of

BS AUTH. One exemplary way is as follows:

BS5_AUTH{data) = SHA-1(0x00000005 1 0x00000C80 + sizeof{data) | BS_PARAM |
datz | BS_PARAM | data) modulo 2*%, where data is the information that needs to be
25 integrity protected, and in this case includes the B-TID, key lifetime, and the

indication of the chosen mechanism (CAVE).

14. The MN 12 verifies rspauth according to RFC 2617 (Bxhibit C to U.S. Provisional
Patent Application Ne.: 60/692,855, filed 06/21/2005) using the default password, and
30 verifies that BS_AUTH equals XBS_AUTH’ (using the same calculation as BS_AUTH).
The MN 12 also verifies that the indicated chosen mechanism is CAVE. If succassful, the

server and the message sent are authenticated. If not successful, the MN 12 aborts the
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the computation ofMS_AUTHorBS AUTH,andintegrity protection is
provided bythe digest authentication mechanism. 5 Plain HTTP transport
In this non-limiting example, plain HTTP is used as a transport mechanism

WELMENIAR 12 and BSF 8 to exchange the password protettddB2006/001305
Diffie-Hellman. parameters. Mutual authentication between the MN 12

and B5fphasesondmaassaardaelaciad Biffie,do ellman
mechanigrﬁ%si%%gMS_AUTH and BSI_AUTH. iaﬁ?ea ;ﬁ?ﬂgﬁgtes one
exemplary implementation of a bootstrapping mechanism negotiation with

the choser MECaRismkeing CAMESand where the bootstrapping
procedure with CAVE requires three rounds of HTTP GET/response. The
scenario for 15 bootstrapping based on MN-AAA Key is very similar and
theretéreths AdNidel ety neether THETDIBRANg desciib&§¥he stépstimponegiate

detaik&hgﬁﬁtm%éeﬂ%%@sﬂg%gng%Eéﬁ%ﬂ%ﬁ%ﬁg%&lﬁlﬁa%:sv%‘rd. The

The user's jdentity, in the form of"IMSI@realm.com”, is included in the

payl XY Y SOHRIBH th TR i PO SUTEeS PRSP ST hrtRYE: B C} in this
bootstrappligiaitie aficER dntegechanismoincthd payload (9.0 R@AYE: Bia that

C} | S GAVE AN oher mec aniswngs,.B
andné%gggqghﬁéa é%%égég?ﬁeg%ﬁg%%%{?%uppd%e Mmechanisms from the =

6§ylo@80§ﬁd make a decision based on the list, the username (also from
the payload), the user profile, and/or 25 other information. Assume that

th A h i hani df thi

T A U I R S B
CAVE)z THE BSR8\)binssatesial 82 HivRadDichatleriglvadtien Gaiiveds to be
BSF §&,8ehdsa{83R0Rs8 4610 -tﬁ@%gg)stﬁléh&i%%r%pgg%%ﬁéﬁ% I3 chanisms

hase64- 30 encoded and carried in the payloa oad also
contaifs affindication that CAVE is the chosen mechanism. 21 WO
2006/134441 PCTY1B2006/001505 4. The RAND challenge value

recei ( BAE.Fupct{goan sent to the R-UN.or the 1X terminal as a
e SR e S S U
the gf8pAMEHAIRSIE Wi thr e VRREHE St SMEKEY HTvena diitdRtion as

and thes MEKE Yraresthen deliverathle dhe. oA I 18I NE GRAume as

Fldnct'iorl‘sets MS, PW to be the SMEICEY. It also generates a secret
r%n d 6: e istrecetvedTn step 2. [ not, the BSF 8 may send a HT TP 403 Forbidden response, or

other error responses to the MN 12, or silently abort the bootstrapping procedure (not

shown).

18. If successful, the BST 8 sends a 200 OK response to the MN 12.

Note that there are many possible variations in the above procedure. However, the basic
concepts in accordance with the exemplary and non-limiting embodiments disclosed in
U.S. Patent Application S.N. 11/232,494 remain the same and, therefore, not all possible
variations are described. One variation is that MS_AUTH and BS_ AUTH are used as the
30  digest password in steps 16 and 17 respectively, in which case the “data” may not be
included in the calculation of MS_AUTH and BS_AUTEH. Integrity protection in that

case will be provided by the digest authentication mechanism. Ye! another variation is

20



number '1' for the Diffie-Hellman method. 10 7. The MNT 12 sends
another HTTP GET request to the BSF S. The HTTP payload contains

“{(Ezoﬁégl\]}g&and the MS_RESULT, i.e., g" mod p covered b)ﬁé%%ﬁpﬁﬁfﬁ%

Y. 8. The BSF 8 verifies that the received MS RESULT Is not
zero. The BSF 8, acting as a 15 VLR, sends an AUTHREQ to the

FILRCifed Do AEHIRE QUneiudesth e RAND BY SAGE LY B&FEAR, onty

access and AUTHR parameters. The ESN parameter js set to all zeros.

The ¥ sEAP gL weter S dorto Tt aRe dtsatrariicalion Jamstared =
werethreguestetbonfiis sysiEhrrRTesSThikA M eamg thatSigriatingided by the

Message. Encrvption is supported by the system (bit-B=I). All other bits of
the SYSCAP parameter can be set to 20 zero. 9. The HLR/AC verifies the

AYUTHR and generates the SMEKEY. 10. The HLR/AC responds with a
TIA-4.AYTHRER:Hat includes the SMEKEY 25 parameter. If

authentjcation fails, the AUTHRE /inclyde only an access.de
lic TN TR S E B R H o AT e PP S GpARA o oo MY
randdénasé Eetrfumbentytddithms Piffié tresrirdDniEtiotingo 1famtterd8 Sfatual

8 gengas.1ne 1R8Ik 8 108 BaklBoyalua,can alse baaaneralad iy hehe-
fonnat of NAT tgg taking the base64 encoded RAND value from step 2,

dfid tHelerraecdeniiny 5ppaf A I B #1r58661001505 server name,
i.e. base64encode(RAND)@BSF servers-domain-name. 13. The BSF 8

sends.a re se (e.9. 200 OK) to the MN 12 .The payload of the .
PO o e e SO T S IS pctenom
hash SRR PYhtHe Bhoser pethaifatheiasof thétkepdkshan fhediberiorraing

the C&af&@&meﬁém@m% @ﬁgﬁhﬁl@%&éwh gﬂﬂmgtﬁrm;ﬁa&@gm scenfario for
protection can be provide including the data in the computation o

3 RO BRI Ty 4 B TR PE BER OIS RS mehoed bere
SHA-TI{0X00000005:1DxO06CCE8M meizdoi{tiata) | BS PARAM 10 data |
BS PARAM | data) modulo 2128, where data is the information that

needs to be integrity protected, and includes the B-TID, lifetime, and the
indiceiaReA¥RhE PSR FHHGEIHRSTARSAVE2)ds the BSF 8. The user’s identity, in the

form of “IMSI@realm,com”, is included in the payload. In addition, the user includes the
20 Iist of supported bootstrapping/authentication mechanism in the payicad {e.g. {CAVE, B,
C}, meaning that the MIN 12 supports CAVE and iwo other mechanisms, B and C).

2, The BSF & retrieves the list of supported mechanisms from the payload and make a
decision based on the list, the usemame (also from the payload), the user profile, and/or

25 other information. Assume that the BSF 8 selects CAVE as the bootstrapping mechanism,
and from this point on the bootstrapping is based on the chosen mechanism (e.g., CAVE).
The BSF 8 generates a 32-bit RAND challenge value,

3. The BSF 8 sends a response (e.g. 200 OK) to the MN 12. The RAND is base64-

30 encoded and carried in the payioad. The payload also contains an indication that CAVE is

the chosen mechanisni.
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14. The MN 12 verifies that the BS_AUTH equals the XBS_AUTH (same
calculation as 15 BSAUTH). The MN 12 also verifies that the indicated

chosen mechanism is CAVE. If successful, the server and the message
WHIS S Abthenticated. If not successful, the MN 12 prefera‘fﬂ;y/mawé%
bootstrapping procedure and may retry immediately or at a later time. 20

15. The MN 12 generates the 128-hit Ks. 16. The MN 12 sends an r
HTTP Bﬁﬁmlfa&%‘éﬂ%%@?’%@é’ BytGLF BRI TS ﬁ%‘@ﬂ?ﬁém
payloadsmey=alsa cantaindtirorigihaldistof supported mechanisms

({CAVE, B, C} in this example) and MS_AUTH. Integrity protection can be
provided by 25 including the data that needs to be protected in the

computiadn BPMS! RUTHR-BRG) RIS roshH ehe YNt s AUTHR and

MS_AbLJiigata] S kariix2000 QAMKFLROBED €80 t-sizané(@ataFhnction.
MS_PARAM data | MS_PARAM | data) modulo 2128, where data is the

information that needs to be 30 integrity protected, and the original list of
supp6riad Ghechamismse{CIRVEY B ©)he EMEREB 8 Awntherstiate see wmdom

12 by, verifying ghat the MG AT .aAls 23 WO 2006/134441
PCT/IB2006/001505 XMS_AUTH (same calculation as MS_AUTH). The

BS also verifies that the list of supported mechanisms is the same as the
list receivedin stegis|bnak-tNETBSBBIayusendte HEEFR.408 FGhidetsinad

response, or.other.error r MN 12, or it Hently ahorte ¢
the DTG, rCka T SRS brd T AET g ST ARlr
respdiddBHEYg. 200 OK) to the MN 12. Note that there may be many

possible variations in the above procedure. However, the basic concepts
disclosed in accordance with the non-limiting and exemr la}t%ﬁ%%% .
embGditBHtE disHoSadih s EeBER M APPcAtoll B NCP1/252 205 PRHISH >
the salmR, ¥ aBAREHR Befinitie MIRAGPP. GB A EAHREURpohyiodie RAND,
carties e B PBonIsH ARG HapARGRN, LAP0HALR A00 R K. cot o a1

lifetime In final 200 OK response if bootstrapping is 15 successful,

The dssveibied SOTA R SREMELTS EffHad AR EY S1SHaEPpIT 8o Tey, v

SGPQQq@g@dﬂdﬁ this @ﬁf&ﬁiﬁ@ct@s&ﬁ@%ﬂlE payibadignerspyMtRaEe Encryption is

IQ;?/I: r%é@t?%%%t%dii%%gg gt:—r%%?é; %H%tgg‘rso?t% gfr%hg M{%&E&¥ I?a?agme ":Nr-tén ¢ setto
20 zero.

9. The HLR/AC verifies the AUTHR and generates the SMEKEY.

10. The HLR/AC responds with a TIA-41 AUTHREQ that includes the SMEKEY
25 parameter, If authentication fails, the AUTHREQ may imclude only an access deny

indication.

11. The BSF 8 sets BS PW=SMEKEY and generates a random secret number “y” for the
Diffie-Heliman method.

30
12. The BSF 8 generates the 128-bit Ks. The B-TID value can also be generated in the
format of NAI by taking the base64 encoded RAND value from step 2, and the BSF &

22



AUTHR (for CAVE) and the password-protected Diffie-Hellman

parameters. The non- limiting embodiments disclosed in U.S. Patent

Application S.N. 11 /232,494 provide for 20 the XML schema be further
WEHIHEHS include the list of authentication mechanisms, a& Wair 4 e

indication of the selected mechanism. One possible definition ofthe
schema is as follows, wher %r%%‘ﬁ(ﬁ ions used to support the
non-fimitiny afid- %)Pél?ﬁ% 21 €mbo |r$@%t%p d?ggi%rgeﬂg)fﬂa@—gmﬁ%tent
Application S.N. 11/232,494 are shown underlined and in italics. 25

<9xnﬂi\/%i 8RF sl ?Qfé@}géﬁ& & E-Eb_' O%QTtoiﬁémnﬁe payk)ad of the response
targetNamespace="uri; §%§T -gba; xnzins: gb a="uri:3 gpp

xniln€aRSenkiih PRRRwRR BGrd/ 2608 /MMLS cREHR LY e bas a%é??ﬁ%ﬁ%ﬁﬂ?eg
rgot e@maﬁmn{ammgﬁeﬂﬁs keyiifetite, canﬁbaﬁhﬁénpﬁ@mﬁﬁr@wm and
<xs '‘bootstr InfoType"> < s:sedl

S e B e S TN AN ol iy e

namemﬁmme W@%ﬂwgﬁﬂeﬁ@vmﬁ@n@hﬁ%um@&ws 24 WO
2006/134441 PCT/182006/001505 <xs:elementname="authr"
type="xs:base64Binary” minOccu ﬁ /> <xs:element

amES AL T e BB AP NSt dpss) | BS_PARAM

<8S: elemie 1 membéaﬁzesndﬂhtyﬁém"x&hash%lmaryfomu@ﬁahmwm be
<xs: glg %&%‘J&é& T AUIIISEs RIS T in, %ﬁ’%ﬁe%{mk%%{ R®The chosen

<xs:list itern pe="gha:authType"/> </xs$: simpléTvpe> </xs: element>
<Xs: é"l%‘%??é’ﬂﬁfh Wauth" type = "gba: authType" ininOccurs="0 "/> 10
</xs:sequence> </xs:complexType>

14. The MN 12 verifies that the BS_AUTH equals the XBS _AUTH (same calcuiation as
15 BS_AUTH). The MN 12 also verifies that the indicated chosen mechanism is CAVE. If
successiul, the server and the message sent are authenticated. If not successfitl, the MN

12 preferably abosts the bootstrapping procedure and may retry immediately or at a later

time.
20 15 The MN 12 generates the 128-bit Ks.

16. The MN 12 sends another HTTP GET request to the BSF &. The payload contains
MS_AUTH. The payload may also contain the original list of supported mechanisms
({CAVE, B, C} inthis example) and MS_AUTH. Integrity protection can be provided by
25 icluding the data that needs to be protected in the computation of MS_AUTH. One

exemplary way is as follows:

MS_AUTH[data] = SHA-1{0x00000004 | 0x00000C80 + sizeof(data) | MS_PARAM |
data | MS_PARAM | data) modulo 2'%%, where data is the information that needs to be
30  integrity protected, and the original list of supported mechanisms ({CAVE, B, C}).

17. The BS authenticates the MN 12 by verifying that the MS_AUTH equals

™~
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<l-- de inition of authentication and bootstrapping mechanism type -> <xs:
sitzzpleType na7ne= "auth.7bpe"> 15 <xs:restriction base="xs:string">
<xs:enusneration value="3GPP-AKA"/> <xs: enwneration value=

WRHBHIHAR A" /> <xs: enumeration value= "CA VE"1> <xs: BhliePatigh s>

value="MN-AAA "/> 20 </xs:restriction> </xsaimpIeType> <!- the root

ele --> < Iemen name="B

N SRR e A e i e R SR e R
elemmpdaaihnh@tan'gmsmh@smﬁr%tﬁ@ 11sttmieokémh@mtﬂ;éﬁmt,3ﬂrmdBSF § may

boo@&?@%"!@ﬁrﬁ‘ﬁﬁ‘?&tﬁﬁ&%ﬂ %@&ﬁéa&%‘m@r@géé FigNresie #€:8-of Nenay
element "auth" is 30 used to carry an indication of the BSF- selected

mecKAFEH AR TEE BAeReBP IR P I Y JEPEEISEHd 3. The type "authType”

issdefined to be an enumeration of the current authentication and

boot i nlsmg i@ h g%lg %%gsmand may take the
folloigr}agﬂ%x%%ry valu HSS(t SPP- AKI,%\3 ogtstrapplng based on 3GPP

AKA mechanism; 35 "3GPP2-AKA": bootstrapping based on 3GPP2 AKA
mech@diesmt oA Wiy beaﬁs}mﬁmgmﬁﬁ&%W%@@{&&M@mm the

A": bootstr ased on
e ol i R S e e
of! 4Gttve dieenadikdntedatiGhsniachanigrhsaare 80060/ 0% hTypen the same.
Alternatively, instead of having both "3GPP-AKA" and "3GPP2-AKA", only
"AKA" 25 WO 2006/134441 PCT/1112006/001505 maybe defined in the
scher{ladchenalpofimiEem anism used in AKA is then preconfigured by the
netwartkioyrer atora Natedhar tb@ﬂb@\@zﬁehema&smempmyaifpimgtaﬁema@bn

other lechniques,age Rossible 19 2 achieve e sine.goal.In-additon, the ;.
chema may be ex encfgd 16 Include other
15  successful The associated XML schema is defined in Annex C of 3GPP TS 24.109.
3GPP2 extends this schema to allow the payload to carry other information needed for
bootstrapping based on SMEKEY and MN-AAA Key, these include the parameter
AUTHR (for CAVE) and the password-protected Diffie-Hellman parameters. The non-
limiting embodiments disclosed in U.S. Patent Application S.N. 11/232,494 provide for
20 the XML schema be further extended to include the list of authentication mechanisms, as
well as the indication of the selected mechanism. One possibie definition of the schema is
ag follows, where the exfensions used io support the non-limifing and exemplary
embodiments disclosed in U1.S. Patent Application S.N. 11/232,494 are shown underlinad

and in italics.

25
<7xml version="1.0" encoding="UTE-§"7>
<xs:sehema tarpetNamespace="uri:3gpp2-gba"
xmlns: gba="uri:3gpp2-gha"
aminsixs="htip/iwww. w3, org/2001/XMLScherma">
30

<l definition of the root element containing B-TID, key lifetime, and other
parameters -->
<xs:complexType name="booistrappinglnfoType™>
<xsisequence>
35 <xs:slement name="btid" type="xsstring" minOccurs="0""/>
<xs:element name="lifetime" type="xs:dateTime" minOccurs="0"/>
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information that is useful to be carried in the payloads. For example, in the
exemplary implementation using plain HTTP as transport for carrying the
Wpassword protected Diffie- Hellman described above, the payloads -
$éPaPaBk Carry other information such as the username, REN{IB2086/001503
MS_AUTH, BS_AUTH, and so on. The schema thus can be extended 10
accordingly to allow theset parameters to he %arried as well. It shou[,(}i)be

<xs.element hame= auf g="ra hasa6Ad R " courg="0
noted that the naiES I He BB lcHiEr e s IR ShRe.
definition are exemplany.RRGeLe4Is8E:NEReINW %'Bﬁﬁi%ﬁ%z%ﬂ&{ﬂ@‘@%’-
15 It should be appretiated.ihat the:exemplapy.emiyodiments described in
Figures 1-7 are simplezeffidielafizet secure, do not require
standardization efforts iFEFHEIBLLE, EgBupport fixture
authentication and hootstapping triechanisms, and support both 3GPP
and 3GPP2 systems 2.1 aseordance with,an apnaraliissmetbedand
aoemputer pragsagepseduct, in accordance with the non-limiting and

exempharyrepibdgitiients disclosed in U.S. Patent Application S.N.
11/232 424 there is Erovided a technique for execution by}anetwork

it .

< definition of authentigatio OLSIr: ing mechanisn: e
devic x5 simplelvpe name="quiilvpe > ' . o u_ch.as the MN
]:1%, to execu;@.@spggggtgggpbggﬂg@@edure comprising, In an initial

bootstrapping requesihediN L2.sendirgdane BSF 8 a 25 first request

}

message that incltdtesafiatiaf et aiEAlidd4iechanisms that the MN 12
3SFE-gete ” HE T adifrentication mechanism to be used
s bootstrqug;pgﬁ'ggéd-ﬁ?éa&&n-%%@@cewed from the MN 12, and
proceegmm,ﬁ;—eﬁ'rected authentication mechanism and including in a
response message to the MN 12 an indication of the determined
autherticationtrieehantsm; the MN 12 sending a second 30 request
nywr?sséﬁ%‘?l%ﬁ?éﬁa%eﬁ'f%%‘ﬁﬁs%&f?" BBET Aby protbetead o theBSE 8 based
o] th%xgzgcr%rrgLned authentication mechanism, the second request
message chuding the list of authentication mechanisms that the MN 12
supports in an integrity protected fonn. If 26 WO 2006/134441 o
PCT/IB 350860505 CKitFEnfieaLon i& StRcossry, Rkt theriherisiiay and
in thebseranshigouiestressagestagichas thia istreceimeld imibe ditsht "anth" is
'guestmessage, e e %an‘ff%%ﬁé%?e%%&’ he MY 1EWIIA. 3 2007
success ui response message, Which is at leas par mﬁﬁ‘/ mtegnta)%
prote&t&ereswrsre thEhs iree suibilpespsrisame ss dg atriehudestion pidicatiormt

of the,selasted & authenticationmeshanismd hat.li ety Rrelecied JPrR: e

The MN 12, upon receiving the successful response message, may verify

that th& STiRe FIEERIBR K58 anism used by the

"3GPP-ALA": bootstrapping based on 3GPP AKX A mechanism;

35 "3GPP2-AKA"™ bootstrapping based on 3GPP2 AKA mechanism;
"CAVE": bootstrapping based on SMEKEY (CAVE); and
"MN-AAA": bootsirapping based on MN-AAA Key.

& b -]
v ctch

When more avihentication mechanismas are supported in GBA, corresponding names of

40 the new authentication mechanisms are added to authType.

Alternatively, instead of having both “3GPP-AKA” and “3GPP2-AKA”, only “AKA”



MN 12 matches the authentication mechanism selected by the BSF 8. The
first request message sent by the MN 12 may also comprise the user's

“ﬁggﬂ}k%éﬁ' |ch maybe used by the BSF 8 to aid in selectlngpgtﬁlmwmﬂﬁos
authentication mechanism. 10 Multiple message rounds may be

accommodated by the teachings in accordance with the invention.

Negotigtipnimas Rrecaesthy. RigaskautRenticatatah L ry: HeGesdnfisured

usmr?? HTTP, as non-limiting examples. 15 Having thus described the
exe ﬁl@ﬁpg??’d’rhé’ﬁeﬁ?ﬁtrng embodiments of the invention disclosed in
U.S. Patent Application S.N. 11/232,494, a description is now provided of

the exemplaty andRiniting. embediments.of Ihe veata g#'éé are possible to

accordance with this invention. It can be noted that the exe

efnbaehirentacofhis itfe AtiGAGIRTOEUSEY ™A BH Jﬁh(ﬁ\‘@ﬁ‘i‘%itﬁoaw@tl%ﬁ%m

of thenvarRusIexeMplasseibodiments Bk tlwtmemréx%@p@b?acﬂﬁ%ddmpzm
U.S. Patlent Ilcatlon Eu%tlh 23 Izréffs% accordaglce with t

: ementafion usin 0 1 C asswor rot ted Diffie-
exempilary em oalme is inventi ?I Wﬁg emals pmoﬁ? 1g)

such%pwtﬁ@pttbetédwqd@nmmﬁ@mfmwg demtivdien thiersuppostad as the
authepficatiorrmeeNarisay and ghe Adamtit, cidantities (ids)Which sl Bfsed

used with that 25 specﬁ‘“c mechanism. If one identity can. be used with
Ut pTEoFAERalgi el TSk RHESEE t%%‘@ﬁﬁﬁ’dptéﬁé?]ébly lists all possible

combinations, eg mechanism) idl mechanisml id2 30 mechanism2 id3

Referring n e the fir tHT ET mes eW|tht
L oo B SR G0 e SRR L e
XML @éhtti?raarawawbad 4@%@&%@&%@%@@% BypheSeayatitin Figure

8), the BSF 8 selects the mechanism preferred by the network and

cont the ro rate base to proce ith the bo tra

T DB L TE RS e e AES sy d-7 o
than w@wefﬁmi(mmstadetamh@W@mandm&mmn Aot fnal theendable
HTTE Rayleadiothendie. Bak8.2618618:9 r%ﬁl%f g identtiesy Q{fg&rﬂ&ﬁh 3GPP

selectlon is g%eirformed the XML docume urned to the MN 12 by the
BSF #4ni $8&&Ponse (message 5 in Figure 8) to the GET request
explicitly |dent|f|es the selected mechanism and the corresponding

%O(ina ggc%rl a%gg%th an apparatus, method apd computer program product, in accordance
with the non-limiting and exemplary embodiments disclosed in .S, Paient Application

SN, 11/232,494, thers is provided a technique for execution by a network device ornode,

such as the BSF g, and a device or node, such as the MN 12, to execute a bootstrapping
procedure comprising, in an initial bootstrapping request, the MIN 12 sending the BSF 8 a

25 first request message that includes a list of authentication mechanisms that the MN 12
supports; the BSF § determining an authentication mechanism to be used for
bootstrapping, based at least on the list received from the MN 12, and proceeding with

the selected authentication mechanism and including in a response message to the MIN 12

an indication of the determined authentication mechanism; the MIN 12 sending a second

30 request message, which is at least partially integrity protected, to the BSE & based on the
determined authentication mechanism, the second request message including the list of

authentication mechanisms that the MN 12 supports in an integrity protected form, If

26



10 It can be noted that the XML Schema defines how an XML document
will appear. The XML document is then sent in the payload of the HTTP
messages. Thus, the XML Schema may be considered to be fixed, and is _

Wﬁ’o{ogg/ﬂ‘*&ﬁlring bootstrapping. However, XML documents cBﬁFéWﬁﬂ‘lé(ﬁl%m’
this XML Schema are sent as HTTP payload, to convey the information
needed for bootstrapping, 15 In accordance with the foregoing, the

iderpitfesnisrHen e SRREPHith M58 HhasHYas T trE b HttSHEBPiRG ST SRHHE
are asfolowsiArdddivd B Ed frequestsiromsid MentovBimay(messhigehs MiN

Figure 8).20 The Autharization hg der in the TR GET request MaMiected
contggnwgﬂﬁf SFHRe NN T2 identitie ?T\ﬁiém &F'8 does not r%ly 0%;#;‘% S

identityerat this thevessireferapetacS RE Bobusient ifndieirmTel phyIsegeted
containsthedist St SURReigdnmeshanisrsBaeMNri 2 Meentities ageiving the
described above. 25 B. HTTP 401 L%é\l ULHORIZ%D res gc[}%e.gggr&ggg the
BSFECESSHHE FARPTSS RREE8ades i i'gﬁtrt R R R R T

autheniitatiemethanibmizatoo nedenespehdingtidéetRyFromltharshistquest
fl Ozquhégs&g&é&% dasyent.in the HITR paydoadsreaivedipmuihesMNed by

e selected authentication mechanism and corresponding identity
are fBRFRE] to aiddnvireednesbe Avthen PSP i Fesponse message. C.
HTTP GET request from the MN 12 to the BSF 8 (message 7 in Figure 8)
28 WO 2006/134447, R T/AB2008/001 2084 TOEJVINT; 14 HSes iR Ide Qi ine
returne By SESERn fﬁgpayﬁoa of the pfevious message as the
user iidentioy. iNGEEi DT Pdigeseaditvdritestofhaiintin aTio e AERspfetans
The Mip12. 306 theBeEd:then proceed according to the authentication
mechanism selected by the BSF 8. Preferably the XML document in the
HTTP payload contains the supported 5 mechanisms and MN 12 identities
as dessrinethabyeildblike-mestaygesd, thisl informatibndisdmtegfitye mvention
protected. D..HTTP, A f = :
(e e ) R B Ssbends it ST LE S0 DR edof
messhgexanpleating rradiptissrantrdimatHeibafBiTaitg Bosidispigith this
operglien:idhe sressase@lseincidesihemigashrespanseneeanputes deysed

the Bi% Eén-]l-xlgn%hrg1$\§:’?%% g;% n?el %?t %%!grgo%sa g}‘;clsr:]n% a%lglgb%]:i}rrr]gnts of the mvention

20 described in U.S. Patent Application S.N. 11/232,494

In accordance with the exemplary embodiments of this invention, the XML Schema is
modified in such a way that it clearly identifies the 'binding' between the supported

anthentication mechanism and the identity or identities (ids) which can be used with that

b
L

specific mechanism. If one identity can be used with multiple mechamisms, then the XML

Schema preferably lists all possible combinations, e.g.:

mechanisml id1l
mechanismi id2
30 mechanism2 id3

Referring now to Figure 8, once the first HTTP GET message with the XML document

27



selected authentication mechanism and corresponding identity for
reference by the MN 12. Similarly, this indication is integrity protected by
sett|n o "auth-int". 15 The remainder of the bootstrapping procedure
8‘? 6nt|nue as described in 3GPP2 S.P0109-0, Versi&r@ba0 501503
December2005 "Generic Bootstrapprng Architecture (GBA) Framework",

tt h the abo ference onal Patent.
A O e b B R b i ©
as 3GEBSFS Sirregiy, m@aeﬁm eifrandlPittles mrostreeshtordasiotdsppropriate
500- %Q%Q%ZQ@%@&M‘%Q&Q@&M@%EE@&Q@%ﬁ@%el%%&&e%ﬂ%ﬁlﬁlh appens

dification_ Th t XML Schema is as follows: 25 <?xml version=
10" R BT (o35 PR T SRR 0 A2 i Ao gpsa

xriinshgH B payBghpi2qghia BSF 8 seiects one of the identities. Once the selection is

xniinspasehHPHLRINY W QLo COMML oA >, 20, SEMNHRN B Mg cnee

root element containing B-TID, key lifetime, and other parameters
<xs:cORTpREEFY P gEm o hgHTOTigive ideaiifasdbn fshetss ngShanism
<xs:elem@ptaaiendbiichyperEESEng" minOccurs="0"/> <xs:element
name="lifetime" type="xs:dateTime" minOccurs="0" 7> 29 WO

2006/134441 PCT/IB2006/001505 <xs:element name="esn"
t)lﬁe—ltmibh‘s%ﬂﬂim@é MIROBTwrsa-d6diifes mme@v@mmm%@maﬂl"me

type=Sugtbass@aRinan:y WHQCHW Sz ">§%‘r§e§i%}9%§‘£§%§ A

type= "xs base64Binary” 5 manccurs "O"/> <xs:element
nam eSS 1584 B pe RAREIdasas 5 be SXesh A * MAhter: dures ‘@O@T@e@é‘ﬁ%’ﬁfe‘s
namexidlitiodistenm o etz 10 his SRAISHEHERI ¥ReRnt as HTTP payload, to convey

the information needed for bootstrapping.

1%

In accordance with the foregoing, the identities o be inserted into the messages of the

bootstrapping procedure are as follows:

A.HTTP GET request from MN 12 to BSF § (message 1 in Figure 8)

20 The Authorization header in the HTTP GET request may contain any of the MIN 12
identities. The BSF 8 does not rely on this identity at this time. Preferably the XML
document in the HTTP payload containg the list of supported mechanisms and MN 12

identities as described above.

25 B.HTTP 401 UNAUTHORIZED response from the BSF § to the MIN 12 (message 5 in
Figure 8) '
The BSF 8 selects one authentication mechanism and one corresponding identity from the
list found in the XML document in the HTTP payload received from the MN 12. The

selected authentication mechanism and corresponding identity are returned to the MIN 12

30 in the payload of the response message.

C. HTTP GET request from the MN 12 to the BSF 8 {message 7 in Figure 8)
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10 <xs:list itemType="gba:authType"/> </xs:simpieType> </xs:element>
<xs:element name="auth" type="gba:authType" minOccurs="0" />

<0/)§§6§ quepee> 15 </xs:complexType> <!-definition of authg@fii]ﬁgga{g Ades
bootstrapping mechanism type--> <xs:simpleType name="authType™> ~
<xs:restriction base="xs:string"> 20 <xs:enumeration value="AKA"/>

<xs:enumeration value="CAVE"/, : eration, valuez"MN-AAA"

< Xs%eslmgt}gﬂges it&§é§1‘|tﬁ%ﬁ% v S@Y%S%%%L{%L Ilﬁée Oy%ag}ge}a# gg tﬁ_e_ 1ev1ous'?hé§%age

<xswmeliament damo=tBootSirhpigririfghentication (authorization header field). The

Wp%é?%?@%@ﬁ@zp@kﬂ&%@f&@@%&@&%&ﬁ%@&%ﬂﬁ%@cmﬁmea{ed
Sl

possible modifications that can be made. to the foregoing XML Schema in

ordd¥ BeRPI SriEHETHRY SxeBier BT S SIS GRHHBH. WHAE™
follows arassemerrire Xaiipltscthati areiintehdediolibe mesdzas  dxemftantion
and.not a Iim#'éattégp upon the practice and/or use of the exemplary

S.
emﬁséalltr?%ln of this invention. 35 Example 1. XML Schema 1: <?xml

version="1.0" encoding="UTF-8"?> 40 <xs:schema
targgtNARIESPe e df-3ePRS0Ra BamiRsiBb 8 Ul 3ngip-ghatisure 8)

xinlns:xs="http://v;vmr.w3.0rg/2 w.a'"> <.-- definition of the
ot BentBh Koy BoH . Kby et imdhOURER pRATEIrS Ao
KXs:aomplexiypendamestibpatstrappiignfoFypesssage also includes the digest

response computed by the BSF. The message may also include an indication of the

2

selected authentication mechanism and corresponding identity for reference by the MN

12. Similarly, this indication is integrity protected by setting qop to "auth-int".

15  The remainder of the bootstrapping procedure may then continue as described 0 3GPP2
S.P0109-0, Version 0.6, 08 December 2005, "Generic Bootstrapping Architecture (GBA)
Framework”, attached as Exhibit C to the above-referenced U.S. Provisional Patent
Application No.: 60/759,487. This document is expecied to be published as 3GPP2
$.80109-0, v1.0, and currently the most recent version is S00-20060220-

20 121A_ SP0OI109_V&V_changes.doc.

NML Schema modification

The current XML Schema is as follows:

25
<Fxmi version="1.0" encoding="UTF-§"?>
<xs:schema targetNamespace="uri:3gpp2-gba"
xmlns:pha="uri:3gpp2-gha"
xminsxs="hitp:/fwww.w3 . org/2001/XMLSchema">
30 *

<! definition of the root element containing B-TID, key lifetime, and other parameters
—
<xs.complexType name="bootstrappinglnfoType">
<xsisequence
35 <xs:element name="btid" type="xs:string” minOcours="0"/>
<xs:element name="lifetime" type="xs:dateTime" minOccurs="0"/>
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<xs:sequence> <xs:element name="btid" type="xs:string'
minOccurs="0"/> 30 WO 2006/134441 PCT/IB2006/001505 <xs:element

M difetime” type="xs:dateTime" minOccurs="0"/> <xs:qlg@maibtes001505
name="esn" type="xs:base64Binary" minOccurs="0"/> <xs:element

name="ms_chall" type="xs:base64Binary" minOccurs="0"/>5

<xs:element name="ins«esuiiiypesxshanedBinanihiminQeeutsTs0l
<xs:element name="bs <rasgitt:type="xsibaseb4Biiary" mpSLCts=t@jrary"
<xs:element name="aufF1f&HiirEcurs="0"> 10 <xs:complexType>

<xsisequence> <xs: elerﬁ%gfrﬁ%{‘itq =" alt R fPe="gba B ifgeec+Bnay”

Olil‘S"‘

minOccurs=" 1 V> </xs&gggﬁgge> 15 Shxs:eQmplexType w%[x%%ggg@gﬂgmn
<xs:element name="authntypes'gla:authinfo'" minOccurs="0"/>
</xs:sequence> </xs:.compiextypenc2 Qi Ettcomplexiype
name="authlnfo"> <xs: sequeﬁ@é’ﬁnl%‘%@iél’ement name="method"

tyhe="gba:authType"/> <xs: el menf h Qm@ﬁ%eh e §IEPRSstring/> 25

</xs:sequence> <Ixs: CQ}I@@&S I;ﬁpe < aeflnltlon of authentication and
bootstrapping mechanism pernam*SHinpledype: Bamerx amHobype -

</xs:sequence>
15 </xsicomplexType>

<!-definition of authentication and bootsirapping mechanism type-—>
<xs:simpleType name="auth Type">
<xg'restriction base="xs'strimg">
20 <xs:enumeration vajne="AKAY>
<xs:enumeration vaine="CAVE"/>
<xs:enumeration value="MN-AAA"/>
</xsrestriction™>
<fxs:simpleType>

25
<}-- the root element >
<xs:element name="Bootstrappinginfo” type="gba:bootstrappinginfoType"/>
</xs:schema>
30
There are several possible modifications that can be made to the foregoing XML Schema
In order to implement the exemplary embodiments of this invention. What follows are
several examples that are intended to be read as exemplary and not as a limitation upon
the practice and/or use of the exemplary embodiments of this invention.
35
Example 1.
XML Schema 1:

<Pxml version="1.0" encoding="UTF-8"7>
40 <xsischema targetNamespace="uri:3gpp2-gha’
xmins;gba="uri:3gpp2-gba" ’
sxmlns:xs="htip:/fwww.w3.org/2001/XMLS chema">

<|-- definition of the root element containing B-TID, key lifetime, and other patameters
>

45 <xs:complexType name="bootstrappinglnfoType">
<xs:sequence™
<xs:element name="btid" type="xs:string" minOcours="0"/>

30



30 <xs:restriction base="xs:string"> <xs:enumeration value="AKA"/>
<xs:enumeration value="CAVE"/> <xs:enumeration value="MN-AAA"/>

</xs:restriction> 35 </xs:simpleType> <I!- the root element --> <0
WEUMdHN name="Bootstrappinglnfo" PCT/AB2006/001305
type="gba:bootstrappingInfoType"/> 40 </xs:schema> What follows is a

"snippet" of an examp|e<%f:a GUthuSte;;n%gﬁggg ineg toetg‘e’ galg‘g%mgn?(yc%ursf@”b
Schema: 45 <auth list> <}?@é@ﬁgﬂrﬁ8§e=§é&e@8££ﬂ§ 4] Jﬂl?jhxgﬁ cours="0"/>
<clientid> userl_private@hagmeknet </gligeldz sfmuth infop,50ys8utRaninary"
info> 31 WO 2006/134441R@FAB2006/001505 <method> CAVE
<fnethod> <clientid> 123%6?%9%%334%&%?@5” </authineTyss keseffBinary”
info> 5 <method> MN-,@% Lhiieth6d>_<clientid> foo@example.com
</clientid> </auth info>m%5§@‘&lfﬁjLnét@./;oﬁgm%iée? LXML S(t:‘ﬁ%mxas' g eG4Bimary
<?xmlversion="1.0" encadingzddder3" 7 F%8:8GhRmMAa="0">
titgetNamespace="uri:3gpp2<ghetimdibxXptrs:gba="uri:3gpp2-gba"
<XSisequernce>
<xs:clement name="autly_info”
type="gba:authinfo" minOccurs="1"/>
</xs:3equence>
i5 </xs:complexType>
<fxs:element>
<xs:element neme="auth" type="gba:authinfo’ minOccurs="0"/>
</xs:sequence>
<fxs:complexType>
20
- <xs:complexType name="authInfo">
<xXS:Sequence>
<xs:element name="method" type="gba:authType"/>
<xs:eiement name="clientid" type="xs:¢tring"/>
25 </xs:sequence>
</xs:complexType>

<I-definition of authentication and bootstrapping mechanism type-->
<xs:simpleType name="anthType'>
30 <xs:restriction base="xs:string">
<xs:enumeraiion value="AT A"/ >
<xs:enwmeration value="CAVE"/>
<xs:enumeration value="MN-AAA"/>
</xs:restriction>
35 </xs:simpleType=

<!. the root element -->
<xs:element name="BootstrappingInfo" type="gba:bootstrappinglnfoType"/>

40  </xs:schema>

What follows is a "snippet" of an example of "auth_list" according to the foregoing 3ML

Schema:

45 <avth list>
<aufh_info>
<method> AKA </method>

<clientid> userl_private@home! .net </clientid>
</auth_info>
50 <auth_info>
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xmhts:xs="http://www.w3.0rg/2001 /XMLS cherna"> <I-- definition of the
root element containing B-TID, key lifetime, and other parameters 20
{pﬂﬁxType name="bootstrappingInfoType"> <xs: SeOWeNERZ006/001505

<xseement name="btid" type="xs:string" minOccurs="0"/>
<xs:elementname="lifetime" type="xs:dateTime" minOccurs="0"/>
<xs:element name: ﬂ%gpcwa&g@@;emanary" minOccurs="0"/> 25
<xs:element namer. us. ehalb bgpeaixschasgsd4Binary” minOccurs="0"Y>
<xs:elemengknames"'ms-result” type="xs:base64Binary” minOccurs="0"/>
<xs:elemertutiam®@="bs_result' type "xs base64B|nary" 30
MinOccurs= "O"/><@R§1°@ <}J% ist” minOccurs="0">
<xs:complexType 1“’%?3 & Gé“‘h L0099 SHERNEE  name="auth info" 35
typezfgg[:ga}ggt mto" minOccurs= "1"/> </xs:sequence>
</xs:complexType> </xs:element> <xs:element name="auth"
)(}p }gba agthlnfo minOccurs="0"/> 40 </xs:sequence>

xs% exType> <xs:complexType name="authlnfo">
<xs:simpleContent> 45 <xs:extension base="gba:authType">
<xs:3Hipyigpame="clientid” type="xs:string" use="required"/>

</xs:extension> </xs:sim IeConten;> </xs:eomplexType> 50
<?xml version="1.G" encoding="U

<x9:schema targetNamespace="url:3gpp2-gha"
i5 xmlns:gba="url:3gpp2-gba"
sxmings="http:/fwww.w3.org/200 1/ XMLSchema">

<1-- definition of the root element containing B-TID, key lifstime, and other parameters

s .
20 <xs:compiexType name="bootstrappinginfoType™>
<XsIseQuence>

<xs:element name="btid" type="xs:string" minOcours="0"/>

<xs:element name="lifetime" type="xs:dateTime" minOccurs="0"/>

<xs:element name="esp" type="xs:bage64Binary" minOaccurs="0"/>
25 <xs:zlement namne="ms_chall" type="xs:baset4Binary"

minQOccurs="0"/>

<xs:element name="mms_result" type="xs:base64Binary”

minOccurs="0"/>

<xg.element name="bg_resuit" type="xg:baset4Binary”
30 minQccurs="0"/>

<xs:element name="auth_list" minOccurs="0">

<xs:complexType>
<xs:sequence>
<xs:element name="guth_info"

35 type="gha:authInfo" minOccurs="1"/>

<fxs.sequence>
</xs:complexType>
</xs:element>
<xg:element name="auth" type="gba:authinfc" minOccurs="0"/>
40 </xs:sequence>
</xs:complexType>

<xs:complexType name="authInfo">
<xs:simpleContent>
45 <xs:extension base="gba:authType"> _
<xs:attribute name="clientid" type="xs:string” use="required"/>
<fxs:extension>
</xs:simpleContent>
</xs:complexType>

50
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32 WO 2006/134441 PCT/1132006/001505 <!-definition of authentication
and bootstrapping mechanism type--> <xs:simpleType name="authType">
<xs:restriction base="xs:string"> <xs:enumeration value="AKA"/> 5 -
WaLMfatation value="CAVE"/> <xs:enumeration value="KTRRAPL1S0S
</xs:restriction> </xs:simpleType> 10 -- the root element --> <xs:element
name="BootstrappingInfo" type=" gba:bootstrappinglnfoType"/>
</xs:schenj'ei$e.§l %é@ﬁlﬁ%ﬁﬁpﬁ%&%@%ﬁ%ﬁ@%fsnéﬁﬁ?:ﬁst"
according téstﬁ%pjg _ tﬁgm@;unmgi§t> <auth info clientid =
"userl_private@home lRehmnddibn <baidthArier- 20 <auth info clientid =
"123456789012345"> GAVErttatthrfie=CaalHinfo clientid =
"foo@example.com "> FANIAAELRRETHBSASAUTh list> Example 3 25
XML Sche@%_éingz T‘?ﬁyé’i"ﬁ%n:"m" encoding="UTF-8"?> <xs:schema
targetNamesp‘aeS: a?l:SgppZ-gba" xmins: gb a="uri:3 gpp 2-gba" 30
xmins:xs="http://www.w3.0rg/2001/XMLSchema"> <-- definition of the root
element covitaimng:BleHE ey lifetime, and other parameters
<xs:complexFgpacHanie="Berststralspitg ey pasdsrapngafiierce>
<xs:e<I/§Sr@81re1£Q}ame:"bid" type="xs:string" minOccurs="0" />
15

Below 1s a snippet of an example of "auth_list" according to this XML Schema:

<auth_list>
<guth_info clientid = "userl _private@home net"> AKA </auth_info>
20 <auth_info clientid = "123456789012345"> CAVE </auth_info>
<auth_info clientid = "foo@example.com "> MN-AAA </auth info>
</auth list>

Hxample 3
25
XML Schema 2t
<?xmi version="1.0" encoding="UTF-§"7>
<xs:schema targetNamespace="uri:3gpp2-gha"
xmlns:gha="uri:2gpp2-gha”
30 xmlns:xs="http://www.w3.org/2001/XMLSchema™>

<{-- definition of the root element containing B-TID, key lifetime, and other parameters
—l
<xs:complexType name="booistrappinginfoType">
35 <xs:sequence>
<xs:element name="btid" type="xs:string" minOccurs="¢"/>
<xs:element name="kifetime" type="xs:dateTime" minOceurs="0"/>
<xs:element name="esn™ {ype="xg:bage64Binary" minOcours="{"/>

<xs:element name="ms_chal!" type="xs:base64Binary”
40 minQOccurs="0"/>
<xs:element name="ms_resnl" type="xs:base64Binary™
minOcours="0"/>
<xs:element name="bs_result" type="xs:base64Binary"
minGeeurs="0"/>
45 <xs:element name="auth_list" minGecurs="0">

<xs:simpleType>
<xs:list itemType="gba:authType"/>
</xs:simpleType>
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<xs:element name="lifetime" type"xs:dateiime" minOccurs="0"/>
<x5'elementname—"esn" type="xs:base64Binary" minOccurs="0"/>

I/%nfnt name="ms_chall" type—"xs:base64Binary" 40 PCT/IB2006/001505

mln ccurs="0"/> <xs:element name="ms-result" type="xs:base64Binary”
minOccurs="0"/> <xs:element name="bs_result" type="xs:base64Binary"
minOccurs="0"/> 45 <xg:element name="auth list* minOccurs="0">
<xs:simpleType> <xs:lig{, {enalypa=ghai 3t yReudrrpis-sinpletype>
33 WO 2006/134441 P&GEEB2006A01RAE] Hxs:eemeantsoexs: element
name="auth" type="gba:auth¥ypetrisin@ccurs="0"/>
2xs:elementname="clientid |Ii mnf@%ﬁn‘?mwb”‘%i@n&r{?plewp@ 5

<xs:list itemType="xs:sing, |-

Xséfn%eg%pleTyp@ </xs:element>

<xs:elementname="cliepUdisercs:siing RBOCCisz QB ocurs="0"/>
</xs:sequence> iRsshsszaamplexType> <!-definition of authentication and

Hbotstrapmh@tmp}hamh type--> <xs:simpleType name="authType">
<XS: restrletlon ase "XS: hlng"> 15 <xs: enumeratlgn value="AKA"/>

<XS: enume<ra f

0 31333

ﬁh%a“d SRS e B ST RSN - AAA" >

sHnp le ype Tamie="a

</xs:restriction> & s%m&t%léép%@smg

15

20

30

35

40

<xs:epumeration value="AK A" >
<xs:enumeration value="CAVE"/>
<xs:enumeration value="MN-AAA"/>
</xg:restriction>
</xmsimpleType>

<l-- the root element -->
<xg:element name="BootstrappingInfo” type="gba:bootstrappinginfoType"/>

<fxs:schema>

What follows is a smuppet of an éxampie of "auth_list" and “clientid_list™:

<guth_list>AKA CAVE MN-AAA</auth_list>
<clientid_lst>user]_private@homel.net 123456789012345 foo@example.com

</clientid_list>

Figure 8 shows an example call flow using the XML Schema 1 above. The example is
taken from Figure C.3-1 of Anmex C of 3GPP2 5.P0109-0, Version 0.6, 08 December
2005, "Generic Bootstrapping Architecture (GBA) Framework", attached as Exhibit C1o
the above-referenced U.S. Provisional Patent Application No.: 6(/759,487, The example
of Figure & highlights the changes made in the HTTP payload, and therefore only
messages 1, 5, 7 and 9 are of particular relevance to gaining an understanding of the
exemplary embodiments of this invention. The remainder of the diagram can remain

unchanged from that shown in Annex C.
Message 1. Initial GET request (MN 12 to BSF 8)
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20 <!-- the root element --> <xs:elementname="BootstrappingInfo"
type="gba:bootstrappingInfoType"/> </xs:schema> 25 What follows is a

snippet of an example of "auth_list" and "clientid_list": <auth list>AKA .
W % ‘AAA</auth list> <c|ientid_|ist>userl_private@ho]f)ncéﬁf%Bez'[()06/0[}1593
123456789012345 foo@example.com 30 </clientid list> Figure 8 shows
an example call flow using the XML Schema | above. The example i
K EHTRSFRORIG oSSBT A RS B BB RIBETEE 0 VATSot (b8
Decamben20f) ThiGenericednis HANPiReyAs shitettinies (GSA) FrawseWorkty
attached as Exhibi ove-referenc S|
R e s S
chaiigessnpadesitotivi WitPthayivemondivetdentfiste oy Priiead sHEg messaey
and 9 are of particular relevance to gaining an understanding of the
exemplary embodiments of this invention, Th ainder of the diagram
can?@%ﬁéﬁi‘aﬁﬁ&%ﬁ@@@m ’Eﬁ%‘f’%’r&ﬁ#ﬁi‘?\ﬁéﬁ@c. 40 Message 1. Initial
GETEIqUESTENIN 12 to BSF 8) 34 WO 2006/134441 PCT/IB2006/001505
Thepurpose of this message is to initiate the bootstrapping procedure
betwgghthe. MNid2panddhe:Beh:8. The MN 12 sends an HTTP Request
@wontairing the private user identity towards its home BSF 8. The MN 12
alsoApremetits a list of bootstrag%igg mechanisms that it supports,

€,

togRRETRANP s EoFe SPBA ﬂﬂﬁe@ c’]ci)]rﬁlghg.pr a SSage
5 Ta@?ﬁ;ﬁ,ﬁ%@é’rﬁﬁ&% ihitial GET re ues[t iR %66%1513 %ngég%%'%gp ’
HTTR L Hosthsf-hemeneiiisamAgent: Bootstrapping Client Agent 10

Datecoheaeapiistit (...

<%l version="1.0" encoding="UTP-8"7>
<Bootstrappinginfe xmlns="uzi:3gpn2-gha">
20 <auth_Hst>
<auth_info>
<method> AKA </method>
<clientid> user!_private@homel net </clientid>
</auth_info>
25 <auth_info>
<method> CAVE </method>
<chentid> 123456789012345 </clisntid>
<fauth_info>
<guth_info>.
30 <method> MN-AAA </method>
<clientid> foo@example.com </clientid>
</auth_info>
<fauth_list>
</Bootsirappinglnfo>
35

Message 5. 401 Unauthorized response {BSF 8 to MN 12}

The BSF 8 forwards the challenge to the MN § in the HTTP 401 Unauthorized response

(without the CK, IK and XRES). This is to demand the MN 12 to authenticate itself. The

challenge contains RAND and AUTN that are populated in nonce field according to RFC
40 3310 (JBTF RFC 3310 "Digest AKA", attached as Exhibit B to the above-referenced U.s.

Provisional Patent Application No.: 60/759,487).

Table: Example of 401 Unauthorized response (BSF 8 to MN 12)
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Referer: http://pki-portal.nomel.net:2311/plcip/enroll Authorization: Digest
username="userl jrivate@home.net", realm="bsfhome.net", nonce="",
r="/" onse="" 15 Content-Type: application/vnd. 3gpp
W c%[r)i gfn%ftﬁgngth (...) <?xml version="1.0" encoding="UTF-8 gst {ﬁ%hﬁmmsea
<BootstrappingInfo xmins="uri:3gpp2-gba"> 20 <auth_list> <auth_info>
<method> AKA. </method> <clientid> userl-private@homel.net </clientid>
</aé{P%TFﬁ}ol>4%Ué}iﬁ%°fiﬁ?8> <method> CAVE </method> <clientid>
123%&7@&@%@%@@“» </auth info> <auth_ |nfo> 30 <method>
MN gAY fientids @exam le.co l
<Iaw ata%or@:h éﬁ . Y%“RBES Ome net Ogc 3 e sage 5 ‘216 e
ZI%L ;12) The BSF 8 forwards the
chaﬂgﬂ@@ tedthe (VN 8 in the HTTP 401 Unauthorized response (without
the CK,1K and XRES). This is to demand the MN 12 to authenticate itself.
The<tiraferge-cotitentrs Rl ahd™AUTN that are populated in nonce
feld GEEOTERNBED RIFC F0"S38 (TETF RFC 3310 "Digest AKA", attached

as Exhibit B'1o the ahovesefergpged-U.S. Provisional Patent Application
No.: 60/759,487 k. ilabte vxample-0fd0d: binautkedtzed response (BSF 8

to MN 12) <880 2006/134441 PCT/182006/001505
15 </Bootstrappinglnfo>

Message 7. Example of GET Request (MN 12 to BSF §)

The MN 12 sends an HTTP GET request again, with the RES which is used for response
20 - calculation, fo the BSF 8.

Table: Example of GET request (MN 12 to BSF &)
GET/HTTP/1 1

Heost: bsfhome net
25 User-Agent: Bootsirapping Client Agent
Date: Men, 24 Oct 2005 10:13:18 GMT
Accept: ¥/*
Referer: http://pki-portal.home met:23 1 1/pkip/enrell
Aufhorizatioss  Digest  usesname="user!_private@homenet”, realm="bsf.home. net
30  nonce=base64{RANDY + AUTN + server specific data), uri="/", qop=auth-int, nc-GOO(}OO{}l
cnonce="66292e49393a05367450978507cdefl",
response="66291ae49393a03357450978507cdefl",
opaque="3ccc069c403ebafPfi1 71e0517£30e41", algorithm=AKAvI-MD3
Comtent-Type: application/vnd.3gpp2 bsfrxml
35  Content-Length: (..}

,U!

<7xml version="1.0" encoding="UTE-8"7>
<Hootstrappinglnfo xmlns="uri:gpp2-gha">
<guth_list>
40 <auth_info>
<method> AKA </method>
<clientid> user!_private@homel.netuser]l_private@homel net
</clientid>
</auth_info>
43 <guth_nfo>
<method> CAVE </msthod>
<clientid> 123456789012345 </clientid>
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HTTP/1.1 401 Unauthorized Server: Bootstrapping Server Date: Mon, 24
Oct 2005 10:13:17 GMT W W W-Authenticate: Digest
realm="bsf.nome.net", nonce= base64(RAND + AUTN + server 5 sg)ecifi_c _
WIS 56 thm=AICAVI-MDS, qop=auth-int Content-Type: FCTABI0I60IN0S
application/vnd.3gpp2.bsf+xml Content-Length: (...) <?xml version--" 1.0"
encoding="UTF-8"?> 10 <BootstrappingInfo xmins="uri:3gpp2-gba">
<auth> <method¥3’ﬁi}?€ﬁ‘?/method> <clientid> userl_private@homel.net
</clientid> </auﬁ%§%§<%aggg§%pgmm%ﬁlgggssage 7. Example of GET
Request (MN 12 to BSEi@)shheMi¥xd2-5endsandtil P GET request
again, with the REz@nnhieh is used for response 20 calculation, to the BSF
8. Table: Beatnpig~of GET request (MN 12 to BSF 8) GET /HTTP/1.1
HostBrsfrisméglat25 User-Agent: Bootstrapping Client Agent Date: Mon,
24 Oct 2005 10:13:18 GMT Accept: */* Referer:
http ¥Mpieportaixampie 2061(I3 tkipkis/GBHOR AURdiZation: Digest
emame="userl private@home.net", realm="bsf.nome.net", 30

nonce=base64(RAND + AUTN + server specific data), qop=auth-int,
nc=0BE0RH0 £, seemil-c86 s0pin 5035088y 7459 AP g iiccess of the
respiisefafaffae49393a05397450978507c4efl”, opaque='
Sccc069¢403ebafof0171e9517f30e41", algoritiun=AKAvI-MD5
Content-Type: application/vnd.3gpp2.bsf+xml 35 Content-Length: (.. )
<?xifikier N2 1eqoerdddin g 1o WRF18Y 2>
15 HTTP/1.1200 OK

Server: Booistrapping Server

Authentication-Info: gop=auth-int, rspauth="662912¢49394a05397450978507c4efl",

cnonce="6629f2249393a05397450978507¢c4efl", nc=00000001

Pate:
20 Expires: *date/time®

Content-Type: application/vnd.3gpp bsf+xml
Content-Length: (...)

<Pxml version="1.0" encoding="UTF-8§"7>
25 <BootstrappingInfo xmins="url:3gpp-gha">
<auth>
<method> AKA </method>
<chentid> userl_private@homel.net </clientid>
<fauth>
30 <btd=bmFtYXI0bHUge2F 5 cyBoaQ==@hs{. operator.com</biid>
<Jifetimes>2005-11-21T13:20:00-05:00</lifetime>
</Bootsirappinginfo>

35 Based on the foregoing it should be apparent that the exemplary embodiments of this
invention provide a method, apparatus and computer program product(s) to send a
wireless network (WN) a first message that is comprised of a list of authentication
mechanisms supported by 2 node and, in association with each authentication mechanism,
a corresponding identification, and determining in the WN an authentication mechanism

40  to be used for bootstrapping, based at least on the list received from the node, and
including in a first response message to the node information pertaining fo the determined

suthentication mechanism in conjunction with the corresponding identification,
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<Bootstrappinglnfo xm1lns="uri:3gpp2-gba"> <auth list> 40 <auth_ino>
<method> AKA </method> <clientid>

userl _ptivat-, @homol.netuscrl_private@homel.net </clientid> </auth info>
WA%Z 5 |n%o> <method> CAVE </method> <clientid> 123438%56‘?5@%’0”
</clientid> 36 WO 2006/134441 PCT/1B2006/001505 </auth info>
<auth_info> <method> MN-AAA </method> <clientid>
foo@example.com </clientid> 5 </auth info> </auth list> </B
ootsttapphrgipferiltdstage SspExaifiie 200001 respdnseyBSEB tovhalbn is

12) 40.1he; tﬁ‘%\ﬁaxﬁ&?%%r?aqp'a%ﬂ?%&?&sﬁet&m&ﬁ“N 240 indiepie Hﬂﬁoad

success 0 authentication. Table: 200 OK response (BSF 8 to M

15 HrFpiseisopolrd SeRBrEBIsies iy Sior eisaTiTERt é%h%rﬁum‘rahout a
Qo p?@ééwg%hefﬁﬁ)@ldmn 16629 7049304 08B FA6HIFBhORedeil second requests

eno ;16 §a953974 097§507C4efl" (3 0 g
E 0§n IEChATIS S lb Pé) 0%?21 ?ud
Xpire ate |rn’e ortent. ype app ication/vn gpp St+Xm en
Lengtiargforp, the corresponding identifications are included as well. Also, for the first and
second responses sent by the WN, the selected authentication mechanism is inchided in
the payload, and the corresponding identification is included as well. Further, the second
10 request from the MN 12 also contains the list and the corresponding identifications, and
this information is ntegrity protected. Similarly, the selected mechanism and the
corresponding identification, if present in the second response, ‘are preferably also

integrity protected.

15 In general, the various embodiments may be implemented in hardware or special purpose
circuits, software, logic or any combination thereof. For example, some aspects may be
implemented in hardware, while other aspects may be implemented in firmware or
software which may be executed by a controller, microprocessor or other computing
device, although the invention is not limited thereto. While various aspects of the

20 invention may be illustrated and described as block diagrams, flow charts, or using some
other pictorial representation, it is well understood that these blocks, apparatus, systems,
techniques or methods described herein may be implemented in, as non-limiting
examples, hardware, software, fimmware, special purpose circuits or logic, general

purpose hardware or controller or other computing devices, or some combination thereof,

Embodiments of the inventions may be practiced i various components such as
integrated circuif modules. The design of integrated circuits is by and large a highly
automated process. Complex and powerful software tools are available for converfing a

logic level design into a semiconductor circuit design ready to be etched and formed ona

30 semiconductor substrate,

Programs, such as those provided by Synopsys, Inc. of Mountain View, California and
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<?xml version="1.0" encoding="UTF-8"?> 25 <BootstrappingInfo
xmins="uri:3gpp-gha"> <auth> <method> AKA </method> <clientid>
userl_private@homel.net </clientid> </auth> 30 .
WORAYHHHEY X SObHUgC2F5cyBoaQ=@Dbsf.operator.com</Bid 3 B2066/001505
<lifetime>2005-11-21 T 13:20:00-05:00</fifetime> </Bootstrappinginfo>
35 Based on the foregoing it should be apparent that the exemplary
emodmrenBsottniel Trveiobrisiivmia srirmaticalla s SORSUERITH JOtEF
ProgrAPRERAUSL (S)daisa R winglessnetesle (MYN) auftsbniesgage whlks

is comprised_of a list of authenticati mechanisms supporte a.no
e R e e ek e
ideritiftcatiomlant thetemrinindasiahany Naadadited sisatoly Meetidpisn{ans.
to be;psad for haoisarRing.hased at isarkan.the Hiskiaesivad rom e for
node, and including in a first response message to the node information
pert%?ﬁﬁ@tWthe determined authentication mechanism in conjunction

with the corresponding identification. 37 WO 2006/134441

PCT{}B‘? 209?148%%’1%&9[?011'& g:n a g%%%&rlg% QeE'&%Fe%;?a.SrBﬁ%%&Q& skilled in the

exemplilé)}ly embodiments of this inventioh Is that in‘this invention, when an
"autheenreaEoR mBehae sk Tiscaaing ifefraPHaTT P isayieddn e Eggyth the
icludeghthe rapreshending identificaicraalse elersddnhersinwithant and
5 loss of generality as an identity.,%om this girnt o{ view, foHQe dfi&ﬁt and
secaRt TGRSR HehiTH e R S R B B s RS E R AT are
inclusteoi: thankiFERS payloadiangpetivé reforetithecordspomdingy be employed
Iden%ﬁ&?&%téoﬁf’o? i éﬁ@e{f%%,Elﬁo\é\ée%!eélﬁ’%ﬁgpﬁthﬁm_%%.5’1@&9&9};, any and all

responses sent by t N, the selected authentication mechanism is
inclustedifie: fRasgajieachipes thaitonasionraihtideRtitm B forrfegos
as Wellidy theldhe-se e nds 10 segsest from the MN 12 also contains the
list and the corresponding identifications, and this information is integrity
protected. Similarly, the selected mechanism and the corresponding
identificétiomyif. present ithatevesorithe spunse nerdpEnsr apkpdiggnts of this -
integrity RIAIeEieds 1RdRcaanarabathanal iaus RRAReAme nts Matdeatures. As

implemented in hardware aqr special purpose \ .
such, the foregoimg description should be considered as merely illustrative of the

20  principles, teachings and exemplary embodiments of this invention, and not in limitation

thereof.
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circuits, software, logic or any combination thereof. For example, some
aspects may be implemented in hardware, while other aspects may be
implemented in firmware or software which may be executed bfi a <0
&% 0t‘?gﬁ%‘fﬁf"ijnicroprocessor or other computing device, althoﬂ% e 06/001503
invention is not limited thereto. While various aspects of the 20 invention
may be illustrated and described as block diagrams, flow charts, or using
some other pictorial representatiof-i#¢1&4%ell understood that these

blocks, apparatus, systems, techniques or methods described herein may
be implemented in, as non-limiting examples, hardware, software,
firnWGEFé? @ﬁ’é‘&?ﬁlﬁiurpose circuits or logic, general purpose hardware or
controller or other computing devices, or some combination thereof, 25
Empodi Inyentions may be practiced in various components
suc 'Igsg%ﬁ?é%r%é%gﬁéit modules. The design of integrated circuits is by
and large a highly automated process. Complex and powerful software

toolg @renavailable-dRscanveringvan lodislevelssesipn interaseeticdrdistof
circuit design ready.to be etched and.for n.a.30.semi

U S R AR oot by B gy, o bt cch
Moentaintivitow, :Galifolia 2o SPWeE 2506/134441 PCT/IB2006/001505
Cadence Design, of San Jose, California automatically route conductors
and locate components on a semjconductor chip using well established
rUleSe PR AR N S TP B ERSTaH ToSion Phod e Beaee
the sliasignofohaisersicond totoitciredi: llaé been completed, the resultant
design, in a standardized electronic format (e.g., Opus, 5 GDSII, or the

like) maybe transmitted to a semiconductor fabrication facility or "fap" for.
fabriveltidine\eiasuaipRori RS BT e S A3 et GTA 9ay H B ME AR AR
to thesg.skileddn therrelavantartsitadew ofthenferegmingdesciiptionith a
when read in.conjunction with the 10 accompanying drawings. As
non-‘iﬂ’ﬁﬁﬁﬂ%’% 818 other types of message formats and the like may

be used for conveying information between the device 12 and the wireless
network element(s).8-andialRtherdversmehatthenticalion Meehagisssable
may be employed instead of, or. in addition to, Lhose S eciéiﬁalléc/le Gities 1o be
mentEREEPELBYE MHITEREY: S S Al St RcSHBh S5t the tealhings of
this iRvesmienwwill stlkfadtwithinthersicafe: ofdtiemon- 15 limiting
embodiments of this invention.

3. The method of claim 1, where the first message comprises a HTTP GET request, and
where the second message comprises a first response message that includes a XML
document that explicitly identifies the determinsd authentication mechanism and a

corresponding identity.

4. The method of claim 3, further comprising receiving a third message in the WNN thatis
at least partially iniegrity protected based on the determined authentication mechanism,
the third message comprising at least the list of authentication mechanisms that the node

supports, and corresponding identities, in an integrity protected form;

if authentication is successful, and if the list received in the third message matches the list
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Furthermore, some of the features of the various non-limiting
embodiments of this invention may be used to advantage without the
or onding use of other features. As such, the foregom
%h 50?? & considered as merely illustrative of the 20 princip g%es @%@Eﬁ%@
and exemplary embodiments of this invention, and not in limitation
thereof. 39 WO 2006/134441 PCT/1B2006/001505 CLAIMS What is
claiFAEY RS 11 1K P tHBt Lol fBRETHE PR RARG THILE fir I SRR RRIN
a firstamessageathdtisetomptised, ofartistcofeauthesticatinnmpchanismgise
SUPROEAY A PALS AR A0SO I BACH AUDEIEANR hentites, in
mec anlsm a correspondlng identity; determinirig in
authenﬁéaﬁﬁmwé@ﬂﬁéﬁi%ﬁ to be used for bootstrapping, based at least on
the list received from the node; and including information in a second
ot RO R LSV OB on T cnd vexiying
corr@sp@hnjmglmemmnZmEdh@mthedonlmm@dwhmehiahéedet&Wﬁiné@n
authgniicalionsmechaniginis waable with more than one identity, further
comprising selecting one of the identities to be associated with the
determined authentication mechanism. 3. The method of claim 1, where
the ﬁrsrﬁm’ﬁa@fsmmiaes«zaemaﬂ?eﬁﬁieregyeﬁtdaaﬁmmhgﬁe thecsreant:
mesgag[e com aFflr;s, e message that includes a XML
documant p ICIt c?enlil e determined authentication
mechanism and a correspondlng identity. 4. The method of claim 3,
furthergomprisingrrassivingiathird message-ndhe Mihthatis vatieast s is
partially int egr ity rotected based on the determined authentication
mechi& mé% ®ge comprising at least the list of
authentlcatlon mechanisms that the node supports, and corresponding
idenjitisg. IDARIpAHIh: AIQlREieth L.l ahenication s suseasalihaanch
if the list received in the third message matches’the list 40 WO
20067132421 PCT/IB2006/001505

9. The method of claim 4, where the third message ig an HTTP GET that comprises a

computed response in accordance with the selected authentication mechanism.

10. The method of claim 4, where the second response message is an HTTP 200 OK

message.

11. A computer program product embodied in a computer readable medium the execution

of which by a data processor of a node comprises operations oft

sending a wireless network (WN) 2 first message that is comprised of a list of
authentication mechanisms supported by the node and, in association with each
anthentication mechanism, a corresponding identity; and

receiving a first response message from the WN, the first response message comprising
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received in the first message, responding to the node with a second
response message that is at least partially integrity protected, where the
second response message may comprise an indication of the selected
W&ﬁf‘l@ﬁﬁ&%‘ﬁ;n mechanism, and corresponding identities, in Pﬂ’i%“ﬂﬁﬂ?h%
protected form. 5. The method of claim 4, further comprising receiving the
third message and verifying that the authentication mechanism used by
theirfotiethatehamthetathetitcatidon medhaivisirideedpribe d'DyieR %Ki?t

6. T%%ﬁ' %&ngeoxto%@mﬂlﬂ Wﬁ%gséatglaeﬁ%ﬂ?ﬁlg%ﬁ i Qt&ﬂi}%ﬂﬂﬁi@ﬁg identity.
ex CUteg

y a Bootstrapping Server Function (BSF). 7. The method of
claim 1, where the first message is an HTTP GET, where the list is

incliudeddnamstid o pagactiud: &He shethod ftei v prikiegeutresedanet
message is an HTTP 401 Una ri r O Ne-maethodlefalaim
4, \ﬁ?@?&%ﬁé%ﬁ? xr%%sgg%egtg %é%%ﬁﬁeﬁ%agirgﬁpast%%%}lgrise%g%?om pzte,d
responsénnssaroniapoeng it e Saibensiges onTerhesinn LK aMERoIERe
The method:of glaimA.where thesserend fesropsgmessage is an HTTP
200 OIL message. 11. A computer program product embodied in a
computer readable medium the execution of which by a data processor of
a nodeToempiises ppesationsdoft senigraiiiriss PETNGIRANPERIS of
me?‘ﬁszca & thg. %?o%g qé%gtﬁgg r%s@aggt}%ft 1?%%@@&%‘1‘38@ m%%ﬂmted, whers

supportecrlll y the node and, in association with each authenti atit N icati
medhepigpnd ACEPRTES FRFREIE TIBPRSS FhHITECERAY B rﬁﬁ%%%&% gntication
message-famothe.Whinthe: fisisgspanseimessage compging o4l .
2006/134441 PCT/IB2006/001505 information pertaining to an

authentication mechanism selected by the WN from the list provided by
the nédBhincthepfitst pressagedfreopfutictiorwitheze cdrwshbrding faeatynd
12. The COmRUIELRIR0ram RIOEME L AR i GARIRhd Befhiit heneREVBIENNG an

operation of sending a second message to the WN that is at least partially
integrity protected, the second message comprising the list of
authgnticatiompoeehanismsyrandthectomndspondinghddasititiesaghat sk as an

”Od%@ﬂl%%&si% an @ﬁ%{'ﬁ%f&&@&ﬁ?&fﬁ% 130 The CauRuian g aifonse

pro as in tlaim 11, further com%rismg an operation of

message is received ag an FITTP 401 Unauthorized response.

16. The computer program product of claim 12, where the second message is sent as an
HTTP GET that comprises a computed response in accordance with the selected

authentication mechanism,

17. The computer program product of claim 13, where the second response message is

received as an HTTP 200 OK message.

18. The computer program product of claim 11, further comprising verifying that the
authentication mechanism used by the node matches the authentication mechanism
selected by the WN,

19. A device, comprising a data processor coupled to a fransrnitter and to a recelver and
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receiving a second response message that is at least partially integrity
protected, where the second response message comprises an indication
of the selected authentication mechanism together with the
WOHEYSSHHIng identity in an integrity protected form. 14. Th& ChiR3Hi/po150s
program product of claim 13, where at least the first and second response
messages are received from a Bootstrapping Server Function (BSF). 15,
The G ate Fvbig R RBEVIE LTI teL 2 WHETSIHETIRe ihersapredefa list
sent@2s, AR & h5: @dhabesaibetist is/includeddnan H kiRpayloadthanach
where the first res %nse message iS. rec ivtetd asan HTTP AE)Olt o network via
Una iSRS e R B e & SR SRR K SO GRS B d B Gaie g,
whergsthecsecoficimepsagaisssentiasiotr kbR GERLhetrepnsdseforaation
°°mgéﬁ%qiﬁg%e%rsgﬁﬂeﬁ&m{mg&%t@a&%é@q;gqhéﬂsfasaﬂ%@% list in

mechanism. 17. The computer program product of claim 13, where the

secoFEEHBNERNREeREHENENEEENEH as an HTTP 200 OK message. 18.
The computer program product of claim 11, further comprising verifying
that the. authentication mechanism used by the node matches the . .
e e R R o A PR BT AR ot e

a daiisirioubesbeasionplechtolsmyansninebaid dovisreedioepngiip Be tiangmitier
2006/13444 1, RG: 11820064001 5Qbisapetabledrisent ia:a nelwrk Hiastbend

transmitter a first message that, is R)Eomprised,of a Iift of aut%gt tication

mecHRTERS SURHOHEH B 18 (FERh GEATH SH BB E A B Bt B oot

a
authehdéato haméchanisnspapoasriaspomnedyniyi dentityd dmehto receive from
the network via the receiver a first response message, the first response
message comprising information pertaining to an authentication
mecRanisisersaedasy teetssik RBmrere tIRMEBIRAEISAGAR Bsponse
corregpandingiteptiti3a: thhasdersae nf:alpinkdrisaiehtaial praeRIBeEecond
further operable to.ntearity protect e list ol authentication MeehanizmSons
supported by R HevICE And To Send via the transmitter a secon ’
messhgecteihmdiepidrkithanisnatiazitt partiily fetagrity protected, the
second message comprising at least the list of authentication

mechanisms, and the corresponding identities, that the device supports in
an infegrity Frotectea it 21 heFhal fevide SHE AR SPEORHER R (ERipges e
processavdutoer cReivesmiseChincr dsponse (RiEssagecfropnidteanstworkhe
that i%e%;tvcl)%st partially integrity protected, where the second

23. The device of claim 19, where the first message is sent ag an HTTP GET, where the
list is included in an HTTP payload, and where the first response message is received as

an HTTP 401 Unanthorized response.

24. The device of claim 20, where the second message is sent as an HTTP GET that
comprises a computed response in accordance with the selected authentication

mechanism.

25. The device of claim 21, where the second response message 1s received as an HTTP

200 OK message.
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response message comprises an indication of the selected authentication
mechanism, and the corresponding identity, in an integrity protected form,
22. The device of claim 21, where at least the first and second response
Wﬁ’]é@?éﬁ‘é%’“*hre received from a Bootstrapping Server Funct%%T( ?9)5! Hn®
comprises a part of the network. 23. The device of claim 19, where the
first message is sent as an HTTP GET, where the listis included in an
HTTP payload, and where the first response message is received as an
HTTR 491 dnasibarize o esRense @k pihe devcn ol £ ainnBR e thean

second message is sent as an HT.TP GET that. comprises a computed .
oSSBT ICR REFARBE A SR JURRR R A 3

Thesdrviettofiotaian2ik. where the second response message is received
as an HTTP 200 OK message. 43 WO 2006/134441 PCT/IB2006/001505
26. The device of claim 19, where said data processor js further operable
to VErify PR ATRETARREA R FHeMHEHR AT R B P et At g g Hon
the agthentisatiensnechanism welestedtbyihaanetwOrR 2o stesputertions
program product embodied in a computer readable medium the execution
of which by a data processor of a wireless network element (WNE)
comprises operations of: receiving a first message from a node that is

comprischotadist pf aubenticationidmeghanismsisippostes: by thenedeion
and, in association with each authentication mechanismt,ia Co, resgongg%n
iclentHF TSI AR S alitHER oA oH theRHARSHS be (s &4 for o
bootstseippiag, basedmhlbastdontithe list received from the node; sending

a first response message to the node, the first response message
comprising information pertaining to the determined authentication

mecHaiRisITiaR arAEbIRESHERTISAHERtR P BEBRAITGaRIBE St ot least on

messgoe.fremmibemadathatis at least partially integrity protected, the
second message comprising at least the list of authentication mechanisms

that the node supports, and the corresponding identities, in an integrity
protestelthforrfirst response message to the node, the first response message comprising

information pertaining to the determined authentication mechanism and a corresponding

identity; and

receiving a second message from the node that is at least partially integrity protected, the
second message comprising at least the list of authentication mechanisms that the node

supports, and the corresponding identities, in an integrity protected form.

28. The computer program product of claim 27, where if anthentication is successful, and
if the Hist received in the second message matches the list received in the first message,
further comprising an operation of sending a second response message to the node thatis
at least partially integrity protected, where the second response message comprises an
indication of the selected authentication mechanism, and the corresponding identity, inan

infegrity protected form.

29. The computer program product of claim 27, further comprising retrieving a profile
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28. The computer program product of claim 27, where if authentication is
successful, and if the list received in the second message matches the

list received in the first message, further comprising an operation of 3
W&ﬁ%ﬂg‘g&%lecond response message to the node that is at ﬁ‘gggtl%ﬁg?ﬁg%su:
integrity protected, where the second response message comprises an
indication of the selected authentication mechanism, and the
corrd8pRsheRbriieRE A1 Aheihiy P Brag iR coBiqeRtiorfilter
program product of claim 27, farther comprising retrieving a profile 44 WO
2006{6‘ .%n%d{':%rrlf %%/_1%2%%6/0%%%0?0 a1ahs1?g \%gﬁtrhe \I&qr% etét e%{r]%kvyp ceorlg E%%d of
detefmining o ration consigers the profilé. 30. The computer progr
prodadtoofsslainin® BewbidrengtiwiréleEs network is comprised of a
Bootstrapping Server Function (BSF). 31. The computer program product
of claim_27, where the first message.is received as HTTP GET that
compHs LR SRR A B Th RO DR ATare TS RETEIERa e
an |-HTRPpai/loag.c8Rpiitee aoriptiten progrartitipr BULRE of ictaithed %t iwheieded
the fi{ﬂﬁwﬁgym%sage is sent as an HTTP 401 Unauthorized
response. 33. The computer program product of claim 27, where the
second message is received as an HTTP GET that comprises a
compterh£espensei aseardantemwitinihe, salactad fawibgidicationage is sent
mechanis 4, computer program product of claim 28, where the
secoﬁsdaPe%gaﬁé@I nhﬁenémsl%%‘zé rs%% 4€ an HTTP 200 OK message. 35. A
network device, comprising a data processor coupled to a transmitter and

toa B@?‘?ﬁ‘é%x%%?@%@:@}ﬁ &&Q%W&aiﬁ?m,%&@%e‘é&&ﬂ@zﬁ%%@é%w@eéi@ﬁ as
message that is_comprised of a list of authentication mechanisms

suppBitdtt by Bt aHBrR ASEBRER0A TN E SRRSO CHbTe selected
mechartishtcatico mespanding identity, said data processor further

operable to determine an authentication mechanism to be used for
bootstrapping, based at least in part on the list received from the node,

and tésene Whesicr BB @ RTEsseds fe Tiorie Drsthentr sBPHREEICHIES 15
first resRQBss MEssAPLOMRLiSiNg information pertaining to the

determined authentication mechanism and a corresponding identity, said

data processor further operable to receive from the node a second
message: tixavisiaddeast partiadiyantégrtyrpretectedipthe tsecondmssagac 2

Compl@%éﬂ%t”&ﬁcﬂi%e%ble to receive from a node, via the receiver, a first message that is
comprised of a list of authentication mechanisms supporied by the node and, in
association with each authentication mechanism, a corresponding identity, said data
processor further operable to determine an authentication mechanism to be used for
bootstrapping, based at least in part on the list received from the node, and to send a first
response message to the node via the wwansmitter, the first response message comprising
information pertaining to the determined authentication mechanism and a corresponding
1dentity, said data processor further operable to receive from the node a second message
that is at least partially integrity protected, the second message comprising the lst of
authentication mechanisms that the node supports, and corresponding identities, in an

integrity protected form.
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authentication mechanisms that the node supports, and corresponding

identities, in an integrity protected form. 45 WO 2006/134441

PCT/IB2006/001505 36, The network device of claim 35, said data
Wara%ﬂgggé?“fhrther operable, if authentication is successful, R

received in the second message matches the list received in the first
message, to send a second response message to the node that is at .
least parkizfly ivegfitsittettctPinere s S HFIESHBn S8 e Lusbre:
compiisesiastidndicatienfof theiftlelied@hthanticatiommmeckhanimaiante list
the corresponding.identity, in integrity protected form. 37...T'he pe

o B e e ey VBRI
retridsastappitisfile iesety rctPrcH Sty e considerapia R ER RSIARIATRY *2

the gihssicatinnmechanisiiahs wsaddanbactsicappiogndBs Idagrity, inan
network device of claim 35, comprising a Bootstrapping Server Function
(BSPJ88Y PRERERLSTR device of claim 35, where the first message is
received as an HTTP GET that comprises an identity of a user of the

node,where the listis incliided inan HITR, bayload 40, b ?uﬁﬁéll"%éﬂ%%e fo

device of claim 35, where the first response message is sent as an HT

401 URERIthSrivedlie Sptiisen 41 THHERErkBridemicas M iferaigHaining the
secopginessagensdecaivad ks R TR&RIpthat comprises a

computed response in accordance with the selected authentication
mechanism. 42. The network device of claim 36, where the second
respGlisEhareswadalisisepiicisrapd. FOTTR 200G ROFepsige s Aigeiie€BSt).
comprising means for sending to a network a first message that is
comprised of a list of authentication mechanisms supported by the device
and, i1 AREBEHAERSA TR Y atth e Ao THBEHAF ST & COREPShthig
identibyt angdpneans femtgcdiving: fodhdhedastdarkisefiistisespoitgen an HTTP
mess&%? &H)e first response message comprising information descriptive

of an‘a t%entication mechanism selected by the 46 WO 2006/134441
PCT/IB2006/001505 network from the list and a corresponding identity,

furthefocoRRESIBE: lReRBSTAKIINEYHNATe the first response message is sent as an HTTP

401 Unauthorized response. |

41. Thenetwork of claim 335, where the second message isreceived as an HT TP GET that
comprises a computed tesponse in accordance with the selected authentication

mechanism,

42, The network device of claim 36, where the second response message is sent as an

HTTP 200 OK message.

43. A device, comprising means for sending to a network a first message that is
comprised of a list of authentication mechanisms supported by the device and, in
association with each authentication mechanism, a corresponding identity; and means for
receiving from the network a first response message, the first response message

comprising information descriptive of an authentication mechanism selected by the
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protecting the list of authentication mechanisms supported by the device
for sending a second message to the network that is at least partially
integrity protected, the second message comprising, in an integrit .
WErat¥tdtHtdrm, the list of authentication mechanisms that tﬁg’@&%@gmmsm
supports and, in association with each authentication mechanism, a
corresponding identity. 44. The device of claim 43, where said receiving
mearEtfobere ittt aple torraceritdersucBrfivesporsassssHge ey

the natyweik thal is: 3k leashpadtic] wHteertys RpiRetad;y Wheks thasesands a
response messa%e cgém rti‘;lseis{ %ntindic?tion of the Setlected aytrge(?%cl:atiog a
mecRERShSFETh2 LB LSRN AN i Rt PAHAN RGP e g TSR
45. Thedgvioepfdiaiis 4Sinfentierrctriptibing trdanef fofheaitingrikeltathans
authgnticatign,.mechanismyused.ow the devise matchas the.auhentication »
mechanism selected by the network. 46. A network device, comprising
meafFRFPPEEBR/IAFHEmM a node a first message that is comprised of a

list of authentication mechanisms supported by the node and, in

assogjelienatiih saa auibenication mechaniei. 2 fas g&g@%&%@a@%a
means 1or selectlng an aljt%entlca 1on me anlsm to e'u e_ OI’_
bootstrappinspdyastysatde ssmithpartver thet isetdesivedisoriiemipoaeected,

and peabsiQeseRdioghAlrskiasRenseMeasRee i8I hannRuR R ditstication

response message comprising, information pertaining to the és lected

auth SHTERHEH ATECHA RS RRA e ASFRE S, ShainG TEe Ry “S4id living

means further operable for receiving from the node a second message

hat g 2ieasl Rt UM RIBIRAIG, G RAARAMIRIRAGR authenticarion

comprising the list of authentication mechanisms that the "node supports
and, rasseiatrsd Withedckrammermchtisrhinitonsnropeism selected by the
corresp@aging identity. 47. The network device of claim 46, where said
sending means is responsive to successful authentication, and to the list
received in the second message matching the list received in the first
messHyé, fomsendivigetotherinodeneeselo g vesipdme anedsabrstthetsigahat is

least parfially integriy %&oggmcw#aﬁrﬁ]m&ﬁﬁmqeg RONSE MESSAYGNd, in
comprises, in an 47 WO 2006/134441 PCT/IB2006/001505 integrity

prote®RAT IR VAR FRAf BT BTRY SR A e ROSROR iygpms for
and thgechl espandingidentish-4B8m kb ssnetd b devicermmhclaimddbicast in part

furth TnERMmR %%L%gvgg AR g}ﬁg 5}58& iaen\éi g%f%ﬁroqf&%ding a first response message to the
node, the firsi response message comprising information pertaining to the selected
authentication mechanism and a corresponding identity, said receiving means further
operable for receiving from the node a second message that is at least partially mtegrity
protected, the second message comprising the list of authentication mechanisms that the
node supports and, in association with each authentication rnechanism, the corresponding

identity.

47. The network device of claim 46, where said sending means is responsive to
successful authentication, and to the list received in the second message matching the list
received in the first message, for sending to the node a second response message that is at

least partially integrity protected, where the second response message comprises, in an
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based on the identity for use by said selecting means when selecting the
authentication mechanism to be used for bootstrapping. 49. The network

ngz\éi}iﬁlgjﬁﬂaim 46, comprising a Bootstrapping Server Fun(ﬁ@ﬂlﬂ%ﬁ)@omsos

system, comprising a device coupled to a network device, said
device comprising a data processor coupled to a transmitter and to a
receiver and operable to sengd tq the, network devjce via the tr nsmitterda;fh
first FHEE LY G trAEd LB AP SER P TSP St B R R PR R ASp 20 e
supportagddadithaddetriice and, in association with each authentication
mechanism, a corresponding identity, said network device comprising a
data processor coupled to a transmitter and to a receiver and operable to
selet¥ aFreautentidatiehfridtfatisirhenimerikpedaad AR e HeEaR g otie
fromptheiRetwek-aeyice wisbthritesiveadissk eRpORSeHNE §Fageh ditRation
first resf?onse {n%ssagle;f&%@&rg?airég information pertaining to the
authBREEREh Techanism Selected: %’y the network device from the list
and a corresponding identity, said device data processor operable to at

leasy, parially.integrin Aratech 8 Ieash i Jisbeb AHIRSAECRANAR Function (BSF).

mechanisms supported by the device, and the corresponding identities,
and to send via the transmitter a second message to the network device,
the secengsmessage enmplisingcthellistof authehnticatianaihéshanisnpssing a
and corresponding, identiies Bl e SYSteM ef.cloln.a0 Whae spld-data.
processd’r Urther receives a second response message from the network
devieetuak idevideast Peatianyiitey anfistousereer Whkte tRBESRbRE @ st of
respenseMEEsAIR-CRIRBHSaSRBrndicatinn @iibe authpntigatiaton with each
mechanism s,electegl b}/ the networllgF%evige jEn an iQteegvrvi%é)c{gt%gtceod forSrQ}, .
and R EUH RO RETRE™ iR AR SRR HE Ly&ER ST Chim B Where the ¢
netwdrk geviceds copiptised ohmBUotsrappingeSeivernEarctidie (BSFlpct an
48 V‘é@%ﬂ@%@#ﬂ%&%ﬂkﬁ%@&@@&,@%%I&%mgmg@mé@ device

where the device is coupled to the network device through a wireless link.
54. AthdRRIECEBHhFriSing FSBPI &P o ahetifo ks FrRACHESSaTaEhPTPmse
comprised-abadist-ofiagth entiaiiatcanachastismsnseppeded hy melevicivice

A, R e N SRS A S A R R R R BTN A s
pz)lllitially integrity protect at least the list of authentication mechanisms supported by the
device, and the corresponding identities, and to send via the transmitter a second
message to the network device, the second message comprising the list of authentication

mechanisms and corresponding identities.

51. The system of claim 50, where said data processor further receives a second response
message from the network device that is at least partially integrity protected, where the
second response message comprises an indication of the authentication mechanism
selected by the network device in an integrity protected form, and the corresponding

identity.

52. The system of claim 50, where the network device is comprised of a Bootstrapping

Server Function (BSF).

48



receiving from the network a first response message, the first response
message comprising information pertaining to an authentication
ism selected by the network from the list in conjuncgj ' <
W@%@sﬂp%%gmg identity. 55. The method of claim 54, furtherC::;tEfrir:z!p\ﬁr,ligiar?z?g“:01305
integrity protecting at least the list of authentication mechanisms
supported by the device and the corresponding identities; and sending a
second message to the network, the second message comprising at least
the 1ist. SieaysirentiCelinsthedivarisndsvinads thededredpondingliderititithgough a
56. The.methad of claim 54, further comprising: receiving a second
response message from the network that is at least partially integrity
protected, where the second response message comprises an indication
of thé%selentddd autineridication mechanism, and the corresponding identity,
57. The method of claim 56, where at least the first and second response
messages are received from a Bootstrapping Server Function (BSF) that
compifiEiagaih Arbeitie heoResstgaie 2pcemmsiagd 1of a list of authentication
PCTE200Q6H64BR6E8 b he deathoghof clabngdnvherath@ it Stuthentication
messfg%%ajl%ssgntc%%anoH igP. (%E ,'there the listis included in an HTTP
payload, nd where the wsFFespb e message is received as an HTTP
401 Unauthorized response. 59. The method of claim 55, where the

secopd Messags: ismseasan Ll R-GREINAL: cRMNHSes & CRBMREcssape

response in accordance with the selected authentication mechanism. 60.
The FEIROESt SRIMAER RAEE RS dBotiirasisnifte iekuiye flrecdiadhe
as amdtFEPir20G010 isthessagetitl withe snetipchahghisngbd, further
comprising verifying that an authentication mechanism used by the

device matches the authentication mechanism selected by the network.
50 S5. The method of claim 54, further comprising;:

integrity protecting at least the list of authentication mechanisims supported by the device

and the corresponding identities; and

sending a second message to the network, the second message comprising at least the list

of authentication mechanisms and the cotresponding identities.

56. The method of claim 54, further compriging:

receiving a second response message from the network that is at least partially integrity
protected, where the second response message comprises an indication of the selected

authentication mechanism, and the corresponding identity.
57. The method of claim 56, where at least the first and second response messages are

received from a Bootstrapping Server Function (BSF) that comprises a part of the

networl,
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58. The method of claim 54, where the first message is sent as an HTTP GET, where the
list is included in an HTTP payload, and where the first response message is received as
an HTTP 401 Unauthorized response,

59. The method of claim 55, where the second message is sent as an HTTP GET that

comprises a computed response in accordance with the selected authentication

mechanism.

6C. The method of clatm 56, where the second response message is received as an HTTP
200 OK message.

61. The method of claim 54, further comprising verifying that an authentication
mechanism used by the device matches the authentication mechanism selected by the

network.
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