STSNP001 METHODS AND APPARATUS FOR PROVI DI NG HI GH SPEED CONNECTI VI TY TO A
HOTEL ENVI RONVENT BACKGROUND OF THE | NVENTI ON The present invention rel ates
t o networ k ggeppaani cati ons and, nore specifically, to providing high speed
I nternet access to users in hotel environments. Any business travel er who
relies on network communi cations to maintain contact with clients and the
honme office appreciates the availability of fast and reliable 10 data
ports at renote |ocations such as airport |ounges and hotel roons. The

hospitality iNEEFHODEAANIDIAPPARATUS BERFROVIDING fi(dH: SREEA2cessi ty
of providing such hj 0 ' NOTRONVEER T ravel ers. In
fact, given the exppmme %(raltq@g:%n?echnol ogi es and the

correspondi ng dependence of the business professional on such

technol ogi es, hotels which do not nove to provid ﬂéﬁ peed connectivity
in 15 gsest roomns conparabléBﬁémﬂﬁ%O¥@E?9§ﬂ}9$Eﬂ§@ ronment will likely

| ose a substantial portion of their business to hotels which do.
Unfortunately, nRwprieheiveninselates tomtwork copmninicatione and,guetecomodat e hi
speed data traffic. That is, prior to 1990, virtually all hotel roons were
wired to proyi: lgm'grggﬁi MR eBBl Me&S o Aerd Alltdendd@imedtess t han
10% of hot eﬁ%\élflggﬁgeltyz% wer vmglrlgrgﬁto handl e standard Et hernet data speeds.
Even today, while the.major players..] N2SRdAldit i oh® A skintaidl €

S Bt B R et hal o

searching for hi ctrvity solutrons, the vast majority of

hotel guest and conference roonms arg still . w red w.th.low gualisty. 1SLngle
pai r connectintavt wityskiesp ond the homie ptlesARREGIALS RS ?‘@1]@%% &@ftyaﬁdggmh?%é all of

the guest and conference roons in each hotel facility to .prqvide qﬁV
desi r edy ¢lat @at2 Potts atrembsdoctiopapbias prpwtloungriand hotey FRAERS- t Hﬂ%’fﬁ? tive
cost of such an undertakin

industry has only recently begun to understand the necessity of providing such high

speed data connections to business travelers. In fact, given the explosive growth of
network technologies and the corresponding dependence of the business professional
on such technologies, hotels which do not move to prdvide high speed connectivity in

15  guest rooms comparable to the typical office environment will likely lose a substantial
portion of their business to hotels which do.

Unfortunately, many hotel rooms are not currently wired to accommeodate high
speed data traffic. That is, prior to 1990, virtually all hotel rooms were wired to
provide only basic telephone service. As late as 1995, less than 10% of hotel rooms

20  were wired to handle standard Ethernet data speeds. Even today, while the majox
players in the hospitality industry are searching for high speed connectivity solutions,
the vast majority of hotel guest and conference rooms are still wired with low quality,
single pair connections. One obvious solution would be to completely rewire all of
the guest and conference rooms in each hotel facility to provide the desired data

25  transmission capabilities. However, given the prohibitive cost of such an undertaking,

a less costly solution would be desirable.



a less costly solution would be desirable. STSNPCO u Even if such a costly
rewiring were undertaken, there are other problens which are not addressed

by an infraﬁsﬁlybg; ure upgrade. For exanple, even if a high speed connection
to the hotel™s host is provided, it will often be the case that a guest's
| apt op conputer would be inconpatible with the hotel network in sone way.

Thus, s each guegl. SirlARlORsHY RiwilBe GeRNindttAGn ARBEQRE bBbEhbictsor der to
comuni cate wi tﬁﬁ{ﬂ% gk%é%tmﬁgyand ngth the Internet beyond. This would

likely invol ye |oading. special .soffvare apgtESinnte 38t BR 18ach tinme
the guest W& °§afeon‘ﬂ§ggﬁqgﬁeﬁé¥ aom%ﬂ'ly V\oug)gltc? e’sggﬁ 3 Brocess be %ﬁnbersorre
and annoying to the hotel guest, it _may also be unacceptable from.the
guest's poi speedtontestion fe thahotel sheshis RjﬁYlﬁ ltt‘ﬁ’il qu?ﬁt%ﬁﬁ%e Potia fEstrer o
with the current configuration in undesirable ways. Neither does a costly
Wi ring upgr aeopadeiguss wdukd eelimcompatitie with therwtd @ctivark yn some way- 1Bt ed to
providing Internet access via a hotel host. That is, high speed Internet

access for pohel0uasHSp hRRHDE SmiRuRdlappiofriatklytiherdwtetommapateywitnd sone
sort. of "~ connection between the hotel network and the Internet, e.g., a T1

or T3 line. tthéréei\?'{)qr. 28Rl & ﬁ%@%ﬂ%&&i %Q%W%ﬁ%mm gpeaidired to

protect the networ naut hori zed access. The exi stence of
the firewal | at each propgr inturn,. regui t S nkeoe@nt r ol
and adni ni sts?%‘f’i“r&r?nmgﬁlﬁgt?%gﬂp %81%5:5?@%%‘3%%%@?%%’% aE t%qeoqfﬁotelopr operty
rat her than renotely, thus representing, an undesirabl e red% ncy of

adni ni st r at isweh 4 precess ba sumberseme apd pangRe e terhotel gues; i may “elated to

mai ntai ni ng each hotel property as a separate Internet host involves the

managenent qhaddepRblRss e gubstimmsntalfl visvolsthatyreconfigaties e 1apteP PBYaddr esses
are issued to organi zations by a central Internet authority.

10  interfere with the current configuration in undesirable ways.

Neither does a costly wiring upgrade address the administrative and security |
issues related to providing Internet access via a hotel host. That is, high speed Internet
access for hotel guests requires a network at the hotel property and ‘somc sort of
connection between the hotel network and the Internet, e.g., 2 T1 or T3 line. A

15 firewall at each hotel property would also be required to protect the internal network
from unauthorized access. The existence of the firewall at each property, in turn,
requires that most of the control and administration of the local network be performed
at the hotel property rather than remotely, thus representing an undesirable redundancy
of administrative functions. |

20 Another administrative difficulty related to maintaining each hotel property as
a separate Internet host involves the management of IP addresses. Ranges of globally
unique 32-bit IP addresses are issued to organizaﬁoné by a central Internet authority.
These addresses are organized in a four octet format. Class A IP addresses are issued

to very large organizations and employ the first of the four octets to identify the

25  organization’s network and the other three to identify individual hosts on that
- 2 -
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These addresses are organized in a four octet format. Class A | P addresses
are issued to very large organizations and enploy the first of the four
octets to igtewerfy the 25 organi zation's network and the other three to

i dentify individual hosts on that STSNPOOL network. Thus, a class A address
pool contains nearly 17 mllion (2L") gl oball ilé uni_que |, h}p aﬁ&{ esses. Wth
cl ass B addietssoks Tma&dasssitaddmsspo@leiostaaﬁéle Y7 matlippéht $19 Yhe net wor k
and the last two to identify the individual hosts resulting in 64,000 (216)

gl obal I y un%rggﬁ{% TpRaAAGESS SEith £184s I adkilesotsy it firat tivorocte araksd toilleniif| ass C

addr esses first three oct ets are used to identify the netwinﬁrk and
the last ocfet Lo f hilyakivhnat sostsqesitingia da00on) 256 (28)
gl obally un &8t"f‘15i‘3'6§ 5’515}31355 orggnl zation. Unfortunately for many

medi um t o Iar e size argani zations (1,000 to 0 S becone
very difficelo alﬂmfm %E&%@E‘Pfeeaéﬁfga‘&f‘%?"ﬁl ]a[‘ﬁ“"’?ﬁ tﬁ%ﬁﬁp %dq%er?&g. -10
class C address for their networks due to the fa hat t S,A and B
addr ess spatiedirsisinee betets aa¢ nisdito eiwtxfyéh?nﬂa'@r%%@dlﬁb %?Céetgf’ 6‘%?1@% ﬁ]éas been
addressed to sonme extent by the use of a Network Address Trans| ation (NAT)
prot ocol . - AgeordidlGobts réslig dn ol 056 () globhitymmiqéaPaaddteseqs foneash

organi zation's netmork requests access to the Internet, it is assigned a

tenporary EP_add 88 fromthe pool of globally unique | P 15 addresses

avai | abl e t8rgtaF]§ ?'Gani zation. The local host is identified by the globally

uni que address onl y when ndi n | RAEA L8 gg\ 16w tontoguoret . As
oo SwgRRR G e e SRR o

soon as the rnet, e address is
returned to the pool for use by of .the o t HeeMBiyar k. For
addi ti onal dests), ithas heqomes Y%ﬁl@ﬁ@ﬁ‘b g‘i”r%ﬁn%‘?ss‘ ieug%ob!;%%ra%? ocdglt ['ease refer
to K. Evegang and P. Francis, The IP Network Addre %0 Tlr SSos‘r a&(:é\éAT)’
Request 1har clreTemidsest %@emmwork@daw P

have been almost entirely locked up. This problem has been addressed to some extent
by the use of a Network Address Translation (NAT) protocol. According to such a
protocol, when a local host on an organization’s network requests access to the
Taternet, it is assigned a temporary IP address from the pool of globally unique IP
15  addresses available to the organization. ’I‘he local host is identified by the globally
unique address only when sending or receiving packets on the Internet. As soon as the
Jocal host disconnects from the Internet, the address is returned to the pool for use by
any of the other hosts on the network. For additional details on the implementation of
such a protocol please refer to K. Evegang and P. Francis, The IP Network Address
20 Translator (NAT), Request for Comments “RF C” 1631, Cray Communications, NTT,
May 1994, the entirety of which is incorporated herein by reference for all purposes.
Such dynamic assignment of IP addresses might be sufficient for certain
organizations as long as the number of simultaneous users which require access to the
Internet remains below the maximum of 256. However, if, for example, a 1200 room

25  hotel were hosting an Internet technologies seminar it would be extremely likely that
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+ May 1994, the entirety of which is incorporated herein by reference for al
purposes. Such dynam c assignnment of |P addresses m ght be sufficient for
certain orgemieat i ons as | ong as the nunber of simnultaneous users which
require access to the Internet remains bel ow the maxi mrum of 256. However,
if, for exanple, a 1200 room 25 hotel were hosting an Internet_ .

t echnol ogi ethesleniand forithtemetiiatedsavankd pxored thejayptable ddzgss B?@le%’f% demand
for Internet access would exceed the avail able address pool. Al of this
al so assunegst hathmas Rk alRhetel civi wouldbedbleoabtain ¢ complete dlass Cprl et e
class C pool of addresses for each of its properties; not necessarily a

reasonabl e 43SuIBLLO odch di e bRERESI ARkl Frohtorablvsenptbhods and
appar at us by FEReach of tﬁ properties in a nmajor hotel chain may

provi de high speed I nternet .access to.ea ' i secure,
i nexpensi ve, and?trlémeéﬁg{’rg cﬁ?ﬂ'ﬁﬁgerto\ﬂr?‘ﬁ%eu?gﬁﬂ%%d& a}g ?n& HIES rvg?iel\ﬁlrgad&r})rfg%ns on
the individual properties. STSNPOD1I SUMVARY OF THE | NVENTI Acgording to

t he present prapegiesiion majasthgted §h%ﬂlaﬁﬁﬁ)gﬂ?\%kﬂﬁh spegd Eri‘tST\?le 083%9 gﬁ&l (!F’rfgké; use

of existing hotel wiring infrastructures to provide secure, high speed data
and | nt er nefguat e@fns ine seawrh, inéxpehsve aed relinblsmsanngr WithentapdPs operty .

Specific 5 inplenentations of the technol ogy descri bed herein have the
ability to auienibedtie bilaiens bothehmdieiadl ppaeetest he wiring infrastructure wll
all ow thus providing the nmaxi mum bandw dth allowabl e by that
infrastructure. According to specific enbodinents, the present invention
is able to select the nmaxi mum baud rate appropriate for each individual
guest room According to other specific enbodinents, to where the wiring to
the guest roons is a single pair phone line, the present invention



~ allows 1 Megabit hal f duplex data transm ssions to coexist on the single
pair with standard tel ephone signals. According to one enbodi nent of the
i nvention, egghgguest roomin the hotel is interconnected via the hotel's
current wiring infrastructure into a | ocal network. is Wen a guest w shes
to access the Internet, he connects his laptop to an in-room nodule
installed in each guest roomsuNRIAREOFCTHE INYEREHIOdhs a "fake" local IP
address to the guest's | aptop. The "fake" local |IP address is associ ated

wWth the in- roo Lot HhHBoR RadiiiRishal @ppaatu elproetsdwkichThe
address is "fake‘r']}“l%r?l) c?{hggoaﬂiﬁtgpl{se not a (\)/él i d Internglf1 address an in that it

repl aces the | aptop'.s own | _I.P addr . L.gaed %@h dhe address
uni quel y i derﬁﬁkqug§fﬁﬁl§t%%‘§%wgg#gaﬁ§§%“ﬁeﬁgo %%’?E %é%]gt’m%]%( whi | e t hat
| apt op remai ns connected to the_in-room nodul e. K A headen le in the
hot el handl eandJatecest agasst iorfgcinpicthp BeRs @@@%Eg’ggeli’ﬁol’e&ﬁ'e%%t?g%net . In
facilitating access to the Internet, the headend nodul e,terrpor%{gil&y

™ class C

assi gns g obahplymenthtiors of Fheatechnelrgy deforibed berpisdiave the Fhality 4 amp

addresses to 25 in-room nodul es in individual guest roonms in response to

requests for glnb & RRkteRG S (BT ONREGurasdtiuond wilballovo ts providiag figned 1 P

address renal ns g%ﬁl cated to a particular in-room nodule (and thus the

associ at ed guest's conput.er t Awishatfd Ad®rding e grtifict ransact i on.
Upon t er ni naf126H™gR n%w’%iﬁla%?ta’% 1|eoﬁ, the gl obally uni quge I%ﬁaddr ess is

di sassoci ated fromthe in-room nodul e d p | At ot | for use in
s facilitati sebadineoks, therw%%'e‘t“’ff“%aﬂésa%?? tgrflé#e%%%g%%%nt%gdﬁ%? el's roons.
Accordi ng to anot her enbodi nent of the inventian, the |ocal f a
nunber of hokpproprate forrach sl geest oy ‘é"r?ﬁ‘folﬁg §%?§‘8rr SRERLge é@i}’wﬁgﬁ‘?ﬁtﬁg a

private

10 where the wiring to the guest rooms is a single pa1r phone line, the present invention
allows 1 Megabit half duplex data transmissions to coexist on the single pair with
standard telephone signals.

According to one embodiment of the invention, each guest room in the hotel is
interconmected via the hotel’s current wiring infrastructure into a local network.

15  When a guest wishes to access the Internet, he connects his laptop to an in-room
module installed in each guest room which temporarily assigns a “fake” local IP
address to the guest’s laptop. The “fake” local .]]? address is associated with the -
room module and is tnique on the hotel’s local network. The address is “fake” in that
it is not a valid Internet address and in that it replaces the laptop’s own real IP address.

20  The assigned local IP address uniquely identifies the guest’s laptop on the hotel
network while that laptop remains connected to the in-room mo dule.
A headend module in the hotel handles packet routing and provides access to
the Internet. In facilitating access to the Internet, the headend module temporarily
assigns globally unique IP addresses from a pool of, for example, class C addresses to

,5  in-room modules in individual guest rooms in response to requests for Internet access

- 5 -



» wide area network, or a virtual private network. The operation of the
virtual private network to provide high speed data and Internet access to

i ndi vi dual gg@&boiroons is to simlar to the process described above except
that the "fake" | P address of the in-room nodul es are unique over the
entire virtual private network, and the tenporary assignnent of globally
uni que | P ade@a8Rs rdotnsD i aeizael Pyaddhas reemitsaleglimatedrio ppeitisular THERPTR he
hot el headend. This is advantageous in that it is contenplated that the

remot e ser el ok, ohMekshaRkd BlesPYEbAtidy a5a8s dastos bhednb et cwi th

than an i ndi'vi network m ght” be able to procure (e.g., a class
B address pool). Thu because the,l P addr. : ishotels in
the virtual YFES3CHCE- %BP%(W‘&M&PE‘ ogwgﬁﬂsdagéﬁi?\}ggﬁ pﬂ"@ en‘?}érrel)o%dﬁiée{ag}sl ed base
of the renote server, bursts of need at any qne property whi.ch exceed the
capacity of tﬁsa‘sw{;ﬁt&ﬁblastbﬂ@-@G@r@@@ﬂﬁmp‘lﬁﬁ‘ﬁ"E‘E‘P'Ea:'&g’8ﬂ\1’aé85?eelﬂ. The vi rtual
private network enbodi nent of the present 20 invention also has the

advant age t hatilitdting\wdhter Benut itiaysastich fromeny of thedokel sgaepi strati ve
functions nmay be centralized and perforned renptely wi thout conprom sing
the security of aRy.driidlh¥d Sémer BRbBUINTRAL wthk invEhticn, tizclocaldietwprkoof hie
present invention, nethods and apparatus are provided for providing access
to a network via a.first | iy foRemES piivdes 25 in
t he networ k. n%léer%%}%ﬁ%@l@g@iﬂnﬁgg%gﬁgdaﬁﬁhcg\?g%g net wor k address

associ ated STSNPOOX therewi th which s unigu n r r st
networ k accewileraserngtyorka gt %W%nva?eqe\?% R é@g rogéﬁsaﬁg]gggﬁilggiﬁmwaﬁ ? ﬁ‘é%tgvm th.
The first network address is associated with a fi r.s@@o%tetr ﬁ’ﬁ'xisli t he
first conputaetwosk toqmaede bightspeadifiata anddptepnst frReRs 1QIRTIKIAGRRES' PREF &by
provi ding access to the network. -5 According to a nore specific.

embodi nepy, LiMiRk Bethe PecRssddsaripdabodecketys thatfthe “ake” IP address of the in-room

modules are unique over the entire virtual private network, and the temporary

assignment of globally unique IP addresses is performed by the remote server rather

than the hotel headend. This is advantageous in that it is contemplated ﬂla’; the remote

server has a larger pool of such addresses associated therewith than an individual hotel
15 network might be able to procure (e.g., a class B address pool).

Thus, because the IP address needs of all of the hotels in the virtual private
network are spread out over the entire installed base of the remote server, bursts of
need at any one property which exceed tﬁe capacity of a single class C address pool
may be accommodated. The virtual private network embodiment of the present

.0 invention also has the advantage that firewall security and other network
administrative finctions may be centralized and performed remotely without
compromising the security of any individnal hotel network.

Thus, according to the present invention, methods and apparatus are provided
for providing access to a network via a first one of a plurality of network access nodes

25  in the network. The network access nodes each have a network address associated
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' corrf)uter via a first one of a plurality of network access nodes in a
network -using a plurality of globally unique |IP addresses. The network
access nOdeﬁrsﬁ?o%h have a network address associated therewith which is
uni que on the network, the first netwirk access -node having a first
net wor k address associ ated therewith. The first 3-0 network address is

associ at ed é}é@dﬂﬂ%ﬂ;ﬁ [SiniGRMPRUheRetwbiK, ehettiret fetwerk acompubds having eritect ed

to the first network accesS node thereby providing access-to the network. A
first one of th bal | ! gl BSPRIwbik ARBARS idsestinkd ithhe first
net wor k adB‘?tg@g( “XEh ﬁ%ﬁdﬁg&gn ‘nternet transaction. The first globally
unique | P address is djsassociated fromthe fi gLgRdeUpon

t er ni nat i onfistt cgrﬁguqchwéﬂﬁ&e ﬁggt CPF’QHE’&&%BWC% tgrﬂ%'lt irhgﬁlgl oﬁ%ﬁéy “uni aue | P
address is then available for association with any of the network

addr esses. ﬂmmhydimgdmgagmstm%@m%?h- the network conmprises a local area
network and the associ ating and di sassoci ati ng of the gl obal]y uniggs% | P

address s done ycardhgagantorespatiictmibdnett, kbamstaeedss srrravided iRt
According to another enbodinent, the network conprises a w de area

-network ang B s o haaeRogicais iideoin 4 intwgtlobng 3 uni que
| P address icgﬁggtﬁég%?oﬁa%remtg Servéer which controls the wide area

net wor k. Accordj.ng .t specifi ﬁ?ég [ LMY KodeS eldhivEed having a
plurality s _‘ﬁ’\ﬁéﬁ%@]&@mﬁ# S eg%h@géftﬁg’rggnetmrf gddr ess associ at ed
brovi di ng_acepsork-addesssesisied ISR BOPREh Bamear B RoeRE e A e et vor k
access node. A headend nodul e STSNPOO i nterconnects .the \g@%m@gk agcess
nodes. The netwaklacassnedshavingrfisst edwoskiaddess pssoriateddrareuinedie fifle i s

associated with the conmputer connected thereto thereby providing access to
the netwqr K. petwork address is associated with the first computer while the first computer 13

connected to the first network access node thereby providing access to the network. A
first one of the globally unique IP addresses is associated with the first network
address for conducting an Internet transaction. The first globally unique IP address is
disassociated from the first network address upon termination of the Internet
15 transaction. The first globally unique IP address is then available for association with
any of the network addresses. According to one embodiment, the network comprises
a local area network and the associating and disassociating of the globally unique IP
address is done by a headend associated with the Jocal area network. According to
another embodiment, the network comprises a wide area network and the associating
20  and disassociating of the globally unique IP address is done by a remote server which
controls the wide area network.
According to a specific embodiment, a network is provided having a plurality
of network access nodes each having a network address associated therewith which is
unique on the network. Each network access node is for providing access to the

25  petwork for a computer connected to the network access node. A headend module

- 7 -



' According to another specific enbodinent, a wide area network is provided
s having a plurality of networks each conprising a plurality of network
access nodegmsnedgdach net wor k access node has a network address associ at ed
therewith which is unique anong the plurality of networks. Each network
access node provides access to the wde area network for a conputer
connect ed t gtérbenneets Wer tetwerkessesn oddes. Ahe apfposk a@tﬁ&?@ﬁsqckﬂ*@ﬂéﬁﬂﬁ s the
plurality of networks into the wide area network. The :to network address

associ at ed WidddIeaehsRIUMRY dss@saasaith daaconpuas someateddherktolthersby conput er
connected thereto thereby providing access to the wi de area network.

According to_yet. anot her LfhC enbodi nent, a network access node is
provi ded fon%P%Wa‘f“ﬁ@s é}?:eglgeg%{)%{?a net wor k of which the network access node

is a part. The network access node_.has.a.network '

therewith which AScordingie aﬂ?@%we‘flﬁa W?W&%ggrg%%%&{o?z%?ig@gpeci fic
enbodi nent, the network address node is operable tg assqciate the network
addr ess i t haeing appuraléty ofnetworksrack eorpRGRE ?Blur%ﬁﬁﬂg’é‘?tgﬂr YR NE wor k
access node thereby providing access to the network. According to a further
speci fi c enmiggi fBiork accagamee Gasmretiverk aldprsewisdeidteldhereywith #EGHESBIUSg a
plurality of network access nodes in a network. Each network 20 access node

has a net V‘”ﬁ@g‘iﬁ@ﬁ&ﬁﬁﬁ&ﬁdﬁ&@sﬁ Relawdrkwbtshnbde providee aawest todhe net wor k

and provides acfess to tthe network for a conputer connected to the network

access node. Accordipng [ morc, SREGILI 1o RIS acodN Boeangadompdul o

associ ates tHEe Socrated w th each network access node
Mot otk 25 Abverengnps e o e 7o B SR RS T, et
are STSNPODI provided for providing conference services ovey ngt wor k
havi ng ayp! Uicdkbikyaddfessissosiated with each network access node is assoclated wi
computer connected thereto thereby providing access to the wide area network.
According to yet another specific embodmment, a network access node is
provided for providing access to a network of which the network access node is a part.
The network access node has a network address associated therewith which is unique
15  on the network. According to a more specific embodiment, the network address node
is operable to associate the network address with a computer while the computer is
connected to the network access node thereby providing access to the network.
According to a further specific embodiment, a headend module is provided for
interconnecting a plurality of network access nodes in a network. Each network
20  access node has a network address associated therewith which is unique on the
network and provides access to the network for a computer connected to the network
access node. According to a more specific embodiment, the headend module
associates the network address associated with each network access node with the

computer connected thereto thereby providing access to the network.

25 According to another specific embodiment, methods and apparatus are
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« associated therewith. A group identification tag is associated with
sel ected ones of the. plurality of users thereby identifying the selected
users as atgmerneees of the conf~rence- The conference services are provided
on the network. Access to the conference services is then restricted to the
sel ected users using the group identification tag. A further_ understanding
of the nat upviid factovitagesnifentherpceswint 2 privont honng ARYBEIY 84NFFRd by
reference to the remai ning portions of the specification and the draw ngs.

STSNPOO1 B%Eﬁ%%@rgﬁm (gr:ou;éfﬂﬁed?&wﬁd\mg B @sodiatedwithistlected dnespidhe

illustrating e provision of high speed data an Internet access to guest
rooms in a hotel accordin ﬁ;ﬂ&% _l;éi c?s%?lﬁ;@f %%ﬁeﬁeeﬁbﬂh&icﬂﬂﬁf&heﬂ; S
Fig. 2is aPﬁF§&¥H§P¥“§§W%%§$%ﬁ? g-a %et%o fof provi di ng hi gh speed data
and Internet access to guest roo in hot el, agcor.dj cific
embodi nent dWhetQﬁ’BfefWé?mcﬁ%?mlf’F‘ng&edﬁtﬁﬁﬂ%ﬁ?ﬂ%r ccr?ts)?{é’ %ft;al §§ | ock

di agranms of the in-room nodul e and head- end nodul e of, Fi, O.Fi%§h4 is a

bl ock di egr aenvicet issheratestnigtet ie therlsried LEshUBRE Fg SO iFPRAIGHP d standard
t el ephone data on a single pair of conductors according to a specific
embodi ment of t he fipte indenstanding; ofShe satare lahd edvarizggs aﬁt%p preFeRtABYSONGTE he
provi sion of high speed data an Internet access to guest roons in hotels

accor ding t Q. SN B8ke8 B clibiefic X Adliciilin@bortiofis éfWe bpectiitationandliy. 6 s a

bl ock di agr ating the provision of high speed data and

drawings.



* Internet access to guest roons in hotels according to yet another specific
enbodi nent of the invention; Fig. 7 is a block diagramillustrating the
aut o- baudi ngraneathni que of the present 20 invention; Fig. 8 is a flowhart
il lustrating the auto-bauding technique of the present invention; Fig. 9
is a flowhart illustrating the custom zation of F@#@ié room and t he
transnission of control BRIGFRESCHPLIEONLE § 1‘%"".]%38 ia a hotel networKk;
25 Fig. 10 is a block diagramof file server for use with various
embodi nents of 1GiSTSNRGMkkidheram dhstritingthentovision efitdetringed date 3pd 5
flowchart illustrating the providing of online conference services. 11
STSNPOO1 DESGRI PTL 0N GF SRR Ridrh G EYBRPLMENTiSz S gspetificemsbotiimett afitzsyr am
illustrating e provision of high speed data and Internet access to guest
roonms in a hotel. network 100 according to a specific enbodi nent of the
i nvention. MYEHERH guest room 102 is an in-room nodule (IRV) s 104 by which

a tel ephone 106 and a guest's | aptop conputer. 108 .nay .he ¢ to the
hotel's wiring i rfigakswsedianrbart ilysEg %516&'8850@68‘853%&“@%?%5?&&%{%3 4 Rm 104
is plugged directly into the rooms phone jack and, has at_Ieastd%mo

addi tional patenset actess foquestreompiong kntelasiceqsmado a pggific gpbagdimegt 9Lt -~ 5
one for the guest's |aptop, RJ-45 Ethernet port. According to various
enbodi ment s, j L EMoh04 perforns a

Figs. 3a and 3b are more detailed block diagrams of the in-room module and

head-end module of Fig. 1;

10 Fig. 4 is a block diagram iilustrating the combination of half duplex data and
standard telepixone data on a single pair of conductors according to a specific
embodiment of the invention;

Fig. 5 is a block diagram itlustrating the provision of high speed data and
Internet access to guest rooms in hotels according to another specific embodiment of
15 the invention;
Fig. 6 is a block diagram illustrating the provision of high speed data and
Tnternet access to guest rooms in hotels according to yet another specific embodiment
of the invention,; |
Fig. 7 is a block diagram illustrating the auto-bauding technique of the present
20 invention;
Fig. 8 is a flowchart illustrating the auto-bauding technique of the present
invention,
Fig. 9 is a flowchart illustrating the customization of a guest room and the
transmission of control information to in-room systems via a hotel network;

25 Fig. 10 is a block diagram of file server for use with various embodiments of

- 10 -



* 10 nunber of functions including, for exanple, conbining and separating
Et hernet data and standard tel ephone signals for transm ssion over the
hotel's vwr'ﬁ%%m&nfrastructure. According to other enbodi ments and as
di scussed below, IRM 104 is configured to receive control information from
a central location for automated control of various room environnental

paraneters,,e.q., .t ture and lighting. According to still 15 other
enbodinentgycP%ﬁF¥6ﬁﬂ¥§5%5%?igured to receive a wide variety of other types

of data such as_ for. ex e, .digital.audio.. ' Sefeation in
the guest room F’Sr”als\faifgg&i’ﬁ?iﬂ&sgat&gtg‘? IeorV?qliFIIQgJ%% %%ﬁﬁfs%éﬁd\%ges. .

Transm ssion line 110 connects IRM 104 to the hotel's head-end 112 via any
of a wide variety of infrastructures. In the exanple shown, transm ssion
line 110 20 connects IRM 104 to head-end 112 via standard tel ephone conpany
wiring as represented by punch down bl ocks 114 and 116 and tel ephone
conpany transm ssion |ine 118. It will be understood, however, that the

Wi ring between |RM 104 and head- end 112 nmay take other forns such as, for
exanpl e, a four-conductor Ethernet network. Head-end 112 conprises punch
down bl ock 116 and public branch 25 exchange (PBX) 120_ Interposed between
punch down bl ock 116 and PBX 120 is a T 2 STSNPOO1 connection port 122

whi ch, according to a specific enbodinment, nmay be easily installed sinply
by unpl uggi ng the standard 24-pin connector from PBX 120, pl uggi ng
connection port 122 into the PBX connector (not shown), and plugging the
original connector from punch down block 116 into connection port 122.
Standard s tel ephone signals pass through connection port 122 to PBX 120
while half duplex Ethernet data packets are transmtted and received by
head- end nodul e (HEM 124.

- 11 -



' Depending on the configuration of the present invention, HEM 124 perforns a
variety of functions and, according to sone enbodi nents, can be thought of
as an enhafgrfhor outer with additional capabilities programmed into its.
operating system 10 That is, according to such enbodi nents, HEM 124 serves
as a switch which routes data packets to and fromIRMs 104, and serves as
the other end of the CcDESURIEHIONOF SPECIFIC EMBODRIENIE4 i n which Et her net
data and phone signals are conbined over single tw sted pair technol ogy.

according to ot g aldLHBAL iiGantIRAAEE RicprollEih bidighapeldtuaat ess
control s ne

transl ati on and assi gnnent, work 15 access, and serves as a
bridge for Ethernet data transm.tt ver : ' tw sted pair
i nf rast r uct BYETEYAERFSE SnEYPS Ogmﬁ%?gﬁ%f’f%e%‘g?ﬁég@ro 'Pi g%b"él%etg% EQ%C?E(\:/\hl ch

communi cates with a corresponding | RM 104. Thi s.communi cat |8{1 e

i ndi vi dual | ymivodifneot eftheiyertinm: 1o FRBEUEH OB AS FR-TORFH BT t hus
allowing central hotel managenent of billing and access as well as the

ability $0 genpyahh2lelphartl96hod agnestislaspermpderlORpaadze copgesied M 104
(and thus the corresponding HEM port 126) has a fixed |IP address which

maybe confi a{értﬁﬁe1t§so'\ri9ﬁgtiﬁﬁ‘as§hmee AbiaigeoMrpagfigembofinentBM 1¢4B8NWP) . | f
Cc

t he guest's conputer nnected to a particular IRM 104 does not have its
own internal | P address € ol - 28308 935 2 ledsh v & MRS PO GnbRV
104/ HEM por Pl%e‘ig’ém?@ té’é?%ﬁ’@#%@‘%é&guest' 5 comput er usi ngﬂt he Dynanic
Host Configuration 13 STSNPQO] Pr | {DH 0 Ll to
net wor k 100 fonthe f?%“@t’fi@i °§°’Aﬁ1ﬂﬁgf&¢%ﬂ§%}lﬁg%np?gﬁ Ag\{lvl%?%pﬁ?pgr%%?% P

address, address translation is performed between onputer's internal
| P address &Rde#s Fhemekpat. | fcopadipg osvagous ﬁ@g?%@tﬁﬁﬁ%\h"gé’f”&gm a

10  number of functions including, for example, combining and separating Ethernet data

and standard telephone signals for transmission over the hotel’s wiring infrastructure.
According to other embodiments and as discussed below, IRM 104 is configured to
receive control information from a central location for automated control of various
room environmental parameters, e.g., temperature and lighting. According to still
15  other embodiments, IRM 104 is configured to receive a wide variety of other types of
data such as, for example, digital audio and video for presentation in the guest room,
or a wide variety of other information services.
Transmission line 110 connects IRM 104 to the hotel’s head-end 112 via any
of a wide variety of infrastructures. In the example shown, transmission line 110
20 comnects IRM 104 to head-end 112 via standard telephone company wiring as
represented by punch down blocks 1 14 and 116 and telephone company transmission
line 118. It will be understood, however, that the wiring between IRM 104 and head-
end 112 may take other forms such as, for example, a four-conductor Ethernet
network. Head-end 112 comprises punch down block 116 and public branch

25 exchange (PBX) 120. Interposed between punch down block 116 and PBX 120 is a
- 12 -



* 126. According to various enbodi nent of the invention, this address
translation may 5 be perforned by either IRM 104 or HEM 124. HEM 124 has a
smal | boot EMedopot shown) for basic | P communications and a | arge flash
ROM (not shown) for fully functional software and configuration data. This
allows for renote software upgrades using, for exanple, an encrypted
protocol ri dif@cQh $@P12f which, dberding th 8 specifioembatipeapmay bk gstibvat i ng a
nmet hod for providing high speed data 3-0 and Internet access to guest

rooms in a hots 43&%1293%9&%2%@%?%%%&&241@\Mﬂﬂcﬁr AGHEBBXSL200NpUL er

connects to an t he guest roons, the network 1P address

associated wwth that IRMis oci at ] r :

di scussed RBBFNE @HP?“QE%’E?Z? %ﬂ%%%ﬂcﬁgggg(%%@ﬁ gcen]\%g%%m%?l% he
network TIP address to the guest's conp r where the c t ¢ not
al ready haveriginal eanaesiar frem pyaeh daven blogk H(’E’E‘Hh?‘ﬂmﬁ?té% Ifﬂ?g%] hsg{mﬁ%
internal | P address of the conputer is translated into the}}al%gl}l rk IP

addr ess. sThitslegittaie simapassghoegh tonmestiduaarok2nayBex 629 while ¥her the
|RM and the HEM_ I n addition, it will be understood that dependi ng on where

the assi gNBpLhil BRSHRkES BredGashRtel tndByteivedbe Headsendmbdwe(12BB) deder i bed
below. The network |I'P address is associated with the guest's conputer
while it remains conn B0 b pMABH ¥ Aok, TSI Bisjeaforiisnae
connecting the ||§§ﬁ1{388i§‘%§gﬁ%te %'ér{av\ort cgrrpri ses a single tw sted pair of
conductors, the data communjcatians bet ween t.h %qylaﬁre
confi gured sWWanfPJPFé&?nﬁﬁ‘}fLB%CQF‘?O"&%EQrﬁOﬁcee&n Oggg?rg%’t%iﬂp%&u?lﬁtw t aneousl| y
over the single twisted pair with the standard t%‘ﬁﬁhi)}ge si gnal smf['om 25
t he phone i neohheceguester wihadditiosy capabilitiss programmued, it IR ORYIHN ¥Rt hi s
configuration 14 STSNPOO1 ] .

10 That is, according to such embodiments, HEM 124 serves as a switch which routes

data packets to and from IRMs 104, and serves as the other end of the
communications to and from IRMs 104 in which Ethernet data and phone signals are
combined over single twisted pair technology. According to other alternative
embodiments, HEM 124 handles address translation and assignment, controls network
15 access, and serves as a bridge for Ethernet data transmitted over the hotel’s single
twisted pair infrastructure. HEM 124 has a plurality of ports 126 each of which
communicates with a corresponding IRM 104. This communication may be
individually monitored and controlled (by either the IRM or the HEM) thus allowing
central hotel management of billing and access as well as the ability to generate
20  reports for troubleshooting purposes.

Bach IRM 104 (and thus the corresponding IEM port 126) has a fixed IP
address which may be configured using the Simple Network Management Protocol
(SNMP). If the guest’s computer connected to a particular IRM 104 does not have its
own internal TP address, the fixed IP address of the corresponding JRM 104/HEM port

25 126 is assigned to the guest’s computer using the Dynamic Host Configuration
- 13 -



Is effected is described belowwth reference to Figs. 3 a and 4. Once the
connection is established, the comunications between the |RMthe HEM are
noni t ored ests@iperiodically or continuously for a variety of purposes
(208). This information maybe used by the hotel for billing purposes or for
5 troubl eshooting and inproving the reliability of the hotel ne%‘\_[/\?ork. If an
I nternet trZnstactliDHGR to fgilitate acvesmto pravagk299. & The,srsst Lromppte raty y

uni que | P address froma pool of such addresses is tenporarily associated
with the nehyes kwh Riteddr Peddess, nédrbdsytraasisioi mtpedfomnedbeatieeniiést ' s conput er
using, for exanple, a network address translation protocol (210). As

discussed agyuekBetaial Ipokiadss atdnessaptpomitals oo TRM BMHEMepot| ass A,
B, or C addresses. As wll be discussed belowwth reference to Figs. 5

and 6, the Gaparary. a320Ck Al Aol e Gk ALl s QiGresd EurdfiibaBmyray be

done by the , accordrng to another enbodi nent, Dby a
renote server which interconnects one. or pr o ti ' | de
area nesworbe pevipaned eeither B d04 of gﬁ@’i&%ﬁoﬁﬁ@%‘g I%ﬁﬁ{%?ﬁdﬁqﬁgow

gl obally unique IP 3-5 address is disassociated fromthe ne Wﬁ&% | P address

and put  baclshown} for bpsiolP ¢ummumsieations atdi large Bash RPMUBSLHS? BY net
transactions fromany of the hotel's guest roons (214). The network I P

addr ess r enBiRGicRaSREReshdionfigirtatorpduts t Tisis abows fermemoteispitwhee upgeadsson
ends, e.g., the conputer is disconnected fromthe MM or powered down

(216). 20 Figs. b L&t oh pfordpagrans of | RM 104 and
HEM 124 of L%i%élﬁ%eﬁ%gl %é%?lé@e ycﬁ?rgRﬁls/l 104(ﬁ‘§gorrptr2?ses connection circuitry

for connecting t IRM to th b |1 as
the room s tel epﬁgﬁj é?r?dﬁ?‘ﬁcémgt}égt%&a%ﬁ%&%gd@c@gr gl %gm%&ae’éggg% fic
enbodi ment, the connection circuitry includes - 11 1s,3 r .
connect ivy tadInterns sereshioBuSH 30918T m@o‘?ﬂﬁ@d‘?’iﬂﬁdﬁ% %stﬂﬁ%gﬁgﬁ 1 i g@éﬁan

guest’s computer connects to an IRM in any one of the guest rooms, the network 1P

address associated with that IRM is associated with the computer (204). As discussed
above, this association could mean a DHCP assignment of the network IP address to
the guest’s computer where the computer did not already have an internal IP address.
15 Tt could also mean that the internal IP address of the computer is translated into the
network TP address. This address assignment/translation may be effected by either the
.IRM and the HEM. In addition, it will be understood that depending on where the
assignment/translation occurs it may precede or follow 206 described below. The
network IP address is associated with the guest’s computer while it remains connected
20  to the IRM.
Where the transmission line connecting the IRM to the hotel network
comprises a single twisted pair of conductors, the data communications between the
IRM and the HEM are configured so that they may be transmitted substantially
simultaneously over the single twisted pair with the standard telephone signals from

25  the phone in the guest room (206). A specific technique by which this configuration
- 14 -



* 25 Ethernet port 304, an iEEE 1394 port 305, and a universal serial bus
(USB) port 306 15 STSNPQO for connecting to the guest's conputer, and an
addi ti onal ¢aivagoport 307 for receiving various types of data. | EEE 1394
port 305 and USB port 306 may, in sone instances, prove nore convenient
than Ethernet port 304 in that certain network reconfiguration issues
don't have tefhetedqaliéscibédbeldwnvaitidefeienns torfipsy 3p@nd Aess travel ers often
don't 5 travel with the Ethernet dongle which is necessary for connecting

their laptop's B guRelRQibn iQestnigioanhk chnhrifationddwedtths IRMepehdi ng
upon which of the two alternate standards, i EEE 1394 or USB, the laptop is

fi df 104 . | | e . . .
Cransei sei ot EM He tfod el EoBiok & ARt EhEn 0o AR BE Furpos

ccording'to a specific enbodi nent,
| RM 104 al so includes transm ssjon | rcui.t 308 for itting and
recei vi ng d42@8)odhis iforgpkon W&L%Hseég’ﬁheolfo %lgh%p}il%%urp%#g \?\#ﬁ’g‘h t he
majority of hotel wiring infrastructures are conprised, According to one
enbodi nert , tawupkelidotingahd improsingdhs whaliliyofithe §otdawtv ek np| enent ed _
according to the hone PNA (Phone-line Networking Alliance) standard which

al lows hal f dupl ggaglaié@neanasation s wigead dydn giest’seomeputene gabally| ust r at ed
by the diagramof Fig. 4. According 1s to the honme PNA standard, data

transm ssions.fr I t 1 h adfieRbs IHedapdradlyeaasbdatedithdlss ons from
the HEM to t%qq%ag&e%a era(r)Pgt%e at a f?equencypi n the range of 4-9 Miz.

secase Lt Al B R s i st
embod ment . 4 neimorh sbiven tepreimIgoosg2i 8. drdiayrns o SSRRIRL e
network | P address associated with IRM 104 with the guest's &iomnl%lsjetder _
1o addresses could be, for example, class A, B, or C addresses. As will be dis
below with reference to Figs. 5 and 6, the temporai'y association of the globally unmique
1P address may be done by the HEM in the hotel or, according to another embodiment,
by a remote server which interconnects one or more hotel properties in a wide area
petwork. When the Internet transaction is complete (212), the globally unique IP
15  address is disassociated from the network IP address and put back in the pool for use
in facilitating subsequent Internet transactions from any of the hotel’s guest rooms
(214). The network IP address remains associated with the guest’s computer until the
session ends, e.g., the computer is disconpected from the JRM or powered down
(216).
20 Figs. 3a and 3b are more detailed block diagrams of IRM 104 and HEM 124 of
Fig. 1, respectively. IRM 104 comprises connection circuitry for connecting the IRM
to the Toom’s standard telephone jack as well as the room’s telephone and the guest’s
computer. According to a specific embodiment, the connection circuitry includes RJ-

11 ports 302 for connecting to the phone and 303 for connecting to the wall jack, an

25  Bthernet port 304, an iEEE 1394 port 305, and a universal serial bus (USB) port 306
- 15 -



That is, the address translation or assignnment which allows the guest
access to the local or wwde area network is perfornmed by the transm ssion
circuitry igrdd@! RM  According to a nore specific enbodi nment,

transm ssion circuitry 308 includes a 25 processing unit 309 based on RI SC
m croprocessor which perforns the address 16 STSNPOOL translation, the
conbi ni ng apg eR@kiak tPhePhestis@omipstef, and tui additived data poct IAdohwaciemg, and
the routing of the received signals to the appropriate |RM port. According

to a speci {6 anbodiFant, PEeesShRE305nd (9 peRNDE hESSinadnlethaln#8960VH
and the appropriate support circuitry According to another specific

5
enbodi nent, |IRM 104 al so.ingludes contr . Ci ' IbihNg
control inf &FN&ETIH c%%?“ﬁ‘i‘gﬁ}%%ﬂ%e Ré’ft%tt# #‘%f&?%ﬁ‘%%%%%ﬁ&’ ore (gl*rbhm)r e
control systens 311 proxinmate to the IRM As wi |l be discussgd el,gw W th
ref erence’ t éssRpgdondt haye inbe depltyvwith. dpeddigen.Fagny brsimgsravesys E?fh%ne, t he
rooms tenperature control, lighting, and audio systenms. In one
enbodi nept , tiakel witinthedthafetalongleivwhigh is medesshey for sanmacing theds JpptgPisry 312 for
converting the received control information into the necessary control

signal s for medHaldo: t6 aHervirk Burhdi PoitN Thif dBpdirig lonswtsitieafthe The
conversion circuitry may include, for exanple, an transm ssion el enent 314

(e.g., an antenn for tr ) Aol t ' 9 Lo REI04%ar | OUS
control systaitt’?gl.a@ﬁf‘é%loﬁr | hﬁ:gEf g 0 %%ogﬁseﬁfﬁgﬁ%éﬁkesrﬁgg?%nt, ‘conversion 15
circuitry 312 includes an jnfrared transm ssion.gl enent +0., an IR diode)
for transtHeW?&tPrﬁaPﬁP@&L‘&%‘HWPoﬁmé’Fﬁ‘?féﬁogsfootggﬁtfe&e S"r?(l)lg o syst ens.
Transmi ssion circuitry 308 (using processor 309) disc idg’ nat es. het ween t he
various data it rAcwordisgtamspegificembodiment,dRME04plse HJ@[‘} § HApFSSIEY | RM 104

according to _ _
10  circuitry 308 for transmitting and receiving data on a single twisted pair of conductors

-of which the majority of hotel wiring infrastructures are comprised. According to one
embodiment, a portion of transmission circuitry 308 is implemented according to the
home PNA (Phone-line Networking Alliance) standard which allows half duplex data
and phone si gnalé on the same line as illustrated by the diagram of Fig. 4. According
15 to the home PNA standard, data transmissions from TRM 104 to a port 126 of HEM
124 2nd transmissions from the HIEM to the IRM are alternated at a frequency in the
range of 4-9 MHz. Because standard phone signals exists at a relatively low
frequency compared to the home PNA modulation frequency, all of the signals may
easily exist on a single pair of wires.
20 According to a specific embodiment, transmission circuitry 308 is operable to
associate the network IP address associated with IRM 104 with the guest’s computer.
That is, the address translation or assignment which allows the guest access to the
Jocal or wide area network is performed by the transmission circuitry in the IRM.
According to a more specific embodiment, transmission circuitry 308 includes a

25  processing unit 309 based on RISC microprocessor which performs the address

- 16 -



3

address information in data packet headers. According to a specific

enbodi nent, 20 digital audio and video may be transmtted to individual
rooms via téensmystem described herein. The digital audio and video are
directed to additional data port 307 to which an audio and/or video system
may be connected for presenting the transmtted content. In this way, an
anbi ence My RGsRlthE 06mbidtpoma St Satinrf vighals for traauissioorto thefeeagerst coul d
select a wide variety of entertainnent and information 25 services via the
hot el network Lch: . Wl BdrobBateRMIBES! Ascérdivptuiaa 17 S' 1
SNPO4! t he %dx%f%?? a%ﬁfr}g%:rl?ﬂf%%ﬁlogﬁg}ﬁl%\?go : Accorgi ng to one enbodi nent,
data port 307 . receives audi o data ywhi ' re lihe Of speakers
in the guesﬁpqcé‘?rﬁmet@ﬂ%? 1??0%%8%%?@%&(#5 1{5&%@&8&1{%@%0#&%3 an LED or
LCD di splay 316 on which status and other information may be communi cated
to the occupppropmgte sURPOtGUESHTYr oom whet her or not they are currently
connected. For exanple, before a connection is nmade, display 316 coul d be
used to &nform t hecdrding/to gnatber specifit bmbédiiat, TRMy 104cadse IRgBAPSEANEOL hr ough

| RM 104 as well as instructions for connecting to IRM104. Qher

i nf or mat i on guUghya%0 Kre6deiHbOEGRoR RdoREbh ota the hoteltanetwmriniy cantolling
presented continuously or periodically. Once connected, display 316 could
10 communi cate the st NG tOtheaRMEAL wAB bt @eschise belomnect ed
and current °n385%8ﬁet?0§%8§ﬂ§{reéﬁggﬁlﬁ)t W ar[Ieuggmunder stood that a wide variety

of other information nay. he esented. via di al so

i ncl ude an éZYtha‘S‘f‘%eﬁ‘?ncPﬁ?i%\ﬁ' gusé'fg Eﬁ%ﬁ,gﬁti%g%%gh\%’i fg’%]gxpr@v’l %gé?dﬁﬁgr mat i on
to the user. Such LEDs nmy indicate, for exanple, the,l5 [ on st atus
of the IRV temperatugshesntreh Lightng apd h?fB%PE&F‘?%r}BHBé ﬁ@%?dla%ef*ﬁéﬂ?%ﬂ““@?

10 circuitry includes conversion circuitry 312 for converting the received control

information into the necessary control signals for actually controlling the in-room
control systems. The conversion circuitry may include, for example, an RF
transmission element 314 (e.g., an antenna) for transmitting RF control signals to the
various control systems. According to an alternative embodiment, conversion

15 circuitry 312 includes an infrared transmission element (e.g., an IR diode) for

transmitting infrared control signals to varibus cor_ltrol systems.

Transmission circuitry 308 (using processor 309) discriminates between the
various data it receives and directs it to the appropriate port on IRM 104 according to
address information in data packet headers. According to a specific embodiment,

20  digital audio and video may be transmitted to individual rooms via the system
described herein. The digital audio and video are directed to additional data port 307
to which an audio and/or video system may be connected for presenting the
transmitted content. In this way, an ambience may be set for the guest’s arrival. In
addition, the guest could select a wide variety of entertainment and information

o5 services via the hotel network which may then be transmitted to the guest’s roomn via
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green LEDs. LEDs 318 may al so be configured to indicate a purchase status
to the wuser. That is, because connection services are often purchased in
24 hour bl ogk§epen LEDs 318 may indicate to the user whether she is operating
within a block of time which has already been paid for (green), whether
the end of the current block is 20 approaching (yellow), or V\/nei her she has

al ready ent ggeeghdingy B bodt BUP ok IRVKIL 04 @dkordidgfBon8 EMbodintent,al
arh3Pt
whi ch type of connection the user has established, e.g., USSMEt herngze or

| EEE 1394. ment | Nipedl@rs

}Eﬁgg%élofcégieweﬁau n g%tgggﬁrou?&ﬁyaﬁ ch k?ou‘% esEdat aﬁg%% et sﬂgtg)g:l gﬁé 1?r60m
ontrols netwo 2S a rv.e Et,,l’sq

transmitted over SPREHRE P@?Tsréigﬁfwfﬁgdn%ﬁéﬁ&ﬁgﬁi ﬁgESP gnet data

i nfrastructure, and, according to sone enbodi nents, handl es addr

transl ation onamhiclasmmgmmler infoativmpay §e eoramaRisater e e °°&“@%‘iﬁ?gﬁ)&ut er

fromC sco Systens, Inc. is used to inplenent |1 EM 124. HEM 124 i ncl udes a

nmaster cgntr Est&b@:ﬁﬁbﬂ;&tﬁ%ﬁornﬁtlthey(a&Phﬁne?eﬂapoﬂlMedndFonmmd 3 nt
erf
354, and hi % speed interfaces 3 5 6. s Wien acting under the control gfces

appropri at ¢ Gablfh: fhad, kighy326 cbitd beithédBaniom HERAAN IR of allwt theich

router tasks as toutlng conputations and network nmanagement. It may

al so be responsi bl on
1 mgr?gﬁrﬁe@@%ﬁ%&@ sighki, (g4 %ééﬁ{sﬁ%%éﬁﬁﬁ% SR prlecang o paoa, etc
udi ng_an operatln syste ernet ratln Syst em
(105(r)) of Omer@fggga@;!s%hres Boteéﬁgga‘%ﬁ ‘BHH 2P &4 "% ?b ns
cations
software. CPU 352 may include one or nore n1croprocessor Ehl s 358. Ina

speci fi ¢ enbpeiemesnt continumwsiyror pededicyllyu (Pncg sompshtedot
al so forms part of CPU 352 However"(l olgplay d16888 8 nd/ or ROV)

10 communicate the status of the connection as well as the time connected and current
connection charges. It will be understood that a wide variety of other information may
be presented via display 316.
IRM 104 may also include an array of individual colored LEDs 318 which
provide information to the user. Such LEDs may indicate, for exampie, the
15 connection status of the IRM, i.e., whether it is connected to the HEM, using red or
green LEDs. LEDs 318 may also be configured to indicate a purchase status to the
user. That is, because connection services are often purchased in 24 hour blocks,
LEDs 318 may indicate to the user whether she is operating within a block of time
which has already been paid for (green), whether the end of the current block is
20  approaching (yellow), or whether she has already entered the next time block (red).
LEDs 318 could also indicate which type of connection the user has established, e.g.,
USB, Ethemnet, or IEEE 1394.
As mentioned above and as shown in Fig. 3b, HEM 124 may be thought of as
an enhanced router which routes data packets to and from IRMs 104, controls network

25 access, serves as a bridge for Ethernet data transmitted over the hotel’s single twisted
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L4

there are many different ways in which nenory could be coupled to the
system The interfaces 354 and 356 are typically provided as interface
cards 15 (somssedones referred to as "line cards"). Cenerally, they control
the sending and receipt of data packets over the network and sonetines
support other peripherals used wwth HEM 124. The | ow and nedi g‘g;éas eed
i nterfaces phdinfrastrutierszndbdcbpiing to soomembpdimentsn Bandiisadfss rappation serj a|
comuni cations interface 364, and a token ring interface 366. The

hi gh- speed it ptfoar@at. 3fotdies tedmeambbibient, at261 1 acee3en LHs@Systams: t i por t
Et hernet interface 370. Preferably, each of these interfaces (| ow nedium

and hi gh-spged) | Usﬂ{gﬁ HitS4f oM oTaaivaas 4 fiastet édntrahproagsingpr i at e
medi a, (2) f%h}sidr?g(g%en eeréé%rocessor, and in some instances (3) volatile

RAM The i nde rocessors _cont O GabiNStcAt &S e
tasks as pagﬁgiggﬁ]gﬁgﬂ’ﬁfm@@ﬁﬁlﬁm%Sﬁcgrﬁlgﬁrﬁdg%%}%énage%gn%. By providing
separate processors for the comunications 19 STSNPOO1 intensg) sks,
this archit eWhem ectingromdexthe gentrpd of aRPTERTIALG, %g%%get%e ere%‘ol/ %?%%t ly
performrouting conputations, network di ggnost ics, security functions, etc.

The | ow and respghsibie Srech routartisks esra®sng te compytations 8o PEWRESt er  CPU 352
t hrough a data, control, and address bus 372. H gh-speed interfaces 356 are

connect ed dhént D asna7Asd e Reasibld fas tortmliing mdworkaiccesanud addr ess  bus
374 whi ch igniln%gturn co%ect ed to a bus controller 376. Al though the

system shown | Ftlne 38, 1P pQfialy RERDHAM LAY kol bt U @ae! of

i nvention . . no means the only router
xanpl 6. an sfwkid ochding A5 oSBT (i B0 FHGSELSRT L Hah OSe) of
comuni cations as well as routing
10  Cisco Systems, Inc.) and any appropriate applications software. CPU 352 may
include one or more microprocessor chips 358. In a specific embodiment, a memory
360 (such as non-volatile RAM and/or ROM) also forms part of CPU 352. However,
there are many different ways in which memory could be coupled to the system.
The interfaces 354 and 356 are typically provided as i_nterface cards
15  (sometimes referred to as “line cards™). Generally, they control the sending and
receipt of data packets over the network and sometimes support other peripherals used
with EIEM 124. The low and medium speed interfaces 354 include a multiport
comprunications interface 362, a serial communications interface 364, and a token
ring interface 366. The high-speed interfaces 356 include an FDDI interface 368 and
20  amultiport Ethernet interface 370. Preferably, each of these interfaces (low/medium
and high-speed) includes (1) ports for communication with the appropriate media, (2)
an independent processor, and in some instances (3) volatile RAM. The independent

processors control such communications intensive tasks as packet switching, media

control and management. By providing separate processors for the communications
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L4

conputations, etc. would al so be acceptable. Further, other types of

i nterfaces an nedia could also be used with the router. Regardl ess of

net wor k dev%]c‘s%'P ;configuration, it may enploy one or nore nenories or
menory nodules (1 ncluding nmenory 360) configured to store program 15
instructions for the network operations and network access and contr ol
functions descrinedNelehihiedif REALS AR nueopatssstryS2ipedfiéigntn
operating systemand one or nore applications, for exanple. Such nenory or
menories may gl so be confi.gured r tios@nte.0l i nformation
for control PF%@“FW“%GEW@B‘F@ %H%’nés@g e@réfﬁmgtﬁ%fsego ecause such information
and programinstructions nay be enp|oyed t I mpl e Bt s5Et hods
descri bed her ei nThepew gpdae Wg’cnit% Cf Sé‘taégg?uc?%%&%c ?ﬁlgﬁﬁgdabljeﬁenedi a
that include programinstructions, state informatjon, _ etc,_for erfarmng
vari ous opemougns detesemirbk dndeddeéss buek ahpilieh-spredintorfants 1508 BPECCIfyi a
include, but are not limted to, magnetic nedia such as hard disks, floppy
di sks, 23 aqgﬂmgbh%a%ﬁafa@mata;@bnmdmmsm 308- WG 8 iRem

magnet o-optical nedia - 20 STSNPOOL such as floptical disks; and hardware
devices that_ are_ speciall hgtred to store an perform program
instructionsqong?fé?#)tgsabﬁﬁgg -t?)n %/Bgrr%!rmry devi ces (ROV) and random access

menory (RAM . The jnventjon al sqg_he ' | Sk BuieRh Y Whichiay e
travel i ng over a@%ﬁéﬁ?ﬁ@%ﬂﬂ?&gﬁ%@{e& ci’/\‘/glfveg, o%t ical |ines,
electric lines, s etc. Exanples of programinstructions include. [%{13,
machi ne codepremntinvastiqgrmwlng@@ﬂplﬁ?ﬁ&c%(’Mﬁg}’@i’ ,megp,.*a{hﬁo SOEShta] r%lpng i gher
| evel code that may be executed by the conputer_using an intﬁlrgreter.

by which the present invention may be implemented. For example, an architecture

10  having a single processor that bandles communications as well as routing
computations, etc. would also be acceptable. Further, other types of interfaces and
media could also be used with the router.

Regardless of network device’s configuration, it may employ one or more
memories or memory modules (including memory 360) configured to store programm

15  instructions for the network operations and network access and control functions

described berein. The program instructions may specify an operating system. and one
or more applications, for example. Such memory or memories may also be
configured to store, for example, control information for controlling in-room control
systems, etc.

20 Because such information and program instructions may be employed to
implement the systems/methods described herein, the present invention relates to
machine readable media that include program instructions, state information, etc. for
performing various operations described herein. Examples of machine-readable
media include, but are not limited to, magnetic media such as hard disks, floppy disks,

25  and magnetic tape; optical media such as CD-ROM disks; magneto-optical media
- 20 -



Referring back to Fig. 3b, HEM 124 has a plurality of ports 126 each of

whi ch conmmuni cates with a corresponding |RM 104. HEM 124 has the ability
to sense roguhsyg any of ports 126 are being used so that the hotel nmay bill
the user accordingly. This nonitoring feature is also useful for technical
support, network bandwi dth requirenent estimates, billing estimtes, and
buyi ng patt gf.n aggbgﬁcéﬁﬁi\g‘ké, 2%d Bk aRARvickiRaCap siddllconfigesa il stog add

di sabl i ng |n§| vidual ports 126. Where network 100 is part of a w de area

network (as_discussed bel . |10 I DB rI)UHnﬁ | of
ports 126 n%‘iﬁoﬁgl R8RE™ ]Psot?nuvx)gmréé er‘g(‘th(ragg ggérdvéeﬂrlyglt’emt% e 8} é‘%tggr{ of th':4ei’mlvc\1AdI%Ijg As

descri bed above, each H t 126 .(and thus th OnLl.es | RM 104) has
a fixed | P %ﬁ%@l@mm@m&tﬁéﬂﬁ ?Wé&ﬁ?&ie@m@ﬁwa%@*%‘é‘% | P
address of the HEM port 126 and the IRM 104 is assigned to_the guest's
conput er  ulhvedlifiHERT ankpmopriate weilipm sugh aglairuaves: opiisal lines.gileqtde BeeS or ned
between. the 20 conputer's internal |P address and the fixed |IP address of

| RM.104/ HEMs0 Hxarhdfis of piorabe thshadtions fiehide bbthahadRild @8, such abpriducea

conmmuni cations and a large flash ROM 380 for fully functional software and
configurati e el %-n{“g.r- 20 b REEEaSHEENg, for
exanpl e, anggﬁg%g%lgrdg%fg{%%%o ri fi%%}ﬁg%w?ocgaggﬁaﬁgf. ?Accordi ng };J% vari ous
enbodi mrents, HEM 124 al sp corTFri ses transmssion 2 5 circuitry 316 for

(5

transmitti n§OHRGCT WERE 3 IEPRELCh

' on a single twi sted pair of conductors. --
Standar d 1 ol ephoReFaTigs ek to S15 PRARENA Hehps B8 FERGAPOTT LA P e M hur ed
for transm ssion according to standard Ethernet techniques. Al so, data
headed t o Mybih@dmimaydevittoarresporidorg IRV AB4i BEM h2bhrsthe 3?3115'1 tagrRset wi st ed
pair. As with transm ssion circuitry 308,
| 10 when any of ports 126 are being used so that the hotel may bill the user accordingly.
This monitoring feature is also useful for technical support, network bandwidth
requirement estimates, billing estimates, and buying pattern data. HEM 124 also has
the capability of enabling and disabling individual ports 126. Where network 100 is
part of a wide area network (as discussed below), the monitoring, enabling, and
15 disabling of ports 126 may be done from a remote server at the center of the WAN.
As described above, each HEM port 126 (and thus the corresponding IRM
104) has a fixed IP address which may be configured using SNMP. The fixed IP
address of the HEM port 126 and the JIRM 104 is assigned to the guest’s computer
using DHCP. Alternatively, an address translation is performed between the
20  computer’s internal IP address and the fixed IP address of IRM 104/HEM port 126.
HEM 124 has a small boot ROM 378 for basic IP communications and a large flash
ROM 380 for fully functional software and configuration data. This allows for remote
software upgrades using, for example, an encrypted protocol riding on top of IP.

According to various embodiments, HEM 124 also comprises transmission

25  circuitry 316 for transmitting and receiving data on a single twisted pair of conductors.
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13

transm ssion circuitry 316 maybe i npl emented according to the hone PNA
standard. Fig. 5is a block diagramillustrating the provision of high
speed dat a #8HP00I nt er net access to guest roonms in a chain of hotels 502
according to one enbodi nrent of the invention. Using the internal

i nfrastructure descri bed above with reference to 10 Fig , .each, hotel 502
has a IocalTéﬂ%ahmEﬂMand#&ﬁﬁwﬂﬂﬁ@bﬂﬁmmmﬁwﬂﬁﬁwgwﬁﬁﬁ@@ﬂ%@éﬂqﬁmwééﬁﬁﬁkbess to
the Internet 504 for each of its guest roonms. According to this

enbodi ment , RN 1 Pl bEQRked 6ff apd eeconlegurédsfopwmnseission socoiding teestdnsiand of a
firewall 506 for the protection of its LAN. Fig. 6 is a block diagram

| [T ustrati ngylofifes Rl SdsO AN, dma%a&qqgmﬂaﬁomﬁ@dbe dobimédefopet access to

guest roons I n a chain of hote s 602 according to another enbodi nent of

the inventign. L. N | nf.ra re gve with

ref erence t% Sm 0%3@%’ %ngﬁépﬁﬁsﬁékﬁﬁﬁ%b1oqqn hgﬁq%hpch i s then
connect ed vmth other. LANs i n the ot her ciel s 6§02 wi de, area

net wor k ¥ WARpmSnesssen eigpuitrh3 Hemay he uaplemented greording R?éﬁ% PTBE ROVKSHERARE 604.
According to a specific 2 o enbodi nent, VPN 604 is built on an optical

fi ber backbone enpl oyi ng asynchronous transfer node (ATM technology to
transmt data packets. It will be understood however that any of a variety

of transm ssion p{P5q¢ebRkcRAhgtdM IRSkAtiHGitHE fRvIsRn didiglespebdyatd ahd transmi t
data in such a network w thout departing fromthe scope of the present

'ZEVE?L'eSEe ¢ ] ap %%%ﬁ%qg é?s@%n{srlﬁ la ﬂﬁn%&'hot@fs%ﬂ@%;cdrﬂiﬁgtt@ fnd émbédifRnt € ay,

are configured In the appropriate format as

T L S e RS e s T o

e server.

10 Fig. 1, each hotel 502 has a local area network (LAN) (not shown) which provides
direct access to the Internet 504 for each of its guest rooms. According to this
embodiment, each hotel 502 must provide its own security in the form of a firewall
506 for the protection of its LAN.

Fig. 6 is a block diagram iﬂustaﬁné the provision of high speed data and

15  Internet access to guest rooms in a chain of hotels 602 according to another
embodiment of the invention. Using the internal infrastructure described above with
reference to Fig. 1, each hotel 602 has a LAN (not shown) which is then connected
with other LANs in the other botels 602 to form a wide area network (WAN) referred
to herein as a virtual private network (VPN) 604. According to a specific

20  embodiment, VPN 604 is built on an optical fiber backbone employing asynchronous
transfer mode (ATM) technology to transmit data packets. It will be understood
however that any of a variety of transmission protocols and infrastructures may be

employed to trausmit data in such a network without departing from the scope of the
present invention. Such protocols may include but are not limited to frame relay,

25  Btherpet, and FDDL Data are configured in the appropriate format as they leave each
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1

The enbodi nent of Fig. 6 provides several advantages over the enbodi nent
descri bed above with reference to Fig. 5. Hi gh speed. access to the

I nternet regswe@s sonme form of connection to the Internet such as, for
exanple, a Ti or T3 line. Not only does such a connection require a
hardware infrastructure to support it, it also necess,itateq%l sqQnme form of
prot ecti on Hqél 60D @ynetamerknitshowe) Wiochmsy be pat 0@52%%4’%?t3‘é“$' %8%al | . Thus,
i f each hotel property a hotel chain were to be directly connected to the

I nt er net (?ta iel By fileGerver.. €ach property would need to have its own
network 10 hardwar e Infrastructure, firewall, and the technical and

drini strati i f uncti ; 4 ith
ii/pR]1 262 ' :Clc\e/:g Ss’i"lge gﬂ@é‘(ﬁ.wp% Poﬁ‘g‘tlé? généﬁﬂdecs%@{?é}ﬁl %?Wﬁﬁaéérﬁerﬁﬁ efbotin@stt, Wi

I's provided via a single network

center (represented by renpte netwark aperatiaon centgr |'é@@ r 608)
at whi ch ondesoribesrbeve WWCF@C‘BWI&@% SB‘E%&”??@&% g&é Voonet ﬁﬁ? i ng

har dwar e and equi pnent may be | ocated and nanaged. AccQrding.to 15 ,
speci fi cs ensnak foemtof cannetion tethe m@mmhe%#@@xwlepﬁ&}i%éﬁ%ﬂ?- ﬁc&l fferent
city than the first against the event that one or the other goes do Having

each hot el Bm?%gg YucHial RehdcYiok tddrdvward infrastoioturn o suppopribiastat i c for
effecting control of the hotels froma central |location- That is, the nore

each hotel  LAN. qie}ug £RRb R tfd RMVEkGe Mo Pimlofdfat &xample,re nor e
vul ner abl e F?cels%a?eg%ggl%hac P%%‘.o Wth VPN 604, security is conplete and

o G G e et ek o

" mnat1 ng what m ght otherw se be
significant field service costs. In additjon bec fetdrGik
equi pnent isth&:htﬂrn%tl(a%/showgbﬁ-5%??@%8?‘1"%)”?’@&81?83%?%3?“ Egav%ngmnt and
support functions at each hotel property nade necessart%/ l% tta%e d25
enbodi nggt Qfardviage irftassuchne) frewall, and the technical and admimstrative stall an

functions to support the same; By contrast, with VPN 604, access to the Internet 606
is provided via a single network center (represented by remote network op eration
center (NOC) server 608) at which one or more firewalls 610 and any other necessary
networking hardware and equipment may be located and managed. According to a
15  specific embodiment, a redundant network center is provided in a different city than

the first against the event that one or the other goes down.

Having each hotel property directly connected to the Internet is problematic for
effecting control of the hotels from a central location. That is, the more each hotel
LAN is amenable to control from a central location, the more vuluerable it is to
20  hacking. With VPN 604, security is complete and centralized cqntrol is virtually

unlimited. This makes things like remote software upgrades convenient thus
eliminating what might otherwise be significant field service costs. In addition,
because nuch of the equipment is centrally located, the costly redundancy of

- equipment and support functions at each hote] property made necessary by the

25  embodiment of Fig. 5 is avoided.
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' 23 STSNPaOl Another inportant benefit of VPN 604 relates to the managenent
of globally wunique EP addresses. As nentioned above, there is a paucity of
pool s of gl gkpbay uni que | P addresses which are sufficiently large to
acconmodat e each host on the networks of nobst mediumto | arge size
organi zati ons. For exanple, one pool of class 5 C addresses agco dat es
| ess than 256 si pyiottenénpertas berefibof WPN&Ohaelrtes fonths magpgimenh 8 glﬁgmléi ent at
nost hotels nuch of the tine, but it is clear that there are foreseeable
Ci r cunNBst anceg; B ep Sddrksse0 UL niRafioted abbas, flexsisplpancigsofipmols afigebalifove, if a
1200 room hotel hosted an Internet technologies semnar it is highly likely

that such s poolmQhaadds gan%g%%a%tﬁaeﬁgn@ 6 W dokzh @Dt eaoh hastdintthon, t hi s

scenari o ma at each property in a hotel chain (sone
conpri sing over 1000 ropertie coul d _pr.

addr esses. \WW@KﬂO%Hﬂgtéggﬁgmtt?\ ?%gep?%eb?régﬁl?agﬁpﬁaﬁo%%gﬁ gg%sﬁ?ﬁ e %ISS%d dr ess
needs of each of the hotel properties over the resources, of kt -Senti re

wi de area ned widtksseshasommiasiates d58a han 256 Fuaiianeans Users 00 8 ISEE ™o " dr esses
m ght be used to accommpdate all of the 15 Internet access needs of an
entire hot el miphebonefeiantdrendat hotelstmichlof thertiyas, byt itivepar thet theR@&Cchai n far
exceeds the nunber of avail able globally unique |IP addresses. That is,

| arge burstsgof L SmRESHSre YTt bei Ful bangie sk yeationksizaboyeof t he
hotel properties wthout exhausting the nearly 64,000 gl obally unique

addresses avai | e in | _ 6 HetinSEE1NEoae likélg @t may al so
be provi ded ia&%r@%hﬁepﬁ?ﬁ%@;@?g%?%c e%gglt el econf eren%liﬂﬁg-over-l P 612
and voi ce-over-|P comquni cations. 614 nmay. be . pfoyi -0 884 makasths .-

Mor eover, bysughaog phpddeesaesy dmeegﬁ%ﬁ ?/nt'c%nr%d(#tg é gg‘?s 616,

10  assumption that each property in 2 hotel chain (some comprising over 1000
properties) could procure a pool of class C addresses.

VPN 604 addresses this problem in that it spreads the IP address needs of each
of the hotel properties over the resources of the entire wide aréa network. Thus, for
example, a single class B pool of addresses might be used to accommodate all of the

15 Internet access needs of an entire hotel chain even where the total mumber of rooms in
the chain far exceeds the number of available globally unique IP addresses. Thatis,
large bursts of IP address needs may occur simultaneously at dozens of the hotel
properties without exhausting the nearly 64,000 globally unique addresses available in
the class B pool.

20 Other secure services may also be provided via VPN 604. For exarple, video
teleconferencing-over-IP 612 and voice-over-IP communications 614 may be provided
to hotel guests. Moreover, by arranging access to VPN 604 by corporate hosts 616,
individual employees of those corporations can have secure access to their employer’s
network from remote locations. Other services such as, for example, property

25  management services 618 may be provided to the management of hotels 602.
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I ndi vi dual enpl oyees of those corporations can have secure access to their
enployer's network fromrenote |ocations. Qher services such as, for
exanpl e, prepeedy 25 nanagenent services 618 nay be provided to the
managenent of hotels 602. 24 STSNPOO Fig. 7 is a block diagram
illustrating an auto-baudi ng techni que which nay be enployed with certain
al ternative embogigr@ns sbitk tigranr Blustratingrauentorbsding teehngiueich @K ORar t 800
illustrating the same. Every transmission line in a hotel's wirin
i”fraStrUCt%ﬁ$k§@§m%&&%ﬁﬁﬁthbéﬁﬁﬁﬁﬂﬁﬁmﬂﬂﬁg&Hmapﬁﬁmhsnhmﬁoduﬁhi6i$as | engt h
and proxim s°to sources of distortion. Therefore, according to a specific

enbodi nent t he, | ' | | | ih Q Hobed skarag PNA
standard i S%WP%%@W%%%EM&%%%Q%G%N eto deter%n' ne the
maxi num data rate for each guest roam i ndividuall . ' ' hﬁﬁ9 of
usi ng a si ndnizasfrastare hps deidey f‘B‘SflﬂlécgaF%mst%cs 1%ea/ttr(l)s&r';nhgﬁ o%nﬁl H\&Z{ In”the
network, each roomis allowed a data rate which js the 3.0 i rum al | owed
by its tsansossscesofidistatioonThowere, asqRpinzgte yenssificsm @Wg’? € baud rate,
i.e., 128 kHz (802). HEM 704 transnmts enpty packets at 400 m crosecond

i nterval s WhietibiRM Whithenasitaimatitestodhus henx PEAUthndardds egplpyed) IRM 702

comuni cation is not established (806), an error nessage is generated

notifying the i | ikt foteBimire 186 mBRMR AataFate dor expk gacst owah ( 808) .
I f, however ha%cc:lc ‘rrrwoge?ﬁj :%.S established 1-5 (806), HEM 704 instructs |RM

702 to baud up. t he xt .hi gher . nHNAH GRtstdWest S

est abl i shed %&Wq%@hﬁe aﬁﬁf’é‘ﬁé‘% rg&ygﬁ%@f@%ﬂﬁﬂé&%&% agai n fF%sst ructs | RM 702
to baud up to the next higher rate 10)..This qccyrs. it Evely until a
baud rate ilsanspassinadingtin W%‘@Sﬁ?ﬂgﬁﬂgﬂ Fso"ﬁic’g’&ﬁr?‘oct&ao%{ee‘g{uggh@hed. At that

point, IRM702 returns to the |owest baud rate (814)7 i@md HEM 104 instructs
| RM 702 {® baugintipn bliowed by its transmission Line. On power, IRM 702 goes 1o its lowest

band rate, i.e., 128 kHz (802). HEM 704 transmits empty packets at 400 microsecond
intervals while TRM listens at its current band rate (8304). If communication is not
established (806), an error message is generated notifying the network administrator
that IRM 702 is not operational (808). If, however, communication is established
15 (806), HEM 704 instructs IRM 702 to baud up to the next higher rate (810). If
communication is established at the next higher rate (812), HEM 704 again instructs
IRM 702 to baud up to the next higher rate (810). This occurs iteratively until a baud
rate is reached at which communication cannot be established. At that point, IRM 702
returns to the lowest baud rate (814) and HEM 704 imstructs IRM 702 to baud up to
20 the highest baud rate at which communication was established (816). In this way, data
to an from IRM 702 will always be transmitted at the maximum allowable rate.
Fig. 9 is a flowchart 900 illustrating the customization of a guest room and the
transmission of control information to in-room systems via a hotel network. The
ability of the present invention to provide half duplex data to each guest room over a

25  single twisted pair connection provides additional advantages which are likely to
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4
20 the highest baud rate at which comuni cati on was established (816). In
this way, data to an fromIRM 702 will always be transmtted at the
maxi mum al | gwabdoe rate Fig. 9 is a flowhart 900 illustrating the
custom zation of a guest roomand the transm ssion of control information
to in-roomsystens via a hotel network. The abili t¥1 of the present
i nventi on t engendet ftkhdralofel dugtdrmar Iopdiey. foresemstyeyuaibe howmitwibyiadudyhes sjngl e
tw sted pair connection provides additional advantages which are likely to

25 STSNPOD 1, 8ng6IRAE forlcubtbhesatibRbEILti6isTb eARE ghay Bddnys tolthe nedemtd year s, the
hospitality industry has been | ooking for custom zation solutions to

tailor guest roons to.tNRe:0aeds 80d ThEbei&eRarSiOkolld@olaehy Wiy elwadest .
The bel i ef Pgef?rﬁréﬁespﬁglgqx\?\%gﬁgﬁg%@ga{' ITgng way toward crgati ngg/t he type of
custoner loyalty with the busingss trayvel er that, aifli - created
with frequefteating e Mﬁ&%@%ﬁ@%ﬁ%&%@é‘ﬁmﬁs ﬁg{&ﬁ%ﬁﬁ%gjﬁ §%ot el chain
keeps a database record for frequent guests _.in which aﬁ_:{ar' et]?/ of

par anet ess mesptedevitisfreqyient Bybr peagiams  Thedrasis,ideads dhat pbg P’éi’r?}g e,

l'i ghting, background nusic, etc Qher custom zation options include
various i nf qlesmtd Qibabass ieteaTFopfrefuent gestoin whieh agueisty efpetamaters fsy bexanpl e,
stock quotes, weather reports, entertainnent cal endars, etc. so Wen the
guest checks_in | © Q5B 1h SeniftBAuRUE SRl Bakiiouadmivsgyeed to suit
t hat guest’ swﬁcﬁg?({eéhgggg’?w%gﬁnétﬁ%% of* configuring the roomautomatically

I nvol ves adj usting varipus .control.s in the rogmvj.a.: | signals
such as, forO®g Toé?lzq’h&&ioé’u??se]ﬁ‘ﬁ@ﬂ%wrﬁﬂé)‘mf’ .%neég%§%ﬁg%@9£g%g?di ng to a

speci fic enbodi nent of the invention, contt[;I I S sigl

! - tg.th
TRV (e. g |guvbtsodh o5 fom ayample, sAGk Giffes, HORAE TGRELY oFtst ipieaf g gidhre) B e

o=

10 When. the guest checks in, the assigned room is then automatically configured to suit
that guest’s preferences. |
One method of configuring the room automatically involves adjusting various
controls in the room via remote control signals such as, for example, radio frequency
(RF) or infrared signals. According to a specific embodiment of the invention, control
15  signals are sent to the IRM (e.g., IRM 104 of Figs. 1 and 3a) in the guest room via the
hotel network where they are converted to the appropriate form, e.g., RF, and used to
set the room controls appropriately. In this way, the room’s thermostat, light controls,
and stereo controls may be set to provide a comfortable and familiar environment for
the newly arrived guest. And, because the present invention allows half duplex data
20  to be combined with standard telephone signals, the transmission of room control
signals may be done in this manner even where the hotel wiring consists of only single
twisted pair technology. In addition and as described above, digital audio and video
signals as well as digital information services may be sent to the room in the same
manner providing further customization capabilities. Thus, the guest room

25 customization solution of the present invention provides a powerful tool by which
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hotel network where they are converted to the appropriate form e.g., RF,
and used to set the roomcontrols appropriately. In this way, the roonis
t her nost at, stdngdai controls, and stereo controls may be set to provide a
confortable and fam liar environnent for the newy arrived guest. And,
because the present invention allows half duplex data 20 to be conbi ned
with st andaggidiehapbenendihgtitlaind hey engandarigestacugpmenloniloomd Bereb¥ gnal s
maybe done in this manner even where the hotel wiring consists of only

single twi §éaﬁgegﬂgasgde[gmgggy. In addition and as described above,
digital audio and video signals as well as digital information services

TRy be sent to he B0 B §AIoaRBORBLARIAY e dLHAtRGHL aup bem zal | on

capabilities. Th S custom zat1on solution of the present

i nvention provides a powerful tool h j ch 26 _STSNP i_ndi vidual hotels
and hot el clﬁla$ql‘il§’e¢m93é?ﬁ@ﬁ%?b(ﬂ%“&?@%‘c\g&é‘%aﬁﬁf?ro %lr?gg*ﬁlégeby realize

i ncreased revenues. Referring nowto Fig. 9, a specific _enbodi ment of the
i nventi o8 Winhdintaimed hea datelsse rdvenl 90 eitienen the serverrfiaspeaifie Aptgl €% P or mat i on
for an individual guest is 5 maintained in a database record 901 either on

the server Qhn@a15886lfsk&erRb@lwiach imay bedewhloatled wrtbe spesiftoteliat gthichhi ch it
may be downl oaded to the specific hotel at which the correspondi ng guest

> Schedul edyl g A0 Ofudsfis B0ialo Yo 66 i AU SRBLingtin (0D gkt i

checking in of i e to sonme other appropriate event, information
regardi ng the guest's, rQqom envi ronnent LeLRNEEsaoslat abase
record 901 BA§SH18 checking i Of W eIROGRy Eoﬁgm%%%fc?%gﬁ{tm nm the 5uest' s
assigned room (904). The information is transm.tted vi t wor k
whi ch may cowgariling thhguesds monsenvisopment Fofjodies Rrefsrepces &t g%"%%%& Qgﬁt@.i %gf“'
infrastructure. The in-room nodul e then displays |

10 is transmitted from the HEM to the IRM in the guest’s assigned room (904). The

information is transmitted via the hotel network which may comprise the hotel’s
single twisted pair telephone wiring infrastructure. The in-room module then displays
some of the received information, e.g., stock quotes, and converts some of the
received information into an appropriate set of control sigpals, €.g., RF signals, for

15  communicating with the rooms various environmental controls (906). These

énvironmental confrols may include, for example, the thermostat, lighting controls,
stereo controls, television controls, etc. The appropri:llte adjustments are then made to
the various systems in the guest room to provide the optimal environment specifically
suited to the stated preferences of the arriving guest {908).

20 Fig. 10 is a block diagram of a file server 1000 for use with various
embodiments of the present invention. File server 1000 may be used, for example, to
implement any of HEM 124 of Figs. 1 and 3a, firewall 506 of Fig. 5, and firewalls
610 and remote server 608 of Fig. 6. File server 1000 includes display 1002 and
keyboard 1004, and mouse 1006. Computer system 801 further includes subsystems

25  such as a central processor 1003, system memory 1010, fixed disk storage 1012 (e.g.,
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sone of the received information, e.g., stock quotes, and converts sone of
the received information into an appropriate set of control signals, e.g.,
RF si gnal s, s1sgpooll5 comuni cating with the roonms vari ous environnenta
controls (906). These environmental controls may include, for exanple, the

thernostat, lighting controls, stereo controls, television traols, etc.
The appr opr hat driad), rovehlesliskrld 14 (o8, Qﬁd%o%dn‘fq}e‘[l%fw @?P%nggr%ﬁl n the
guest roomto provide the optiml environnent specifically suited to the

stated pref graRpemtdiact 161 Péver Whitrh IQUESW AN @8] Int@etRiogumuigedtipng mepydsk
diagramof a file server 1000 for use wth various enbodi nents of the

present invention. iH 0 SRYDRNESE Aetw Rk operatiiyd $ystdo® i npl enent
any of HEM %ﬁn&ﬁe?‘—'i 5‘2&8 azgé% 3 f?revvall 506 of Fig. 5, and firewalls

610 and renote server 608 of Fiqg..6..File.seryer bRchHdeshatespl ay 1002
and keyboaﬁ@mﬁﬁﬁéPEHWHPﬁﬁﬁ@%”ﬁ%&ﬁﬁm%%ﬁﬁﬁ?ﬁg’§§§¥%%@gﬁ%ﬂthither ncl udes

subsystens 25 such as a central processor 1008,, system nengg{\élelolo, fixed
di sk st 05 agenab@genedt OthesTEHMOTItalla foF Uge | ),ewm H 1014 (e.g.,

CD-ROM drive), display adapter 1016, network interface 10 18 over i ch
LAN, WAN, anaditibhiles feveraolsystains aFormsmpey aiother systamsapidigsiudemose &P\/er
1000 operates according to network operating system software and may

per f or m ot h%ae IEHE%EQQP NG0SH EN 2 Aulti-pRice@yPERtca), b1 d @chehetminlms sha@gvn).
managenent - er systens suitable for use with the invention nmay include

addi i onal o T evg, SUBRRA Bkt P KRk 1000 fgromiRkes i 0200] ude

nore than one pr , a nulti-processor system), or a cache
Fapr event od Bowarkoeserning:s RBHBTEH e g riFbdhBfn ehpfeSEvE L B T
eree nlr:)eCttlhg Qut;ss(;sr,]tgnrrrl‘se. gc?rre\:/clalrlllglet, glclclalnl:lfus could be utilized to connect the central
processor to the system memory. File server 1000 is but an example of a system
suitable for use with the invention. Other architectures having different
configurations of subsystems may also be utilized.
Various ennbodiments of the present invention may be used to provide special
15 levels of service to specific groups such as, for example, the attendees of a conference
at a hotel property. That is, conference attendees are identified when they connect to
the hotel network and are provided access to specific content and online services
which are related to the conference. Fig. 11 is a flowchart 1 100 illustrating the
providing of such online conference services using various ones of the network
20 infrastructures described above such as, for example, the network environments of
Figs. 1, 32, 3b, 5 and 6. A group identification nuraber or tag is associated with each
of the attendees of a specific conference (1102). According to a specific embodiment,
this is accomplished by associating the network addresses of the IRMs in each of the

guest rooms occupied by one of the attendees with the group ID tag. Conference

25  specific services and content are then provided on the network (1104).
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3-0 the subsystens. For exanple, a local bus could be utilized to connect
the central processor to the systemnenory. File server 1000 is but an
exanpl e of grssywiem suitable for use with the invention. O her
architectures having different configurations of subsystens nay al so be
-utilized. Various enbodi nents of the present invention_maybe used to

provi de speci al CbhfSrdney sdreices mipht include tfor epample. sBbBRHE 1) BRReIOC |
exanpl e, the attendees of a conference at a hotel property, That is,
conference gt eNERESorPRYdrdeNbitileasifothesing Wity ottenatisrleesof thheoriereade. net wor k
and are provided access to specific content and online services which are

related to {he.conf D _ e services which ar
Fpgﬂ(gﬁ%gﬁf)ﬁ%geﬁg% ﬁ%ggtruzérs Inaly Dafe dofaneé el wan

provi ding o ence Services using various ones of the
network 2G infrastructures described above .su AERLBonithe

net work env W%ﬂﬁ%ﬁ?lgcwcaﬁ-‘f‘gg?ﬁ’ ,°n%5‘?n°55tj{e“§%%5ﬁhgl "E%"‘ff*‘gﬁ"oﬁg “denti fication
nunber or tag is associated -with each of the attendees of.a sees%iffic
conf 6rense (dftoBtionAdnmfeibnvg spesific eqpet S a6ndop G’I‘Wéﬂt”’, eleqhypnic §op

acconpl i shed by associating the network addresses of the IFMs in each of
the guest E,Qﬁéf& pRE&Ha adhdyondrencefas ekl 2a Prentiody @ preseniaheny ASUBOYIEEY-ag.
Conferenoc 25 specific services and content are then provided on the

net work (110fksviduef BreSerterSHNROuniGRA Ces00E: fOEGW A tasizglitniwas le, for
exanpl e, subs an?l a ]fy real time voice communication and/or video

tel econferenci ng wth other t 11 #rethefiSAC Chat RPGAK Edfld be
conference &M§3 “'?él?egmnﬁtaa%e@%gf@\;dpghghey %nt to distribute to
attendees electronjcally. Only caqnference_attendegs L@ such
el ectroni ¢ Provifed %‘ﬂ%ﬁ.atWP%&FJ%@&#WB%%%%{]%%%%S, or exanpl e,
el ectronic copies of papers presented at_the conferenc% as Vﬁ‘lﬂa as

Power Poixt ( rtheiptase bt mteram svithrathgymespmbges Only conference members Wold have

access to the chat room. This service allows conference attendees to discuss questions
and comments about the conference, talk about the sessions that were good and bad,
critique speakers, and in general exchange information with other attendees.
According to various embodiments, the chat rooms could be recorded and the
15 information provided to conference organizers to allow them to better serve their
members at future conferences. The real names of chat room participants may be
excluded from this information. Bulletin boards for the posting of information by any
conference attendee may also be provided. Discounted access to other services such
as, for example, entertainment and information sexrvices, may also be provided.
20 As described above v-/i’thvreference to Fig. 2, when a guest’s computer connects
to an IRM in any one of the guest rooms, the network IP address associated with that
IRM is associated with the computer (1106). As discussed above, this agsociation
could mean a DHCP assignment of the network IP address to the guest’s computer
where the computer did not already have an internal IP address. It could also mean

25 that the internal IP address of the computer is translated into the network TP address.
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I ndi vi dual presenters at the conference can post follow up notes and
answers to questions they were not able to get to during their
presentatio squi”‘t Roonms could be provided in which, at the end of the
day, conference nmenbers can get online from10 their roomto interact with
ot her nmenbers. Only conference nenbers woul d have access to the chat room

This service,al hows: &8 %1'% 4 a‘isﬁﬁ&lﬁﬂﬂ?%§ eﬁ&t@ﬁ%ﬂﬁ%ﬂﬂ@&d}mm orand comment s

about the c erence, ta out the Sessions that were good and bad,
critique speakers, an jin general exchan I nf. ' ] t endees.
Accor di ng t EFRe F%?Wﬁg%e:i’@ﬁés,pwz%c a alpgg‘rrl;fs%%oui EI%%)ggfggéc}%bggEand t he
15 information provided to conference organizers to allow themto better
serve t hei r withgefseanse ta Figu@-ur e conferences. The real nanes of chat room
participants may be excluded fromthis information. Bulletin boards for
the posting of i nfihe retwoninlthyddeesy associafed véthcepatie st feSPde He

provi ded- Di scounted access to other services such as, for exanple,

entertai Emgéso@ﬁ%div%?ﬁﬁ%&émg Vi108}; acdeBy toxhe codferepeespieciéic. seddoeagnd
descri bed above with reference to Fig. 2, when a guest's conputer connects

to an IRMin any, one of,t e 8EHeF Basl, agsoci at ed
with that Fﬁi‘]‘e%(tsargggo&c}eg? g%}% \l/{m% ?%Of{tﬁg%grgﬁ%%tﬁgpq?%gdtﬁm di s%ﬁis’sed above,
this association could nean a DHCP, assi.gnnment | P address to
t he guest' s nebvaskdR pddrgivds 8%4%%"“&"6%‘1‘1’1%6h%cﬁrﬂu%%fhalb?gg%gﬁéean i nt er nal

| P address. It could also nean 25 that the internal |P address of the
comput er i s confensicaspatificeovicdsand sonentds blockes (Ehenetyotk pERBEERS FMS g gr ess
assignment/transl ation may be effected by the IRM the DEEM or a renote
server wher gstdiutbtDivith thesguest s confipuerwintil thalsegsionearis erft the FROBYICEES cr i bed
above

10 disconnected from the IRM or powered down (1114).

The technique described above with reference to Fig. 11 could be used more
generally to restrict access to particular services, content, web sites, other networks,
etc. to specific identifiable groups. For example, when an employee of a particular
corporation checks into the hotel, the network IP address of the IRM in that

15  employee’s room may be associated with a group ID tag which will enable access to
the corporation’s computer (e.g., see computer host 616 of Fig. 6). Aswill be
understood, restriction of access to a variety of content and services in this manner

may be effecteé according to a variety' of group identifications without departing from
the scope of the present invention.

20 ‘While the invention has been particularly shown and described with reference
to specific embodiments thereof, it will be understood by those skilled in the art that
changes in the form and details of the disclosed embodiments may be made without
departing from the spirit or scope of the invention. For example, many of the
embodiments described herein have been described with reference to hotels. It will be

25  understood, however, that the techniques employed by the present invention may be
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with reference to Fig. 6. If the network | P address associated with a
particul ar guest's conputer is associated with the group ID tag (1108),
access to tsheysg@nf erence specific services an content are provided to the
user of that computer (1110). If, on the other hand, the network IP
address is not associated with the group ID (110%), access to.th

conf er ence sppRéEd fo LvarRiyvofeaacare and msemtionssush esKedexample, 5By RIS addr ess
remai ns associated with the guest's conputer until the session ends, e.g.,
the conput af,:15 e QrditEE B Sptaasitibh Qevérileomimnent desueibed hetein(eiplay . The

t echni que descri-bed above with reference to Fig. 11 could be used nore
generally to restrjct _access [ 6 $Arin€ UhE Ak moseb sites,

ot her net V\o‘i’n%?g".‘"s{e P%M?%%&E%@%P% %g%?ﬁoh\l%g. Fogr: exanpl e, when an
enpl oyee of a particular _corporation ecks.into th : rk IP
addr ess of bﬁhﬁng&wﬁqquﬁlait@@béﬁlﬁﬂﬁﬁfgg‘ggmf@&ﬁ?ﬁ%&wgs §%S§§{):‘%{a %ﬁﬁ\?\? %}ﬁlsﬁlogr oup
I D tag which will enable access to the corporation's co Utfqrr %e.ﬁ , see
conput ers hosiplédénted oframy of) widagarigty lof warng inFasEIcHBes mF]é’g{%gr CSHBI® access
to a variety of content and services in this manner nmaybe effected

accordi ng t BaRmMeREhEATM Syseial Thetkdnt, the smps ofitheanvdnsion seapdPei ng from the
scope of the present invention. 20 Wile the invention has been

particul arly sho i 1 gr@nce to specific enbodi nents

t her eof itﬁ%e@ﬂ%%@%&%@%@é%@ﬁ?%ﬁ%%ﬂgki lled in the art that changes in
the formand details of the disclosed enbodi nents nay be made w t hout
departing fromthe spirit or scope of the invention. For exanple, many of

t he enbodi nents descri bed herein have been described with reference to
hotels. It will be 25 understood, however, that the techniques enpl oyed by
t he present invention may be
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30 5TSNPO01 applied to a variety of structures and institutions such as,
for exanple, schools, office buildings, and the like. In addition, several
enbodi ment described herein enploy single twisted pair wiring which is the
standard tel ephone wiring found in st buildings. However, it will be
understood that the techni ques descried herein maybe inplenented on any
of a w e iy&i ng i nfrastructures including, for exanple,

Et her\rllwe/\?ﬁémgA m@"‘sﬁ%ﬁ Therefore, the scope of the invention should be
determned with reference to the appended clainms. 31 32 WHAT IS CLAIMED | S:
1. A nethod for providing Internet access to a first conputer via a first
one of a plyralit ?f networ k access nodes in a_network using a_plurality
of gl &ball @ﬁ?'ﬂ%@) PPPEYY E@s@'&t?"ﬂ%aﬁ%ﬁ%ﬂ%@'&%@%@ﬂ@ Wadhfikdvi ng a
network address associated therewith which is unique on the network, but
not a oaeiaf a plwelitt chaeiwer achess inodesnotaetwascosinghedduralityraf a fir st
net wor k address associ ated therewith, the nethod conprising: associating

t he figlebatigt woigueadldr addrasisel, tthe hetvadrkcaopesemoalds eathehatdingsa conput er
i's connected to the first network access node thereby providing access to

the nepa@Vdrk 26@RSschisuciatdd fifdredith @hidhes Unedad lon tHe AdevbiR asfldr esses
with the first network address for conducting an Internet transaction; and

di sasspGi gty TRferhbt SdWLODAHe 8N AEBvdIk BEHEES hddPRaliMy bl fiRdt

network address associated therewith, the method comprising:

associating the first network address with the first computer while the
first computer is connected to the first network access node thereby
providing access to the network;

associating a first one of the globally unique IP addresses with the
first network address for conducting an Internet transaction; and

disassociating the first globally unique IP address from the first
network address upon termination of the Internet transaction, the first
globally unique IP address then being available for association with any of
the network addresses.
2. The method of claim 1 wherein the first computer has an internal IP
address and associating the first network address with the first computer
comprises translating the internal IP address of the first bomputer to the
first network address.
3. The method of claim 1 wherein the first computer does not have an
internal IP address and associating the first network address with the first
computer comprises assigning the first network address to the first

computer.
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net wor k address upon term nation of the Internet transaction, the first

gl obal Iy uni que I P address then bei n@aavai | abl e for association with any of
t he networ kyrafdsfpgsses. 2. The nmethod of claim 1l wherein the first conputer
has an internal IP address and associating the first network address with

the first conputer conprises translating the internal I dr ess t he
first conputer tg the]."he‘methbdnmlaimkWéﬁéﬂbﬁﬁqclgqngﬁh%&Fégﬁggﬂ%Pm&l%ﬁn 1

wherein the first conputer does not have an internal |IP address and
associatin s TiifhSihe RO WOESutadbngsiscsinploging afetverk addrpUTELEBRr | ses
assigning the tfirst network address to the first conputer. STSNPOO ' 33 4.
The net hod of , cl 1ai m | wherein associating the first globally U LIque TP
address wi t o8 1 r st conmput er conprises enpl oying a network address.
translation protocol. 5. The nethod of claiml| wherein the network
conprises a |local area network and the associating and di sassoci ati ng of

E’iﬁ&da Regiogiat ed with

the first globally unique | P addyes i s.dane
the | ocal area nétwor Fhe msi ﬁ%ﬁnibe(?Feé?% ne\?\%%r%ecilaﬁﬁ)t e network conprises

a wide area network and the associating and _di sassaci at.ing . of LISt
gl obal | y unpemerk hdihedrswsiating ambﬁ&aswwalﬂﬂﬁﬂgﬁeg@’é@\?@{%ﬁ%‘% ](I:i)ir%lt%éosks t he

w de, area network. 7. The nethod of claim| wherein associating the first
net wor k addiEdsne byid Keatiiel dssocidted-witipthedocal sred@vasYy- the first network
access node.

6. The method of claim 1 wherein the network comprises & wide area

network and the associating and disassociating of the first globally unique IP address

is done by a remote server which controls the wide area network.

7. The method of claim 1 wherein associating the first network address

with the first computer is done by the first network access node.

8 The method of claim 1 wherein portions of the network comprise a
single pair of conductors, the method further comprising transmitting half duplex data

and standard telephone signals substantially simultaneously over the single pair of

conductors.

9. The method of claim 8 wherein transmitting the half duplex data
comprises transmitting the half duplex data at a first frequency which is significantly

higher than a second frequency at which the standard telephone signals are

transmitted.



8. The method of claim1l wherein portions of the network conprise a single
pair of conductors, the nmethod further conprising transmtting half duplex
data and standard tel ephone signals substantially sinultaneously over the
single pair of conductors. 9. The hod of claim8 wherein transmtting
the half duplex data conprises tra itting the half duplex data at a
first frequency which is significantly higher than a second frequency at

W -dch the standard tel ephone signals are transmtted. 34 10. The nethod

of cl ai rt her rec Ly control. .informatjion fro

net wor k %t PkﬂtﬁPﬁp qsc@%fmol sy%rlt@?ﬁ pPBTIPHEIRI t ECCRINING PQF{nﬂLt wor k
access e 11. A net hod for providing access to a network via a first one
of a PN Elqt’t%n HP”hé’E‘WW&(EEJ%CﬁBH@g“ﬂQ]atﬁ@ntrﬁ@kmtﬁm tPﬁ@XlﬁMtﬁo’Kk access
nodes each having a network address associ ated therewith which is unique
on t he thedinet Retworkragcessvmioide. | nt er net address, the first network access
node having a first network address associ at ed therevm'th, t he nmet hod

conpri diftng @sswethaid figr tphevidingtactissotk adibtassk Wikhaafifdtr 6he conmput er
while the first conputer is connected to the first network access node

t her eby|uraligy i ﬁ@t\ﬂéﬂ\esa%de%st h8dest WPithe Rétwdike {HR I?fé?!wgfrk Chdddy

wherein the first conputer has an internal [P address and assocl atl ng the
fi h
| nt o niPOPR <ot AT X rictwolE ahiufete SRSRUARG HERRRHEFAIA RTTNRNGY cco

on the network but not a valid _Internet address, the first network access

node having a first network address associated therewith, the method
comprising associating the first network address with a first computer while
the first computer is connected to the first network access node thereby
providing access to the network.

12. The method of claim 11 wherein the first computer has an internal IP
address and associating the first network address with the first computer
comprises translating the internal [P address of the first computer to the
first network address.

13.  The method of claim 11 wherein the first computer does not have an
internal IP address and associating the first network address with the first
computer comprises assigning the first network address to the first
computer.

14.  The method of claim 11 wherein the network comprises a local area
network and the associating is done by a headend associated with the

local area network.



13. The method of claim 11 wherein the first conputer does not have an
internal | P address and associating the first network address wth the
first conputer conprises assigning the first network address to the first
conmputer. 14. The nethod of claim 1l wherein the network conprises a | ocal
area network and the associating i $8%one by a headend associated with the
| ocal area network. 35 15. The nethod of claim 11 wherein the network
conprises a wi de area netmork and the associating is done by a renpte
server control a ea.n t wor K. . The nethod of claiml1l
wher ei the 5?5'6‘8%?5@5 ‘?@'”Elo” reeths petwor ?%PK'Sﬁéc%é'@ RAH€&2 17. The
met hod of claim 11 wherein portions of the network conprise a single pair
of conbgiwerksandtbenassnsiating ihaoneohy i Kimete parer whichgCordrelsdigl ex dat a
and standard tel ephone signals substantially sinultaneous over the single
pai r ofvidemdestreteword8. The nethod of claim 17 wherein the transmtting the
hal f duplex data conprises transmtting the half duplex data at a first

frequengy wrhehmieghod icdrilhing ant whehéiahite bb@@ciétlﬁ?Cl@r@oﬁé eUERCTirgtt Whi ch
the standard tel ephone signals are transmtted. 19. The nethod of claim1l

furt hepeRPEM ASEYS ﬁ?&@j ving control information fromthe network for
controlling a control systemproximate to the network access node.

17. The method of claim 11 wherein portions of the network comprise a
single pair of conductors, the method further comprising transmitting half
duplex data and standard telephone signals substantially simultaneously
over the single pair of conductors.

18.l The method of claim 17 wherein the transmitting the half duplex data
comprises transmitting the half duplex data at a first frequency which is
significantly higher than a second frequency at which the standard
telephone signals are transmitted.

19. The method of claim 11 further ‘comprising receiving control
information from the network for controlling a control system proximate to
the network access node.

20. A network access node for providing access to a network of which
the network access node is a part, the network access node having a
network address associated therewith which is unique on the network but

not a valid Internet address, the network access node comprising

connection circuitry and a processor, the processor being operable to
associate the network address with a computer while the computer is
connected to the network access node via the connection circuitry thereby

providing access to the network.



20. A network access node for providing access to a network of which the
network access node is a part, the network access node having a network
address associ ated therewith which is unique on the network but not a
valid Internet address, the networ ke@gcess node conprising connection
circuitry and a processor, the proc or being operable to associate the

net wor b 1addipepaaWehl M od Véﬁfnt@mdrﬁéﬁﬁpgﬁirﬁtﬁybﬁ[tﬁiéf n&l%'ﬁ}ﬂgé do the

net wor k access n\g‘ge via the connection ci er eby provi gl Nng access

to the Kk A dule for . interconnecting a ,plurality of
net wor RoGebals eyolk; Rl s figd b AC A b Bndiats, &
net wor k _addr es assogi ated therewith ich is unique on the network but
ot . SPPHATSA dpERwit KiNch & daite AR RBENaek Dl Ao YEID Inlemeh ng
access to the network for a conputer connected to the network access node,
t he headdmssRARNeNebURRK accers andefer areviging aceessivn te inetwplt i e to
associ ate the network address associated with each network access node
wi t h t Becoroppitereconoeatsst tedhe heetstarkt herestsy npdey ithé rge st snddulehe
networ k. STSNP 001 METHODS AND APPARATUS FOR PROVI DI NG HI GH SPEED
CONNECEbIRTISirTgah &1Biking\o) SISMVEITCIRSERAGIHIEF o T el RLRE kN 0ds and
or

appar atus are descri bed provi ding access to a network via a first one
of ap i a S i access
nodes %ggﬁééﬁa\%gggc@%%%haggﬁéssnggggﬁ(cia%tc %gst ﬁggéﬁnﬁ’b H \%3 c%@ﬁﬁégl gue on

the connected thereto thereby providing access to the network.



network, the first network access node havin L fi
rk, f : : g a first network address
associated 10 therewith. The first network address is associated with a

first conputer wnilethefirst co [ [
Ler, fi nputer is connected to the first network
access node TgﬁPe eby providing access to the network. STSWOO i.APP 8114101

- METHODS AND APPARATUS FOR PROVIDING HIGH SPEED
CONNECTIVITY TO A HOTEL ENVIRONMENT

5 ABSTRACT OF THE DISCLOSURE
Methods and apparatus are described for providing access to a network via a
first one of a plurality of network access nodes in the network. The network access
nodes each have a network address associated therewith which is unique on the
petwork, the first network access node having a first network address associated
10  therewith. The first network address is associated with a first computer while the first
computer is connected to the first network access node thereby providing access to the

network.
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