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1 SPECI FI CATI ON COVWUNI CATI ON SYSTEM AND

COVMUNI CATI ON METHOD 5 TECHNI CAL FI ELD Thi s invention
relates to a communi cation systemand a comruni cation
nmet hod, especially a radi o conmuni cation systemand a
radi o communi cation nethod utilizing the wreless
technology in a nobile network.1 This invention can 10
al so be used in a heterogeneous network environnent to
provi de end-to-end QS guar ant ees. BACKGROUND ART I P
networks were originally GRGtQyparry best 15
effort traffic. In best effort service, the delivery
of packets is not guaranteed. For applications that
are delay sensitive such as real-tine nmultinmedia

o YN AT RO AR PR BRI R T

t hese applications need sone 20 | evel of service
guarantee fromthe network that this data is |likely

to ' n_ti in order to be useful. Best effort
seF€?Eg¥8ﬁgm£§EE% is not sufficient to cater for the
requirenegts of these applications. Therefore, Quality
of Servicel

EboyeRLppBr FehakeHebdm comnyn eakken jsystem and

conponent in a systemto provide user of services 2 .
wi £ h CRMEEPLERT P8y e o derssRec bl dntesgdiPusongypication

popul ar

system and a radio communication method utilizing the
wireless technology in a mobile network. This invention can
also be used in a heterogeneous network environment to

provide end-to-end QoS guarantees.

BACKGROUND ART

IP networks were originally designed toc carry best
effort traffic. In best effort service, the delivery of
packets is not guaranteed. For applications that are delay
sensitive such as real-time multimedia applications, data
needs to arrive within a specified delay bound in order for
it to be useful. Therefore, these applications need some
level of service guarantee from the network that this data
is likely to arrive on time in order to be useful. Best effort
service, however, 1is not sufficient to cater for the
requirements of these applications.

Therefore, Quality of Service (QoS) support has become

an essential component in a system to provide user of services
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nmet hods to provide QS in a systemare using the
Integrated Service (IntServ) (non-patent docunent 1
below) and the Differentiated Service (DiffServ)
(non-patent docunent 2 5 bel ow) nethods or their
variations. IntServ Framework was devel oped in | ETF
(Internet Engi neering Task ForZe) to provide

i ndi vidual i zed QS guarantees to individua
application sessions (flow). It requires individua

Se%ﬁit%na tc%ftﬁaéi%%vé%féf %:e?wlc%ech?%%%gtégst 0 Tg{]ozg'%%(%popular

its end-to-e I'S satirsfie rv-oper
Per oW resource reservatio

a per_.fl ow basis. . f% i

| nfESRPIS 31 PERVEAE ReRdll o Yo 8P % §° pPiceng Intecrated

resource reseryations and t intain er-LI w_state

f oF RIS | b EeRE! g PR BAYR hE GG ThPELgi)| and the

cause a | arge ampunt 15 of overheads just to maintain

oalh TERHED R LRb (P F TGS THPSE THAREL |(RPBSPRtEMtI Gsiment 2

very unscal able, To solve the scalability problem the

D PrSeM) redihpdsors dhedttervascsmminged by | ETF. In

the DiffServ solution, flows of sinilar

char act efR$Siedy dricamgjipeigared Zevadiaped clasdETFhe(Internet

nunber of classes is pre-determ ned by the network .

supperficrd inge DefkSerforde Andwor krovadehi $ndivadeadiked QoS

packets carry their own state in a fewbits at the IP

hegderahbs€er: thi fifnetienidusle el aeborCosies Pooms ) (flow) . It

and do not require the router to keep the states of

eactkduliows 25dibidoedr sepadkeat soiresdeveasef fiolempyresource

not follow the sanme 3
to ensure its end-to-end QoS is satisfied. IntServ operates
on a per flowbasis. Per flowresource reservation in IntServ
implies the need for a router to process resource
reservations and to maintain per-flow state for each filow
passing through the router. This will cause a large amount
of overheads just to maintain each state of each flow. This
makes IntServ solution very unscalable.

To solve the scalability problem, the DiffServ
solution is later recommended by IETF. In the DiffServ
solution, flows of similar characteristics are aggregated
into a class. The number of classes is pre~determined by the
network supporting the DiffServ framework. In this
framework, packets carry their own state in a few bits at
the IP header (DSCP: Differentiated Services Code Point),

and do not require the router to keep the states of each flow.

Moreover, packets in the same flow may not follow the same



path as opposed to IntServ. Each packet receives a

particul ar forwardi ng treatnent based on this DSCP.

This DSCP value will determ ne how this packet is

treated, e.g. packets with high priority DSCP will be

forwarded first. 5 Conventionally, the IntServ support

and the DiffServ support are handl ed at the networks.

The end term nal has no know edge of these handli ngs

bei ng taken place. Al marking, scheduling, and

poliging_LS ' t net e S .

th a;&gtvv?)%k (lgﬁé{)ée%g ﬁgtﬁétes% Yer m%rza;%}f %%@%tgseggcelves &

nmet hods | et t net wor k handl e t he S rel ated. .

UREE TS ata AP AR e ERT ek RorR LB iFoRSCRs This

a e and not _i ndividuyal end term nals. Therefore,
2DSCaevals Brodi dtBariee B fb-SnboeRatekpeltonted, ©- 9.

the handling of QoS functjonalities needs to b

e .
caPRCEGtSUM G & ey 1o tle¥ nPSel Wikkllpe beryagded first.
termnal itself has better know edge of the state it

Sis at. NeRMFghédenaddvmesbelIntBerv| puBgpateandekie dei ffServ
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wor ki ng group

ht EpPP. aret hapddept alt. Eher necwprksserVhe hend ekefiiinal has
20 Non-patent docunent 2: |ETF Differentiated Service

VWonki kgc@rlmgue of these handlings being taken place. All

http://ww. ietf.org/htm .charters/diffserv-charter. htm

| mikipgt erstchoobuinient, 3antEPE1Resougr ciss Reservedi ont by the

Prot ocol (RFC2205) 25

ht hptiwbmmelehéndsgltt fidver he2RO0bkt ktstead of the end terminal.
These methods let the network handle the QoS related
functionalities based on current network conditions as a
whole and not individual end terminals. Therefore, in order
to provide better end-to-end QoS experience, the handling
of QoS functionalities needs to be carried out at the end
terminal itself, as the terminal itself has better knowledge
of the state it is at.
Non-patent document 1:
IETF Integrated Service working group
http://www.ietf.org/html.charters/intserv-charter.html
Non-patent document 2:
IETEF Differentiated Service Working Group
http://www.letf.org/html.charters/diffserv-charter.html
Non-patent document 3:

IETF Resource Reservation Protocol (RFC2205)

http://www.ietf.org/rfc/rfc2205.txt;



5

10

15

20

25

4 Non-patent docunment 4: 3GPP http://ww. 3gpp. org
Non- pat ent docunent 5: 5 3GPP2 http://ww. 3gpp2. org
Non- pat ent docunent 6: "Network Architecture"” 3GPP TS
23.002 V5.8.0 (2002-09)
ftp://ftp.3gpp. org/ specs/archivel/ 23-series/ 23.002/ 10
Non- patent docunent 7: SIP: Ses&éion Initiation
Protocol - RFC2543 Non-patent docunent 8: SDP

Sessi on Description Protocol - RFC2327 Non-patent

doﬁﬁﬂﬁﬁgaégnfl AR, fwthentication

ht t WWW. | etT.org/internet-drafts/draft-arkko-pppext

-€4 - aka- 08. t xt Non-patent docunent 10: "Part 11:

Wrel'ess Medi um Access Control (MAC) and physical 20
ecifications: Specification for Enhanced

Ia%ir (3 Sy

Se&I Py MREE SRR 6D, 111/ D3. 0, November 2002

Non- pat ent docunment 11: "I EEE Standard for Local "and
ol Ba et o ke

3GPP2

http://www.3gpp2.0org

Non-patent document 6:

“"Network Architecture” 3GPP TS 23.002 v5.8.0 (2002~09)
ftp://ftp.3gpp.org/specs/archive/23 series/23.002/
Non-patent document 7:

SIP: Session Initiation Protocol - RFC2543

Non-patent document 8:

SDP: Session Description Protocol - RFC2327

Non-patent document 9:

EAP AKA Authentication
http://www.ietf.org/internet-drafts/draft-arkko-pppext-e
ap—-aka-08.txt

Non-patent document 10;

“Part 11: Wireless Medium Access Control (MAC) and physical
layer (PHY)} specifications: Specification for Enhanced
Security”

IEEE Std 802.11i/D3.0, November 2002

Non-patent document 11:

“IEEE Standard for Local and metropolitan area networks

Port—-Based Network Access Control”



25 Port-Based Network Access Control" 5 |EEE Std
802. | x-2001 Non-patent docunent 12: "DRAFT | EEE
Standard for Local and Metropolitan Area NetworksPort

Based Network Access Control Anendnent 1: 5 Technica

and Editorial Corrections" | EEE DRAFT P802.1 aa/ D4

Novenber 5, 2002 Non-patent doeunent 13: I TU-T Z. 120
Message Sequence Chart, 11/1999 Non-patent docunent
14: 10 Floyd, S., and Jacobson, V., Random Early

Detrel @ gateways.odor Congestion Avoi dance V.1 N. 4,

August 1993, pp. 397-413 Non-patent docunent 15: D

CI@@%_@EQé%k NG merfXPlJd cit allocation of best effort
packet “de

6(4b’ %%QSIEE%S §€?%§83632§3rcH§h¥¢yt%Bdseﬁ¥£?§8$59§%n ‘Aréa

support "has recen

CORENEMRAN BN MIE R s FRER  pgpnamenc 1

I'Tvery service", |EEE Trans. Networking,

econe one o e essen

' the servjce to the user. The term nal onl
5PL&§I géc iﬁ?i}ﬁéﬁ%ﬂ§ﬁﬁ%xﬁ§%¥%ﬁt%%%sépplication d
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level . e. g. USi SVP__(Non- Pat ent Do t 3) t
e Bt Palol welbT a7 FRe: nr walR2babed or

ap&lication requirenents. In the wreless
en

PPoRAERTL CREURSHS o’ onger suites the QS
ITU-T Z.120 Message Sequence Chart, 11/1999

Non-patent document 14:

Floyd, S., and Jacobson, V., Random Early Detection gateways
for Congestion Avoidance V.1 N.4, August 1993, pp. 397-413
Non-patent document 15:

D. Clark and W. Fang, “Explicit allocation of best effort
packet delivery service”, IEEE Trans. Networking, 6(4), 1998,
pp. 362-373.

Quality of Service {(QoS) support has recently become
one of the essential components that make up a successful
system. Conventionally, QoS is handled by the network that
provides the service to the user. The terminal only involves
in the QoS process at the application level, e.g. using RSVP
(Non-Patent Document 3) to request certain resources from
the network based on application requirements. In the
wireless environment, the RSVP no longer suites the QoS
control. Mobile Terminal would change 1its point of

attachment from time to time, and thus use different data
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control. Mobile Term nal would change its point of 25
attachnment fromtine to tinme, and thus use different
data 6 path even within one service session life
cycle. Moreover, the RSVP requires support on every
node al ong the data path, which is not always
possible in the | arge and conplé cated systens. 5 Wen
| ooking at the end-to-end Q©S, the nobile termnal is
al ways one of the ends. It is the receiver of the

copLent évenatﬂgtﬁbﬁ HeeTs v e s%%rség%lellggeEﬁgﬁ?E?’ hfeover,

term nal nust participate 1 n

Tr A ' tk@@@'ré‘%ﬁ}.’\@égt%sp | s S5 Se%%gg(rl%ge arﬁ I'Ill'lquclégﬁ Xlata path,

| ocali zed con based
o, G P & %ﬁa«%’%@e%smwaﬁ% R b1 catea

netmorks could have packet drops in each of the
nef¥Srk™Sand they woul d performcontrol separately.
Thi s kind of uncoordi nated control is inefficient not

opt i m selheB;ireking 2 typhe L@ ddnand QpS: thie BPpidgterminal

consuner of the traffic, it has all the information
abdGt2 YRy T 98¢ T hposieds - A yedhe tRaeivse khe contents,
information for QoS control could bring a better user
expefi EReeUser At Wbeksernirre (I roferal fpTFerminal must
control performed 20 by the network el enments in the
i nParfegire&enénwbhi) Qo heonhieehor KI ool i @m y petwar nbased
queui ng or dropping to ease the traffic congestion.
ThReSceahdredts solevaisueel Iy obbealized, i.e. control is only
based on local network conditions. For example, a terminal
sending 2Mbps traffic to another terminal through a few
networks could have packet drops in each of the network, and
they would perform control separately. This kind of
uncoordinated control is inefficient not optimised. Since
a mobile terminal is the ultimate consumer of the traffic,
it has all the information about the QoS it enjoyed. A system
that uses this information for QoS control could bring a
better user experience.

In network centric QoS control {QoS control performed
by the network elements in the intermediate network), the
network could only perform queuing or dropping to ease the
traffic congestion. This could not solve the problem
completely. For example, if the congestion were caused by

a terminal sending too fast, to perform network dropping or

queuing would only make the terminal or another terminal to
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conpletely. For exanple, if the congestion were caused
by a termnal sending too fast, to perform network

dr oppi ng or 25 queuing would only nmake the term nal or
another termnal to 7 suffer bad service experience.
The better way should be allowi ng the source and the
nobile termnal, to perform scheduling of its traffic
in a proper manner. Therefore, a signalling nethod
and a traffic control nmet hod need to be 5 devel oped

fogylehe rmhid &d éxBEPFeBBS exzégnﬁe%%%%(w%y should be

networ k not capa e of managenen

tegq&g%l ée@ﬂé(: oghrolh r5$$i?héegbé¥ﬁ?mmt° perform

certaln gree guar an ees

t f h d t cl th t k 10
SEbLabhies 210 oagecPel, £l L0 BB 10 povesore,

avoi.dan aIto t her | S CSU E OF THE | NVENTI ON |
o SEPRPY 1180 MEETPre bt G Tkt MU bR R hereds Lo be
QS control l er nodul e needs to be transferred fromthe
nefBGEPROPE: ATt &1y6 HAPL I et imdal will be made
aware of _traffic conditions, and the necessary
correcti BAE ridedl EFtusMhanared af metwakli peit capable of
instead of passing the responsibility to the network.
ThPSI hPrmiRgeos Hea st kge U sermndnalnaenesiar@dy control
congestlng the traffic, and do away on the reliance

ncaBt $bf lmfssgxémemeri;@remetgadean@ﬂ @odl gjugosntees. If the

rel ated functionalities.
terminal itself behaves and does not clog the network

unnecessarily, then this will lead to congestion avoidance

altogether.

DISCLOSURE OF THE INVENTION

In order to resolve the problems mentioned above, the
QoS controller module needs to be transferred from the
network to the terminal. The terminal will be made aware of
traffic conditions, and the necessary corrections need to
be handled at the terminal instead of passing the
responsibility to the network. This will have the advantage
of not unnecessarily conéesting the traffic, and do away on
the reliance on network management system to handle all QoS
related functionalities.

It also has the advantage of additional 1level of
management if a network management system is in place. If

not, the terminal itself has the capability of adjusting
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It al so has the advantage of additional |evel of
managenent if a network nmanagenent systemis in place.
If 25 not, the termnal itself has the capability of
adjusting 8 itself to enforcenent and behavi our
correction, e.g. lower transmssion rate or remarking
packets to |ower priority. For8 networks w thout QoS
capabilities, the termnal will still have sone | evel
of QS if the termnal attached to the 5 network is

al | ccapable of BebayLng. The,and, L e al (LLpebl needs 1over

to be responsi g o send ahd
djust to._th t K diti co d t.0 Kk L
e R S oo S A T AR e oy

centralized entity to collect and. consolidate the 10 ,
DoPPB REREE TR A RitE it GBPROL ORI £ onehand Aifgmal will
feegb K% to the individual termnals to performthe
cofForti VS THRER THSICRE RPN Ot PRHESBRATPNGRCEREned to the
Is a schemati c_di agram showi ng an exanple 15
i npEENERKaiFoAldf capabiley &ft behaHatd achi eves
end-to-end QS w th term nal based control in the
embodi neffeopnghéermivedt iidieelH @eedssta beogiesponsible of
di agram showi ng the detail architecture of an exanple
i ngherehgdtdvonuch theendrantadiudt terte ze Qssrk conditions.
managenent franmework in the enbodi nent of the
i nkBnokdar FPGknBwi tha seguémndensharft tdleowierigicark, there’s a
exanpl e signal ling
need for a centralized entity to collect and consolidate the
performance data and the network conditions and then feedback

to the individual terminals to perform the correction.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram showing an example
implementation of the invention that achieves end-to~-end QoS
with terminal based control in the embodiment of the
invention;

FIG. 2 is a block diagram showing the detail
architecture of an example implementation of the terminal
centric QoS management frémework in the embodiment of the
invention; |

FIG. 3 is a sequence chart showing an example signalling
sequence for QoS reporting and feedback using the
architecture introduced in FIG. 2 when the terminal is not

connected directly to the home network;
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sequence for QoS reporting and feedback using the
architecture introduced in FIG 2 when the termnal is
not 25 connected directly to the honme network; 9

FIG 4 is a block diagramshow ng an alternative
architecture inplenentation for the termnal centric
Q@S control framework shown im@FIG 1; FIG 5 is a
sequence chart showi ng an exanple signalling 5
sequence using the framework introduced in FIG 4 to

achi eve T:'tI%e tf[][irisn%l }gf?&f(' %i%%éag‘rgn%lé&l«éi%gata%e alternative

enbodi nent “of €~ invention, gram

show an_.exanpl e ﬁ%g nmonitori t he %@S .

cORE T s & RRIORH T Ot LORe CAV&RERGRAL fpREric QoS

FIG 7 di agra dellin ﬁ%@ manager nonitoring

se§§in5ﬁfoi§n%rﬁé“ i n o]frgt invention; FIG 8 is

a di agram_showi ng an exanple of how QS controller. ,

per f or ns F&5S 1o/ ¢ §PAHGRERFRFEE FREWLBGAMENERP LS tFalling

enbodi ment of the invention; 15 FIG_9 is_a diagram .

shERANGReUF bR Hath o ff e waadoinithgdusess igef {&nd to achieve

report) for reporting QoS data fromthe termnal to

t h&éhsl AeFiviager demtitie Qasodlordmolofin Heve rardmdigrent of the

FIG 10 is a diagram showi ng the format of the nmessage

f oAn@e8tawier cenent fromthe SLA nmanager to the

terminal in 20 the enbodi nent of the invention; FIG

11 is a #iI&gr&n sowisgrtare shpetingeehuerampiet@eS monitoring
at the QoS controller in the embodiment of the invention;

FIG, 7 is a diagram modelling SLA manager monitoring
session in the embodiment of the invention:

FIG. 8 is a diagram showing an example of how QoS
controller performs QoS monitoring'and traffic regulation
in the embodiment of the invention:;

FIG. 9 is a diagram showing the format of the reporting
messadge (QoS report) for reporting QoS data from the terminal
to the SLA manager in the embodiment of the invention;

FIG. 10 is a diagram showing the format of the message
for QoS enforcement from the SLA manager to the terminal in
the embodiment of the invention;

FIG. 11 is a diagram'showing the architecture for the
Q0S controller at the terminal in the embodiment of the
invention; and

FIG. 12 is a diagram showing an action ID’s template

of the embediment of this invention.
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QS controller at the termnal in the enbodi nent of
the invention; and FIG 12 is a diagram show ng an
action ID s tenplate 25 of the enbodi nent of this
invention. 10 BEST MODE FOR CARRYI NG OQUT THE

I NVENTION I n this invention, the QoS nanagenent
functions are transferred to tibe termnal for nore
effective end-to-end 5 QoS managenent. The nobile
termnal will be equipped with QoS nanagenent
capabilities such as managing its transm ssion rate
and also its receiving rate by controlling the nurrber

CoREPS) MR, a2 ?%Rr#‘{hé et |y based

on 10 the_s ce |l evel, agr tbetvveentheu
the mobi A8 %[“\élsm Rgjer cﬁ’“ghgef’sﬁ’epkﬂscé“adﬁﬂﬁ%%? f%l{écmns are

central server  resides at. the user' s honme network

whitERNELeTRE Ja%ffbm%ef%éqo%@ﬁ%fem tgfid-to-end
serw ce from The termnal wll have %:S controller _
no#GPeMBEREEMRI Yy t hRerBpbilengeEREnad ftopigaipped with

This QoS controller also reacts to behavi oural
ch82Rfes N0 eReR bceicp@abddfidricenensught a ashat meappdng  its
the termnal what values it should change to. The QS
cohRtpBEméssign rataandpdsat etaindnal ving rateshylabrtimblling
boundary of the new values. 20 In the follow ng, an
apphearumbend faimsohdeof vequhet .t efmititels onventédn, there is
Quality of Service control for packet based

a central server to monitor all terminals directly based on

the service level agreement between the user of the mobile
terminal and the service provider. The central server
resides at the user’ s home network, which is the network where
the user subscribes its service from. The terminal will have
a QoS controller module performing the reporting and
monitoring. This QoS controller alsoc reacts to 5ehavioural
chénges when it receives enforcement data thét-tells the
terminal what values it should change to. The QoS controller
will then operate within the threshold and boundary of the
new values.

In the following, an apparatus and a method for the
terminal oriented Quality of Service control for packet based
on communication network are disclosed. To help understand
the invention, the following definitions are used.

“WLAN” refers to wireless local area network. It

contains arbitrary number of devices in order to provide LAN



10

15

20

25

on communi cation network are disclosed. To help
understand the invention, the follow ng definitions
are used. "WLAN' refers to wireless |ocal area
network. It 25 contains arbitrary nunber of devices
in order to provide LAN 11 services to nobile

term nals through wirel ess techhol ogi es. "3G network"
refers to a 3rd generation public access network. An
exanpl e could be the system defined by 3GPP

(S)n?s'é%’%tc%%t + dqGEnd tfé)rn%a%@aggrgaﬁaﬂ'\Qﬁltrgfésgo{lésﬁé%%logies .

"Mobile term nal: " refers to a device

for accesgbr}geg‘%](ﬁrr]g.,errvéf%ersol&gvg%equ ﬁ)éntquxt%ﬁ'\bﬁggéc access

ot her networks ough wi'rel'ess technol ogies.

ne "refers ta e net where the, ML .

o PETHEER) e Be o Brile ARt o oF b RE RGN afdmeg by 302
It is_ 10.the place where the 'S service

suBSEPTBETERY W&Pﬁ@ﬂtorﬁ i°F &Mg’rp (N Rater hagrent S -
refers to“the,getmork,mh re the M is attacggd” It is

the networ KOPhAE SPETHEES alllesF&eiiF ck® fodeNace used for
mobile termnal. 15 "Network elenment" refers to an

f uREFRERIRG % isee ilte PReVAEEAd K tbﬁa‘t’%ﬁn@aﬂz?egdﬁetwmks
information processing. "Rule engine" refers to a
netWEPKIBI viiert esiBattechnalegifft- the rules set by the

rule server and interpreted to the |ocal specific

conmands “Byneh@&gtwor k'htee e es eke e mplevork where the MT

interpreter” refers to a network el ement that
originally comes from in the inter-working scenario. It is

the place where the MT's service subscription information
is stored.

“Visited network” refers to the network where the MT
is attached. It is the network that provides access service
tec the mobile terminal.

“Network element” refers to any functioning device in
the network that can carry out information processing.

“Rule engine” refers to a network element that carries
out the rules set by the rule server and interpreted to the
local specific commands by the rule interpreter.

“Rule interpreter” refers to a network element that
reads the rules given by the rule server, translates them
to the local t_echnologies specific commands with appropriate
parameters and feeds them to the rule engine to carry out.

“Rule server” refers to a network element that sends

relevant rule sets to the rule interpreter and the rule engine
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reads the rules given by the rule server, translates
them to the local technol ogies specific commands with
appropriate paranmeters and feeds themto the rule
engine to carry out. "Rule server"” refers to a network
el ement that sends 25 relevant rule sets to the rule
interpreter and the rul e engi ng212 based on request
or unsolicited. "Air interface" refers to any radio
access technologies for the nobile termnal to access

th N "St "t her.i of packets

trgr‘%\%eér réd ri‘sén uteehasteP dgsr%‘g}sgv\%frlkrte{%%? have certain
attributesg.in common,. "Traffic' is a,_gathering_ of .

streans t?’éﬁsf etH et fACThe LTdtSAoT k. tgFI G r ef 8R40 o access
the data. path and t net wor k resource needed for

t hECHAPR BRA06d ERITIehs (P THEIEL (LA CCq0® - Esy WLAN
refers tQ the term Quality of Service of a data .

st ream or SEFERMY ¢S gl ineody BacketRetFARSERRERENLID the
exchanged anmong_ the network el enents for the purpose

of PERVEFkwGHRIth § & Ve matdla im 5 tiapidr s ¢ i s ceprape !

refers to a series of nessage exchange anong certain

networ k EFBAEALS”"| hs GepRENBTONGe? T foiredns sransieragd in the
control. "Upper layer" refers to any entity on top of

t heegyWpr&nt entity that processes the packet passed

toitself fromthe
“Flow” refers to the data path and the network resources

needed for the data path used in delivering the stream.

“QoS" refers to the term Quality of Sefvice of a data
stream or traffic.

“Message” refers to the information exchanged among
the network elements for the purpose of inter-working
control.

“Operation sequence” refers to a series of message
exchange among certain network elements in certain order for
inter-working control.

“Upper layer” refers to any entityon top of the current
entity that processes the packet passed to itself from the
current entity.

“SLA” refers to the service level agreement.

“User SLA” refers to the service level agreement
between the service provider and the user.

“Network SLA” refers to the service level agreement

between a service provider and another service provider.
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20 current entity. "SLA" refers to the service |evel
agreenent. "User SLA" refers to the service |evel
agreenent between the service provider and the user.
"Network SLA" refers to the service | evel agreenent
25 between a service provider and another service
provider. 13 "AAA" refers to AAthentication,

Aut hori zati on and Accounting functions involved in
providing service to the nobile termnal. In the

fol | ow ngad@scri ptd o0, O AHAASES: P on D %ﬁ@h%@éitz'a%on and

specific nu ers tlnes structures, protocol

an t, . fort. ord r.to rOV|de
a gﬁ%&%ﬁ%ﬁgﬁﬁ erstan %%gjﬁﬁjfﬁé{ﬁ?éééﬁ%Vl Veht§ohvLce to the
Ho L, .t wll be apparent to anyone skllled in the
arm%¥§§? Fﬁgmlﬁﬁégent i nvention nay be practiced

wi t hout es pe i,c 10 detail I n other_instances,

wel | - kno Hﬁon%ﬁﬁ& CENGY wﬁ&ﬂ9§§F§Fé"§how?PFr1HH¥R9@eS of

diagri i n order not .to obscure the present

i nFERLPBATdARecEBESR Y ICHEberpg 'él%%ﬁen%’%I?‘écwlé@?arﬁrOtOCOl
showi ng an _exanple inplenentation of the invention

t hBETGE Y X ReT PRG-A81G agPsaress af tFrrteh dimar dgaske provide
control in the enbodi nent of the invention. In this

exarpia ouHe Usgersraaddma eétilverrssessdintert ioe. 3@owever,
net wor ks and beyond. It is obvious to anyone skilled

i nitheidfit behappekentnenenyencoskd Id@edchppl itdee taxrt that the

present invention may be practiced without these specific
details. 1In other instances, well-known components and
modules are shown in block diagrams in order not to obscure
the present invention unnecessary.

FI'G. 1 is a schematic diagram showing an example
implementation of the invention that achieves end-to-end QoS
with terminal based control in the embodiment of the
invention. 1In this example, the system architecture is used
for the 3G networks and beyond. It is obvious to anyone
skilled in the art that the invention could be applied to
any other networks with the similar afchitecture and control
scheme.

Each mobile terminal (it might be just called terminal
below) 11 has the terminal QoS controller module 11A
installed. This QoS controller module 11A has the capability
of performing QoS management, such as traffic regulation,

performance monitoring and packet rescheduling. The access
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any other networks with the simlar architecture and
control 20 schene. Each nobile termnal (it mght be
just called termnal below) 11 has the term nal QoS
controller nmodule 11A installed. This QoS controller
nodul e 11A has the capability of perform ng QS
managenent, such as traffic regdl ati on, 25 perfornmance
moni toring and packet rescheduling. The access 14
p0|nt 12 is the point of attachment of the termnal to

$01 tsﬁbeQSnﬁhgopélﬁﬁ ¥hgt¥ éhﬁggtn?Em?ﬁe %grmln E to the

t hat rovt des access serV| ce

nne he terpm nal’ etwork 16
thg’&ﬁér%egnge Wrare | KOS FAGT APy RELUBRRSL 17t THRe metwork
rnedla :H$etmork 17 coul.d be of any t¥ge, i. . , )

Ak R e St aGRPRePREMECe ADothey taFPeRaant amj it 1s
reS|des in each of the visited networks 13. This
poFPePesteendanthestegniaglas Pﬁ@eraPEWOéﬁgﬂﬁetBFOtlaé one or
V|S|ted network 13, which executes any rules 10
obfﬂanrﬁeanwamﬁﬁéaﬁm netweske ol - f TheewbitRrigddntror aetwork 17

QS control in the visited Network 13. The policy
at fendanbe 19t a1 B & yperf 6r s adrd B diastkhant 051 abalBY mettwork.

|l ocal policy in the visited network 13. The SLA

manager A5ppsigyspetentianérlérreesddengnatatheot 1the visited

honme network 16. It has access to the main databases

i noetwenésSLA .dathdlzage 1185y whi téndant ail As semfresnmats orhe rule

about the SLA of all the users subscribed to this

neengike dlfietlsbAvisited network 13, which executes -any rules
obtained via the policy control framework to enforce QoS
control in the visited Network 13. The policy attendant 14
also performs admission control based on local policy in the
visited network 13.

The SLA manager 15 is a special server residing at the
home network 16. It has access to the main databases
including SLA database 18, which contains information about
the SLA of all the users subscribed to this network. The SLA
database 18 also contains the service status of each user,
e.g. location and service usage information. An example of
such database in a 3G network is the HSS (Home Subscriber
Server) (non-patent document 6). The SLA manager 15 also
functions as a policy server for the home network 16. It
makes decisions about the service provisioning based on the

user’s subscription profile or the network policies. The

decisions would be propagated to the policy attendant 14 in
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dat abase 18 al so contains the service status of each
user, e.g. location and service usage information. An
exanpl e of 20 such database in a 3G network is the HSS
(Home Subscriber Server) (non-patent docunent 6). The
SLA manager 15 also functions as a policy server for
the hone network 16. It rmakesl@eci sions about the
service provisioning based on the wuser's subscription
profile or the network policies. The 25 deci sions

l%'h% Pespropagated E‘Eﬁr%ﬁ’h p%?ﬂ&? ﬁ}{‘é cﬁf‘f&%m%?vork and

e respect Ive net vvor roug

th
L N T R

ter naI 11 nd the policy attendant 14 could 5 act
act d‘ﬁ}OV|de the user a service experlence

W th go ol.icy control method used her

depends %ﬂle%l gleg%lr@ﬁﬁ bf arde-hrePRorkyY aﬁh‘%%ndant 14 could
|nvent|on | aces no additional requirenment on the

> exPStH HECpoRiegL 8ot PEPViARARAWERE 7 FatiiisergRpréence with
i mpl enentation, the S|gnalllng 10 runs over protocols
baS88ddes F. The pelakyi eemtiel Matdmd uskr hedederarss on the
art that the S|gnalllng could be carried over other

CORRBAPYEENSN PF ottdtw| Seterogk.SS7 Thri sATHNNERiDLeNY . places no

Since the termnal is nobile, it could attach to

di pHdigapnadt woedginementf ecnentthpaoi akistingnmepoThey control

network 15 that the termnal is attached to could be

i t $rhopwomdét. WOl R i1 ®rexcamp bé tieth Imtewir &t 1&n ( ttiee signalling

vi sited network coul d be any
runs over protocols based on IP. It is cobvious to anyone
skilled in the art that the signalling could be carried over
other communication protocols, e.g. SS7 or ATM natively.

Since the terminal is mobile, it could attach to

different networks at different point in time. The network
.that the terminal is attached to could be its home network
16 or a visited network 13 (the visited network could be any
network other than the home network 16). If the terminal is
connected directly to the home network 16, a direct
signalling channel is guaranteed to the SLA manager 15, If
the terminal is attached to a visited network 13, all the
request from the terminal needs to go through the visited
network 13, and the visited network 13 needs to forward the
request to the home network 16. Both-way communication needs

tobe implemented between the home network 16 and the visiting

network 13. Several methods exist to ensure the signalling



network other than the hone network 16) . If the
termnal is connected directly to the hone network
16, a direct signalling channel is guaranteed to the
SLA manager 15. If 20 the terminal is attached to a
visited network 13, all the request fromthe term na
needs to go through the visited6 network 13, and the
visited network 13 needs to forward the request to
the hone network 16. Bot h-way communi cation needs to

b.Gp!a'E.ﬁ’ll epentfd Q%E@%g?é%giﬁgfelfrlgrwﬁ'iﬁslgi%{ﬂ%ttg%%, and they

visiting 25 networ

en e . Sj I 6 pathfofthelﬂmileterMnal
engiiiee bhe ol nal hid, )

ver al ods exi's

I'S Sl ion, and they are introduced bel ow.

FIG 2 i bl ack . di agr show the detail . ,
arch!teL?E?% og aﬁsgx n;glOFEE1ag§ﬂF3FioﬁgéWlPHe the detail
enBOAP SR R (A ERATBI S G THE T BFER | Aot bedterminal

in the signalling and control are shown in this

5 di &6PdH AP HESE deedt e iRme Wtk i sthe eehpdinment of the
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In this architecture, the session_ nmanagenent protocol

i s ipvenitied f oPnite ther diteas dsgolyedpdy tihry akgnalling and
feedback control. SIP can be used in the exanple

i mprafERtlatdich skovhe 1seddiigh drbagrementngr dthews .iryelevant
is obvious to anyone skilled in the art that the

i neaftitdes eod dmbtkedi t hInt heissesshinerdnagendgiite session
protocol with mniml adaptation. Belowis a brief
sunenageoknttheprébotonctionutofl eaed rfedul éhien t&eminal QoS
architecture.

reporting and feedback control. SIP can be used in the
example implementation as the session management protocol.
It is obvious to anyone skilled in the art that the invention
could work with other session management protocol with
minimal adaptation. Belcow is a brief summary of the
functions of each module in the architecture.

Terminal 21 is the user equipment, e.g. the mobile
terminal. It is equivaler_&t to the terminal 11 plus the QoS
controller module 11A depicted in FIG. 1.

SIP application 22 is an application in the termiﬁal
21 that uses SIP as the underlying protocol for session
management.

QoS controller 23 is an entity that manages QoS at the
terminal 21. It performs performance monitoring, traffic
regulation such as rescheduling of. packets, queuing of

packets, dropping of packets and controls the amount of



10

15

20

25

Termnal 21 is the user equipnent, e.g. the nobile
termnal. It is equivalent to the termnal 11 plus the
Q@S controller nodule 11A depicted in FIG 1. SIP
application 22 is an application in the termnal 20
21 that uses SIP as the underlying protocol for
session managenent. QoS contrdfler 23 is an entity
that manages QoS at the terminal 21. It perforns
performance nonitoring, traffic regulation such as

reschgdulbkng, 0 E%%‘i%&%i’ cH4eui Ry gfs 20 Q‘ﬁ%‘%%?’&l% of the QoS

dr oppi ng of packets and controls the anount o

re b ri oyt. 1t.] ] n of the
RS 8 B tRR Fd A Lok E TS ©

Visited petwprk 24 is the, network the termnal, 21 is .
current 1 )55 Panaarydrkefe B pPES AGrafk A i dinidpr 21 15
net wor k %4 fuggtigna s the forwarding point of SIP
meSHAGERTLY £hE25BEHalC destination. Policy Attendant

26 acts as_the local policy admnistration of the |

vi sited REEWBFR®¥42°| etafbE VABFrEcOSTYEF Kpidth furetions as
SLA manager 28.in the home network 27 via the policy

coRffol LeFuARdLRE. PRAREneRforkID7 HesaEehethfor Khe actual
where the termnal 21 subscribes its services from
SLAeshAAgELoR8 is the controller nodul e that accesses

Policy Attendant 26 acts as the local policy
administrationof the visited network 24. It also interfaces
with the SLA manager 28 in the home network 27 via the policy
control framework.

Home network 27 is the network where the terminal 21
subscribes its services from.

SLA manager 28 is the controller module that accesses
the SLA database 29, collects user reports and makes
decisions on QoS handling and enforcement.

SLA database 29 is the central data‘store means that
stores all service level agreements. It includes the SLAs
between the user and the service providers and also the SLAs
among the service providers. Furthermore, it alsomaintains
the services status information about each user, e.g. its
location and service requested. Home SIP proxy 30 is the SIP
proxy that resides at the home network 27.

FIG. 3 is a sequence chart showing an example signalling

sequence for QoS reporting and feedback wusing the



5 hoPE I RoPkO3 %

10

15

20

25

15 the SLA dat abase 29, collects user reports and

makes deci sions on QS handling and enforcenent. SLA

dat abase 29 is the central data store neans that

stores all service |evel agreenents. It includes the

SLAB between the user and the service providers and

al so the SLAs 20 anong the seruJ8ce providers.

Furthernore, it also maintains the services status

i nformati on about each user, e.g. its |location and

SeRMIGS %%tf%e% Firprﬁk)@’. %Owb\%g Eges{:grmﬁﬁgéyis not
es at t rk 27. Fl iIs a

t hat resi e honme netwo

. i ' [ . .
SR P00 SRR A 5o Fhpmygas 21 1
I AR EE

not conne

AR et P2 eREe & PomR, BLHBEY g noRs Access the

network 27. To gccess the 5 service provided by the
defiry toenhamRe et ARk 2 Tusehe @ imal 21 must

session control mechanism In this example, SIP is

us&F f 68X FRLOsIF I I Uh Sptgedemerhans sppyi bushis gipprée, SIP
skilled in the art that the invention could work with

ot Aér usgesSpsnidductsptpent pesPoas -.wel £. 1900hWEpUS heo anyone
terminal 21 initiates a session to the callee party,

i t skdddesl an theanamEthat Hha dnyentdoponaidg Beskiwhth other

Description Protocol also known as SDP nessage through

a SEPsigppldoatricdn 22 {BE1: dNWeE (SDP) ). Enbedded

wi thin the SDP

When the terminal 21 initiates a session to the callee

party, it issues an “INVITE” with its correspcnding Session
Description Protocol also known as SDP message through a SIP
application 22 (301: INVITE (SDP)). Ehbedded within the SDP
is a QoS control capability tag that states that this terminal
has a QoS control capability. The “INVITE” message first
passes through the SIP proxy 25 at the visited network 24.
The SIP proxy 25 at the visited network 24 will examine this
packét and forward the SIP message to the home SIP proxy 30
at the hcn;ne network 27 {(302: INVITE (SDP)). Thé home SIP
Proxy 30 is a SIP proxy that resides at the Home Network 27.
Before forwarding this request to other entities for further
processing, the home SIP Proxy 30 would also check the serﬁice
request via the SLA Manager 28 that the service requested

is authorized to the caller (303: Check Srv Req). This

information is part of the caller’s SLA stored in the SLA
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is a QoS control capability tag that states that this
termnal 15 has a QoS control capability. The "I NVITE"
nmessage first passes through the SIP proxy 25 at the
visited network 24. The SIP proxy 25 at the visited
network 24 will examne this packet and forward the
SIP nessage to the hone SIP prdafy 30 at the hone
network 27 (302: INVITE (SDP)). The hone SIP 20 Proxy
30 is a SIP proxy that resides at the Home Network 27.

d%?ggéggwgglng this request to other entities for
fur

processing, the hone SIP Proxy 30 would also

check theys; SersﬁACﬁaPégggegé lcﬁheextgrl‘éft@fatﬁl%g%r l%% N3t from

t he service réques or Ze & CAl
(3 k Stv Re Th| ﬁ% |nforna ion.s f )
thgc%ceal “GREPRISALAN Hh GRS QI 181 TAARKb AT lzba.%le (301:
SLA age u d extract _the c IIers gLA from ,
g et ]é‘ezéwgfd?i:@ 56 &7 sy AU sBFecpagar s SLA
CheckSL The SLA database 29 woul d sgsh t he
5 calitdP A ioTs t idiemt iomikagpe SEA ﬁagéPAZQK 305The SLA
SLA OK) The SLA information transferred here may
not”’:ﬁ@rl“l‘?é:%}r&’@rbsi%’é?ed digre |Ra¥ Pl Ronthe nc@ﬁp%/ete user
the relevant information regarding the service
reqdést i Adi capeddoycenbabnA oRinagéne 28elavaaSsaeformation
(CheckSLA) . If service is authorized in the 10
c alrlegia rsl iGioA thieh 6 eSVA Cearggitve 528 inddicad tiegf bynthheShaneanager
SIP proxy 30 to continue the session processing (306:
Sr ¢ 8Réy meKpaget HEhwickSLAYhe BEAsemmagerig28awbnwdized in the
instruct to reject
caller’s SLA, the SLA manager 28 would inform the home SIP
proxy 30 to centinue the session processing (306: Srv Req
OK). Otherwise, the SLA manager 28 would instruct to reject
the session request, and stop further processing.

The home SIP proxy 30 would then forward the SIP message
to the service platform, e.g. the callee’s home SIP proxy,
for further processing according to the service request (307:
forward Req to Service Platform}). When the service platform
yields a success in this step 307, the home SIP proxy 30 would
receive a SIP 183 message (non-patent document 7, 8). The
home SIP Proxy 30 will issue a “Start PMSession” message to
the SLA manager 28 if the SDP message from the terminal 21
has the QoS control capability tag (308: Start PMSession).
The SLA Manager 28 will trigger the monitoring session when

it receives this “Start PMSession”.

If necessary, the SLAManager 28 would update the user’s
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t he session request, and stop further processing. The
home SIP proxy 30 would then forward the SIP nessage
15 to the service platform e.g. the callee's hone. SIP
proxy, for further processing according to the
service request (307: forward Req to Service
Platform. \Wen the service pl@form yields a success
in this step 307, the hone SIP proxy 30 would receive
a SIP 183 nessage (non-patent document 7, 8) . The 20
ho S XY 1,3 | seotA t S| .on;
BBaSLP,PLa Xn QS’E% st SHGH LRy ac';dg Sﬂggl;be 324 Update

nessage to manager |f t'he

S&f*?rs{“{? bﬁé@es@?%%% r*eon?%%fgﬁ%t k%nl&&eepdab' bk A P8 thac cne
5%’?%&*5“&%@@@5‘?%5%@ aé]e@%%ﬁc’? o SERRu gt S AP when

woul d u e user ored |n the SLA

daf'&b&s a§§ a BrHFﬁgF?mFBE&medé} SIR oy Osxy 30 would
obvi ous for anyone skilled in the art that the_ sa

nmeéHRRPERM éaﬂaakfetaﬁpﬁi Bdl 89 THIBR et HESBL9NRedded W\h’éth a QoS
necessar At the sanme tinme, the hone SIP proxy 30
\/\DGP’atBOXuFﬁHéF’l#é[téfyttaﬁetSI bheg 3 Ife Syaye AS@t the visited
enbedded with a QoS control capablllty tag to the SIP
Progiwebskaid t(#0 9zi SIPel8 3 nélrk. 241Ee3095 @ptugB capability
(SDP)). The QoS control capability tag at this

ackaowh edgehe racknessbedg ¢BiPt I83s segeat®IP W3 masddge) will
the terminal 21 that it can start the Q5 controller
10tebdutke BetmirafloBhatdimgithicanmessage the Qws controller
termnal 21, the SIP Proxy 25 at the visited network
24medul d. chidckombhdidmevarding this message to the terminal 21,

the SIP Proxy 25 at the visited network 24 would check whether
the terminal 21 is authorizéd to use the visited network 24’'s
resource and its availability with the policy attendant 26
(310: Auth reqgq (SDP)}).

If the service requested is authorized and resource
is available, information to indicate authorization
(authorize token) would be sent to the SIP Proxy 25 at the
visited network 24 by the policy attendant 26 (311: Ack (Auth
token)). After received the authorize token, the SIP Proxy
25 at the visited network 24 would forward the SIP 183 message '
together with this token to the terminal 21 (312: SIP 183
(SDP, Auth Token)). When the terminal 21 received this
message, it would inform its QoS controller 23 of information
on this session, and then QoS controller 23 starts to work

(313: Start QoS controller).
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the termnal 21 is authorized to use the visited
network 24's resource and its availability with the
policy attendant 26 (310: Auth req (SDP)). 15 If the
service requested is authorized and resource is
avai |l abl e, information to indicate authorization

(aut hori ze token) would be sent2lto the SIP Proxy 25 at
the visited network 24 by the policy attendant 26
(311: Ack (Ruth token)). After received the authorize

token, the %H%Fﬂé¥Wb Oagéeﬁéaﬁ@e2ﬁ'§&dfé'Hgﬂwgﬁiﬁ@rlze the

woul d formard t he 183 nessage together wth t
t 3
TSEEEY§%QME %nh?ernlngf 1 recgﬁégchg§Eﬁlt§HEBn reasons,

it formi ntr.ol | er ? fo
l“ﬁﬁﬂio%sless. A LGS AU o 2Rl cHOLOMBLION in ene
work 25 (g%§5 CES controtber)lfél | f .the
pofieEy &%t i ‘%BC% PAEhBE aliPASr A2 e BEN i TR indicate
due to .l ocal pol resource |i n1tatjon reasons,
|t 1R G na%é%nyPm. T TR Eo EE S HAR TP Th 24 would
nessage 311. Once received this information to
i nalp&aﬁ%rvsarﬂv%r% G5 hB3Nes G2 EhgtuseEr AU dBgtead send
network 24 would not forward the SIP 183 nmessage to
thé 83&r 48BuerrAstBagS3gRdtogethpraggthr e hp¥ahyd token to
ogether with the invalid token to the termnal 21
On&let herngpalndl - 210nee dihvee d eid nvpds dgsecail VRAt hlee message
information to indicate invalid, it would initiate 10
a WBYE'thestafermatboghte HeddIRyy daywalid,oitl weeldhnitiate
sessi on.
a “BYE” message through the SIP proxy 25 to close the session.
This message exchanges for the failed authorization scenario
are omitted to be shown in FIG. 3.

After receiving the SIP 183 message, the terminal 21
would proceed with normal SIP controlled service session
(314: User session). During this service session, the QoS
controller 23 woﬁld generate QoS reports on the service
session, and use the above mentioned SIP signalling path to
feed back to the SLA manager 28 at the home network 27.

The QoS controller 23 would periodically pass the QoS
report about the service session to the corresponding SIP
application 22 (315: QoS Report). A new SIP method can be
defined for this purpose, e.g. “REPORT” message. The SIP
application 22 would generate a “REPORT” message and place

the QoS report information obtained from the QoS controller

23 in its SDP attribute fields. The destination address of
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Thi s nmessage exchanges for the failed authorization
scenario are omtted to be showmm in FIG 3. After
receiving the SIP 183 nessage, the termnal 21 would
proceed with normal SIP controlled service session 15
(314: User session) During this service session, the
QS control l er 23 woul d gener a2 QoS reports on the
service session, and use the above nentioned SIP
signalling path to feed back to the SLA nanager 28 at

th%hgglca E%B%r%szzﬁeTé§§§p§&%p porgj%% 23 %ome network

peri o y “pass t ?bout the service

ST I AR 2R gIOR LR 202 (i Biace 1o
" REPORT SIP

zz%&%E%Pé?@%o@E%?E Fo FRbar s : ;;;g &oaaéa%piéiga HEPoRT (0os

SoREPGRRS) b Thenr STELAIRAY | bt 61 U vigjged netuork

desti nation address of 22 this nessage is the

SI BOpPBX§IS3Bhaf TREORGNECREAHG: KO Zne ?ﬂ?@cglfli‘ed desmnatlon

application 22 forwards this report nessage to
SI pigrgge Pome $HR Progvt Q) nik mmgésegfe(BhﬁpcﬁPORT (Qos
(QS Regort) and then SIP Proxg 25 at the visited

§

neRABPKLE) for Wae dBIR MEpHeper tnbBsaybsi bedmetwork 24 would
speci fied destination address (home SIP proxy 30) in
t herga§sahés( 387 anREPBRTONGISmeRbper t1)f) thEh& IS PrRxgky2> has
25 at the visited network 24 would treat this as an
" ORT| ONSporetfrod tibfi & REPSRP Rebkyd26o Hase SI& SuppyrES at the
for this REPORT nmethod to the SIP Proxy 25 at the

visited network 24,

The home SIP proxy 30 would extract the embedded QoS
report information once it receives this method request. The
QoS report information would then be forwarded to the SLA
manager 28 for further processing (318: QoS Report). After
receiving this QoS report information, the SLA manager 28
would use the network policy and other relevant information
to make QoS control management (319: QoS Control Management) .
This management includes adjusting QoS parameters assigned
to the terminal 21, and/or updating the corresponding data
in the SLA database 29,

For example, the “REPORT” message is as follows.

/* new method REPORT that carries QoS reporting */
REPORT sip:foo.bar.com SIP/2.0

From : sip:terminall@foo.bar.com /*terminal’s SIP

address*/



10 visited network 24. The hone SIP proxy 30 woul d
extract the enbedded Q@S report information once it
receives this nethod request. The QoS report
informati on woul d then be forwarded to the SLA
manager 28 for further processing (318: QS Report).
After 15 receiving this QoS repgfrt information, the

"SLA manager.28 would use the network policy and ot her
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1nc|udes adjus

relevant infornation to make QoS control managenent

(319: S Cont %gh N%E%QSQEQ&E comny sHQBQaI@gE@QfIt(hS SIP Proxy

anef érs assigned
terglnal , and/or updating the correspondi ng data
HEERE "SLA dat abase 29. For exanple, the "REPORT"
message, is as fallo /* new nmet hod REPORT t hat
carri e§ &S ré‘pgﬁpqlﬁgrr REPORT si p: f 0o. bar. com SI P/2 O
From: sip:termnall @oo.bar.com/*termnal's SIP
addr es@ F packeh_segft xxﬁélnéﬁoﬂ%tﬁbﬁ¥ﬁeFﬁh%l@étEQﬁP Garries
SI P Proxy address*/ CSeq : 1 REPORT a = packet
seRPSxRaxametgrt AndeaailEy that carries 5 Q0S
Paraneter information*/ a = packet recv:xxxx a = avg
bandw @t IF: ok e Eac\Qospar anet ers that may be

i ncluded for reporting
a = avg_bandwidth:xxxx

Other QoS parameters that may be included for reporting
includes QoS class, bytes sent, bytes received, bytes dropped,
packets dropped, average bandwidth, maximum bandwidth,
dropping interval, average delay, jitter, utilization and
send dropping threshold. The QoS parameters can be expanded
and not limited to those listed above.

If any QoS adjustment were necessary, the SLA manager
28 would send a QoS control message to the home SIP proxy
30 together with the identifier of the terminal 21 (320: QoS
Control). The home SIP proxy 30 would then create a SIP
message with special code indicating the QoS control purpose,
and put the received QoS control message into it. Another
new method can be defined, e}g. QOS_ENFORCE message. The
home SIP proxy 30 would forward this QOS ENFORCE message to
the SIP proxy 25 at the visited network 24 of the terminal
21 (321: QOS_ENFORCE (QoS Controel)). The SIP proxy 25 at the
visited network 24 wéuld fofward.this message transparently

to the terminal 21's SIP application 22 (322: QOS ENFORCE



i ncl udes QoS cl ass, bytes sent, bytes received, bytes
dropped, 10 packets dropped, average bandw dt h,

maxi mum bandwi dt h, dropping interval, average del ay,
jitter, utilization and send dropping threshold. The
QS paraneters can be expanded and not limted to
those |isted above. If any QoS2adj ustnent were
necessary, the SLA manager 15 28 would send a QoS
control nessage to the hone SIP proxy 30 together

Wi t h tifier of the termnal 21 (320: QS
(ﬁtg’l )%Or%ﬁ:%ﬂgne SI P proxy 30 woul d then create a

SIP mes th special 2 g}l tin E
cont r ol Eﬁ% ﬁ% 01}% +Ié<,t e\/g ?‘JSIuld extract
nmessage Jin it Anot her 20 net hod. can _be defin
3% %‘&f&%ﬁa@%@%ﬁ@l Hh rfﬁ%ﬁeo%lfﬁoﬂf bR¢ %TOP\WEEPI pessage
forvvard this QOS ENFORCE nessage to the SIP p
at °FRe It seess Hae wode eadeaFhegtfé?%%éwo%rq%rzfnd forward
QOS ENFORCE ( QS Control)) The SIP proxy 25 at the
5vi $heeaxhEancer 92SweanarPér naFaadehts HBSs@g® controller 23
transparently 25 to the termnal 21's SIP application
22t0pge2heqOR ENFORCE 24TV(IQeS Gomi ko) jnighmagipn (323: QoS
application 22 in the termnal 21 would extract the
enBetded oS That@o$ darftoravete 02 ¥ womlcheh8hPadBRccordingly
nessage once it reads the code indicating the QS
cotitr bhe amsit focndod Bréhededtimadhed 0@SSconhtrpdl message, and
message to the QoS controller 23 together wth the
sendijastsehe behavfiourabfonhe3ZZrfocl Qintt®lgchiwve better
QS controller 23 would then act accordingly
10 QoS to the service session. FIG. 12 is a diagram showing an
action ID's template of the embodiment of this invention.
In the example below, the above-mentioned instruction is
carried in its “Action_ ID” attribute field, and an example
of actions in the “Action_ID” attribute field is listed in
15 FIG. 12.
QOS_ENFORCE sip:home.com SIP/2.0
From : sip: main@home,com
To : sip:terminall@foo.bar.com
Cseq : 1 QOS_ENFORCE
20 A = action_id:xxxx /*actlon attribute*/
A = <Qos Parameter>:yyyy
It is obvious to anyone skilled in the art that the
SLA manager 28 could send unsolicited QoS control message

using the same mechanism., For example, when the network

25 status changes or the network policy varies, the SLA manager




to the instruction provided in the QoS contro

message, and adjust the behaviour of the termnal 21

to achieve better 10 QoS to the service session. FIG

12 is a diagram showing an action ID s tenpl ate of

t he enbodi nent of this invention. |In the exanple

bel ow, the above-nentioned inst2action is carried in

its "Action ID" attribute field, and an exanple of

actions in the "Action ID" attribute field is listed

in . BN ip.haone.com SIP/ 2.0 From

" O, pe e Rt i ST T o Tl T Ak s £ of the
Cseq. . ENF 20 = action id: xxxx [*acti.o

ot BT 214 DA B a8, (e Sandisil pediog gontrol
anyone skilled .in the art that the SLA manager 28

coltF IR thstrf cre Rl RS ggntrol nmessage using the

same nmechani sm For exanpl e, when the network 25 )

status c eQP%rC?%Erﬂgﬁﬁbr@3pé¢i&WQNﬁﬁﬁﬂﬂnQ%ezéLAs shared
manager 25 28 woul d need to adjust the QoS provision

Spardit et $h6f aPRé 1 cadipngari phinghhe thrumdsyle 20r.i ggberefore,

the sending of QoS control nessage to the termnal

21 1CTREMEDBScHREFOf IB6r LoBT &S thereeans p@blitatd aghacedvities.
5 across the applications within the term nal 21.

Therfefeorew dasgiamidatects vehasQddngomsrohber 2Beis already

application activities.
running, it will not start a new QoS controller 23’s process

but use the existing one for the monitoring, reporting and

10 enforcement.
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FIG. 4 is a block diagram showing an alternative
architecture implementation for the terminal centric QoS
control framework shown in FIG. 1. 1In this architecture, the
ABR (Authentication, Aut-horization and Accounting)
framework is utilized for establishing the QoS reporting and
enforcement control. 1In this FIG. 4, only elements involved
in the signalling and con.trol are included. The terminal 41
cbmprises two entities for the signalling, the QoS Controller
42 and the AAA Stack 43. The QoS controller 42 is the QoS
contrc;ller module 11A shown in FIG. 1. It performs QoS
enforcement at the terminal 41 and regulates the traffic that
goes out of the terminal 41. The QoS controller 42 also
monitors and collects QoS usage information of the terminal
41 and feedbacks to the SLA manager 48 in the terminal 41’'s

home network 46,
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If a new session detects the QoS controller 23 is
already running, it wll not start a new QS
controller 23" .s process but use the existing one for
the nmonitoring, reporting and 10 enforcement. FIG 4
Is a block diagram show ng an alternative
architecture inplenentation for2¢ he termnal centric
Q@S control franework shown in FIG 1. In this
architecture, the AAA (Authentication, Authorization

and Accoup i n%l%{}g&ﬁeg\gf Kol S M éﬁ%?g}’i%&ﬁ&ﬁ contrcls the

est abl i shi'ng reporting and ~én

co . 1lp this Fﬂ%%%4, né e{enﬁ ts invpolved .in_.

Chotnd Il 2e6' n s ROGNeRE PIEDNGn: "TRuYRGFapALILon ana

41 cqurises two entities for the signall|ing, the QoS ,

CorftTOtEr 119 BACTHr 2An dokie¥P e Hs® 3G Network, it

control ler 42 is the S 20 controller nodule 11A .

shdtiih BF GEDe. EAF 5 of kN Rt eehf 8PeBReRt &)t nd in an

termnal 41 and regulates the traffic that goes out

of tHEFY il (npn-radeedo Sicwmremt 11d) MLAd]isgt could be the

nonitors and collects QoS usage information of the

t erlfaifd] 02 4% arf@omeddigiits documens Alfmnaber 48us the key

the termnal 41's 25 home network 46. 26 The AAA

st & aEnent s tdhrias. t BanceobheohBAtdiadlerdd nal régusred in

AAA (Aut hentication, Authorization and Accounting)

pr scedifaslafdr exbwptk, | hhas3GiNstemdrion i tposmil dnde extra

the EAP- AKA (non-patent docunent 9), and in an 5

| EEESQA retier(tronapdiene tdocknenThé Qe MUiAN 1 Ul govicdhde to the

t he
visited network 44, and the visited network 44 provides
standard AAA facilities, the AAA proxy 45, to relay the AAA
message from the terminal 41 to the ARA server 47 in the home
network 46. In actual implementation, the AAA proxy 45 could
be collocated with other network entities. For example, in
the IEEE802.11i system, the AAA proxy 45 could be the
authenticator in the access point, which encapsulates the
EAP packets from the terminal 41 into Radius/Diameter packets.
The SLA manager 48 and SLA database 49 in the home network
46 are identical to the entities 15 and 18 defined in FIG.
1.

FIG. 5 is a sequence chart showing an example signalling

sequence using the framework introduced in FIG. 4 to achieve
the terminal centric QoS control in the embodiment of the

invention. When the terminal 41 associates with the visited

~network 44 and wants to access certain services for the first
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| EEES802. I x (non-patent docunent 11, 12) plus the key
managenent entities. Since the AAA stack 43 is
required in a standard network, this invention poses
no extra requirenments on the network. The term nal 41
attaches to the 10 visited network 44, and the visited
network 44 provides standard A%A facilities, the AAA
proxy 45, to relay the AAA nessage fromthe term na
41 to the AAA server 47 in the home network 46 In

actiigle | nﬁ.ﬁﬁa%'tgr&k the dbiﬁ‘At %o?}érﬁﬁ?n Quig rPds an “AAA

col I"ocat e ot her net I'és or exa

in | ste t he roxy.45 coul.d

e Rt REnE R e B .now 54 BasR® Sl T LR ROT K 44 (501

sulates th fron1the tern1na| 41

i n?\g&Raﬁ%%sﬁ a ]5:’ 'pa Apﬁe‘“%{%% Hfldginpgude the
SLA dat.abase, 49 in_ the etmork 46 are |dent|ca
0 CERGIARAT 11 e 150SREL 58 aBfi MOMS Fqmadn pfqImEtepn. For
5 IS a 3 quence chart show ng an exanpl e signalling
5 se§erEHbd Cusithg thReSE raaiaver k- i tiod mat imrgisyg ippthe form
achieve the termnal centric QS control in the
enbdR MWK Areesnidrntod iephéNAlhe tAn @xsaiplelcontent of
associates with the visited 25 network 44 and wants to
actbes M@t aicrusel vibees “fr@rmima FliGf&yo Avar td¢om”, t hehere the
AAA stack 43 of the termnal Al sends an "AAA
r eqiesingd 1t"hé satheprisien 45 v ranche® fasiba. amtiwork dde home
(501: AAA request (NAI) ) . This "AAA request” woul d
i ndbundént hp formatriinal. 4Ths ARBMpidyyahdl Harweaddsvile request
i nformati on. For

to the AAA server 47 of the user’s home network 46, using

the domain information described in the NAI (502: BAAA request
(NAI)) .

After receiving the message, the home network 46’ s AAA
server 47 extracts the user identity and the service
information from the AAA request. The AAA server 47 would
further send this request to the SLA manager 48. The SLA
manager 48 would check the user’s subscription information
to authorize the service against the user’s subscription
information in the SLA (503: Check User subscription). The
SLA manager 48 would extract the user’s SLA from the SLA
database 49 if it were no available (504: Request User SLA,
505: Obtain User SLA). If theuser’s SLA allows the requested
service, the SLA manager 48 would provide further service
configuration information according to the network policy

and other information stored in the SLA (506: Service
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5 exanple, in the 3G network, this information is in
the form of a Network Access ldentifier (NAI) An
exanpl e content of the NAI could be

"term nal | @oo. bar.cont', where the "termnall" is the
identity and "foo.bar.cont is the hone donmain

i nformati on. The AAA proxy 45 fa® wards the request 10
to the AAA server 47 of the user's hone network 46,
using the domain information described in the NAI

(S%trﬁﬁﬁ%ﬁﬁ&?t ﬁljl\ﬂsg) 4@&(3%&9?5. {JPQ thfanlal Qo8)

msssage one network ver racts

it nd%e servi Se 5 i nf or.matj on from
he WAt i R SR RS, Gh LIRSS K the
this r est tC)t{b LA nanager. 48, The %#
48 SRR ERORIOE H s gD P ohte Ay SRPEASEg in ehe
aut i ze the seryv g ai nst tgg yser's subscription

FEHETh t A%B@énaé:h kl@séi%ossmfﬁ .%wyabler a

The 20 SLA manager 48 woul d extract the user'’
of r KU §I§AV1G'§tfab9§§ gont¥ol (s viet bl ke a’@aqea?dqeéﬂ by default
(504: Request User SLA,  505: Obtain User SLA) . | f
t h&agalher stith thewrctrrl regtieseed . service, the SLA
manager 48 woul d grov]de further service _
conf i gur &dopxanppée netl bhedWcbidiuged ot Hed heawethe service,
policy 25 and other information stored in the SLA '
(506: Servieeulx8 Aut hbei zati oAnPhase &k confi giwen of
Initial QS). Furthernore, the SLA manager 48 woul d
al st eshricia Qo Sapdtrd 1 t foofbdg hecort niwhalredihei“@dS Gontrol”
NAI enbedded in the
right after the “8” sign indicates that the terminal 41 is
QoS contreol capable. It is obvious to anyone skilled in the
art that other forms of indication will be possible depending
on the schemes adopted in the AAA proceduré to identify the
service.

When the SLA manager 48 finds this “QoS Control” pseudo
service, it would initiate the service monitor session for
the terminal 41, and configure the parameters for setting
up the connections for the QoS Contrecl. This configuration
includes the setting of QoS initial parameters for the QoS
Controller 42, allocating a home network address for the QoS
control purpose, managing the tunnelling configurations for
the control messages, etc. This special setting would be
embedded to the normal service configuration and sent

together to the AAA server 47 (507: Service Auth (QoS Control

Setup)). 1If necessary, the SLA manager 48 would update the
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AAA request. If a termnal 41 is QoS control capable,
a 5 pseudo service, "QS control", will be requested
by default together with the actual services. For
exanple, if the NAI is used to indicate the service,

it could be in the form of

"term nal | @oSControl.foo.bar.c2hi, where the "QS
Control™ 10 right after the "@ sign indicates that
the termnal 41 is QoS control capable. It is obvious

Lo Sy QRS iy ihec%é §LA%%DH£Jsté hat tO*cHSran‘P%‘EEm%f (508: Update

|nd|cat|on w 'l be possi epen on the schene

| t|f erV|ce .
T WHEh et nan%é%?e‘*"”v?uﬁ%sﬂ SrehiE Boaot < contia

ps ervij Late the ervi
se§§e.d% 2951 exﬁfﬁ%d et b ii%éﬂascéﬂf’% & ghghgoRd l% to the
par ters fo nnectj.ons for the

SUat d3.8 B beP BN AL EE he AR miRgoerD in the
CDS Jth parameters faor the Q@S 20 Controller 42,
al It oﬂc%eﬁ%% RS At RGPR © aBFBSSSIGInEHE @S Commtiodt Setup,
pur pose, nmanagi ng the tunnelllng configurations for
t he Ot TNV HeR sagesl g el @S ThratEpécSafuBed ti ng woul d
be enbedded to the normal service configuration and
sent todEiaerthe PRA mARderd2rraveised: asetserelgat fonfig”
(QS Cbntrol 25 Setup)). If necessary, the SLA nmanager
48 MRFA AP Update Yool @ exdinralt ordd itthe heeSVAdat abafermation

49 at the sane tine (508: Update SLA) . The AAA
serapdredpdedwodnd! t persscr shew atbSecvicesponfligy application.

Similarly, the configuration of “QoS Control” pseudo service
would be passed to the QoS controller 42 in the terminal 41
to trigger the QoS service session (511: QoS Control Setup).
The QoS controller 42 would use the initial QoS configuration
embedded to enforce the QoS control at the terminal 41. The
QoS controller 42 would also use the embedded tunnelling
- configuration to setup a tunnel towards the SLA manager 48
at the home network 46 (512: QoS Control Tunnel Setup). This
tunnel would be used by the QoS controller 42 to report QoS
statistics to the SLA manager 48, and by the SLA manager 48
to send QoS enforcement command to the QoS controller 42.
In this scheme, the QoS Controller 42 behaves like a
normal application to the AAA stack 43. The QoS setting and
tunnelling setting are transparent to the AAAR stack 43.
Therefore, although the QoS controller 42 uses the AAA

framework for the setup, it requires no modification to the
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nmessage, enbed all the settings inside and send it to

the AAA stack 43 of the termnal 41 via the AAA proxy

45 in the 5 visited network 44 (509: Service Config

(QS Control Setup, 510: Service Config (QS Control
Setup)). Wien the AAA stack 43 received a "Service

Config" nessage, it would extr3xt all the service

informati on enbedded and pass themto correspondi ng
application. 10 Simlarly, the configuration of "QoS

Co 5 S to S. .
coﬁ%zﬂ]{l aP& C\(g ?%r m na%gi?ga{?g‘ @?Ps gn%ear]‘E énventlon
ser e S Control tu

con}%/i(%ﬁz &%P%QJ? u%’&b?ﬂé P Fflfjglr%Qgg)t&?ﬁf]ﬂ "gur at| on
enbedded ;1.0 enf.orce the S control at t t erm nal

41. The 1@‘ ST |Seegézﬂé’wed5 S0 Hige e controller 42
embed tunnelk confi uratl on to setup a tunnel _

t oWt t BBV SEAt RraMGerS 1%\?1‘?%e Réfe Tedthfsilic 4Bhe service
(512: S Control Tunnel Setup) This tunnel would

W@%@%%%Fh@gagﬁ%aaieﬁbn TyssQoS controller
statistics to the SLA manager 48, and by the SLA

marfgePudgd UsP EheddnnGh Sediborkevie i Eepmmhd tic ihgormation
QS controller 42. 1n this schene, the QS Controller
42 %ﬁ&@e%llhm@é’laﬂem&%ﬁﬁ1§p|d;l2¢$:é’tamxrtt)o- t G GAAA k% acHiagram
43. The QoS setting and tunnelling setting are
t r @hsmen thieof o hva pAYE dhecken8rtifjenessage Hdhaeglort) for
the QS controller 42 uses the AAA 25 franework for
t heegeinipng tRaSegdtre S mom whe tiecatinarl to the S0A manager in
standard AAA stack 43. That neans this nmakes the
i nudret éminodiment of the invention. Each said reporting message
starts with a message_ID field 91 followed by the message
length field 92 and then followed by the payload. The payload
consists of attribute wvalue pair information 93. The
attributes can consist of QoS parameters or information
attributes.

Examples of QoS Parameters are QoS class, bytes send,
bytes received, bytes dropped, packets dropped, average
bandwidth, maximum bandwidth, dropping interval, average
delay, jitter, utilization and send dropping threshold. The
QoS parameters can be expanded and not limited to those listed
above. Fixed length attribute value pair is employed in this
example, therefore only one message length field 92 is needed
for the entire message. If variable length attribute value

pair is employed, each pair needs an additional length field

to indicate the length of the attribute value pair.
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hi ghl y depl oyabl e in any standard network. When the
user session goes on, the QS controller 42 would
generate QoS statistics that reflects the service 5
experi ence observed at the term nal 41. The QoS
controller 42 would use the tunnel setup above to
report this information to th@&l1SLA manager 48 (513:
Q@S Report) . FIG 9 is a diagram show ng the format
of the reporting nessage (QoS report) for reporting
QoS dat axf - ] t < LN
the embodioat L oot RENP RS L EESR o & S Rg L eT 42
IDfield 91 followed

ne tarts wth a ssage b

he eCea e gt B U 920 At t RGNS BRZA g6y erthebrocess,
ayl ogad. The L.oad consists of attribute value pair

PR IR SPRY et B lar AR R BB e ene
D EERa Bt T ar'oWBBSICE b3S BPBEs T SRRA Thyis S1A database
recei ved, bytes dropped, packets dropped, average, .
baﬁgwﬂdﬁ hOeHARPATiMr barkhwi APK, IR nati e viprminal 41 is

aver age delag jitter, utilization and send dropping
t hPESREFAL YThéhe0SBhTupAAdREt 4B sWenhdbeerd paried emiprcement

not limted to those listed above. Fixed |ength

at PEFBage Eal tdepdlasS icorbpdbyed #A thirsugbxdms €oS control

therefore only one nessage length field 92 is needed

f otunpelesetvie Hesdadd.: QS \Enfabtenémb@idntatal)i butfdG. 10 is

value pair is enployed, each pair needs an additiona

| eagtdiddmin DEwing ndheat Eothetl| emfjt thef mbhesage for QoS

attribute value pair. 31
enforcement from the SLA manager to the terminal in the
embodiment of the invention. The QoS enforcement message
comprises a message ID field 101, a message length field 102,
an Action ID field 103 and QoS parameters field 104. The QoS
enforcement message has its own set of pre-defined message
templates. Similar to the said reportingmessage format, the
QoS parameters 104 can be zero, one or many QoS data fields.
An example for the Action ID field 103 and its corresponding
actions are those similar in FIG. 12,

Once the tunnel is setup in the QoS control tunnel setup

512, it is transparent to the SLA manager 48 and the QoS
controller 42. These two nodes would communicate with each
other like in the same subnet. The address of the SLA manager
48 and corresponding port number could be sent to the QoS

controller 42 during the “QoS Control” service setup time

(at the QoS controeol setup 511). The address of the terminal
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After receiving the report fromthe QS controller 42,
the SLA manager 48 would carry out some QS nanagenent
process, and deci de whether any adjustnment needs to
be done at the termnal 41. It would al so update the
SLA in the SLA database 5 49 if necessary. |If any
change at the termnal 41 is @ecessary, the SLA
manager 48 woul d send a QoS enforcenent nessage to
the QoS controller 42 through the QS control tunnel

sepup ;21 14 Enf ar Contro EBl.G. 10 .S .
di ggr é% éﬁ%%l%e he” f g%%aﬁio'ﬁf'}é%%a érssg%edpgrméo§% Service
enforcenent . f.romthe mana to the terminal in .

Ene SRR ar e BRachet o it She PG 1o Soent BF £ fifa Leble.
message _conprises a nessage |D fjeld 101, a nessage

length f FOPEn@2t0-Shd ACATINTH 67 1 o o 03 Hen@OBpEotrol, the
paraneters field 104. The QS  enforcenent nmessage has

i t SO of SplendePrAdE hwEd g Ehedifmk sl 41 s address
Simlar to the said reporting nessage format, the QS
papBfAePERsAedA nedn Poe tz BrEbedne o ndfy as aft a'x ¥ x X7 at
fields. An exanple for the Action ID field 103 and

i t BOESr I 8spOndWREL east ithgs Qe comdse 1diaf 14 din thisgterminal
12. Once the tunnel is setup in the QoS control tunne
sefilipneg@dssto writéste r3dplamayer od8he Bldvremmaged @8 port
and the QS controller 42. These two nodes woul d
commhecatlzt avndd dachheaddieridte lea iho i tsiayre phalseeb 06, e.qg.
The address of the SLA manager 48 and correspondi ng

poIP addbessclyl ¢ lye ydentt tortthe'r@iS datteraldddrat4? route is
during the "QoS Control" service setup tinme 25 (at the
QoSandhedolwishtimp thil)turnkel bty eskanfiel be feraknabvious to

anyone skilled in the art that the invention could be applied
tc any addressing scheme instead of using an absolute
address.
| The tunnelling channel only needs to be setup once per
terminal 41, usually at the first time it is requested for
a service in the visited network 44, i.e. there is only one
instance of the pseudo “QoS control” service per terminal
41. The teardown of the channel could be decided by the SLA
manager 48. For example, when the terminal 41 is no longer
associated with that visited network 44 or no more service
session exists, the SLAmanager 48 could signal the AAA server
47 to delete the settings on control nodes, e.g. GGSN.
The SLA manager 48 could also send unsolicited QoS
enforcement message 514 to the QoS controller 42. The,

overall system works on the reporting and enforcing/upd_ating
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32 41 is assigned by the SLA manager 48 during the
service authorization phase 506, and therefore is:

al ways avail abl e. For end-to-end comuni cation for the
QS control, the SLAmanager 48 needs only to wite to
the termnal 41's address 5 and pre-defined port
nunber, e.g. | P address "x x x38" at port "s s",
whereas the QoS controller 42 of the termnal 41
needs to wite to SLA Manager 48's address and the

ph cor c%%gber BS*EhatPgeeggé ygtﬁ&ﬁé{éﬁ%..ﬁ&%H%rﬁlfé‘bg%,,cont roller

I d t 10 h d the tunnel Li_n
cﬂéﬁﬁg‘ﬁe'eﬁt B0 P8 b bl Trd PREY S s L 10t P s T I FTG.
ntion coul d ed to any. addressin
RIS gtk R 6 I S 3 a‘rﬁa% '8served
tunne#glng channel. _only needs to be setup once pe
t ePvi WaF LR ARzl Ly a%{dm"ee Foldey phéepfans %qlﬂébttéé other
for a service in the visited network 44, i.e. there

5ishandy WAd!l rRECATcETST St P SO ke rof "the network

service per termnal 41. The teardown of the channe

coliPd B dekhde@nggerhel SLA Thansgaousingorabxdeplrgrformed

when the termnal 41 is no | onger 20 associated with

t haenipgiiced lyet abr kvkien ot niwgesresd ser Whean $édsi manager 15

exi sts, the SLA nanager 48 could signal the AAA server

47detedaliord tte geigdngse onakenangl adddesmeatyg bad@N.on the

The SLA manager 48 could al so send unsolicited QS

entepoementf messagehsét4 the thel {dy adanendaner U2. oThehe QoS
Controller 11A, it would issue the QoS enforcement message.
It is obvious to anyone skilled in the art that the SLA manager
15 could also use the policy control framework to adjust the
network at the same time if necessary, which is not shown
in the figures.

The two signalling explained earlier are the
signalling mechanism needed to setup a path to pass QoS data
from terminal 11 to home network 16 and vice versa in order
toc achieve end-to-end QoS contrel.

Once the terminal 11 receives the QoS enforcement
command from the SLA manager 15, the terminal 11's QoS
controller 11A will react to this enforcement command by
changing current state to match that of the enforcement
command. FIG. 6 is a diagram showing an example QoS

monitoring at the QoS controller in the embodiment of the

invention. It is modelled using the High Level Message



25 overall systemworks on the reporting and
enforcing/updating 33 concept. Both the policy
attendant 14 and the QS controller 11A need to
performreporting to the SLA manager 15 in FIG 1.
The QoS controller 11Awll report on the state
observed at the termnal 11, @ad the policy attendant
14, on the other 5 hand, will report the state and
conditi ons of the network to the SLA manager 15. The

trl ggcfédre'}g: & Ol}leé%?er?g%%%ru"%g{g gg'Jt gfllmhﬁsgr Fﬁg Qer‘amal 117s
e,ﬁﬁE¥ g¥ﬁﬁﬂJ Ezﬁpéﬁgaﬁp,13%o%giﬁe£eporﬁglg£%gh with some

Controller i uld i ssue the (oS enforcerrent
rodues it LvABieS 625 kbahe” oRtRiard 1T tm initial
that the SLA nanager 15 caoul d aI so use the polic

1L RV k SEG t8dj 18P It heSehet Wot ki at tCFféHEJa‘Bffératlon)-

tlrre |f necessary, which is not showmn in the figures.
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signal | ing mechani sm needed to setup a path to pass
Q8edaties vsem fernPRaForrangehofedatewneilterand vigeen the
versa in order to achieve end-to-end QoS control.
Onédermiaatlerki nal Q0% respdinaklehel DBS dhfdrwentht widd start
command fromthe SLA manager 15, the termnal 11's QoS
coperdloramnted widrhd r geet foomt hilsagnaf odad@entcoddrammnicon and
by changing current state to match that of the
enfrondépenng .cofeniso Ble@foGnissrapdragngm sthowiingtanfeedback

exanpl e QoS

the data collected earlier, pack it into a known format and
then send it to a central server for consclidaticon (602:
Monitoring performance data & reporting). 1In this case, the
central server shall be, for example, the SLA manager 15.
During performance menitoring, it compares the performance
data to its threshold values and if violation occurs (603:
Threshold violation occur), it will perform the necessary
correction to handle this violation {604: Handle violation).

The correction action taken here involves delaying of
transmission packet, dropping the packet entirely and/or
packet rescheduling if transmission bandwidth exceeds the
threshold values, or self-terminating the session entirely.
Therefore, transmission bandwidth can be controlled in this
manner. For receiving packets, the receiving bandwidth can

be controlled by minimizing the request for incoming packets

and also bandwidth request for any incoming packets can be
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nmonitoring at the QoS controller in the enbodi nent of
the 25 invention. It is nodelled using the Hi gh Level
Message 34 Sequence (non-patent docunent 13) Wen the
termnal 11's QoS controller 11A starts, it will be
configured with sone preset initial values or those
obtained fromthe initial confdbguration state (601
Set Initial configuration). 5 These val ues incl ude
threshold values for the different QS netrics used

for, ma 0 hey ot I
11'r5%J§%{:on??§n ﬁegﬁ%%kg?cgﬂru%gfi@? ch § %he BbTiRY server

per(ft(?l @ﬁ‘ﬁrﬁing?f’géi #niiij_glefo% %h%oétﬁ%%r%]%eaﬁ?qj of these

nDnltor orns reportin
f k 10 dat | l,ect I k t
ot %gﬁdm%p%g? SR I ol o e
cons |dat on . Mani taring ﬁ L ce d

i“Hg¥ aﬁ’ﬂ thl taddV P(@S ‘dg ? éPg %EP §r%ﬁ‘$l“e at the

for exanpl e, the SLA nana
pePP&rlﬁé{nc%e B t GRHGT i ¢PLR g&h%c%ma%\%%nl@f the
data to its threshold values and if vjiolation occurs

(683 FectRte§REMANLS| AL FONCPE ERYErIELGK 190 perrsienefeln the

necessar correction to handle this violation (604: '
HaR§WeuRd Bt ad ithhe shiHed valnest i ohhaddat ingkef dmrelguration
i nvol ves del ayi ng of transm ssion packet, dropping
t héowﬁﬁ%@t@%ttuerr@w@ﬁdlbrln‘@dvm:n@ssnegc:lfeamfpngemﬁnt data
transm ssi on bandw dth exceeds the threshol d val ues,
ortgmﬁhQeSﬁﬁmﬁaf@ﬁ¢h%ds¢£mmﬂm&#ﬂilbLy.Tmmeseﬁdnaffected
transm ssi on bandwi dth can be controlled in this
terminals 11 upon receiving this enforcement data (605:
Receive enforcement) will perform the necessary updates or
changes based on this enforcement data (606: Perform action
required). The monitoring process will resume based on the
new updated values.

FIG. 7 is a diagram modelling SLA manager monitoring
session in the embodiment of the invention. When the
performance monitoring session starts, the SLA manager 15
will load the necessary SLA information and the current rules
for monitoring from the SLA database 18 (701: Load Rules).
The SLA manager 15 receives reports on the status of the
terminals 11 and the policy servers periodically (702:
Monitoring network and terminal). The reports can also be
received in a non-periodic manner, e.g. pushed tc the SLA

Manager 15 or upon request by the SLA Manager 15. The status

will be compared to the SLA information. If an alarm or



manner. For receiving packets, the receiving bandw dth

can be controlled by mnimzing the request for

i ncom ng packets 25 and al so bandwi dth .request for

any incom ng packets can be 35 reduced. When network

condi tion changes, the policy server (the centra

server) will informthe SLA nmadfger 15 of these

changes. SLA manager 15 will then nake a deci sion on

the policy change. This involves updating the rule

engli Be adti ghhe; § B%lt'e@te%ler\’?m?‘n‘i‘fe@ec‘{pdﬁ"%épgﬁﬁg the SLA

configuration of the affected termnals
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ues. e updating confi gurati on ect
tecm [ S passi n f..enfQrcenent .data,.to
t neleafefurd o ke B R o TR S S tpp hetwor
term.nal s 11 upon. receiving this enforcenent data
(688" Ehg PR LAY rail S BPPURRLIAD RBCeRagpyce new
upda&es or _ch es based gg thif en%grcenent dat a ,
(6581CPert of NF att?h SRV AIEFul Pty 11 SWer Tyt FHges or decide
process will resunme based on the A new updated val ues.
15°F| &he7epdogcgragitanatdde Maay 1S A hendgewn format before
monitoring session in the enbodi ment of the )
i nYENPEBRCI I ek e hen TREE I BY Napekanbalt BY i wedakekry drhe policy
starts, the SLA manager 15 wll |oad the necessary
SLASTHesr whEh grevandtkere @i resiies ébe termibailt bt ity change
fromthe SLA database 18 (701: Load Rules). 20 The SLA

mahbgeFonbiguraitien.reports on the status of the

termnals 11 and the policy servers periodically (702:
FIG. 11 is a diagram showing the architecture for the

QoS controller at the terminal in the embodiment of the
invention. This QoS controller 1101 comprises the following
sub-components. Monitoring module 1103 comprises a
metering module 1102 for collecting performance monitor data
and also performing check for any threshold vioclation.
Enforcement module 1107 comprises the classifier 1104,
marker 1105 and shaper/dropper 1106 for traffic regulation.
Communication module 1110 comprises the usage information
and traffic profile 1108, to store all ccllection of
performance monitoring data from the metering module 1102
and alsc a reporting module 1109 to communicate with SLA
manager 1111. This communicationmodule 1110 also initiates
enforcement module to perform correction when enforcement
data is received.

Before a data packet 1112 is sent out from the terminal,
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Monitoring network and termnal) . The reports can

al so be received in a non-periodic manner, e.g.
pushed to the SLA Manager 15 or upon request by the
SLA Manager 15. The status 25 will be conpared to the
SLA information. If an alarmor 36 violation is
detected (703: Detect violatiody, the SLA rmanager 15
will decide the action to be taken depending on the
nature of the violation and the states of both the

nd ort i as Sem s EL: oAt FadEhils: AN Hraing o
ent;q cgrfsmggﬁ 2 QR GRe 1 A (e SR CLEE IR A3l ority .

pack it to a known Torma ore per
h t ol serve
R o L I ] S EfShgs 1105 co
fi t 1 di
ar bR (86 E%Lﬁ%q@roé)@ecérﬁﬁ o fer SRS or Wifkimetering
coRPROFer 1070 o s %&éﬂz&Pg@ng:sag?%nfomm and
sub- caonponents. Monjtoring nodul e 1103 conpri ses
neFéPFﬁ@Cwé’dﬁﬂfellﬂolzl%r eBrl dediorg perg oraakes 1105 on the

noni tor data 15 and al so perform ng check for any

t hFEERENE VFal&t Péntermhnalcentne kel HUQY then marks the
conprises the classifier 1104, nmarker 1105 and
shBRpEKe@Eopper lDl@@°ﬁGﬂeWr@ﬁfW@WﬁgﬂﬂQﬁhhﬁf depending on the
Comuni cation nodule 1110 conprises the usage

i nEvrrantonatagnd traffic profile 1108, to store al
col l ection of 20 performance nonitoring data fromthe

met er i ngAfRbenl ehis0Rarking process, the shaper/dropper 1106

decides whether to delay the sending of packet or to drop
the entire packet. The shaper/dropper 1106 also checks the
current terminal via Metering module 1102 whether to delay
transmission or to drop packets. Packets marked as
“out_profile” have higher probability of dropping compared
to “in_profile” packets. The outgoing data packet 1113 is
the packet that is actually sent out. The reporting module
1109 will periodically performs reporting back to SLA manager
1111 and SLA manager 1111 also sends QoS Enforcement message
back to the terminal via this reporting module 1109. The
enforcement message will be enforced onto relevant
enforcement module 1107 if any enforcement actions are
required,

FIG. 8 is a diagram showing an example of how QoS

controller performs QoS monitoring and traffic regulation



and also a reporting nodule 1109 to conmunicate with
SLA manager 1111. This comruni cation nodule 1110 al so
initiates enforcenent nodule to perform correction
when enforcenent data is received. 25 Before a data
packet 1112 is sent out fromthe termnal, 37 it
needs to be classified by clas8Bfier 1104 according to
its priorities. Each application has a pre-defined
priority. After classification it will be sent to

th%n”@lﬁgeémlﬁldlﬁn% 2 et gEr rerftio l';l W{%&-ﬂ ESH;@%tlol? cccurs,

out _profile” e metering chec

OB S RHSBUR, ThorRRL1oDa8Rgct BLELECRRRRY oy o ene
o Qbﬁa%fﬁ%%oai“?ﬁét” I R e AL chanse

e P dopHEMEL A6 4l i BECkRRS: hot2 6 Taerh st%fied by the
5 S€n t or to drop the entire packet,
sh&geﬁ/%&géﬁﬁef §io}eﬂ%ﬁ> s%d&ﬁééﬁntth@rleaw@n%ev%%ﬁmpnalBr C and

via Metering nodul e 1102 whet her to del ay
tr Rrehii & i tth& Qi sBephonetar ipacrst B trh% kewegs amlority.

"out-profile" have hi her robability of dropplr;ga
conpangliseson Rapaut Fé"agh@ﬁétgd e hnutgsimigadai s used as
packet 1113 is the packet that is actually sent out.
ThEhpedrire i g amld dlog pend9rming quurtent et | y Fpeehbingtion of
reporting back to SLA manager 1111 and SLA manager
112tharspasangte o S Enforseenusegdssagehe determining factor

10 for performing correction.

For a scenario when QoS controller 1101 receives
enforcement data telling it to lower its bandwidth, QoS
controller 1101 will set the existing value to the new value
received (B80l: Receive enforcement data and set new

15 guaranteed value). For the case of congestion, SLA manager

1111 decides to reduce the allocated transmission bandwidth
to low priority terminal. The SLA manager 1111 passes the
enforcement data with the necessary information to the
affected terminal. When the terminal receives this
20 enforcement data, it’1ll compare the enforcement data against
its existing value before performing the updates. For the
“total allocated bandwidth” measurement data, if the new
value 1is less than the existing, correction will be

performed,

25 In this example, packets of type A classification will



20 back to the terminal via this reporting nodul e
1109. The enforcenent nessage will be enforced onto
rel evant enforcenment nodule 1107 if any enforcenent
actions are required. FIG 8 is a diagram show ng an
exanpl e of how QS 25 controller perfornms QS
monitoring and traffic regulatign 38 in the

enbodi ment of the invention. When congestion occurs,
the SLA manager 1111 will pass QoS enforcenent data to

th I t i f . ,
b, DA UEN ol oleytor 11 \ele Pl panauiacn 1
11 .classified by th I i fi 1104, into 4 .

ot PR G e Speberd” whep S hind ReudI R et ghe tvpe
t he hi t i ord d D the | t iority.

Tt AnSHPLTBhCBAn At F LasRob desi A B G HEF MR ed value)
us%g]I as the determ nant for performng correction. A ,
CoBieRa(iEh S S1Thaf. pla RACIEIB Al 56 Hestesd @8 ongoing

the determ ning factor 10 for perform ng correction.
> Forre#5408ndP0s *WherndBsteoht #8F | RrseBirHeceiBlds, packets of
enforcenent data telling it to |ower its bandw dth,
Q& YPEodt Mot erba 19iven| pldethehdbaadwidtdy ital TRaqebres (804:
the new value received (801: Receive enforcement data
andldecatew 16l Yuearndwedthvibueclasgo® thackatse) of After all
congestion, SLA nanager- 1111 decides to reduce the
al kddatcad itorahe masdiars bdntyweh thenl|thwe pemedinting bandwidth
term nal. The SLA manager 1111 passes the enforcenent
dawalli be théornetessahy itybesnBti dnahd bDhefor example in the
10 ratio of 7:2:1 respectively (805: Allocate 70% of remaining
bandwidth for Class B, B806: Allocate 20% of remaining
bandwidth for Class C and 10% of remaining bandwidth for Class
C). For packets of type B, Cand D ¢classification, bandwidth
correction 1is performed by transmission rate control,
15 packets dropping and delaying the packets transmission.
Packets from the different classes are queued according to
their allocated bandwidth and class. Based on this number,
the threshold values for each type are computed (807: Reset
threshold with respect to new allocated bandwidth). Packets
20 willalsobenmrkadas“inprofile”or“outprofile”depending
cn whether the threshold is reached. If bandwidth usage
exceeds the threshold, e.g. for type B, which can be a video
encoder application, the QoS controller may interface with

the video encoder and instruct it to encode at a lower bit

25 rate.
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affected termnal. When the termnal receives this 20
enforcenent data, it'll conpare the enforcenent data
against its existing value before performng the
updates. For the "total allocated bandw dth"
measurenent data, if the new value is |less than the
existing, correction will be p@formed. 25 In this
exanpl e, packets of type A classification will 39 be
given the highest priority. If the total bandwidth is

st {1 Chalile i SUREL EReceaul Cedbandu g ot thge o

type A application (80 ass A bandw
guar ant.eed val u v t the sessjon will_ bge . .
Do AT 16 e ol BN B  E R B o ter face witn

Term nat e .Cl ass A sessiqn) Else, packets. of type .

Wi ﬁrﬂ%e"éij%n SEOTRE b e tc?’éﬁﬁ?}gér(éﬁ’ Qecide to

Al'l ocate full bandwi dth for class A packets) . After

al 156159 %Yonglf%Ppaefeé?gsoflq YPEASE fReMe@fe the threshold

remaining bandwidth wll be allocated the types B. C

andDUor RERPLEY RacketFovWiadi Beopfetegtive marked as “out

respectively (805: Allocate 70% of renmining . _

bakdwitdtls f e tdes e nagted Aadkele wioh ofowerprafhye” will

bandwi dth for G ass C and 10% of remai ni ng bandw dth

f olecHaspreg) Lirpsr pheketgres € \pul B, Qamk¢td of type C are

classification, bandwi dth correction is perforned by

t r avsriesktont hat er zosmi o% | on Sneuae kaefi terdrtdyi iypan®. Packets

del ayi ng the packets transm ssion. Packets fromthe

di bffetepe Ol asdésbar gquguedetlaatcbadedgotothéheatio allocated

al | ocated bandwi dth and cl ass. Based on this nunber, .
to those. The above ratio is used as illustration only. The
allccation of bandwidth to the different classes can be of
any ratio and classification types can be any number and not
limited to types A, B, C and D. Also, the QoS controller can

_ employ other means of scheduling and queuing mechanism such
as the RED -(non—patent document 14) and RIO (non-patent
document 15) algorithm for gueuing and not limited to the

example above.

INDUSTRIAL APPLICABILITY

This invention allows the QoS management to be handled
at the terminal which is the end éntity enijoying the service.
This will allow the source to manage the resource more
efficiently and avoid causing unnecessarily congesting the
network. For the case of network which does not have QoS

control, the terminal would still be able to have a certain



the threshold values for each type are conputed (807:
Reset threshold with respect to new all ocated
bandw dt h) Packets 20 will also be nmarked as "in
profile"™ or "out profile"” depending on whether the
threshold is reached. If bandw dth usage exceeds the
threshold, e.g. for type B, whiddh can be a video
encoder application, the QoS controller nmay interface
with the video encoder and instruct it to encode at a

| ongyr rté'et 0f2B0 a&ﬁar%ﬁte@" &l?éﬁ‘agﬂé’%egmﬁqnfalt |C'slgl‘:chs’1"30attacheot

|nte ace to t esal applcatlon an

rttg %Il)ll Chet Brﬂof‘xagn{ﬁéf%cﬁ\y\icﬁ&al tscgies \Qoqlec%o%nc%%%r Hoes not

con roIIer tively ‘dro
pac ets in_order . to et the t eshol 5 val ues
P aPnsBRer e tPF T iEs ddfne] oM arut o packets ke
profile” and ose mar acket t pr
i e SB@%@%%@& ﬂ‘?‘é’&g SoPefyRet © Mgt pacﬁ&%a&ﬁo frees
are queued.to the_transm ssion nore often {
5ty|ﬂu’é’ EhePEERB%SlEFltheOB e |n9d@%&@dpﬁ5§f>r@a§€as "tasks.
on the ratio allocated 10 to those. The above ratio is
used as illustration only. The allocation of
bandwi dth to the different classes can be of any
rati o and classification types can be any nunber and
not limted to types AL B, C and D. Al so, the QS
controller can enploy other neans of scheduling and
queui ng nmechani sm such 15 as the RED (non-patent

docunent 14) and RI O (non-patent docunent 15)
al gorithmfor queuing and not limted to the




exanpl e above. | NDUSTRI AL APPLI CABI LI TY 20 This
invention allows the QS managenent to be handl ed at
the terminal which is the end entity enjoying the
service. This wll allom1th§ source to nanage the
resource nore efficiently a ¢ avoi d causi ng
unnecessarily congesting the network. For the case of
net wor k whi ch does not have QoS 25 control, the
term nal would still be ab&ﬁA% have a certain 41
degree of QoS guarantee when e terminal which is
attached to the network has the individual QS
control, and does not <clog up the netmork by
ontrolling the anmount of %acket

t o, and bP
rroufit ‘EPF“‘ o1 GY5E HadlT %ﬁﬁ%e‘éjr%% "F} “5e“L?p R&Lty
resgonslblllty of the network to gerforn1th|s tas
EEATFES 11y @ Noéb%ﬁlﬂﬁtd'ﬁ%qkoﬁsﬂ t PRTHOR aEﬁPEﬁ%gcontml

end-to-end Quality of Service in a nobile network
SRS S8 nal centric control conprising: a termna
W th QoS control nodule that is capable of performng
QS nenitesrilngl répbr @PRgcamer ehfrddeeihaty iserapgble of
controller that accepts QoS reports fromthe term na
Fed fgiryd $ QAR Semfcoyidentimg i mrpectinnsand emeop@nent ;
control nodule in the termnal; and a central database
t hat st ceasrslibsoniptlileEr that accepts QoS reports from the
terminal and gives QoS enforcement instructions to the QoS
control module in the terminal; and

a central database that stores subscription
information of a user who uses the terminal and service level
agreement information.

wherein in QoS control module in the terminal comprises:

a monitor module that collects QoS information from the
terminal and all running applications;

a communication module that reports the collected QoS
information to the c¢entral controller and receives
enforcement instructions from the central contreller; and

an enforcement module that regulates a behaviour of the

terminal according to metrics received through the

communication module.

2. The communication system according to claim 1, further

comprising:



i nformati on of a user who uses the term nal and
service | evel agreenent information. wherein in QS
control nmodule in the terminal conprises: a nonitor
nodul e that collects QS inf??nation fromthe

termnal and all running applFfcations; a comuni cation
nmodul e that reports the collected QS information to
the centr control l.er. and rec bves enf o

|

ot 1 GoPPOhSY TSR e CEBHRIGHR COEr bF | HSA OB carEying
enf orcenent npodul e that regul ates a behaviour of the
fienggemendc A HPn & hetatark é&&%df%r%%ﬁl?ﬁeand Qo3
communi cation nodul e. 2. The conmuni cati on system
godergiengntd érsi m 1, further conprising: 43 a
policy control framework that is capable of carry
manag@mede cdeilyi arontor adt Maamaneiek tbﬁ&n#$|§ép e of
QS enforcenent; and a security control franework
shethd st taphbhg ¢he awgdrent i eatihog itZienqsehe service and
aut hori zing the service and resources and collecting
aesountesgand farliecitdngbaseshironinighénfoswat son based on the
subscription information. 3. The comruni cation system
aGee'd RGbse rdaiidnl iofoZmatdedri si ng: neans for
enforcing network QoS by exchanging information with
the policy control framework;
3. The communication system according to claim 1 or 2,
comprising:

means for enforcing network QoS by exchanging
information with the policy control framework;

means for managing QoS enforcement of the terminal
based on the user's subscription information and terminal
status by retrieving the user's subscripticon information
from the central database;

means for detecting a change of the terminal status;

means for synchronising the terminal status Dby
updating the user's subscription information in the central
database when any status change is detected; and

means for securing the message exchange with the

terminal by using security association cobtained from the

user's subscription information.

4, The communication system according to claim 1 or 2,

comprising:



means for managi ng QS enforcenent of the term nal
based on the user's subscription information and
termnal status by retrieving the user's subscription
information fromthe central  database; neans for
detecting a change of the teffi nal status; neans for
synchronising the termnal status by updating the
user's subscrjption inpformati.on %gethe ce

tral .
dat abBsbOSREFATAPASEAF R SHRHgY Foe RS pearmaRioRafgach
for securing the nessage exchange with the termna
BEIHdPAY‘ security association obtained fromthe
user's subscription information. 4. The conmmuni cation
syst ef adcecrdi ngata ke aiem Ao sr st ordgngpr Fiengt unne pling
| ocal database for storing the QoS information of each
tiofpirmation pbcaschiatebeuim ¥ cfomtQns mpntiyelt anderepagting
informati on of each term nal for QoS control and
papgosieng angur pose; and a | ocal database for storing
status information of a network where the each
t er m palldcalaidaaabede ForThkeocxdnmyusitesusoinfpshehion of a
according to claim1 or 2, conprising;, a proxy node

hiddty owltu hthegec ihel valcor warrthifeds dge & tittaahedhe
termnal to the central controller in its hone donain

5. The communication system according to claim 1 or 2,
comprising;

a proxy node that would securely forward messages from the
terminal to the central controller in its home domain
according to domain information provided by the terminal
when the terminal is not directly attached to the home domain;
and

a proxy node that would securely forward messages from the

central controller to the terminal.

6. The communication system according to claim 1 or 2,
comprising:

a monitoring node in the network where the terminal is
attached to that would report network information
relevant to the terminal to the central controller; and

an enforcement node in the network where the terminal is
attached to that would carry out enforcement command from the

central controller to provide service to the terminal.



according to domain information provided by the

termnal when the termnal is not directly attached

to the home domain; and a proxy node that woul d

securely forward nessages Eagﬁlthe central controller

to the termnal. 6. The co i cation system accordi ng
toclaiml or 2, conprising: a nonitoring node in the
qpt rk where the terminal is attached io,t at woul d
rlepotit® REPRBPACE bR PSSR 25 PEATE SOt dar oL the
to the central controller; and an enforcenment node in

98 Rerherk MR tRetherkeHaingl fugthgeheempplsend local
woul d carry out enforcenment conmand fromthe centra
slarvakaisiee £otro spoginde ther ¢oddersedh@obeinfaamatiygn. 7,

The conmuni cati on system according to claim1, wherein
the QoS control nodule in the termnal further

conprises a |local database for storing the collected

@S Theocomniinhcasiofheysoemuadoat domy sys tedmiac dor dhegein
to claim1, wherein the nonitor nodul e conpri ses:

edan mond it oga picditilieg dop reesi:nf or mati on and stori ng

the QS information at a | ocal database in the

ter m RRlans FBEMSaptir iMNither oy itfRselidnvaptiatiding the
and nmeans for initiating the enforcenent nodule to

RRISF Qo rinadfifonC afte@ulialdaan duhepakke ivi ehat tefminal ;
detected. 9. The comuni cation system according to

cl ai mpbMher&im fdifitoring threshold violation; and

means for initiating the enforcement module to perform

traffic regulation when the violation is detected.

9. The communication system according to claim 1 wherein the
Communication Module comprises:

means for packing the QoS information in a known format
before sending the QoS information to the central
controller;

means for parsing QoS enforcement information
received from the central controller;

means for updating terminal state based on the QoS
enforcement information received from the central
centroller; and

means for initiating the enforcement module to perform a
relevant correction in the enforcement information

received from the central contrcller if necessary.



Conmruni cati on Modul e conprises: neans for packing the

QS information in a known format before sending the

QS information to the central controller; neans for

par si ng QoS enf or cenent |nfor%at|on received fromthe
central controller; nmeans fo# updating term nal state

based on the QS enforcenment information received

I AT R e R U

correction in the enforcenent infornmation YECEIVE%

YR T FRNREh AU R YOI SR RRS MISpnH 4 0T BerfREming
communij cati on system according to claim1l wherein the
drifs fcisherr IVl @ f &kt RBE EOFPYNGds ifeaidgprto regulate
performng traffic regulation at the termnal in
dresrinal regjufegeaneer mi nal performance. 11. The

comuni cation system according to claim10, wherein

the enforcenment nodul e conprises at |east any one of

the follow ng neans: nmeans for classigilng packet s

ildt- o Tdef FRWBHLCABAPD rIUStEn ¢TI NgHee Copimndl ; Whgpegiq the
for managi ng droppi ng of packets within the termna
windip nosswmtcemgdotl e atdneaises t @tt hbeast miatal PBe uyxfedthe
%%ilowing means:

means for classifying packets into different
priorities within the terminal;

means for managing dropping of packets within the
terminal when resource quota allccated to the terminal is
used up;

means for reducing congestion at the terminal by
lowering a transmission rate;

means for reducing congestion at the terminal by
delaying transmission of packets when insufficient resource
is allocated to the terminal;

means for terminating sessions and stopping

transmission of packets;

means for reducing ocutgoing traffic by limiting total
number of outgoing sessions;

means for reducing inccoming traffic by limiting total
number of incoming sessions; and

means for reducing incoming traffic by requesting for less

incoming traffic.



means for reducing congestion at the term nal by
| owering a transm ssion rate; neans for reducing
congestion at the term nal by delaying transm ssion

of packets when insufficient4 esource is allocated to
the termnal; nmeans for term’nating sessions and

stoppi ng transm ssion of packets; neans for reducing

Qutgoing traffic by limting total . nunber of,outgoin% ,
ééssi SRE: CHEERLIFRY 1%&;@%?3“ PREGRARRIL FArF13imyt, Wherein
l[imting total nunber of incom ng sessions; and neans
ftde &g datahfsry 3¥Uf9Sc by requesting for |less
incomng traffic. 47 12. The comuni cati on system

accor didgrimetépai pnl Qoshereifilet bd cacty dinddatidbadeuser's
stores; information on QoS profile of each individua
sss'cy ipsubac infbrmaticher mati on; i nformati on on

status of the individual termnal; information on

ser vi de fagesien orbedtwrers et vidtek Sinddivifdraiatti exmioral ;
status of the network providing service to the

t er m nalformad oAl 6AMBEELODCONa PO érfian harsH twig et amdirks;

for QS nmanagenent. 13. A communication nethod in a
communird drfd BYAL A status of the network providing
service to the terminal; and

information on policy handling mechanism for QoS

management.

13. A communication method in a communication system,
wherein the communication system for achieving end-to-end
Quality of Service in a mobile network using terminal centric
control comprises a terminal with QoS control module that is
capable o¢f performing QoS monitoring, reporting and
enforcement, a central contreoller that accepts QoS reports
from the terminal and gives QoS enforcement instructions to
the QoS control module in the terminal, and a central
database that stores subscription information of a user who
uses the terminal and service level agreement information,
comprising:

a step where the QoS control module collects service and
QoS statistics, and feedbacks them to the central
controller;

a step where the central controller receives QoS



wherei n the comuni cation system for achieving

end-to-end Quality of Service in a nobile network

using termnal centric control conprises a termna

with QoS control nodul e that ks capabl e of perform ng
QoS nonitoring, reporting ané enforcenent, a central
controller that accepts QoS reports fromthe term nal
and qgi ves S enfaorcenent,_ instru ons to the QS
croqﬁcgfo#/’s 91? é‘?fi ?r‘f?l]; é‘hijei centr al

dat abase that tores subscription informgtion of

user WhoSteRe¥NEEE ¢ %15@”%%%%3%?9FE% ggeperforms QoS3
agreenent information nprisin a step where the
B382g6AERS| bases enciheeBes seforcs angm €ps terminal and
statistics, and feedbacks themto the cent raI

déRt sebseripkionepnfparatinaicent ral control | er

receives QoS 48 records fromthe QS control nodul es;

a steg whkep tweerentthg cembynilecyerfolde rQoiends QOS
managenent based on the QoS records fromthe term nal

smd oricemsnbscnilgts ort ¢ nfben@piSorcoret x¢ bpmodede t Hor QoS
central controller sends QS enforcenent rules to the
QdJustméniol amatlul e for QoS adjustnent; and a step

where the QS control nodul e perforns QS enforcenent
rul es asesep r ehetree want gab ecaniti@lll enodabd @lesForms QoS
performs | ocal enforcenent decisions within itself.
enforcement rules sent from the central contreller, and also

performs local enforcement decisions within itself.

14. The communication method according to claim 13,
comprising:

a step where the central controller updates the central
database about the terminal’s status; and

a step where the central controller retrieves terminal

information from the central database for QoS management,

15. The communication method according to claim 13, wherein
the communication system further comprises a monitoring node
in the network where the terminal is attached to that would
report network information relevant to the terminal to the
central controller, and an enforcement node in the network
where the terminal is attached to that would carry out
enforcement command from the central controller to provide

service to the terminal, comprising;



14. The comuni cati on nethod according to claim 13,
conprising: a step where the central controller

updates the central database about the termnal's
status; and a step where the4 entral controller

retrieves termnal informatron fromthe centra

dat abase for QoS managenent. 15. The conmuni cati on

met hod according to claim 13, wherein th .

Commuh S5eh STt S e ERERRbAGHES RSt Srsh FEBY i £ the
node, in the network where the termnal is attached to
tREMLRALI B 9GSt REEWRFk FEAtOSARESRMR LIl £593rgingethe
termnal to the <central controller, and an
sprsridedenendod EepAbar&snetiBr keohhegbeghene BY AT Ral SFatus
attached to that would carry out enforcenent commuand
flindmrmag icenttoalt heowenginadr contmoddiede service to the
termnal, conprising; 49 a step where the enforcenent
node pr otiegeshsareyitdee tem fidiecémentnabdeoprollicets service
network status information regarding the term nal and
fteetthacksrmiwat dd petrdfdrmelwoak =drat amsi on mloortatli basted on
the central controller; a step where the enforcenent
nedalppovides service to the terminal to perform

| ocal adm ssion control based on |local policy; a step

wher e gt her §@niyhalreC ot okbkar rper fasidrdoSe r NpBAFSRFRIBt QoS
and deci des QS enforcenent rul es based on the
tRedbrakntnbetmMbi-9Resadds enforcement rules based on the
feedback information; and

a step where the enforcement node provides service to the
terminal to carry out QoS rules sent from the central
controller.
l6. The communication method according to c¢laim 13,
comprising:

a step where the terminal embeds QoS control capability
informaticon in a session control message and sends this
information to a session control server during session
initiation;

a step where the central controller initiates a monitor
session when the session control server detects the QoS
control capability information;

a step where the central controller replies to the
terminal with a QoS control capability embedded in an

acknowledgement message; and

a step where the terminal initiates the QoS control



a step where the enforcenent node provides service to
the termnal to carry out QoS rules sent fromthe
central controller. 16. The comuni cati on net hod
according to claim13, conpggsing: a step where the
term nal enbeds QoS control pability information in
a session control nessage and sends this information
to a session control server during session

meidile when £he @sknrerledgrnendhimessagmtfppmihe session

initiates a nonitor session when the session control
sevivéptilonecontains @58 QeSnceutrehpmnalbityity information,
information; a step where the central controller
repl i eetretyhe camenu hadtbth eh@o8edontoediwapaltiie t yQo0S
enbedded in an acknow edgenent nessage; and a step
wherter d henddarld rial thei tieatmésatthen@otheonénbrablOcontroller
nmodul e when the acknow edgenent nmessage fromthe
FRIS ip@It £ dritiitnigAtdiodN ceondrailng & ke t@eS ictrdd .ol
capability information, whereby conmunication channe
bet ween the QS control nodule in the termnal and
the central controller for performng QoS control is
ésht.abl Téleedcomiun That & onmums tthed oacreidddiaactor diliagim 0l 6,
claim 16, conprising: a step where the term na
exbpddsg: reporting

a step where the terminal embeds QoS reporting
information in a session control message and sends the
information to the session control server using the
established communication channel;
a step where the session control server parses the QoS
reporting information embedded in the session control
message; and

a step where the session control server passes the QoS
reporting information to the central controller,

whereby the QoS control module reports the QoS

information to the central controller.

18. The communication method according to claim 17 further
comprising a step where the central controller stores the QoS

reporting information at a back-end database.

19. The communication method according to claim 16,

comprising:



information in a session control nessage and sends the
information to the session control server using the

est abl i shed conmuni cati on channel; a step where the
session control server parseg the QS reporting

i nformati on enbedded in the %ssion control nessage;

and a step where the session control server passes the
Q@S reporting.infornmation to the central, .controlle

whor ey ThEPORSTEnt FDE HoRtEE Seper bt E Ptk Thsenbedls os
information to the central control|er. 18. The
EOHRRRTETAN tort THETHIRE 1% oF i h oS¢ 3° £ AT P Lr PREFATE and
conprising a step where the central control|er stores
S80St rieport FAGSHATOITES DR aF BhBatrRr&idadattbh’e. the
19. The communi cati on nmethod according to claim 16,
compundicagionl chansedp where the central controller
enbeds QoS enforcenent infornmation in a session

contrel sespagheamne tbendsessivn akbestopatsent tdte QoS
the term nal using the conmmunication channel; a step
windroer dere rste s Horca t oh pabsdsiechd Qdhe esd s temenontrol
i nformati on enbedded in the session control nessage

e ssessd @y agyd s o&d | opp L hodt doat epandhere the session
client passes the Q@S enforcenent information to the

QS centspépmtid®s the session client passes the QoS

enforcement information to the QoS control module.

20. The communication method according to claim 19
further comprising a step where the terminal stores the

Qo8 enforcement information at the terminal’s local database.

21. The communication method according to claim 15,
comprising:

a step of computing and setting threshold and boundary
values for triggering monitoring events at the terminal;

a step of triggering violation events when viclation is
detected at the terminal;

a step where triggering non-viclation events for
non-violation monitoring events at the terminal,

whereby the monitoring module of the QoS control module at

the terminal performs traffic monitoring.

22. The communication method according to claim 13,



20. The communi cation nmethod according to claim19
further conprising a step where the term nal stores
the QoS enforcement information at the termnal's
| ocal database. 21. The co ni cati on net hod
according to claim15, conpiising: a step of
conputing and setting threshold and boundary val ues
for tr| ering nonitoring events at the termnal; a
‘ggering violation events when V|olat|on i's

detected at t ter ep _wher ge
non- vifol34EPo i@?@ 55fgﬁrmﬁ8ﬁi E&HH?FEE ﬁﬁg ?o I%gcontrol
events at the term nal, whereby_the nonit rlnq?ﬁﬁ 1
SETPRECERr LMLt AR5ERTe CAPErPhePFRFET AT e rhina
traffic monitoring. 22. The conmunication method
%9 tOo acPELHPTE; 52 conprising: a step where

the term nal requests for a QoS control service
duri ng tStepavbess Wntgeditrplocentraiier thétiakes mamonitor
attaches to a network; a step where the centra
cesision @hennini aceess nontrol sseysiroAnfhemsakhaceessral
control server inforns the central controller of the
Qoultowitliral ofethiec @osSe questirola sstrap ashersgiuaatrel | i ng
channel information is allocated and enbedded into
t he accesseponitedter epmydlylihg odeminal donffeombeérdon is
and
allocated and embedded into the access control reply by the
central controller; and

a step where the tunnelling channel information is
received, and the tunnelling channel is set up between the QoS
control module at the terminal and the central controller using
this infermation,

whereby communication channel between the QoS control
module in the terminal and the central controller for

performing QoS control is established.

23. The communication metheod according to claim 22,
comprising:

a step of collecting the terminal’s QoS information;

a step of packing the QoS information into a specified QoS
report format; and

a step of sending out the QoS report to the central
controller,

whereby the QoS control module reports the QoS



a step where the tunnelling channel information is
recei ved, and the tunnelling channel is set up between
the QS control nodule at the term nal and the
central controller using th'§ i nformati on, whereby
comruni cati on channel between~“the QoS control nodule
in the termnal and the central controller for

performn S control is.estahlished. 23. The
TS DR o S o e A e IR0 26 Yo m 27,
conprising: a step of collecting the termnal's QS
information; a step of packing the QoS infornmation

i,nto speci fi ed S report format. and a_st.e

2Anai T i Saa one BEERO PRI 1 TP A1 ether
wher ehy .the QS control npdule reparts th S.5 ,
CRTGF rai T8N at BLPREOE AEPBING oS R TheCte Q%»)?e intormation
communi cation nethod according to claim23 further
doFedildi B £he SEHIInabrT ntPthe doFrRRFRd Q0S
information locally at the termnal's |ocal database.

25. The conmmuni cati on nethod according to claim 22,

conprising: a step where the central cantroller
Fecei ve§et HPTHN1FaboPE me&h%ea%?ﬁgﬁas; 0 sELpim 22,

where the central controller conpares the QoS
comprising:

a step where the central controller receives the QoS
report from the terminal;

a step where the central controller compares the QoS
report received with QoS profile obtained from the back-end
database;

a step where the central controller packs the QoS
feedback information into a specified QoS feedback report
format; and

a step where the central controller sends out the QoS
feedback report to the terminal,

whereby the central controller feedbacks to the QoS

control module in the terminal.

26. The communication method according to claim 18 or 24,
comprising:

a step where the central controller loads the service
user’s QoS profile from the back-end database;

a step where the central controller loads the



report received with QS profile obtained fromthe
back-end database; a step where the centra
control |l er packs the Q@S feedback information into a
speci fied QoS feedback reporg format; and a step
where the central controller gends out the QS
feedback report to the term nal, whereby the centra

control | er feedbacks to th S .control npodul e i.n the
LBEFImgdl ate ?ﬁéw@&ﬁﬁmb@g %ﬁoﬁégﬁodgﬁ%lor g hfaoék_end
claim18 or 24, conprising: a step where the central
gaheP8ffer | oads the service user's QoS profile from

t he back-end database; a step where the centra

cont r @ FesP Mbgas e centrahiireglieE RiBiGsKEhewgatus of

profile fromthe back-end database; a step where the
doneraediener oekwprkst 4rps RREVSTE! §sebf orFARERFeBPdte
networks from network's enforcenent node; a step where
the censtep whemerihe eentbadignntited ler phfsigis thestatus of
termnal via reporting fromcomunication channels; a
sheptehmipal heisen¢patt oont fwin evompomiaacd onhehsnaeds:
of the termnal with termnal's QS profile; and a
st ep whetept higecenihealcenonhl otdrerralderacespahes sthet estate
of the network node with the network QoS profile.
of the terminal with terminal’s QoS profile; and

a step where the central controller compares the state

of the network node with the network QoS profile.

27. The communication method according to claim 22,
comprising:

a step where the central controller decides on
actions to be taken based on policy handling mechanism
information stored in a back-end database;

a step where the central controller packs action
information with relevant Q¢S parameters into an QoS
enforcement message format; and

a step where the central controller sends the QoS
enforcement message to the QoS control module of the terminal

that needs to perform correction.

28. A communication method in a communication system,
wherein the communication system for achieving end-to-end

Quality of Service in a mobile network using terminal centric



27. The communi cati on nmethod according to claim 22,
conprising: a step where the central controller

deci des on actions to be taken based on policy
handl i ng nechani sm |nfornat5gn stored in a back-end
dat abase; a step where the céntral controller packs
action information with relevant QS paraneters into

an S, enforcenent nessa - and a e .
Fﬁ@%&ﬁ%{ﬁp%ﬁ 3 FEFDLang %@5&5‘: fifof P rhutftethat 1o
ness to_the C?S cont rol nDduIe of the te rn1n q
FREA thdp% PBPﬁPgorggﬁtFTﬁPlﬁ%rlQSCOHﬁﬂﬁ?E thgn an
nmet hod in comuni cation system wherei
@aﬁﬁﬁﬁﬁaﬁflrc@nas%%ﬁﬂ o?owle\ﬁrn&héﬁdatcseeﬁa Qeﬁalfﬂi’?/rts
of Service in a nobile network using termnal centric
S5omcdiR FormburpRrnd el ve s @pHieRdPraPRANTISSEEREEbPDS to the
nodul e that is capable of perform ng QS nnnltorlng
Reforcenhyodnmoduhe ol befitdtternigenk r Antencestired dphpbase
accepts QoS reports fromthe termnal and gives QS
¢hbor stoees suisquigtiions infotrhet i entuser wbdukeesnthe
the termnal, and a central database that stores
sebmcnapt i cand nf crematiicen oflemelseragerEmesds t heformation,
term nal and service | evel agreenment information,
conpriisimg: a step of conputing a threshold val ue of

QoS netrics that needs to be nonitored,

a step of computing a threshold value of QoS metrics that
needs to be monitored;

a step of performing local QoS adjustment to the
terminal if the measurement of the QoS metrics is not within
the valid range of the threshold value as computed;

a step of collecting QoS information and usage and
adjustment statistics at the terminal:

a step of sending the QoS information in a
predetermined report format to the central controller;

a step of receiving of QoS enforcement feedback from the
central controller; and

a step of performing correction based on the feedback from

the central contrecller.

29. The communication method according to claim 28,
comprising:
a step of updating the terminal’s local database with the

QoS data collected; and



a step of performng |local QS adjustnment to the
termnal if the measurenent of the QoS netrics is not
within the valid range of the threshold val ue as
conput ed; a step of coIIectigg QS informati on and
usage and adjustnent statistrcs at the termnal; a
step of sending the QoS information in a

predeterm ned report f t tot central, controll.er
a stef Bfep é’%e‘i‘?‘g?@“& %%T%%%&“’B'Zﬁeﬁ?cqﬂgagggﬁs? oY the
the central controller; and a_step.of performn

edfrscemsrthieeabarkt Fece LB I (Y r@énFPgleler-

controller. 29. The comuni cation nethod according to
claim 28, conprising: a step of updating the

termnal's | ocal database with the QS data., .
31| edPBACOHRIN AL Lons fefho aﬁaawlh% tHe T&iH f§ wherein
| ocal database with the enforcenent feedback receive
PAGHEE her drvthsfiicgoatr BeFRINal 3¢ defavednheni g ilgiral @05
met hod according to claim?28 wherein packet
Bdansyimsgiten tat the iqrrinal del ayed for the | ocal QS
adjustnments to the termnal. 31. The comruni cation

met hod according to claim28 wherein packet is

dropped at the termnal for the |ocal QS adjustnents

to the termnal. 32. The communi cation net hod .
§@Corapﬁgc@@mqﬂ%gqﬁggy.%ﬁgp@ﬂnaccordlng to claim 28 wherein

packet is dropped at the terminal for the local QoS

adjustments to the terminal.

32. The communication method according to claim 28 wherein
packet transmission rate is reduced at the terminal for the

local QoS adjustments to the terminal.

33. The communication method according to claim 28 wherein
request for receiving channels is reduced at terminal for the

local QoS adjustments to the terminal.

34. The communication method according to c¢laim 28 wherein
transmission/receiving session initiated by the terminal is
gracefully self-terminated for the local QoS adjustments to

the terminal.

35. The communication method according to claim 13, wherein a

data format for reporting information from the terminal to



packet transmi ssion rate is reduced at the term na

for the |local QoS adjustnents to the termnal. 33.
The communi cati on nmethod according to claim28 wherein
request for receiving channe% is reduced at term na
for the |local QoS adjustnen to the termnal. 34.
The communi cati on net hod according to claim28 wherein

%éansni Si n/regeiﬁin sesikpn initiated by the
PrcRRCIRd cgriEetdety 18 9%E¢ mi nated for the | oca
Q@S adjustnents to the termnal. 35. Th , ,
connuﬁQ§ﬁﬁQ% ﬁ%tﬁ&jQ&ﬁﬁﬁﬂgﬁéspoﬁg%ﬂ%#§§?rﬁﬁ§réqF%91ng
data format for reporting information fromthe
MePArEBF/to 57 the central controller includes:
message ID to distinguish the different incom ng
messafessagedeageh [tontrdicare enatdy of [téggntige nersage for
entire nessage for reporting status; and QS
reportiimy ddtatusclamding attri bute val ue pair that
contain the QoS type and its value. 36. The
communi cation nethod according to claim 13, wherein a
dat a f BPfarePRFLiNSs defRrolRENEHNG ASARRFONVIFUSmRARE that
termnal to the central controller includes: nessage
Fpntaisi $hen§eisSs i YoRe adidf fidsee lugconi ng messages;
action IDto indicate the action to be carried out;
36. The communication method according to claim 13, wherein a
data format for QoS8 enforcement information from the
terminal to the central controller includes:

message ID to distinguish the different incoming
messages;

action ID to indicate the action to be carried out;
and

QoS enforcement data that c¢contains parameters

associated with the action ID.

37. The communication method according to claim 36
comprising:

a step of checking the action ID referring a
pre-defined template; and

a step of packing or unpacking the QoS enforcement data
according to the pre-defined template,

whereby the action ID of the QoS enforcement data is



and QoS enforcenent data that contains paraneters
associated with the action ID. 37. The comruni cation
nmet hod according to claim36 conprising: a step of
checking the action ID referﬁang a pre-defined
tenpl ate; and a step of packinhg or unpacking the QS
enforcenent data according to the pre-defined

action ID of the QoS enforcenent

t enpl at.e, t
8§g§dgge§§gbgkigégaggﬂd/or decoded.



