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' J=-- X ZNPURMATION PROCESSING APPARATUS | .

| Technical Field |
S The present invention relates to informarion processing
apparatuses,?and in pérticular,.to an information.prpceésiﬁg
apparatus designed to'protgct copyright even for content

having no given identification information.

- 10 Background Art
'Recently,.MiriDiscs‘(hereinafter referred toAas MD
discs if nécessary) have becdme,widely'used_in place of
éassette tapes. éne of:the_reasons of the wiéespread'uée'is
thét, in the case qf-qasserre”tapes} itriS-impOSSiblé to.
15 pgrform random aééessing,'whrle inrthe3C§Se of MDs, it is
_possible to perform random éccésSing
In the MD system the functlon of 1dent1fy1ng centent
15 not deflned in Spec1f1cét10n As a result the system :
has a problem in that it is 1mp0531ble to determlne Whlch
720h piece of content is'recordéd_and the gopyright_bf Content_

' cannot be managed{-'

Disclosure of Invention-

Embodiments of the present invention seek to enable management
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#a, 11 (C11J): CN, KR SG US. (84) #a Z a 13 1 | p (AT, BE, CH, CY, DE,
DK, ES, FI, FR. GB, GR IE IT, LU M, N., PT, SE, TR). 2]'t i-- f'73ttJ;
fi 4) odf~~I,'Tl , r flc | *PCTfl-L F:3-1:11K-0)~6dy 1'Aj -F1L # o '
A .. PC CONTENT CHECK OUT PROCESSI NG S#ART 511... FETCH DATA OF CONTENT TO
BE CNECOED OUT S12 ... ENCODE CONTENT DATA 51I...ENCRYPT CONTENT DATA

014. .. TRANSFSR 2NCAYPTED DATA AND REQUEST FOR RASH VALUE CALCULATI ON
515. .. BASHhYALUEY 26kt VBD?cSRbent , DEGRN?T FENGRYPT ERCA: 6H VALUE  524.

ERROR PROCESSI NG S17...5TORE HASH VALUE 515. .. ENCRTFT DATA ALIAEEO'TO BE
C=CHEO @UTOAMBtTEANSthi&ahtlfylng the content is not . found.
According to a first aspect of the invention, there is provided
an information precessingfepparatus for performing
5 content,manegement, comprisieg; |
| .acquiring meensrwhicﬁ:acquites content to be
transferred to anbther‘infor@ation‘processing apparatus;
enctyption-means whieﬁ‘enctypts the content acquired by-'
Said acquiring heans;‘ -
10 | -transmitting means whieh transmits the encrypted
 content to the other infofmatipﬂ processing apparatus;
reeeiﬁing means which receives, from the other-
f infotmetion proeessing apparetus, a compﬁtatien Valﬁea
rcomputedcbesed,en the-contént=tt§nsmittediby said
15 transﬁittingAmeaﬁsj aqd.'- |
manegementimeené which,: ﬁaée@ on the eomputatioh_value_‘-
"reCeifed;by said'receitinéjmeene( ﬁene§es the centeet;
rAccording to a eecondrasbect of the ihﬁention, there is-brovided
an. information.p;ocessing‘methdd,for an information
20 j processing appanatﬁsfwhieh performe‘contentAmanagement,
~ including:
an acqu1r1ng step which acqulres content to be .
transferred to another 1nformatlon proceSSlng apparatus,

an encryptlon step whlch encrypts the content acqu1red

25 in eald:acqu;rlng,step;‘




A. : END (57) Abstract Managenment of copy right of a content to which
identification information is not assigned. A Calculatio % gﬁlock é%pG)

cal cul ates a hash value in accordance with a part of co P QAP

recorded on an MD (209) and transmts the hash value froman I/0O bl ock
(201) to a personal conputer. The personal conputer identifies the
content recorded on the MD (209) fromthe hash value and in accordance
with this, nmanages check in and check®out of the content. This invention
can be applied to a personal conputer. 6 Septenber 2005 - 1 DESCRI PTI ON

| NFORMATI ON PROCESSI NG APPARATUS Techni cal Field The present invention

relates to infof MBlAMIRAAGRESHRY APRRA alUSEsn it ANhd eRaFfpdar, to an
i nf or mati-on processing  apparatus designed to protect copyright even for
content  hewhfign 0@ Meh ddsit | fl €athPi bAT PEIBEE OTng apparatus;

a receiving step which receiﬁes, from the other
'iﬁfbrmatiqn{étéééssiﬁg appératﬁ$;_étcomputati6n value
éoﬁﬁutéd'based on the'cqptépt-trénsmitted iﬁ'Said-
-'tranémittiﬁéﬂstep}iand_j |

"a‘managemeﬁt-steptwhibh,'quedron:the qom?utation value
re¢éiVéd inysaid'técéiﬁingtétepf.maﬁégéé the content..

Accordlng to a thlrd aspect of the invention, there is prov1ded

a program storage medium storlng a. computer readable
'proépamrfor an 1nformétlon,prpcess;ng apparatus wh;;h
_perﬁormsYCGntent3maﬂ§gé¢éhtf‘thg'ptqdrémquclqaing:

an.écéuiring stéﬁ-wﬁi¢h é;d#irés éoﬁténtVto'bef
'trénSferred_to;anqthet infbtmatibn,processiné-apparatUS;

aﬁ encryptibn step which-eﬁcrfpts}the content acguired
iﬁ‘éaid-aqquirihgfstép;‘ J

a‘transmitting step which trénSmits.tﬁg encrypted
content to the-otﬁer informétibn précessing appargtus}'

a feceiving_step whichfrecéivés; frpm the other
infprmatioﬁ processing apparatus, a coﬁputation vqiue
coméﬁted based on ‘the Céﬁteﬁt'transmitted in said
tr#nsmittihg step; aﬁd'- |

a ﬁanage@ent étép ﬁhiéhf bésedlontthétcomputation'vaiuer

- received in said receiving step, manages- the ¢ontent.




10 Background Art Recently, MniDiscs (hereinafter referred to as MD discs
i f necessary) have becone w dely used in. place of cassettg tapes:. One of
the reasons of the widespread use-is that, in the case of ST %t?@mtapes
it is. inpossible to 15 perforntrandontacce53|ng, while in the case of MDs,
it is possible to performrandom accessing. In the MD system, the function
~of identifying content 1is not defined in specification. As' a result, the
system has a problentln that it is inpossible to determ ne which 20 piece
-ofcontent is 'recorded and the copyright® of .content cannot be managed-.

Di scl osure of Invention Enbodlnents of the present invention seek to enable
-managenent 6 Sept enber 2005 - of the copyright of content, even if

identification information dentlf in e. i snpeL. fo {ded
According to aﬁt@?%¥f€368c? % ve%tlgﬁﬁg g?§%€§£3r§3lg d? QHQVl ©

i nformatien proc?§g nga@gargguglggrapeg&gh%b@gwgqceoebe&&oqenagenent
conpri sing: acqu g neans whi ch-acquires content .to-be -transferred to

anot her I%%ttatalt@anpBeeeésemggaaeea%ess femcaémfbemnnjemtwmtch encrypts
the content- acquired by said acquiring neans; transmtting means which

transnttsmbhggeﬂ@hyptedeg@aheat to' the other |nfornat|on proce55|ng
appar at us;
an acqulrlng step Wthh acqulres content to be
transferred to another 1nf0rmatlon proce551ng apparatus
'an encryptlon step whlch encrypts the content acquired
iAln sald acqu1r1ng‘step, - | |
| a transmlttlng step whlch transmlts the encrypted
‘content to the other 1nformatlon processtng apparatus-.'
L a rece1v1ng step Whlch recelves from the other
:informatlen processlng appatatns a computatlon value‘
compnted-based'en:the5centent transmittedjln sald
transmitting step; and
a management step Wthh based on the computatlon nalue'
recelved in sald rece1v1ng step, manages the content
Accordlng to a flfth aspect of-the-lnventlon, there .is prov1ded
an 1nformat10n proce331ng apparatus u51ng content
coﬁprislngf | N
acquiring means which acqniresrcentent'transferred‘froml
another information proCessing apparatuste
computing'means-which,-based.on the;content acgquired bj

said acquiring means, performs predetermined_CompUtation;'




recei ving means which receives, fromthe other. information processing
apparatus, a conputation val ue conputed-based on the content tran tted by
said 15 transmitting neans; and. nmnagenent-nmeans whi ch, :° %é@ﬁﬂ? %&% '
conputation value. received:. by said receiving, nmeans, nanages the
content. According to a second aspect of the invention, there is provided
an, information. processing, nethod. for- an |nfornat|on 20 . processing

apparatus which perfornms content managenent, including: an acquiring step
whi ch acquireS'content to be transferred to another information processing
apparatus.; an encryption step mhich encrypts the content. acquired 25 in.
sai d ach|r|ng 6. Septenber frgrqgsmﬂgldghégep whi ch
~transnits the Eﬁﬁﬂ%ﬁ%?ﬁFHQxﬂﬁ%ﬁﬁ % qh éﬁ}nl i'nformation processing
apparatus; _a receiving step:w Lecel gesthgr@gﬁéggaeibervanﬁ@rnat|on .
processi ng™ Sﬁﬁﬁ?g 0% pgpc%ggﬁ n valué conputed based on the content

transnlttgd 'Qté&'g tggnénkgﬁbgglﬁgepeangnd a.- managenent-step ' vi hich,
based on. “PHe conpu ation valle received In sald receiving step, manages

the conterit_. Accordiddndma hlidyl, aspesd @f the domentaiomn tyehee | s
provided a progran1storage nedlun1stor|ng a... conputer-readable program

for an 'nt@éﬂ@ﬁi@ﬁeﬁr99e§§Lﬂgta@ﬂ§nﬁtusnghmehnperfecasveenmenﬁgemahagenent
" the progran1|nclud|ng
~information for managing the content whlch is transmltted

from the other.information‘process;ng‘apparatns:gand‘
‘t managementﬁmeans.which,'based on“the’management
inforeation receited bygsaia receivingfmeans; manages‘the
f content. |
According to a sixth aspect of the 1nventlon, there is provided
aﬁ‘ ' 1nformatlon proce531ng method for an. 1nformatlon -
'processlng apparatus us;ng content 1nclud1ng-

an acqulrlng step whlch acqu1res content transferred

' from another 1nformatlon proce351ng apparatus-

a computlng step Wthh based on the content acqulred

in said acquirlng step, performs predetermlned computatlon

a transmitting step nhlch transmlts, to the other
information proceSSing apparatus; the cdmputation valne
| computed in said computing step;

a receiving step whlch pased on the computatlon value

transmltted in said transmlttlng step, receives management

| information for managing the content which -is transmltted L

from the other. 1nformat10n proce551ng apparatus and
a management step whlch based on the management

information received in said receivinggstep, manages the

content




anagenent to execute: an

an. acquiring stép-mhich acquires content to' be. transferred to another

‘information, processing apparatus; an encryption step mhigg ncr ", the
SRR PR

content acquired in said acquiring. step; a '"transmtting
transmts. the encrypted content to the other information processing

-apparatus; a receiving step which receives, fromthe other information

processi ng apparatus, a conputation value conputed based on the content
transmtted in- said transmtting step?darmd a managenent step which,
basedon 't he conputation value received in said receiving step, manages the
content. 6 Septenber 2005 - 2b According to a fourth aspect of the

invention, there is provided a program for %ﬁusin éaoggngﬁg;g f@h%g@vided

controls an inﬁ@@ﬁﬁﬂﬁ@ntﬁrﬁdﬁ§§¥ﬁ§-aﬁﬁ%ﬁ%fﬂé 5rherTorni ng cont en

rgﬁgfhegiahegt$@&ﬁs acgybEeamcentenh to be

| ac
transferred to aRGEHER™ PRPGF AL I'on. - pr 0Cessi ig apparat us; - an encrypti on.

step whi ch GGIYR Syl BE,EANLERL. AEANILeMs! 08ahY. 86AULALNOSAREPProgran
-transmtting step wh cht
inforymatiqn,.;RHIGESSI Ng apparatus.; ‘a receiving step which receives, from

ransmts the encrypted .content to the other.:

the.other .. information processing 'apparatus, a conputation. value-
conput ed based,Qna cLHer £RAL £BEp LHADSAT htgdi ko sebwit¢mansnins fagredep; and.

.frbm another informatipg p#dcessiﬁg apparatgg;
-~ a comﬁﬁtihg_stép which, baséd on the_céptentfagquireg
_ in said acquiring atép, performs prédetermined compﬁtétidn;

26 | , | a transﬁitting step wﬁich-transﬁits; to ﬁhg‘pthér”
“infCImation'prbcessing'épparatﬁsv.tﬁé éomppf%tipn valpe 
computed in said épmputing=$£ep;f_r

“a recei?ing‘étep‘ﬁhich,lbasedion.ﬁhe cdmpptﬁtibn'V§lQ§~
:transmittéd in said-fxanéﬁifﬁiﬁgAéfep, réce;vgsuﬁahageméﬁtf
-25' vinformation fof.managiﬁé,the cdﬁtegt;?HicH is tt§némitted'
3 frdmrtheAbthef iﬁfoimafioﬁ ?rocéésiﬁg épparétué: énd,
a managemeﬁt step whiéh,'based on the'mahagemEHt
ihformatibn received'in said repeiving gtep, manages the
;,content.
.According té-an eighth aspect.of theAinvéntion, there is provided
a Hprogram‘for a .computer which c0ntrol$ an info;métiqn B
T=processing épparatus using content;usaid~pidqram'cagsing thé;
" computexr t§ execute: |
“an acquiring step which acquires content t#@nsferred

" from anotheér information processing apparatus;




a managenent step which, based-on the conputation'value- received in said

receiving step, nmanages the content According to a fifth @é@%&%NQEmkh?

invention, there is provided an information processing appdratus. using
content, conprising: acquiring means which acquires content

transferred from another information processing apparatus; conputing neans
whi ch, based. on the.-content acquired by said acquiring neans, perforns
predet erm ned. conputation; 6 Septéﬁﬁ%?"?OOS transmtting neans which
transmts, to the other information processing apparatus, the conputation
val ue conputed by.said conputing neans; receiving neans which, based on

the conputation ¥akHgt:h&asespt kRIcRY pakddt-paNsAkt Ebngemeansgui eedi ves
managenent information for managi ng the content which is. transm.tted from

t he ot her ;ipnfsQriMBLICOR iRLAGESTeR]. pipfFairaisuprealed cmemege rerputedionmhi ch,
based on'-'the "managenent information.received by. said receiving neans,,
manages the coat eRknshceaidgngtep ahscht hraspeitsof tphéhene&heFon, there is
provided an-information processing nethod.for an. informatjon processing
apparatusjmﬁdr@amanme@tpdemaﬁm@im@@aaﬁta@quﬁhﬁngQﬂRﬂ§QMﬁQHmW%%$ﬁ‘res
content transferred from another infornmation processing apparatus; a
conput i ng cotrgm tieldi che, skdsedopputthedcse@nit acquired in said acquiring step,
performnms predeterm ned conputation; a transmttin steB %hichﬂ &o; the
ot her a receiving step which, based on th& compu atiomn. Value .
‘transmitted in said transmitting step, receives management
"informatien for managing the;confent'whiéh'is-transmitted. y
frbm the other inférmatioh prbcessing‘appargﬁus; andi
a management step which, based,énlthe‘ménagementr_.
information received in said:receiVing step, mghagesrthe.
éontent.
f According to a nineth aspect of the invention, there is provided
an information processing éystem_bompriéing a first. -
infbrﬁation processing apparatus. for manégingrcqntent and a
ﬂseCond'informatioﬁ procéssing apparatus using thevcontentf
. wherein:
_said‘first:information processing apparatus comprises:
first,acquiring.meahs which acqguires conten? to_bg
transferred to said second ihfo:mation processing apparatu;;
encryption means which eﬁqrypts the content
acquired by said acquiring means;
fitst transmitting means which transmits the
encrypted content to said second information processing
apéaratus;
first receiving means which, from said second

information processing apparatus, arcomputation valune




i nformati on processi ng apparatus, the conputation value conputed in said
conputing step; a.receiving step which, based on the 'con@géﬁ%ni.&pzyc%l ue
transmitted in said transmitting step, receives management 1 nformation for
managi ng the content which I's transm tztfeg fromthe other information
processi ng apparatus; and a nmanagenent “step whi ch, based on the . nmnagenent
irnformation received in said receiving. step, nanages the content: 6
Sept ember 2005 - 2d According to a seventh as t of t AN i,on, there
“is provi detPuRn RO REHAFS 1B r?@dﬁﬁﬂtsttocﬁ“r?ﬁgcqcﬁdg& a%%l o\r%e'%tr?tl nf or mat i on
processi ng appar at us usi nq_‘r content, said-program 15 including: an’ '
‘acquiring %‘f%bswfdﬁ’gad‘lﬁﬁ %s content transferred. -from another S
i nformation processi.n ppar at us. : ULi,hgn ShePedhighynbased on the
content acquired i nfégl‘c’g g%ﬁﬁ??‘f‘%gt&%%@per%rm *or edet er mi ned e
conput ati on; 0atra jtt] St ich d ransii tScdir itlhe netdey, :
i nfornati o%d[?Pr‘%ZJ%aets:.Ls?-l}lg‘ifnazl_rp’)ﬂpéaréa%}%s{ e"t(ﬁl?néw(;orrput ation.val ue cconput ed in said
conmputi ng ﬁ?tneaoéeé.ia‘?ece&é’d%@f%d’m' ch, based on-the conput at !_Qn val ue ..
transmtted imsaid -transm.tting. step, receives--managenent': 2.5 ,
information for mangghRgathRgCRBLRBt wihbEhgkhekhaBsNnhhadehen t he ot her
information processing apparatus, and = a managenent step which, based on
t he managefesl rmd £ BidQn sreaaie atbipguisalibr eceliugd ngestiomd ranagds! the

first receiving means and tramsmits the management

infbrmatioh tq'éaid'secpnd infofmatién prbceésing:appafgtus; _ :

énd;  | |

| said second infbrmatioh_processihg_apparatus compriseS&
secénd a¢qui:ing5méans which acquires_cohtent

transferred from said first information processing

épparatus;
Cémputing means which, based on the content
acduired by said second acquiring means, performs

predetermined computation;

.secohd transmitting héans which transmits; to said .
first information proéessing apparatus, the‘compuﬁation
value computed by said computing means;

secen& receiving means_which,'based.on‘thé‘
computation value transmitted by said seCOnd-transmitting
_meaﬁs, management information for managing'the qqn;ent which
is tfaﬁémitted ffémnsaia firstlinfo;matign'p;oqegsing.
abpatatus; ana.

: second management means which,_based_9n the

.manégemeﬁt information received by said.second reééivihg

means, .manages the content:



- menagene

content According to an eighth aspect of the invention, there is provided
~a programfor a.conputer which controls an information . 69e?a%§?b&%
-apparatus using content,.- said.pro.gram causing the. d% 0 €xecut e:
an acqui-ring step which acquires content transferred fron1another

i nformation processing apparatus; 6 Septenber 2005 - 2e a conputing step
whi ch, based on the content acquired in said acquiring step, perforns
-predeterm ned conputation; a transmtting step which transmts, to the

ot her- informati on processing apparatDs?.The conput ati on value conputed in
'said conputing step;. .a receiving.step which,.based on the conputation
value transmitted i n said transnmitting . step; receives nmanagenent
“information. for managi ng the content which is transmtted fromthe other

i nformat | cessi.ng.appar.a and.a nanagenent step which, based on the
ﬁfle ﬁgfﬁﬁﬁPgﬁOBeggi%BB Ph2¥a'8S- r ecei vi ng step, nanages t he

content. Acc dlng to_a et bect of. the invention ere i s provided
an |nfornat|8% %roce33|ngbgys?e%1d%nprl%ﬁ?ﬁfggf??gﬁ mbG Gk ? i%ﬁnbroce33|ng

2ppar atus, o 0t ; IANAYLAG.CONLOOL RO o200 38E000:) AL L LOL op, processi ng

apparatus using i ontent ein; “sard Ton processing
appargt Us,GeRPELses: first acquiring means which acquires content to be

Fig. 2 is a perspective view showing. the exterior ef‘
the personal coﬁputer ehown in Fig. 1. |
Fig. 3 is a plan view of part of the exterior of the
persenal computer shown in Fig. 1.
15~ Fig. 4 is a plan view.of part of the exterior of the
personai computer shown in‘Fig. 1. |
. Fig. 5 is a side‘ﬁiew.ehowing the forﬁation of_the
:personal.eemputer'ehewn in Fig. 1. |
Fig. 6 is‘a block diagram showing an exampie_of the
20,_internal structure of the personal computer 1 shown in Fig.
- _ .
eFig.'T is én illustration of an exampielof usage
conditions.
Fig.78‘is,a biock diagram showing the internal

25 Structure of the MD deck shown in Fig. 1.




transferred to said second information processing apparatus; encryption

means which encrypts the content acquired by said acquiri S irst
“transmtting neans which transmts the encr ypt ed contentgé%éFﬁ%ﬁ am%bcond

information processing .apparatus; first receiving neans which, fromsaid.
second. information processing apparatus,. a conmputation value 6 Septenber.
2005 - 2f . conmputed based on the content transnltted by said first
transnittlng means; first nmanagenent »ans whi ch, based on the .conputation
val ue received by said first receiving neans, nanages. the. content; and

. gene:rating -nmeans which generates nmanagenent information based on the
‘conputation v alue.received by said -first receiving neans and transmts

t he nanageneﬁ%gtrﬁ(ﬂ$nﬁ|ﬁﬁﬂWqﬁamﬂ(ik&uﬁﬂnﬁummbﬁmnmmdmnt check-out
processing. appara. us.; and.. said second information processing apparatus
conprisé§0€e§éc©ﬁdaaﬁqn$¢$ﬁb pempstehi ch acquires, content transferred
apparatus; fromsaid. first informtion processing conputlng means whi ch,

based. on theigont@nts sdlivedant ddildsdecdidsacqdneckg oW SFOcEsSH ned

conputatlon
of an MD deck.

- 5 Fig. 11 is a flowchart illustrating a check-in proéess 
of a personal computer.
Fig. 12 is a flowéhart illustrating a checkwin-process
of an MD deck.
Fig. 13 is a flowchart illustrating another check~in
10 process of a personal computer.
Fig. 14 is a flowchart illustrating another check-in

process of an MD deck.

Best Mode for Carrying Out the Invention
15 Fig. 1 is a bléck diagram showing an embodihent of aﬁ
information processing system accorﬁing_to the present |
,invéntion. | |
- A personal computer 1 to which a-portabié déﬁi¢e_2 iéﬁ
connectéd by'é USB (Universal'Serial Bus) cable 3 Stores |
"20‘ content that is provided fréﬁ a server 5 through a péfwork'4 
such as_the Interpét or a local area networkL ‘Théléervér 5
is formed by; for example, an EMﬁ (Electricél ﬁusicﬁ ‘
‘Distribution) server or.the like.
Content recorded. in the éérsonal computer 1, éheék—out,

25  and check-in are.described.




means, perforns second transmtting nmeans which transmts, to said first

_information processi ng apparatus, the conputation value conputed by said
“conputing neans; second receiving neans which, based on tQEé&%RWﬁﬁﬁ tion

value transmtted by said second transmitting neans, nmanagenent
~information for managing the content which s transmtted fromsaid first
- information processing apparatus; and '' second nmanagenment neans which,
" based on the -managenent. infornmation.received by said..secofd receiving
means, .. manages the content: 6 Septenber 2005 -- 3 Brief Description of the
Drawings Fig. 1 is a block diagramshow ng an enmbodi mrent of an information
“processi ng systemaccording to the present 10- invention. Fig. 2 is a
perspect i ve Vheveshewial, carheuiest el | opnofrts heopeasiorssd morputéatahown in
Fig. 1. Fig. 3 is a plan view of part.of the exterior of the personal
conput eFhdRBwAS| Aerpgved. figurtiae gdergesn pl hhnkeéwrof tharrebiorhetexteri or
of the personal conputer shown in Fig. 1. Fig. 5 is a side view show ng
 the forfat FBACBf 18 heSad pbFeBnal CRoApOFRRCENBIWAC] ntFi gy PYsdetermined

rgompreSSion format (e.g., ATRAC3 (trademark)), and records
5 thg content in an encrypted form based on an encryption
.1métﬁod such as the DES (Data Encryption Standard) .

For the recorded content in the encrypted fdrm, the
personal computer 1 records usége—candition data
representing conditions for using Contént.

10 i -ihe usage~condition déta represents, for.example, the
-puhbef (the number of PDs thaf can be,-so—called, checked
.but, which is described léter) of portabie devices (referred

'ito also as PDs) 2 that can simultaneoﬁslj'use content |
corresponding to the usagé¥COnditi0nrdata.i When éontent is

15 -checked out only tﬁe number ofrtimes which 'is repieéented-by,
the usage~condition data, the personal computer 1 éan play
_back the content. | | |

The usage—condition data‘also,indicates that.thé
contént‘can be copied7 The_number of timies the éonient can -

Zﬁ be_cbpied may be limited. The ﬁumber-of times fhe céﬁtent
dan be copied aoes'not increase; | |

The usage—conditioﬁ déta also.indiéafés that"fhé
contentléan be moved toréﬁother'pefsonal-computer 6r server.

After the content i$ moved to the éﬁher pérsonal.combuter-or'

"125' server, the content recorded in the personal computer 1




Fig_ 6 is a block diagramshowi ng an exanple of the 20 internal structure
of the personal conputer 1 shown in Fig. 1. Fig. 7 is an illustration of an
“exanpl e of usage conditions Fig. 8.is a block di agram sh&wme2d40at er na
25 structure of the MD deck shown in Fig. 1. 6 Septenber 2005 - 4 Fig. 9
is aflowhart illustrating a content check-out process of a personal
conmputer. Fig. 10 is a flowhart illustrating a check-out process of an M
deck. 5 Fig. 11 is a flowhart illustrating a check-in process of a
personal conputer. Fig. 12 is a flowchart illustrating a check-in process.

. of an MD deck. Fig. 13 is a flowchart illustrating another check-in 10

process of a personal conputer. Fig. 14 is a flowhart illustrating another
.check- i mapnoceass wfedn(N: deckteBest s Mveleefad, Gar rydmgtOdie tieed nvention 15

"-_Fig. 1 is a block diagram show ng an enbodi mrent of an information

processing Eqs@emh%mgmwihrﬁpecu$m@ep¢@mmimideEntion. A personal conputer 1
to which a portable device, 2 is connected by a USB (Universal Serial Bus)
~ cabl e 3. stors 2@ rsemedntcarpatt drs Ipradabde st romoa cedleer cBechrough a '

net work 4. '
process in which the portable device 2 is controlled to
5 store the ;eceivedrcontent in the eﬂcrypted_formr ﬁith
content;related data {(e.qg., a Music_naﬁe, playback
“cohditions, etc.), by using the USB cable 10, and in
association with.the storing by the portable device 2, the
usagefcondition data corresponding to the stored content is
10 updated.
- In more detail, when content is chécked out, the number
of times chéék—out can be performed which is in the usage-—
'condition,data corfeSpODding to the content and which is
régordéd iﬁ‘the.pers0nal ¢omputer 1 is réduced by 1. When
15 the number of timeé chéckfdut can Ee performed is 0, the-
. corresponding content'cannot‘bé checked out.
The }jetsonal'computér 2 .execﬁ_téé'., ' a‘ so-called check-in
proceés-in which, in éséociationrwith erasure by ‘the
'lpqrtable'devicérz of'the‘qontént checked out to the portable
20 - device 2;-theruéage—éondition.dafa'cdrrespbnding ﬁo.the
o _ _ Ny 7 , 5 . :
‘erased contentrisfﬁpdated. jin more detail, when cdntent is
.checkéd,in,'ﬁhe,number of‘times check—but-can be perférméd
ﬁhich is in iﬁe usagewcbnditidn}data corresponding to the
' corréspondiﬁg cohtént.aﬁd whiéh is recofded in the.pérsonai

25 computer 1 is increased by 1.




such as the Internet or a |ocal area network. The server 5 is forned by,
for exanple, an EMD (Electrical Miusic D stribution) sery, i ke.
“Content recorded in the personal conmputer 1,, check-out, éégﬂ%w%p%ﬁgck-in
are. described. 6 Septenber 2005 The personal conputer 1 converts content
‘as nmusic data which is received fromthe server 5 linked to the network 4
or-which is read froma CD (Conpact Disc) to a predeternm ned conpression
format (e.g., ATRAC3 (trademark)), gng records 5 the content in an
~encrypted form based on an encryption .method such as the DES (Data
"Encryption. Standard). For-the.recorded content- in the encrypted form the
personal conputer | records usage-condition data representing conditions
for using coWhentchagkThetuttge-sondit i ome dasage epredentsys for exanpl e, the
-nunber (the nunber of PDs that can be, so-called, checked out, which is
descri b&@Or&c@FPNddndpset Abrecanvprbsel ppferr ethet pogtsblasdPDsye22t hat can
si mul t aneously use content corresponding to the usage-condition data. Wen
cont ent ST&SE5 ERecREATE CORE§NERe RDRDBFOBESEI AEsthRi Bhrtabtepr esent ed by
t he usage-condition data, the personal conputer 1 can play .back the

cont erit “eYAESuab8r cBRAPLFENtHSt GOBESRE| AR eafeSiehaPnt Methcbtent can be

copigd. .. The nu r of .tipes the_content can  .20._be copied may be
i mitedPTRE ﬂﬁggg?m8fl?iﬁ§§e%ﬂ%fE%ﬁtE%feEEﬁdonc%b?%daﬂo%%enot.increase.

The usage:GROdl LT O dRLE,3L80:L 001 SR ES. LPAL IDE. device 2.

When chéck—out timelset in the usage conditions
corresponding to the contént chécked-out to the portable
device 2 elapses, -the personal computer 1 increases the

 1Q -number of times check-out can be perfoﬁmed by 1. The
précesé by the personal computer 1 of incrementing the
number of‘timés check—put can,be_performed; which is
associated with the chéck—ouﬁltime, is.héreinafter referred
to alsq as the auﬁométic chéc?—in process of the personal
15 .computer 1.
| Based on data representing.the detail of the content
ffg;'which the check-out time is éet, the persbnal‘computer_l
dispiéys the detail'pf_the.content for which the check—out
time is seti The pérsbnal cbmpufer 1 exeCutés chéckfout in
fzﬁ' response_tp gn Qperétion of a user ﬁho selects, bésed on the
fqeﬁail df-the con£épt §isp1ay¢a;Acontent‘to,be'chécked-out.
| Fig.fz fo Fig.'5_aré‘illu§trations'6f fhe pétsonal -
‘Cdmpﬁtér lﬂincludéd_ihithé'infbrﬁatiOh proéessing system
_gqgording_to the,preseﬁtiinvention. The.pérsonél computer 1

25 isfbasically‘constitdted by a main unit 21, and a display




content can be noved to another personal conputer or server. After t he
content is noved to the other personal conputer or 25 se€¥ g ontent
-recorded in the personal conputer 1 6 Septenber 2005 cann %@“%@ (the
~content is deleted, or cannot be used due to a change in the usage.
condition). The personal conputer 1 executes a so-called check-out process
in which the portable device .2 is controlled to 5 store the received
content in the encrypted form wth content-related data (e.g., a nusic
name, playback conditions, etc.), by 8usi ng-t he USB cable 10, and in
~association with the storing by the portable device 2, the wusage-condition
data corresponding to the stored content is 10 updated In nore detail,
when conirdint 2i2s theheceked beubpehba audaben osel biikes rebpektout, €pp be
performed which is in the usage- condition data corresponding to the

cont ent mewigh whiith 2ils r&der.dedisnat berpeesenak eamputier ¥ik® EREWCEE by 1.
When 15 the nunber of tinmes check-out can be perfornmed is 0, the

cor r espenditagecamt emti chathet dhepthgckedtod. ishepper sonal respput eto2
executes., a so-called check-in process in which, in association with
er'asure’tﬂﬁly'r3 fedn paorittalflle déVigce 32 iof a Wl agontient athedieedhagut g i 191,
portabl e 20 device 2, the usage-condition data corresponding to the erased
_ content ang ﬁﬂéatédlslﬁnnﬁﬂéaHG?d|Vlewheﬁ sohetar fdsscrheefefiogndiahe nunber
of -times _check-out can be performed which is in the usage--condition.data
, corresp@ﬁdPﬁ&Vﬂéeﬁhéo EBEr B3pBNERAE ebnt eAlsandFifi ch is #esbdeed in the.

‘personm
1ew of tHe jog dial 23 prov1ded to the main unit 21.

The main ualt 21 has, on. the tQp surface thereof, a
kevboard 24 that is operated when inputting various
10 eharacters aad symbols, a touch pad 25 as a pointing device
‘rhat ls eperated for a ease sucﬁ asrmovihg a pointer (mouae
'fcﬁrsor) displayed on aniLCD (Liquidlcrystal'Display) 26, and
a power_supply.swltch 27;‘lit also.has, on one side thereof,
rhe joglaial 23, a_slot 28,.an iEEE'(Institute_of Electrical
15 and Electronics,Engineere}_l394.port'101,.a_memory slot card
-llS,-etc. Instead of the touch pad 25, a pointingldevice of
a stlck type can be prov1ded 7 |
"In addition, Ca plcture dlsplaylng LCD 26 is provided on
the front surface of the dlsplay unit 22. In the upper
20. rlght portlon of the dlSplay unlt 22 lampa consisting of-a
lpower—supply lamp PL, a battery lamp BL, a message lamp ML
(not shown), and other lamps are prov1ded Armicrophone 66”
is prov1ded in the upper portion of the dlsplay unit 22
rlfherpower—supply,lamp PL,:a;battery lamp BL, a message

25 ‘lam?‘ML, etef; can be provided in the lower portion of the




25 computer | is increased by 1. 6 Septenber 2005 - 7 - Wen check-out tine
set in the usage conditions corresponding to the contentsglq€3&§2 @?e
portabl e device 2 erases the stored content. The process SFPThe p8 abl e
device 2 for erasing the content in association with the 5. check-out tine
is hereinafter referred to also .as the automatic check-in process of the

portable device 2. Wien check-out tinme set in. the usage conditions
corresponding to the content checked gut to the portable device 2 el apses,

t he personal conputer | increases the® 10 nunber of times check-out can be

~perforned by 1. The process by the personal conputer 1 of incrementing the

nunber of tinmes check-out can.be performed, which is associated with the
check- odt sPl ¥, ungithadkei nafter referred to also as the automatic check-in
process of the personal 15 conputer 1_ Based on data representing the
detail of tHEEEtontEr JdDrdidi o8 tie dfeclkesampis . neets bedweenh&eper sonal

~conputer 1 displays the detail of the content for which the check-out
Ctine i sPsBRA ¥RE Beflidnasedoppubler diekectids Thdtl¢out 9 tIED. response to
-an opergtion,of a .user who selects, based on the detail of the content

di spl ay8YPedhtent B ble chetkeirbht2l % gtk IS EOBS S a99 ust rati ons of

“the personal conputer |_included in the information processing system
daﬁﬁ Fpee 6ng

°t5° PrR&eAt ™ PRV entPBRI CThetBelSBnal 2ROnpEY P 1728t 8Mbasi cal Iy

accor

._Const]tyﬁgdjgg gig?lgéL%%éc&%ésEﬁ“ké%é%éﬁ%ﬁ@%ed process (e.qg., a

screen sq;olling‘procésS)'in response .to the rotational
operation indicated bf the arrow a in Fig. 4, and executes a
- process (e.g., a process for determining selection of an
10 . icon) corresponding to the moving operation indicated by the
,arfdw b. - |
The jog diél 23-ma§ be disposed oﬁ the 1ef£ side of the
main unif 2%, or may-be dispbsed on the right side or left
_side of the_display Unitiof the diSplay unit 22 having the
15 'LCD 26, or latérally.betwéen fhe GJkey_énd the H key of tﬁe
| ' keyboard.24 (i.e.,-so that‘the jog-dial 23 canrrotate in
'3either Y;keyzor ﬁ—key‘direction)T o
Also,'the;jpg &ial 23 may be dispoSédrin the central

- portion of,the-front‘surfacé of the main'unit 21 so as to be

. 20 operated by a thumb while operating the touch pad 6 with an

Iin&ex.fingérgl-Aiterpatiﬁelf, it may be longitudinally
jdisposéd a;ohg ﬁhe'uppér énd-line_ot lower end line of the
1touCh:pad~6; or ‘may be,laterally'disposed bétweéﬁ the right
'buttoé'andfleft,buttéﬁ éf"thé'toﬁCh_pad_e. _The.jog dial 23

25‘fmay be obliquely disposed at a predetermined angle so as to




 which the display unit 22 is open with respect to the nmal W uni

6 Septenber 2005 unit 22 that can be opened and closed-with respect to the
main unit 21. Fig. 2 is a perspective exterior view shovx,iggepteamsetrgqo% in
. Fig_3

- is aplan view of the main unit 21, 5 and Fig. 4 is an enlarged view of a
" later described jog dial .23 provided to the main unit 21.. Also, Fig. 5is
a side view of the jog dial 23 provided to the main-unit 21. The main unit
21 has, on. the top surface thereof 18 keyboard 24 that is operated when
‘inputting various .10 characters and Synbols, a touch pad 25 as a pointing
device ‘that is operated for a case such as noving a pointer (nobuse
cursor) displayed on an LCD (Liquid Crystal Display) 26, and a power
suppl y ke teér2Fed |hy aad Hageron wndositddaimer défnitechdq ddpedi al 23, a.
slot 28, an | EEE (Institute of Electrical 15 and El ectronics. Engi neers)
1394 potataval Girggipran sinst ey donpEuddmal Gigeeddosf- t H@ t ouch pad- 25.
a pointing device of a stick type can be provided. In addition, a picture
~ displ ay® oy 2 i hgirovitded I died forars iief dderepedhdndidspl ay unit 22.
" tn the upper. 20 right portion of the display unit 22, |anps consisting of a
“power - Jgfl.‘?%r&)f FSL,SJéie. 5t e MPI=EmS °BE, Pé”%é’&géief"&ﬁﬁ KC H%@dt shown), .
~and_other. | anps' are provjded. A_microphone 66 .is provided in the upper.
por i ort bf¢3th %i%ﬁ’%ﬁ%%y Fo R - podle FOLGEHOP A &Hpoﬁl‘?,r?‘éaﬁatt ery |lanmp

BL 2 1eRsaue 25 AR M Sy LC80-0e RRQU ISR Lo diQueL gt on of
in Japanese‘Unexamined-Patént Application Publication No. 8-
203387 and which has been filed by the present.Applicant and
a co—applicant can be used as a jog dial. | |

10 "A PC card,_as an expansion card based on a standard
défined in'the PCMIC (Persdnal Computer Memory Cafd‘
Internétional‘Associationf, is loaded into the slot éSQ

The IEEE_1394 port 101 has arstructUré baSed:én a
standard defined in the_IEEEl1394, and a cable based on the
15 standard defined,iﬁ the iEEE 1394_is connected thereto;-
- Thé memory card slot 115 has a built—in.semiconductor
-memonISUCh'as a flash mémbry,_aﬁd,the memoiy cérd‘S;fsuéh'
as;rfor gxample, a Mémoertiqk'(ﬁradémarkf, which stores
data such as-stiil pictﬁres, video;‘sound, and text, is
20 . loaded thereto. |
R Next, an éxémplerof the‘strﬁéture of-the_persﬁnal
co@putér l-iéraescribed with referénée“tb Fig.‘6f
.A ceﬁtréi-processing ﬁnitﬁ(CPU) 51 'is'f?:n:n_ied._b'y_r fpr.
éxampleﬁ‘é Pentipm(tradémark)'processormadé by Intel

- 25 Cbrporation} etc., and is connected to a host bus 52. A




Next, the jog dial 23 is, for exanple, set between key A and key B

di sposed on the right side in Fig. 3 of the keyhoard 24 h A unit
21 so that the top surface 5 thereof can be al nost idemjég%&?@mngng and
key B in height. The jog dial 23 executes a predeterm ned process (e.g., a
screen scrolling .process) in response to the rotational -operation
indicated hy the arrowa in Fig. 4, and executes a .process (e.g., a
process for determning selection of .an 10 icon) corresponding to the
novi ng operation indicated by the arrow b. The jog dial 23 may be di sposed
on the left side of the min. unit 21, or may be di sposed on the right
side or left side of the display unit of the display unit 22 having the 15
LCD 26, baidgat epal(pysbetagéndt herGhkbyidgad) t he &bkegcbédthe keyboard 24
(i.e., so that the jog dial 23 can rotate in either Y-key or B-key

directi 8APL ABS0p2t heTheohrdfak 23 hay be HFBpOBedeiarthedcenapiic portion
~of .the front surface of the main unit 21 so-as to be 20 operated by a ..

't hunb WRPF&) opBr aPfingst Henkeathadphd 8 RFfh(Baripdexali Ggepondhternatively,
it my be longitudinally disposed along .the .upper end lI'ine or |ower end
line of IPHETCPBRBRTHAATBLIdFehahupeSfateral |y di sposed between the right
but%?n and | eft bu&%gn of the touch pad6. The jog dial 23 25 may be :
obl ituel y" di SpodEd 3 @ Hrictit TR anfie, SXSFRAS + & 6 08t dftsedr 2005 - 10

be operated b h finge ithout peing lLimited to. the l.ateral direction
and the PRl KGH AP+ Pt £eye gron ol fer Haae By fntdy | drpdratfon M S

and controls data transmission, etc., of the CPU 51, a RAM

(Random-Access Memory) 52 (so-called main memory), etc. The

bridge 53 uses the AGP 50 to control data transmission with

10. a video controller 57. The bridge 53 and a bridge (so-
.calléd-south bridgé (PCi—ISA Bridge) 58-¢onStitute‘a so-
called chip set. | o |

The bridge‘53 is connected to a cache memory 55. The .
cache memory 55pis formed'by'a mémofy that can exééﬁté a

15 -feading or writing operatioh faster théﬁ é RAM 54 such as a

SRAM {5tatiC RAM) o4, énd‘caches (temporariiy stores) a |

- program or data that_the CPU 51 usesQ  o

The CPU 5l:iﬁc1ﬁdes'an‘int9rnal, pfimary mémory {(memory '
- that can operate faStér thaﬁ thé cache méméry‘SS); i |
20 '7 r$he RAM 54 ié formed by;_fot'example, a DRAM (Dyﬁamic

' RAM), and storés{a piogfam that_thé CPU SIVQkébutgsNor-the,
data required-for the bpgratioﬁ.of the'CPUVSIi Specifi&aily;
vfo; example,_at fhe timé_actiﬁatibn isVC6mpleted, ﬁhe‘RAM 54 o
Storés an e;ectronic'ﬁail program_54Ai ah au£ppiiot program‘

‘25 54B, a jcgfdial?gtatus monitor‘prbgram'54c, a jog dial



addition to these, the jog dial 23 can be disposed in a position of a side
of a nouse as a pointing device so that it can be operated by a thunb. A
rotationally operable electronic conponent with a push SWPERETRRAFER i s

di scl osed i n Japanese Unexam ned Patent Application Publication No. 8-
203387 and which has been filed by the present Applicant and a
co-applicant can be used as a jog dial 10 A PC card, as an expansion card
based on a-standard defined in the RCM C (Personal Conmputer Menory Car.d

| nternational Association), is | oaded? Ato the slot 28. The | EEE 1394 por t
101 has a structure based on a standard defined in the | EEE 1394, and a
cabl e based on the 15 standard defined in the |IEEE 1394 is connected

t her et odrThernprogyanabdDs| et dpibahasgapbogkbmi nosenbepndast or menory such
-.as.a flash nenory, and the nmenory card 3, such as, for exanple, a

Menor ySehekyptiadédackyptihnchretioams5dat aasdchthsrsapplipatiames, video, .
'sound, and text, is 20 | oaded thereto. Next, an exanple of the structure of
t he perBsfpgradenptitér tei 84Hescwhbel arehleafledefrent bh&i gODE67 A centra
processing unit.(CPU) 51 is formed by, for exanple, a Pentium (trademark)

- processor neUE LGNS mpkbeErdom Tk is shdiegwehndetted to a

host_. bus' 52 A 6 Septenber 2005 - 11 bridge 53 (a so-called north bridge)
i's ConnB¥FRANIBSReSSHEEE K 521 1qHechef BERR L3 Mkl hntapuglaceel er at ed

hi Por nd. | onn ' PCl (Peripheral - nen
Grgp gcomrguzglcggigndligk?owh:%gﬁegstr?og 'sl?owrg. © ‘p eral -Compone .t

The autopilot program S4B is_a‘program that
sequentially activates and perfofms a plurality of
predetérmined processes (or programs}, etc.;‘in
10 _‘predetermined brder.-
The.jog;diél—sﬁaﬁﬁs monitor pfogram 54Crreceives, from
each of the abo#e applications, a notificatipn indicating
~whether the applicaéion is adapted for the jég_dial 23, aﬁd,r
;7_rwhen the application is adapted, dis?lays,~on-the LCD 26, |
' 15 what Can'be perforﬁed by-ope:ating the jég‘diél 23. |
| ~ The jog—diél—status ménitor program 54C detects an’
event (an Opérétion_such.as'rotatibﬁs,bfffhe jog,dial'23lih
the directions denoted by érroW'a in fig. 4;'or préssing of =
theijogrdial 23‘in ﬁhéVdirectiohIdenptéd_bf-arrpw-b)-by the
20 qu dial-23,;and executes the proqess coxreSponding.to'thé
‘detected event.  The ﬁog—diélfstatus'maﬁitdf prdgramj54C—hés
-g list for:réceiﬁing pofificatipns‘from'thé-épplication:
"programs. Tﬁe jég“dial diivér progréﬁ_54D eiééutesrya£iqus
functions in res?onseftb»theroperatién'bfithe'jég dial 23;

‘ 25 _The'OSf(Operating'SYstem)‘54E is a program for




i nterconnect/Interface) bus 56. 5 The bridge 53 is fornmed by, for exanple,
- a 400BX that is an AGP Host Bridge Controller nade by Intel corporation,

“and controls data transmi ssion, -etc_, of the CPU 51, a RAR§E¥ _ éR%Access
Menory) 52 (so-called main nenory), etc. The bridge 53 uses the AGP 50 to
control data transm ssion with 10, a video controller 57. The bridge 53 and
a bridge (so- called south bridge (PCl-ISA Bridge) 58 constitute a so-
called chip set. The bridge 53 is co QpQIed to a cache nmenory 55. The.
cache nmenory 55 is formed by a nmenory that can execute a. 15 reading or
witing operation faster than a RAM'54 such as a SRAM (StatlC RAM 54, _
~and caches (tenporarily stores) a programor data that the CPU 51 uses. The
CPU. 51 FREFGAEd1RA FATERKEK, sphradFycRendljolaenvhycht hat typahieper at e
faster than the cache nenory 55). 20 The RAM 54 is fornmed by, for. exanple,
a'DRAM PBynaRtcerRAMPLeandcstat é8daWpregraniehatrefdemar) shyexecut es. or the
data reguired for the operation of the_ CPU 51.'Specificallz, .for exanple,
at the P'HAECSEETVEPFBRT2F&CR0API BPeER L Rd YR 89 §Ebrdemarkk| BEtronic il

~‘program, 54A, _an _autopilot program 25 54B, a jog-dial.-.status nonitor
_progragkgﬁ}%,CamfﬁgeﬁiaFn%'Septenber'2005—--12 driver program 54D, an

e ST i e AR LR 3 9
eleCtrOﬂgggga&$n8£99£§g1éfb%gdaigrggﬁgg%éhgéﬁdition file 76M, the‘. :
use, suph as playback, cheék%out,ror chéck—in, of cohteﬁt
stored in content files 67J reCofdedriﬁ the HDD 67. The
content management program 54F. sets check-out time in the

.lb user' area of the usage conditions stored in the usage .
‘conditibn file 67M. |
When being ;equested~by~aﬁother bersonql computéﬁrl to
check out content, the content management program 54F éhecké
Out-ﬁhe bontenf to the othéf‘persénal computer 1 fhrough the
715 network 4. | o .
‘Whén‘receiving the_bheckedfdut”contént'from'thé‘other
personal,cgmpufer l,'the content mahégément-progfam 54F
‘supplies the checked—but‘céﬁﬁéﬁt‘toifhe poftablé deviCé‘Z
'L through a USB;port-107} N | " |
 _20. . The browser progfam 54G'displays,_based on data
supplied frpm'the-serﬁér'S, picfufes orkchgracters'bnffheir"
LCD 26 by'using'the‘néth:k'4;Qand;feppbdﬁces soﬁnd frbm‘;
' speaker 65. 1In resbghselto the éperafionlof the'keyboa:d_é4
or the touch'pad 25{ £he‘br5w$er“program'54G.iransmiﬁslitd

25 thefserver 5“and-throﬁgh the network 4, aata réprésentiﬁg




5 exchanges nessages (so-called electronic mail) through a conmmunication
link, which is not shown. The autopilot program54B is.a gro rann%hg
' g?ﬁ?ﬂgﬁ gfocesses

‘sequentially activates and perfornms a plurality of prede

(or programs), etc., in 10 predeterm ned order. The jog-dial-status nonitor
program 54C recei ves, from each of the above applications, a notification
i ndicating whether the application is adapted for the-jog dial 23, and,

“when the application is adapted, disp]ays, on the LCD 26, 15 what can be
performed by operating the jog dial 23. The jog-dial-status nonitor program

- 54C detects an event (an operation . such as rotations of'the jog dial 23
in the directions denoted by arrow a in Fig. 4, or pressing of the jog
dial 23 e tdREadil @dt iconteBRotiad Wiy clir thw ey -omlte t2oej g dial 23, and

executes .the process. corresponding to the detected event. The :

j 0g- di alt& AWESRINi TP Tridr FANBAE Has whigh stheali—quediiings set,
notifications fromthe application prograns. The jog dial driver program
54D exef S 2 arieREs S Pimeli 8ndOrAtre8p6e&iry tHe 6pBEGRLOANOf the jog
dial 23..25.The OS (Qperatin stem) 54E is.a programfor 6 Septenber 2005
13 contTBIH i eggn%ggeFl?ebg§?%e5perations, which is typified by, for

exangle, SO'Tﬁ%gérgrvvgggn 'g@r trademark) b 5 crosoft Corporation or
so-cal | ed Mat % FYREhRHS %y§9$¢ﬁ% Qfﬁéﬁﬁ%r,EQrﬁfré?ﬁWﬁecontent
”anage”%gﬁCBEQQEQQLSéEcggﬂ%QSEL anegeggyption proceésing on an MAC
(Message Authentication Code) by, fo example, usihg CBC |
{Cipher Block Chaining) of the DES (Data Encryptién
Standard) .
10 A video controller 57_is connected to the bridge 53 by
the AGP 50. -It‘regeiﬁES déta (image data or text data,
etc.) supplied from a CPU 51 and,generatés iﬁége data |
.corfesponding to the received,déta,.qr diréctiy stores the
received data in a built—in'video memofy.. The video
157 controller 57 contfols the LCDl26 of'the display‘unit'ZZ'to
- display a pictufe.aCCOIQing to the image data s?orgd-in the
 video memqryL o |
A—sopﬁd.controllet 64 is‘éonnécted:to a PCI bus 56.
.Thé sound contr@ller‘GéUCaptu:és a signal cOrréspdnding to
 20 -Sound from the microphbné 66,'geneiates:data éo:reéanding
. to theﬁsound,‘and 0utpu£$ the détaltp'the‘RéM;s4} ‘Thelsound‘
Vcdntrdller 64 élsd‘driﬁés the-épeéker_GSsand-outpﬁté the :
soundrfrom the speéker 65.° o
B PC caid interfagerlll.isrcénnéctéd to the PCI bﬁs_56;

25 It supplies the CPU 51 or the RAM 54 with data supplied from




usage conditions stored in a usage condition file 76M the use, such as

-pl ayback, check-out, or check-in, of content- stored in content files 67J
"recorded in the HDD 67. The content managenent progran15§§e@@P§”8WEhk out
time in the .10 user' area of the usage conditions' stored in the usage
condition file 67M Wen bei ng requested by anot her personal conputer 1 to
.check out content, the content nanagenent program 54F checks. out the
‘content to the ot her personal conputeg 1 through the : 15 network 4. Wen
recei ving the checked-out content fromthe. other personal conputer 1, the
cont ent managenent program 54F supplies the checked-out content to the
_portable device 2 through a USB port-107. 20 The browser program 54G

di spl ay&? baseafanedatsd sbibdl viebch rb %W%‘%rWO B:hepichatr ek orarchar acters

‘on th.e LCD 26 bé usi ng the. network-4, .'and reproduces sound froma -
speaker ®BEPUFH/ r b pB%%el?%ﬁ¥?%F%mﬁﬁ%ﬁl%ﬁ?(ﬁ % REHofH Zrmrthere touch

pad 25, c%@e gromser rogramb54G transmts-, 25 the server 5 and through the
“net wor k dht a Fepreéentt g°. ‘Bo@é%‘f%‘?ﬂ)ew 2’6@5 EChH pug b d?syt d&ihe of cont ent
i n which.the hec t t| the cont ent the content in which
check. -%(l:,ltc?l { Eg ﬁ]d %“fff he prsentd iy Caaqdogz}t% ‘on storing the
‘gzg Sgﬁfgpngﬁh§Qh%_%ghl%u%égds da%aS%%cordege encr g%ége% ggtlon program

121, an optical disk 122, a magnetooptical'disk 123, or é_
.semicoﬁductor memory 124 which is loaded, and supplies the
read data to the RAM 54 through the:PC_card interface 111,
the interface card 112, and the PCI bus 56.

.10 - A.meﬁory card interface 114 is connected to the PCI bus
56. it suppiies the CPU 51 or the RAM 54 with, for example,
content supplied from the memory cafd,3, wﬁich is loaded '
into the memory card slot 115, and outpufs, for e#ampie,

-conténtlsupplied from the.CPU 51. |

' 15 o A modem 116 is.cognected to the PCI bus 56. The modemr
1116 transmits predetermined data fo the network 4 througﬁ”a
.pﬁblic'telephOne cirCﬁit 117 and an Interﬁet service |

' providér 118.
jA bridge 58 (so~called south bridgé)_is also-cohﬁécted
Zd to therPCI'bus 56. The bridge 58 is formed by, for example,
-l PI;X4E_made by Intel Corporatibh,'of the like, and inciuaes”
 aﬁ iDE,(Iﬁteéfated'Drive‘ElectréniQS}_ | | .
_coﬁt&oller/coﬁfiguration régister 5§;ra timer circuit 60,
‘and IDE interface 61, and a USB (Universal Seriéi”Bﬁsf

25  interface 68.‘;The'bridge 58 perfbrms’various_ﬁypes_bf 1/O




-calculafion, encryption, and decryption processing on an MAC (Message
Aut henti cation Code) by, for exanple, using CBC (G pher @g%gekmb%p%d%i ng) of
the DES (Data Encryption Standard). 10 A video controller I's” Cohnected

to the bridge 53 by the AGP 50. It receives data (inmage data or text data,

etc.) supplied froma CPU 51 and generates i mage data corresponding to the

received data, or directly stores the received data in a built-in video

menory. The video 15 controller 57 €q trols the LCD 26 of the display unit
22 to display a picture according to the image data stored in the video
menory. A sound controller 64 is connected to a PCl bus 56. The sound
controller 64 capture's a signal corresponding to 20 sound fromthe

‘m cr ophdha@res/Oyénutat eentdata sorhespondihyel tof tdevisounc;nmexteait put s.

the data to the. RAM 54 The sound controller 64 also drives the speaker. 65

and out pat $PehEPEsBUAdeEr o pRedspeakercemneqt @t aran i FiafEHee 111 is.

connected to the PCl bus 56. 25 It supplies the-CPU 51. or the RAM 54 with
dat a suppPrBatfyorfendept ehbehibooturs/ Expendrdrirret cavePut? Bke ch i s

| oaded into the slot 28, and outputs, to the interface card 112, data -
suppl i e8%f PENRERL/OchRtsiiaaedfPve 113 is connected to the POl bus 56 by .
the . PC card.i ntﬁgag ace-111 and,the_jnterface card 112. The drive 113 reads -
dat & recor det'F nt & feHetd ' i ‘GOPBUTAT 6P TeA Sdiedk >P22 8 a magnet oopt i cal

'_d'Sk 12g0n8£i9uted by two IDE controllers, a so-called primary IDE

contrdller and secondary IDE controller, a configuration
' registér, etc (any one not shown).
| The HDD 67 is connected to the primary IDE controller
10 by the IDE bus 62. When a so-called IDE device, such as a
CD—ROM drive or an HDD which.is not shown, is joined to
another IDE bus, the joined IDE bus is éledtriéally
connected fo the sécondapy IDE coﬁtroller.
. In the HDD 67: an electronic méil pPrograr 673; an
15' auto?ilot program 678B; a.jogedial—status monitor prbgrém
67C; a jog dial driver 67D; an 0S5 67E; a. content management
program 67F, a bfbwser‘program 67G, and
enCryption/decryption progrém 67I'as:appiication'prograﬁs;'a

plurality of other application programs 67H1 to 67Hn, etc.,

C 20 are recorded. " The electroniﬁ mail.program767A, the

éufbpilot'prbgram 67B, the jog—dial—sfatUS‘monitbr'program )
67C, the jog dial driver 67D, the OS 67E, the content
rmahagemgnt program'67F, the‘bféwsér program 67G, the
:encrypfion/decryption program 671; the-application programs.

25’, 67H1 to 67Hn,‘etc7, recorded in the HDD 67, aré:sequentiaily




“the PCl bus 56. 10 A nenory card interface 114 is connect®

.the I DE bus 62 or

conttol FRREaTRIEE 24

sem conduct or nmenory 124 which is | oaded, and supplies the read data to

the RAM 54 through the PC. card interface 111, the interfgge card 112, and
‘ REEREBC bus

56. It supplies the CPU 51 or the RAM 54 with, for exanple, content

~supplied fromthe nenory card 3, which i's loaded into the nenory card sl ot
115, and outputs, for exanple, content supplied fromthe CPU 51. 15 A
nmodem 116 is connected to the PCl bus:-56. The nbdem .116 transmts . -
‘predeterm ned data to the network 4 through.a public'tel eph6ne circuit 117

and an Internet service provider 118. A bridge 58 (so-called south bridge)
is also connected 20 to the PCT bus 56. The bridge 58 is forned by, for
exanpl e SUPPlEpR4ENAadeapyd| aAngp ChepBaMt Péninokheherpikes ahd focl udes' an
IDE (Integrated Drive Electronics) controller/configuration register 59, a
timer cPre@Plesoactanatipe i(RPefPRte 61, and a USB (Universal Serial Bus)
25 interface_68. The bridge 58 perforns various types of . I/O 6 Septenber
2005 - 16 (1 HputPoltMit§7 comtPTige stRM s bttt %?M A tEdRigehnected to

..gf devi%es connect ed bg an | SALEI O élndustry St andard -
Ar chi t eBEAPE/ ERPEAGLA P nBhL CORERRE) #Rd Certertahii¢® ¢l erface 69. 5 The
| DE ontrollerlconfiﬁgra_ion register /59 is constituted by two | DE

g4 p?Fﬁnf§?°¥ “control l er and secondary | DE

control ler, fhéxﬁgégggégffghe 68 transmits data or command, etc.,

to the portable device 2 connected thereto, and receives
‘ dafa or command,‘etc.; from the portable device 2.
In response to a réquest from the content management

10 program 67F, the timer circuit 60 supplies present-time

representing'dafa to the CPU 51 through the PCI bus 56.
Basedlon the‘preéentftime representing‘data'supplied from
the timer circﬁit 60, the content manégement_program 67F can
know an elapse:time, etc. | :

15 - The I/0 inte;f#ce 69 is connected to the ISA/EIO bus 63.
 The I/0 interface 69 is formed by an embeddéd_ccntroller,
~and its inside, a ROM 70, a RAM 71, and a CPU 72 are

+ mutually connected. |
The Roﬁ 70 stores beforehand_aﬁ IEEE'1394.intérface
: 202 prqgrém,?OA,-an.LED cpntrol program TOB; é touch-pad-input
_mpnitor program 70C, a keyéinput'moniﬁor pfogfam 70D, a
7 Wakeup prog£5m-7OE; and a'jbgédiai¥status-ﬁonitor'program-
70F. | -
.iThe-IEEE,l394 interface_program 70A t£ahsmits and

25 receives'data (data stored'in:packetS) in accordance with




regi ster, etc (any one not shown). The HDD 67 is connected to the primary

| DE controller 10 by the IDE Dbus 62. Wen a so-called |DE gevichSSuch as

~a  CD-ROMdrive or an HDD which is not shown, is joined to PIASER %5 DE

bus, the joined IDE bus is electrically connected to the secondary |DE

controller. In the HDD 67: an electronic mail program 67A; an 15 autopil ot

~program 67B.; ‘a jog-dial-status nonitor program 67C,. a jog dial driver 67D;
an OS 67E, a content managenent program 67F.,.a browser program 67G and

encrypti on/ decryption program 671 as plication prograns; a plurality of

ot her application prograns 67H1L to 67Hn, etc., 20 are recorded. The

el ectronic mail..program 67A,, the autopilot program 67B, the

-j 0g- di althst attasdeonl tierf ipedgiamthe6TEREt he9joghdbabhdahvVEEES7D394 he OS

' 67.E, the content nanagenent program 67F, the browser program 67G the

~encrypt pemtdé@dypt Toe pESgcamt83l, prherappl/dBatbohrplogiagstidy 6FHL to

- 67Hn, .etc., recorded in the HDD 67, are sequentially 6 Septenber 2005 - 17

suppl i edh&ndampadeanisastinheoRAMB4ppRetrheuppbyessmpf PLf othe exanpl e,

~activation (bootup). In the HDD 67., a usage condition file 67M contai ni ng
usage cBAGIFEFEndaBP Bbnt Ehe, mandagenienr KLl &8 BFJdesSarvntar ndrgecont ent

are recorded. The USB interface 68 transmts data or command, etc., to the

por tabl &FHevi c&he EBHABcPRE-{RBREL BonARET I BERITEE 7@Qat bS or REvEEdY, etc.

'-_fron1th% Bortable device 2. : )
: tor monitoring an input from the touch pad 6 which

corresponds to an operatibn by a user.
The key-input monitor program 70D is a program for
monitoring inputs from,fhe keyboard 24 or other key switches.
10 The wakeup program 70E. is a program for managing power
supplies to chips constituting thé‘personal computer 1 in
‘drder td'actiyate'a predetermined‘prqcess-(or program} or
thé like af a preset time by, baséd on tﬁe preéent—time
representing data supplied from the timer circuit 60 in the
15 'bridgé 58, pé;forming checking about whether the preset time
has come. The jogmdial—status monitor program 70F is a
: program‘for'constantly‘mohito:ing thé'jog dial 23 abdut'
-ﬁhether or not it is pressed.
- In the ROM -7_6,‘_a BIbs (Bésiéf :['np,gt/-Ouiput Systeém) 706
20 is‘writtéﬁ; The BIOS 70G conﬁtolsfdatarexchange
".(inpﬁtféutpﬁt).between‘the.os or aﬁ épplication program andl'
'£h¢_peripherél uhit‘(theitoﬁch pad 6, the.kebeérd.24, or
~ the HDD 76 7, etc.). | R
" The RAM_?i includes,gas régistérs 71A to 71F, registeré

25';fdr'LED control, the touch pad input stétus, the key input




~In response to a request fromthe content management 10 program 67F, the

timer circuit 60 supplies present-time representing dat o.the 51
“through thePCl bus 56. Based on the present-time represg%%ﬂﬁﬂmﬁﬁgg
suppli.ed from the tiner circuit 60, the content nanagenment program 67F can
know an el apse time, etc: 15 The I/Ointerface 69 is connected to the

| SA/ EI O bus 63. The 1/0 interface 69 is fornmed by an enbedded controller,
.and its inside, a ROW0O, a RAM 71, @d_a.CPU 72 are nutually connect ed.
-The ROM 70 stores beforehand an. | EEE"1394. interface 20. program 70A, an
LED control program 70B, a touch-pad-input nonitor program 70C, a
key-input nonitor program 70D, a wakeup program 70E, and a jog-di al -status
moni t or SpR&YFanPREOFLh§heet EEEMe 3924 ral et facéopriograhe 700t tlamshdg s and
.25 receives data (data stored in_packets) in accordance with 6 Septenber
2005 - $gal .Fﬁét§§an65@da‘€1eﬁﬁ§d1?’E‘HFléFIEEE-“L&’B@ZL-th?‘é)ﬁgq??iﬁﬁplEEE 1394

port 101, The LED, control program 70B controls |ighting of .the. |anps
consistWH@noPr?ﬁélﬁﬁmEF?smﬁﬁl81Phn%3Pﬁ?t%ﬁ%t%%tFQ?ye1%ﬁ&F%R}Ctmﬁ#hessage

| anp M if,neceﬁgary, or.gther .5 LEDs_ The touch-gad-in ut_ noni tor program
70C i s BTBPbEPam 2t of RBATELFIRYPER YapuE 7 oftehed tBicH DaED whi ch

corresponds. Lo an~9$§ratign b%_ahuser. %hg%ke -iQ§§t4pnnitoréfrogran170D is
a prograMFEPT REATTLFT ng®PRAPIt LT Thet ke yboait24 B dfhels key
| Smthheéontrolled in accprdance with the stored valué. When the
jog.dial 23 is pressed, a predetermined ¢peratioﬁ—key.flag
is'stored in the key—input-status register. ‘In the set-time
-register, a predetermined time is set in résponse ﬁo the
10 opération of the keyboard 24 by the user.
| The codec unit 131 perfbrms coding or decoding bn audio
daﬁa in any of PCM (Pulsé Codé Modulafion), ATRAC - (Adaptive
VTransform Acoustic Cdding) 3, and MP3 (MPEG—I,Aﬁdio Layer—3) .
ﬂ_‘Alsb, Connectors;-whose illustration is oﬁitted; are
 15  u§ed to éonnect thé jog'dial 23, the touch pédré, the
'keybcsard_'zé,_the IEEE 1394 port 101, etc., to the I/0 -
 inté;faCe‘69;Vand‘i£ outpgté,-to.the-iSA/EIO PUS‘63, éach
_sighél cofréspbnding to the operation of the jog dial 23,
ﬁhe totch_pad 6; or the-keyb$ard-24. Tﬁe_I/O interface 69
20 - coﬁtiols datg_trahsmission and reception with thé connected
uﬁité. in add;tion, lamps-cgnsistiﬁg'bf é powér-éﬁpply lamp
'fi,fa‘batte;y lamp‘BL,.a message laﬁp'ML;-a-pQwer—Sﬁpply
léontrol circﬁit 73,fénd'otheriLEDé ére COpheéted to the I/O
_interface.69-.  |

25.'v " The pOWerfsuppiy controlrcircﬁit'?3,are'connected'to a




10 . The wakeup program 70E.is .a program for managi ng power supplies to chips
constituting the personal conputer 1 in order to actlvat§ %Hed ernlned
" process (or program or the like at a preset tine by, BEPIIRP
present-tinme representing data supplied fromthe tinmer circuit 60 |n t he
15-bri dge 58, perform ng checking about whether the preset tinme has cone.
‘The j.og-dial -status nonitor progran170F is a programfor constantly
thitoring the jog dial 23 about %her or .not it is pressed. In the ROM
70," a BI OS (Basic | nput/Qutput Syste%) 70G 20 is witten. The BIOS 70G
control s data exchange (input/output) between the OS or an application

- program and the peripheral unit (the touch pad 6, the keyboard 24, or the
~HDD 67, betid tyinThetRAM/ 714i ozl adesC. pasereguspers FdA sepFliesregi sters 25
. for LED control, the touch pad input status, the key input 6 Septenber 2005
- 19 spepeesaamdpoherse@ eane, bhocbgastlepem@rrnenq:@@tmgstf\erj og di al
‘status, and an | EEE 1394 |/F register. For exanple, when pressing the jog
~dial ZSCaéﬁgvage§h€hbueIEC%moh@EtﬁﬁYI74p@@g$%ﬂ@@dAba§t%¥e@%t@fn1ned val ue
i.s stored in the LED control register, and lighting of the nessage |anp M
is conPPERPEATRA ¥BEBFdantee W 3 hither§eef efl? VEPRELOVhEHNE HROWS Ty di al 23

i's pressed, _a predeternlned operation-key flag: is stored in the
key- ﬁnpaepeéataglFeb|%?erw i the %%?r%F%% vheni BYERING F efet@r i ned time

,qs‘set %ﬂeresgggsguég the 10 operatlon of .t he keyboard 24 by the user‘

The I/0 interface 69 executes the IEEE 1394 interfaee
.pregram 704 to the'jog—dial—status monitor program‘YOF by
using an internally provided power supply, even if the power
10 supply is in an dff‘state.‘ In other words, the IEEE 1394
interface pregrem 70A £b the jeg—dialﬂstetus monitor program
.'7OF cohétantly operates. o
| ACCordingly, even when the power—supply switch 27 is
turned off and the_CPU Si_ddes not execute the 0S S54E, the
15 I/O inteffaeé'69 egeCutes ‘the jog-dial-status moﬁifor
prOgrem 70F Thus' when the jog dlal 23 is pressed under a
: power sav1ng state or a power—-supply- off state, the personal
, gmputer 1 actlvateSJPredetermlned,software,Qr script file
‘ pfocessiﬁg that is‘setﬂbeforehand.
"Vﬂ-jzo .. The personal'coﬁputer 1 does not needrto.haeé a
dedlcated key because the Jog dlal 23 has a programmable
ual-power key (PPK} functlon'r
“Flg. 7 is an 1lluetratlon of an example of usage'
conditions sto;ed;ln*the usage condition file 67M. “The

- 25 ‘content ID ‘is data for specifying centent stored'in'each of




The codec unit 131 performnms coding or decoding on audio data in any.of PCM
(Pul se Code Mbodul ation), ATRAC (Adaptive  Transform Acoustic Codi n&? 3, and
MP3 (MPEG 1 Audi o Layer-3) Al so, connectors, whose il | us? Peri§naher p&° '
omtted, are 15 used to connect the jog dial 23, the touch pad 6, the
“keyboard 24, the | EEE 1394 port 101, etc., to the I/O .interface 69, and

- 1t ‘outputs, to.the | SA/El O bus 63, each signal corresponding to the

- operation of the jog dial 23, the toych pad 6, or the, keyboard 24. The I/0O
interface 69 20 controls data transfiission and reception with the
-connected units. In addition, |anps consisting of a power-supply lanmp 'PL,
a battery lanp BL, a nessage lanp M., a power-supply control circuit

73, "andtbehepnt&Ds fibesofin@ct el t Ghe WRIE OO MRr¢EEEKHY. 025 Mheld, :

. power-supply control-circuit 73.,are.connected to a . 6 Septenber 2005 - 20
built-ifalbherevylya of ARERAC pohetNGUpd ysetand Wuppl TERS" . recestisary power
to each block and perforns controls for charging the built-in battery 74 or
- second BAEtePRESNBIMARRYTPERE abr emas ., S4thecar Ghenrlerdeice B9 thsitors the
power- 5 supply switch 27, which is operated when turning on or off the

~ pover sEPPF§PLaHECTIER i At @F fARRIBY SxEIEs tIRMERE 135 eTtter f ace

. program 70A to_the jog-dial-status nonitor rogram 70F by using an

i nt er naPP§CHt b3 ded OTERAIbE VEP eveleT 't ik powete ot ug VRIE i n an 6ff.

o . h : he, | EEE 4 .1 f 70A h
state b9 ghatamids,d he LEEE 1904 Slnterface program 108 Lo te

does not check out, to the portable deyice 2 or another
personal computer, contentvspecifiea by‘the content ID.
In the MAXIMUM NUMBER OF TIMES CHECK—OUT CAN BE
10 | PERFORMED field, the maximum’nﬁmber of times the content
| management program 54J caﬁ-checkrpgt the_corrésponding .
cpntent files 67J is set. The maximum'ntmbér of times
VEheckh6ut cén be performed Cénno£'be‘changed. |
In the NUMBER OF TIMES CHECK-OUT CAN BE PERFORMED field,
iS A'thé nﬁmﬁer'of fimeé the conteﬁt,mAnagement program 54F .can
check Out:any éf the correspondiﬁg cqhteﬁf files 67J is set.
~When the content managémentrp;ogram'54F:éxeﬁutés che;k—out
. once, the numberrofjtimeé check;oﬁt-can be'peiformed is |
:dééreﬁented.‘ When the éqntéﬁt manégéﬁént program  54F
' 20 eXeputes:check—in oﬁce,‘tﬁe Qumber of times‘check—oﬁt‘can_be
"performed}is incremenfed.r | | | |
| 'Whén.any‘of the contént fileé 67J is;ﬁot-checkéd'ou£ 
¢ven ﬁﬁce,'a value identiéal to‘thé maximum nuﬁber-of_times
_check4out1can be;perforﬁed is set a$ tﬁéicorrespondiﬂg

.25; hﬁmber_of'timés-check—out can be performed.




70F constantly operates. Accordingly, even when the power-supply switch 27
is turned off and the CPU 51 does not execute the OS 54 t he %)3 /0O
interface 69 executes the jog-dial-status nonitor progra SAFEMPPRTYS when
the jog dial 23 is pressed under a power-saving state or a
power - suppl y--of f ' state, the personal conputer- 1 activates-predet er ni ned
sof tware or script file processing that is?et. beforehand. 20 The personal
conput er 1 does not need to have a de?Fcated key becatse the jog dial 23 has
a- programmabl e power key (PPK) func Fig. 7 is an illustration of an
exanpl e of -usage conditions stored in the usage condition file 67M The ~25
content IDis data for specifying content stored in each of 6 Septenber
2005 - 21 tWiercgdtenturhd e 6 lmean chcudk -ABIE cEQ BE. GHEEKERQUT Sf i el d,
either value of "YES' and "NO' is set. Wen "YES' is set, the content

-~ managengmanged g aem SA4F" cam thiedky otitandiog hehqdr-tabi e "oV cies Zealr anot her
o personal conputer, content 5 specified by the content I D. Wien "NO' is set

in the MBLENE TAPHE THERKECHRERED | QUY, f el corfthan thenayemsn qff ogr am 54F
- does not check out, to the portable deV| ce 2 or anot her personal conput er,
content Js‘b%%uﬁfiil%%wmf heAR ot e fPmadh isheehamaaduNi noVBER e "RI"VES

N BE . 10 PERFCRI\/EQfl e"I d, the nmaximum nunber of tines the
con ﬁ%&ﬁ’féfﬂ S Bad ER dedeod (e ARG $pdifdi ng cont ent

fil es G&QE&I&S%UT Tpleﬂ?m mum nunber - of timnes

”Elther-value of "YES" and "NO" 1s_set ih therABLE.TO BE
. MOVED field. When "YES" is set, the content management
program SQF'can move the content specified by the content ID.
iO When-“NOF is set in-the'ABLE TO Bﬁ MOVED field, the content |
- mahagement program 54F_doés.notAﬁové the thﬁenh specified
by the contenf‘ID |
In the ABLE TO BE COPIED éither ﬁalue of "YES" and
'"NO" is set. When "YES" is set' the content-ménagement
-15 - program 54F can cohy thercontent spec1f1ed by the content ID.
When "NO" is set in the ABLE TO-BE COPIED,_the content
r,;fmanagement program*Séf“does not copy the'cqhteht specified_
_by the content D.
in the. NUMBER OF TIMES COPYING CAN BE PERFORMED ‘the
hZQ'Thﬁmberrof.t;mes that the,conteht managemenhrprogram 54F can
”:eXECﬁte:copying is'setf‘ | | .
-Hrhin the LIMiT-OF ﬁSE,‘a périhd-in-which the cohfent
 §§é¢ifiedhby_the contenttlD_Can'be’useﬁ (chetkéd.ohf, piayedr
,bach, etc.) is described. - o -

- 25 . In the PERMITTED AREA FOR USE, an area (e.g., Japan or




check-out can be perfornmed cannot be changed. In the NUVBER OF TI MES

| CHECK- OQUT CAN BE PERFORMED field, 15 the nunber of tines the content

- nmanagement program 54F can check out any of the correspoﬁﬁ?ﬂ@ﬁ%%%?@%ﬁ files

} 67J i-s set. \When the content management program 54F. execut es check- out
once, the nunber of tinmes check-out can be perforned is decrenented. Wen
the content managenent. program 54F. 20 executes check-in once, the nunber
-of times.check-o.ut can be performeds s incremented. \Wen. any of the .
content files 67J is..not.checked out. even once, a value identical to the
‘maxi mum nunber of tines check-out. can be perfornmed.is set as the

' correspoggln Egﬂb of ti mes check-out can.. be perfornmed. 6 Septenber
2005 - 8anﬁ e

vhifht thescepbertospechhi®® perler neentent changed
fron1"|" N ﬁﬁ H%b gk geck out, "NQ is_ set in the ABLE TO BE
CHECKED EU? Plgﬁd f ﬁ nB&E 0P LEYRES PerEck S5Gt cd BESsERbedTed s
changed fro "0%1 QER¥ check o%} "Yl S‘A set in the ABLE TO BE
'CHECKED oUT tield. BHet 358 PN Y, SARUFATHETABLE TO BE

Tove t e Eon St CREACTF T dnsﬁ'; t %e”t@ W% B Ber 1 the
L RO %\%%%dk"%ﬁ*@%%"%%ﬁ%“%#% PRSI, 1o
val ue Oﬁs E§g @@Qect falsification of the usage conditions.
| Becanee en algorithm for generating the.sioneture data is_a

uniditectional'function and is not opened,‘itris difficult.
for one except a supplier of the content, management program
10 54F to generate correct 51gnature data based on the data set
in the CONTENT ID to the PERMITTED AREA FOR USE. |
In the USER'S AREA of the usage condltlons a‘check;out
tlme is set | |
The content manegement progtam 54F determines whether
15- or not the checkéont time_corresponding:to the checked-out
content hasrnaesed When it is.determined that the check—_
out time. has passed the NUMBER OF TIMES CHECKuOUT CAN BE
) PERFORMED is 1ncremented similarly - to the case of executlng
check —-in once. | |
gﬂt i When the content 13 checked out. the check out time is
.supplled to the portable dev1ce 2 w1th the content The-t
'portable dev1ce 2 stores the check out tlme as well.as.the
, content in the memory card ‘3. o
The_portablerdev1ce.2 detenmines whether‘tne checkfout

f125. time stored in the USER'S AREA in_the usage conditions




"NO'" is set: When "YES" is set, the content managenent 15 program 54F can

copy the content, specified by the content ID. Wen "NO %s set % t he
ABLE TO BE CCPI ED, the content managenent program 54F ddbseRIgECE %§ t he
content specified by the content ID. In.the NUVBER OF TI MES COPYI NG CAN BE

PERFORMED, the 20. nunber of tines that the content managenent  program
54F. can -execute. copying is set. Inthe LIMT OF USE,. a period in which
the content specified by the content.l,D can be' used (checked. out, played.
back, etc.) is described 25 In the PERM TTED AREA FOR USE, an area (e.g.,
" Japan or - 6 Septenber 2005 - 23 all the world) in which the content
specified by the content ID can be used (checked out, played back, etc.) is
descri bEArTepROPARNG| CNATIURECOR L ¢ttt iie Basaed ourkheyy Ttomput ati on based on
data set in the fields fromthe CONTENT ID to the PERM TTED AREA FOR USE is
st or ed. IFRETEiBAAL Hret dEha FRedlseaut ot Hee ceas fadsidd cathon of the usage :
conditions. .Because an algorithmfor generating the signature data is a
“uni di r eCPTHRAEPOPLHRY | GPPBRAL i 35 R¥a%Péned, it is difficult for one except
a.,supplierdggxt e content. nanagenent. program 10 54F to generate correct
b

si gnat ure ddt’e a5V (e FdASHTS P 1fe EB\AEdk P8% 65 k& PERM TTED
- AREA FOR UISE 10 U, USERLS, ARRA P14 NP 598, copdi jons, 3 sheck- out
unit 201 iﬁpﬁt$/opt§uts data to/frém.the personal computer 1
‘ throﬁghférUSB cable 10, and inputs/outputé déta'to/frqm-
énpthér apparatus‘ﬁhich is not shown. For example, the
input/output un@t 201 outputs, from a speaker'and_an
10 earphone; etc., which are not shown, a Signal supplied.ffom
a éodec,unit 203 or an en@ryption/decryptién‘ﬂnit 202. When
r‘fhe-data sppplied from the inpﬁt/éutput—uhit‘ZOI'is
enqrypted; the éncryption/deCryption ﬁnit:202 Qe&rypfs_the
| data'aﬁd,qutputs the'data to the bodéb_unit 203. Alsq# when
;;5 if‘is'necessarj to éncrypt daté supplied,ffomxthe codecuunit‘
203 or a control unit 207, the enérjptibn/decryptiqn unit
‘éoz'ehcrypts the supplied‘data and outputs the dafa=£o'the
input/oﬁtput unit 201; | |
Ihé codec unit'éOé‘useS'either ATRACL(Adaptiver
HQO . Trahéfé;mlAcpusti§ Codihg} 1‘or'ATRAC 3 method té.perfdrm
‘codihg‘bn‘theVdata supplied from tﬁeienCryptidn}decryﬁfioh‘ :
_,unit202;-énd'§utputs_£he data td a mbdeﬁ ﬁnit 2047and;5;
arithietical unit 206. The codec unit 203 decodes the data
‘suppliedrfrom thé'modem unit 204 andioutpufs,thé1daté td_the-

25. ”inpﬁt/OQtput unit 201. .




The content managenent program 54F determ nes whether 15 or not the

check-out tinme corresponding to the checked-out content h asse VWhen it
-is determ ned that the check-- ..out tinme has passed, thég%ﬁ%ﬁéﬁr%p5leES

CHECK- OQUT CAN BE PERFORMED i's increnented simlarly to the case of
executing check-in once. 20 Wen the content is checked out, the check-out
~time is supplied to the portable.device.2 with the content. The portable

device-.2 stores the check-out tinme gs well as the content "in the nenory
~card ; 3_ . The portable device. .2 déterm nes whether the check-out 25
time stored in the USER S AREA in the usage. conditions. 6 Septenber 2005 -
.2 4. corresponding to the-content has passed. Wen it is determ ned that
the check- oufhg imfdmsirgds S mavhil adorsy ddpponiditag scopmlemd ifsogr dbed. Fig. 8
- shows the structure of an MD deck 200 as an-5 exanple of the portable
 devi ce 208@c PRt t 120 (e peipbit vt therdatoto | spraey ol padsl atdiack
to/fromthe personal conputer 1 through a USB.cable 10, and inputs/outputs
‘data t ottt bnf0ancAPRrdeppdit b tes ik sWwmbtedHown e wsearsiiag t he :
ihput/outgut unit 201 outputs, froma speaker and an 10 earphone, etc.,
~whi ch & EHACE NS %O%i%a%smﬁﬁp}%dtff% st dstddumitdepImit an
encryption/decryption unit 202. Wen .the data supplied .fromthe
inp&t/dafgut unit.201 is encrypted, the encryption/decryption unit 202

:decrypts th%ﬁe'arithmetidal unit 206 extracts, from the data
supplied from:thé cddéé‘unit‘203, a predeterminéd portion
ﬁhich is specified béfo;ehand, computes a hash value of the
extracted portion, aﬁd outputs the computational result to

10 the control unit 20?.: The control unit 207 supplies the
éncryptiqn/decrypfion'uﬁit 202 with thé hésh valﬁe-éuppliéq
from the arithméticai ﬁnit_206; and controls it to encrypt
thé hashrvaluejand f@loutput the encrfpted Vélue to the
personal éomputer 1 from the:inpqt/Outpﬁ£ unit 201 through

l':15f ‘the USB cable 3. |
| The recording/pléYbacﬁ_unit 205 records the data 
 su§ﬁlied from the modemluni£l204.ih a:predetermineditréck.df
a MiniDisc (MD) 209. -Thelrecording/playback unit 205 also
.piays back fhé dafa“recdgded in'the Mb 209 and outputs ﬁhé‘

20” playéd~back data to thé ﬁodem gnit 204 . ‘In'éddition, ﬁhé 

. ;Iecordihg/piaybaqk:ﬁnit'205 Qutpﬁts,_to the3édntrpl_uni£‘20?;‘

data whiéﬁ,i$”§léyeq baék from the TOC'(Table.of=Conféﬁt}_"
:fiéld'df‘fhe MD_2G9."BaSed On.the TOC‘data suﬁplied fréﬁ
fhefrecording/playback_unit 205, the confrol”ﬁnitiZb?

25 _controls pléyba¢k( and-récords, when predetermined content




data and outputs the data to the coded.unit 203. Also, when 15 it is
~necessary to encrypt data supplied fromthe codec..unit %ggﬁ g trol
unit 207, the encryption/decryption unit .202 encrypts th ?ﬂﬂﬁr dat a
and outputs the data-to the input/output unit 201. The coded unit 203 uses
‘ei ther ATRAC (Adaptive 20 . Transform Acoustic .Coding) 1 or. ATRAC 3 nethod"
to performcoding on the data supplied fromthe éencryption/decryption unit
202, and outputs the data-to a nodemunit 204 and.a arithnmetical unit 206.
The .coded unit 203 decodes the data gépplled fromthe nodem unit 204 and
outputs the data to the 25 input/output unit 201. 6 Septenber 2005 --- 2 5
~The nodem uni't 204 nodul ates the data supplied-fromthe codec unit 203 and
suppl i esst hecdafiadton athecapd20g/ praybaska smck 2€5itantederddu at es, data
supplied fromthe recording .playback unit 205 and supplies the data to

t he codedduess i208he Th@Cafi¢hdretical unit 206 extracts, fromthe data
supplied fromthe codec unit 203, a predetermnmi ned .portion which-is

speci fi ed befrorahearsdticonputtes? & Has ppelated byt Hehe extaracteeld portion, and
out puts the conputational result to 10 the control unit 207_ The control
unit 207utkppti eso tHee ePrEypl i wnidetdyptd oniamil Qoredpdndive Hash val ue
supplied fromthe arithmetical. unit 206, and controls it to encrypt the

hasB vaflye. apRra Bl puBY t PetRwER AP e@@&%tlt%ltwnfp]ersonal corrputer 1

‘_fron1the i nput/ out put -uni t 201t hrough
correspondlng to the operation to each unit, the control

unit 207 controls recording or playback of*the:content in
the MD 209.
Next, referring to the flowchart in Fig. 9, a process
iO in which content recorded‘in the-content files 67Jlin the
lHDD 67 in the personal computer 11is played back and checked
out to the MD 209 is descrlbed with reference to the
_ flowchart 1n Fig. 9.and the flowchart in Fig. 10. .The
flowchart in fig- 9 1nd1cates a process of the personal
iSt-computer 1, and the flowchart in Fig. 10 1nd1cates a process
of the MD deck 200. Elrst,'a check—ont process of the_'r
-perSonai computet.l isldesctibed with'reference7to,the-
flowchart in.Eig; 9. -This‘ptocess isibaeically based on the
content_management.pfogram 54F;(67Fieand ie executed.by the
20 CPU 51. o | |
"In'éteoTSil- when'the user operates the jog'diél"23“:'-
the keyboard;24 or the touch pad 23 to deSLgnate content to
be checked out, the CPU 51 (content management program)
‘acqulres data of - the de81gnated -content from the content

- .‘25 flles 67J in the HDD 67




15 the USB cable 3. The recordi ng/playback unit 205 records the data
.supplied fromthe nodemunit 204 in a predeterm ned track_of a MniDi sc
(MD) 20.9. The recording/playback unit, . 205. also plays bECTREZ M a
recorded in the MD 209 and outputs the 20 played-back data to the nodem -
unit 204. In-addition, the recording/playback..unit 205 outputs, to the:
control unit 207, .data which isplayed-back fromthe TOC (Table. of

Content) field of the MD 209. Based ?? t he. TOC data supplied from the
recordi ng/ pl ayback unit 205, the confrol'unit 207 25 controls playback, and
records, when predeterm ned content 6 Septenber 2005 - 26 1is recorded on -
the MD 209, TOC data such as-its recording address in the TOC field. An
operation unirt S2G® il pertat €Plbyb It mprsidresanthe ouidet sinitto it3ie. control

unit 207, a signal corresponding to 5 the operation. By outputting the

cont r ol wstignthe correspondh tyy aoytheedpin athorprecestho Uingtep t$El cont r ol

unit 207 controls.recording or playback of-the:content in the MD 209. Next,
referri@dgdtecthects oehbet eppofegthe, datpr doegs pregeitermingd setbent
recorded in the content files 67J in the HDD 67 in the personal conputer 1

i s pl ay®eF baERRIR cHEtkart it tnerredpipodie NP Yyaeetidkdisvi th reference -
to the flowchart in Fig. 9 and the flowhart in Fig_ 10. The flowhart in
Fi g . PRI S WPorifdbdiediod he personal 15 conputer 1, and the
flowchart i Qqel):{itg. .10 i ndi cates t% pr.oce '

, in step 513, e CPU %%'performs‘a process that
encrypts the content data encoded in thé process of step 312.
,This encrypting process is pérformed.by the
encryption/decryption program 54I. The
 10 .enc;yption/decryption program354I_performs the CBC in the
._DES. Also, the MAC is used to ﬁe;ify no félsificatioﬂ_

- In step 514, the C?U 51‘tfansfers the content data
encrypted in the proéess of?step 513 to the‘Mﬁ déck 200, and
executes a process that'reqﬁests hash value computation. In

i5 .other words, the eﬂcryptéa_éontent-data ié_transferred-to
the MD deck 200 as the portabie deﬁice 2 thrdugh thé‘bridge -
.58, the USB interface 68; the‘U$3 po£t 107, and the USB |
cablellb. o . o
| As described létér,'in the Mb-deck 200, a_hash value
'20  based ph contenf.data is‘compﬁfed, encfypted, and
' trahsmiﬁted (étép_SBS to stéﬁ_SS?-in‘Fig! 10 whichia#e
ldESCIibed laferi; Aécordiﬁgl?,:in sﬁep SlS,.the‘CPU 51 (theci
"gencryption/decryption'program 54I) determinesiwhether Qr'nﬁt ‘
it'haé_received the_enérypted:haéh value. When it has |

25 'received, it procéedsrtb step Sl6}rand'decrypts the




of the MD deck 200. First, a check-out process of the personal conputer |
is described with reference to the. flowhart in Fig. 9.. This process
i s-basically based on the content managenent program 54@?89667‘#‘% is
executed by the 20 CPU 5l In step 511, when the user-operates the jog dial
23 the keyboard 24, or the touch pad 23 to designate content to be checked
out, the CPU 51 (cont ent managenent program) acquires data of.the
~designated content fromthe' content files 67J in the HDD 67 6 Septerrber
2005 27 In step S12, the CPU 51 sﬁp% ies the codec unit 131 with the
~content data acquired in the process of step S11, and controls it to
encode the.data in a predetern ned nethod. For exanple, content data
encodedenarypeed/P3astettwiué s Slrencoetedsih, ttiee ROW nEl hostoMextthé n step
513, the.CPU 51 perforns a process that encrypts the content data encoded
in the protesslot 4GS Aeciptednor ygid nyrqrevesst | stqer§os meds by the
encryption/decryption program 541 _ The 10 encryption/decryption program
541. perlg ngonben CB |9t tHe DESeny soin tHe MNEJIS Q@wtxprveﬁﬂfey no
falsification. |In step S14, the CPU 51 transfers the content. data
- encrypteti hF%%e Process of step S13 to the MD deck 200, and executes a

process that uests hash val ue conputation. 15 other words, the encrypt ed
content - datai“i L@Paﬁé@errté‘& tFPhe tvprgeertsodads fthe BErFABIte Ndevi ce 2

'tthUQQjage brld < 200 to perform check- out and transmits the data.
As described.with,reference to the flowchart in Fig. 10, n
‘the MD deck 200, based on this permitting data, a process
(check—out process) for writing the TOC data of the content
10 is performed (step S39). |
The CPU 51 also decrements the number of times check-—
| out.cao'be performed of the content by 1. For example, in
the example ineFig 7, the present number of times check- out
. can be performed is "3%". Accordingly, thlsrvelue is chenged
‘115' to "2"-- | o | -
In step S15, when it is determined that the hash value
-ﬁas'oot been received, the CPU 51:proceedelto érep SlQ,Land'
it execﬁtee error processing. In other‘eorde,;at this time,
rhercontent check-out process is nof.perforﬁed . |
ZOl“‘ Nekt.-a check- out process of the MD deck 200 is
descrlbed w1th reference to the flowchart 1n F1g lb.
‘_Inestep 531, the~1nput/output unit 201 reCelves tﬁe
‘,encrypteo data which is transferred'by fherpersonei computer
1 in the.ﬁrocessfof step‘814; The ihpuﬁ/outpor unit 201 -

25'7supplies_the.receired content -data to the




58, the USB interface 68, the.USB port 107, and the USB cable 10. .
.described later,. in the MD .deck 200, a hash val ue g@%@% %%wgontent
data is conputed, encrypted, and transmtted (step 835 f% in Fig.
10 which are described later). Accordingly, in step S15, the CPU 51 (the
encrypti-on/ decryption program 541) determ nes whether or'not it has ‘
recei ved the encrypted hash val ue- Wen it has .-25 received, it proceeds
-to step 516, and decrypts the 6 Sept er 2005 - 28 encrypted hash val ue.
In step S17, the CPU551 records the “hash val ue (HASH1) decrypted in

t he- process of step 516, as the content ID of the content, in the usage
condition file 67M(Fig. 7). 5 1In step 518, the CPU 51 encrypts data for
pernlttﬁﬁgrvﬁelN@VéeckYQDQOBOUQetf6@ﬁ1chénkaﬂp S3nd thansnits the data.

As described with reference to the flowhart in Fig. 10, n the M deck
200, baeearéiﬁtﬂﬁpédeernptwngueata20é peoremts ‘(I@eeeﬂxcenptetﬂocess) for ‘
witing the TOC data of the content 10 is performed (step S39) _ The CPU. 51
al so de€PBHERLsIPRe ARFbLRYLBRLE| Hes @mbektootie caplde peifotddd of the

content by 1. For exagP in the exanple in Fig. 7, the present nunber of
ti mes check- ot niderd b RREGe. 3N A datyl \EPe KR tRRte i s

changed 15, L2k, LRg B 838 o200l o} S, 85 g g e Lha e hash value
- content data is adapted for a predetermined method permitted,
in the MiniDisc system. In the.present case, the content
data encrypted in the PCM method is encrypted in, for
example, the ATRAC1 method.

10 Next, proceeding to step 534, the control unit 207
executes a process that writes the content data encrypted in
the process of step 833 into the MD 209 In other words, at
this time, thermodem,unlt 204 is controlled'by the conttol’
unit.267, modulates thendatanwhich'is encrypted in the:

15 ATRACI method and nhich is supplied from the codec unit 203,
land outputs the modulated data to the recordlng/playback

Cunit 205. The. recordlng/playback unlt 205 records in the;;

'ﬂ_ MD 209, the content data supplled from the modem unit 204.

In thlS way, audlo data encoded in the method (ATRACl
20'-or ATRACB) permltted in the MlnlDlSC system is wrltten 1ntor,
| 'lthe MD 209' The MD 209 becomes able to be played back by

'another MD player o |
The arithmetiCai:untt 206_egtracts,_in_etep S35,
"iextracts a-nredetetmined portion from thencontent data .

25 supplied from the_codec unit 203;7and computes. its hash




has not been received, the CPU 51 proceeds-to step S19,.and it executes
error processing- In other words,:at this tinme, the conte heck- out _
process is not performed. .20 Next, a check-out process %#eéaﬁ}eWEﬁgeck 200
is described with reference to the flowhart in Fig. 10. In step 531, the
i nput/output unit 201 receives the encrypted data which is transferred by
the personal conputer 1 in the process of step 514. ' The input/out put
uni t. 201 25 supplies the received coghent data to the 6 Septenber 2005 29
~encryption/decryption unit 202. In stép S32, the encryption/decryption
unit 202 decrypts the -encrypted, .content data and outputs the data to the
codec unit 203_ The codec unit 203 encodes, in step S33, the content 5
dat a decaypted Iim thes pragessaofonst ephsS3dramthatendieh cohtterd data i s
adapted for a predeterm ned nethod permtted, in the MniD sc system In
t he presentechses direidemtiomto, datma eronylpt edruartdms PCMarstawdd i s -
~encrypted in, for exanple, the ATRACI nethod. 10 Next, proceeding to step
'S34, - t heatent bl caph toR0The ekbt rest woprayobsy 4 lrarwkdn esfathe content data
encrypted in - the process of step S33 into the MD 209. In other words, at
this tie®amphe, ndbedmiin 20 i & Tomewld eknge theer dde dlopurdis 207,

nmodul ates the data which is encrypted in the .15 ATRACL nmet hod and which is

suppl i eBPTFPBHRE he BRI 4R 2iod! omidot/utRe FHe hoduIRttteds®st a to t he
recor di\ng/gl ay}__oack unit 205 The recording/playback unit 205 records, in

t he. since it has an anacdustic range in many cases.
 Next, in step 536, the control unit 207 receives and
supplies the hash vaiue compﬁted by the arithmetical unit
206 to the encryption/decryption unit 202, and controls it
10 to encrypt the hash value. The enCryption/decryption unit
202 encrypts the hash value in the CBC iﬁ the DES, and
supplies the value to thé'input/output unit éOlQ
In step 837, the input/éutput uﬁit 361 transmits, to
the personal cbmputer 1, thé.encryptedrhash'value supplied
- 15 -from-the encryption/decrjption unit 202'£hr0ugh the USB
'cablg 10.
| As describéd.abéve; the hash value is:$t0red in the
'ﬁsage-qondition file 67M-iﬁ‘the HDD 6? in‘the‘persénal_
"cbmputé# 1 (Step_817); andibéséd oﬁ it, cﬂeck—out permitting
.20 dafa is‘encryPtéd.and transmitted f;om‘the‘pe;sonal,computer‘
1 (step S18). | |
| Accér&iﬁglfflin.étep'538, the cpntro; unitl207‘in the
MD deck 200’detefmines Whether Or-nét it has recéivéd check-
out permitting data froﬁ the personal-compﬁter:l.

25 ' In other words, whén data is,ttansmittéd from the




MD 209, the content data supplied fromthe nodemunit 204. In this way,
audi o data encoded-in the nethod (ATRACI 20 or ATRAC3) p%§§%&rﬁ&w%@ﬁ5he

M niDisc systemis witten into the MD 209. The MD 209 becones able to be
pl ayed back' by another MD player_ The arithnetical unit 206 extracts, in
step 535, extracts a predeterm ned portion fromthe content data. 25 )
supplied fromthe codec unit 203, and conputes its hash 6 Septenber 2005 -
30 - value. In this conputation, the erall length of the content is

- divided into, for exanple, quarters, 'the hash value of each of the 2/4
portion and 3/4 portion, for exanple, of data in the 0.5-second range from
the top, is 5 conmputed. The 1/4 portion or the 4/4 portion is not used '
since | PSR&SMah SABBBGSEI & FhprgeshnthanySBasektle Nextthén step 536, the
control ,unit 207 receives and supplies the hash val ue conputed by the

ari t hnetPRYE/QREPUBOBRED 2RE ERERYPES orrdetipption U td202 tantheontrol s

it 10 to encrggt the hash val ue. The encryption/decryption unit 202
encrypt §°FhEPRASR/ 98F HEPTHOR HeneBCE 0 4- t HENDES CEYRE ks @syrBowal ue to
~the input/ unit 201, In, step S37, the input/output unit 301

~ transm P?}gg%g%lthgeﬁ_ﬁgf)ﬁaw%ow r ACGRA R ot 1'sFPiL“ir%\I1‘&?5‘5_supjo'll i ed
R e A R R e M R
f'67M_in g&ﬁbtﬁ£h65r$ﬂ {Qg §§g5§g¥§on/decryption unit 202, the | '
- control unit 207 can determine whether or.ﬁot the check-out
permitting data has been received. |
| Wﬁen the check—out permitting data has been received,
-'10 proceeding to step $39, the control'unit 207'generates the
TOC data cor:espdnding to the'contenﬁ written in the process
of.step 534, supplies-the TOC data. to the-récbrding/playback'
unit 205, anqrpecords the TOC daté in thé TOC field of thé
MD 209. _This records, as the TOC data, the-address.
115_ information,:etc;, of the content wfifteh in the‘process'of
step S534. - |
After the TOC isjrécorded‘in'the.MD 209, by reading if,
the corfeépbnding cbhtent'beéomes able_t§'be played back.
in other wqrds;‘iflthe,céntent'is‘fe¢orded in the précesslof
?0 step 34, when thé qqrfespondihg TOC;data is not writtén, an
: ‘Mp deck or.ap MD ?1aygr-iﬁto which the MDAZOQJis 16adéd |
" cannot play Bagk'the chtent'ffom'the MD. . By writing the
 ‘TOC data'correSpondiﬁg to the:TQC data in the procesé of
. step S3Qj.the.contént'bécomes able to be’read;.

‘-._2?_ . In $tep s$38, when-iﬁ is déﬁermined‘that the check-out




conputer 1 (step S17)., and based on it, check-out permtting 20 data is.
~encrypted and transmtted fromthe personal conputer 1 (steg S%%%.
“Accordingly,'in step S38., the control unit 207 in the MY NLsHAPO
‘determnes whether or not it has received check out permtting data from
the . personal conputer 1. 25 In other words, when data is.transmtted from
. the 6 Septenber 2005 - 31. "personal conputer 1 through the USB cable 10,
the input/output unit 201 receiveg-ggd_supplies the data to the ' '
encryption/decryption unit 202. The cryption/decryption wunit 202
decrypts the input, encoded data and outputs the decoded result to the
~control unit 207. By reading the data supplied fromthe -
“encr ypt pernfdétiypt dehauhats 202, bede. recohted) . thmipr@ddssanf detep m ne
‘whet her. or not the check-out permtting data has been received. Wen the

" check- ofiB%péentkibngddat &nhathdeerordeei veuge MO ROcdethngsto step S39,

the control unit 207 generates the TOC data corresponding to the: content
writtenWrattRe pRrotkss cafestlpe S3tenpplies Mhet T Battheto the . _
recordi ng/ pl ayback unit 205, and records the TOC data in the TOC field of
the MDP2O9ESThPE FEeBred? Recemes Torbkiat BlY tHe RRIG XA P or mati on, !
~etc., of the content witten_in the process. of step:S34. After the.TOC is
recot dedPPROVRE RDS588S By™ibani kY Pt SUPERENEHRT &¥pIRUFAG tEBntERtBecones

able to be p|layed hack. 1n other rds, if the content is recorded i'n the
" process of. Qé%%r t ding -

e content and the TOC data correspon
thereto are'writtén in the MD 209 in the abovermethod, tﬁe
MD deéck 200 becomes able to play back the content recorded
in the MD 209.:

- 10 '. In other words, when the operation unit_208 is_operated
by the user to command-playback‘df fhe content,'thé,qont:ol
unit 207 controls the.recoraing/playback unit 205 to play
back the'désignated content froﬁrthe-MD1209. The played-—
back data is supplied and démodulated in the modemiuﬁit 204,

11'15. and is éupplied fohfhe cédec'unit 203. lThe codec'unit 203

uses the ATRACl method-in thé preseht case to decrypt the

 :data supplied from thé modem.unit 204, and supplies the data
obtaihéd‘by the decryﬁtibnzto_thé input/output unit 201;'-
The inpht/output uﬁit 261 performéﬁD/A'conversion-on the

20' data suppiied:from thé‘éodec unit 203, and.outputs the -

‘cénﬁerted daﬁa.from ah.earphone or a speakér'wﬁith is not'r‘

 $hOWn; o :
‘_ Nekt, checkFiﬁ processing is'deécribed:with reference
to the fldwchérts in Fig. 11 anﬁ Fig.'lz;' Fig. 11 shows a

25 check-in process of'the persbnéi cpmputer,l;'ahd_Fig; 12




20 step 34, when the corresponding TOC data is.not witten, an ND deck or

~an MD..player.into which the MD 209 is | oaded cannot pl ck t cont ent
fromthe MD... By witing the TOC data corresponding toq¥ﬁ§%¥éﬁrggpa in
"the process of step 539,.the content becones able to be read. 25 In step
S38, when it is determined that .the check-out 6 Septenber 2005 32 : _
- permtting data has not been received, the process of step S39 is skipped.
~I'n other words, since no TOC data i.s3gwitten in this case, the content

- data witten in the process of.step S34 becones inability to. be played

. 'back 5: (becomes a state simlar to a substantially unwitten state) After
t he con%ﬁpt and %he TOCdat a correSpondjng thereto are witten in the MD
209 in the"Sb6vENREKROE, PERESRD BéckhoolD Beebnél0able to play back the

confent recorded ighth : 209. 10 In.. other words, when the operation
unit 208 is Operat e b THE IR AT TOMRANE P albathk e Mrrsdtlent, the

. t | = i 20 t Is.th cdi / pl back unit 205 to. play back
The tesColR ST P e B e MR 00PLaRE S B cotCrhk et ot o bal Vappt | ed
d d L.at A t he it 204, '15 d i |i.ed - th d
it o0g bR, B ble! Bon PREETNARAbeRPRE iRl ol T et S blent case 1o
decrypt hhg cﬁé&ﬁ.—i;Hchlf!ﬁf’e&é?%‘%r@ﬁe@“?ff%’%%ﬁ‘{tigocf%szg%rfaé%ﬁgla' es the data

obtai ned by the decryption to- the Tnpu at put™uni : ¥nput/output
uni t 204pBeEEORYE BY ARONELS! Opn o b8l 074 2 SHPALL AL 9B e Lodec

ounit 203, and. outputs th
' - the touch pad 25.
In step S51, the CPU.SI requests the MD deck 200 to
éompute a hash value of content to be checked in which is
10 - désignated by the uéér.r As described later with reference
qu Figr 12,-bas§d on this fequest, the MD deck 200 domputés
the hash value of the désignatéd coﬁtent, encrypfs'the value,
.énd transmitted the enc:ypted vélue {step S7Z2 to'step 575) .
Accordingly; in sfep:SSQ, the CPU 51 determinés wﬁether
15 r“or pot.it has received the hash value. .When it has received
.the value,'it'proceeds-to step $53, and uses the
:énétition/decrypfion program 541 to;decfypt the enéiypted
} hash value. ' ) | o
'  In step S54, ﬁhé;CPU 51 fiﬁds whether or ﬁot.the hash
2Q7.value‘qbtained by decryptioﬁ in step 553 iéjstored'asithe:
-Content Ip (Fig. 7) iﬁlthé databaSe (the usageICOnditién
file 5--7'M)‘ of the HDD 67. Wﬁe‘n—hé hash value obtained by
1de¢ry§tion-ip-$tép §53'is Stéréd as the'contenf ID, the CPU
j51‘proc¢eds té stép 855,:éhd‘réquests‘th¢ MD deck‘2Qd to

25‘rcheCk_in the designated'conteht.




converted data from an earphone or a speaker which is not shown. Next,
- check-in processing is described with reference to the flowharts in Fig.
~11 and Fiig. 12. Fig. 11 shows a 25 check-in process of & %gHEPsd%QF,
‘conmputer 1, and Fig. 12 6 Septenber 2005 33 shows a check-in process of
“the MD deck 200: First, the check-in process in Fig. 11 of the personal
- conputer 1 is descrlbed This process is executed basically based on the
- content managenent program 54F by theg CPU 51 5 .when check-in of
. predetermned content is designated g “operating, by the user, the jog.
dial 23, the keyboard 24, or the touch pad 25. In step S51, the CPU 51
- requests the MD deck 200 to conpute a hash value of content to be checked
- in which is wHéh desiignateds tdiedsan rsneescr idhed Mpatierckwizol ref er ence
‘to Flg 12, based on this request, the MD deck 200 conputes the hash val ue
of the deéiagﬂat*ehlecmrmpoedi:rwpct@ntmetNadajeiescanﬁdaetd_altmzt,t ethd he -
~encrypted value (step S72 to step S75). Accordingly, in step S52, the CPU
-, 51 detetﬁﬁheelhhe@h@@ntQEit@ﬂl¢mﬁ0¢tnqﬁﬁiiQﬁ%ﬁqnnﬁntﬂpIﬁnﬂtymakmb. When it
- has received the value, .it proceeds to step S53, and uses the
.jencrypt?%ﬁ?dé%??@ﬁi%ﬂﬂpﬁ%@rg 8541 to, decrypt the encrypted hash value. In
- 'step 554, the CPU 51 finds whether or not the hash 20 val ue_ obtai ned by
decryption IAFARETSEY i Srst5deRd SB6 -t hdec6RUeRd PBtermgnes) whpghee

database (the us e condition
. ‘ as received the content- deletlon notification.

_lWhen it has received, proceedlng to step 857, it executes
the check—in process. Specifically, for example, the number
of times check~out can be performed, which is shown in Fig.

10 7} is incremeﬁted from "2" to "3" by 1.

:When it is deterﬁined in step 852, that the hash.value.
has.not been received from the MD deck 200 despite |
requesting the.hash value cpmputation, when it is determined
in step S54 the correspondiﬁg hash value is stored, or when

- 15 it is detefmined io step SSG that the content—deletien‘ |
notlflcatlon has not been received, the CPU 51 proceeds to
hstep 358 and executes error proce551ng - In other words, ih
o e.theeercases,';tlls‘fouhd that the de51ghated content-ie:notr
coﬁtent‘managed"by thelpereonal,coméuterjlg or the other
.‘;VZQt apﬁaratﬁs-is‘an ﬁnauthorized‘MD;deck, so that the check—ih_
| process cannot be executed o
Next the check ~in process of the MD deck 200 is
descr;bed w;th reference-to the flchha:trln Flgt 12}
‘First; ih steprs7i;:the.cohtrol'uﬁit 207 receives, froﬁ_

.25 ;the pereohal computer 1, the réguest to compiite thehhash




file 57M of the HDD 67.. \Wen he hash val ue obtai ned by decryption in
step. S 53 is stored as the content |'D, the CPU 51 procegdsdhesb@y S55.
and requests.the MD'deck .2.00 to 25 check in the designated content.
Sept enmber 2005 - 34 \When receiving this check-in request, the MD deck 200
“del etes the correspondi ng content, as described later, and transmts a
~content-deletion notification in an encrypted form (steps S77 and S78).
~Accordingly, in step 556, the CPU 5lidetermnes whether or not it has

- received the content-deletion notification. Wen it has received,
“proceeding to-step. 557, it executes the check-in process- Specifically,
for exangEeL t?e gunber of tinmes check-out can be perforned,. which is
shown i §21BPgCT 18679, PrEIFhRFRIRRTE etPR T &t » 2" 1% P blzehywords e t i s

'deterningd in steg 552 tgat ihe hash val ue. has not been received from
the MD d8EKP568°88S pFP PP EGheSt TR T hES ntsh Nafiue ASHYREMHen it is

deternmiped_in step S54 the carrespondi ng hash value is stored,. or when 15
it s gt SFﬁPngsfr n°&t 8p° g%?‘?h “Ye eﬂefq‘%%ﬁtetjisor#%yipﬁe@ation. has

not been.recei ved: 1 51 pr ds. 58 and tes. |
e ococaly  EAF YEleybOEtThe ol PLAGESEN L 203 M P st & it Pynat od

pr ocessi ther "“words, ese cases,
Content cbAr PRl uAPR! LY . MARAGE L BN AN PHRONAl G APULGHe boridihe Ot her
2.0 apparatus is an unauthorize eCk, So tHat 1He checksim  process
- cannot Bg; ex26¥t 8t MoK , cidre- SISy PrRARRS UnitNS WP 98¢k o200 is.
872 to play back the pfedétermined portion of the requeéted
content and to extract its data. |
In'step S73, the control unit 207 supplies the
10 arithmetical unit 206 with the content data extracted in the
_process df'step-S?Z, and controls it to compﬁte the hash
Vvaluéu In step 874, the COnt;Oi unit 207 supplies the
.encryption/décryption_unitl202 witﬁ the‘hash value éomputed
in stéph573,7and controls it ‘to encrypt the value. In step
 157 1S75,,the input/outﬁut unit 201 transﬁits, to the pefsonal
_computer 1 -and through.the USB caﬁle 10, the encrypted hash
Valﬁe.whichiis_éupplied fr§m fhe'énCryptibn/décryption.upit
l;3202.' | - o
"As'deécribed_above with reféreﬁcé to Fig.-ll,'when
:20, 'r¢ceiving_the hash value,. thé peisghal computér 1 requests
the éheck—ih df_the éontenf,(stepiSBS);  Aécprdingly;*iﬁ-
sﬁﬁpf876“ tﬁé control-ﬁnit 207 determines wheﬁheiﬁof'not it
:hés_receiVéd the confént‘check—ih fequest.r_Whén it has
'receiygd,'it‘proceeds to;stép'Sf7; ahd coﬁtrols the

25 recording/playback unit 205 to deletes the content recorded




described with reference to the flowhart in Fig._ 12. 25 First, in step
S71, the control unit 207 receives, from the personal conputer 1, the
request to conpute the hash 6 Septenber 2005 - 35 . val ué ptgrpher 2005 -

"~ predeterm ned content. In other words, when the personal conputer 1
requests the hash val ue conputation . in step S51, as described.above, this
~request is decrypted by'the encryption/decryption unit 202 and is supplied
to the control “unit 207. Wen receiving the request, the control unit 207

control s the.'recording/pl ayback uii £200 in step S72 to play back the-
predeterm ned portion of the requested content and to extract its data
Instep S73, the control unit 207 supplies the 10 arithnetical unit 206 with

the conignthdakp 2a9racted éenthel uRiOCESS &niiEs Tk and controls it to
conmpute the. hash value.. In step S74,. the control unit 207 supplies the

. encr yptéootdengypliapbatihi tin 202206 t o t hewhash sal T ey ad i n step 573,
and controls it to encrypt the value. In step .15 575, the input/output
unit 20tespanseits, the thetqer sdebetioconputer | and through the USB cable
10, the encrypted hash value which is.supplied fromthe
encrypti on/ desrtyptirors ey tS7802.th20 cAs1 tdesc uinied 28ovenwirbh sr eéher ence to
Fig. 11, when receiving the hash value,. the personal conputer | requests
Co 5 _encryption/decryptiongunit 202 to en;rth.a notification

| :representing fhé content deietioﬁ, and to notify the

A‘pefsdﬁal computer 1. |

As_descfibéd aﬁove, theipersonal computer 1 executes
the check-in process (step S57) .
10 | When it is determined in étep'876 that no content
| '{cheCk~in_request is transmitted from the peréonal éomputer 1,
'thé précesées of Step S77Uand's78.are skiéped. In other |
.words, in this:case,.thg check—in process.is néf executed.
Although, in the forégoing, a hash value is computed
 15  énly'for content designatea as qoﬁtenf7to be checked out
‘ (the:check;in process:canrbe‘completed in a short time by
-vpoﬁputing only:the hash valﬁe-of:the=designéted cohtent in
- this way‘sinée hash'vélﬁecomgutétionirelativelyﬁeeds timé),.:
“'iffis possible-that hash va1u¢3‘of ail pieces Of'fhe'confent
2Q;_pe.cgmpu£ed beforehand'ahd-étoredff The pfoégsé.in this caSe'
| .is‘described~Witﬁ_réferehce;tb the'fiéﬁcﬁartéfin‘Fig. 13 and_
'-‘F'i:g'.‘_14;' o | | | o
' :Eig._13:illﬁSt;#tésfthe_cheék-in‘prdcess,of the
' persoﬁal computéf 1. ) | |

:f25"  " In step S91, the CPU 51 requeéts-the MDAéeck,200 to




t he check-in of the content (step S55). Accordingly, in step 576,, the
control unit 207 determ nes whether or not it has receivggd.hhe,£oasent
check-in request. Wien it has received, it proceeds to step 577, an
controls the 25 recording/playbac. k unit 205 to del etes the content
recorded 6 Septenber 2005 36 in the MD 209. The control unit 205 controls
the ,recording/playback unit 205 to rewite the TOC data in response to
~the content deletion. Next, in step $48, the control unit 207 controls the
5 encryptlon/decryptlon unlt 202 to encrypt a notification representing
the content deletion, and to notify the personal conputer 1. As described
above, the personal conmputer 1 executes the check-in process (step S57).
10 Whencpwpﬁsedétg?ﬁhngﬁlPﬁ QfeﬁoEﬁﬁthbﬁ Tiplelbneeter nwhesk-in request is
transmtted Eron1the ersonal conput er - t he processes of step S77 and

S78 are (SkFPBHRY. PYROBF hetS hor d8S ?hstﬁlge%a%%teltﬁﬁ%%e%%:@Wﬁ&ﬂ%m%%s i s not
cont ent CHasf SRATRA he kol nt 1o bR ERGERRIE cH e HeP Bk i #Bhess. can
3:2;822{18%?"%%%90 Bt A RS R HLS "Pa P 00 o B B vely
be. onpir el B4TEr & Z‘%@éin%ﬂ%o?iii‘ YRR Sk YL R oo et 20
Flg. 14}; Accordlngly,,the CPU 51 determlnes whether or not
'it has received the hash value. When it has received, it‘
proceeds to step 594,‘and decrypts the hash value (deciphers
a code) .
10 - In step S95, the. CPU 51 deternines whether or not the
hash ualue decrthed in the process of step 594 is*stored as
content ID in the usage conditioen flle 67M in the HDD 67.
'When the decrypted hash value is stored in the usage
:condltlon file 67M the CPU 51 proceeds to step S96 .and
15 controls the’ LCD:26 tordlsplay the order number of the
content in a normal state {in_normal form).
-Conversely;fnhenuit is,determined that the deécrypted
hash value is not stored ds the. content ID the CrPU 51
‘proceeds to step 597 and dlsplays on the LCD 26, the order
20 ‘number correspondlng to the content in an 1nverted form
It may not be sald that content whose hash value is not.
stored as the content ID is managed by the personal computer
.loabout checkfln and check—out _ Conversely, when the hash

evalue is stored it may be sald that. the correspondlng

25 content is managed by the personal computer 1 about check—-in




i s'described-with reference to. the flowharts."in Fig. 13 and Fig. 14.

Fig..13 illustrates the.check-in process of the 25 person onpu 1.. In
step 591, the CPU 51 requests. the MD. deck-200 to 6 Sept%%%%?ggﬁgﬁﬁi- 37 -

conput e a hash val ue of content in which order nunber (display . nunber),
is 1. As described |ater. with reference to the flowhart in Fig. 14, in
response to-the request, the MD deck 200 conputes the hash val ue of the
designated content 5 and transmts t val ue.in an.encrypted form (step
5124 in Fig. 14). Accordingly,. the U 51 determ nes whether or not it
has received the hash value. Wen it has received, it proceeds to step
594, and decrypts the hash val ue (deci phers a code). 10. In step S95, the:
CPU 51 deterchiards opiet hdependiog he thkeasirdeal nemtheer yisedaiyadt he process
of step S94 is stored as content IDin'the usage condition file 67Min the -
HDD 67. Yfemore ldderypad thes hinvalirted $oster éliei nselle casadetecmidét i on
file 67M the CPU 51 proceeds to step S96, and 15 controls.the LCD '26 to
di spl ay WReNSEder Rafbéheofonkentoisenrnpged hyr vk seasengdln normal forn).
Conversely, when_ it is determ ned that the decrypted hash value is

not . st oGP Che - cHREEH 1FDPTEREREPY dinkpraceeds to step S97 and

di splays, on_the LCD.gg, t he- order 20 nunber correspondi ng. to the content
in a invert%ﬂ(?B?ﬂer , when it 3is determined that the hash value

has not been receiVéd from the MD deck 200, the CPU 51
procegds to step 593 and executes err0£ procéssiﬁg.
After the process of step S96, 8§97, or step_SQB, the
CPU 51 detefmines in step S98 Whether it hés réquested
10 computation of hash values,of all the?pieces of thé content.
‘When content for ﬁhich no request is méde remains;'fhé CPU
51 returns to step SQl,énd'repéafedly ekecqtes tﬁe
subéequeﬁt processes.
When it is deterﬁined in step S98 that ﬁhe above’
15 - processes afe executed'for all tﬂe pieCeévof‘cohtént, the
'order-humbers'of all the piéces pf ¢ontént recorded in the
- MD 2'_09 . léaded info t-hevMi-)' rde'_c‘llc "2'00_‘. ar_er disp’layed- on- thé. LCD-
'26. By viewiﬁg the display, the:usér céﬁ deSignaté'cgntent
to be check-in. | |
_20 . ‘Acéofd#ﬁgly, in step SQQ}_?he;CPU 51"de£ermine$ whéthéri
. o;}not éontent’to;be chgck;in‘is;deéighated by £hé usér.
7 When the cbnfént,is ﬁof,deéigﬁated; tﬁé CPU 51 prbceédé tb.
step.8105,.and aetérmiﬁés-wheﬁhe£5of'n6t cheék—in_ef”all tﬁe.“
‘piéces of'coﬁteﬁt'is cémpietéd. VWﬁen chgék—in.of'ail_the

25"piecesj5ffcontent is_nqt completéd; the C?U 51:réturns:tp




It may not be said that content whose hash value is not, stored as the

~content 1D is managed by the personal conputer about
" check-out. Conversely, when the hash -value is stored %ﬂ%ﬁk ee%%ﬁg t hat

~the corresponding 25. content is managed by the personal ‘conputer 1 about
check-in 6 Septenber 2005 - 38 and check-out. Depending on the order nunber
di splayed in the normal formor the.inverted form the user can determ ne
whet her or not the content .is managed by the personal. conmputer 1, which
is presently linked b In step 592, WHén it is determ ned that the hash

val ue has not been received fromthe MD deck 200, the. CPU. 51 proceeds to
step S93 and .executes error processing. After the process of step S96, 597,
or ~steps863, sbhe atRUrbpedetl Wi dscitest ERe SOBbybEL &Rt pfo&eeséequested 10
conput ati on of hash values of all the pieces of the content. = Wien cont ent
for which nolmegtestS9S, meden rigiainsie tdhe rGRU it rgteuraum temtstiep S91. and
repeatedly executes the subsequent processes Wien it is deternmned in step
S98 thabethélabbvetiénpxscéssegn@tedeMchMQdU$©r athet@RU fhleces. of _
content, the order nunbers of all the pieces of content recorded in the
‘MD 209 poadeddsnto shepN@ﬂ@@ckam®odea¢emdmeelw@eﬂhen ehendCthe 26. By
viewi ng the display, the user can designate content to be check-in. 20.
Accor di fﬁgﬁwnﬁheéteﬁ@n*sg@t e IPIFisaAckerdt B ni s dheehid?ed orbaist. cont ent’

to. be check--in is designated by the user.
the order number of content managed by the personal computer

1 .is displayed in the normal format, and the order number of
'eontent that is not managed is displayed in tne inverted .
form. Accordingly, based on whether-or not the designated
10  order number is displeYed in the nermal fOrmet,.it.is
| determined whethe: or not the-cbntent can berdisplayed.
When the content that can be check-in ie'designated,
the CPU 51 proceeds toistep 5101, and encrypts the hash |
_ value of the designated centent as content.ID,eand transmits
1S.lthe hash velue to the Mﬁ‘deck 200 (aiternatively, instead of
| the hash value the order number Correspondlng to the
econtent may be encrypted and transmitted) . B |
.As described latex with'reference to_Fig;ii4; when
receiving the hash value of the’cOntent tO'ne cneek—in the
20._MD deck 200 deletes the content correspondlng to ‘the hash
valne and transmlts a deletlon notlflcatlon (step 8129)
Accordlngly, in step SlO2,-the CPU 5176eterm1nes
‘ wnethef_er net it'hes-tecei#ed-the"content*deletidn-
'notification ftem.the'MD'deek 200.. When it-nae:;eceiVed,_it_,

‘25 proceéds to{step $103, and executes a checkfin process. on




.When the content is not designated, the CPU 51 proceeds to step 5105, and
det erm nes whether or not check-in of -all the .pieces of'6c1g;)ntte. mzd{)‘?—,

conpl eted. When check-in :of all the 25 pieces of content ptembst

compl eted, the CPU 51 returns to 6 Septenber 2005 - 39 " step S99, and
repeatedly executes the subsequent processes. In step S99, when.it is

. determned that the content to be illustration is designated by the user,
the CPU 51 proceeds to step 5100, and.determi nes whether or.not the

. designated content can. be checked in.” As described above, the order
nunmber of content nmanaged by the personal -conputer 1 is displayed in the
normal format, and the order nunber of content that is not nanaged is
di-spl ayedei porhent nvefredi fidal hy, Ackordumigty, o basEtedrncheethert or not the -
"~ designated 10 order nunber is displayed in the normal format, it is :
det er mi fed hhephefouredoist heceomerhedclan be di spl ayed. Wien the content
that can be check--in is designated, the CPU 51 proceeds to step 5101 and
© encrypts thdRish &l udienmHa afe sirg ridiar Tdt éde tadheostesionasedand

. transmits 15 the hash value to the MD deck 200 (alternatively, instead of
" .t he- haSPRTaP lieCaRRRT P &P NFtibER - COF r'Espntt S tF T tesifl et HE6P be
encrypted and transm ttedg_. . -As_described |later, with reference to Fig..14,.
vher? - $LO%I thih The FRRTEYAI YRl oF TherRoHt G LT MHRE CHECRTSh, the 20 ND

deck 200 deletes the tent_correspondin tosf(gi hash val ue,, and
transnmitS°% \ﬁ%ﬁ?eﬁ]&% C?\%‘?lffc%lf‘?%‘?]ec?gtg% @%%). tgtccacﬂ’ iHGTSP 9% step
-,5102"tggrg%%£§gbé§§f%§ﬁr“ﬁ%ter the process of step S103 or step
5104, the CPU 51 proceeds to step 5105, and -determines
whether or not check-in of all the piéces of content is
10 completed. When content 6n which check—~in is not COmpleted
fémains, the.CPU 51 returﬁs.to step 899, and repeatédly o
execﬁtés the subsequeﬁt proceéSeS; ‘When it is determined-
that the check-in of all the pieces ofuéonteﬁt is coﬁplefed,
fthe‘process is terminéted!
 15‘ . Next, a check—in,procés$ of the MD:deck'ZOOIis
| . described with reference to therflbﬁchart in Fig. 14.
" When receiving, in stepl$12i?'tﬁe'reqﬁest.to;compute
. the hash value of the'éontent ﬁérrespQﬁding tb*the_! |
deéignated order_number, in stép s122, theucqntfol unit.207'l
20 ééntrqls, based on the request, the arithme£i¢al'uhit 206~tof
‘ rcémpute_the hééh valué of-the.cdnteﬁt cbrfésponding to the: |
.;}aésignated ofder,nﬁﬁber.f‘ | L - | |
| In step 8123;‘the'con££01 ﬁnit{2d7'stores in an 
' internal memory the hash,valﬁé.céméuted'by{the_arifhmetiéal-

25 unit 206 in ‘the process of step.S122. This memory is used,




whet her or not it has received the content deletion notification from the
.~ NMD deck 200_. When it has received,.it 25 proceeds to step S103,- and
- executes a check-in process on 6 Septenber 2005 40 the dg Pierigmber 2005
Specifically, the nunber of tinmes check-out can be perforned is - -
increnented by 1. Wien it is determined in step S100 that the de5|gnated
content cannot be check-in, or when it is determned in step 5 5102 that
the content deletion notification has not been recei ved, the CPU. 51
~ proceeds. to step 5104, and executesS 4érror processing. After the process of
. step S103 or step 5104, the CPU 51 proceeds to step 5105, and determ nes
- whether or naot check-in of all the pieces of content is 10 conpl eted. Wen
cont ent igntkbi phoehecksf Nstep NO12 & adgd et Bskd e NS, +d a4 H1 returns to
step 599., and repeatedly executes the subsequent processes. Wen it is
det er m cedtéhat to Hee chelktéd. of all the pieces of .content is conpleted, the
process is termnated. 15 Next, a check-in.process of the MD deck 200 is
.described Wigxdt r efrerserege 1@ 4, heeHd . @anttantl um i @Q?l_&yﬁg&h&res’r-mei ving, in
‘step S121," the' request to conpute the hash val ue-of the content
corres p@!m@lrmtl@mfwrmfsl@naiw ot Qe rwinunidre haslst‘mt&izz)mndt@&ont rol
unit.207 20 controls, based on the request, the arithnetical unit 206 .to
comBut el ® hehfaRFPERI U bfs tete T’ ermnd STAdsodiing &P th‘-éryp‘fdélélegnat ed

order nunber. In step. 5123, the control unit 207 stores in an
- value. The encrypted hash value is. controlled to be

transmitted from the input/output unit 201 to the personal

.computer 1.

In step S$125, the control untt 207 determines whether
i0 or not the hash values of all the pieces of content have

been computed. When content for which cbmpﬂtatibn has not

' been perfbrmed femains, the process returns to‘Stép_Sl2l and
repeatedly exeqﬁtes the subsequent proéeséés.'
ﬁhen itris'détgrmined that the hash values of all the
15 ﬁpieces.of content have been computed by the abové;préceSSes,
a étate_in‘which a specific check-in process CAn bé e§e¢uted
 iS_éctiVated. Thus, the pfocess pfoéééds tq‘Stép $126:-
. In step 5126, the cQﬁtrol unit 206 détermiﬁés'ﬁhefhér.
',Qt ﬁot the Hash value'qf'tﬁe content;to“be éheck—inihas been
20 're¢eived; In otherfwords, when the content t§ be;chéckjin-
is aesignated'EY‘thé user' the persﬁnal‘coﬁputef‘l égcrypts
'the hash value of the content to be checked in, and -
transmlts the value (step S101) .
_Accordiﬁgly,.in step_8126, WEen ﬁhe éontroliuni£_207

‘ 2§: determines that the-hash value has received as the content



i nt ernal hennry the hash val ue conput ed by the arithmetical 25 unit 206 in

‘the process of step 5122. This nenory is used, 6 Septenber 2005 41 in.the .__g

process of step S128 described later; to identify cont erft SEREMRET e%Pet ed
‘Next, in step S124, the. control unit 207 supplies the
encryptlon/decryptlon unit 202 with the hash value conputed 5 in t he:
“process of step S122, and controls it to encrypt the value. The encrypted
~hash val ue is. controlled to be transnltted from the i nput/output unit. 201
to the personal .conputer 1_1In steﬁ SI25, the control unit 207 deternlnes
whet her 10 or not the hash values of all the pieces of content have been
conmput ed. Wien content for which conputation has not been perforned

remai ns Ibt og mhec ess te@tturns bieo chicepebilan], and prikpealsedly wxgcuies the .
subsequent processes. Wen it is determned that the hash val ues of ‘all the.
15 pi ecesdofoptmbént thavenbegnitonpatedypyidheuabovei2 ptocassegpt a state’
~in which a specific check-in process can be executed is. activated. Thus,
the protéssrproiveds tpcsyppe8lRésh vattep Smﬁ6$tepe5tb&trbheunlt 206 .
- determ nes whether. or not the hash value of.'the content to be check-in
‘has beefoRBrpécur¥éed20¥ nconherlaotls, rohendine/ ebayleatk tonibe2@hetk-in.is .
desi gnat ed by the user, the personal conputer 1 encrypts the hash val ue of
t he TonB8RETEOtHE EARBERBE FATTamEondinmsh t she Heavial TRl et dptsunad .

Accordlnglé in step S126, when the control unit 207
ecryption. Also the control unit 207 rewrites the TOC

| 'data.of the MD'209 in assoc1atlon_w1th the deletlon.

In step 5129, the control unit 207 controls the

encryption/decryption unit 202 to encrypt the notification
10 representing the deletion of the content, and transmits the
notification to the personal computer 1.

-As described-above;.based on the'notification, the
personal computer 1 executes the check-in process on the
'deleted content (step S103).

15 7‘ ,Next proceeding to step 5130, it is oetermined whether‘
or not check in'of all the pieces of content is completed

.When content whose check in is not completed remalns the‘:'
procese returns’ to step 5126, and_repeatedly executee the

subsequent processes. Wnen it is determined that the'cneck—‘

t20 in of ell the pieces of content'is completed, the-prOCeSSQis

.:fterminated - | |

All communlcatlons between the personal computer 1 anﬁ
-MD deck 200 through ‘the USB cable 10 are encrypted ;Thls

':prevents 1llegal copyrlght management | |

25-¥j .i Altnough the abové sequential processes can be executed




25 determ nes that the hash value has received as-the content 6 Septenber
2005 - 42 ID of the content to be checked in, it proceedsgstfesit®pPo®l27,
and controls the encryption/decryption unit..202 to decrypt the received,
-encrypted hash value. In step 5128, the control unit 207 controls the §
- recordi ng/ pl ayback unit 205 to . 5 delete the content corresponding to the
hash val ue obtai ned by decryption. Also, the control unit 207 rewites the-
TOC - data of the MD 209 in associatign with the deletion. In step 5129, the
control unit 207 controls the encryption/decryption unit 202 to encrypt
‘the notification 10 representing the deletion of the content, and
transmits the notification to the personal computer 1. As described above,
based oRYt RRTHBEFEi chPFEnCakhke pBrsyhal Evnpot BYareexd®ig®Rs the check-in
process o? t he deleteg content (step 5103). 15 . Next, proceeding to step .
© 8130, i BOFEVgELetfii HEGFwWhBt REFCUBF Eg? TRECRDFHA bIPEPFETHRS piltes of '
ed. ‘\Wien cognt ent ose check-in .is not conpleted

N | et ed.
ommi ns RGP GcRoRTPRE TP Lo T OF opha128! CANES r Bhkar T JIRALRN o5 the
Bl coes SPLLERPRR FRardREPe: bat vt prtoce e e ey, Al

pi eces O content IS conp
_Comniﬁefsegg&ﬁsPefu\@@efn%%lf%fgﬂalsgggpyéfrae& Ny MR,A6CK, 200 through the
USB cable 10 aré encrypted. 1S 25 events il Tegal .pcd%yrlght,
‘”anage”§9$rage medium to, for example, a'mulfipurpqse personal“
compﬁtér, or the like, which can ekécufe various functions.
The program storage medium for storing a program that
is.installed into a computer and is-coﬁtrolled to be
10 ezegutable by the computer is formed-by, as shown in Fig. 6,
| -tﬁe:mégnefié,disk 1Zi (including a flbppy disk), the optical
disk_122 (including aVCD—ROM_(Cdmpact‘DiSC—Read Only.Memory)
and,a bVD (Digital Vefsatile Disc), the.magnetOoptical disk
. 123 {inc;uding MD (Mini—Disé)}, package‘media composed Qf‘
 15_.thé'sémic6nduct0r memory 124, etc., the ROM 70 or the HDD 67,
'whidh_temporarily or permanentiy stores the_program! or the
'"iiké.‘ The storage of the program to thé'p}ogram étoraée:
,medium iérperformEd by using wiréd Qr wireléss cbmmﬁhiéationw
'_‘ﬁédia‘sugh as -a lbcal area hétwofk, the Internet, and a
2Q _‘digital satéllite, through intérfaces.such-as a router and é
.ﬁqaém if-necegsaryf | | |
:In the;ﬁ:esent-Spécificaﬁioﬁ,_thé étéps cdns£itutih§7
“rfthé.prqgram stored in the brdgram étéragemediumfinclude,'-
:rﬁétfoniy sequehtial'p;ocesses:perfbrmed'iﬁ accordance with

'25*fthe described ordef;“butralso processes which are not always




Al t hough the. above sequential processes can be executed 6 Septenber 2005 -

43 by hardware, they can be executed by software. Wen §%%t e b used to
W e

- execute the sequential processes, by installing a progra dil ng

software into a conputer built into dedicated hardware, or installing
various . progranms, the installation is perfornmed froma. program storage
mediumto, for exanple, a multipurpose personal conputer, or the |ike, _
whi ch can execute various functions. The program storage nediumfor storing
‘a programthat is installed into a éénﬁhter and is controlled to be 10
execut abl e by the conputer is formed by, as shown in Fig. 6, the-magnetic
, disk.121 (including a floppy disk), the optical disk 122 (including a
CD- ROM €€gnpatiabDigcpReadr@aiyah@nehysh and. ax&vit¢d® gepatadersatrl e Di sc),
the magnetooptical disk 123 (including MD (Mni-Disc)), package nedi a
conmposednoparabiehe sem conductor nmenory 124, etc., the ROM 70 or the HDD -
67, which, tenporarily or permanently stores the program or the .like.
The storage bf addiprayr dme @ICEPr ogrer Sy dde medivem s siysarfierned by
using wired or wreless comrmunication .nedia such as a |ocal area network,
t he | ntBFAEEsSsaadmnay2be: gngrakledaivtpi the EOMPUEHHT i Y fFHREsVEIRG as a
router and a .nodemif- necessary. the present Specification, the steps
consti t BFi HyTERESHr BETARTSEBF&EMI REFRe ﬁPG&réﬁl§t6P&6é“ﬁ§ﬁ%uﬁqqmﬂr&de, not
only sequential processes perforned in accordance with
e the Internet, and a digital satellite, through interfaces
‘such as a router and a modem if necessary.
In the present Specification, the system represents the
entirety of an apparatus. constituted by a plurality of

10 devices.

,Ihdustrial~Applicability'
Accofding‘to»the first present inventién, based on a
.computétion-vaiﬁe cdmputed by another arithmeticél
15 procééSing unit, content is managed. Thus, the-copyright of
| thercontent‘caﬁ be maﬁaged{ even if identificatioﬁ
.infbrmatibn~foraidéﬁtifying the cohteﬁt iéwn0tifognd.
| :_Accérding,tb thersecqnd preseﬁt igveﬁtioﬁ; a_
'Cqmpﬁtation_ﬁalué_ddmputéd_baséd on cdntént isrtransmitted
7  20'_tb_another-information'proaessiﬁg apparatué,_and based on
theicoﬁputéq,§alue; the:éoﬁtent is managed béséd‘Qp
' management iﬁférmation-transmitted fro@ thé other
informéfioﬁ.aﬁparatﬁs. LThus, the conﬁent:caﬁ_be‘uséd while
ifs copyright iSubeing'pﬁotected, even if,identification_

_25__inféfﬁation'fbr'idenﬁifying the content is not found.




25 the described order, but also processes which are not always 6 Septenber
- 2005 - 44 sequentially perfornmed and which are executed SE ar at el .in

- | i
~parallel. In addition, the program executing the above seq eé)ﬁ%r?bg'ﬂ%gocesses

~may be installed into the.-conputer by using wired or wreless .
comuni cati on nedia such as a |ocal area network, .the Internet, and a
digital satellite, through interfaces .such as a router and a nodemif
necessary. In the present Specification, the systemrepresents the entirety

of -an. apparatus constituted by a pruﬁélrty of 10 devices. 1ndustri al

. Applicability According to the first present invention, based on a

-conput ati on val ue conputed by another arithnetical 15 processing unit;,
content i s renagetinghts, tidecitiony rp:giderof 1rdventciont endorcagnibel granaged,

- even if identification information for identifying the content is not
.found. Acsosdingedioip hen secongppe@seatmi fivent & ofj rat compotastdon val ue

conput ed based on content is transmitted 20 to another information

pr.ocesspngcappanat agpaamduhate da ose thed combutreat vah uerothestomt ent i S

managed based on nmanagenent information transmtted fromthe other

i nf or regPpArappar a2nd . tMhusode hies cdateyptednehe vsedrdwd|en §ts copyri ght

- is. being protected, even if identification. 25 information for identifying

 the contereriinaored bund® Sept eadrird 2ppEormation processing
 ~éppératus,'and a'qqmputatibn value computed baéed on the
| content is transmittedrto the fifst inférmation processing
apparatus. Vﬁhe first information proceSsing.apparatus
generates and tfansmits manégement information based oﬁ.the
10 computed Value'to-the second information processing
. apparatus, and performs management based on the computed
value of the coﬁtént.: Thefefore, an information processing
sYstem that can manage-the cbpyright of content, even if
3identifiéation infbrmatibﬁ fotsidentifying'the content is

.j‘ 15 fan'fouﬁdQ




- 45 According to the third present .invention, content is transmtted in
an encrypted formfroma first informati on processing ap aratus. to a
second i nformation processing -apparatus, andthe.code is FVB?T 03nd
recorded on a 5 recordi ng nedi um by the second information processing
.apparatus, and a conputation val ue conputed based on the content is
~transmitted to the first information processing apparatus. The first

i nformati on processing appar at us genggaﬁes and transm ts managenent

i nformation based on the 10 conputed’value to the second information
processi ng apparatus, and perforns nanagenent based on the conputed val ue
of the content. Therefore, an infornmation processing systemthat can nanage
t he copyright of content, even if cidemsification information for.
identifying . the content is 15 not found. 6 Septenber 2005 - 46 CLAIMS 1.
~ An i nf o matAroni ipfoTessiany mppsEsEiusy fappaperthey oy peontceemtingranagenent ,
conpri sing: acquiring means whi ch-acquires content to be transferred to
 anot hercémfegraaragyregdes SIOMPEFPacHt us; encryption nmeans which encrypts
the content acquired by said acquiring nmeans; transnmtting means which
transmts tﬁ@q@ﬁéﬂygteéanscﬁhﬂéhtaﬁﬁuﬂﬁésoﬁﬁéﬁepﬁfépnﬁﬁlon proce55|ng

'apparatus 10 receiving nmeans which receives, fraomthe other
) : transferred to another 1nformat10n proce551ng apparatus

enc;yptlon means wh;ch encrypts the content acguired by~'
said acquiring means; |
| transmiﬁting means whieh transmits the‘encrypted
content to the other infofmation processing apparatus;
10 . . reCeiving means which reeeives, from the other
' infofmation proeessing appaﬁatus, a'compufatién valﬁe:
rcomputedcbased on-the-cqnfent=ffansmitted by said
transmitting-meansj and.
'managementlmeane Which,'based on the Computation value,

15 received.by said receiving means, manages the content.-

.2f'iAﬁ-iﬁformatioa proceSsing apparatus'accoiding tolClaim i,-
furtherrcemprising:atorage means which stores the |
- eomputatienfva1Ue'receiVed bj said ieceiving'means;

120_ | wherein; ﬁheﬁ_aaid;stqraée meanS‘stores the.eomputation
 value; said mahagementlmeans‘trahsmifs, to-the*othei |
.iafefmatien.brocesséag.apparatﬁs} usagerinformafien.for;‘r
-causiag‘tﬁe*use,af"fhe ednfeatabyqthe othef inforﬁation
pfecessing abéaaaﬁﬁe teeeelsubaﬁaﬁfially permitted.

25




i nformati-on processing apparatus, a conputation value conputed based on
~the content transmitted by said transmtting neans; and dapagenent . means
whi ch, . ba. sed on the conputation value. 15 received.. by SATN receiving
means, nmanages the content. 2. An information processing apparatus
according to Claim1l, further conprising storage neans which stores the
conput ati on val ué received by said receiving nmeans, 20 wherein, when said..
storage neans 'stores the conputation- value, said managenent neans '
~transmits, to the other. information processing. apparatus, usage
information for. causing. the use of the content.by.,the other information
processing apparatus to be substantially permtted. 25 6 Septenber 2005 -
A7 An fnfoﬁﬁaﬁpgﬁrﬂP668§sPﬁ@cﬁﬁﬁépéfﬂ§9é€ééﬂéiﬁ@cpéda@%lﬁQLChWEwéLn t he
- usage information is information for checking out the content to the.other:
i nf or mat’ BEeb?OEggsFﬁ@gﬁpbﬁfﬁfﬂi?l?ﬁ.lﬁanﬁ?EW%%%?%nf%¥o%%%%kh@gapparatus.

_according t hCIairqéZI,1 .gherein, after the conputation value is stored in
sai d. s?orageen%%ﬂ SHinER BATF °FREE 1R hy IR EHIR (REQRFTeE *%e conputation
~val ue f%§%3£gg gther i nformation processing 10. apparatus; if the received
conput a n value corresponds to the conputation value stored in said
stor;age neans, said nanagenent neans transmits, to the other information
processi ng apparatus, usage information for'caus.ing the use

4.  An info;mation~processipg‘apparatus acqordiﬁg to Claim 2,
wherein, after thé'ccmputétion value is stored in saiﬁ
storage means, when said reCeiﬁing means recelves the
.coﬁputation Vaiue'frbmuthe other information processing

_‘10_ apparatus, if the received‘computation value corresponds to

J:the computation.value sféied in said‘Storége means, said

m;négement,means_traﬁsmits; f;‘theiéther inforMation
_p;écessing apparatus,'uéage'ihformation for causing the use
of the cdntent_by thé chér'information préceSsﬁng apparatus

153 not to be substantially permittédﬁ

. 5. 'An information processing apparatus according to Claim 4,
'whereih,the usage:infofmation is information for checking'
out the content from the othei-information précéssing

20 . -apparatus.

- 6. An information proéeSSipg,appaxatus”accérding to-Claim'l,
:‘_further comprising  encoding means which encodes the content
apquired by said,acqﬁirihg meéns intd a different format,

25  'f wherein said engryption“meangfencrypts the content




of the content by the other information processing apparatus 15 not to be
substantially permtted. .5. An information processing apparatus accordi ng
to Claimd4, wherein the usage information is information ‘%)ﬁ?p?fﬁtéeéﬁ?oﬁg out
the content fromthe other information processing 20 apparatus. 6. An
i.nformation processing apparatus according to Claim1, further conpr|5|ng-
encodi ng nmeans whi ch- encodes. the content acquired by said acquiring neans.
into.a different format, ~,25. wherein said encryption neans'en.crypts the
content 6 Septenber 2005 - 48 enébégd"by sai.d-encodi ng neans. 7. An
-information processing apparatus according to Claim1l, wherein the

conput ation value is.a hash val ue conputed based on the data of a portion
-of the earnbdetl. b§. sAndi ahoodhbgonepnocessi ng net hod. for an i nformation
processing apparatus which performs content managenent, -including: 10 an
acquiring step which acquires content to be transferred to another
‘information processing apparatus; an encryption step which encrypts t he
cont ent 7 -acéai pedorimatiand paogessing em@raa:UtSr @r¢§mr1dtlinﬁgt@t &1 adfi dh

transmts the encrypted
" wherein the computation value is a hash value computed based

5 on the data of a portion of thercontent.

8.- An informatieh‘proceSsing mefﬁod_for an information
processing apparatus whieh performs‘content management,
including: | |
10 | an acqguiring steprwhich acquires content to be
frehsferred to énethef informationlproeessing-eppa:atﬁs;
an enc&yptien etep which encffpts-ﬁhe cententeacquired
in-said acquiring stép;l
a transmitting step‘whiCh treﬂemits the ericrypted
15 ° content to the ofher.inferﬁetion proceseing-apbaratus;
alreceiﬁing step which.receiVee'rfrdm the other
: infermationierecessing apparaﬁus a-computatlon value
computed based on the content transmltted in saldr' |
transmlttlng-step;_and_' o |
20 a management step whichfIEQSed.on,the computation value

received in- said receiving step, manages the content-

9. .A'program'storage-medium storiﬁg a“computer—readeble'
program for an information‘proceSSing'epparatus which

25 _performs“edhtentrmanagementf'the'p;ogram inéluding:




15 content to the other. information processing apparatus; a receiving
step which receives, fromthe other information pchessing %pg rag&%, a
conput ati on value conputed based on the content transmt SRR
transmtting step; and 20 a nanagenent step which, based on the conputation
value- received in said receiving step, manages the content-. 9. A program
~storage. nedium storing a. conputer- readable programfor an information
processi.ng apparatus: which 25 ,pegf%@ng'COntent managenent, the program

including: 6 September 2005 49 an acquiring step which acquires content to

‘be transferred to another information, processing apparatus; an encryption
- step which encrypts the content acquired in said acquiring step; 5 a

transm tt-i ngast apawhi tig t 5 e il sclt hecaentcrypteeh teoohtentbeo t he ot her _
i nformati on processing apparatus; a receiving step which receives, fromthe
ot her i mrepgdeirgadptocensthgrappararnatsion. poapatatienappru@tugonmput ed based
on the content transmtted in said 10 transmtting step; and a managenent
step which, ®dRsecEHPEen coigutdtioh sty dede Vet 19 s @ el vi ng
~step, nmanages the content. 10. A program for causing.a conputer which
control%naﬁaié'?ﬁﬂBFﬁﬁ?ﬂdﬁt%Pbcessjng apparatus for perform ng content

‘managenment to execute: an acquiring step which ac

) gluires content to-be
a transmitting step which transmits t encrypted _

content to the other information prpceSsihg apparatus;'
| é receiving step which“receiveS;.from the other
information processing apparatus, a coﬁputation value
computed based on-thé cqnteht'transmitted in-saidr
10 transmifting step; and
a ﬁanagemént step ﬁhich, basedlon'thé,compufation value_

- received in said receiving step, manages the content.

1b. A program for causing-alcbmbUteﬁiwﬁich contrblsfaﬁ_
.15 informdtion proéeséing appéiatus'fpr perfof@iﬁg céntent
management tolexecute;-,
an acquiring step whicy acquir¢3mbontept-to be
traﬁSferred to anéther ihfoimafiﬁn;proceSSing épparatus;
an encryption step,which eﬁcrypts fhe1¢¢n£ent:acquired
‘20j_in,said‘acquiring-Step; - | |
é transmitting step ﬁhiéh—piép$mit%‘tﬁé encr&bted ‘
content to the othéi'infqrmatign p:Qéé§siﬁg‘aﬁparéﬁﬁs; '
La reCeiving'step‘ﬁhiCﬁ reéé?ves; f£bm_thefothér
infdrmatioﬁ proceésing apbéré%us,ra'éompﬁtatioh value‘

25 Computed baSéd'on the éonteﬁt'transmitted'iﬂ said;,




transferred to another. information. processing apparatUs an encryption
step which encrypts the content acquired 20 in said. qglrlqgﬁ%te
a-transm-tting step which transmts the. encrypted conte her

i nformation processing apparatus; a receiving step which receives, fromthe
other - information processing apparatus, a conputation value 25 conputed
based on. the content transmitted in said 6 Septenber 2005 50 transmtting
step; and a managenent -step which, b §ed on the conput ation: val ue received
in said receiving step, nanages the ¢ontent. 11. An information proceSsing
apparatus. using. content, conprising: acquiring. neans which acquires
content transferred fron1another i nformation proceSS|ng appar at us;

. conput | hganemhstihichtebaseddon the content acquired 10 said acquiring
means, perforns predeterm ned conputation; transmtti-ng nmeans whi.ch
transnits, . t®d THAGURRIT bytemidrimti dregrdoessiliy apparatisn e ue
conmput ati on val ue conmputed by sai-d conputing nmeans; receiving neans mhlch
based oﬁeFﬁéve@ohﬁu?%%@OHGVQFHEHQSSt¢anm¢¥@%@Sb?h%a$@n¥¢%hsn1tt|ng means,
recei ves managenent information for managing the content which is
transmtted fromthe other.i.nformation processing apparatus and

5 il. An iﬁformatiqn proce351ng apparatus‘ps;ng content{
cqmpriéingr | | |
acquiring means which acquires'cdntént‘ﬁraﬁsférred'fromr
anothér_informétion processing apparatus;
computing means which, based on the content acguired by
10 said acquiring means, performs predéterminéd‘comPUtation;‘
transmittiﬁg_meéns which transmits;:tO'the other
_inforﬁation probessing apparatué, fﬁe ¢§mputatidn_va1ue‘
computed by said computinéuméanS'
rece1v1ng means whlch based on the computatlon value
15 transmltted by sald transmlttlng means, reéelves‘management
1nformatlon for managing the content_which.is trénsmittéd
'.froﬁ'fhe other:inférmationrprécessing'apbéiaﬁqé;_and
: mahagement'means_which,.based‘on“the;manégeﬁeht
informatién‘reéeiﬁed by said réééivingﬂméénsj manageé the

'20' éontent.

12, An information proce$$ing apparatu33accordingjt§ Claim
11, wherein said computing means computes a hash value based
on the data of'a,portion'bf-thé_cbntent.;,'

, 25




managenent neans whi ch, . based on the managenent information received by
sai d receiving neans, nanages the 20 content. 12'. An i rmat.i o
processi ng apparatus. according to Caim 11, mhereln sa|3;§ ﬁ?ﬁ?f%&sneans
conmput es a, hash val ue based on..the data of a portion of-the content. 6
Sept enber 2005 - 51 13. An infornatlon proce55|ng,apparatus according to
Claim.11, wherein: said acquiring neans. acquires encrypted. content
transmtted fromthe other infornatlgﬁ processing apparatus;. 5. sai d

i nformati on processing apparatus further cohprises: decryptlon means - mhlch
- decrypts the encrypted content acquired by said acquiring nmeans; and -
recordi.ng means whi ch records, on a recording nedium 10 the content
decrypt &d. byAsaudfdemaypbnoprqeaﬂs;ngndpbaseﬂusnather@anageqeﬂlalm
“information, said nmanagement nmeans-records, on said recording nedi um
infornaﬂﬂonWhareinausing the content to be usable 15 14. ‘An i nformation
processing apparatus according to daim 13, wherein the nanagenment
~information $&id rdeEwarinh m@nemwemnqmmt@ﬁtﬂfbm t he ot her
information processing apparatus. 20 15. An information processing. -
apparatG§aa§@éFH?ﬁng@mcﬁg?n?&@ermh%férmaEaPH PEPEgehEn? %@%ﬁ%aF%%ords the

TOC information of the content on said recording nmedium
5 said information proce351ng apparatus further

~comprises:
| decryptien means yhich_decryﬁis ﬁhe enc}ypted'confent'e'
acquired by said acquiring meane;'and |
recording means which feeords;'on a recording medium,
.10  the content decrypted by said decryption means; and
based oﬁ the management iﬁformation, said management
means reeords, on said reeording medium; iﬁforﬁation for

causing the content to be usable.

15 14. An information processing apparatus.acCording_to Claim

13, wherein the management information is information for
. cheeking out the content'from the other iﬁférmatibnx

" processing apparatus. -

20 15. BAn information precessing apparatus.aceofding-tQ'Claim
13, wherein saidﬁménagement meéns.recbxds'the TOC -

information of the content on said recording medium.

16. An:information processingrepparatus aecofding to Cleimt_i

25 13, further'comprising'enceding meahe'which ehcodes‘the



16. An information processing apparatus according to aim 25 13 further -
- conprising encodi ng neans whi ch encodes the 6 Septenber 2005 - cont ent
decrypted by said decryption neans into-a different: fomﬁﬁem%MEF%?ﬁ “said
" recording nmeans. records the content: encoded by 5 said encodi ng neans; and
said conputing nmeans perforns conputation for the content encoded by said
~encoding means. 17. An information processing apparatus according to Caim
1. 11, wherein: said acquiring neans_acquires.the content recorded on
'said, recording medium and said mandgeiment neans del etes, based on t he.
‘managenment information, the content recorded on said recordrng medi um 15
18. An information processing apparatus. according to Caim 17, wherein
. the manageament Hotoypeéﬁonyisai@fdméﬁwﬁtﬁbﬁcmeamme£Mi¢mpidﬁff@m@mmtent to
the other information processing. apparatus. 20 19. An information
“processiEngmaet hod for an.- information processing apparatus ‘using content,
including: an acquiring step which acquires content transferred from
anot her i nf orlnerteion: proceSS|ng appar at us;

said recording means records the content encoded by
5 said encoding means; and
said computing means performs computatidn fdr.the )

- content encoded by said encoding means.

17. An information processing epparatus according_to Claim
10 i1, whereinf.
saidlacquiring means acquires the content'recorded on
said recording medium; and
said management means deletes?.baSed on,the‘manégement

information, the content recorded on said recording medium.

,15
| 18. An information processing apparatus‘acCordinq to.Cleimr
~i7, wherein the management‘infornation is infOrmetion for‘
1checking in the content to the cher“information proeeSSing
apparatus. - | | | |
"'_20

19. An information processrng method for an, 1nformatlon
'proce551ng apparatus u51ng content lncludlng.

an acqu1r1ng step whlch acqurres content transferred
from another 1nformatlon proces51ng apparatus;

25 a compntingrstep whieh,fbased on the content'aoquired




2.5 a. conputing step which, based on the content'acquired 6 Septenber 2005
- 53 in said acquiring step, perforns predeterm ned conputati.on; o
transmtting step which transmts, to the other infornati%%a%?@%%gggng
appar atus, the conputation value conputed in 'sai.d conputing step; 5
“a.receiving step which, based on the computation value transmtted in said.
transmtting step, receives managenent infornmation for managi ng the
content which is transmtted fromt ot her information processing
apparatus; and a managenent step whi ¢ch, based on the.managenent 10 =
~information received in said receiving step, nanages the content. 20. A
program st orage -nedi um storing a programfor an information processing
 appar at U @gildgacantieany saed. pregfamgSpiradé tdimgnedncangutatbgnst ep

whi ch, acquires content transferred from another infornation-processing

. apparatus; acbhpushhgtbreps kb cilidasethromitite dontdm @dyrred in said
~acquiring step,. perforns predeterm ned conputation; 20 a transmtting step
whi ch t Fadsfmes ioportrRgesEhag PRPBFAAEF ontipe oeeBRY byt appavatus, the o
conputed in said conmputing step; conputation value a receiving step which,
based of°™PHECEoAPubatfoROVEPLENTt FhRBMi tted in .said transnitting step,

recei ves. managenent 25 informatjaon for nmanaging the content. which is
trandmtted & receiving step which, based on the computation value

transmitted in said trénsmitting step, recéives managemeﬁt
information for managing the content which is transmitted -
~from the other information processing apparatus; and
a management step which, based on the management
10 .information'received in said receiving step,'managés the

content.

720. A program storage'medium:storing.a-program‘for an
‘information processing appafaﬁus using éonteht, éaid.prdgraml
.15 7 including: . | |
an acquiring step‘which‘acquiresrcontent_transferred_
.:from another information pfocéssing apparatus; |
a computing_stépIWhich, baséd on the cdﬁtent a¢quired
in said acqui:ing stép,‘perforﬁs predetermined compﬁtétidn;
_20 ‘ a transmittihg step which-transmits, to therother'
“information'processing épparatus;.thé éompuﬁétion‘valpe'
~computed in éaid COmputing'éfep;f
a receiving step which, based on‘ﬁhe computétibn'ﬁalﬁe=
ftransmitted'in said ﬁranémiffing'step, réceives:ﬁahageméﬁ£ll

25 ihfb;mation'for_managing_thefcbﬁtent‘which is‘transﬁitted




- 6 Septenber 2005 54 fromthe other information processing apparatus and a
nmanagenent step whi ch, based on the nanagenent infornatl ﬁ&
sai d receiving step, manages the content. 21. A pnogran1f ﬁyﬁ ﬁ% er
whi ch controls an information processing apparatus using content, .
said..program causing the, conputer to execute: ‘an acquiring step which
acquires content transferred 10 from another information processing _
Capparatus; a conputing step which, bggéd on the content acquired in said
acquiring step, perforns predetermn conputation; ‘a transmtting step
which transmts, to the other information processing apparatus, the
conput ati on val ue 15 conputed in said conputing step; .a receiving step
whi ch, Hasedthn bheerconpuiast oon vatoeess s Iansappd edtes; seadl transmtting.
- step, receives managenent i nformation. for managing the content which is
transm tted 4 riemddwnatthestemfdringt,| dmgwrdoces diley repE@eatans; and 20 a
managenent step which, based. on the managenment information received in
said.reéefvrmgt$oep¥ﬁaﬁageé.iheSQbﬁtemmei@iMQ/$¢¢pﬁcm&nﬁqﬁﬂl¢h@me55|ng
system conprising a first 25 information processing apparatus..for managi ng
cont ent candeate Septenber 2005 55 second |nfornat|on proce55|ng apparatus
u3|n9 t he- content

7_21. A program for a computer which controls an informatiqn
" - processing apparatus using content,usaid,prdgram‘causing thé_
computer to execute:
"an acquiring step which acquires content transferred
10 frdmAanother information processing.apparatqs;
| a computing Step which, based on the contenf acquifed'

in said acquiring step, performs predetermined computation:

a transmitting step which transmits;”to the other
inférmation prodéssing apparétus; the.compﬁtation'ﬁalue-
15' -computed in said computing stép;. -

.a receiving Step which, based on the.computation valné
'transmitted in said'transmitting étép; receives managemént
-'informatioﬁ:for managing the content whiéh i#transmifted -

froﬁrtne other infbrmation prbcgssiﬁg_apparatué; and
_20 1‘ a manageﬁent step-nhich, based anthe-ménagement
informationntéceiﬁed'in‘saidzrecéiﬁing:sfeb;-maﬁﬁgesjthe'

édntent;

22. An information processing system comprising a first

25 infbrﬁatiqn‘processing apparatus. for managing content and a




wherein: said first information processing apparatus conprises: first
acqui ri ng nmeans whi ch acquires content to be transferreqsge‘emer2 %gcond
i nformati on processing apparatus; encryption neans. which encrypts ? o
content acquired by said acquiring nmeans; first transmtting neans which
transmts the encrypted content to said second i nformation processing 10

- apparatus; first receiving neans which, fromsaid second information
_processi ng apparatus, a conputation % Ige conput ed based on- the cont ent
transmtted by said first transmtti 3 means; 15 first managenent. neans
whi ch, based on the conputation value received by said first receiving
means, mnanages. the content; and generating neans whi ch generates
-nanageneatonﬂnﬁofnamhbnobaﬁe@b@ms1@@ oo &t $ o viad uehe ecmi ved: by sai d
20 -first receiving neans and transnmts the managenent information to said -
second Wheoedmti on processing apparatus; and. said second information
processing apparatus conprises: second acquiring neans which acquires
content 25 t3abdflerrsd iommediiprsf mrsxcaaﬁmgw@mp@rxarm@cmmgs@s%ptenber

2005 - 56 apparatus; conputing neans which, based on the content
flrst acguiring means which acqulres content to be

'5  transferred to said second information processing apparatus;
encryptipn means which enerypts the contenf
acqﬁired by.said acquiring means;
first transmitting means which transmits the
encrypted content to said second informatioh processing

10 apparatus; |

first receiving means.whichf from said'second‘
information processing apparatus, a‘CompUtatioervalue
computed based on the content transmitted'bylsaid firstl
transmitfing means;

15 | - first menagement means which, based"onlthe
'coﬁputation value received by saidffirst receiving means,
‘manéges,tﬁe.COnteﬁt' and |

| generatlng means Wthh generates management
1nformat10n based on the computatlon value recelved by Sald

zd first :ece;v1ng means and transmlts the management

iﬁfermetion tQ_Said second.infofmatien'preceSeing:apparatus; ‘_f
and | | o
esaid second infermation processing eppareﬁue comprisee:
second acquiring means which ecqqiree_cohtent

25 transferred from said'first information ‘processing




acquired by said second acquiring neans, perforns predeterm ned
conputation; 5 second transmtting neans which transnits,ségugﬂkgz(%irst

i nformation processing apparatus, the conputation value coﬁbuted y said
conput i ng neans; second receiving neans which, based on the . conputation
value transmtted by said second transmtting 10 nmeans, nanagenent _
informati on for managi ng the content which is transmtted fromsaid first.
i nformation processing apparatus; agg second managenent neans which, based
on the nmanagenent information received by said.second receiving 15 °
means, . manages the content. : ' g

apparétus:

| computing means which, baséd,pn the content
acQuired by said‘second acquiring means, performs
predetermined computation;

5 ‘ -secohd transmitting means which transmits, to said
first information processing épparatus, the computation
value computed by =said éomputing means;

| second receiving means which, based on the
computation value transmitted by said second transﬁitting

10 means, management information for managing'the content which
is tranémitted from saia first infopmation processing
apparatus; ana

second management means which,‘based_oh the
-management information received by said Second feéeiving

15 means, manages the content.






