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This invention relates to:- : a_nethod of downl oading data to a
recei ver/decoder; 5 . . such a receiver/decoder per se; and .

a transm ssion system ' Th?Db@ﬁ§¥tﬂfﬁﬂﬁﬁﬁ5ﬁ. oder" used herein may
connote a receiver for receiving C or non-encoded

signals, for exanple, television and/or radio signals, which may 10 be
broadcast or transmitted by sonme other neans. The term may also connote a
decoder Thix invemttn relatese®ei ved signal s. Enbodi ments of such

recei ver/ decoders may,i pcl.ude . ecoder integral with the receiver for
decodi ng the'recei%%thgag?ﬁégg’??qa&nge‘;gg @ reqeLvey °°Aer’"set-top box", such a
decoder functioni gt 5 reQFRrAREIRP p¥f 42 afdPNYSi cal |y separate

recei ver, “or such a decoder including additional functions, such as a web

browser, a 15 vi dedransomssiter system.a t el evi si on. The advent of digital
transm ssion systens intended primarily for broadcasting television
signals, in particular but not exclusively satellite television systens,

has opened u ht@nq; 1t Ldygkint f | N S5y : :

pur poses. m?ﬂgf t eg%ceﬁ?/taowgr%v‘l}/sg&e) hfiééﬁ ?I%atyzracto%?:ry \Me{rﬁB{ ﬁ%cggngnog Sg?aerr.
As used her eiencodeder henentaliedisigahls) fonexsmysis, televisioai andfor radio signalk, wisish ay
transm ssion systemfor transm tting or broadcasting for exanple primarily

audi ovi sudl e breadcastwatranemifed by serae gthepyenss. Thestepn aayralso Gonapieiagiecpder

particul arly | . Q. . | .S he
i nvention nafoﬁfigcga%% Ilaepg)%Pi&gsal%ﬁae“g %En%%ﬁ.\ %3%&? |g¥< %ﬁgégé%ﬁéﬁﬁﬁéa% %/or k
fO(rj mul ti medigchdek @itBgral &l the aédefvas fort decadialgahe deceived Gignals] fortexbmples iiva,
and so on. o
"set-top box", such a decoder functioning in combination with a physically separate
‘receiver, or such a decoder including additional functions, such as a web browser, a

15 video recorder, or a television.

The advent of digital transmission systems intended primarily for broadcasting television
siénals, in particular but not exclusively satellite television systems, has opened up the
possibility of using such systems for other purposes. One of these is to provide
20 infcractivity with the end user. As used herein, the term "digital transmission system”
includes é.ny transmission system for transmitting or broadcasting for example primarily
‘audiovisual or multimedia digital data. Whilst the present invention is particularly
applicable to a broadcast digital television system, the invention may also be applicable
to a fixed telecommunications network for multimedia internet applications, to a closed
25 circuit television, and so on. '
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.' One way of doing this is to run an application on the receiver/decoder through which
"‘Tf‘z"'*:};_‘ .

television signal is received. The code for the application could be permanently

L
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st _éd in the receiver/decoder. However, this would be rather limiting. Preferably, the

< e
[pves A%

30 re :i_.iver/decoder should be able to download the code for a required application. In this

ey

way, more variety may be provided, and applications can be updated as required without

any action on the part of the user.



One way of doing this is to run an application on the receiver/decoder

t hrough whi 309918724 hb tel evi sion signal is received. The co®RCTHIHIS/PIHE3
application could be permanently stored in the receiver/decoder. -
However, this would be rather limting. Rreferably, the 30 receiver/decoder
shoul d be able to downl oad the code for-a required application. In this
way, nore varlnemyMREG tystepr, applibation eotit mppbé dawnlondedcinMPBGupbias gensasitted
required witho acti on tf@ﬁﬁart of the user.

7 In %M%&g’%@?ﬁma & ormi MRECorfersdy the datairusmeission stamsbads

tables transm | 1 | 1 . b rssto the
data transm S’l%e}'gﬁggt%g ?gr%(gﬂhtMEﬁ?é& ope%%%s%ﬁgl *ﬁ?@%ﬁ%@ggﬂ gH%?IFﬁs
Or gani sat i on Bxpeki Giup? adin'patticutan bini it éx@esively theMPBG-2 Safdied dam%ﬂea for

particul ar_but not exclusively the MPEG 2 standard devel oped for

digital td evigitaielappionapphicstionsand ssbeutinthe dooumentsdSONEIR18-1, 38D 138182,

| SO 13818- 2, | 3818-4 t h t ext . th
present pat ert Oab%)i% Ll%(g:% atja'ﬁ % igoﬁ‘?g 164! S19’[ P Fontgxs B% I%ﬂ%fe%ggﬁgxh?lg’ammgn’ the
modi fi cati ongemh itewdk an@ﬁh&s,%%cgﬁgésﬁofhe b Bt el RNt SOVPEG fonn%feg aﬁgg&;m@' d

of digital data transm ssion. of tware for downl oadi ng t

tabl es nust He the Selddofpdigitalriiate trgnsimissidme recei ver/ decoder. In order to
downl oad data such as application code or an updated version of a run
time engine, conplex software is required, this software typically

Soor o T SR G o M s i RSN B R4,

sof tware 15 ressivér/desodeed dndader tbatowamldadndntpeudhoss afplichtion code or an updated
version of a run time engine, complex software is required, this software typically
taking up a large amount of memory. However, such software may only be used
sporadically, if at all, and so a large amount of memory may be taken up by software

15  which 1s redundant for a long period of time.

Software stored in the receiver/decoder for downloading data from the bitstream is
'com'inonly referred to as a "Bootstrap" loader. The Bootstrap loader is preferably
adapted to download most forms of data, including softiware from the bitstream for

20 storage, for example, in the Flash memory volume of the receiver/decoder. Thus, the
Bootstrap loader tends to have a somewhat "basic" structure, having minimal
functionality, so that all forms of software can be downloaded.

The Bootstrap loader is typically stored in a ROM memory volume of the
25 receiver/decoder, and is not erasable therefrom. As the Bootstrap loader cannot be
modified once it has been written in the ROM memory volume, processing errors which
'rria'j"' occur should the Bootstrap loader become corrupted cannot be corrected. In
"adichrﬁﬁon, the functionality of the Bbotétrap loader is "fixed" once it has been written in
| ROM, it cannot be updated, for example, in such a manner as to improve the time taken
30 to download data from the bitstream. Thus, software having an improved, or new,

structure which is unrecognisable to the Bootstrap loader cannot be downloaded from
the bitstream.



Software st ' he receiver/decoder for downl oading data f bifie13
bitstreami g{’S%)l&%%mmnl y referred to as a "Bootstrap” Ioaderpa?he

Bootstrap | oader is preferably adapted3 to downl oad nost forns of dat a,
i ncluding software fromthe bitstreamfor 20 storage, for exanple, in the

Fl ash menory yph yeetied of ldatar @6t viarthel eeiai/deddies betdifies corrupBe)ithé Batstrap
| oader tends to have a sonewhat "basic" structure, having m ninal

functional i t yJoasler carabe ased toodownlotd 8 shmpiste uneorruptedivemionafdhis data. If oniyie
Boot strap | oader is typicall tored.in a ROM nenpr ol ume of .t he,25

rece;svcrerllo decoaé’rre}')l'_g_ :%g’rﬁ?ﬂ X_%ﬁlﬁs BéstntP'F@PgFr@Wp_ y#ﬁ%“’%b&?sg{tﬂﬁﬁ yigufieant
cannot be  ,uRdi bF ¢EnOBERgl dpehfIoRRRAGMNE! the Sibriibng BE tROWAHBRHRICYH HA%E U

processing errors which may occur should the Bootstrap | oader becone
corrupt ed §anbetorhecammuptedt ed. | n addition, the functionality of the
Bootstrap | oader is "fixed" once it has been witten in ROM it cannot

be updated, for exanple, in such a manner as to inprove the tinme taken 30

to downl oad d gw ' m%ﬂh g an inproved, or
new, strgé%@}é fﬂgﬁnﬁiﬂﬁéﬁ%%ﬂ?@gﬁ%iﬁébpﬁiﬁé@ s%]r ap | oader cannot
be downl oaded from the bitstream

- 3- . If a portion of data stored in the receiver/decqoder becongs

corrupted, thénBobisi@spgst, the PressuH EveRtion providese methpsdapd gewnigadipgiata to 2
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dat a has I'n"a si cant’ amount of
ti me bei ng spent dqwﬂiﬁﬁgiartgtstrhanﬁﬁﬂﬁaigg&h@ﬁa&pe data whi ch have not 5

becomre corrupt ed. :

downloading a loader for loading the data from the bitstream into the
receiver/decoder; and

downloading said data from the bitstream using said downloaded data loader.
15
- In one embddiment, the downloaded data loader comprises a data loading program. At
lgast part of the data loader, preferably most of, or even all of the data loader, may be
in the form of native code. As used herein, the term "native code" includes hardware
specific code, code which is specific to a particular hardware platform of the
20 receiver/decoder, code which is non-intérpretive, and/or code which is directly
. executable by a microprocessor of the receiver/decoder. Thus, the structure taken by
a piece of native code to be downloaded by a receiver/decoder will depend on the
particular apparatus used in the hardware platform of that receiver/decoder. This is in
contrast to "interpretive code", such as that known as "p-code".td the applicants, which
25 requires interpretation by software stored in the receiver/decoder so that it may be
: é*é_"éuted by the microprocessor, and which therefore is functional over a wide range of
h;?éwa:re platforms. The data downloaded by the data loader may be in the form of

natxve code, p-code, or any other suitable form, such as data tables.

30 By means of the above, a loader for loading the data from the bitstream is downloaded
o from the bitstream and stored in; preferably temporarily in RAM of, the

receiver/decoder.  Following downloading using the data loader of the required data



The present invention seeks to solve these and ot her probl ens. a
first aspecWO!Wi@ﬁér esent invention provides a nethod of doMP@ﬁﬁ?%ﬁ@ata
to a 10 receiver/decoder, conprising the steps, at the receiver/decoder,
of: = receiving a bitstreaminci4di ng the data;
downl oadi ng a | oader for I'oadi n% the data fromthe bitstreaminto the

(0)

recei ver/ decofrem th;ditstream, the dowgleagado datandoaden ds cereferably rdeleted Hremt theam

usi ng sai d downl ga on i.ment . .t he

downi oaded daf%® 1v8§§ee°r°g§rt ﬁﬁl gée th%i"&'“ﬂ%é‘ﬁ& ﬁ‘@taS‘PB‘g‘?{%g’f?f sgved ifs purpose; thSart
of the data | gRgfk. aﬁ&cﬁ&wmmms Efféﬁtwe@rm&‘é%d%f thetinid\Wheéhtha dbRatialin

be . in the form'of native code. used herein, the term"native co

i ncl udes har dnfidata is not xequizéd. i c code code which is specific to a

particul ar hardware platformof the 20 receiver/decoder, code which is
non- |nterp§et|ve and/ or code which is directly executable by a

m Cr opr ocesso a
pi ece of natl\@tégégédﬁ?{)fcﬁ%sggﬁmﬂ?%ggagﬁby a r%%&glﬁ\?"elr/ eco fel% laﬁﬁe&(@% (fdon
the .  part aliwfahe apgare deta doed thabitdteeahar mmatte edradafwr thee afatd bodider may
recei ver/decoder. This_ is in contrast to mterpreiﬂ ve coder", such as

that known as suisequsatly bestarskingonryalatile memomy @ﬁﬂggece@w epeder; fich 2padiiashi on
by sof tware S?’bcegg LBl 8 mﬁ@&h% g@crelwﬁe?/d%&% td d&?lﬁoﬁ?f\mher d%é%ﬂl ed

by the mcrop and ere OF e s CYUNCE i onal "over a w de Ta

of h@OdWﬁeﬁst@}eﬁt devs WBaded Dathdas RavitguVed eedadl ey dith dostivk Hrdmatie rblmyadse
in the form of native code, p-code, or any other_suitable form such

as data tabl eﬁxerebyadqgreasgag satige éakea e dewaipad t@t datael ebhusoz plusality of diffesentat a
fromthe bltstre r and stored in,
pref erably terq'f) de?y %ﬁﬁ wcg?t AP 'L g'ﬁer%%r%ga&%gaa% Fol | owi ng

downl oadi ng using the data | oader of the required data -

' As a data loader written specifically for the downloading of one particular data item can
15 be downloaded from the bitstream as required by the receiver/decoder, improved
| '-ﬁmcuonahty of the receiver/decoder may be provided, as data with an updated or
rev1sed structure, which is different to the structure of data which can be downloaded
] by the Bootstrap loader, can be downloaded and stored in the receiver/decoder.

| 20. In one preferred embodiment, the downloading of the data is performed by the
downloaded data loader. Thus, for the downloading of data, the Bootstrap loader is
effectively temporarily replaced by the downloaded data loader, thus enabling an

updated or otherwise improved data loader to be used by the receiver/decoder.

25 Preferably, a portion only of data stored in the receiver/decoder is replaced by a
- ' cijrresponding portion of data downloaded by the downloaded data loader. For example,
if a portion of the stored data becomes corrupted or out of date, an uncorrupted or
updated version of that portion of the data only can be downloaded by the
receiver/decoder, the downloaded data loader "patching" the downloaded portion of

' 30 data into the stored data where appropriate. Thus the downloaded data loader does not
“ download an entire version of the data stored in the receiver/decoder. This can provide

for a significant improvement in the time taken to repair or update stored data, as the



-4- fw%?;,llgﬁ‘,bi tstream the downl oaded data | oader is pseEfRingRiels
del eted fromthe recei ver/decoder. Thus, once the downl oaded dat a

| oader has served its purpose, the stgorage capacity of the RAMis
effectively increased for ;the tine when the downl oadi ng of data is not
required, 5 downloading ®foinconupted portioss vEnddtalis totdrigeired.t N davalterastig
data | oader once it has downl oaded all of the required data fromthe
bitstream Osmhediraemi; raapprtiam of dlgta stasedicln they receiver/deqpder s mmeplacede bt @r ed
in non-vol atile memary of the r.eceiver/decoder,..suc s, a, Fl as| . nory
vol ume, - Thi s CERIEAME. RIS aie oo RABEGact 5 buh MA_ FAREHER J%ith Y ng
10 the stor ¢pwiddalied FfcCloadért hout having. to reload the data | oader from
the bitstream . thereby decreasing the tinme taken to downl oad t hat
data, Thus$, a plurality of different data | oaders may be stored at any

one tinme in the receiver/decoder. a data ) oader. iften
opeci 1 oal 1y Phe bISFEAT Sh GRRTH obleagh aoe dain edit uidy decoriingly, the marbod pay

downl oaded frfgp* | kSt raﬂﬁkﬁ]’ S cei ver/ decoder, inproved
fUctionality o é’{f"é‘%‘i%etf‘%g%?ég er may )ééy%&gﬁ)ged, as data with an
updat ed or r efet #edorsdach dhtarieadenjdividirigstheidhfadoader ifito atgleratity oftmnodwlesf

data whi ch can be downl oaded by the Bootstrap | oader, can be
downl oaded arf@dstored in the receiver/decoder. In one preferred

20
enbodi ne the d I ' f J-5. penpf o y . oaded
data | oa tgf. Thus, ct)frggﬁhe om%#%gogg%adé*ﬁg%t gl,e @%%q%%o? é%@gf)u‘feogﬁg%s&d
ef fectively tipomésaeadhyplutditpe€dath nddutestrimp Hasiasted atith 4 fapetive phitality of

enabl i ng an updat ed or otherw se inproved data | oader to be used by
the recei ver /dagxlpader, modules. :

Thus, the bitstream may include a plurality of data loaders and associated data. This
15 can enable receiver/decoders having different hardware platforms to download the
' appropriate versions of the data loader and associated data. Data, such as an

application, may conveniently be made up of a number of modules, which can be

ddwnloaded, and if appropriate run, as required.

210. The method may further comprise the steps, at the transmitting system, of:
B for the or each data loader, formatting each of the modules as a respective table,
the tables having the same respective table identification (“TID”) and respective
different table identification extensions (“TID-extensions™); and
for the or each plurality of modules of data, formatting each of the modules of
25 data as a respective table, the tables having the same respective TID as the tables of the
data Joader modules associated therewith and respective different TID-extensions.
I; xs preferred that an MPEG protocbl-is used and, if so, the downloading steps may
" comprise downloading module MPEG tables.

- The tables may have respective different TID-extensions other than a predetermined

TID-extension; and the method may further comprise the step, at the transmitting



25 Preferably, a portion only of data stored in the receiver/decoder is
repl aced by V80991872401 r espondi ng portion of data downl oaded bBCT/HRE8/01613
downl oaded data | oader. For exanpl e, if a portion of the stored data -
becones corrupted or out of date, an unco‘r?upt ed or updat ed version of
that portion of the_.data onl éacan beégownl oa

d_by.the
r ecei ver / decoSF™ Of USRS, Sy l1Te5100E F‘g“?‘i) g‘?‘%‘hP 95 c2¢hplugrdifn pH medyles
portion of 3 ' (}/mé,r iade :
downl oaded dg%agﬂ&tﬁ)glglef%geog{?hﬁé)w@a&gg% 0 d&gzoogé‘??éesa@e%eﬁ%g&%lw&ﬁpdata
stored in theextesenvand thatcHidy the ditectonyatablprconiatiting for eablpbf theSiodiléd £ afkhe
| mprovenent in_the ti tgﬁan to repair or update stored data, as the
'i??afdiﬂﬂ WG R0G AROF

-5- dovitfi esprstEe 1IBrextenstonef data is not required. In
an alternaive enbodi ment, a portion of data stored in the

recei ver/ decoder is replaced by a correspondi ng portion of, for

exanpl e, a seTld metholl mist forthen befibridecle Wteph, 4thBe receivef/avdodeaded data

| oader. 5 The bitstream may conprise at |east one data | oader, and,
accordingly, the rdavwideadiag one of the tabl¢schavingthe prrdetemminetl ID-extension so as to
transmtting t i for the or each data | oader, dividing
the data Ioaa@r@}l%{aoagjrﬁ‘ftﬂﬁyaﬁapltey of nodul es; and 10 for the or

each data | oader, dHtefhﬂ:hiﬁg fidi thbabohtbiitdE e HBSHBE} tibk H‘Jeui‘lﬁ-hi%ns?&ns of the

modul es, each plurality of data nodul es being associated wth a respective
pl uralityl®f module tables hayingothe samia TP, as the directbhytabld; aad bi t st r eam may

I nclude a plurality of, data |loaders and .associ.at ed, dat his 15 can
enabl e. recei ver/ q@ﬁéﬁ@r@w_ﬁ?ﬁdﬁtﬁ f&? a‘ﬁ%ﬁ&?atflgd‘gf’& ﬁ%ﬁ“‘ﬁéh‘?ﬁﬁmﬁ%

tS th i aﬁppfﬁ%htab? thee BSWRRAIA dir@forotBle! RROIDARLSIAO QbR fatdn dEt @
: downloaded directory table.

15 By these features, the directory table can be readily identified because it has a particular
' Tlﬁ-ektension, and once it has been downloaded it can enable the receiver/decoder to

identify the module tables of the data loader from their respective TID-extensions.

The method may further comprise the step, at a transmitting system, of generating a
20  directory table having a predetermined table identification (“TID”) and containing, for
each of a plurality of version identifications of a receiver/decoder, a respective TID

associated with that version identification.

If so, the method may further comprise the steps, at the receiver/decoder, of:
25 | downloading said directory table having the predetermined TID; and
determining the version identification of the receiver/decoder;
wherein the step of downloading a directory table comprises downloading that
‘one of the tables having a TID associated with the version number of the
receiver/decoder and the predetermined TID-extension.
30
| Preferably, the version identification includes a code assigned to the manufacturer of the

receiver/decoder and a code assigned to the version of the receiver/decoder.



appl [ catlompg%g%gnvem ently be made up of a nunber of mduk%%?ﬁwbﬁ can

and if appropriate run, as required.
nay further conprise the steps, at the tra7nsmtt|ng system of.
for the or each data | oader, formatti ng each of the rmdul es as a respective
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(" Tl D- ext ensidppférent ma@iidacturers. Each manﬁmmf&twdprem aftutiibt bf diffefentoekgions of
data, formatting each of the nodul es of 25 ata as a respective table,

the tables hafithg reheivediasodespdeceiver/ducpders may thatsfase kavet yagious differant

| oader nodul ssocj at ed er.ewi th d yespectj,ve diff
TI D-extensi o d%v Ae&gpﬂf fhg) gi‘%?‘@@ °tf;1 13 SCmY) %%35? Sﬁ@eu@é‘ﬁ“%
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t abl es. e tabl es may have respective different TID- extensions

ot her than asmhedeseoniavery receiverlddooder; and ithat;a paceivetidecodehsttbuid gxéaute A r
conprise the step,. at .the transmttin

-6 - gpRk "é%“n%fng‘@% Forgech n}”g‘é‘ﬁ"ectlve directory table for the or
each plurality of nodul es having the sane TID, the or each directory
tabl e having said predeterm ned TID extension and that TID, the
directory talth %r@&%&mﬁn&gﬁhﬁb&e%&fns(ﬁomﬁaﬁbmhh mahmlaevcrsmn of Gn‘ recéiger/

nodul e and the respective TID extension. he nmet hod may further
conpri se 1Pne deeades, the bitptrram: @ggm&dp@é@gj@pder@pd data for each version 1dent1ﬁcat10n

of the receiver/decoder, and the directory table having the predetermined TID can

=~

enable the TID of the modules of the data loader and data for each version identification

of the receiver/decoder to be easily identified.

15 Preferably, the method further comprises the steps, at the transmitting syster, of:
including in each transmitted directory table a directory version identification
therefor; and
at the receiver/decoder:-
determining whether the directory version identification of a currently
20 transmitted directory table is more recent than the directory version identification of a
previously downloaded directory table having the same TID as the currently transmitted
directory table, and if not, aborting the downloading of data.

The Bootstrap loader may be instructed, for example, by an application, periodically to
25 download the directory table to determine whether the directory version identification

of the previously downloaded directory table has change&. This can ensure that the

receiver/decoder downloads promptly any updated data from the bitstream.

.+ . In order to avoid overwriting resident data stored in the receiver/decoder with identical
30 received data, an application requesting updating of the resident data can choose to abort
the downloading of data if a table directory is the same as that used in a previous

updating of resident data.



downl oadi ng one of the tables having the predeterm ned TID extension so as

to downd os1tB724 di rect ory tabl e; det er m ni nPATIBAS/016E3
content of the directory table the TID-extensions of the 10 nodul e tables
having the sane TID as the directory table§-and in said

downl oadi ng st e&zmdoml oddi ng. t he nodul e tabl es having the same TID

as that of tHRregesehly.ciddeast eneraihomoduls tablesds fprmafted as 2 plralits ofisections whigh

f h downl i le, 15, By .these.f , h
i voctory t aths CHRHAEE Sefirheh! f Xod BsGen, St BY e 5Eight Ntfafing 1%
Tl D- ext ensi onpred6mBREE pottidha thebdE indientifafied of tafReAitaAbinetHeh@ble and an

receiver/ deco.der to identify the nmodule tables of the data | oader from
thei r respectindisatiorDoftheemmbsn of the sectionsTinea tabldaod may further conprise the
step, at a_transmtting system of generating a 20 directory table having

a predeterfrined table identification ("TID') and containing, for each
of a pluralit 10°Ha) AABA! bk RL R0SteB! AP AAIMMIREIGQHR! of Byclical
respective Tl@gim assogi ated W th that v ’r%t?t(])nn | dent | fgcgt ?lgl’n.o yele yIf
so, the net hogamsmittingrthé éablesdnpr bitsereathe st eps, at the recei ver/ decoder, of:
25 downl oadi ng said directory table having the predeterm ned Tl D
and determ ning the version identification of the

recei ver/ dec : | S t&&]?lﬂl Qﬁ% directory
tabl e conpri gg@é glg\t}lﬁldo% r%ﬁ}%eﬁ\ggﬁbﬁé%%%gepb%??he agﬁ%% a\#ﬁagf?a TI D
associ ateggw t h t hiacludirgy ianthe bitbtesanob datacversion idepdficativn sihodeta; and] t he

predeterm ned Tl D extension. 30 Preferably, the version identification
i ncl udes a cogtdheseqelyige/desader, the sgmofiact urer of the recei ver/ decoder

and a code assign eﬁet&&iﬁﬁ% MRS Ok @t R/g&@io[iﬁﬁglﬁ*ﬁ%{i&? §PBIE received data is more

recent than the data version identification of currently stored data, and if so, performing

said step of downloading said data from the bitstream.

15 -
B?'f‘ﬁlis' feature, the downloading can be aborted prior to erasing the resident software
and/or commencing the downloading of the received data if the data version
identification of the received data is the same as that of resident data stored in the
- receiver/decoder.
20

Preferably, the step of determining whether the data version identification of the

received data is more recent than the data version identification of currently stored data

is conducted after determining that the data version identification of a currently

transmitted directory table is more recent than the data version identification of a
25 previously downloaded directory table having the same TID as the currently transmitted
" directory table.

In another preferred embodiment, the downloaded data loader modifies means stored in

the receiver/decoder for downloading the data loader, so that the data can be
30 downloaded by the modified downloading means. Thus, the downloading means can -

be modified conveniently by a data loader downloaded from the bitstream so that, for

example, data with a different structure may be downloaded by the downloading means.



-7-- It is expected that receiver/decoders nmay be desi gned and
nmanuf act ur edW\P98Fous di fferent manufacturers. Each naREHAE¥PE3 nay
produce a nunber of-different versions of the receiver/decoder. )
Recei ver/ decoders may therefore have vari ou2 “di f f er ent har dwar e

desi gns, thou h L1l _of course all conformto the sane fungctional 5
speci fi cati On_gfl}Féerqﬁﬁy,%gm%q c?%ﬁfg?ﬁs@?ﬁala{ dragsmitfipg sggefan‘) appl i cati on,
behaves in the tr 3&&30&?’?&! léﬁ%ﬁiﬁéﬁldeﬁ%%dﬁbits%@ thad @
recei ver/ decoder shou execute a applications 1n the same, correct

manner . at lthe receiver/decodaswfe t hat the data is conpatible with a
particul ar version of a receiver/ 10 decoder, the bitstream may include a

data | oader and datdpvripading the sepandydate deadernrandat i on of the

recei ver| decoder, .1 . ' ﬂ%ﬁj + 2N
enabl e the “TI D of fz?;bgvﬁ %@ﬁéﬁﬁéﬁﬁﬁgﬁa egm?gégd%g 2 gjﬁg aﬁgﬁ% %irtgpéa?ﬁra@é%%t?%n
i dentificati Orﬂownloa@ﬁdg mans pedomeing dhe ddnldadingeotane lof thel €nétirhértidned dafa
Preferably, the nethod further conprises the steps, at the transmtting
system of: loader and the datac| uding in each transmitted directory table a
directory version identification t herefor; and at the

recei ver/ decoder: - determ ni ng whether the directory version

i dentificati oryQhednfbdbin®it, the Sétond 88 IHdes @g&;&&iam)oﬁnbtﬁ@fah@ lbtﬁiﬁ@?l%gram,
recent than the directory version identifica a previ ously

i on of
downl oadediQi ratdeast part afithe $ewond dpaderprefarebly |boingsint the form ofmatiye ¢codzensmi t t ed
directory table, and if not, aborting the downl oadi ng of data. The
Bootstrap | oader may be.instructed, for exanple, by an application,

periodically tfys can enable downloading of a data loader to be avoided by using a different data
loader previously downloaded from the bitstream. Thus, it is not necessary to download
a data loader from the bitstream every time fresh or revised data is to be downloaded
| 15 if a previously downloaded data loader is able to download the data as efficiently as the
data loader. This can reduce significantly the time taken to download fresh or revised
data from the bitstream. The second data loader may provide improved functionality
over the first-mentioned data loader, for example, the second data loader may be able
to download computer programs.
20
In a second aspect, the present invention provides a receiver/decoder comprising:
a receiver for receiving a bitstream including data;
storage means, such as a memory; and
downloading means for downloading from the bitstream into the storage means
25 aloader for loading the data from the bitstream into the receiver/decoder.

In one preferred embodiment, the downloading means is provided by a boot program

stored in the receiver/decoder.

30 The receiver/decoder may further comprise means for deleting the downloaded data
loader from the storage means after the data has been downloaded from the bitstream.

The deleting means may be provided by a central processor and associated software



25 downl oad the directory table to determ ne whether the directory
version i deMQ $18R¢4 on of the previously downl oaded di r BEFABSB/HALH e
has changed. This can ensure that the recei ver/ decoder downl oads
pronptly any updated data fromthe bi t st rddm In order to avoid
overwriting resident. data storeq in the receiver/decoder with identical 30
recei ved dat &Sto% ‘%ﬁbqfet?ﬁ]tvf"‘g&ecp Bfuesti ng updating of the resident data can
choose to abort t he downl oading of data if a table directory is the
sane as that used in a previous updati ng of resident data.

-8- Pr eThe adveiver/decoden atay dseearednged ao ndotinicad! Rablees If sof GigBéwaIdaditiga
plurality of sections which are transmtted separately in the

bi t stream eJ@BanSimE ke agangedie doymlosd w tableihaving a tablejidentification (EIDFdrand on
th f id |46 ' : t] | . t abl d
e s B RS it s

further conprdisetdrieatit,ap deRimineerdni GitSdbntent BOHE Xieidty AibledHE TTBakkdhsi
transm tting the trgbl es in a bitstream The gnﬂgﬁlod my%%%rswns

conpri se t he of modulerfables havisgithe isame KB esrtheodirect@ry table, and to dotvntbiadgthe n
the bitstream a,data,version.identification.of 1he data;. and, at_the
r ecei ver / dec Orag?tﬁe%%ées?{agwgg&p; same JI‘I]S as%:ha? og&péiomq]ﬁaﬁgg thirentory, tablg and gltﬂé_

versi on i dent éérsiink Qtepinindder5aCRE \RmIsHdRd | SreBREF table so raglftgsrﬁgdrﬁ e

data version identification of currently stored data, and i , perform ng
10 loader.

The downloading means may be arranged to download a directory table having a
predetermined TID and containing, for each of a plurality of version identifications of
"a receiver/decoder, a respective TID -associated with that version identification, to
15 ' determine the version identification of the receiver/decoder, and to download a‘directory
table having a TID associated with the version number of the receiver/decoder and the

predetermined TID-extension.

In a preferred embodiment, the downloading means is arranged to determine whether

20  aversion identification of a currently transmitted directory table is more recent than the
version identification of a previously downloaded directory table having the same TID
as the currently transmitted directory table, and if not, to abort the downloading of said
loader.

25  The receiver/decoder may further comprise a parallel port and/or a serial port arranged

to receive data formatted as at least one table.

Preferably, said downloading means is arranged to download a second data loader
included in said bitstream for downloading one of the first-mentioned data loader and
© 30 the data.

In a third aspect, the present invention provides a transmission system comprising;



said step of _downl oadi ng said data fromthe bitstream 15 By this
feature, the"&WAPH4di ng can be aborted prior to erasing the rRH/HRIRP1613
sof tware and/ or commenci ng t he downl oi\gi ng of the received data if the
dat-a version identification of the received data is the sanme as that

Che Step of dat or niERy A eR a8 renmiteEy G VERaRERY §bitroam. nchubne Rl g ots
recei ved dat agj ' : Ll | o)
o rently ot ormpEAg o a6ANbnd 429 160fr 06! Malflgb Al it Whhetiy EAdBlulnd data

ver si on i dent afsociatedowith fthenox eachédatd loader; andr ansnmitted directory table is
nore recent than the data version identification of a 25 revi ously

downl oaded di r ect oMFaRs;SHER R%:3 A%ty serwer, Sondivifing the or sechdats loaderintoraplarality ed

directory tableg. : f [ , e, .downl .oaded
data | oade% rr%gix??%lslesrrea%é\;a Igita 0 eg{ei Ir’%{tg ﬁg&? %‘F%i%g} cfgélgad@?a Qgder 1nto a
downl oadi ng t fespelative plontity of modiles fort thrsthiftal Boskid Gandnittitpakeaaded by the
nodi fi ed downl oadi ng neans. Thus, the downl oading nmeans can be nodified

conveniently by a data | oader downl oaded fromthe bitstreamso that, for

exanpl e, datapw ' .structure nmay be downl oaded by the
downl oadi ng ngé%r%ﬁb& e Erifsibsict! &ydfe Rivalt? COmprises: 9.

Preferably, the neidwats fonsimting BRSO nifdufes! SOMINSL E&dﬁ%ﬁﬂg&é‘d& A s

transmitting a second data | oader included in said bitstream an at

t he recei ¥@r/ thspentive take, the tables of the or dacintigtadoadgr hiveing élrosmneirespectiva dable

and identification (“TID”) and respective different table identification extensions (“TID-
extensions”); and

means for formatting each of the modules of the data associated with the or each

d_ata loader as a respective table, the tables of the modules of data having the same

15 respective TID as the tables of the data loader modules associated therewith and

respective different TID-extensions.
The formatting means may be conveniently provided by the data server.

20  The tables may have respective different TID-extensions other than a predetermined
TID-extension, and the system may further comprise means for generating a respective
directory tables for the or each plurality of modules having the same TID, each
di_rectory table having that TID and said predetermined TID-extension, the directory
containing for each of the modules a name of that module and the respective TID-

.25 extension.

.. The transmission system may further comprise:

oy
#i8n e

means for generating a directory table having a predetermined table identification
. (“TID”) and confaining, for each of a plurality of version identifications of a

R O

30 receiver/decoder, a respective TID associated with that version identification.

The transmission system may further comprise means for including in each transmitted



/ downl oadi ng one of the first-nmentioned data | oader and the data;

5
sdid transniwoe$18724 downl oadi ng neans performi ng the downl oRETABISM6ENne
of thX first-nentioned data | oader and the data, I n one
q’rrbodi ment, the second data | oader is provi2led by anot her data | oading
E)rogram 10 at least part of the second |oader preferably being in the
orn of nati vdalledeversion identifingtionctherefamabl e downl oadi ng of a data | oader to

be avoided by using a different data | oader previously downl oaded from
the bitstream Thus, it is not necessary to downl oad a data | oader
fromthe bitst & abréhERicnk S ftatl mag Ul lgf‘éﬁi ¢ proVide® By dRNAA 15

i f a previ ousl%a% ownl oaded dat a I-oadermlg g e %@@ovﬁ"oaﬁ txgﬂdattg%gégr
efficiently as the data | oader. This can reduce significantly the tine
taken to downl oad fresh or_revised. .data fromthe, bi.tstream , The second

data | oaderS mefy fonr8y Apect ofhe PEGeRt; IR¥ention proviges a compipation pba receiver/decoder
first-mentione I s oader may be
abl e to @g\ﬂég%gghggﬁg% e&r Q&ag%@%ﬁ’s)ﬁg&ﬁ é%%?‘%ﬁgﬂg‘ie@()éhd aspect, the
present invention provides a receiver/decoder conprising:

a
receiver for receiving a bitstreamincluding data; . st or age
means, such asA fiftkeaspes) of thpipresent invention prgyides @csins} CormprRYNg é?le@ﬁmpgwﬁ hg

fromthe bitstre b S 25 | oader -hoadi t he, dat a
[rom e DOt S IR B h 5 HRRy S Bk RGO B, 0c
embodi nentyp t gadéeVht @R Eactd diR At BeiRf AWIBGTINW adplQtty 6f MGEFE} and theSdA4 ed
I n the receiver/decoder. 30 The receiver/decoder may further conprise

means. f or del exssasiptechwithothel erachsh data oader beihgatieided intm a hespedtive pjuralitané
after the data h@ﬁ been downl oaded fromthe bitstream The del eting
means may be ﬁ?% Hed by a central processor and associ ated software

" All the features of the method aspect of the invention can be applied to the apparatus
15 °and signal aspects as appropriate, and vice versa. '
Preferred features of the present invention will now be described, purely by way of

example, with reference to the accompanying drawings, in which:-

20 Figure 1 shows the overall architecture of a digital television system;
Figure 2 shows the architecture of an interactive system of the digital television
system of figure 1;
Figure 3 is a schematic diagram of interfaces of a receiver/decoder forming part
of the system of fignres 1 and 2;
25 Figure 4 is a schematic diagram of a remote controller used in the digital
television system;
Figure 5 shows the arrangement of files within a module downloaded into the

memory of an interactive receiver/decoder;

5 Fffme 6 illustrates an_interrelationship between a number of components of an
30 MPEG stream;
Figure 7 illustrates how an application may be made up of modules/tables, which

in turn may be made up of sections;



- 10 - stored in the receiver/decoder. The recei ver/decoder
may be arrany@@94824ownl oad tables. If so, the downl oading  PCTIRRSPE1}yy
be arranged to download a table having a table identification ("TBD') and ~
5 a predeternined table identification extéhsion ("TID extension") so as to

downl oad a , directory table, to deferm gg fromé?gtg content of the
directory tabFigurhé T| D! ystraiesithe authenticafien of g MPEGHRRIS; hay | ng the same

Th0 25 i O SRS Lot Bt BURLRB 5 o o e bR R B
ext ensi ons determ ned frs?_ggzmhe downl oaded directory table so as to downl oad

said 10 | oader. . downl oadi ng neans may be arranged to downl oad a
directory tabFigunadfng allustratespy pesemetersifield; TI D and contai ning, for each of

a plurality of,version i.denti|fications of receiver/decoder, a
respect i vegTI %‘g"ﬁgigci at Wﬁsﬁcﬁ%ﬂ?a@éﬁ%ﬁc‘éﬂﬁyitﬂﬂﬁt ification, to 15
determ ne thegpyRksiion | GMiatdsGRloh@ dfeclole tdti&einger / decoder, and to
downl oad a-directory tabl e having a D associated with the version

nunber of theFigaceilSer/ ddustrites thegrochdure for dpwrldediogdataed TI D- ext ensi on.
In a preferred enbodi ment, the downl oadi ng means is arranged to determ ne
whether 20 a version identification of a currently transmtted directory

ether . ! o e e Y .
Eigvmleo:alfi e?&?%ﬁ%xe&ﬂﬁ g.t tal televa‘?&? %ﬂﬁé@ee&h gﬂio' {s' $RWnCh Bhu PreNd Uity

ving the sa
10 television system 1000 includes a mostly conventional digital television system 2000

which uses the known MPEG-2 compression system to transmit compressed digital

signals. In more detail, MPEG-2 compressor 2002 in a broadcast centre receives a

digital signal stream (typically a stream of video signals). The compressor 2002 is

connected to a multiplexer and scrambler 2004 by linkage 2006. The multiplexer 2004

15 receives a plurality of further input signals, assembles one or more transport streams and

transmits compressed digital signals to a transmitter 2008 of the broadcast centre via

linkage 2010, which can of course take a wide variety of forms including

teiecbmmuni_cations links. The transmitter 2008 transmits electromagnetic signals via

. uplink 2012 towards a satellite transponder 2014, where they are electronically

20 _ processed and broadcast via notional downlink 2016 to earth receiver 2018,

conventionally in the form of a dish owned or rented by the end user. The signals

received by receiver 2018 are fransmitted to an integrated receiver/decoder 2020 owned

or rented by the end user and connected to the end user’s television set 2022. The

_ receiver/decoder 2020 decodes the compressed MPEG-2 signal into a television signal
_ 25  for the television set 2022. |

.+~ .. A conditional access system 3000 is connected to the multiplexer 2004 and the
PRI receiver/decoder 2020, 'and is located partly in the broadcast centre and partly in the
decoder. It enables the end user to access digital television broadcasts from one or more
. 30 broadcast suppliers. A smartcard, capable of deciphering messages relating to
commercial offers (that is, one or several television programmes sold by the broadcast

supplier), can be inserted into the receiver/decoder 2020. Using the decoder 2020 and



as the currently transmtted directory table, and if not, to abort the
downl oadi ng wb wastd4 | oader . 25 The receiver/decoder negTiBYsicher3
conprise a parallel-port and/or a serial port arranged to receive data
formatted as at |east one table. Pre¢serably, said downl oadi ng nmeans
I's arranged to downl oad a second-data | oader i ncluded in said

bitstream f or sthanedrdatherepdaser mby pinehisercoinrieroial offexs ifl @ithed D agberipiveh MOde
t he dat a. In a third aspect, the present invention provides a
transm ssi on $J HRBREBVIFY Frodg:

- 11 - means, such as a transmitter, for transmtting a

bi tstream i ncl udi ng native code conprising at | east one data | oader

for |oadi ng daim ihRtdtite r §erny e4000e s rcopnektslpitd the mulbsieRs abes ad hné he
or each data | oader; and nmeans, such as a data server, for

di vi di ng t Be aeceieriecnsen202hanst again located partlylinthe broadcast centrd ahé partlydn the
dividing the ta, assocjated wyth the or each data | oader.into a
respective pl ﬁﬁﬁef’ye%ﬁeﬁﬁﬁ% Fé\@ uf\'grtotlp%ﬁ%cﬁivg VanRpsapplications iz A mefdemmeths
Preferably, thgct cmmel 560200 system further conpri ses: nmeans

for formatting each of the nodul es of the or each data | oader as a 10
respective table, the tables of the or each data | oader having the sane

respective t atyigewe 2 shows the general architecture of the interactive television system 4000 of the

10  digital television system 1000.

For example, the interacting systern 4000 allows an end user to buy items from
on-screen catalogues, consult local news and weather maps on demand and play games
through their television set.
15
Th(é 'interactive system 4000 comprises in overview four main elements:-
< m authoring tool 4004 at the broadcast centre or elsewhere for enabling a
broadcast supplier to create, develop, debug and test applications;
. an application and data server 4006, at the broadcast centre, connected to the
20 authoring tool 4004 for enabling a broadcast supplier to prepare, authenticate
' and format applications and data for delivery to the multiplexer and scrambler
2004 for insertion into the MPEG-2 transport stream (typically the private
section thereof) to be broadcast to the end user;
. a virtual machine intending a run time engine (RTE) 4008, which is an
25 executable code installed in the receiver/decoder 2020 owned or rented by the
end user for enabling an end user to receive, authenticate, decompress, and load
applications into the working memory of the decoder 2020 for execution. The
engine 4008 also runs resident, general-purpose applications. The engine 4008
is independent of the hardware and operating system; and
30 - a modemmed back channel 4002 between the receiver/decoder 2020 and the
| application and data server 4006 to enable signals instructing the server 4006 to
insert data and applications into the MPEG-2 transport stream at the request of



I dentifi cat%ﬁsyp') and respective different table identification

ext ensi ons . extensions"); and means YOMHBONS i ng
each of the nodul es of the data associ ate ith the or each dat a

| oader as a respective table, the tables of” the nodul es of data having the
same 15 respectivgethR @sr.the tables of the data | oader nodul es associ at ed
therewith and respective different TID extensions. The
formatti ng means nay be conveniently provided by the data server. 20

The tables may have respective different TID-extensions other than a

pr edet er mi nedthe interachve telewisiopn sysigry anetates, ssiag: rapplieationss whigmsontrel thsans

f ti . i i t,ahl for. t | it
of " magut ea. hadnB el Biyer/decofl i b tiohs B cartHined e, AbRllc o &t 1
and sai d [ edeprkente®th thelngine068 a8 "rebdifcdlfilede O PModule” isCPEH: BF fEE}Bﬁ'Zc%?ﬁes

each of the nodul es a nanme of that nodule and the respective TI|]
extensi on.  and datgpd "memmsivebimel of\the weeivay/déaodehisra stomage ispace for modules.

means for ge ting a,directory table haying a predeterm ned table
i dentificat i gﬁ[’g“fesg’("yﬁﬂ”nﬁﬂa{%’efﬂ#ﬁ?%{“ groder 2020 org the MPEG-2 {rangport
version identggfebgmati ons of a 30 receiver/decoder, a respective TID

associated with that version identification. The transm ssi on system
may further conprise nmeans for including in each transmtted

10  Physical interfaces of the receiver/decoder 2020 are used for downloading data, With
reference to Figure 3, the decpder 2020 contains, for example, six downloading devices;
MPEG flow tuner 4028, scrial interface 4030, parallel interface 4032, modem 4034 and
two card readers 4036. The receiver/decoder 2020 may also include a display 4038.

15  For the purposes of this specification, an application is a piece of computer code for
. controlling high level functions of preferably the receiver/decoder 2020. For example,

when the end user positions the focus of a remote controller 2026 (as shown in more
detail in figure 4) on a button object seen on the screen of the television set 2022 and
presses the validation key, the instruction sequence associated with the button is run.

20
An interactive application proposes menus and executes commands at the request of the
end user and provides data related to the purpose of the application. Applications may
be either resident applications, that is, stored in the ROM (or FLASH or other non-
volatile memory) of the receiver/decoder 2020, or broadcast and downloaded into the

25 RAM (or FLASH) of the decoder 2020.

L ._“E;ca;nples of applications are:-
- *, . AnInitiating Application. The receiver/decoder 2020 is equipped with a resident
_ initiating application which is an adaptable collection of modules (this term
30 being defined in more detail hereunder) enabling the receiver/decoder 2020 to
be immediately operative in the MPEG-2 environment. The application provides
core features which can be modified by the broadcast supplier if required. It also
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L12- table a version identification therefor. Each of the

af or ement i o/W@ 986 nmy conveniently be provided by the dat aPSERSEOISIS 5
A fourth aspect of the present invention p vi des a conbination of a )
recei ver/ decoder as descrl bed above "attti"a transm ssion system as

descri bed above. I ft.h ect of,the resent vides a
signal conprising B’EOVPQ%?P u&ﬁré‘aqe%g nresiden gpp t}ﬁﬂsﬁﬁh ggwg]topﬁ?ﬁd&%ﬁcatlons
recei ver/ decogler, ARbha t %ﬁ% }gﬂ, he
or each data | oader e| nB W&gﬁ?ﬁl’ﬂt%o %Pglﬂ%tﬁ gﬁ(;’a?ﬂavﬂwe%p‘ﬁhci %{%%It a
associated with t hdowrﬂoadmhoﬂmsmlehtpmiﬂm beitiegredeiveridatodert 2029, Taispapplication

plurality of nodul es. the feat res of the nmethod asgﬂgt of
the invention can BES a?&pf‘ﬂ&ﬂ’%l’tﬂ@c‘étﬁ%eﬁna@%"a Pt 8 grdee i orderp ke 8

appropri at and V ;g;ﬁxcéﬁ&? aStgrtgp is do%fé % ?ﬁjtofwraﬁé tﬁérefoli]? B %%eﬁsdated

I nventi on now escri pure

reference to the aessilyDBth be cdﬁﬁgur&gsothlaﬂthehmeﬁcnve aﬁﬂlcabfdxﬁwvﬁxléble on e&dhows
the overall architecture of a digital teI evi sion syste

ure 2
shows the archit ecchannebeargbe sele ﬁwmwﬂm@%%wgdmﬂougngor aften

system of figure 1;

sche l agya erfaces
of a receiver/dec 085?10 Iﬂghﬁp‘%ﬁ? of pre?oaﬁmg, er appilcatlon 1%; aa]ﬁ(gmé?gﬁeéﬂ?%?ry
figures 1 and 2; 2024 and is activated by the startup when required.

10 - A Program Guide. The Program Guide is an interactive application which gives
full information about programming. For example, it may give information
about, say, one week’s television programmes provided on each channel of a
digital television bouquet. By depressing a key on the remote controller 2026,
the end user accesses an add-on screen, overlaid on the event shown on the
15 screen of the television set 2022. This add-on screen is a browser giving
*** information on the current and next events of each channel of the digital
"television bouquet. By depressing another key on the remote controller 2026, the
end user accesses an application which displays a list of information on events
over one week. The end user can also search and sort events with simple and

20 customised criteria. The end user can also access directly a selected channel.
. A Pay Per View application. The Pay Per View Application is an interactive
 service available on each PPV channel of the digital television bouquet in
conjunction with the conditional access system 3000. The end user can access
the application using a television guide or channel browser. Additionally, the
25 application starts automatically as soon as a PPV event is detected on the PPV
channel. The end user is then able to buy the current event either through his
daughter smartcard 3020 or via the communication server 3022 (using a modem,
- a telephone and DTMF codes, MINITEL or the like). The application may be
either resident in the ROM of the receiver/decoder 2020 or downloadable into

30 - the RAM of the receiver/decoder 2020.

R An Internet Browser application. In one example of the Imternet browser

application, instructions from the user, such as a request to view a web page



25 Figure &, 99,gh9 @ SChematic diagramof a renote controll ef‘C’i"ﬁlﬁﬂm‘l@Bt he
digital tel evi si on system Figure 5 shows

arrangenment of files within a nodul e downl paded into the
menory of an interactive receiver/decoder, Figre 6 illustrates an

i nterrel ati onshi p hatnes pafticilarURL, afe &mfe@aﬁﬁgmeqfem &htroller 2026, and these
MPEG st ream Figure 7 Il lustrates how an application my be made up

of nodul es/t abl es, argisewtrby the modemmed back channe] ﬁomofmthﬁapphp@tmmd dgga gerver
secti ons;

Figure 8 i 11 usf9% dhe appropriate weh page is they inglpdgdbinsthe %ﬁnénnsswns fomthe 9
i-lTustrates vari OUSRARERP ¢ tré““r@%)'ed'gy the Fé&@ib&ﬁ&édé@&oﬁ'@zo Gi‘a ﬁ@%g?lgk?ﬁ%ﬂ on

system Figure 1 i [udtrates paraneters field

illustrates a har dmwodderezmérapdtcbbmdmk 2016, &idgdisplaget on ﬂiel mmvrsmezo:m.

| oader directory table; and Figure 13 Il lustrates the procedure for
downl oadi ng dat a. An overview of a digital television system 1000 is

shown in figu . L 0| Vi S t | |y
convent | onal Appjieaiblf e kbt 1 mébi) 35 88n 4| HE 1B BEOHEL D030 i
MPEG- 2 conpr eﬁ tezBntsy a¢ Reviroe filesnThe tesowop fikseompeise ptaphic object dsesmpdxcﬁt udin
nore detail EG 2 conpressor 2002 in a broadcast centre _receives

digital signafilesivyasiahies satfijespinstrpetion ssquepce Sdess applisation ﬁbﬁén%%f%sor
2002 is connected to a nultiplexer and scranbler 2004 by |inkage 2006.
The rrultlbq exer 2004 15 receives a plurality of further input signals,

assenbl es oneTké grphi dbfert deRfiptic iifefifes @Bdtribe the screens, the man-machine interface
of the application. The variables block unit files describe the data structures handled by
the application. The instruction sequence files describe the processing operations of the
applications. The application files provide the entry points for the applications.

15

The applications constituted in this way can use data files, such as icon library files,
image files, character font files, colour table files and ASCII text files. An interactive
ai:plication can also obtain on-line data by effecting inputs and/or outputs.

20 The éngine 4008 only loads into its memory those resource files it needs at a given

| time. These resource files are read from the graphic object description unit files,
instruction sequence files and application files; variables block unit files are stored in
memory following a call to a procedure for loading modules and remain locked there
until a specific call to a procedure for unloading modules is made.

25 -

_ With._reference to Figure 5, 2 module 4010, such as a tele-shopping module, is a set of

resource files and data comprising the following:

a single application file 4012;

~an undetermined number of graphic object description unit files 4014;

broo g

;0 - an undetermined number of variables block unit files 4016;
an undetermined number of instruction sequence files 4018; and

where appropriate, data files 4020 such as icon Library files, image files,
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t he recei ver/ decoder 2020,  and is |located partly in the broadcast
centre and pardérytoibe dgvenloaded intocthe RAMI af thaaletater 2020 enly wher neededbyche
digital television broadcasts fromone or nore 30 broadcast suppliers. A
smartcard, c&PaS-of deci phering nessages relating to comer ci al
offers (that is, one or several television progranmes sold by the broadcast
supplier), can be inserted into the receiver/decoder 2020. Using the

decoder 2020 Iartite case of MPEG flow, one module 4010 is transported in one single MPEG tabke:
smartcard, the end us rl%&%ie purchase com*rerc al offers in either a

subscri pthtn Ipgbrcase o W@é} tuner 4028, the longMBEGr2 forgptt em
38(2)8 aﬁfgg;ﬁg%ﬁ&a&g{%m&dﬁy | n&@hgégr oa cas cer??s%e a%@%&ﬁ%‘ﬂ%ﬁﬂ@?ﬁﬁ?r
interfaces (serial interface 4030, parallel interface 4032, modem 4034 and two card
readers 4036), except that the "short" MPEG-2 format with a shorter header and no
CRC is used.
IS
Reféfring in particular to figure 6, as is known, the MPEG-2 bitstream includes a
programme access table ("PAT") 10 having a packet identification ("PID") of 0. The
PAT contains references to the PIDs of the programme map tables ("PMTs") 12 of a
number of programmes. Each PMT contains a reference to the PIDs of the streams of
20 the audio MPEG tables 14 and video MPEG tables 16 for that programme. A packet
having a PID of zero, that is the programme access table 10, provides the entry point
for all MPEG access.

In order to download applications and data for them, two new stream types are defined,
25  and the relevant PMT also contains references to the PIDs of the streams of application
" MPEG tables 18 (or sections of them) and data MPEG tables 20 (or sections of them).

Referring to figure 7, in order to download an application 22, the application is divided
into modules 24 each formed by an MPEG table, some of which are made up by a
30 single section 18, and others of which may be made up by a plurality of sections 18.
A typical section 18 has a header 26, which includes a one-byte table identification
("TID") 28, the section number 30 of that section in the table, the total number 32 of
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and the f irst byteag® s zemd.i dnléh&tdagmtmriﬂebegﬁ&ﬁ axmﬁﬁ‘seabfeyma:aj}ydiatween

instructing the server 4006 {0 . inserf data, an Ilcatlo
into the wpee@apﬁiéaipﬁﬁs@%@{ ﬁtséiﬁtahmhgh? 4015 proauled wSBE the Enown
signature generating process on the data 42. Dummy data 52 is inserted between the

15 first byte and the signature 50 and the block is encrypted using a known ehcryption
process and the private key to which the key identification 44 corresponds.

If a plurality of MPEG tables are to be authenticated, then a directory listing the names
of the tables and the signatures of those tables is included in the carrier signal. In the
20 case of MPEG flow, this directory is transported in one single MPEG table, typically
having a TID extension 34 of zero. The directory table is authenticated with the
mechanism described above. Once the directory has been downloaded from the carrier
signal it is possible for the application to download one or more of the MPEG tables
_ listed in the directory.
25
- The operation of the receiver/decoder 2020 in dealing with signatures and decryption
B dunng downloading of an application will now be described. Referring to figure 9, the
. feceiverldecoder 2020 includes EEPROM 68, FLASH 69, ROM 70 and RAM 72. The
. Eifz"I_’ROM 68 includes a protected region 74 which is used by the virtual machine, and

where only the virtual machine (and not a normal application) can write. The protected
region 74 includes a key validation bitmap 76 of 16 or 256 bits, and an offset bitmap
80 of 32 bits. The ROM 70 includes, in one embodiment, sixteen public keys 82, in
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-

selected public key and a known decryption process are then used to decrypt the

15 - encrypted block 46 in the directory table 40 to produce a decrypted block. The offset

contained in the offset bitmap 80 in the protected memory 74 is looked up, or, if more

than one offset bit is set, each offset bit is looked up in turn, and sixteen bytes of data

are extracted from the decrypted bldck starting with the looked-up offset. For the or

-each looked-up offset, the 16 bytes are treated as the signature transmitted with the

20 directory table 40. The signature of the entries in the directory 42 of the directory table

40 is calculated using the known MDS5 process, and this calculated signature is

compared with the signature extracted from the decrypted block. If the two signatures

for the or each looked-up offset do not match, then further downloading of the

application is aborted. However, if one of the signatures matches, then downloading of

25 the modules specified in the directory 42 can proceed. As mentioned above, in order to

download a particular module, the TID extension for that module is obtained from the

- directory 42, and the MPEG table 24 or sections 18 with the same TID as the directory

table and with the obtained TID extension is downloaded. Once the module MPEG table

" has been downloaded, the receiver/decoder 2020 calculates the signature of the

' 30 downloaded table using the known MD5 process and then compares that calculated

' signature with the signature contained in the directory entry. If the signatures match,
then the module is accepted, but if they do not match, then the module is rejected.
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event shown on the 15 screen of the television set 2022. Thi s add-on
screen is a brouserofitheibariware of the receiver/decoder 2020 and software stored therein.

15 Writing/updating of software stored in the receiver/decoder may be performed:

. at the request of the user of the receiver/decoder 2020;
. at the request of an application stored in the receiver/decoder 2020; or
. if the software previously stored in the receiver/decoder 2020 (referred to as

"resident" software) has become corrupted.
20
To determine whether resident software has become corrupted, software written by the
manufacturer of the receiver/decoder 2020 and stored therein calculates a checksum on
the resident sofiware data and compares this to a checksum written in the resident
software. If the two values of the checksum are not equal, the resident software has

25 - become corrupted.

The FLASH memory 69 and EEPROM 68 of the receiver/decoder 2020 contain
parameters which enable the Bootstrap loader 100 to download a loader in the form of
.. native code from tﬁe bitstream. Parameters may be stored in the Bootstrap loader 100 -
30 | itself, that is, in FLASH memory 69, or in EEPROM 68. Examples of parameters
which may be stored in the FLASH memory 69 include:
. the frequency to which the transponder 2014 is tuned;
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15 - parameters which enable a report on a writing/updating to be compiled.

These parameters are stored in respective parameter fields in the FLASH memory 69

- or EEPROM 68. With reference to Figure 10, each parameter field 400 includes a

length 402, a reserved byte 404, a set of parameters 406 and a Longitudinal Redundancy

20 Code (LRC) checksum 408. The checksum comprises CRL 410, which is an exclusive-

OR of the preceding bytes of the parameter field 400, and NCRL 412, which is the 1°s

complement of the CRL 410. If an application stored in the receiver/decoder 2020

wishes to update the parameters stored in a parameter field, for example, to update a

PID, it calculates an LRC checksum for the field and compares that with the LRC

25 checksum 410 stored in the field. If the two values match, then updating of the
parameter field is enabled; if not, thie updating of the parameter field is aborted.

i ..+ The'MPEG bitstream including the data to be downloaded into the receiver/decoder
. ¢ *"2020carries native code, at least part of which includes an additional loader, referred
30 to as an "Instream” loader. The Bootstrap loader 100 downloads the Instream loader
from the MPEG bitstream into RAM 72 of the receiver/decoder 2020, and it is this
Instream loader which downloads the data from the MPEG bitstream, for example, in
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15
The various MPEG tables included in the MPEG bitstream which allow a
receiver/decoder 2020 to locate and download the required software will now be

described with reference to Figures 11 and 12.

20 The MPEG bitstream includes at least one hardware directory table 200 and a plurality
of loader directories 300.

A hardwére directory table 200 enables the Bootstrap loader 100 to locate the correct
versions of the Instream loader and the software to be downloaded for a number of
25 different versions of the receiver/decoder 2020. With reference to Figure 11, a
~ bhardware directory table 200 includes a TID 202 of DO and a TID extension 204 of
.0000, which values are previously stored in the EEPROM 68 of the receiver/decoder
2020 to enable, for example, the Bootstrap loader 100 to locate and download the
»;+ . hardware dlrectory table 200.
,30.
. The hardware directory table 200 includes:
a version number, HVERSION 206, of the hardware directory 200. The version
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|nterface 403@’“%& 4034 and two card readers 4036), except that the

“short" MBEG 2 forgggamg&sﬁn%@%é%mqmgﬁnom 200 CRC is used. 15

Referring 1n particular to figure 6, as Is "the MPEG 2 bitstream
i ncl udes a pr ogr aneidentifasHVDZ O, (dfl%%i’s)loxlﬁuimban ofsuah paeéeiver/decoder
identification ("PID") of 0. The PAT contains references to the PIDs
of the progr smap tables ("PMIs") 12 of a nunber of programres.

Each PMI contains a refgre ?{)@g r . hO
MPEG t abl es 14 and vi de&(;llél\lgggzgab es %bliu %poﬁ?gﬁn%g&dipp%%ﬁ@pﬁ%b
havi ng a Pl D gfocistedwithithat HYNI210, thedgstesartloadaemd thakifovdd to be dywhlvadddye
entry point for all MPEG access. In order to downl oad

appl i catiths and data faredundsnt bylgo RES\2r eam t ypes are def i ned, 25 and
e relevant PMT 5o ooN Ak sFheSEETFON LElfFid oRP Lol bR .
20 (or secti aped Fbr tHeqodder directory 300 associated with that HVN 210;
a value, TIME_OUT 218, of the time-out for the loading of the loader
directory 300 associated with the HVN 210; and'
15 the value, SGN_SIGN 220, of the signature of the loader ‘directory
associate with the HVN 210;
: an identification, KEY 222, of the private key used for the authentication of the

hardware directory 200; and
a ciphered area, CIPH_AREA 224, containing the signature SIGN_H 226 of the
20 - hardware directory 200, the signature being offset from the beginning of the
CIPH_AREA 224 by a signature offset SGN_OFFSET 228.

The HVN 210 of thé receiver/decoder is 4 bytes in length. One byte is reserved for
future use, two bytes incluéle a code for the version number of the hardware in the
25 receiver/decoder, and one byte includes a code for the manufacturer of the
receiver/decoder. This enables the Bootstrap loader to download the version of the

Iristream loader which is compatible with the hardware platform of the receiver/decoder.

Having downloaded the hardware directory table 200, the Bootstrap loader 100 searches
30 the table 200 for an entry corresponding with the HVN 210 of the receiver/decoder
2020. If a match does not occur, the downloading is aborted. If a match occurs, the
Bootstrap loader 100 identifies from the table 200 the TID 212 that has been assigned



Referring t@ofdofgsa 7, in order to download an application 2ZcriiBes/o1613
application is divi ded I nt o nodul es 24 each forned by an MPEG t abl e,
some of which are made up by a 30 single_sgction 18, and others of which _
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a header 26, tyiHeLldadlércdited &??@oo RSsobMied WiltptRe BTYRiio d»fCtﬁ& k'&@wer/decoﬁefr 2620,

28, the section nunber 30 that section in the table, the total nunber 32
of the Instream loader and the software to be downloaded. - 19- sections
in that table and a two-byte TID extension 34. Each section also includes a
dat a part 36 and a CRC 38. For a particular nodule/table 24, all of

the sections ' : h t e
same TID ext e‘ﬁglllg‘g& gﬁ?eﬁ%rF xg;if Qaltrzt géccll}l 1§$&éf- d%r%cﬂ%%??%gﬁogi% 2‘5&5 of t%ﬁb
t abl es 24 smalgfile teeivendecudpt zmmmdasz have the sane TID 28, 5 but

different respective Tl D extensions. he aut hent I cation of an MPEG
table will now be a¥ersionFuENBer; IqVEBSé%Irﬁ,@ pﬁﬂm leader directory 306 lheavsraiono

i ncl udes data_ 4 t er 26

extension 34 né‘ﬁrg’ gé%/ glcge%%&/?%ﬁ%é E’e@eqf 81? &Iétﬂ} J:o'ﬁﬁeﬁgﬁ@eq%ﬁieghd&ecgﬁa
46. The key 1@o;identification 44 conprises a 1-byte identification of a
parti cul ar prlvate key to be used to encrypt the bl ock. The cipher

area 46 conprises thcmr,@iLQQ4b9ﬁM§’F&taBE§@ft alstrcam lpadest byte 48 is

o and 3110y1 0¥ af by vemen prtber OVERSTHO€ dedhe RS i@ o ccoa usi ng the

known MD5 S| GHe nithdbe EWBGQ'&ME@P&%&S%@ thed ot td+H8e dBWRIBAdEML @ 52

is i'nserted between the 1 first byte and the signature 50 and the bl ock
is encrypted usi nghevbmnmberyﬁvmts 310, of pheosadfwara talbe dewploaded,e key to

which the key ident! ] SOMEEG tible SPIHeTRBORSS loader:
| the identification, SEG_ID 312 of that MPEG table;
15 the TID extensioﬂ, TID_EXT 314, of that MPEG table;
' """ two redundant bytes, RES 316;
o . a maximum size, SECTION_LEN 318, of an MPEG section of that
'MPEG table;
| a value, TIME_OUT 320, of the time-out for the loading of that MPEG

20 table; _and
| the value, SGN_SIGN 322, of the signature of that MPEG table;
for each MPEG table of the software:
the identification, SEG_ID 324 of that MPEG table;
the TID extension, TID_EXT 326, of that MPEG table;

25 o | two redundant bytes, RES 328;

" a maximum size, SECTION LEN 330, of an MPEG section of that
MPEG table;

R value, TIME_OUT 332, of the time-out for the loading of that MPEG

oo Bleamd

30 -' ,. _ the value, SIGN_SIGN 334, of the signature of that MPEG table;

an idéntiﬁcation, KEY 336, of the private key used for the authentication of the
loader directory 300; and |



If a plurality of MPEG tables are to be authenticated, then a director

listing the WA¥8724  of the tables and the signatures of tHhSSEBISPIY g
included in the carrier signal. In the 20 case of MPEG flow, this )
directory is transported in one single MPB& table, typically havi ng a

TED extension 34 of zero. ‘The directory table js atgt henticated with the
mechani sm descri be#RBered aredn Iﬁh‘gﬁﬁﬁr% sontaiping the signatmPIsENida34% othe he

carrier Si A EIIE&]HT rm&f ' ' I 9&& r
nore of the W@%e};{gg%@%«f% e e?’ﬁl e%?ﬁé%‘t@%??ﬁﬂéﬁg%?w%e a‘%i on
of the recei viyg sieaQiimatuzd 30set SGNaOFRSEMI4D, si gnatures and decryption
during downl oadi ng of an application will now be described. Referring to

figure 9, the recei ver/ decoder 2020 i ncl udes BEPROM 68, FLASH 69, ROM

70 d RAM 7 Th EPROM 68. i | ud . d.. i 74 ich i
ieq by b GPHRE oo RdalEi & SRRt is SOmpRE ooy BBt ity Tk obhefl el 45
not a nornmel @eRIitERNIPIAnE BFocedsl fR exdhflePWRbEBE! B step wasrsﬁweggfuﬂﬁcdn&méwdgg

a key validation bitmap 76 0f 16 or 256 bits, and an offset bitnap
of 32 bits. Téren®OMo7that s stepsat whichnwritimphgdating mayi kaveefailsdxhay beelater 82,
in vy e ) . - 20 - whi ch
case a 16- bi tidgmified For.xegpletheggportinglidessyed, and in anot her enbodi ment
256 publ Tc Keifs FVERSRORT AN NE nardivald Lirf@ry R, dat ! on bl timap | 5

y

enpl oyed. The public keys are 1dentifie hei f physical |ocations
in the ROM 70, or ifhayeroahanbéonrred iduving therocessingiof theishedwans divettonk2Q0, an
tabl e, whereby a particular key identification wil| yield the 5

cor r espondi ngngisalior Olfet?? YRR %W%S‘lebgnas%""ﬁ?ns?%ﬂ@ Mlﬁ,fﬁﬁﬂ?lﬁr%f they
84. Wﬁ?a%%@ﬂreacﬁ@c{&?tzbg% WhidlCthBerieWabaaded, firstly the directory

t abl e havi ng
the LVERSION 302 of the loader directory;
if an error has occurred during the processing of the loader directory 300, an
15 indication of the type of error and the TID extension of the MPEG table of the loader

directory 300 at which the error occurred; and

if an error has occurred during the processing of the Instream loader, an

indication of the type of error and the TID extension of the MPEG table of the Instream
loadér at which the error occurred; and

20 if an error has occurred during the processing of the software, an indication of

the type of error and the TID extension of the MPEG table of the software at which the

error occurred.

The report also includes the reason as to why writing/updating was performed, for
25 example, at the request of an application, the number of sofiware inconsistencies

" detected and the number of upgrade failures.

When updating resident software with software present in the MPEG bitstream at the
request of an application, the receiver/decoder 2020 is arranged to combare the SVERS

30 * 310 of the software identified in the freshly downloaded loader directory table 300 with

“ ‘fhe version number of the resident software. If the SVERS 310 is later, then the
modules associated with the resident software are erased from the FLASH memory 69



pr édet ermin r that application and a TID extension ofp 813
downl oaded. %EIR-/{‘O key identification 44 is then extracted férlg'fnl’zl9 /Rﬁ;

directory table and a check is rade of 1097t.he key validation bitmap 76 in

the protected nmenory 74 that the bit corresponding to the extracted
key ‘i dentifi Galiind rtdtules oFahe uﬂ:éatéé sdfﬁwaﬁ‘é’tare 46Wlohdud! 4RI meayeq 0adi ng of the
application is aborted. However, if the appropriate key is set, then a
public key 82 is sel ected fromthe ROM 70 correspondi ng to the

Ot o ST b 0 o s SRS BEAS  SliE ebARY,

the director eP

cont ai ned in@%é?%esftset | BPﬂUggce %ﬁg{o\ﬂg E?keog n%ﬁ??ﬁtﬂiaﬁgoff lljp,
or, if norse example)dre fone fol’lé\sﬁg thessages as@kpecfﬁsd}nnoef paratnetertfield sﬂoﬂaﬂ(ﬂﬂthap
in turn, and sixteen bytes of data are extracted fromthe decrypted

bl ock starti Fd-ASHrmemery Q%R@ﬂiﬂl}‘sc%‘qu@é@dq:@p @he or each | ooked- up

of fset, the 16 byt " a ] t h,

directory tabl e 403’ e s%%%’?’ga%?tt"{l%@%{ t s&lﬁr%[n%ﬁ%ﬂc?fg efﬂ?%{n l%prﬁ t he
directory table gtate4Baf &, Stothe wbqieStiCofUsi fplicheodsnown MD5 process, and this
cal cul ated signature is conpared with the signature extracted fromthe

decrypted bl ock. 14 "Nmmmessaggamdm@ng that updﬂtmg hé praceeding in a8 dRativel] state,
of fset dq . not matc n fur her a pplication is
aborted. Yowever, t‘8’n SRS 8%5“895&“?& f’ﬂ%ﬁptﬁgvml oadi ng of 25
the nodul es speci f4 90D nidiagd hﬁf&aﬁﬁyﬁﬁgﬂﬁ%ﬂt&ﬁ%ﬁhaﬁo PERHab RS PertBAME

in order to downl'oad a particular module, the TID extension for that
nodul e i s obt ai nedhé muitinghpdating betansedt isrunakiie to mmmmmnwn@mmrs

bt ai nod %?Dwgi?etn@ﬁcai%”@ e hichase BIREG e S0abie e of the B

P

been downl oaded, hE QEBE gﬁﬂa I b f the
30 downl-oaded tab e u3| nth 1'(s)ékno ﬂ%@@e@gkg&% hene%cdcgl?}{]pgtrneqs%tnaat
calcul atek = an“BRRE" mestegehindidating tthateancemeraiothed than tHose épecd&&dowyth

T o kT S b B e Bl ok ST ™
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As an alternative to static messages, messages in the form of an animated cartoon may
be displayed on the receiver/decoder.
20
o The steps in, for example, the updating of resident software will now be described with
reference to Figure 13.

In step S101, software stored in the receiver/decoder checks the integrity of any resident
_-25 software by performing the checksum calculation and comparing the result of that
calculatxon with the value of the checksum stored in the resident software. If the two
valu&s are different, then updating continues in the native state; if the two values are the
same; or if no resident software is located, then updating continues in the normal state.
: 30 In thxs native state, it is then determined whether a previous update request is still
o pending in step S102. If such an update request from an application is pending, that

request is erased in step S103 and step S102 is repeated. If no such update request is



Al'l of the nodul es of the application can thus be downl oaded in the nanner
specified w0984, and the application can be run by the r &&EEMBENEEcoder
2020. The downl oadi ng of data into the receiver/decoder 2020 will now
be described in more 5 detail with refe28nce to Figures 9 to 13.

The receiver/decoder 2020 i ncl udes | oader 100, referred to_as a "Bootstrap”
| oader 100, still pepgingn thesrenad @1 the praviony updating.ip ceaged I stem §494 apgd mitialised

downl oadi ng sof t war.e, . f ) '

cngi ne 4008 Iharaspep obfehed the logeind iR piile: THNAAA lods e Kol KFihe
storage in t'%gd gDt &9 totepldie cofapicd abfidagoder 2020. The
Bootstrap | oader 100 1s stored in the FLASH nenory 69 of the

recei ver/ decoder 2020 and typically is not erasable therefrom The

Bootstrap | o r 100 | .0 t he . ont r @l _of the har r f
the. recel der Eadeuits ssgooidd die MATEY, iSiage dy el e ASpIa) 4018 oF e
Witi ng/updatr'b(ggvég,fdegéﬁgr\g@ggiﬁ%ggjog_n the receiver/decoder may be

per f or med: . at the request of the user of the receiver/decoder

2020; . at the request of an application stored in the
recei ver/ decqder 2020; .or . Jf-the software preyiQus S ed. [ n
t he recei ver/IHé@BéelﬁgQ@(ngﬁP@EthlBﬂé%Pammeterggld“ wég%wmé%m e)
has become ¢ | T ttﬁﬁiﬁ% £ p%?irﬁ &
become corrup éeﬂ’c’, s?fﬁﬁ%ecﬁq't?feﬁﬁbyt %%&E%a%llﬂoaﬁg?g? 0 téfg%r ot
recei ver /idec aid€ined, RO dispdays4@38id dahssdeiondispiby theaOSO mesdage kad thenpdating ik he
resi dent software_data and conpares this to a checksumwitten in the

resi dent abgedware. |If the two val ues of the checksum are not equal ,
the resident software has 25 becone corrupted. The FLASH nenory 69
and EEPROM 68 of the receiver/decoder 2020 contain

. If these parameters are defined in the parameter field, the updating proceeds to step

S107, in which the Bootstrap loader 100 tunes the MPEG tuner 4028 to the transponder
15 2014 in accordance with the parameters stored in the parameter fields. If the tuning
fails, the updating is aborted and the ERRL message is displayed.

If the tuning is successful, the Bootstrap loader 100 downloads and authenticates the
hardware directory 200 in step S108. If the hardware directory 200 is not downloaded

20 before the time-out is reached, or if the hardware directory 200 is not authenticated (as
an error has occurred during the downioading), the updating is aborted and the ERRL
message displayed.

If downloading and authentication are successful, the Bootstrap loader 100 searches for

25 an HVN 210 corresponding to the version number of the receivetr/decoder 2020, as

" defined in a parameters field. If such an HVN is not located, the updating is aborted
“and the BRRL message displayed. ‘

If such an entry is located, the Bootstrap loader 100 reads the TID 212 of the MPEG
‘?-30 " tables used for the loader directory 300 associated with that HVN 210, the Instream
loader and the software to be downloaded and, in step S109, downloads and
authenticates the correct loader directory 300. If the loader directory 300 is not



par anmet ers V\:hl ﬁ@?bl e the Bootstrap | oader 100 to downl oad a | oade

the form of WO1§Z8i e code fromthe bitstream Paraneters rrﬁ'§5Tﬂ§9¥Q18’r3ed
in the Bootstrap | oader 100 30 itself, j{jﬁt is, in FLASH nenory 69, or in
EEPROM 68. Exanpl es of paraneters may be stor ed in the FLASH

Imzr?lrj%egg | ncliidfioaded before the timb bt 5" r‘é‘&‘ﬁ@ﬁ'c&{- it t%evl\had%r dlrec o1'tyr1§sle 15 {ma%g 4
various char agdsedr sfrorchas)bc&hfedsmﬁﬁ@ th%%dﬂﬁ]l@ﬁﬁ%ukl@é f txbeaborted and the
recei ver/ decoder D upon whi ch
software i s t BRBL me&ﬁagmdw&eaed . a set of publ ic keys (preferably
three keys) to be used during authentication; 5 a time-out for
the |l oading of directory tables fromthe MPEG bi tstream t he

version nugbeys &Hwﬂlbﬂhﬁg’ Bh hﬁtﬁ@nﬂcﬁﬁ&? arel{idees8fi] the ootstrap loditer 'y?(?%@nloads

"checksun' paraneter used to check the integrity of resi ent S
the val ue of theilnbiréam hhaderfiomehe PR bitstreant mtd ﬂnleétAM 72 tfethe receiver/decoder

i /d 0 f t t d
| hthe EEPROVIGAD e §H18h Trife Sastispeloaders noh downlondagh phioea i pmeost &t
in the recei Vf‘erak Q‘E"?fﬂlg(gﬁﬁ{ ggln%h&geis not authertic ?,tgd éﬂ L& o PR RCLSLd at L &

of the signal é denod the receiver oder

and 15 ﬂnadmoahmg)meamdaﬁﬂ@iseamﬂeematmonmwneasagemp&%d ng to be
conpi | ed. These paraneters are stored in respective paraneter

fields inl®he FLASH menory 69
If the Instream loader is successfully loaded and authenticated, the Instream loader is

executed in step S111 and, in step S112, the corrupted portion of the resident software
is erased and the segments of the soﬁae to be downloaded are downloaded by the
Instream loader, authenticated and written in the appropriate address location in FLASH

.15 memory 69, If the software is not downloaded before the time-out is reached; or if the
séﬁware is not authenticated (as an error has occurred during the downloading) or if an
error occurs during the writing of the software into the FLASH memory 69, the
updating is aborted and the ERRL message displayed.

20 If the resident software is successfully updated, the writing of the report is stopped in
step S113 and the receiver/decoder 2020 reset to enable a further updating to be

commenced,

In any steps at which the updating is aborted, the step may alternatively be reperformed
25 a prescribed number of times until successfully completed or until a time-out for
performing that step is reached.
IO 5
If updatmg 1s to proceed in the normal state, the Bootstrap loader 100 determines in step
S201 whether an update request from an application is already pending. If not, the
30 updatmg continues as normal. If there is already a pending update request, then the

pending request is processed first.



or EEPROM 68. Wth reference to Figure 10, each paraneter field 400

I ncl udes a WO9YBBAgt h 402, a reserved byte 404, a set of parPamEB®sre261306
and a Longi tudi nal Redundancy 20 Code (LRC) checksum 408. The checksum
conprises CRL 410, which is an exclusive--30- OR of the preceding bytes
of the paraneter field 400, and NCRL 412, which is the |I's conpl enent
of the CRL 41@he reposhofiihs prexious wpdatingdd erased lire step 8202 emddritiatissd iA0GGer to

wi shes to update_the paramnmeter tored.in araneter field, for_ exanple,
to update a °°mmef5?ﬁ3§1°| ?’g@é‘gc‘fﬁ tE{Se}gJ%g’ﬁlpg: R%hg H@ﬂ?&fﬂgﬁfﬂ& reagen fordhe) updeing
conpar es that radubdt, fre: e2at $af ' kel d.. t wo
val ues mat ch, 1-t en updgthﬁ% ofthteﬁé(;q%gt %g?lg%g?ﬁé?aﬂfd[bgpgﬁgéﬁrgn(gﬁoé%tﬁa??m
not, the updasélegjedby tthe applicatien.er field i s aborted. The MPEG bitstream

including Lhe data to be downl oaded into the receiver/decoder 2020
carries native code, at l|least part of which includes an additional | oader,

f d 30 te; v . . Q0,.d d
Che | net raam Fo g deth{@ 3 bich SH0E wn gl PREGTor MaceRREGrsd o e ELASR™S
recei ver/ decotiemo2p26) afhthe trededverklespder 2020) NSET @RI hoRE&s: Wisthedgunirads

the data fromthe EG bitstream for, exangl e, in .
- 23 - reseier deceden dhiscdaterminedsingwen S204 whather the Resident Toaders bist beene

downl oaded in : ey f.the receiver/decoder .20 y
al so contain éjgﬁiclg{aé edrﬂréig#l err edé/ c{nggg@ %°m§8§|w arefl i rf.ecefmféi%?@aeaém&a
shoul d_at 10 eapfithe Residbist 1aite ha®beekOuidd tdn thi Miﬂ&ﬁ%ﬁe?ﬁexﬁ&%k%ﬁ% ol
the MPEG bitstream and_ nay of fer other features, such as up zgtes
from.l ocal posteps indhejupdafing|presgss thet would nommally be carriedaondiby thieBeotstrart loeddyPEG
bitstreamto 'P6‘0 decoded. The Resident | oader is |oaded from

If the Resident loader is not present, or has not been executed, then the Bootstrap loader

15 100 is used. It is also possible for the software stored in the receiver/decoder 2020 to
force the Bootstrap loader 100 to continue the updating process even if a Resident
loader is stored in the FLASH memory 69.

The LOAD message is displayed on the display 4038 of the receiver/decoder 2020 in
20  step S205.

In step S206, the parameters stored in the parameter fields of the EEPROM and FLASH

memory 69 are checked. If the tuning parameters and/or the PID parameter are not

defined, the display 4038 is caused to display the OOO message and the updating is
25 aborted.

If these parameters are defined in the parameter field, the updating proceeds to step

$207, in which the Bootstrap or Resident loader tunes the tuner 4028 to the transponder

2014 in accordance with the parameters stored in the parameter fields. If the tuning
30 fails, the updating is aborted and the ERRL message is displayed.

If the tuning is successful, the Bootstrap or Resident loader downloads and authenticates



t he bi tstre%}’a@n&% request of an application, for exanple, nﬁbg)gdﬁr

t he | oader i ch perforns the domnloadlng of the Instrea
for loading data fromthe 10 bitstream _For exanple, if WW|t|ng/updat|ng
i s.-requested by an application stored in"the recei ver/ decoder 2020

dth f Resi I ' .
Cad 1o port dhmeR SRR 20 SR HE 3 PEgi RS \RRRSh. 2o lsche
the time dow en@dfbefdt@&ﬁtm@eﬁﬁlwaaxédnlﬁtﬂ@h&awevcﬁfdcmg@h%% autﬁéndc%at

part of the | oader is in the formof native code.
The various N&¥Eah eabt has ocvnired ddring thehdoviidbaditg)t et dmndnwglomramdptmwsalected

recei ver/decoder 2020 to |l ocate and downl oad the r oftware wi]l now
be rmeéaplsﬁapﬁnrr%%ﬁ%@eﬂlag }feassuf&esaﬁlg éﬂtmgsﬁ eeneaErIafrpt

bitstre:
i ML 8D, RSO AOSSSION M AN s
tabl e 200 enghljabe HRRIBewdssdgealisplogder 100 to locate the correct

versions of the Instream | oader and the software to be downl oaded for a
nunber of 25 different verS|ons of the recei verl decoder 2020 Wth

65 o 50 andt il snnon RPN RS adlob Bl ot e Aufi GRLAAS) BT O
previously stgppReation, HeBE&EIRIVbOReHdert Gade £ SQIMRE/FILROBRIN 210 corrgs%gﬁdﬁlg

enabl e, for exgrrpl e, the Bootstrap |oader 100 to | ocate and downl oad the
har dwar e 1di r dotthe yersiti purbe. of thggeceiver/detider RA2Q)vasrdefiied dt & qrayameddrk diekDO

h??gg? gfy oodf spgb %mnls ngt Porc]:atgg n‘%aer hp%lésiso\{)o%g:g %f eh%Rl%ir gnvggaege
displayed.

If such an entry is located, the Bootstrap or Resident loader reads the TID 212 of the
15 MPEG tables used for the loader directory 300 associated with that HVN 210, the
Instream loader and the software to be downloaded and, in step S209, downloads and

authenticates the correct loader directory 300.

, If the loader directory 300-is not downloaded before the time-out is reached, if the

20 .' loadef directory is not authenticated (as an error has occurred during the downloading),
or, depending on an option selected by the application requesting the updating, if a
successful updating has been carried out using a loader directory having the same
LVERS 306, the updating is aborted and the ERRL message displayed.

25 If downloading and authentication are successful and the updating is enabled by the
application, the Bootstrap loader 100 downloads the Instream loader from the MPEG
: _bltstream into the RAM 72 of the receiver/decoder 2020 in step S210. If the Instream

v TRsdgd

) ,loader is not downloaded before the time-out is reached, or if the Instream loader is not

S authenncated (as an error has occurred during the downloading), the updating is aborted
30 ax_ld the ERRL message displayed.

If the Instream loader is successfully loaded and authenticated, the Instream loader is



- 24 - nunber is increased each tine there is a change in the content
of the har dwepes/B7Rect ory 200; t he nunber, NeCPRIS/0Lf3

| nstreaxn | oader descriptions contained in the hardware directory
200; 5 for each version of the recd ver/decoder 2020:

an identifier, HYN 210, of "a version nunber of such a receiver/decoder
2020; executed in step tS2d1Tad, 34 tepf S210%; KEEGrdio Intimbes SVERS 1beof drder
directory 300 assocjated wth that HYN 210, the |Instream | oader and
the software saftwasedm ks VERFLG) bitstrpam is compared to that of the gesidesbsofbyme, RES
214; a maxi mum si ze, SECTI ONLEN 216, of a section of
the MPEG tabl e used for the | oader directory 300 associated with that
HVN 210; If the version numbefs Wi the, safdeMEkd wrdikg, oPthe! SfrdrdEn@Uihe! LASHE

| oadi ng of the | oader directory 300 associated with the HVN 210; and
15 5 memory 6% is natipgEfornsmNadthe apdication wpdatesteguest isrezased. Ifithe ersider
directory SOoCi ak.e. W t he. 0; . an identification,
KB 929, Yo HERRS gis wetptHod B AR s s e cane the Sgeiof the SSfwate
har dwar e di r egf g JowRiBadédte downloaded by thd IRk RAd& SatherdtlRaRRA »%?%en in
containing the signature SIGN H 226 of” the 20 ardware directory 200, the

si gnat ur e bei thg EfASEtmémory ¢hin dtemBSAH.ng of the Cl PHAREA 224 by a
signature of fset SGNOFFSET 228. The HVN 210 of the receiver/decoder
is 4 bytes in length. One byte is reserved for future use, two bytes

i ncl ude algogget%?rsgﬁﬂgrevﬁrr@it BOwWRISHIST beébre! HE gg&;—%}ﬁq% Eeaicﬂe& ¢ iffhe software I8 o

recei ver/ dec one byte 1 ncludes a co e nmanufacturer o
r ecei ver/ decontrauthEhtisated dslar errbhikasBeoiséd dupingahel dowihloadiagdrdsien eler oceasi on

of the I nstream | gader _which is _conpatible with the hardware platform
of the recei V@I;E%@deg?t?ng of the software into the FLASH memory 69, the updating i.E aborted
: and the ERRL message displayed. '

15 If the resident software is successfully updated, the writing of the report is stopped in
s't'e'p'8214, the pending update request is erased and the receiver/decoder 2020 reset to

enable a further updating to be commenced.

As in the native state, in any steps at which the updating is aborted, the step may
20  alternatively be reperformed until successfully completed.

It will be understood that the present invention has been described above purely by way

of example, and modifications of detail can be made within the scope of the invention.

25 [Each feature disclosed in the descripﬁon, and (wheré appropriate) the claims and
~ drawings may be provided independently or in any appropriate combination. In the
aforementioned preferred embodiments, certain features of the present invention have
e implemented using computer software. However, it will of course be clear to the
“skifled man that any of these features may be implemented using hardware.
30 Furthermore, it will be readily understood that the functions performeci by the hardware,

the computer software, and such like are performed on or using electrical and like

signals.



Havi ng downl oag /?sﬁébe hardware directory table 200, the Boot s{,#ﬂéhgllg@iﬂgrlo )

100 sear ched¥4¢> table 200 for an entry corresponding with

of the receiver/decoder 2020. If a rm.jtch does not occur, the

downl oading is aborted. If . a match occurs, X ne Bootstrap | oader 100
identifies fromthe table 200 the TID 212 that has been assi gned

- 25 - to the | oader directory 300 associated with the HVN 210 of the
recei ver/ decogen 20, the Instream | oader and the software to be
downl oaded. =~ Wth reference to Figure 12, each | oader directory 300
associated with the H/N 210 5 of the receiver/decoder 2020 incl udes:

a version nunber, LVER of ..t he | oader dII’ 300. ., The verS| on
nunber is inclease g‘??\‘l?fr%"fnrll%déﬂg %t‘?:ﬁé'ﬁ%eévqrﬁle?‘ﬁ% CRRREHSngothe Step

| oader di r ct t he nunber, NL 304, of MPEG tabl es
of the Ins reglm celv d%gger of t he version nunber, LVERS 306, of the

| nstream | oader ; recervmg 2 bitsticdamn iﬂd:l’dfﬁ[g ﬂﬂ&ﬁa&(;)S of MPEG tables of the
software to be dovvnl oaded; he versi on nunber, SVERS 310, (t)}I

the software to bederwmiordingea: loader for 103(1111&‘ dhe dlata frgnethe Jbitsiream dnfe

| nstream | Oad%rcewer/decoder- and the identification, SEG |ID 312 of that

MPEG t abl e; the TID extension, TIDEXT 314, of that MPEG
tabl e; _ downloading \Waid' &4 fdanthe hits@ 6am fBERg 341 downloaded data loader.
a maxi rrumwS| ze, SECTION LEN 318, of an MPEG section of that

2. A method according to Claim 1, wherein the downloaded data loader is deleted
from the receiver/decoder after the data has been downloaded from the bitstream.

3. A method according to Claim 1, wherein the downloaded data loader is

15 subsequently stored in non-volatile memory of the receiver/decoder.

4, A method according to Claim 3, wherein the non-volatile memory is a Flash

memory volume of the receiver/decoder.

20 5. A method according to any preceding claim, wherein the downloading of the
data is performed by the downloaded data loader.

6. A method according to any preceding claim, wherein a portion only of data
stored in the receiver/decoder is replaced by a corresponding portion of data
25 downloaded by the downloaded data loader.

7. . A method according to any preceding claim, wherein the bitstream includes at
' least '6n;= dataioéder, said method further comprising the steps, at a transmitting system,
of
30 '_ . for the or each data loader, dividing the data loader into a plurality of modules;
and

for the or each data loader, dividing the data into a respective plurality of

Tl




MPEG t abl e; a value, TIMEQUT 320, of the tinme-out for

t he | oadi ng Wb 9h&m4MVMPEG 20 table; and t hecyabas®i613
SGNSI GN 322, of the signature of that MPEG tabl e; for each MPEG
tabl e of the software: , -34e identification, SEG ID 324 of
t hat MPEG tabl g; ' the TID extension, TID EXT 326, of that
MPEG tabl e; 2fodules, each plurality oftdata medulesibeihg lﬁbﬁoeﬁtedREi& @%&pective plurahty of

a maxi mum si ze, SECTI ONLEN 330, of an MPEG section of that t'abl e;
a val ue, TI VEd@saoasiep moguleshe time-out for the | oadi ng of that I\/PEG

tabl e; and 30 t he val ue, SIGNSIGN 334, of the signature of
t hat MPEG t abl e; an identification, KEY 336, of the private key
used for the guthem mnetiod@Bcdtliing® Claim 7, FRAKie" 0 ith

- 26 - a ci phered gr ea, CI7I5H REXOﬁllgﬁgﬁ%gi?létlsgl ni zrlltgtﬁf'ﬁansnuthng

si gnature 8l Gystera4ef: of t he | oader directory 300, the signature being

offset fromthe be 33 nat ure of fset
SGNOFFSET 342. % %P?ﬁ@cf*&i%elaa%%ﬁ H&a%}ngéb@?fs %%@H%F%éa respesitivaitahlag,
inter alia, dgfeatdbfesORa hthé tsaie Ofesp Wbt . f.or
exanpl e, whether t hg st‘gg§was sugcggsefchT t;}g@grrp e dl%‘lw%&mn%f?g%gﬂggt
the step at wHiffenentrtable n@ﬁrmﬁdmomg:tm;onhz(imm-akﬂeﬂﬂomy dnd | ater

. fed. | | ud

| dentified. For ex?or{pthg or e lgg?lty o% Ql%dtlleeg gf data, formatting each of the modules of

10  data as a respective table, the tables having the same respective TID as the tables of the

data loader modules associated therewith and respective different TID-extensions.

9. A method according to Claim 8, comprising, in said downloading steps, of
downloading module tables having the same TID.
15

10. A method according to Claim 9, wherein said tables have respective different
TID-extensions other than a predetermined TID-extension; and further comprising the
step, at the transmitting system, of generating a respective directory table for the or each
plurality of modules having the same TID, the or each directory table having said

20 predetermined TID-extension and that TID, the directory table containing for each of

the modules a name of that'module and the respective TID-extension.

11. A method according to Claim 10, further comprising the steps, at the
receiver/decoder, of:
25 downloading one of the tables having the predetermined TID-extension so as to
download a directory table;
determining from the content of the directory table the TID-extensions of the
module tables having the same TID as the directory table; and
in said downloading steps, downloading the module tables having the same TID
30 as that of the downloaded directory table and TID-extensions determined from the
downloaded directory table,

R O O



t he HVERSI ON. 2 t he hardware directory 200; 10 i f as
occurred dur‘ivﬂgg@%“processi ng of the hardware directory 200,§§Eﬁﬁ§8%1d}

i ndication of the type of error and the TID extension of the MPEG table of
t he har dware directory 200 at which t$e-error occurred;

the LVERSI ON 302 of the |oader directory; . . if an error has
occurred duri Ag t hé Biethadsascarding to 3y pigseiing elapac fusther somprisipg the step, at a

e Faor O ubfintRe shel P e ARGhE S HiBGH! BB Al | Mol tbie"

t he | oader re € error occurr

i f an error hagenigeaticne@TUDY) 4@ doftinihg CRs 8adhdofod phiflity f e in idbmtiitationan
i ndication of the type of error and the TID extension of the MPEG table of

t he | nstream of a re¢edeatideceder,hrespective TEPrassociated withgthatiyarsion identificatiqrt  an
error has gccurred during the processing of the software, an indication of
the type of error and the TID extension of the MPEG table of the software

at which the 13 o HAhdACKRMEIdRE to Claim 12T RfBerk "etvc?dgfpideﬁﬁﬁ%i%ﬁ c‘i)Hﬁg[riﬁgs

reason as to y writing/updating was perforned, for exanpl e, at
request of anaapgeifcatheorersiom ef themsesivarfdesaderwada ¢adedos thet mamifecturer of the
det ected and the,vtrétsjéber of upgrade failures. When updating resident
sof tware w t hT€<SHMHEF® I -esent in the MPEG bitstream at the request of
an application, the receiver/decoder 2020 is arranged to conpare the SVERS
30 3i0 of the software identified in the freshly downl oaded | oader

di rect ory10ablig. 30Q\ miethod as claimbéin/@lairh A2 ondBivhenafeperident wsindClaim 4 bf fuvthee.
If the SVERS 310 is later, thent npdul es associ ated with the

e he .
resi dent sof t Rempriging the seps o thereesirerdeaadsraeliory 69
downloading said directory table having the predetermined TID; and

determining the version identification of the receiver/decoder;
wherein the step of downloading a directory table comprises downloading that
15 one of the tables having a TID associated with the version number of the

receiver/decoder and the predetermined TID-extension.

15.. A method according to any of Claims 10 to 14, further comprising the steps, at
the transmitting system, of:
20 including in each transmitted directory table a directory version identification
therefor; and
at the receiver/decoder:-
~ determining whether the directory version identification of a currently
| &ansmitted directory table is more recent than the directory version identification of a
"25  previously downloaded directory table having the same TID as said currently transmitted
. directory table, and if not, aborting the downloading of data.

16. A method according to any preceding claim, further comprising the step, in a
transmitting system, of:

.30, ..., including in the bitstream a data version identification of the data; and,
at the receiver/decoder;

determining whether the data version identification of the received data is more

\

l I!III{IIIII[III{IHIIII I

§ *



- 27 - and the nodul es of the updated software are downl oaded and
nount ed. WO 99/18724 ont panel LED display 4038 of the recei vePGHEBESBI3 2020

i s adapted to displ-ay nmessages to the user of the receiver/decoder
2020 during the downl oadi ng of data. For -3 -exanple, the four follow ng
nmessages are specified in a paraneter field stored in the FLASH nmenory

69 of the recwsrensithansthedata vegsion identification of cyrentiyatpred desacangdf s, peifemmipgg

that witing/u ting s, proceedi in.a ".n | " state, that
is, at the reﬁgfgg?pd&dé’ﬁ”g%%%%ﬁgﬁt?r}mm the%%emg. "NATI V' nessage,

I ndicating that updating is proceeding in a "native" state, 10 t hat
I s, because the resident software has becone corrupted; a "000"

message, indi ¥Atind nieshod hecoBtiogstor sy premeding 104im, swherein! et leastppart arfnthe
the wting/updating, because .it,i.s _unable to.locate consisient or, vali
par amet er sé ownlodded gat? i‘I?QFF g F?Fegffpé’é (Fafe W"(?Fﬁ‘i #‘?etﬂﬁ/b@é"fa{ﬁw%&h&ozs

Is to be set : ol of the MPEG bitstrean) in the nmenory
of the recei vlceé??l g@%tﬁgr er2020; and 15 ) an "ERRL" nessage, indicating
that an error, other than those specified with reference to

the 000 nessage, has occurred during witing/ updating. .. As an
alternative t &8st ad method aggerding foany gaecedmng: demy, Surihes comprisg the &iePs # foon

may be dj_spl yecei ver/ decoder. 20 The steps in, for
R SPehude

exanpl e, the résitdent software will now be described with

referenceigo Fi gur gaddnitting a secohd datacPadet Gicluded invsaidbisshenmglahd t he
recei ver/ decoder checks the integrity of any resident 25 software by

per forni ng t hat thhgeceivardseedsni of i on and conparing the result of that
I Chetwo " aitutRalBedhy bOBaf R TR ARL T "cont i nues tn the nati ve
state; if the two YawHRadidgeoreNsf the first-mentioned data loader and the data, said second
" data loader performing the downloading of one of the first-mentioned data loader and
15 the data.

19. A method according to Claim 18, wherein at least part of the second data loader

is in the form of code which is specific to the hardware of the receiver/decoder.

" 20 20. A receiver/decoder comprising:
a receiver for receiving a bitstream including data;
storage means; and
downloading means for downloading from the bitstream into the storage means
a Joader for loading the data from the bitstream into the receiver/decoder.
~-25 -
21.  Areceiver/decoder according to Claim 20, further comprising means for deleting
the downloaded data loader from the storage means after the data has been downloaded

¢ «.. - from the bitstream.
30 22. - A receiver/decoder according to Claim 20, further comprising a non-volatile

memory for storing the downloaded data loader after the data has been downloaded
from the bitstream.
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sanme, or if no resident software is |ocated, then updating c ' Lh the
normal statWO9E4 i this native state, it is then deterni %’%@ﬁﬁ@ a

previ ous update request is still peng#n.g in step S102. |If such an
updat e request froman application is pendi‘ng, that request is erased

in step S103 .and s | ed. |4 . ! t i .
P 27 PATSecliebock SPERARY o CraE2S el IB B FBHEH whBomyis,
in step S104 aRfhsh Ridmdtly! voddine of thel rcéivéltdecb@erconrence the | ogging of this
updati ng. The report |logs the reason for the updati ng request, that

is, to replace corrupted software. 5 Follow ng step S104, the NATIV
I step 50524 K refiveeiBodet besding b s rdims 2000 33 ST b S ahsor
fields of §heqirisadi A labled¥blperform MBS WnIBRAAE S CRACKGH the biskiaod uni N

paranmeters and/or the PID paraneter are not 10 fined, the display 4038
I s caused to display the 000 nessage and the updating is abort ed.

I f these paraneters are defined in the paraneter field, the updatin
proceeds to sé®p Arecesyefgip,codeﬁ awqrc@ns tornyed SHlams0 te d4dehergindhe @91@30@4@-@

MPEG tuner 40¢8, 1QdbPh &c{aﬁ{éﬁpﬂ '}gﬁﬁce a portion only of data stored in the receiver/decoder
by a corresponding portion of data downloaded thereby.
10 '
26, A receiver/decodelj according to Claims 20 to 25, arranged to download tables.

27. A receiver/decoder according to Claim 26, wherein said downloading means is
arranged to download a table having a table identification (“TID”) and a predetermined
15 table identification extension (“TID-extension™) so as to download a directory table, to
| determine from the content of the directory table the TID-extensions of module tables
having the same TID as the directory table, and to download the module tables having
the same TID as that of the downloaded directory table and TID-extensions determined
from the downloaded directory table so as to download said loader.
20
28. A receiver/decoder according to Claim 26 or 27, wherein said downloading
means is arranged to download a directory table having a predetermined TID and
containing, for each of a plurality of version identifications of a receiver/decoder, a
réspective TID associated with that version identification, to determine the version
25 identification of the receiver/decoder, and to download a directory table having a TID
associated with the version number of the receiver/decoder and the predetermined TID-

ex_tension.

29 A receiver/decoder according to Claim 27 or 28, wherein said downloading
30 me;éjns is arranged to determine whether a directory version identification of a currently
transmitted directory table is more recent than the directory version identification of a

previously downloaded directory table having the same TID as the currently transmitted

e
T
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15 2014 in accordance with the paraneters stored in the paraneter fields.
I f the tuni N§O99187283i|s, the updating is aborted and the ERRRCHIBISAYL3i s
di spl ayed. If the tuning is successful, the Bootstrap | oader 100 -
downl oads and aut henticates the hardvg®e directory 200 in step S108.
If the hardware directory 200 is not downl oaded 20 before the tine-out is
reached, or idiredteryHablewandifdiot.ciotabost thdownloadihg afitshidribadzat ed (as an
error has occurred during the downl oading), the updating is aborted and the
ERRL message di spl ayed. | f downl oadi ng and aut hentication are

successful, t Boat.atd; # . 210
correspondi ngﬂ'?'o tﬁeé{:/%?gf%egeﬁ r?%%o?&gg ?fﬁyﬁzgléﬁ\%eﬁ@e@ 3}5}’/ rlg?b% ,dagsloader
defined i n a isanahefers of cadedwhich isspebiftrto yhindwaes of heat&iveridagodepdat i ng

i s aborted and the ERRL nessage displ ayed If such an entry is
| ocat ed, the Bootstrap | oader 100 reads the TID 212 of the MPEG 30 tables

netream T oadhy “eiFbRERas RHIRE B B0y ohl bl b 00 e

downl oads anddownloading htvahé BsairRagéd® doWnlHdla $Ra8Eloadir iREILAY N3 inkfudkd®
| oader directory_ 300 is not

- 29 - iacai bisgiesanhor slowmidading] ane-afithe fisstmeentiovel] loader 4ndt the dataader
directory is not authenticated (as an error has occurred during the
downl oadi ng), the updating is aborted and the ERRL nessage di spl ayed.

10 32. A transmission system comprising:
means for transmitting a bitstream including at least one loader for loading data
into a receiver/decoder, and data associated with the or each loader; and
means for dividing the or each loader into a plurality of modules and dividing
 the data associated with the or each loader into a respective plurality of modules for
15 ‘transmittal by said transmitfing means. '
' 33" A transmission system according to Claim 32, further comprising:
means for formatting each of the modules of the or each loader as a respective
table, the tables of the or each loader having the same respective table identification
20 (“TID”) and respective different table identification extensions (“TID-extensions”); and
means fo_r formatting each of the modules of the data associated with the or each
loader as a respective table, the tab_leé of the modules of data having the same respective
TID as the tables of the loader modules associated therewith and respective different
TID-extensions.
25
34. A transmission system according to Claim 33, wherein said tables have
respeptive different TID-extensions other than a predetermined TID-extension; said
system further comprising means for generating a respective directory tables for the or
} each plurality of modules having the same TID, each directory table having that TID
30  and said predetermined TID-extension, the directory containing for each of the modules

a name of that module and the respective TID-extension.
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5 1f downl ogq;&gw d aut hentication are successful, the Boot Z‘%{{T?lﬁ?%{&??fgr

100 downl oad he Instrearn | oader fromthe MPEG bitstre
RAM 72 of the receiver/decoder 2020 in step S110. If the Instream
| oader is not downl oaded before the tine-0d? s reached, or if the

| nst | oader. i s pot aut henti cat ed h d during, .
the downl oadi ig) , e BSHIPR JYSEm ZEerding 1o Aay phlame? fedb duebercopipaising:

10 If the | nsﬁﬁé’&ﬁ‘fé&%ﬂ@ﬁaﬁﬁ%zfl gﬁ@&&%ﬁﬂi& hérﬂgﬁgxﬁ]é ?t@ ﬁingé’%agﬁgﬁﬁ%{’cgﬁ%%

—

the Instream | oader i1s exec In“step

corrupted por (ITiD')f ancheonwiiingnfors edchwaf ea pluralifys of I esision aidenti Aty FENS S
of the software to Pe O(jl.q%wnl oaded are downl oaded by the ~ Instream

| oader, aut heReqedverdacedsn arssPective TiD associalpd wiithi thatevessiam édentifioattomi on i n
FLASH 15 nmory 69. If the software is not downl oaded before the tine-out
is reached] or if the software is not authenticated (as an error has

occurred duri g, t he\ daushiesioh Spterdacédrdiap to any of Cldiins 304418, fifher'Cborhgiising
witing of the software into the . FLASH nenory 69, the updating s

aborted and t meaERIfor irghidingcingiach trapsmitted talde alviersisoreidentificktion thatfonar e i s
successfully updated, the witing of the report is stopped in step
S113 and the receiver/decoder 2020 reset to enable a further updating to be
conmmenced. . LA traiemisdi ' algp(gpé' ' :

may al ternati \%Iy be reperf%??ryesgé%gwogagégfc i edllaﬁ%sn%%troaé(ﬁ‘%{hl%%le%&%ﬁotﬂ%%&fj
successf ullDy dendet istindhe formmef ¢ode whicleisapecifiorto the hardresrt @f thewgcéibaidesbdR. i S
r eached. If updating is to proceed in the normal state, the

Boot strap | oader 100 determines in step S201 whet her an update request .
froman appliggti o cSmBinaB&dbs a%@éiéi%‘deééde?%cor&iﬁg 18 Yny %?%%&ih{lgzoct%@l' RS
as normal. If there is already a pending update request; then the

pendi ng r equesttransmirsivnesysteth ddcording to any of Claims 32 to 37.

15 39. A signal including at least one loader for loading data into a receiver/decoder,
and data associated with the or each loader, the or each loader being divided into a
plurality of modules and the data associated with the or each loader being divided into

a respective plurality of modules.

20 40. A method of downioading data to a receiver/decoder substantially as herein
described.

41. A receiver/decoder substantially as herein described.

25 42. A transmission system substantially as herein described.
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- 30 - The report of the previous updating is erased in sta&@SZOZ and

initialisedwoPonstdr to comence the | ogging of this upghiB§§l61¥he
report |logs the reason for the updating request, for exanple, at the
request of an application, and any updating options that are sel ected
by the application. 5 ! It is then19?£ernined, in step S203, whether a
Resi dent | oader is stored in the FLASH menory 69 of the

recei ver/decoder 2020. If such a loader is stored in the

recei ver/decoder, it is determned in step S204 whet her the Resident | oader
has been executed in response to a command from software stored in

t he recei ver/decoder 2020. 10 |If thegﬂﬁjtdfnt | oader has been executed,
then the Resident |oader performs sub nt * steps in the updating
process that would |y be carried out by the Bootstrap | oader

100. Lf the Resi |loader_is nat_present .or_has not.been_ ..

execut ed, khen the Boot strap | oader 15 100 is used. It is also possible_-l
for the software stored in the receiver/decod  to force the
Boot strap § oader 100 to continue the updating s even if a Resident t
| oader is Btored in the FLASH nenory 69. LOAD nessage i s
di spl ayed Pn the display 4038 of the receiver/ r 2020 in 20 step
S205. In step S206, the paraneters store the paraneter fields o
t he EEP and FLASH menory 69 are checked. If\ the tuning paraneters
and/ or thelPlD paranmeter are not
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defined, the dis 4038 is caused to display the 000 nmessag
updating is we 9 }ei F6tt ed. I f these paraneters are defi nEG?R%S%OE&;
paranmeter field, thé updating proceeds to step S207, in which the

Boot strap or Resident |oader tunes the tuner 4028 to the transponder

2014 in accordance with thé paraneters sto?zﬂ‘ln the paraneter fields. If
the tuning 30 fails, the updating is aborted and the ERRL nessage is

di spl ayed. If the tuning is successful, the Bootstrap or Resident

| oader downl oads and aut henti cates

- 31 - the hardware direct ornyQ{i{z step S208. If the hardware
directory 200 is not downl oade @ the tine-put is reached, if the
hardware directory is not authenticated as an error has occurred
during the downl oadi ng) or, depending on an pption sel ected by the
application requesting the updating, if a sufge$4ffjul updating has been
carried out 5 wusing a hardware directory hpving jt he same HVERSI ON 206,
the updating is aborted and the ERRL nesdlage di spl ayed. | f
downl oadi ng and aut hentication are successful/an§ the updating is enabled
by the application, the Bootstrap or Regide | oader searches for an
HVN 210 corresponding 10 to the version nunmper of the receiver/decoder
2020, as defined in a parameters fiel d2012 A/ 1f sdc/2AHBHVN i s not | ocated,
the updating is aborted and the ERRL nessage sl ayed.
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If such an entry is |located, the Bootstrap or Resident |oader reads the TED
212 of the 1WOMPRER4t abl es used for the | oader directory 300 peHIBSSAt&d

with that HYN 210, the Instrearn | oader and the software to be -
downl oaded and, in step S2Q09, downl oads and aut henti cates the correct
| oader directory 300. " If the loadeB/HWirectory 300. is not downl oaded

aut henticated (as an error has occurred t he downl oadi ng), or,
dependi ng on an option selected by the cation re $eplg ng t he updatrng,
if a successful updating has carrred out uq?ng a Ioa %gggrectory

havi ng the sane LVERS 300, 7/ the updxtTrg—Ts aborted—arrd
nmessage di spl ayed. 25 ,LL—deﬂLLoaﬁtggjand_aughent|catro | quccessf ul

and the updating is engbled by the appltcation, the trjap | oader
100 downl oads the | nstrjeam | oader fro he MPEG bi t st 1ijnto t he RAM
72 of the receiver/decqder 2020 in st S210. If the Insti | oader

i's not downl oaded beforle the tine ched, or if t nstfr eam | oader
i s not . authentidated (as a occurred dur i
downl oadi ng), the updati e dijspl ayed.

If the Instream | oader is S USRS | oa 4303921d aut henti c &68 t he

| nstream | oader is 03 - 32 -
executed in step S211 and, in st%p %212, t he version nunber SVERS 310 of
t he

before the tine-out is reached, if the Zﬁﬁgb er directory is not
appl

Fig.4. o
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software in the MPEG bitstreamis conpared to that of the resiEen
software. WO9I¥R4: e yersion nunbers are the sane, the wif Hbégéfm?lﬁe i
software into the FLASH 5 nenory 69 is not performed and the application
update request is erased. I.f the version nunbers are different, the
resident software is erased and the segmefig of the software to be
downl oaded are downl oaded by the Instream’l oader, authenticated and witten
in- the FLASH nenory 69 in step S213. 10 If the software is not

downl oaded before the tine-out is reached, or if the software is not
aut henticated (as an error has occurred during the downl oading) or if an
error occurs during the witing of the software into the FLASH nenory
69, the updating is aborted and the ERRL nessage displ ayed. 15 If
the resident software is successfully updated, the witing of the report is
stopped in step S214, the pending update request is erased and the
recei ver/ decoder 2020 reset to enable a further updating to be
comenced. As in the native state, in any steps at which the
updating is aborted, the step may 20 alternatively be reperformed until
successfully conpl et ed. It will be understood that the present

i nvention has been descri bed above pureIF:BgLSSy of exanple, and

nodi fications of detail can be nade withfn “*scope of the invention.

25 Each feature disclosed in the description, and (where appropriate) the

cl aims and drawi ngs may be provi ded40igependently or in any
appropriate conbination. In the afforenenti oned preferred enbodi nents,
certain features of the(fre:en{ Hrrert-eR—have '
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been i npl enented usi ng conputer software. However, it will of course be
clear to theWO99/188%i || ed nan that any of these features nay BEI/IBIpDPEIENt ed

usi ng hardware. 30 -Furthernore, it will be readily understood that the
functions performed by the hardware, t he conputer software, and such
li ke are performed on or using electricah ﬂpd i ke si gnal s.
- 33 - CLAI V5 1. A met haf%of downl oadi ng data to a
recei ver/ decoder, conprising the steps, at 5 the receiver/decoder, of:
receiving a bitstreamincludi ng the data; downl oadi ng a | oader
for loading the data fromthe bitstreaminto the recei ver/ decoder; and
downl oadi ng sai d data frdomlthelbidstréamiusi hg $ai dl downl ohded daja ljoader
10 2. A nmethod dccdrdihg fo Claim 1, {whe¢rei p the dpwnhoaded gata
| oader is del eted firom the re¢cei yerjdecpdey afjer thejdaga has heen
downl oaded fromthe bitgtrgam | | 3 t ho a?cor-' to im1,
wherei n t he downl oaded qat¢ Io?der is;15 supégsuen IylstO'edlin
non-vol atil e nenory of ﬁhe rec?iv%r/dkco¢er
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4. A method according to Claim3, wherein the non-volatile nenory is a
Fl ash neRSPH8T8] une of the receiver/ decoder. 20 5. PRTARASH08613
according to any preceding claim wherein the downl oadi ng of the data”
is perfornmed by the downl oaded data | oader. 6. A nmet hod accordi ng
to any preceding claim wherein a portioq%qgly of data stored in the
recei ver/ decoder is replaced by a correspondi ng portion of data 25
downl oaded by t he downl oaded data | oader. 7. A nmet hod accordi ng
to any preceding claim wherein the bitstreamincludes at | east one
data | oader, said nmethod further conprising the steps, at a transmtting
system of : 30 for the or each data | oader, dividing the data
| oader into a plurality of nodul es; and for the or each
data | oader, dividing the data into a rq§§ t?pe plurality of
- 34 - nodul es, each plurality of gga nmodul es bei ng associated with
a respective plurality of dat a | oader nodul es.
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8. A nmet hod according to daim7, further conprising the steps, at the
transmtti ngw®99/8yst em of : for the or each dat @ciraBsbaisis
formatti ng each of the nodul es as a respective table, t he tabl es
having the sane respective table identification ("TID") and respective
different table identification extensions 5"TID—extensions“); and

for the or each plurality of nodul es of d4 4, formatti ng each of the
nodul es of 10 data as a respective table, the tables having the sane

respective TID as the tables of the data | oader nodul es associ at ed
therewith and respective different TID extensions. 9. A et hod
according to Claim@8, conprising, in said dowl oadi ng steps, of

downl oadi ng nodul e tabl es having the sane TID. 15 10. A et hod

according to Caim9, wherein said tabl igzégirespective di fferent

Tl D- extensi ons ot her than a predeterm néed %t ensi on; and further
conprising the step, at the transmtting tem of generating a
respective directory table for the or each ‘ plurality of nodul es
having the sane TID, the or each directory table having said 20
predeterm ned Tl D extension and fhat TrO—the—drrectory—t abl e cont ai ni ng

for each of the nodul es a nane of that nodul e and the respective

Tl D- ext ensi on. 11. A t hod according to d ai 10, further
conprising the steps, at the recei ver/ decoder, of: p42

downl oadi ng one of the tables having the predeterm ned extension so as
to downl oad a directory tab e; A determ g ng fromthe
content of the directory table the TID—engNglons of the nodul e tabl es
having the sane TID as the direcfory table; and in said

downl oadi ng steps, downl oadi ng tlhe nodul e tabl es having jthe sane TID 30 as
that of the downl oaded directory| table and Tl D extensiongs deternm ned from
the . downl oaded directory tapble.
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25 previously downl oaded directory table having the same TID) as said

currently twoomsiaded

downl oadi ng of data. 16.

claim further conprising the step, in 3792
including in the bitstream a data versio

at the receiver/de
identification of t

GeckQea
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—————deter Ty witetin

data is nore

transmtting system of:
Identification

directory table, and if not, abor PCEABL8/613

any precedi ng

30
t he data; and,
e data version

A

- 36 - recent than the [@ata versron rdentiticat fd04of currently
stored data, and if so, ﬁ@@forﬁinq said step of | oadi ng said
data fromthe bitstream 17. A net hod accordfng to any preceding
claim wherein at |east part off the 5 downl oaded data | oader is in the
formof code which is specific|to the hardware of the

recei ver/ decoder. 18. A met hod according to ﬁny precedi ng cl aim
further conprising the steps, gt a transmtting $ystem of; 10

transmtting a second data Ioaq
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‘data Ioader erformng the downl oadi ng of one of the first- rge&tg gjata
| oader and WA data 19. A met hod according to al ml
wherein at |east part of the second data | oader is in the form of
code which is specific to the hardware of the receiver/decoder. 20 20.
A recei ver/decoder conpri sing: 10/14 a receiver foir receiving a
bi t stream i ncl udi ng dat a; storage neans; and

downl oadi ng neans for downl oading fromthe bitstream into the st or age means
a |l oader for loading the data fromthe bitstreaminto the receiver/decoder.

25 21. A receiver/decoder according to Caim 20, further
conprising neans for deleting the downl oaded data | oader from the
storage neans after the data has been downl oaded fromthe bitstream
30 22. A receiver/decoder according to Claim 20, further conprising a
non-vol atil e menory for storing the downl oaded data | oader after the
dat a has been downl oaded from thE @ 2
-37 - 23. A receiver/decoder a (J |-St3 o Caim22, wherein the
non-vol atile menory is a Fl asjbzmsrmry vol ume of the receiver/decoder.
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24. A receiver/decoder according to any of Clains 20 to 23, wherein the
downl oaded WO 9928724 | oader i s adapted to performthe downl oadiGIJB8¥/ 0184t a
fromthe bitstream - 25. A receiver/decoder according to any of
Caims 20 to 24, wherein the downl oaded .4, data |loader is adapted to
replace a portion only of data stored in (Le recei ver/ decoder by a
correspondi ng portion of data downl opggt-l'geby. 10 26. A

recei ver/ decoder ording to Cains1204.0 » arranged to downl oad tabl es.
27. A receiverﬁ3©@0eer aetiding to Caim 26, wherein said downl oadi ng
means i s arr angeg

a tabl,gaving a takle identification
NlenbiMicati oneéxt #nsSi on

directory tabl es=fo0 determ ne
abl e the TED extensions of nodul e tables
having the same TID as the

ectory table, and to downl oad the nodul e
t abl es havi ng t he sane llﬁ.a hat o he_downl oaded djrectory table
and TI D-ext ensi ons determ ne fromthe downl oaded direg¢tory table so
as to downl oad s8102~acader- A receiver/decodef according to
Claim 26 or 27, wherepr i din neans ifs argghged to]downl oad

1 red FPD_and con, ﬁﬂ%tng, or each
Tons of a receiverldecoder

% a
5t version identification, Q,gmrm ne

f the receiver/decoder, and to | oad a

respective TID associ at o
the version 25 identificatny

directory table h é&g a TID -associated with the version nunber of the
receiver/ decoder the pre¥etern ned Tl D ext ensi on. 29. A
recei ver/ decoder acoQidi ngnitigligd ai mf27 or 28, wherein said downl oadi ng 30

means is arranged to dehpdakﬂﬁxnhﬁt er a directory version identification
of a currently $

Display NATIV
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arameters
P —»  message

the tuner tuned NO > Display ERRL
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the hardware

directory been downioaded

: correctly and

. authenticated
()

Display ERRL
message

YES



transmtted directory table is nore recent than the directory version

i denti fi cat iYR 998734 previ ously downl oaded directory tabl BEHIRPEALEhe
same TID as the currently transmtted

- 38 - directory table, and if not, to abort the downl oading of said
| oader . 30. A recei ver/ decoder ﬂﬁiording to any of Clainms 20 to
29, wherein the data | oader isin é formof code which is specific
to the hardware of the receiver/decoder. 31. A receiver/decoder
according to any of Clainms 20 to 30, mherein said downl oadi ng neans
is arranged to downl oad a seconE: df uded data i ncl uded in
said bitstream for downl oadi ng hjdf Eiec .ioned | oader and the
dat a. 10 32. A transm sgfhgn systemc npr|5|ng nmeans for
transmtting a bitstreamin -ving at | east one | oader for |oading data
into a receiver/decoder, and ¢lata associated wth the or each | oader; and
means for dividing the or eacd | oader into a plurality of nodules and

di vi di ng §1§§ta a ated with the or each | oader into a
respective pIuraI t 15 transmttal by said transmtting

means. ansnias§i on temaccording to Caim32, further
conpri si ng: e or e 0 T? qtﬁ of the or
each | oader as aT esplitaotory been corregilye, T > %@E §§c oader
havi ng the sane respectdewntogsdad aodnt i L4 L 898 rekbpective

ons ("TID-extensions"); and

the Instream loader

been downloaded correctly Display ERRL

and authqenticated message
S111
Execute
N\ Instream loader
S112
the data been -
correctly downloaded and D 'SrgllggsaEngL
" authenticated




rreg{ns for for %tgw%gach of the nodul es of the data associated with the or

each | oader"as“a respective table, the tables of the noducviBesodss a
havi ng the same respective TID as the tables of the | oader nodul es
associated therewith and respective different Tl D- ext ensi ons. 25

34. A transni ssion system according to ﬁ({ﬂi m 33, wherein said tables
have respective different TID- extens & other than a pr edet er m ned
Tl D- extension; said system further conprising nmeans for generating a
respective directory tables for g or gach plurality of nodul es
having the sanme TID, each_ di rectﬁpg.a‘])g (@Qaﬁqﬂl TID 30 and said
predeterm ned TI D extengipoN, the divectory\co ing*for each of the

nodul es a name of nodul e and t he respective TID extension.

- 39 -

35.
34, further m.i si ng: means for generating a directory table

havi ng a pre Fabke identification ("TID") and contai ni ng,
for each of a plura tydﬁ versjon identifications of a
recei ver/ decodg pEe geendisg T 2658
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a transm SSi‘gBﬁ,bf?fz@m according to any
signal inclu
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plurality of nodules.

20 4?:- 41 t of da
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